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A0106(Rev.5/85) Affidavit for Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

Flt.E:~D 
AUG ·· 7 2008 

(Name, address or brief description of person, property, or premises to be searched) NANGY MAYER WHITT! NGTON, CLERK 
U.S. DIS''f!ICT COURT 

APPLICATION AND AFFJ][)A VIT Gateway E Series Computer 
MFG Code 0033161568, formerly located 
at Station 54, C. Burr Artz Library 

FOR SEARCH WARRANT 

110 East Patrick Street, Frederick, Maryland 21701 
Currently located at 9325 Discovery Blvd, Manassas, VA 

CASENUMBER:Q 8- 4 9 6 - M 0 1 
(Further described below) 

--'M~a,_,_r_,_,lo:!....!.2A~r.!..r~ed~o~n~d:!.:o:!.-_______ b,eing duly sworn depose and say: 

I am a(n) Special Agent with the Federal Bureau of Investigation 
(Official Title) 

that (name, description and or location) 

and have reason to believe 

Gateway E Series Computer, MFG Code 0033161568, formerly located at Station 54, C. Burr Artz Library, 110 
East Patrick Street, Frederick, Maryland, 21701, currently located at 9325 Discovery Blvd, Manassas, VA 

in the Northern District of Virginia, there is now concealed a certain person or property, namely (describe the perscn orpmperty 
to be searched) 

electronic communications, electronic documents, internet activity, and stored writings identifying a plan 
to kill witnesses or names of intended victims, suicide letters, or any other relevant dectronic data. 

which is (state one or more bases for search and seizure set forth under Rule 4J(c) of the Federal Rules of Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, including the use of a weapon l[)f mass 
destruction (anthrax) and the murder and attempt to murder officers and employees olfthe Unitt'd States. 

concerning a violation of Title 18 United States Code United States Code, Section(s) 2332a anld 1114 . The facts 
to support a finding of Probable Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN INCORPORATED BY REFERENCE AS IF FULLY RESTATED HEF:EIN 

Continued on the attached sheet and made a part hereof. x YES o NO 

~~~ f\AMArr~. 
US Attorney's Office, Washington, DC Signature of Affiant 

(202)202-353-8055 Marlo Arredondo, Special Agent 
Federal Bureau of Investigation 

at Washington, D.C. (Pursuant to the domestic terTori~m S(:arch 

0\MBERTH, '~.Je RCl 
Warra visions of Rule 41(b)(3)) 

Name and Title of Judicial Officer 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT Q :8 _ 4 9 6 _ M Q ., 
I, Marlo Arredondo, being duly sworn, depose and say: 

I have been a Special Agent of the Federal Bureau of Investigation 
(FBI) for approximately three years. As a Special Agent of the FBI, I investigate 
a crime involving the dissemination of a Weapon of Mass Destruction I[ anthrax) in 
violation of Title 18 U.S.C. Sections 2332(a), 1114, and 1512(a) (2). The 
definitions provided herein are based on my knowledge and experience as an 
FBI Agent, and consultations with other criminal investigators. 

This affidavit is respectfully submitted in support of an application for 
warrants to search the following computers, pursuant to the domestic terrorism 
search warrant provision found at Rule 41 (b )(3) of the Federal Rules of Criminal 
Procedure, in that it involves threats to witnesses in, and obstruction of, a 
domestic terrorism investigation, pending in the District of Columbia. 

I make this affidavit in support of an application for a search warrant for 
two desktop computers currently in the FBI's possession, however, previously 
located on the second floor of the C. Burr Artz Library, 110 East Patrick Street, 
Frederick, Maryland 21701. The first computer is identified as Station 54: a 
Gateway E Series, MFG Code 0033161568. The Gateway computer towe!r has a 
sticker on the front bearing the identifier, Station 54. The second computer is 
identified as Station 41: a Dell Optiplex 320, Bar Code 41 YPBC 1. The Dell 
computer tower has a sticker on top bearing the library's property identification 
number 00531. 

As discussed below, there is probable cause to believe that a 
search of the aforementioned computers may result in the collection of evidem;e 
relevant to an ongoing criminal investigation into the dissemination of a Weapon 
of Mass Destruction (anthrax) through the U.S. mail system in September 200·1 
and October 2001 in violation of Title 18, United States Code, Sections 2332(a) 
and 1114, which killed five people and infected at least 17 others, and into 
tampering with a witness or informant in connection with that ongoing domestic 
terrorism investigation, in violation of Title 18, United States Code Section 
1512(a)(2). The FBI and the U.S. Postal Inspection Service (hereinafter "Task 
Force") investigation of the anthrax attacks has led to the identification of Dr. 
Bruce Edwards Ivins as a person necessitating further investigation for the! 
reasons set forth in this affidavit. 

Overview 

The Task Force investigation of the anthrax attacks has led to the 
identification of Dr. Bruce Edwards Ivins, an anthrax researcher at the U.S. Army 
Medical Research Institute of Infectious Diseases, Fort Detrick, Maryland 
(hereinafter "USAMRIID"), as a person necessitating further investigation for 
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several reasons: (1) At the time of the attacks, he was the custodian of a large 
flask of highly purified anthrax spores that possess certain genetic mutations 
identical to the anthrax used in the attacks; (2) Ivins has been unable to give 
investigators an adequate explanation for his late night laboratory work hours 
around the time of both anthrax mailings; (3) Ivins has claimed that he was 
suffering serious mental health issues in the months preceding the attacks, and 
told a coworker that he had "incredible paranoia, delusional thoughts at times" 
and feared that he might not be able to control his behavior; (4) Ivins is believed 
to have submitted false samples of anthrax from his lab to the FBI for forensic 
analysis in order to mislead investigators; (5) at the time of the attacks, Ivins VIlas 
under pressure at work to assist a private company that had lost its FDA 
approval to produce an anthrax vaccine the Army needed for U.S. troops, and 
which Ivins believed was essential for the anthrax program at USAMRUD; and (6} 
Ivins sent an email to a friend a few days before the anthrax attacks warning her 
that "Bin Laden terrorists for sure have anthrax and sarin gas" and have "just 
decreed death to all Jews and all Americans," language similar to the anthrax 
letters warning "WE HAVE THIS ANTHRAX ... DEATH TO AMERICA ... DEATH 
TO ISRAEL." 

Factual Background 

Over the course of the past few years, Dr. Ivins has become aware tha1t 
the Task Force considers him a person who warrants further investigation in 
connection with the anthrax attacks. He has been interviewed a number of times 
by law enforcement throughout the course of the nearly seven-year investigation, 
most recently in the presence of his attorney on June 9, 2008. In addition, on 
November 1, 2007, Task Force agents executed search warrants at his 
residence, his office at USAMRIID, and his vehicles, for evidence linking him to 
the anthrax attacks, and seized a number of items, including numerous let1ters to 
members of Congress and the media, along with handguns. In recent months in 
particular, he has told co-workers and friends that he is a s.uspect in the 
investigation, even revealing to one friend a few weeks ago that his at1torney has 
told him to prepare to be indicted for the anthrax attacks. 

On July 9, 2008, Ivins attended a group therapy session in 
Frederick, Maryland, hosted by a licensed Clinical Social Worker, where he was 

---~--------__Later described__as_agitated,_angry_,__and_ho_stile.__lvjns_statedlbatbe_hadken _________ ~----
walking around the "ghetto" areas of Frederick late at night hoping that someone 
would try to hurt him so that he could stab them with a sharp writing pen. Ivins 
had the pen with him and made the social worker feel it. 

Most importantly, at this same meeting, Ivins stated that he was a susp1::~ct 
in the anthrax investigation and that he was angry at the investigators, ·the 
government, and the system in general. He said he was not going to face the 
death penalty, but instead had a plan to kill co-workers and other indiviiduals who 
had wronged him. He said he had a bullet-proof vest, and a list of co-vvorkers, 
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and added that he was going to obtain a Glock firearm from his son within the 
next day, because federal agents are watching him and he could not obtain a 
weapon on his own. Based on these statements, the Social Worker called the 
Frederick, Maryland, police department, and they took custody of Bruce Edwards 
Ivins on Thursday, July 10, 2008, for a forensic evaluation at Frederick Memorial 
Hospital. Ivins was then sent to Sheppard Pratt in Baltimore, Maryland, for 
further evaluation, where he remained until Thursday, July 24, 2008, vvhen he 
was released. 

On July 12, 2008, in response to the threats Dr. Ivins had madE:~. a search 
of Dr. Ivins' house, cars, office, and wallet was conducted. Recovered in that 
search were several items of ammunition, a bullet proof vest, a homemade body 
armor plate, computers, and other case related items. 

On July 24, 2008, between the hours of 7:00pm and 8:30pm, while 
conducting a surveillance operation on Dr. Bruce Edwards Ivins, Spec:ial Agents 
of the FBI observed Dr. Ivins enter the C. Burr Artz Library in Frederick, 
Maryland. Dr. Ivins utilized the computer located at Station 54. A short tirne l;~1ter 
Dr. Ivins left Station 54 and utilized the computer located at Station 41. While 
utilizing the computers, Special Agents of the FBI observed Dr. Ivins reviewin!;} a 
website dedicated to the Anthrax Investigation and examining email accmmts. 

On Sunday, July 27, 2008 at approximately 1:15am, Frederick County 
Emergency Services responded to 622 Military Road, Frederick, Maryland 
following a 911 call for an unconscious male. Dr. Ivins was transported to 
Frederick Memorial Hospital where he remained until his death on Tuesday, July 
29, 2008. Dr. Ivins' death was ruled a suicide due to an overdose of Tylenol 
(acetaminophen). 

' . 

. On July 31, 2008, both of the above referenced computers, Station 41 ;:mel 
54, were obtained from C. Burr Artz Library. The computer towers are pre~sently 
in FBI possession until they can be searched. 

The Task Force submits that a search of the computers may reveal 
documentary evidence that will assist the investigation into these threats to 
witnesses related to the anthrax investigation, and obstruction of that 
investigation. The search is for any indication of electronic communications,_ ________ -___ _ 
electronic documents, internet activity, and stored writings identifying a plan to killl 
witnesses or names of intended victims, suicide letters or any other relevant 
electronic data. 
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Conclusion 

Based on the foregoing, I submit that there is probable cause to believe 
that a search of the aforementioned computers may result in collection of 
evidence relevant to the investigation of threats to witnesses in, and obstruction 
of, the investigation into the dissemination of a weapon of mass destruction 
(anthrax) through the U.S. mail system in September and October 2001 in 
violation of 18 U.S.C., Sections 1512(a)(2), 2332a and 1114. Specific;ally, there 
is probable cause to believe that a search of the computers may reveal ele~ctronic: 
data identifying a plan to kill witnesses, names of intended victims, photographs, 
suicide letters and other relevant information. 

Because this affidavit is part of an ongoing investigation that would be 
jeopardized by premature disclosure of information, I further request that this 
Affidavit, the accompanying Order, and other related documents be filed unde!r 
seal until further order of the Court. 

The statements contained in this Affidavit are based in part on iinformation 
provided by FBI Special Agents and U.S. Postal Inspectors, on observations 
made by law enforcement agents, and on my experience and background as a1 
FBI Special Agent. I have not included each and every fact known to me 
concerning this investigation. I have set forth only the facts that I believe are 
necessary to establish the necessary foundation for the search warrant. 

l\uiu& (trr~--
MARLo ARREDONDO 
Special Agent 

AUG 0 7 ZOOS Federal Bureau of Investigation 

Sworn to before me this 
__ day of ____ _ 

----··· _JJ~T~~-~----
United States District Court 
for the District of Columbia 

LAMBERTH, C.J. RCL 
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A093(Rev.5/85)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person or property to be searched) 

Gateway Series E Computer 
MFG Code 0033161568, formerly located 

at Station 54, C. Burr Artz Library 
110 East Patrick Street, Frederick, Maryland 21701 
Currently located at 9325 Discovery Blvd, Manassas, VA 

SEARCH WARRANT 

CASENUMBER: 0 8- 4 9 6- M 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name, description and or location) 

Gateway E Series Computer, MFG Code 0033161568, formerly located at Station 54, C. Burr Artz Libmry,, 110 
East Patrick Street, Frederick, Maryland, 21701, currently located at 9325 Discovery Blvd, Manlltssas, VA 

in the Northern District of Virginia, there is now concealed a certain person or property, namely (describe the person or 
property) 

electronic communications, electronic documents, internet activity, and stored writings identifying a pl:iln to kill 
witnesses or names of intended victims, suicide letters, or any other relevant electronic data. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the issuance 
of this warrant. 

~~%~,L ___ _ 
(Date) 

YOU ARE HEREBY COMMANDED to search on or before 

(not to exceed 10 ~}fthe person or place named above for the ~son or property specified, serving this wan·anlt and 
making the search G2f (in the daytime-6:00A.M. to 10:00 P.M.) U (at any time in the day or night as I find reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this wanant and 
receipt for the person or property taken, and prepare a written inventory of the person or property sc~ized and promptly 
return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

AUG 0 7 2008 
at Washington, D.C. 

Name and Title of Judicial Officer 

0 1 
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rr==================================·-======i! 

RETURN 

DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WITH 

INVENTORY MADE lN THE PRESENCE OF 

INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 

11-------------------------------------·-------ll 

CERTIFICATION 11--------------------===:.:.::..::::..::..::.:..:;;.;:.:;;..::..:...:....__--:-________________ ,l 

I swear that this inventory is a true and detailed account of the person or property taken by me on the wan·ant. 

Subscribed, sworn to, and returned before me this date. 

U.S. Judge or U.S. Magistrate Judge Date: 

~'================================:=·-:====:::::::!J 
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A0106(Rev.5/85) Affidavit for Search Warrant 

UNITED STATES DISTRICT COURT' 
FOR THE DISTRICT OF COLUMBIA 

Fll ... E:~ D 
AUG -· 7 :W08 

In the Matter of the Search of 
NANGY MAYER WHii":iil.iGTON. CLERK 

U.S. DIST!=;JCT COUR1 

(Name, address or brief description of person, property, or premises to be searched) 

Dell Optiplex 320Computer, Bar code 41 YPBC1 
property ID number 00531, formerly located 

APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 

at Station 41, C. Burr Artz Library 
110 East Patrick Street, Frederick, Maryland 21701 
Currently located at 9325 Discovery Blvd, Manassas, VA 

CASE NUMBER: 

(Further described below) 

--'M"-=a:.:..r""'lo""Ac:..:.,rr,_,e:.::d"'o.:.:.n.>:.d.::.o _______ being duly sworn depose and say: 

I am a(n) Special Agent with the Federal Bureau of Investigation 
(Official Title) 

that (name, description and or location) 

and have reason to believe 

Dell Optiplex Computer, Bar code 41 YPBC1, property ID number 00531, formerly located at Station 41, C.. Burr 
Artz Library, 110 East Patrick Street, Frederick, Maryland, 21701, currently located at 9325 Discovery Blvd, 
Manassas, VA 

in the Northern District of Virginia, there is now concealed a certain person or property, namely (describe the person or prop"rty 
to be searched) 

electronic communications, electronic documents, internet activity, and stored writings identifying, a plan 
to kill witnesses or names of intended victims, suicide letters, or any other relevant electronic du1ta. 

which is (state one or more bases for search and seizure set forth under Rule 41 (c) of the Federal Rules of Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, including the use of a weapon of mass 
destruction (anthrax) and the murder and attempt to murder officers and employees of the United Stat1~s. 

concerning a violation of Title 18 United States Code United States Code, Section(s) 2332a and .I 114 _. The facts 
to support a finding of Probable Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY RESTATED HEREIN 

Continued on the attached sheet and made a part hereof. x YES o NO 

~e~~'-~~ ~krr~ 
US Attorney's Office, Washington, DC Signature of Affiant 

(202)202-353-8055 Marlo Arredondo, Special Agent 
Federal Bureau of Investigation 

Sworn to before me, and subscribed in my presence 

AUG 0 7 2008 at Washington, D.C. (Pursuant to the domestic terrorism search 
W rovisions of Rule 41 (b)(J)) 

~-·--.. ·-·-
I:AMBERTH, ;-C.J. RCL 

Name and Title of Judicial Officer of Judicial 0 ficer 

LAMBERTH, C.J. IICL 

0 1 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Marlo Arredondo, being duly sworn, depose and say: OB-49?-M 01 
I have been a Special Agent of the Federal Bureau of Investigation 

(FBI) for approximately three years. As a Special Agent of the FBI, I investigate 
a crime involving the dissemination of a Weapon of Mass Destruction (anthrax) iin 
violation of Title 18 U.S.C. Sections 2332(a), 1114, and 1512(a) (2). The 
definitions provided herein are based on my knowledge and experience as an 
FBI Agent, and consultations with other criminal investigators. 

This affidavit is respectfully submitted in support of an application for 
warrants to search the following computers, pursuant to the domestic terrorism 
search warrant provision found at Rule 41 (b )(3) of the Federal Rules of Criminal 
Procedure, in that it involves threats to witnesses in, and obstruction of, a 
domestic terrorism investigation, pending in the District of Columbia. 

I make this affidavit in support of an application for a search warrant for 
two desktop computers currently in the FBI's possession, however, previously 
located on the second floor of the C. Burr Artz Library, 110 East Patrick Street, 
Frederick, Maryland 21701. The first computer is identified as Station 54: a 
Gateway E Series, MFG Code 0033161568. The Gateway computer tower has a 
sticker on the front bearing the identifier, Station 54. The second computer is 
identified as Station 41: a Dell Optiplex 320, Bar Code 41YPBC1. The Dell 
computer tower has a sticker on top bearing the library's property identification 
number 00531. 

As discussed below, there is probable cause to believe that a 
search of the aforementioned computers may result in the collection of HvidencE:~ 
relevant to an ongoing criminal investigation into the dissemination of a VVeapon 
of Mass Destruction (anthrax) through the U.S. mail system in September 2001 
and October 2001 in violation of Title 18, United States Coae, Sections :2332(a) 
and 1114, which killed five people and infected at least 17 others, anci into 
tampering with a witness or informant in connection with that ongoing domestic 
terrorism investigation, in violation of Title 18, United States Code Section 
1512(a)(2). The FBI and the U.S. Postal Inspection Service (hereina1ter "Task 
Force") investigation of the anthrax attacks has led to the identification of Dr. 
Bruce Edwards Ivins as a person necessitating further investigation for jthe 
reasons set forth in this affidavit. 

Overview 

The Task Force investigation of the anthrax attacks has led to thE~ 
identification of Dr. Bruce Edwards Ivins, an anthrax researcher at thE~ U.S. Army 
Medical Research Institute of Infectious Diseases, Fort Detrick, Maryland 
(hereinafter "USAMRIID"), as a person necessitating further investigation for 
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several reasons: (1) At the time of the attacks, he was the custodian of a large 
flask of highly purified anthrax spores that possess certain genetic mutations 
identical to the anthrax used in the attacks; (2) Ivins has been unable to give 
investigators an adequate explanation for his late night laboratory work hours 
around the time of both anthrax mailings; (3) Ivins has claimed that he was 
suffering serious mental health issues in the months preceding the attac:ks, and 
told a coworker that he had "incredible paranoia, delusional thoughts at times" 
and feared that he might not be able to control his behavior; (4) Ivins is believed 
to have submitted false samples of anthrax from his lab to the FBI for forensic 
analysis in order to mislead investigators; (5) at the time of the attacks, llvins was 
under pressure at work to assist a private company that had lost its FDA 
approval to produce an anthrax vaccine the Army needed for U.S. troops, and 
which Ivins believed was essential for the anthrax program at USAMHIID; and (6) 
Ivins sent an email to a friend a few days before the anthrax attacks waming her 
that "Bin Laden terrorists for sure have anthrax and sarin gas" and have "just 
decreed death to all Jews and all Americans," language similar to the anthrax 
letters warning "WE HAVE THIS ANTHRAX ... DEATH TO AMERICA ... DEATH 
TO ISRAEL." 

Factual Background 

Over the course of the past few years, Dr. Ivins has become awa.re that 
the Task Force considers him a person who warrants further investigation in 
connection with the anthrax attacks. He has been interviewed a number of times 
by law enforcement throughout the course of the nearly seven-year investigation, 
most recently in the presence of his attorney on June 9, 2008. In addition, on 
November 1, 2007, Task Force agents executed search warrants at his 
residence, his office at USAMRIID, and his vehicles, for evidence linkin~;l hiin to 
the anthrax attacks, and seized a number of items, including numerous letters to 
members of Congress and the media, along with handguns. In recent months in 
particular, he has told co-workers and friends that he is a s~spect in the 
investigation, even revealing to one friend a few weeks ago that his attorney has 
told him to prepare to be indicted for the anthrax attacks. 

On July 9, 2008, Ivins attended a group therapy session in 
Frederick, Maryland, hosted by a licensed Clinical Social Worker, whE~re' he was 
later described as agitated, angry, and hostile. Ivins stated that he had been 
walking around the "ghetto" areas of Frederick late at night hoping that someom:! 
would try to hurt him so that he could stab them with a sharp writing pen. Ivins 
had the pen with him and made the social worker feel it. 

Most importantly, at this same meeting, Ivins stated that he was a suspect 
in the anthrax investigation and that he was angry at the investigators, the 
government, and the system in general. He said he was not going to face the 
death penalty, but instead had a plan to kill co-workers and other individuals who 
had wronged him. He said he had a bullet-proof vest, and a list of co·-workers, 
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and added that he was going to obtain a Glock firearm from his son within the 
next day, because federal agents are watching him and he could not obtain a 
weapon on his own. Based on these statements, the Social Worker called the 
Frederick, Maryland, police department, and they took custody of Bruce Edwards 
Ivins on Thursday, July 10, 2008, for a forensic evaluation at Frederick Memorial 
Hospital. Ivins was then sent to Sheppard Pratt in Baltimore, Maryland,. for 
further evaluation, where he remained until Thursday, July 24, 2008, when he 
was released. 

On July 12, 2008, in response to the threats Dr. Ivins had made, a search 
of Dr. Ivins' house, cars, office, and wallet was conducted. Recovered in that 
search were several items of ammunition, a bullet proof vest, a homemade body 
armor plate, computers, and other case related items. 

On July 24, 2008, between the hours of 7:00pm and 8:30pm, whiile 
conducting a surveillance operation on Dr. Bruce Edwards Ivins, Special Agents 
of the FBI observed Dr. Ivins enter the C. Burr Artz Library in Frederick, 
Maryland. Dr. Ivins utilized the computer located at Station 54. A short time later 
Dr. Ivins left Station 54 and utilized the computer located at Station 41. While 
utilizing the computers, Special Agents of the FBI observed Dr. Ivins reviewing a 
website dedicated to the Anthrax Investigation and examining email accounts. 

On Sunday, July 27,2008 at approximately 1:15am, Frederic!< County 
Emergency Services responded to 622 Military Road, Frederick, Maryland 
following a 911 call for an unconscious male. Dr. Ivins was transported to 
Frederick Memorial Hospital where he remained until his death on Tuesday., July 
29, 2008. Dr. Ivins' death was ruled a suicide due to an overdose of Tylenol 
(acetaminophen). 

On July 31, 2008, both of the above referenced computers, Station 41 and 
54, were obtained from C. Burr Artz Library. The computer towers are presently 
in FBI possession until they can be searched. · 

The Task Force submits that a search of the computers may nav1;~al 
documentary evidence that will assist the investigation into these threats to 
witnesses related to the anthrax investigation, and obstruction of that 
investigation. The search is for any indication of electronic communications, 
electronic documents, internet activity, and stored writings identifying a plan to fdll 
witnesses or names of intended victims, suicide letters or any other relevant 
electronic data. 
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Conclusion 

Based on the foregoing, I submit that there is probable cause to believe 
that a search of the aforementioned computers may result in collection of 
evidence relevant to the investigation of threats to witnesses in, and obstruction 
of, the investigation into the dissemination of a weapon of mass destruction 
(anthrax) through the U.S. mail system in September and October 2001 in 
violation of 18 U.S.C., Sections 1512(a)(2), 2332a and 1114. Specifically, there 
is probable cause to believe that a search of the computers may reveal electronic 
data identifying a plan to kill witnesses, names of intended victims, photographs, 
suicide letters and other relevant information. 

Because this affidavit is part of an ongoing investigation that would be 
jeopardized by premature disclosure of information, I further request that this 
Affidavit, the accompanying Order, and other related documents be filed under 
seal until further order of the Court. 

The statements contained in this Affidavit are based in part on informatiol1 
provided by FBI Special Agents and U.S. Postal Inspectors, on observations 
made by law enforcement agents, and on my experience and background as a 
FBI Special Agent. I have not included each and every fact known to me 
concerning this investigation. I have set forth only the facts that I believe are 
necessary to establish the necessary foundation for the search warrant. 

AUG 0 7 2008 
Sworn to before me this 
__ day of ____ _ 

~c.~ 
U.S. ISTRICT JUDGE 
United States District Court 
for the District of Columbia 

MARLO ARREDONDO 
Special Agent 
Federal Bureau of Investigation 

LAMBERTH, C.J. RCL 
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A093(Rev.5/85)Search Warrant 

UNITED STATES'mSTRICT COUR'T 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person or property to be searched) 

Dell Optiplex 320 computer, Bar Code 41YPBC1, 
property ID number 00531, formerly located 

at Station 41, C. Burr Artz Library 
110 East Patrick Street, Frederick, Maryland 21701 
Currently located at 9325 Discovery Blvd, Manassas, VA 

SEARCH WARRANT 

----···-·-

·----·--·-

CASE NUMBERQ 8 - 4 9 7 - M 0 1 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name, description and or location) 

Dell Optiplex 320 computer, Bar Code 41YPBC1, property ID number 00531, former~y Iocatelli at Station 41, C. 
Burr Artz Library, 110 East Patrick Street, Frederick, Maryland, 21701, currently located at 9325 Di:i:•:ov•~ry 
Blvd, Manassas, VA 

in the Northern District of Virginia, there is now concealed a certain person or property, namely (describe the person or 
property) 

electronic communications, electronic documents, internet activity, and stored writings identifying a plan to l<ill 
witnesses or names of intended victims, suicide letters, or any other relevant electronic data. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the issuance 
of this warrant. 

YOU ARE HEREBY COMMANDED to search on or before ~~ 11; :2.-c~-~---
O(Da;e) 

(not _to exceed I 0 ~~the perso~ or place named above for the ~son or p:ope.rty specified, :erving this warrant and 
makmg the search 1!..1 (m the daytime-6:00A.M. to I 0:00P.M.) U (at any time m the day or mght as I find rea:mnable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and prepare a written inventory of the person or property seilzed and promptly 
return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

AUG 0 7 2008 
at Washington, D.C. 

Date and Time Issued, pursuant to the domestic 

rAiBERTtrc:'J~' o :::N:::am=e:.....=an=:d~T-7.'it:=le=o";:-f':"Ju=:d7'ic-:-'ia;;..l o-=-ffi':':t""ce""'r'-41------R __ Cl s;g;fr.!fW,,S;, ~ 
LAMBERTH, C.J. ~~CL 
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~RN 

DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WITH 

INVENTORY MADE IN THE PRESENCE OF 

INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 

CERTIFICATION 

I swear that this inventory is a true and detailed account of the person or property taken by me on the warrant. 

Subscribed, sworn to, and returned before me this date. 

U.S. Judge or U.S. Magistrate Judge Date 

1.!:::::============================···-·===:::!J 
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,\() lt)6(Rcv 5/~5) ArtiJavitlur Search Wammt 

UNITED STATES DISTRICT COlJRT 
FOR THE DISTRlCT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person, property, or premises to be searched) 

Electronic mail stored in account kingbadger7[atJ 
ml[dotJcom, controlled by America Online, Inc., 
2200 AOL Way, Dulles, VA 20166 

(Further described below) 

APPLICATION AND AFFIDAVIT 
SEARCH WARRANT 

CASE NUMBER: fJ'8-1Z4-M-Ol 

I --'M"-=a:..:.r.:..:lo~A,:..:.r.:..r.=.ed::.o::.;n:..:.;d::.;o::..._ _______ being duly sworn depose and say: 

I am a(n)_§pecial Agent with the Federal Bureau oflnvestigation 
(Official Title) 

and have reason to believe 

that (name, description and or location) 

on the property or premises known as email account kingbadger7@aol.com, controlled by America Online, Inc, 
2200 AOL Way, Dulles, VA 20166 

in the Eastern Disn·ict of Virginia, there is now concealed a certain person or property, namely (describe the person or propenv 
10 be searched) 

all information pertaining to this account. including stored data. IP addresses. and dectronic mail. 
descr-ibed more fully in Attachment A. 

which is (Stale one or mor~ bases l'or search and seizure seti(Hth under Ruk .J l (c ) of the Federal Rules of Criminal Procedure\ 

evidence relevant to the commission of an act of terrorism, including the use of a weapon of mass 
destruction (anthrax) and the murder and attempt to murder officers and employees of the United States. 

concerning a violation of Title 18 United States Code United States Code, Section(s) 2332a and 1114 . The facts 
to support a finding of Probable Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN INCORPORATED BY REFERENCE AS IF FULLY RESTATED HEREIN 

Continued on the attached sheet and made a oart hereof. x YES o NO 

Rachel Carlson Lieber, AUSA 
US Attorney's Office, Washington, DC 
(202)202-353-8055 

Sworn to before me, and subscribed in my presence 

Date 

Name and Title o f Tudicia l Officer 

1\J\.(L V\D ~~'YgcfJp,tetD 
Signature of Affiant 

Mario Arredondo, Special Agent 
Federal Bureau ofinvestigation 

at Washington, D.C. (Pursuant to the domestic terrorism search 
ulc 4l(b){3 )) ·' 
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AFFIDAVIT !N SUPPORT OF 
APPLICATION FOR SEARCH WARR<\J~T 

I, Marlo Arredondo, being first duly sworn, hereby depose and state as follows: 

A. Introduction and Agent Background 

I make this affidavit in support of an application for a search warrant for certain accounts 
controlled by the free web-based electronic mail service provider known as 
(1) Yahoo!, Inc. (Yahoo!), located at 701 First Avenue, Building D, Sunnyvale, California 
94089; (2) A . .merica Online, Inc. (AOL), 2200 AOL Way, Dulles, VA 20166; and (3) MSN 
Hotmail Micrososft Corp. (MSN Hotmail), 1065 La Avenida, Building 4, Mountain View, 
California 94043. The accounts to be searched at Yahoo! are: 

jimmyflathead[at]yahoo[dot]com; and 
~t]yahoo[dot]com 

The account to be searched at AOL is: 

The account to be searched at MSN Hotmail is: 

These accounts arc fm1her described in the follow·ing paragraphs and in Attachment A. 
A.s set forth herein, there is probable cause to believe that on the (:Omputcr systems ofYahoo!, 
AOL and l\IISN Hotmail, there exists evidence, fruits, and instrumentalities of violations of Title 
!8. United States Code, Sections 2332 and 2332a. 

I am a Special Agent ofthe Federal Bureau oflnvestigation (FBI) and have been so 
employed for approximately two years. As a Special Agent of the FBI, I investigate a crime 
involving the dissemination of a Weapon of Mass Destruction (antlu·ax) in violation of Title 18, 
United States Code, Sections 2332(a) and 1114. The definitions provided herein are based on 
my knowledge and experience as an FBI Agent, and consultations with other criminal 
investigators. 

The FBI and the U.S. Postal Inspection Service (hereinafter Task Force) investigation of 
the anthrax attacks of2001 has led to the identification ofDr. Bruce Edwards Ivins, an anthrax 
researcher at the U.S. Atmy Medical Research Institute for Infectious Diseases (USAMRIID), 
Fort Detrick, Maryland, as a person necessitating further investigation for several reasons: (1) 
At the time of the attacks, he was the custodian of a large flask of highly purified anthrax spores 
that possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins has 
been unable to give investigators an adequate explanation for his late night work hours for which 
he was the only person in the laboratory around the time of both antlu·ax mailings: (3) Ivins is 
believed to have submitted false samples of anthrax from his lab to the FBI for forensic analysis 

014176Anthrax Page 16 of 639



Search-Warrant-08-124-M-01.pdf

in order to mislead investig:ators: (4) at the time of the attacks. Tvins was under nressure at work 
- . ' . . l 

to assist a private company that had lost its FDA approval to produce an anthrax vaccine the 
Army needed tor U.S. troops, and which Ivins believed was essential for the anthrax program at 
USAMRIID; and (5) Ivins sent an e-mail to a few davs before the 
anthrax attacks w~~ng.that "Bin Laden terrorists for sure have anthrax and sarin gas" and 
have "just decreed death to all Jews and all Americans," language similar to the anthrax letters 
warning "WE HAVE THIS ANTHR.t\X ... DEATH TO AMERICA ... DEATH TO ISRAEL." 

The Task Force submits that a search of the Subject e-mail accounts may reveal 
documentary evidence that will assist the investigation by linking Dr. Bruce Edwards Ivins to the 
anthrax mailings and identify conspirators involved in the attacks. The search is for computer 
files, e-mail accounts, or documentary evidence as more fully described in At~achment A to the 
search warrants, affixed to this affidavit. 

In my training and experience, I have learned that Yahoo!, AOL, and MSN Hotmail are 
companies that provide free web-based Internet electronic mail (e-mail) access to the general 
public, and that stored electronic communications, including opened and unopened e-mail for 
subscribers to these services may be located on the computers ofYahoo!, AOL, and MSN 
Hotmail. Further, I am aware that computers located at Yahoo!, AOL, and MSN Hotmail 
contain information and other stored electronic communications belonging to unrelated third 
parties. Accordingly, this affidavit and application for search warrants seeks authorization solely 
to search the computer accounts and/or files and following the procedures described herein and 
in Attachment A. 

B. Search Procedure 

In order to t~lCi litate seizure bv !aw enforcement of the re~ords :md infonnation described 
in Attaclunent A. this affidavit and application for search warrant seek authorization to pem1it 
employees ofYahoo!, AOL and MSN Hotmail to assist agents in the execution of this warrant. 
In executing this warrant, the following procedures will be implemented: 

a. The search warrant will be presented to Yahoo!, AOL, and MSN Hotmail 
personnel who will be directed to isolate those accounts and files described in Attachment A; 

b. In order to minimize any disruption of computer service to innocent third 
parties, Yahoo!, AOL, and MSN Hotmail employees and/or law enforcement personnel trained 
in the operation of computers will create an exact duplicate of the computer accounts and files 
described in Attachment A, including an exact duplicate of all information stored in the 
computer accounts and files described in Attachment A; 

c. Yahoo!, AOL, and MSN Hotmail employees will provide the exact duplicate 
in electronic for'In or paper copy of the accounts and files described in Attaclunent A and all 
information stored in those accounts and files to the agent who serves this search warrant; and 
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d. Law enforcement personnel will thereafter review all information and records 
received from Hotmail ~mployees to determine the infonnation to be seized by law enforcement 
personnel pursuant to Attachment A. 

C. Background Regarding Computers, the Internet, and E-Mail 

The term "computer" as used herein is defined in 18 U.S.C. § 1030(e)(l), and includes an 
electronic, magnetic, optical, electrochemical, or other high speed data processing device 
performing logical, arithmetic, or storage functions, and includes any data storage facility or 
communications facility directly related to or operating in conjunction with such device. 

I have had both training and experience in the investigation of computer-related crimes. 
Based on my training, experience and knowledge, I know the following: 

a. The Internet is a worldwide network of computer systems operated by 
governmental entities, corporations, and universities. In order to access the Internet, an 
individual computer user must subscribe to an access provider, which operates a host computer 
system with direct access to the Internet. The world wide web ("www") is a functionality of the 
Internet which allows users of the Internet to share information; 

b. With a computer connected to the Internet, an individual computer user can 
make electronic contact with millions of computers around the world. This connection can be 
made by any number of means, including modem, local area network, wireless and numerous 
other methods; and 

c. E-mail is a popular Conn oftr::msmitting messages and/or files in an electronic 
environment between computer ,_tsers. When ::m individual computer user sends e-mail, it is 
initiated at the user's computer, transmitted to the subscriber's mail server, then transmitted to its 
tina! destination. A server is a computer that is attached to a dedicated network and serves many 
users. An e-mail server may allow users to post and read messages and to cotmnunicate via 
electronic means. 

D. Yahoo!, AOL, and MSNHotmail 

Based on my training and experience, I have learned the following about Yahoo!, AOL, 
and MSN Hotmail: 

Yahoo!, AOL, and MSN Hotmail provide e-mail services which are available free of 
charge to Internet users. Subscribers obtain an account by registering on the Internet with 
Yahoo!, AOL, or MSN Hotmail. Yahoo!, AOL, and MSN Hotmail requests subscribers to 
provide basic information such as name, gender, ZIP code, and other personal/biographical 
inforn1ation. However, neither Yahoo!, AOL, nor MSN Hotmail verify the information 
provided; 
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Yahoo!. AOL. and MSN Hotmail maintain electronic records pertaining to the 
individuals and companies_ for which they maintain subscriber accounts. These records include 
account access inforn1ation, e-mail transaction information, and account application information; 

Subscribers to Yahoo!, AOL, and MSN Hotmail may access their accounts on servers 
maintained and/or owned by Yahoo!, AOL, or MSN Hotmail from any computer connected to 
the Internet located anywhere in the world; 

Any e-mail that is sent to a Yahoo!, AOL, or MSN Hotmail subscriber is stored in the 
subscriber's "mail box" on the providers servers until the subscriber deletes the e-mail or the 
subscriber's mailbox exceeds storage limits preset by Yahoo!, AOL, or MSN Hotrnail. If the 
message is not deleted by the subscriber, the account is below the maximum limit, and the 
subscriber accesses the account periodically, that message can remain on the providers' servers 
indefinitely; 

When the subscriber sends an e-mail, it is initiated at the user's computer, transferred via 
the Internet to Yahoo!, AOL, or MSN Hotmail's servers, and then transmitted to its end 
destination. Users have the option of saving a copy of the e-mail sent. Unless the sender of the 
e-mail specifically deletes the e-mail from the Yahoo!, AOL, or MSN Hotmail server, the e-mail 
can remain on the system indefinitely. The sender can delete the stored e-mail message thereby 
eliminating it from the e-mail box maintained at the provider, but that message will remain in the 
recipient's e-mail box unless the recipient deletes it as well or unless the recipient's account is 
subject to account size limitations; 

A YJ.hoo!. AOL, or MSN Hotmail subscriber can store files. including e-mails and image 
files, on servers maintained and/or owned by the provider: and 

E-mails and image files stored by a Yahoo!, AOL, or MSN Hotmail subscriber may not 
necessarily be located in the subscriber's home computer. The subscriber may store e-mails 
and/or other files on the provider's server when there is insufficient storage space in the 
subscriber's computer and/or when he/she does not wish to maintain them in the computer in 
his/her residence. A search of the files in the computer in the subscriber's residence, or in a 
portable computer, will not necessarily uncover the files that the subscriber has stored on the 
Yahoo!, AOL, or MSN Hotmail server. 

As a federal agent, I am trained and experienced in identifying communications relevant 
to the crimes under investigation. The personnel of Yahoo!, AOL, and MSN Hotmail are not. I 
also know that the manner in which the data is preserved and analyzed may be critical to the 
successful prosecution of any case based upon this evidence. Computer Forensic Examiners are 
trained to handle digital evidence. Yahoo!, AOL, and MSN Hotmail employees are not. It 
would be inappropriate and impractical, however, for federal agents to search the vast computer 
network ofYahoo!, AOL, and MSN Hotmail for the relevant accounts and then to analyze the 
contents of those accounts on the premises ofYahoo!, AOL, and MSN Hotmail. The impact on 
Yahoo!, AOL, and MSN Hotmail's business would be severe; 
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Tn order to accomplish the objective of the search warrant with a minimum of 
interference with the business activities of Yahoo!, AOL, and MSN Hotmail, to protect the rights 
of the subject of the investigation and to effectively pursue this investigation, authority is sought 
to allow Yahoo!, AOL, and MSN Hotmail to make a digital copy of the entire contents of the 
information subject to seizure specified in Attachment A. That copy will be provided to me or to 
any authorized federal agent.. The contents will then be analyzed to identify records and 
information subject to seizure pursuant to Attachment A; and 

Executing a warrant to search a Yahoo!, AOL, or MSN Hotmail e-mail account requires 
an approach similar to the standard approach for executing a warrant to search papers stored in a 
file cabinet. Searching the subject e-mail account in this case for evidence ofthe target crimes 
will require that agents cursorily inspect all e-mails produced by Yahoo!, AOL, and MSN 
Hotmail in order to ascertain which contain evidence of those crimes, just as it necessary for 
agents executing a warrant to search a filing cabinet to conduct a preliminary inspection of its 
entire contents in order to determine the documents which fall within the scope of the warrant. 
In addition, keyword searches alone are inadequate to ensure that law enforcement can discover 
all information subject to seizure pursuant to Attachment A. Keywords search text, but many 
common electronic mail, database and spreadsheet applications files (which files may have been 
attached to electronic mail) do not store data as searchable text. 

E. Stored \Vire and Electronic Communication Access 

Title 18. United States Code. Chapter 12L Sections 2701 through 2711, is entitled 
"Stored Wire and Electronic Communications and Transactional Records Access." 

a. Title 18. United States Code. Section 2703(a) provides, in pan: 

A governmental entity may require the disclosure by a provider of 
electronic communication service of the contents of a wire or 
electronic communication, that is in electronic storage in an 
electronic communications system for one hundred and eighty 
days or less, only pursuant to a warrant issued using the procedures 
described in the Federal Rules of Criminal Procedure by a court 
with jurisdiction over the offense under investigation or equivalent 
State warrant. A governmental entity may require the disclosure by 
a provider of electronic communications services of the contents of 
a wire or electronic communication that has been in electronic 
storage in an electronic communications system for more than one 
hundred and eighty days by the means available under subsection 
(b) of this section. 

b. Title 18, United States Code, Section 2703(b) provides, in part: 

( 1) A governmental entity may require a provider of remote 
computing service to disclose the contents of any electronic 
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communication to '.'.:hich this par:1graph is made applicable by 
paragraph (2) of this subsection-

(A) without required notice to the subscriber or 
customer, if the governmental entity obtains a 
warrant issued under the Federal Rules of Criminal 
Procedure or equivalent State warrant... 

(2) Paragraph ( 1) is applicable with respect to any electronic 
communication that is held or maintained on that service-

(A) on behalf of, and received by means of 
electronic transmission from (or created by means 
of computer processing of communications 
received by means of electronic transmission from), 
a subscriber or customer of such remote computing 
service; and 
(B) Solely for the purpose of providing storage or 
computer processing services to such subscriber or 
customer, if the provider is not authorized to access 
the contents ofany such communications for 
purposes of providing any services other than 
storage or computer processing. 

c. The govemment may also obtain records anJ. other info1111ation 
pertaining to a subscriber to or customer of ~lectronic communication service or remote computing 
~c,...,,;cn h, "''"' "!~., "e''J""'' '''"I~a11'· 10 r r C' r S .,,...,0"'~\('l\(. \ 'J ", 1o t"lOti.ce '"LO l 1t1e .;:ubsci·iber vr .) a.~~....., UJ ~\''.&..J u o....l.U L4. VU o,.Vu, l L.. lU V-J•'-· ~ -1 J-1 \\..t) ) j~, ~ ....,. 

customer is required. 18 U.S.C. § 2703(c)(3). 
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d. Title 18, United States Code, Section 2711, provides, in part: 

As used in this chapter-

(1) the terms defined in section 2510 of this title 
have, respectively, the definitions given such terms 
in that section; and 

(2) the term "remote computing service" means the 
provision to the public of computer storage or 
processing services by means of an electronic 
communications system. 

e. Title 18, United States Code, Section 2510, provides, in part: 

(8) "contents," when used with respect to any wire, 
oral, or electronic communication, includes any 
information concerning the substance, purport, or 
meaning of that communication; ... 

(14) "electronic communications system" means 
any wire, radio, electromagnetic, photooptical or 
photoelectronic facilities for the transmission of 
electronic communications, and any computer 
facilities or related electronic equipment for the 
electronic storage of such communic:1tions~ ... 

( 15) "electronic communication service" means any 
service which provides to users thereof the ability to 
send or receive wire or electronic communications; 

(17) "electronic storage" means--

(A) any temporary, intermediate storage 
of a wire or electronic communication incidental 
to the electronic transmission thereof; and 

(B) any storage of such communication by an electronic communication service for purposes of 
backup protection of such communication. 
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As discussed below, there is probable cause to believe that a search of the 
aforementioned e-mail addresses may in the collection of evidence relevant to an ongoing 
criminal investigation into the dissemination of a Weapon of Mass Destruction (anthrax) through 
the US. mail system in September 2001 and October, 2001 in violation ofTitle 18, United States 
Code, Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 
Additionally, it is believed that Dr. Bruce Edwards Ivins has taken steps to possibly obstruct the 
investigation. The reasons are set forth in this affidavit: 

1. Overview 

More specifically, this affiant submits that a search of these e-mail accounts may reveal 
(1) details of the subject's work and familiarity with anthrax; (2) explanations of how anthrax 
from the subject's laboratory could have been used in the 2001 attacks; (3) the subject's prior 
communications with members of Congress and the news media; ( 4) false names and aliases 
used by the subject; (5) evidence linking the subject to the address from which the anthrax letters 
were mailed in Princeton, New Jersey; and (6) evidence of the subject's use ofthe U.S. mail 
system to send packages under assumed names. 

a. Factual Background 

In September and October, 2001, at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the Disttict of Columbia, New York City, and 
Boca Raton, Florida. in violation ofTitle 18. United States Code. Section 233:Z(a), which 
prohibits the use of a Weapon or Mass Destruction. Bacillus anthracis is a Weapon of Mass 
Destruction because it is a bacteria J.nd "biological J.gent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 
States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices oftwo United States Senators located in the 
District of Columbia. Each ofthe envelopes contained a handwritten note referencing "9-11-0 1" 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERlCA," "DEATH TO ISRAEL," and ''ALLAH IS GREAT." The two letters addressed 
to Capitol Hill had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and another 
11 people suffered cutaneous anthrax (contracted through the skin). Five of the inhalational 
victims eventually died from their infection: ( 1) Robert Stevenson, 63, photo editor, .American 
Media Inc., Boca Raton, Florida, died on l0/5/2001; (2) Thomas L. Morris, Jr., 55, postal 
worker, Brentwood Post Office, Washington, D.C., died on 10/2112001; (3) Joseph P. Curseen, 
Jr., 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001; (4) Kathy 
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T. Nguyen, 61, hospital employee, New York City, died on 10/31!2001; and (5) Ottilie 
Lundgren, 94, Oxford, Connecticut, died on 1 I /21/200 l. i\nother 31 persons tested positive tor 
exposure to anthrax spores. All of the exposures and cases of infection are attributed to the 
antlm1.x mailings, based on their timing, their location, the place of employment of each 
individual infected, and the identity of the strain of anthrax found in each letter and in the bodies 
ofthe five deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each decedent's body is 
the same strain of anthrax found in the threat letters mentioned above. This particular strain is 
commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals, 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires access to particular laboratory 
equipment such as a lyophilizer or other drying device, biological safety cabinet or other 
containment device, incubator, centrifuge, fermentor, and various personal protective gear, all of 
which Dr. Ivins had readily accessible to him through his employment at USAMRIID. 

b. Determination of Origin of Anthrax Contained in 2001 
Mailings 

The mail attacks are believed to have occuned on two .;;cparate occasions, vvbich are 
delineated by the postmark dates on the recovered letters. Letters used in the first attack were 
postmarked on 09/18/2001 and were focused to media establishments located in the New York 
area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, D.C. 

ill order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the media letters versus the Senate letters reveals 
obvious differences and also significant similarities. 

c. Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (e.g. shape, color, texture) from the 
original i\mes anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus antlzracis DNA. As a whole, the collection of all of the genetic mutations 
found in the antlu·ax used in the 2001 mailings, serve to provide a "DNA fingerprint" which can 
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and has been used to investigate other Ames isolates collected fi·om laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed a..'1d validated. 

Following the mailings, 16 domestic government, commercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories · to the 
attacks were identified. 

To date, the Task Force has 
received Ames strain Bacillus anthracis isolates or samples from all 16 domestic laboratories, as 
well as from laboratories in Canada, Sweden, and the United Kingdom. All total, the Task Force 
has obtained more than 1000 isolates of the Ames strain of Bacillus anthracis from these 
laboratories and archived these isolates in the FBI Bacillus anthracis Repository (hereinafter 
FBIR). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FBIR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR -1029. 
RMR-1029 was stored in the B3 biocontairm1ent suite within Building 1425 ofUSA_MRliD. 
Access to the suite is afforded only to those personnel who are approved by the USAMRIID 
Security, Safety, and Speciai Immunizations Program to have the required background check, 
training, and medical protection (vaccination or personal protective etfuipment (PPE)). R..l'v1R-
10:29 '1-Vas ...:ompileJ in l997 by Dr. Ivins, the sole ...:reator anJ custoJian. 

d. Identification of Collection Box at 10 Nassau Street 

Information gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18,2001 or October 9, 2001 at the same Hamilton 
Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. 

2. Dr. Bruce Edwards Ivins 

Dr. Bnrce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRliD. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate of Philosophy (Ph.D.) ~egree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University of North Carolina (UNC), Chapel Hill. 
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A review ofUSAiv!FJID r<;:~ords, laboratory notebooks, written protocols, and 
professional publications have shown that Dr. Ivins has worked with Bacillus anrhracis at 
USAMRIID since 1980. He has personally conducted and supervised i\mes anthrax spore 
productions for over two decades. At the time of the anthrax mailinf!s. Dr. Ivins oossessed 

~ ' . 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage 
rates and the importance of purity, consistency, and spore particle size due to his responsibility 
for providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins 
produced large batches of Bacillus anthracis which were required for such challenges - tests in 
which vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years ofworking in the laboratories ofUSAMRIID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

a. Unexplained Late Night Laboratory Access 

USAMRITD containment SuiteB3 is a Biological Safety Level-3 (BSL-J) suite of 
l:lbcr~tories used bv US,>l.},.cfRliD Bactcriolo~v oersonne[ !"or rcse~rch on dam!:erous animal :md 

.J '-'-' l ._, 

human pathogens. The t1ask identified as RMR-1 029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
door to the cold-side change room, which is secured by a magnetic-lock. A researcher must pass 
through the change room in order to go in or out of the suite. A central security system monitors 
and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite 83. His 
regular working hours on average consisted of a 7:30a.m. to 4:45p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001, however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 Suite. 

The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opporiunity for the mailing of the media letters to New York which began at 5:00 
p.m. Monday, September 17, 2001 and ended at noon on Tuesday, September 18, 2001. 
Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive evenings 
prior to the mailings with time spent in Suite 83: 
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Dav 
Friday 
Saturday 
Sunday 

Date 
September 14 
September 15 
September 16 

Time in Buildino- 1475 
8:54p.m. to 12:22 a.m. 
8:05 p.m. to 11 :59 p.m. 
6:38 p.m. to 9:52 p.m. 

Total Time in B1 
2 hours 15 minutes 
2 hours 15 minutes 
2 hours 15 minutes. 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25 

The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing ofthe Senate letters to Washington, D.C. which began at 
3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 2001. 
Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of the 
following times in building 1425 with time spent in Suite B3: · 

Day Date Time in Building 1425 Total Time in B3 
Ftiday September 28 7:16p.m. to 10:59 p.m. 1 hour 42 minutes 
Saturday September 29 8:02p.m. to 11:18 p.m. 1 hour 20 minutes 
Sunday September 30 9:53p.m. to 12:04 a.m. 1 hour 18 minutes 
Monday October 1 9:14p.m. to 10:43 p.m. 20 minutes 
Tuesday October 2 7:24p.m. to 9:39p.m. 23 minutes 
Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 
Thursday October 4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 
Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9, for 15 
minutes, and then October 14, for one hour and 26 minutes. 

The investig:J.tion has also :ma!yzed the daily schedules, work :.1rcas :.1ccessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different than those of the other researchers, in that he was frequently in Suite B3, where 
RMR-1029 was kept, late at night and on weekends when no other researchers were present in 
Suite B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee 
was present. 

On March 31, 2005, Dr. Ivins was asked by the FBI about his access to Suite B3 and 
could provide no legitimate reason for the extended hours, other than "home was not good" and 
he went there "to escape" from his life at home. A review of Dr. Ivins's and co-workers' 
laboratory notebooks and projects at the times in question was conducted and determined that 
Dr. Ivins's role in the experiments were minimal, and did not justify the time he spent in B3. 
Dr. Ivins has admitted to investigators that the research he was conducting in 2001 did not 
require, and does not explain, his late night hours in the B-3 laboratory around the time period of 
the anthrax mailings. 
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Since producing ar:tthro.x spore preparations was one of Dr. Ivins's piincipal 
responsibilities at USM1RliD, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAi\tfRIID afforded 
all of the equipment and contairunent facilities which would have been needed to prepare the 
anthrax and letters used in the Fall 2001 attacks. 

b. Failure to Cooperate in Providing Laboratory Samples 

Dr. Ivins provided two sets of samples of Ames anthrax to 
the rep FBI were drawn from RMR-1 029. In the first submission in 
February 2002, Dr. Ivins failed to follow the protocol · Dr. Ivins was 
subsequently notified that the February 2002 samples were failure to follow 
the protocol. A second set of samples, labeled "Dugway Ames spores- 1997" was provided to 
the FBIR by Dr. Ivins in April of2002. Dr. Ivins declared that he used the terms "Dugway 
Ames spores- 1997" and RMR-1029 interchangeably, as they are the same flask ofmaterial. 
Both of the April R.l\1R-1 029 samples \vere submitted for genetic testing and found to be 
negative for the presence ofthe four mutations found in the anthrax used in the attacks. 

On December 12. 2003. un FBT Special Agent accompanied Dr. Ivins into Suite 83 :1t 

US,\MRIID ;:md identified .1dditional Ames .:;amolc:s of Dr. Lvins',:; and others ihat had not been 
submitted as part of the above mentione~ Dr. [vins submitted slants 
prepared from the newly identified sampl~\pril 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1 029 flask itself. All of the 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

On June 17, 2004, RMR-1029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submissions were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1 029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31, 2005, Dr. Ivins was informed that the ·al he 
provided to the FBIR on April 10, 2002 
to be genetically distinct from the anthrax 

were found 
attack letters. and from the anthrax 
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2004. Dr. Ivins was confronted with this and was asked to explain why he did not submit the 
genetically positive sample which was clearly responsi Dr. Ivins was 
adamant in his response that there had been no omission and he 
insisted that he had indeed provided RNIR-1029 to the samples 
in April 2002. Which was improbable given the presence of all four genetic mutations found in 
the RMR-1029 sample that the FBI seized. 

c. Knowledge That His Stock of Anthrax Matched the Anthrax 
Used in the Attack 

On March 31,2005, when Dr. Ivins was informed by FBI agents that RMR-1029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year prior, FBI Special 
Agent (SA) Darin Steele told him that RNIR-1 029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR-1 029 submission provided by Dr. Ivins in April 2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and RMR-
1 029, until after the June 17, 2004 submission and subsequent laboratory analysis. 

\\tl1en interviewed again on May 7, 2007, Dr. Ivins told investigators that, within tl1ree 
months ofthe letter attacks. he was aware that his stock of anthrax, RNIR-1029, exhibited 
morphological similarities to the anthrax used in the attacks, and that he allegedly learned this 
infom1ation fl-mn three coworkers at USAMRUD who participated in the forensic ;,unlysis of the 
::m.tb.rax ;n the letters. Each of those three coworkers -..:vas int~rvi~wed by the Task Force, anJ. 
deny disclosing such infom1ation to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions did Dr. Ivins ever indicate he had knowledge that RMR-1029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1 029. To the contrary, Dr. Ivins repeatedly named other researchers 
as possible mailers, and claimed that the anthrax used in the attacks resembled that of another 
researcher at USAMRIID and were dissimilar to the Bacillus anthracis Ames organisms 
maintained in his laboratory, which included RMR-1029. 
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3. Dr. Ivins's Use of E-mail 

a. Use ofE-mail to Discuss his Anthrax Research 

(1) The E-mail Account: bruce.ivins@us.army.mil or 
bruce.ivins@amedd.army.mil 

Utilizing Microsoft Exchange, USAMRIID provides e-mail communication for it's 
employees. In addition to Dr. Ivins's name being present in the e-mail address, further 
investigation has shown that Dr. Ivins, referenced through out this document, utilizes this 
account. Hundreds of e-mail communications have been obtained showing Ivins's previous and 
present day use ofthis account. 

Beginning shortly after the first GulfWar and through 2001, USAMRIID and Dr. Ivins 
were the focus of public criticism concerning the introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001, as evident by the e-mail excerpts below, that same anthrax vaccine was having · 
problems in the production phase at Bioport, a private company in Michigan responsible for 
manufacturing the vaccine. The Food and Drug Administration (FDA) had suspended further 
production at Bioport, and the U.S. government, specifically the Department of Defense, was 
running out of approved lots of the vaccine. The situation placed pressure on select staff 
members at USAMRIID, including Dr. Ivins, who were part of the Anthrax Potency Integrated 
Product Team (IPT). The purpose of the rPT was to assist in the resolution of technical issues 
that was plaguing Bioport's production of approved lots of the vaccines. 

The following are excerpts from e-mails dated April :2000 through September 200!, from 
Dr. Ivins ~o a t1·iend regarding work: 

June 28, 2000, "Apparently Gore (and maybe even Bush) is 
considering making the anthrax vaccine for the military voluntary, 
or even stopping the program. Unfortunately, since the BioPort 
people aren't scientists, the task of solving their problem has fallen 
on us ..... Believe me, with all the stress ofhome and work, your 
e-mail letters to me are valuable beyond what you would ever 
imagine- and they help me keep my sanity .... " 

June 29, 2000, "BioPort just tested its final lot of AVA 
[anthrax vaccine] in a potency test. If it doesn't pass, then there are 
no more lots to test, and the program will come to a halt. That's 
bad for everyone concerned, including us. I'm sure that blame will 
be spread around." 

July 6, 2000, -I think the**** is about to hit the 
fan ... bigtime. The final lot of AVA, lot 22, isn't passing the 
potency test, and now there's nothing to back it up. Plus, the 
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contr~l vaccine isn't.:vorking. r:·s just a ~ne mess. ~re 
spendmg probably 9.)% of our time on thrs." 

August 29, 2000, ·-are 10% ofthe 
Bacteriology Division. If we quit, the anthrax program and 
BioPort would go down the drain. I'm not boasting, L; but the 
three of us have a combined total of 52 years of research 
experience with anthrax. You just can't go out and find someone 
lik~ith their knowledge, skill and abilities. Ain't 
gonna happen." 

September 7, 2001, "I was taken off the Special 
Immunization Program because of what happened last spring, and 
I've just gotten back on it, getting my anthrax and Yellow fever 
shots. We are currently finishing up the last of the AVA, and 
when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until 
we get a new !~ere are no approved lots currently available 
at BioPort .... ~as been having us have biweekly meetings 
on the rP A vaccine progress, and on August 29 I went to the 
Pentagon- first time there- to go to a meeting in his place on the 
vaccii1e. There is a real bag of worms with a new lot of rP A 
produced by the BDP (a private company) for NCT, who is under 
contract to USAMRIID. BDP signed a sub-contract with to 
produce the rPA for a human use vaccine Phase I trial. They were 
paid and they produced it. Now they are refusing to release it 
unless the Am1y pays some incredible sum of money for lm,vsuit 
indemnification (about $200,000 per year for the next 50 years). 
The Army refuses to do that of course, and everything is in 
Limbo." 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who had submitted Freedom of Information Act (FOIA) requests to 
USAMRIID seeking detailed information from Dr. Ivins's laboratory notebooks as they related 
to the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. Ivins appeared angry 
about the request providing the following response in an e-mail: "Tell Matsumoto to kiss my 
ass. We've got better things to do than shine his shoes and pee on command. He's gotten 
everything from me he will get." In the mid-1990's, Matsomoto wrote an article that scrutinized 
Dr. Ivins and the use of adjuvants. 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the vaccine 
for human use, production at Bioport resumed, and anthrax research at USAMRliD continued 
without intetTuption. In 2003, Ivins received "the highest honor given to Defense Department 
civilians at a Pentagon ceremony on March 14, 2003" for his work in "getting the anthrax 
vaccine back into production." 
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b. Use Qf E-mai! and False Names to Facilitate an Obsession with 
a Sorority Group Linked to the Location of the Anthrax 
Mailings 

Early investigations revealed the e-mail account Kingbadger7@aol.com as belonging to 
Dr. Ivins. In November of 2006 a pen register was established on this account revealing several 
e-mail communications between four e-mail addresses: Kingbadger7@aol.com, 
bruce.ivins@amedd.army.mil, goldenphoenix 111 @hotmail.com, and 
j immyflathead@yahoo.com. 

January 16, 2008, Dr. Ivins informed investigators that he has used t]:le following e-mail 
address names: Kingbadger7,jimmyflathead, prun~xl11, and Bigsky. 
Additionally, he has used several aliases to include~ Ed Ivings, and Bruce 
Ivings. 

(I) Use of False Names 

.. are familiar with each other. On July 30, 2007, . was interviewed 
regarding P.O. Box ll 03, located at College Estates Station, Frederick, Maryland 21702. The 
P.O. Box application (PS Form 1093) revealed that Dr. Ivins rented P.O. Box 1103 on November 
12, 1993, also listed on the P.O. Box application card to receive mail is the name o~ 
~was shown the P.O. Box application and stated that it had never rented a P.O. Box 
anvwhere and had never met, nor had any social or professional association with, a Dr. Ivins. 
However,~recognized the name Bruce Ivins because -had previously mentioned his 
name. Th~ayment on the P.O. Box was made on November 13,2004. A review of 
Change of Address records revealed that P.O. Box 1103 was closed on December 30, 2005 and 
no forwarding address was provided. 

-indicated to ~hat Dr. Ivins harassed it in the past, and believed that 
as fi:ightened of Dr. Ivins, resulting from unspecified incidents that occmTed prior to 
eeting~-

014192Anthrax Page 32 of 639



Search-Warrant-08-124-M-01.pdf

The investigation bas shown that over the past 24 years, Dr. Ivins was know·n to have 
utilized at least two Post Office (P.O.) Boxes to communicate with members of the public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box was located at the College Estates Station, Frederick, Maryland 21702. 
Investigations have revealed that the envelopes used in anthrax mailings all contained similar 
print defects. Analyses of the US. Postal System records indicate that the above Post Office 
received 1000 envelopes from the same batch of envelopes that contained the unique print 
defects. 

(2) Use of Personal E-mail to Discuss KKG 

The following will show how Dr. Ivins defines the depths of his obsession and 
knowledge of the sorority KKG. Additionally, as previously described above, the letters used in 
the 2001 anthrax mailings were mailed from a blue collection box located at 10 Nassau Street, 
Princeton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, Princeton, New 
Jersey, located on the same side of the street and approximately 60 feet to the right from the blue 
collection box. 

(a) The E-mail Account: 
goldenphoenixlll@hotmail.com 

Investigations into the above e-mail account revealed that Dr. Ivins was the owner said 
account. Pen register information has revealed activity on this account from April 14, 2007 
through November 30, 2007. ~nfom1ation from Hotmail provided the fol!O\ving 
user identification for the above e-mail address: 

Login: 
Name: 
Address: 
Account Created: 

goldenphoenix lll@hotmail.com 
Golden Phoenix 
Maryland 21702 
October 01, 2006 

A search of the internet for postings under goldenphoenix111 identified the following 
posting dated February 20, 2007, .on a website at www.abovetopesecret.com: 

Wildswan, you are quite right about what you said about 
KKG. If people look hard enough and dig hard enough, have 
friends, relatives, perhaps financial resources, etc., then they can 
pretty much find out about whatever GLO [Greek Letter 
Organization] they want. Kappas are noted for being lovely, 
highly intelligent campus leaders. Unfortunately, they labeled me 
as an enemy decades ago, and I can only abide by their "Fatwah" 
on me. I like individual Kappas enmmously, and love being 
around them. I never choose an enemy, but they've been after me 
since the 1960s, and REALLY after me since the late 1970s. At 
one time in my life, I knew more about KKG than any non-Kappa 
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that had ever lived. ·unfortunately I've forgotten a lot. I've read 
the history ofKKG that was written several decades ago about its 
founding. Question for you: Did your chapter use the combined 
service, or did you separate your services into the "RedRoom and 
WhiteRoom"? did you use special blue or white blindfolds? You 
can reach me at goldenphoenix 111 @hotmail.com ... as a phoenix 
rises from its ashes ... 

(b) The E-mail Account: 
jirnrnyflathead@yahoo.corn 

Pen register information has revealed activity on the above account from November 04, 
2006 through November 29, 2007. · from Yahoo! provided the 
following account information for the above e-mail address: 

Login Name: 
Alternate E-mail Address: 
Full Name: 
Address: 
Account Created: 

jimmyflathead 
Kingbadger7 @aol.com 
Mr. Ed Irving 
Frederick, MD 21702 
October 13, 2005 

Investigations have revealed instances when this account was used .in association with 
Wikipedia to further his obsession 'vVith IGZG. Wikipedia is an on-line collection of infonnation 
created by the contributions of Wikipedia users. Anyone may contribute to an entry, or article, 
once they set up a Wikipedia account and user name. The articles on Wikipedia are similar to an 
encyclopedia entry, however. the inforn1ation contributed is not verified ::md may not be factual. 
Each \Vik:ipedia article has a discussion page for contributors to post comments or questions 
about the contents of the article. Wikipedia users may also communicate directly with each 
other through Wikipedia using their Wikipedia user name. Wikipedia contains articles on the 
different national fraternities and sororities, including an article on KKG. 

One frequent contributor to the KKG entry is identified by the username 
~yflathead," believed by investigators to be Dr. Ivins. In e-mails to 
._Dr. Ivins. using his true name and the e-mail address jimmyflathead@yahoo.com, 
referenced information in the KKG article posted by "jimmyflathead" as his contributions. 
Additionally, when-opens e-mail fromjimymflathead@yahoo.com, the "from" line on the 
e-mail reads: 

From: Bruce Ivins [mailto:jimmyflathead@yahoo.com] 

indicating Bruce Ivins is jimmyflathead@yahoo.com and was the sender of thee-mails received 
b~ y~ 

As cataloged in the history pages for the KKG entry, Dr. Ivins has attempted to post 
derogatory infonnation about the organization and its members as well as confidential 
information known only to KKG's members. Dr. Ivins, as jimmyflathead, frequently "signed" 
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his postings on the discussion page as "jf". Dr. Ivins and other users have previously engaged in 
an "edit war" on the KKG article. A.n edit war is where a Wikipedia contributor posts 
information that is later deleted or changed by another contributor, and the contributors go back 
and forth deleting or changing each others contributions. ~observed Dr. Ivins's postings 
and discussions with other users through the Wikipedia discussion forum in the KKG article and 
described his actions as follows: 

Every time someone removed information, he added it back, and 
added more negative information along with it. That was his usual 
threat - delete this again and I will add more negative information 
to this site or reveal more secrets. The sheer volume of information 
is that [jimmyflathead] has is more than most members remember. 

Over the course of this edit war, Dr. Ivins provided his personal e-mail address to other 
contributors to e-mail him directly before they removed his contributions from the site. 
According to ... Dr. Ivins "seemed to encourage people to e-mail him directly" and 
described such action as counter to the "culture" ofWikipedia, where contributors usually 
communicate with each other through the individual article talk pages or e-mail using their 
Wikipedia user name. By so doing, Dr. Ivins was also keeping other contributors out of the 
discussions about the KKG article. 

c. Use of an E-mail Account to Possibly Mimic -
~Identity 

(1) The E-mail Account: 

The above e-mail account is the most recently identified account It was discovered when 

-

h · ( ation revealed that Dr. Ivins had placed an order for the magazine-
information fromW revealed account i · · the na~ Irving 

(Ivins's alias for his j immyflathead@yahoo.com account), · 
21702 (Ivins's residence), and an e-mail address 

information from Yahoo! Inc. listed an alternate e-mail address as 
go enixlll @hotmail.com;" a known e-mail address for Dr. Ivins, however,.__ 
nam~ was listed in the account inf01mation. It should be noted thattlllis the ovvner ofthe 
e-mail account ·· 
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A pen register was established on this account on December 01,2007 ...... . 
infonnation il.·om Yahoo! revealed that the account had been accessed on September 25, 2007, 
additionally; they provided the following user identi tication for the e-mail address: 

Login Name: 
Alternate E-mail Address: 
Name: 
Address: 
Account Created: November 01, 2006 

d. E-mail Communications Revealing Previous Acts of Concealed 
Identity 

(1) The E-mail Account: bruce.ivins@us.army.mil or 
bruce.ivins@amedd.army.mil 

The investigation has also shown that Dr. Ivins has used the postal system to obscure his 
identity as the true sender of letters, gifts, and packages, by driving to locations outside of the 
Frederick, Maryland area, to reflect different postmarks on the packages. Additionally, this 
information has lead to Dr. Ivins equating his driving habits to those of people who go on walks. 
The following examples show Dr. Ivins use of the postal system, driving habits, and how he 
manipulates the information he provides his wife: 

E-mail February L 2001. from Dr. Ivins: "I want to semi to 
you a self-addressed (to me) stamped envelope with some money 
in it. \Vhen you get it, please send :t back to me in the mail. Then 
I can tell .. what happened and won't be lying." 

E-mail March 4, 2001 , from Dr. [vins: "The reason I put 
different names on the packages and card is in your message to me 
below .... Then you recognized who sent you everything, despite 
the fact that they weren't sent from Frederick." 

E-mail March 13, 2001, from Dr. Ivins: "Then I got your 
e-mail making me wonder if you thought that I was trying to get 
something from you by sending you care packages, Christmas or 
birthday gifts, etc. That had me rather worried, so I decided to go 
ahead and send you the things, but from different places and with 
different names. The detergent from Laundry Boy was mailed 
from Virginia during an IPT meeting. The gift certificate and 
bitihday card were mailed from Gaithersburg. The jacket- when it 
finally came - was to be mailed fi·om Gaithersburg, but you had 
already tigured out who sent you everything else, so I just went 
ahead and sent it from Frederick." 
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· However, as described in the following e-mails, Dr. Ivms 
after approximately six moths of denials: 

E-mail March 28, 2003, 
tell me that he fessed up that he had indeed put the 
you~ I find that really, really strange. 

"He did 
etc on 

Oh well." 

E-mail April 7, 2003, from "Bruce 
told me an interesting thing while 
had, indeed put 
did he wait so long up 
when both you and I asked him out right about it? Very odd. 
Sometimes (most of the time) I really don't get his motives behind 
anything he does. And, I think there are motives most of the time. 
It's a little scary actually to think he drove all the way up there in 
the middle of the night just to drop off a package." 

On March 31, 2005, during an interview Dr. Ivins admitted that the -trip was a 10 
to 11 hour drive, and that "this was a surpriseliliiii• Dr. Ivins ackr10wledged that it was a long 
way to dtive, and characterized the trip as a "k~ve" because he had two herniated disks in 
his spinal column which made long dtives uncomfortable. Dr. Ivins also admitted that he had 
once d~ive:1 to Gai~hersburg, Maryl:md, and s~nt a package to., so 11would n~t 
immedwtety percetve from the postmark that tt was a package trom hun wtlll a Fredenck, 
Maryland postmark. When asked whether he had ever engaged in any similar driving activity, 
Dr. Ivins related that in the late 1990s he occasionally drove roundtrip from Frederick, Maryland 
to Flinstone, (a two hour and 30 minute round trip) where some friends lived. Dr. Ivins did not 
visit his £fiends on these trips, describing the journeys as just "mindless drives." Dr. Ivins 
equated these drives with the way some people go for a long walk. 

Investigations revealed that Dr. Ivins informed people that he would drive places but tell 
his wife he was in the laboratory, and set back the odometer in his car. This information is 
significant because Dr. Ivins regularly worked at night, and could legitimately use it as an excuse 
with his family to explain his absence from home. 
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e. Th~ Capture of E-mails from Bruce Ivins to Bruce Ivins 

(1) The E-mail Account: Kingbadger7@aol.com 

This account is the oldest active personal account identified in the investigation. Pen 
registers show r. Ivins frequently uses this account with activity as recent as February 04, 
2008. information from AOL provided the following user identification for the 
above e-mail address: 

Screen Name: KingBadger7 _ 
Name: 
Address: Frederick, MD 21702 
Account Created: 

On multiple occasions, pen registers have captured Dr. Ivins sending e-mails from one of 
his e-mail accounts to another. A recent search of Dr. Ivins's home revealed a printed e-mail 
from KingBadger7@aol.com to Dr. Ivins's work e-mail account discussing the 
AMERITHRAX investigation. More precisely, in the e-mail, Dr. Ivins is attempting to draw 
attention to two other scientists from USAMRIID, who in Ivins's could be 
responsible for the anthrax mailings. Dr. Ivins name 
possible mailers of the anthrax letters of2001. This e- rs er 
outlined 11 reasons for Ivins's theory. Two years later when Ivins was asked who he believed 
could have accomplished the mailings he did name these two individuals, hmvever, he did not 
explain why he came to this conclusion. Additionally. he provided the names of other 
individuals as wei!. Something he has done tlu·oughout the course of the :mthrax investigation. 

f. An E-mail Communication with Similar Language to the 
Anthrax letters 

E-mail September 26, 2001, from Dr. Ivins: "Osama Bin Laden has just decreed death to 
all Jews and all Americans." This e-mail is significant because it displays language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO AMERICA," 
"DEATH TO ISRAEL." 

g. The Keepsake of Hundreds of Hand-Written or Typed 
Communications by Dr. Ivins 

Recently, a search was conducted at Dr. Ivins's residence. From this search, hundreds of 
hand-written or typed letters to/from Dr. Ivins to/from various members of society were 
collected. The majority of the letters were from the early 1980s through the mid 1990s. Among 
others, Dr. Ivins sent letters to United States Senators as well as various news organizations. 

These seized letters are significant since all of the antlrrax-laden letters were sent to 
members of the Media or members of the United States Senate. Additionally, the envelopes of 
the antlrrax-laden letters were addressed with a four digit extension to the ZIP code. The 
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addition of the four digits showed knowledge by the mailer for reaching a specific person in the 
United States Senate. 

The anthrax letters were mailed anonymously and utilized a fictitious return address for 
.the letters mailed to Washington, D.C. Dr. Ivins has engaged in a pattern of sending letters and 
packages with fictitious return addresses in order to mask his identity. Similarly, Dr. Ivins has 
used and continues to use, the internet in ways that also conceal his identity, both in online 
postings, such as Wickipedia, and his specific e-mail accounts, as set forth above. Indeed, he has 
proven that he can make a 10-hour round-trip drive in the middle of the night to deliver a 
package without his family or friends, or even the recipient, becoming aware of this activity. 

Large e-mail providers allow customers to store their communications on their servers 
for as long as they wish. Dr. Ivins's keepsake ofhundreds of hand-written or typed letters shows 
his affinity to keep his writings. Additionally, the thousands of e-mails collected from various 
computers of people either associated with USAMRIID or Dr. Ivins have revealed case-pertinent 
information. Specifically, Dr. Ivins's fascination with KKG was revealed from e-mail 
communications between coworkers and friends, as well as his own postings on the internet. 

The vast amount of collected e-mails and letters show Dr. Ivins is predisposed to 
communicate to others, revealing his innermost thoughts and feelings. Additionally, various 
evidence also suggests that Ivins is taking steps to conceal his identity when he communicates 
and possibly mimics the identity of others. such as sending letters to the editor of a newspaper in 
the name of another, known individual. 

Based on the foregoing, I submit that there is probable cause to believe that a search of 
the e-mail accounts described here and in Attachment A, may result in collection of evidence 
relevant to the dissemination of a Weapon ofMass Destruction (anthrax) through the U.S. mail 
system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 1114. 
Specifically, the search may reveal additional computer files, e-mail accounts, or documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings or his possible 
obstruction of the investigation. Furthermore, additional conspirators involved in the attacks 
may be identified. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. 
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The statements contained in this Affidavit are based in part on information 
provided by FBI Special Agents and U.S. Postal Inspectors, on observations made by law 
enforcement agents, and on my experience and background as an FBI Special Agent. I have not 
included each and every fact known to me concerning this investigation. I have set forth only 
the facts that I believe are necessary to establish the necessary foundation for the search warrant. 

Sworn to before me this 
of ,., n0r: 

.OJ ( 

GE 
United es District Court 
for the District of Columbia 

~\ll)\Lil;.J .'-(;.\"/ 
<>'· Vtk · :·· ;:--r-':1 ) ,-:: 

MARLO ARREDONDO 
Special Agent 
Federal Bureau of Investigation 

25 
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ATTACHMENT A 

I. Search Procedure 

a. These search warrants will be presented to Yahoo!, AOL, and MSN Hotmail 
personnel by law enforcement agents. Yahoo!, AOL, and MSN Hotmail personnel will be 
directed to isolate those accounts and files described in Section II below; 

b. In order to minimize any disruption of computer service to innocent third parties, 
Yahoo!, AOL, and MSN Hotmail employees will create exact duplicates ofthe computer 
accounts and files described in Section II below, including an exact duplicate of all information 
stored in the computer accounts and files described therein: 

c. Yahoo!, AOL, and MSN Hotmail employees will provide the exact duplicates in 
electronic form of the accounts and files described in Section II below and all information stored 
in those accounts and files to law enforcement agents who need not be present during the 
duplication of the files; 

d. Law enforcement persormel will thereafter review the information stored in the 
accounts and files received from the Yahoo! , AOL, and MSN Hotmail employees and then 
identify and copy only the information contained in those accounts and files which is authorized 
to be further copied as described in Section ill below; and 

e. Law enforcement personnel will then seal the original duplicate of the accounts and 
tiles received ti·om Yahoo!, AOL, and MSN Hotmail employees and will not further review the 
original duplicates absent an order of the Court. 

II. Files and Accounts to be Copied by Yahoo!, AOL, and MSN Hotmail Employees 

a. All electronic mail stored and presently contained in, or on behalf of, the fo1Iowing 
electronic mail addresses and/or individual accounts: 

Yahoo!: 

AOL: kingbadger7[ at] aol[ dot]com 

MSN Hotmail: goldenphoenixlll (at]hotmail(dot)com 

b. All existing printouts from original storage of all of the electronic mail described 
above in Section II(a); 

c. All transactional information of all activity of the electronic mail addresses and/or 
individual accounts described above in Section II(a), including log files, dates, times, methods of 
cormecting, ports, dial-ups, and/or locations; 

26 
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W93rRev.5/X5)$earch Warrant 

·uNITED STATF.S T1ISTRICT COlJRT 
FOR THE DISTRlCT OF COLUMBIA 

In the Matter of the Search of 
(Name, address nr hrief description of person or properry to be se~rched) 

Electronic mail stored in account kingbadger7@aol.com, 
controlled by America Online, Inc., 2200 A.OL Way, Dulles, 
VA 20166 SEARCH W ARR~T 

CASE NUMBER: 
0 8 -~1 2 4 - M - 0 l 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name, description and or location) 

Electronic mail stored in accounts kingbadger7(ci!.aol.com, controlled by Americ::. Online, Inc., 2200 AOL 
Way, Dulles, VA 20166 

in the Eastern District ofVirginia, there is now concealed a certain person or property. namely !describe tl1eperson or propenyl 

all information pertaining to this account, including stored data, IP addresses, and electronic mail, described 
more fully in Attachment A. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the issuance 
of this warrant. 

__ _____ _____ ___ ___________ -----------M.AR-A-~-~;.f\ r' r'___ _ _ ___ _____ -- --------- ---
--- - -----vutr_AJlli HEREBY COMMA...~DED to search on or before ------------------

(Date) 

(not to exceed 10 daJ) the person or place named above for the ~son or property specified, serving this warrant and 
making the search EJ(in the daytime -6:00A.M. to 10:00 P.M.) U (at any time lAthe day or night as I fmd reasonable 
cause has been established) and if the person or property be found there to seize sam~ing a copy of this warrant and 
receipt for the person or property taken, and prepare a written inventory of the person or property seized and promptly 
return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

Date und Time !ssued, pursuant to the domestic 
tmorism search warrant muviS:l~ of'Wll6\41 (b)(3) 

·.-.sv _,. ' .;-·' . 

Name and Title of Judicial Offi cer 

at Washington, ,-9/C. 

;1fC_ 
Signature of Judieiai Of~ 

.I 
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m 
~-·,/) d--"11 ~ot AO I 09 (2190) Seizure Warrant T r-, I v \ 

:r---· 
"'~ .. --

I 

I DATE WARRANT RECEIVED 

I c21~ lcr6 
I 

I DATE AND TIME WARPu\NT EXECUTED 

I ~)~'Jio< 
COPY Of WARRANT AND RECEIPT FOR ITEMS LEFT WITH 

ML I 
INVENToRY MADE IN THE PREsENcE oF Au L.- '9-"'JSt 11 n-e \ 

!NVENTOR Y OF PROPERTY SEIZED PURSUANT TO THE WARRANT 1 

k\\ Q;Ue_,{J\)'(\;,c_, ~~ cvu'ven, stofe:J. (Jy\ ftD-0s ~rv.e(~-~·- \otl-{f/-;11l1Alf 
1\ul..- ~-if~;.)f)~el w~ pev~\-kd +o Cl>ilic+ ~ J_~ Ov~ :liAVt 

~mv\ ule_ ct ["f 1o -\'\'--L "f1b t · 
. -; I n · l.o." • LJ.w~ 

~ Ul\L ( \) ~ Q.oy\_1ZuV\-11S t .· .. r / \YVlv
1 

CERTIFICATION 

I swear that this inventory is a true and detailed account of the property seized by me on the warrant. 

Subscribed, sworn to, and returned before me this 4ate. 

-.. :;JJ!fft'*7rY!i {0)~ 
U.S. Judge or u.s. Maglstrafe fudge 
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UNITED ST .. t\TES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(N arne, address or brief description of person, property, or premises to be searched) 

Electronic mail stored in account goldenphoenixl11 
[atjhotmail[dot]com, controlled by MSN Hotmail 
Microsoft Corp., 1065 La Avenida, Building 4, 
Mountainview, CA 94043 

APPLICATION AND AFFIDAVIT 
SEARCH WARRANT 

(further described below) 

I _ _,M~a,_,_r_,_,lo~A,_,_r~r.!::ed~o~n~d~oO!..._ _______ b,eing duly sworn depose and say: 

I am a(n) Special Agent with the Federal Bureau of Investigation 
(Official Title) 

that (name, description and or location) 

and have reason to believe 

0 1 

on the property or premises known as email account goldenphoenixlll@hotmail.com, controlled by MSN 
Hotmail Microsoft Corp., 1065 La Avenida, Building 4, Mountainview, CA 94043 

in the Northem District ofCalifomia, there is now concealed a certain person or property, namely (describe the person orproperty 
10 be searched) 

electronic mail between Bruce Ivins and other individuals 

which is (state one or more bases ror search and seizure scl forth under Rule 4 l(c) of the Federal Rules o f Crimimfl Procedure) 

evidence relevant to the commission of an act of terrorism, including the use of a weapon of mass 
destruction (anthrax) and the murder and attempt to murder officers and employees of the United States. 

concerning a violation of Title 18 United States Code United States Code, Section(s) 2332a and 1114 . The facts 
to support a finding of Probable Cause are as follows : 

SEE ATTACHED AFFIDAVIT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY RESTATED HEREIN 

Continued on the attached sheet and made a part hereof. xYES 0 NO 

Rachel Carlson Lieber, AUSA 
US Attorney's Office, Washington, DC 
(202)202-353-8055 

Swom to before m_~, .'!,ng, supse,ribed in my presence 

Date 

Name and Title of Judic tal Officer 

~~lG . Lo fu~.uV\-
Signature of Affiant 

Marlo Arredondo. Special Agent 
Federal Bureau of Investigation 
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AFFIDAVIT IN SUPPORT OF 
APPLICATION FOR SEARCH WARRAt~T 

I, Marlo Arredondo, being first duly sworn, hereby depose and state as follmvs: 

A. Introduction and Agent Background 

I make this affidavit in support of an application for a search warrant for certain accounts 
controlled by the free web-based electronic mail service provider known as 
(1) Yahoo!, Inc. (Yahoo!), located at 701 First Avenue, Building D, Sunnyvale, California 
94089; (2) America Online, Inc. (AOL), 2200 AOL Way, Dulles, VA 20166; and (3) MSN 
Hotmail Micrososft Corp. (MSN Hotmail), 1065 La Avenida, Building 4, Mountain View, 
California 94043. The accounts to be searched at Yahoo! are: 

jimmyflathead[at]yahoo[dot]com; and 
~t]yahoo[dot]com 

The account to be searched at AOL is: 

The account to be searched at MSN Hotmail is: 

goldenphoenixlll [atJhotmail(dotlcom 

These accounts are ll.n1her described [n the following paragraphs ind in Attachment A. 
set forth herein, there is probable cause to believe that on the .-::omputcr systems vfY ahoo !, 

AOL, and MSN HotmaiL there exists evidence, fruits, and instrumentalities of violations ofTitle 
18, United States Code, Sections 2332 and 2332a. 

I am a Special Agent of the Federal Bureau oflnvestigation (FBI) and have been so 
employed for approximately two years. As a Special Agent of the FBI, I investigate a crime 
involving the dissemination of a Weapon of Mass Destruction (anthrax) in violation of Title 18, 
United States Code, Sections 2332(a) and 1114. The definitions provided herein are based on 
my knowledge and experience as an FBI Agent, and consultations with other criminal 
investigators. 

The FBI and the U.S. Postal Inspection Service (hereinafter Task Force) investigation of 
the anthrax attacks of2001 has led to the identification ofDr. Bruce Edwards Ivins, an anthrax 
researcher at the U.S. Army Medical Research Institute for Infectious Diseases (USAMRIID), 
Fort Detrick, Maryland, as a person necessitating further investigation for several reasons: (1) 
At the time of the attacks, he was the custodian of a large flask of highly purified anthrax spores 
that possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins has 
been unable to give investigators an adequate explanation for his late night work hours for which 
he was the only person in the laboratory around the time ofboth anthrax mailings; (3) Ivins is 
believed to have submitted false samples of anthrax from his lab to the FBI for forensic analysis 
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in order to mislead investigators: (z+) at the Lime of the attacks, Tvins was under pressure at work: 
to assist a private company that had lost its FDA approval to produce an anthrax vaccine the 
Army needed tor U.S. troops, and which Ivins believed was essential for the anthrax program at 
USAMRIID; and (5') Ivins sent an e-mail to a few davs before the 
anthrax attacks w~rrting-that "Bin Laden terrorists tor sure have anthrax and sarin gas" and 
have "just decreed death to all Jews and all Americans," language similar to the anthrax letters 
warning "WE HAVE THIS ANTHR.A..X ... DEATH TO AMERlCA ... DEATH TO ISRAEL." 

The Task Force submits that a search of the Subject e-mail accounts may reveal 
documentary evidence that will assist the investigation by linking Dr. Bruce Edwards Ivins to the 
anthrax mailings and identify conspirators involved in the attacks. The search is for computer 
files, e-mail accounts, or documentary evidence as more fully described in Attachment A to the 
search warrants, affixed to this affidavit. 

In my training and experience, I have learned that Yahoo!, AOL, and MSN Hotmail are 
companies that provide free web-based Internet electronic mail (e-mail) access to the general 
public, and that stored electronic communications, including opened and unopened e-mail for 
subscribers to these services may be located on the computers ofYahoo!, AOL, and MSN 
Hotmail. Further, I am aware that computers located at Yahoo!, AOL, and MSN Hotmail 
contain information and other stored electronic communications belonging to unrelated third 
parties. Accordingly, this affidavit and application for search warrants seeks authorization solely 
to search the computer accounts and/or files and following the procedures described herein and 
in Attachment A. 

B. Search Procedure 

In order to tacilitate seizure bv law '~nforcement of the re~ords :md infom1ation described 
in Attaclunent A this affidavit and application for search warrant seek authorization to permit 
employees ofYahoo!, AOL, and MSN Hotmail to assist agents in the execution of this warrant. 
In executing this warrant, the following procedures will be implemented: 

a. The search warrant will be presented to Yahoo!, AOL, and MSN Hotmail 
personnel who will be directed to isolate those accounts and files described in Attachment A; 

b. In order to minimize any disruption of computer service to i1mocent third 
parties, Yahoo!, AOL, and MSN Hotmail employees and/or law enforcement personnel trained 
in the operation of computers will create an exact duplicate of the computer accounts and files 
described in Attachment A, including an exact duplicate of all information stored in th'e 
computer accounts and files described in Attachment A; 

c. Yahoo!, AOL, and MSN Hotmail employees will provide the exact duplicate 
in electronic fom1 or paper copy of the accounts and files described in Attachment A and all 
information stored in those accounts and files to the agent who serves this search warrant; and 
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d. Law enforcement personnel will thereafter review all information and records 
received from Hotmail employees to determine the infonnation to be seized by law enforcement 
personnel pursuant to Attachment A. 

C. Background Regarding Computers, the Internet, and E-Mail 

The term "computer" as used herein is defined in 18 U.S.C. § 1030(e)(l), and includes an 
electronic, magnetic, optical, electrochemical, or other high speed data processing device 
performing logical, arithmetic, or storage functions, and includes any data storage facility or 
communications facility directly related to or operating in conjunction with such device. 

I have had both training and experience in the investigation of computer-related crimes. 
Based on my training, experience and knowledge, I know the following: 

a. The Internet is a worldwide network of computer systems operated by 
governmental entities, corporations, and universities. In order to access the Internet, an 
individual computer user must subscribe to an access provider, which operates a host computer 
system with direct access to the Internet. The world wide web ("www") is a functionality of the 
Internet which allows users of the Internet to share information; 

b. With a computer connected to the Internet, an individual computer user can 
make electronic contact with millions of computers around the world. This connection can be 
made by any number of means, including modem, local area network, wireless and numerous 
other methods; and 

c. E-mail is a popular forn1 of tr::msmitting messages and/or flies in an electronic 
environment between computer •Jsers. When Jn individual computer user sends e-mail, it is 
initiated at the user's computer, transmitted to the subscriber's mail server, then transmitted to its 
final destination. A server is a computer that is attached to a dedicated network and serves many 
users. An e-mail server may allow users to post and read messages and to communicate via 
electronic means. 

D. Yahoo!, AOL, and MSNHotmail 

• 
Based on my training and experience, I have learned the following about Yahoo!, AOL, 

and MSN Hotmail: 

Yahoo!, AOL, and MSN Hotmail provide e-mail services which are available free of 
charge to Internet users. Subscribers obtain an account by registering on the Internet with 
Yahoo!, AOL, or MSN Hotmail. Yahoo!, AOL, and MSN Hotmail requests subscribers to 
provide basic information such as name, gender, ZIP code, and other personal/biographical 
information. However, neither Yahoo!, AOL, nor MSN Hotmail verify the information 
provided; 
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Yahoo!. AOL and l'viSN Hotmail maintain electronic records pertaining to the 
individuals and companies for which they maintain subscriber accounts. These records include 
account access information, e-mail transaction information, and account application information; 

Subscribers to Yahoo!, AOL, and MSN Hotmail may access their accounts on servers 
maintained and/or owned by Yahoo!, AOL, or MSN Hotmail from any computer connected to 
the Internet located anywhere in the world; 

Any e-mail that is sent to a Yahoo!, AOL, or MSN Hotmail subscriber is stored in the 
subscriber's "mail box" on the providers servers until the subscriber deletes the e-mail or the 
subscriber's mailbox exceeds storage limits preset by Yahoo!, AOL, or MSN Hotmail. If the 
message is not deleted by the subscriber, the account is below the maximum limit, and the 
subscriber accesses the account periodically, that message can remain on the providers' servers 
indefinitely; 

When the subscriber sends an e-mail, it is initiated at the user's computer, transferred via 
the Internet to Yahoo!, AOL, or MSN Hotmail's servers, and then transmitted to its end 
destination. Users have the option of saving a copy of the e-mail sent. Unless the sender of the 
e-mail specifically deletes the e-mail from the Yahoo!, AOL, or MSN Hotmail server, the e-mail 
can remain on the system indefinitely. The sender can delete the stored e-mail message thereby 
eliminating it :from the e-mail box maintained at the provider, but that message will remain in the 
recipient's e-mail box unless the recipient deletes it as well or unless the recipient's account is 
subject to account size limitations; 

A Yahoo!. AOL, or MSN Hotmail subscriber can store files. including e-mails and image 
Iiles, on servers maintained and/or owned by the provider; and 

E-mails and image files stored by a Yahoo!, AOL, or MSN Hotmail subscriber may not 
necessarily be located in the subscriber's home computer. The subscriber may store e-mails 
and/or other files on the provider's server when there is insufficient storage space in the 
subscriber's computer and/or when he/she does not wish to maintain them in the computer in 
his/her residence. A search of the files in the computer in the subscriber's residence, or in a 
portable computer, will not necessarily uncover the files that the subscriber has stored on the 
Yahoo!, AOL, or MSN Hotmail server. 

As a federal agent, I am trained and experienced in identifying communications relevant 
to the crimes under investigation. The personnel ofYahoo!, AOL, and MSN Hotmail are not. I 
also know that the manner in which the data is preserved and analyzed may be critical to the 
successful prosecution of any case based upon this evidence. Computer Forensic Examiners are 
trained to handle digital evidence. Yahoo!, AOL, and MSN Hotmail employees are not. It 
would be inappropriate and impractical, however, for federal agents to search the vast computer 
network ofYahoo!, AOL, and MSN Hotmail for the relevant accounts and then to analyze the 
contents of those accounts on the premises of Yahoo!, AOL, and MSN Hotmail. The impact on 
Yahoo!, AOL, and MSN Hotmail's business would be severe; 
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Tn order to accomplish the objective of the search '.varrant with a minimum of 
interference with the business activities ofYahoo!, AOL, and MSN Hotmail, to protect the rights 
of the subject of the investigation and to effectively pursue this investigation, authority is sought 
to allow Yahoo!, AOL, and MSN Hotmail to make a digital copy of the entire contents of the 
information subject to seizure specified in Attachment A. That copy will be provided to me or to 
any authorized federal agent. The contents will then be analyzed to identify records and 
information subject to seizure pursuant to Attachment A; and 

Executing a warrant to search a Yahoo!, AOL, or MSN Hotmail e-mail account requires 
an approach similar to the standard approach for executing a warrant to search papers stored in a 
file cabinet. Searching the subject e-mail account in this case for evidence .of the target crimes 
will require that agents cursorily inspect all e-mails produced by Yahoo!, AOL, and MSN 
Hotmail in order to ascertain which contain evidence of those crimes, just as it necessary for 
agents executing a warrant to search a filing cabinet to conduct a preliminary inspection of its 
entire contents in order to determine the documents which fall within the scope of the warrant. 
In addition, keyword searches alone are inadequate to ensure that law enforcement can discover 
all information subject to seizure pursuant to Attachment A. Keywords search text, but many 
common electronic mail, database and spreadsheet applications files (which files may have been 
attached to electronic mail) do not store data as searchable text. 

E. Stored Wire and Electronic Communication Access 

Title 18, United States Code, Chapter 121. Sections 2701 through 2711, is entitled 
"Stored Wire and Electronic Communications and Transactional Records Access." 

a. Title 18. United States Code, Section 2703(a) provides, in part: 

A govemmental entity may require the disclosure by a provider of 
electronic communication service of the contents of a wire or 
electronic communication, that is in electronic storage in an 
electronic communications system for one hundred and eighty 
days or less, only pursuant to a warrant issued using the procedures 
described in the Federal Rules of Criminal Procedure by a court 
with jurisdiction over the offense under investigation or equivalent 
State warrant. A govemmental.entity may require the disclosure by 
a provider of electronic communications services of the contents of 
a wire or electronic communication that has been in electronic 
storage in an electronic communications system for more than one 
hundred and eighty days by the means available under subsection 
(b) of this section. 

b. Title 18, United States Code, Section 2703(b) provides, in part: 

(1) A govemmental entity may require a provider of remote 
computing service to disclose the contents of any electronic 
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communication to which this par:.1graph is made applicable by 
paragraph (2) of this subsection-

(A) without required notice to the subscriber or 
customer, if the governmental entity obtains a 
warrant issued under the Federal Rules of Criminal 
Procedure or equivalent State warrant... 

(2) Paragraph ( 1) is applicable with respect to any electronic 
communication that is held or maintained on that service-

(A) on behalf of, and received by means of 
electronic transmission from (or created by means 
of computer processing of communications 
received by means of electronic transmission from), 
a subscriber or customer of such remote computing 
service; and 
(B) Solely for the purpose of providing storage or 
computer processing services to such subscriber or 
customer, if the provider is not authorized to access 
the contents of any such communications for 
purposes of providing any services other than 
storage or computer processing. 

c. The govemment may also obtain records anJ other infonnation 
pertaining to a subscriber to or customer of •.::lectronic communication service or remote computing 
Sc,.., ,; en l,, '' ""' ,-.. t' '1 ~·e"r·r-h '' ·ar~·a'1 1 1 Q r 1 S f' S .-., ""'0~ r ~ \( 11 \(. \ \ :" •. 10 t"tU' tl.CC' '"LO 1L.t11.., "llbSC!'!.be•· Oi' 

.._ • l. "-' u .)· • V u.) \.J · V t..4 V l l "'V L l L. 1 U V' • , '-- • ';") - I - 1 \ V) ) 1 "\... j, '/ ...,.. v i. 

customer is required. 18 U.S.C. § 2703(c)(3). 
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d. Title 18, United States Code, Section 2711, provides, in part: 

As used in this chapter -

(1) the terms defined in section 2510 of this title 
have, respectively, the definitions given such terms 
in that section; and 

(2) the term "remote computing service" means the 
provision to the public of computer storage or 
processing services by means of an electronic 
communications system. 

e. Title 18, United States Code, Section 2510, provides, in part: 

(8) "contents," when used with respect to any wire, 
oral, or electronic communication, includes any 
information concerning the substance, purport, or 
meaning of that communication; ... 

(14) "electronic communications. system" means 
any wire, radio, electromagnetic, photooptical or 
photoelectronic facilities for the transmission of 
electronic communications. and any computer 
facilities or related electronic equipment for the 
electronic storage of such communications: ... 

( 15) "electronic communication service" means any 
service which provides to users thereof the ability to 
send or receive wire or electronic communications; 

(17) "electronic storage" means--

(A) any temporary, intermediate storage 
of a wire or electronic communication incidental 
to the electronic transmission thereof; and 

(B) any storage of such communication by an electronic communication service for purposes of 
backup protection of such communication. 
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F. Probable Cause 

As discussed below, there is probable cause to believe that a search of the 
aforementioned e-mail addresses may result in the collection of evidence relevant to an ongoing 
criminal investigation into the dissemination of a Weapon of Mass Destruction (anthrax) through 
the U.S. mail system in September 2001 and October, 2001 in violation of Title 18, United States 
Code. Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 
Additionally, it is believed that Dr. Bruce Edwards Ivins has taken steps to possibly obstruct the 
investigation. The reasons are set forth in this affidavit: 

1. Overview 

More specifically, this affiant submits that a search of these e-mail accounts may reveal 
(1) details of the subject's work and familiarity with anthrax; (2) explanations of how anthrax 
from the subject's laboratory could have been used in the 2001 attacks; (3) the subject's prior 
communications with members of Congress and the news media; (4) false names and aliases 
used by the subject; (5) evidence linking the subject to the address from which the anthrax letters 
were mailed in Princeton, New Jersey; and (6) evidence ofthe subject's use of the U.S. mail 
system to send packages under assumed names. 

a. Factual Background 

In September and October, 2001, at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the Dist1ict of Columbia, New York City, and 
Boca Raton, Florida. in violation ofTitle 18. United States Code, Section 2332(a), which 
prohibits the use of a ·weapon of Mass Destruction. Bacillus amhracis is a Weapon of Mass 
Destruction bec:J.Use it is a bacteria and "biologic::tl agent" capabk of causing death, disease, and 
other biological malfunction in humans and certain other animals as detined in Title 18, United 
States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and contaimnent protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Columbia. Each of the envelopes contained a handwritten note referencing "9-11-0 1" 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA," "DEATH TO ISRAEL," and "ALLAH IS GREAT." The two letters addressed 
to Capitol Hill had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and another 
11 people suffered cutaneous anthrax (contracted through the skin). Five of the inhalational 
victims eventually died from their infection: (1) Robert Stevenson, 63, photo editor, American 
Media Inc., Boca Raton, Florida, died on i 0/5/200 I; (2) Thomas L. Morris, Jr., 55, postal 
worker, Brentwood Post Office, Washington, D.C., died on 10/2112001; (3) Joseph P. Curseen, 
Jr., 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001; (4) Kathy 
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T. Nguyen, 61, hospital employee, New York City, died on 10/31/2001; and (5) Ottilie 
Lundgren, 94, Oxford, Connecticut, died on 11/21/200 l. Another 31 persons tested positive for 
exposure to anthrax spores. All of the exposures and cases of infection are attributed to the 
anthiax mailings, based on their timing, their location, the place of employment of each 
individual infected, and the identity of the strain of anthrax found in each letter and in the bodies 
ofthe five deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each decedent's body is 
the same strain of anthrax found in the threat letters mentioned above. This particular strain is 
commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals, 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires access to particular laboratory 
equipment such as a lyophilizer or other drying device, biological safety cabinet or other 
containment device, incubator, centrifuge, fermentor, and various personal protective gear, all of 
which Dr. Ivins had readily accessible to him through his employment at USAMRIID. 

h. Determination of Origin of Anthrax Contained in 2001 
Mailings 

The mail attacks are believed to have occun·cd on two 3cparate vccasions, ;_vhich are 
delineated by the postmark dates on the recovered letters. Letters used in the tirst attack were 
postmarked on 09118/2001 and were focused to media establishments located in the New York 
area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, D.C. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the media letters versus the Senate letters reveals 
obvious differences and also significant similarities. 

c. Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (e.g. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus antlzracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 2001 mailings. serve to provide a "DNA fingerprint" which can 
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aiJ.d has been used to investigate other .-\.rnes isolates collected from laboratoties possessing the 
.1\.mes strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, 16 domestic govenunent, commercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories · to the 
attacks were identified. 

To date, the Task Force has 
received Ames strain Bacillus anthracis isolates or samples from all 16 domestic laboratories, as 
well as from laboratories in Canada, Sweden, and the United Kingdom. All total, the Task Force 
has obtained more than 1000 isolates ofthe Ames strain of Bacillus anthracis from these 
laboratories and archived these isolates in the FBI Bacillus anthracis Repository (hereinafter 
FBIR). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FBIR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR -1029. 
RMR-1029 was stored !n the B3 biocontainment suite within Building 1425 ofUSAJvfR.I.rrD. 
Access to the suite is afforded only to those personnel who are approved by the USAMRIID 
Security, Safety, and Speciai Immunizations Program to have tbe required background check. 
training, and medical protection (vaccination or personal protective eq-uipment (PPE)) . R.l'v1R -
! 029 vvas (;OmpileJ in 1997 by Dr. Ivins, lhe sole (;reator anJ custodian. 

d. Identification of Collection Box at 10 Nassau Street 

Inf01mation gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. 

2. Dr. Bruce Edwards Ivins 

Dr. Bmce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRIID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate ofPhilosophy (Ph.D.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University of North Carolina (UNC), Chapel Hill. 
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A review ofl_TS,A_._l\1RIID re,cords, laboratory notebooks, written protocols, and 
professional publications have show·n that Dr. Ivins has worked with Bacillus amhracis at 
USAMRIID since 1980. He has personally conducted and supervised i\mes anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage 
rates and the importance of purity, consistency, and spore particle size due to his responsibility 
for providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins 
produced large batches of Bacillus anthracis which were required for such challenges - tests in 
which vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years ofworking in the laboratories ofUSAMRIID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
cmTent anthrax vaccination history. 

a. Unexplained Late Night Laboratory Access 

USAMRITD containment Suite 83 is a Biological Safety Level-3 (BSL-3) suite of 
bbcrJ.tories used by USA~.!fRliD Bacteriology personne! :'"or rese:1rch on dangerous :::mimal :md 
human pathogen::;. The t1ask identified as RlvfR-1 029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
door to the cold-side change room, which is secured by a magnetic-lock. A researcher must pass 
through the change room in order to go in or out of the suite. A central security system monitors 
and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His. 
regular working hours on average consisted of a 7:30a.m. to 4:45p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001, however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 Suite. 

The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of oppmiunity for the mailing of the media letters to New York which began at 5:00 
p.m. Monday, September 17, 2001 and ended at noon on Tuesday, September 18, 2001. 
Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive evenings 
prior to the mailings with time spent in Suite B3: 
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Dav 
Friday 
Saturday 
Sunday 

Date 
September 14 
September 15 
September 16 

Time in Buildino- 1475 
8:54p.m. to 12:22 a.m. 
8:05p.m. to 11:59 p.m. 
6:38 p.m. to 9:52 p.m. 

Total Time in B3 
2 hours 15 minutes 
2 hours 15 minutes 
2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25. 

The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing of the Senate letters to Washington, D.C. which began at 
3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 2001. 
Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of the 
following times in building 1425 with time spent in Suite B3: 

Day Date Time in Building 1425 Total Time in B3 
Friday September 28 7:16p.m. to 10:59 p.m. 1 hour 42 minutes 
Saturday September 29 8:02p.m. to 11:18 p.m. 1 hour 20 minutes 
Sunday September 30 9:53p.m. to 12:04 a.m. 1 hour 18 minutes 
Monday October 1 9:14p.m. to 10:43 p.m. 20 minutes 
Tuesday October 2 7:24p.m. to 9:39p.m. 23 minutes 
Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 
Thursday October 4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 
Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9. for 15 
minutes. and then October 14. for one hour and 26 minutes. 

The investig:ltion has also analyzed the daily schedules, '.York :1reas :Iccesscd, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different than those of the other researchers, in that he was frequently in Suite B3, where 
RMR-1 029 was kept, late at night and on weekends when no other researchers were present in 
Suite B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee 
was present. 

On March 31, 2005, Dr. Ivins was asked by the FBI about his access to Suite B3 and 
could provide no legitimate reason for the extended hours, other than "home was not good" and 
he went there "to escape" from his life at home. A review of Dr. Ivins's and co-workers' 
laboratory notebooks and projects at the times in question was conducted and determined that 
Dr. Ivins's role in the experiments were minimal, and did not justify the time he spent in B3. 
Dr. Ivins has admitted to investigators that the research he was conducting in 2001 did not 
require, and does not explain, his late night hours in the B-3 laboratory around the time period of 
the anthrax mailings. 
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Since producing ::mthr::1x spore preparations \Vas one of Dr. Ivins's principal 
responsibilities at USM1RliD, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite BJ and USAMRJID afforded 
all of the equipment and containment facilities '.vhich would have been needed to prepare the 
anthrax and letters used in the Fall 2001 attacks. 

b. Failure to Cooperate in Providing Laboratory Samples 

Dr. Ivins provided two sets of samples of Ames anthrax to 
FBI were drawn from RMR-1029. In the first submission in 

February 2002, Dr. Ivins failed to follow the protocol Dr. Ivins was 
subsequently notified that the February 2002 samples were un s failure to follow 
the protocol. A second set of samples, labeled "Dugway Ames spores - 1997" was provided to 
the FBIR by Dr. Ivins in April of2002. Dr. Ivins declared that he used the terms "Dugway 
Ames spores - 1997" and RMR-1 029 interchangeably, as they are the same flask of material. 
Both of the April R_.l\,;1R-l 02<) samples were submitted for genetic testing and found lo be 
negative for the presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003. an FBT Special Agent accompanied Dr. Ivins into Suite 83 :.1t 

US,\MRIID ::tnd identified Jdditional Ames samoles of Dr. Ivins's anJ others lhat haJ noL been 
submitted as part of the above mentione~ Dr. Ivins submitted slants 
prepared rrom the newly identified samp]~). . .pril 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1029 flask itself. All of the 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

On June 17, 2004, RMR-1029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submissions were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1 029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31, 2005, Dr. Ivins was informed that the s he 
provided to the FBIR on April 10, 2002 
to be genetically distinct from the anthrax 

. were found 
attack letters, and from the anthrax 
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material recovered by the FBI tram the Rl\tlR-1 029 flask seized from Dr. Ivins's lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked to explain why he did not submit the 
genetically positive sample which was clearly responsi Dr. Ivins was 
adamant in his response that there had been no omissioP 
insisted that he had indeed provided RMR -1029 to 
in April 2002. Which was improbable given the presence of all four genetic mutations found in 
the RMR-1029 sample that the FBI seized. 

c. Knowledge That His Stock of Anthrax Matched the Anthrax 
Used in the Attack 

On March 31, 2005, when Dr. Ivins was informed by FBI agents tha:t RMR-1029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year prior, FBI Special 
Agent (SA) Darin Steele told him that RMR-1029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR -1029 submission provided by Dr. Ivins in April 2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and RMR-
l 029, until after the June 17, 2004 submission and subsequent laboratory analysis. 

\Vhen interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months of the letter attacks. he was aware that his stock of anthrax, RMR-1 029, exhibited 
morphological similarities to the antlu·ax used in the attacks. and that he allegedly learned this 
infonnation from three coworkers at US.A.MRIID who participated in the forensic analysis of the 
;mthrax in the letters. Each of~hosc three coworkers \vas interviewed by the Task Force, and 
deny disclosing such infom1ation to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions did Dr. Ivins ever indicate he had knowledge that RMR-1 029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1029. To the contrary, Dr. Ivins repeatedly named other researchers 
as possible mailers, and claimed that the anthrax used in the attacks resembled that of another 
researcher at USAMRIID and were dissimilar to the Bacillus anthracis Ames organisms 
maintained in his laboratory, which included RMR-1 029. 

014218Anthrax Page 58 of 639



Search-Warrant-08-125-M-01.pdf

3. Dr. Ivins's Use of E-mail 

a. Use of E-mail to Discuss his Anthrax Research 

(1) The E-mail Account: bruce.ivins@us.army.mil or 
bruce.ivins@amedd.army.mil 

Utilizing Microsoft Exchange, USAMRIID provides e-mail communication for it's 
employees. In addition to Dr. Ivins's name being present in the e-mail address, further 
investigation has shown that Dr. Ivins, referenced through out this document, utilizes this 
account. Hundreds of e-mail communications have been obtained showing Ivins's previous and 
present day use of this account. 

Beginning shortly after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
were the focus of public criticism concerning the introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001, as evident by the e-mail excerpts below, that same anthrax vaccine was having 
problems in the production phase at Bioport, a private company in Michigan responsible for 
manufacturing the vaccine. The Food and Drug Administration (FDA) had suspended further 
production at Bioport, and the U.S. government, specifically the Department of Defense, was 
running out of approved lots of the vaccine. The situation placed pressure on select staff 
members at USAMRIID, including Dr. Ivins, who were part of the Anthrax Potency Integrated 
Product Team (TPT). The purpose of the TPT was to assist in the resolution of technical issues 
that was plaguing Bioport's production of approved lots of the vaccines. 

The fo !lowing are excerpts from e-mai Is dated Apri I :?.000 through Seprem ber 2001 , from 
Dr. Ivins ~o J. l·cgarding work: 

June 28, 2000, "Apparently Gore (and maybe even Bush) is 
considering making the anthrax vaccine for the military voluntary, 
or even stopping the program. Unfortunately, since the BioPort 
people aren't scientists, the task of solving their problem has fallen 
on us ..... Believe me, with all the stress ofhome and work, your 
e-mail letters to me are valuable beyond what you would ever 
imagine- and they help me keep my sanity .... " 

June 29, 2000, "BioPortjust tested its final lot of AVA 
[anthrax vaccine] in a potency test. If it doesn't pass, then there are 
no more lots to test, and the program will come to a halt. That's 
bad for everyone concerned, including us. I'm sure that blame will 
be spread around." 

July 6, 2000, -I think the**** is about to hit the 
fan ... bigtime. The final lot of AVA, lot 22, isn't passing the 
potency test, and now there's nothing to back it up. Plus, the 
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cot1tr~! vaccine isn\~vorking. I~'s just a r:ne mess. ~re 
spendmg probably 9,:,% of our ttme on th1s." 

August 29, 2000, ·~are 10% ofthe 
Bacteriology Division. If we quit, the anthr~-x program and 
BioPort would go down the drain. I'm not b 
three of us have a combined total of 52 years ofrP.<::;"':"r' 
experience with anthrax. You just can't go out and find someone 
lik~ with their knowledge, skill and abilities. Ain't 
gonna happen." 

September 7, 2001, "I was taken off the Special 
Immunization Program because of what happened last spring, and 
I've just gotten back on it, getting my anthrax and Yellow fever 
shots. We are currently finishing up the last ofthe AVA, and 
when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until 
we get a new !~ere are no approved lots currently available 
at BioPort .... -as been having us have biweekly meetings 
on the rPA vaccine progress, and on August 29 I went to the 
Pentagon.- first time there- to go to a meeting in his place on the 
vaccii1e. There is a real bag ofworms with a new lot ofrPA 
produced by the BDP (a private company) for NCT, who is under 
contract to USAlvfRliD. BDP signed a sub-contract with to 
produce the rP A for a human use vaccine Phase I (rial. They were 
paid and they produced it. Now they are refusing to release it 
unless the .'\.m1y pays some ~ncrcdible sum of money for lavvsuit 
indemnification (about $200,000 per year for the next 50 years). 
The Army refuses to do that of course, and everything is in 
Limbo." 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who had submitted Freedom of Information Act (FOIA) requests to 
USAMRIID seeking detailed information from Dr. Ivins's laboratory notebooks as they related 
to the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. Ivins appeared angry 
about the request providing the following response in an e-mail: "Tell Matsumoto to kiss my 
ass. We've got better things to do than shine his shoes and pee on command. He's gotten 
everything from me he will get." In the mid-1990's, Matsomoto wrote an article that scrutinized 
Dr. Ivins and the use of adjuvants. 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the vaccine 
for human use, production at Bioport resumed, and anthrax research at USAMRliD continued 
without interruption. In 2003, Ivins received "the highest honor given to Defense Department 
civilians at a Pentagon ceremony on March 14, 2003" for his work in "getting the anthrax 
vaccine back into production." 
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b. Use of E-mai! and False Names to Facilitate an Obsession with 
a Sorority Group Linked to the Location of the Anthrax 
Mailings 

Early investigations revealed the e-mail account Kingbadger7@aol.com as belonging to 
Dr. Ivins. In November of 2006 a pen register was established on this-~count revealing several 
e-mail communications between four e-mail addresses: Kingbadger7@aol.com, 
bruce.ivins@amedd.arrny.mil, goldenphoenixlll@hotmail.com, and 
j immyflathead@yahoo~com. 

January 16, 2008, Dr. Ivins informed investigators that he has used the following e-mail 
addr~~s names: Kingbadger7,ji~yflathe~d, prun~xlll, ~d Bigsky. 
Addttronally, he has used several ahases to mclude~ Ed Ivmgs, and Bruce 
Ivings. 

(1) Use of False Names 

In M ,~identified four communications that it had previously received 
from Dr. Ivins. does not personally know Dr. Ivins but has repeatedly corresponded with 
him by mail. In the letters, Dr. Ivins expressed his support for -work and an interest in 
sorority hazing. One of the sororities · which he ssed an interest was identified as Kappa 
Kappa a letter to , Dr. Ivins enclosed a "letter to 
the 

ustifying the practice of hazing by the soronty 

¥ ~- -- -

' are familiar with each other. On July 30, 2007, . was inter.viewed 
regarding P.O. Box 1103, located at College Estates Station, Frederick, Mary:and 21702. The 
P.O. Box application (PS Form 1093) revealed that Dr. Ivins rented P.O. Box 1103 on November 
12, 1993, also listed on the P.O. Box application card to receive mail is the name o .. 
~was shown the P.O. Box application and stated that it had never rented a P.O. Box 
anywhere and had never met, nor had any social or professional association with, a Dr. Ivins. 
However,-recognized the name Bruce Ivins because -had previously mentioned his 
name. The last payment on the P.O. Box was made on November 13, 2004. A review of 
Change of Address records revealed that P.O. Box 1103 was closed on December 30, 2005 and 
no forwarding address was provided. 

- indicated to ~hat Dr. Ivins harassed it in the past, and believed that 
fiightened of Dr. h ins, resulting from unspecified incidents that occmTed prior to 
·ng---
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The investigation has shown that over the past 24 years, Dr. I-vins was known to have 
utilized at least two Post Office (P.O.) Boxes to communicate with members of the public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 
use of the P.O. Boxes is signiticant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box was located at the College Estates Station, Frederick, Maryland 21702. 
Investigations have revealed that the envelopes used in anthrax mailings all contained similar 
print defects. Analyses of the U.S. Postal System records indicate that the above Post Office 
received 1000 envelopes from the same batch of envelopes that contained the unique print 
defects. 

(2) Use of Personal E-mail to Discuss KKG 

The following will show how Dr. Ivins defines the depths of his obsession and 
knowledge of the sorority KKG. Additionally, as previously described above, the letters used in 
the 2001 anthrax mailings were mailed from a blue collection box located at 10 Nassau Street, 
Princeton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, Princeton, New 
Jersey, located on the same side of the street and approximately 60 feet to the right from the blue 
collection box. 

(a) The E-mail Account: 
goldenphoenixlll @hotmail.com 

Investigations into the ::tbove e-mail account revealed that Dr. Ivins was the owner said 
account. Pen register information has revealed activity on this account from April 14, 2007 
through November 30, 2007. ~nfom1ation from Hotmail provided the follO\ving 
user identification for the above c-mai I ~Hidress: 

Login: 
Name: 
Address: 
Account Created: 

goldenphoenix 111 @hotmail.com 
Golden Phoenix 
Maryland 21702 
October 0 1, 2006 

A search of the internet for postings under go ldenphoenix 111 identified the following 
posting dated February 20, 2007, on a website at www.abovetopesecret.com: 

Wildswan, you are quite right about what you said about 
KKG. If people look hard enough and dig hard enough, have 
friends, relatives, perhaps financial resources, etc., then they can 
pretty much find out about whatever GLO [Greek Letter 
Organization] they want. Kappas are noted for being lovely, 
highly intelligent campus leaders. Unfortunately, they labeled me 
as an enemy decades ago. and I can only abide by their "Fatwah" 
on me. I like individual Kappas enotmously, and love being 
around them. I never choose an enemy, but they've been after me 
since the 1960s, and REALLY after me since the late 1970s. At 
one time in my life, I knew more about KKG than any non-Kappa 
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that had ever lived. Unfortunately I've forgotten a lot. I've read 
the history ofKKG that was written several decades ago about its 
founding. Question for you: Did your chapter use the combined 
service, or did you separate your services into the "RedRoom and 
WhiteRoom"? did you use special blue or white blindfolds?. You 
can reach me at goldenphoenixlll@hotmail.com ... as a phoenix 
rises from its ashes ... 

(b) The E-mail Account: 
jimmyflathead@yahoo.com 

Pen register information has revealed activity on the above account from November 04, 
2006 through November 29,2007. ~nformation from Yahoo! provided the 
following account information for the above e-mail address: 

Login Name: 
Alternate E-mail Address: 
Full Name: 
Address: 
Account Created: 

j immyflathead 
Kingbadger7 @ao l.com 
Mr. Ed Irving 
Frederick, MD 21702 
October 13, 2005 

Investigations have revealed instances when this account was used in association with 
Wikipedia to further his obsession \Vith KKG. Wikipedia is an on-line collection of infonnation 
created by the contributions of Wikipedia users. Anyone may contribute to an entry, or article, 
once they set up a Wikipedia account and user name. The articles on Wikipedia are similar to an 
encyclopedia entry, however. the information contributed is not verified and may not be factual. 
Each Wikipedia article has a discussion page for contributors to post comments or questions 
about the contents of the article. Wikipedia users may also communicate directly with each 
other through Wikipedia using their Wikipedia user name. Wikipedia contains articles on the 
different national fraternities and sororities, including an article on KKG. 

One frequent contributor to the KKG entry is identified by the username 
~yflathead," believed by investigators to be Dr. Ivins. In e-mails to 
~Dr. Ivins, using his true name and the e-mail address jimmyflathead@yahoo.com, 
referenced information in the KKG article posted by "jimmyflathead" as his contributions. 
Additionally, whe~pens e-mail fromjimymflathead@yahoo.com, the "from" line on the 
e-mail reads: 

From: Bruce Ivins [mailto:jimmyflathead@yahoo.com] 

indicating Bruce Ivins is jimmyflathead@yahoo.com and was the sender of thee-mails received 
by~ 

As cataloged in the history pages for the KKG entry, Dr. Ivins has attempted to post 
derogatory infonnation about the organization and its members as well as confidential 
information known only to KKG's members. Dr. Ivins, as jimmyflathead, frequently "signed" 
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his postings on the discussion page as "jt'' . Dr. Ivins and other users have previously engaged in 
an "edit war" on the KKG .article. A.n edit war is where a Wikipedia contributor posts 
information that is later deleted or changed by another contributor, and the contributors go back 
and forth deleting or changing each others contributions . ._.observed Dr. Ivins's postings 
and discussions with other users through the Wikipedia discussion forum in the KKG article and 
described his actions as follows: 

Every time someone removed information, he added it back, and 
added more negative information along with it. That was his usual 
threat - delete this again and I will add more negative information 
to this site or reveal more secrets. The sheer volume of information 
is that [jimmyflathead) has is more than most members remember. 

Over the course of this edit war, Dr. Ivins provided his personal e-mail address to other 
contributors to e-mail him directly before they removed his contributions from the site. 
According to -Dr. Ivins "seemed to encourage people to e-mail him directly" and 
described such action as counter to the "culture" ofWikipedia, where contributors usually 
communicate with each other through the individual article talk pages or e-mail using their 
Wikipedia user name. By so doing, Dr. Ivins was also keeping other contributors out of the 
discussions about the KKG article. 

c. Use of an E-mail Account to Possibly Mimic-
~Identity 

(1) The E-mail Account: 

The above e-mail account is the most recently identified account It was discovered when 
~tion revealed that Dr. Ivins had placed ;n order for the magazine- . 
-information from- revealed account · · 'th the na~ Irving 
(Ivins's alias for his jimmyflathead@yahoo.com account), · 

21702 (Ivins's residence), and an e-mail address o 
information from Yahoo! Inc. listed an alternate e-m at address as 

"goldcnp oenixlll@hotmail.com;" a known e-mail address for Dr. Ivins, however,~ 
name was listed in the account information. It should be noted that--is the owner or the 
e-marl account · 
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A pen register was established on this account on December 01, 2007. 
infonnation from Yahoo! revealed ·that the account had been accessed on September 25 . 2U07, 
additionally; they provided the following user identification for the e-mail address : 

Login Name: 
Alternate E-mail Address: - lll@hotmail.com 
Name: 
Address: 
Account Created: November 01. 2006 

d. E-mail Communications Revealing Previous Acts of Concealed 
Identity 

(1) The E-mail Account: bruce.ivins@us.army.mil or 
bruce.ivins@amedd.army.mil 

The investigation has also shown that Dr. Ivins has used the postal system to obscure his 
identity as the true sender of letters, gifts, and packages, by driving to locations outside of the 
Frederick, Maryland area, to reflect different postmarks on the packages. Additionally, this 
information has lead to Dr. Ivins equating his driving habits to those of people who go on walks. 
The following examples show Dr. Ivins use of the postal system, driving habits, and how he 
manipulates the infom1ation he provides his wife: 

E-mail February L 200 l. from Dr. Ivins: "I want to seml to 
you a self-addressed (to me) stamped envelope with some money 
in it. \\'11en you get it, please send :t back to me in the mail. Then 
I can tell .. what happened and won't be lying." 

E-mail March 4, 2001, from Dr. Ivins: "The reason I put 
different names on the packages and card is in your message to me 
below .... Then you recognized who sent you everything, despite 
the fact that they weren't sent from Frederick." 

E-mail March 13, 2001, from Dr. Ivins: "Then I got your 
e-mail making me wonder if you thought that I was trying to get 
something from you by sending you care packages, Christmas or 
birthday gifts, etc. That had me rather worried, so I decided to go 
ahead and send you the things, but from different places and with 
different names. The detergent from Laundry Boy was mailed 
from Virginia during an IPT meeting. The gift certificate and 
bi1ihday card were mailed from Gaithersburg. The jacket- when it 
finally came - was to be mailed from Gaithersburg, but you had 
already figured oilt who sent you everything else, so I just went 
ahead and sent it from Frederick." 

014225Anthrax Page 65 of 639



Search-Warrant-08-125-M-01.pdf

However, as described in the following e-mails, 
approximately six moths of denials: 

E-mail March 28, 2003, fro-"He did 
tell me that he fessed up that he had indeed put the~, etc on 
you~ I find that really, really strange. Oh well." 

E-mail April 7, 2003, from 
told me an interesting while 
had, indeed put the 
did he wait so long to up an not tell the truth 
when both you and I asked him out right about it? Very odd. 
Sometimes (most of the time) I really don't get his motives behind 
anything he does. And, I think there are motives most of the time. 
It's a little scary actually to think he drove all the way up there in 
the middle of the night just to drop off a package." 

On March 31, 2005, during an interview Dr. Ivins admitted that the -trip was a 10 
to 11 hour drive, and that "this was a surpriselliiii Dr. Ivins ack..r1owledgeu that it was a long 
way to drive, and characterized the trip as a "k~ve" because he had two herniated disks in 
his spinal column which made long drives uncomfot1able. Dr. Ivins also admitted that he had 
once driven to Gaithersburg, Maryland, and sent a package to-- so -would not 
immediately perceive from the postmark that it was a package l'rom il t!n w :l l1 a Frederick, 
Maryland postmark. When asked whether he had ever engaged in any similar driving activity, 
Dr. Ivins related that in the late 1990s he occasionally drove roundtrip from Frederick, Maryland 
to Flinstone, (a two hour and 30 minute round trip) where some friends lived. Dr. Ivins did not 
visit his friends on these trips, describing the journeys as just "mindless drives." Dr. Ivins 
equated these drives with the way some people go for a long walk. 

Investigations revealed that Dr. Ivins informed people that he would drive places but tell 
his wife he was in the laboratory, and set back the odometer in his car. This infori:nation is 
significant because Dr. Ivins regularly worked at night, and could legitimately use it as an excuse 
with his family to explain his absence from home. 
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e. The· Capture of E-mails from Bruce Ivins to Bruce Ivins 

(1) The E-mail Account: Kingbadger7@aol.com 

This account is the oldest active personal account identified in the investigation. Pen 
show that Dr. Ivins frequently uses this account with activity as recent as February 04, 

information from AOL provided the following user identification for the 
address: 

Screen Name: KingBadger7 _ 
Name: 
Address: Frederick, MD 21702 
Account Created: 

On multiple occasions, pen registers have captured Dr. Ivins sending e-mails from one of 
his e-mail accounts to another. A recent search of Dr. Ivins's home revealed a printed e-mail 
from K.ingBadger7@aol.com to Dr. Ivins's work e-mail account discussing the 
AMERITHRAX investigation. More precisely, in the e-mail, Dr. Ivins is attempting to draw 
attention to two other scientists from USAMRIID, who · could be 
responsible for the anthrax mailings. Dr. Ivins 
possible mailers ofthe anthrax letters of2001. This e-mm 1s da ov 
outlined 11 reasons for Ivins's theory. Two years later when Ivins was asked who he believed 
could have accomplished the mailings he did name these two individuals, however, he did not 
explain why he came to this conclusion. Additionally. he provided the names of other 
individuals as well. Something he has done tlu·oughout the course of the ;111thrax investigation. 

r. An E-mail Communicacion with Similar Language to the 
Anthrax letters 

E-mail September 26, 2001, from Dr. Ivins: "Osama Bin Laden has just decreed death to 
all Jews and all Americans." This e-mail is significant because it displays language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO AMERJCA," 
"DEATH TO ISRAEL." 

g. The Keepsake of Hundreds of Hand-Written or Typed 
Communications by Dr. Ivins 

Recently, a search was conducted at Dr. Ivins's residence. From this search, hundreds of 
hand-written or typed letters to/from Dr. Ivins to/from various members of society were 
collected. The majority of the letters were from the early 1980s through the mid 1990s. Among 
others, Dr. Ivins sent letters to United States Senators as well as various news organizations. 

These seized letters are significant since all ofthe antlrrax-laden letters were sent to 
members of the Media or members of the United States Senate. Additionally, the envelopes of 
the anthrax-laden letters were addressed with a four digit extension to the ZIP code. The 
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addition of the four digits showed knowledge by the mailer for reaching a specific person in the 
United States Senate. 

The anthrax letters were mailed anonymously and utilized a fictitious return address for 
the letters mailed to Washington, D.C. Dr. Ivins has engaged in a pattern of sending letters and 
packages with fictitious return addresses in order to mask his identity. Similarly, Dr. Ivins has 
used and continues to use, the internet in ways that also conceal his identity, both in online 
postings, such as Wickipedia, and his specific e-mail accounts, as set forth above. Indeed, he has 
proven that he can make a 10-hour round-trip drive in the middle of the night to deliver a 
package without his family or friends, or even the recipient, becoming aware of this activity. 

Large e-mail providers allow customers to store their communications on their servers 
for as long as they wish. Dr. Ivins's keepsake ofhundreds of hand-written or typed letters shows 
his affinity to keep his writings. Additionally, the thousands of e-mails collected from various 
computers of people either associated with USAMRIID or Dr. Ivins have revealed case-pertinent 
information. Specifically, Dr. Ivins's fascination with KKG was revealed from e-mail 
communications between coworkers and friends, as well as his own postings on the internet. 

The vast amount of collected e-mails and letters show Dr. Ivins is predisposed to 
communicate to others, revealing his innermost thoughts and feelings. Additionally, various 
evidence also suggests that Ivins is taking steps to conceal his identity when he communicates 
and possibly mimics the identity of others, such as sending letters to the editor of a newspaper in 
the name of another, known individual. 

Based on the foregoing, I submit that there is probable cause to believe that a se::trch of 
the e-mail accounts described here and in Attachment A, may result in collection of evidence 
relevant to the dissemination of a Weapon ofMass Destruction (anthrax) through the U.S. mail 
system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 1114. 
Specifically, the search may reveal additional computer files, e-mail accounts, or documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings or his possible 
obstruction of the investigation. Furthermore, additional conspirators involved in the attacks 
may be identified. 

Because this affidavit is part of an ongoing investigation that would be jeopardize.d by 
premature disclosure of inforn1ation, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. 
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The statements contained in this Affidavit are based in part on information 
provided by FBI Special Agents and U.S. Posta! Inspectors, on observations made by law 
enforcement agents, and on my experience and background as an FBI Special Agent. I have not 
included each and every fact known to me concerning this investigation. I have set forth only 
the facts that I believe are necessary to establish the necessary foundation for the search warrant. 

Sworn to before me this 

of 2DOE 

GE 
United es District Court 
for the District of Columbia 

;;\il,;\L~~! .'<).\Y 
cy :.\,~/;~' :-:··~:4"'":? -~\ ......... ~ 

MARLO ARREDONDO 
Special Agent 
Federal Bureau of Investigation 

25 
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ATTACHMENT A 

I. Search Procedure 

a. These search warrants will be presented to Yahoo!, AOL, and MSN Hotmail 
personnel by law enforcement agents. Yahoo!, AOL, and MSN Hotmail personnel will be 
directed to isolate those accounts and files described in Section II below; 

b. In order to minimize any disruption of computer service to innocent third parties, 
Yahoo!, AOL, and MSN Hotmail employees will create exact duplicates of the computer 
accounts and files described in Section II below, including an exact duplicate of all information 
stored in the computer accounts and files described therein: 

c. Yahoo!, AOL, and MSN Hotmail employees will provide the exact duplicates in 
electronic form of the accounts and files described in Section II below and all information stored 
in those accounts and files to law enforcement agents who need not be present during the 
duplication of the files; 

d. Law enforcement personnel will thereafter review the information stored in the 
accounts and files received from the Yahoo!, AOL, and MSN Hotmail employees and then 
identify and copy only the information contained in those accounts and files which is authorized 
to be further copied as described in Section Ill below; and 

e. Law enforcement persormel will then seal the original duplicate of the accounts and 
files received from Yahoo!, AOL. and MSN Hotmail employees and wiil not further review the 
original duplicates absent an order of the Court. 

II. Files and Accounts to be Copied by Yahoo!, AOL, and MSN Hotmail Employees 

a. All electronic mail stored and presently contained in, or on behalf of. the following 
electronic mail addresses and/or individual accounts: 

Yahoo!: 

AOL: kingbadger7[at)aol[dot)com 

MSN Hotmail: goldenpboenixlll [at]hotmail[dot]com 

b. All existing printouts from original storage of all of the electronic mail described 
above in Section II(a); 

c. All transactional information of all activity of the electronic mail addresses and/or 
individual accounts described above in Section II( a), including log files, dates, times, methods of 
cmmecting, ports, dial-ups, and/or locations; 

26 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person or property to be searched) 

Electronic mail stored in account goldenphoenixlll ( at)hotmail 
[dot)com, controlled by MSN Hotmail Microsoft Corp., 1065 
La Avenida, Building 4, Mountainview, CA 94043 SEARCH WARRANT 

CASE NUMBER:· 0 8 - 7 2 5 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name, tlescription and or location) 

Electronic mail stored in account goldenphoenixlll [at) hotmail [dot)com, controlled by MSN Hotmail Microsoft 
Corp., 1065 La Avenida, Building 4, Mountainview, CA 94043 

in the Northern District of California, there is now concealed a certain person or prope1ty, namely (describe the person or 
property) 

electronic mad between Bruce Ivins and other individuals 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the issuance 
of this warrant. 

YOU ARE HEREBY COMMANDED to search on or before _ _;fY\.;........;:""C'-'~· ~\.<-~t.:.:.~,___3::::. '-L..' -',;2."". _· -~---~----
(Date) 

(notto exceed 10 ~s)_the person or place named above for the ~son or property specified, serving this warrant and 
making the search l.kJ-(ln the daytime- 6:00 A.M. to 10:00 P.M.) U (at any time in the day or night as I find reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this wanant and 
receipt for the person or property taken, and prepare a written inventory of the person or property seized and promptly 
return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

Date and Time Issued. pursuant to the Jomesuc 
terrorism search warranJ. pro.l(isionS..of.lRUie 4\(b)(Jl .. __ .._ .. ~ - --- . " -:--"": ."':. ~ ::: . ., -.. .. ~y4\~s~s ... ~: ... ~ 1:.-- . -= --· -
Name :md Ti t l e '-'~' Judicial Officer 

at Washington. D,. 

~ 
Signature of,duJic ia l Ofticcr 

I 
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AO I oo (2190) Seizure Warrant 

~~--------------.----------------~-n_. ~_lT_U_~_\,' -------------------------------
I DATE w ;\R.RANT RECEIVED 

J-.) ro1 oC6 

I DATE AND TIME WAP~P-'\NT EXECUTED 

I J-\~S>)W 
COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WITH 

(\ 

j IVt;;N Lll~hJdJ~ (J'\f<ec,oyJ-s 

CERTIFICATION 

1 swear that this inventory is a true and detailed account of the property seized by me on the warrant. 

FILED 
~~oA-w~ ~ APR - 3 2008_ .-

------~------ ~--- -

------------.- ----· NANCY MAYER WHITTJHGTON, Ct.ERI( 
U.S. DISTIIK:T COUflT 

Subscribed, sworn to, and returned before me this date . 

.. ..... ./~·-2.~-rl t~~n'vl.(J/'-_· _++-+-J -~'+--for; __ 
U.S. Judge or 'tJ.S:-M gistrate Judge 1 / Dnte .. ·· 

014232Anthrax Page 72 of 639



Search-Warrant-08-160-M-01.pdf

AO I Ooi Rev.5i85) Artldavit lr>r Search Warrant 

lTNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person, property, or premises to be searched) 

Electronic mail stored in account goldenphoenixlll 
@hotmail.com, controlled by MSN Hotmail 
Microsoft Corp., 1065 La Avenida, Building 4, 
Mountainview, CA 94043 

APPLICATION AND AFFIDAVIT 
SEARCH WARRANT 

CASE NUMBER: 0 8 - 1 6 Q - M - 0 1 
(Further described below) 

--'M~a:..:r.:.lo~A:::.r.:.r=ed::.o,_n:.:.d::.o"'--_______ being duly sworn depose and say: 

I am a(n) Special Agent with the Federal Bureau of Investigation 
(Official Title) 

and have reason to believe 

that (name, description and or location) 

on the property or premises known as email account goldenphoenixlll@hotmail.com, created on October 1, 
2006, under the name Golden Phoenix, address: Maryland 21702, controlled by MSN Hotmail Microsoft Corp., 
1065 La Avenida, Building 4, Mountainview, CA 94043 

in the North em District of California, there is now concealed a certain person or property, namely (describe thepersonorprnpcm 
ll> be scJrchcd) 

all information pertaining to this account. including stored data. IP addresses. and electronic mail. 
described more fully in Attachment A. 

which is (state one or more bases lor search and seizure set lorth under Rule 41(c) of the Federal Rules nfCriminal Procedure) 

evidence relevant to the commission of an act of terrorism, including the use of a weapon of mass 
destruction (anthrax) and the murder and attempt to murder officers and employees ofthe United States. 

concerning a violation of Title 18 United States Code United States Code, Section(s) 2332a and 1114 . The facts 
to support a finding of Probable Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY RESTATED HEREIN 

Continued on the attached sheet and made a part hereof. x YES o NO 

~[I) fW tJg__,~t-\'1\L~k/ i 9\ A ,.._. 0 _ \ n-1? ~ I ~ 
Rachel Orrlson Ue'ber, AUSA _,_, _ _,_\ V___,\!M.{))~-=::<....-~..___1_' lL....:~..:...:.:::....L.---'<..(J/V _________ _ 

US Attorney's Office, Washington, DC 
(202)202-353-8055 

Sworn to before me, and subscribed in my presence 

~A~~ \ ·~ ?!QIQB 
Date .,;(t.;!l"H,\'1 ,;\fll. £"f...\CC:i[)/(,. .. 

~JJ,<& .~L:,~~s~--::·,:.:.~~ A :c!l.;l~ 

Name and Title of Judicial Officer 

Signature of Affiant 

Marlo Arredondo, Special Agent 
Federal Bureau ofinvestigation 

at Washington, D.C1bu· uant to~he ~rism search 
Warrant provisions of Ru )(, ~ , 

.d "'" ' . -
Signature or Judicial Offi cer 
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AFFIDAVIT IN SUPPORT OF 
APPLICATION FOR SEARCH WARRANT 

L Marlo Arredondo, being first duly sworn, hereby depose and state as follows: 

A. Introduction and Agent Background 

I make this affidavit in support of an application for a search warrant for certain accounts 
controlled by the free web-based electronic mail service provider known as 
(1) Yahoo!, Inc. (Yahoo!), located at 701 First Avenue, Building D, Sunnyvale, California 
94089; (2) America Online, Inc. (AOL), 2200 AOL Way, Dulles, VA 20166; and (3) MSN 
Hotmail Micrososft Corp. (MSN Hotmail), 1065 La Avenida, Building 4, Mountain View, 
California 94043. The accounts to be searched at Yahoo! are: 

jimmyflathead[at]yahoo[dot]com; and 
~t]yahoo[dot]com 

The account to be searched at AOL is: 

The account to be searched at MSN Hotmail is: 

These accounts arc further described in the following paragraphs and in Attachment i\ . 
. '\s set forth herein, there is probable cause to believe that on the computer systems ofY ahool, 
AOL and MSN Hotmail, there exists evidence, fruits, and instrumentalities of violations of Title 
18, United States Code, Sections 2332 and 2332a. 

I am a Special Agent of the Federal Bureau oflnvestigation (FBI) and have been so 
employed for approximately two years. As a Special Agent of the FBI, I investigate a crime 
involving the dissemination of a Weapon ofMass Destruction (anthrax) in violation ofTitle 18, 
United States Code, Sections 2332(a) and 1114. The definitions provided herein are based on 
my knowledge and experience as an FBI Agent, and consultations with other criminal 
investigators. 

The FBI and the U.S. Postal Inspection Service (hereinafter Task Force) investigation of 
the anthrax attacks of2001 has led to the identification of Dr. Bruce Edwards Ivins, an anthrax 
researcher at the U.S. A.lmy Medical Research Institute for Infectious Diseases (USAMRIID), 
Fort Detrick, Maryland, as a person necessitating further investigation for several reasons: (1) 
At the time of the attacks, he was the custodian of a large flask of highly purified anthrax spores 
that possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins has 
been unable to give investigators an adequate explanation for his late night work hours for which 
he was the only person in the laboratory around the time of both antlu·ax mailings; (3) Ivins is 
believed to have submitted false samples of anthrax from his lab to the FBI for forensic analysis 
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in order to mislead investigators: ( 4) at the time of the attacks, Tvins was under pressure at work 
to assist a private company that had lost its FDA approval to produce an anthrax vaccine the 
Army needed tor U.S. troops, and which Ivins believed was essential for the anthrax program at 
USAMRIID: and (5') Ivins sent an e-mail to a few davs before the 
anthrax attacks w~~ing-that "Bin Laden tetTorists for sure have anthrax and sarin gas" and 
have "just decreed death to all Jews and all Americans," language similar to the anthrax letters 
warning "WE HAVE THIS ANTHRAX ... DEATH TO AM:ERICA ... DEATH TO ISRAEL." 

The Task Force submits that a search of the Subject e-mail accounts may reveal 
documentary evidence that will assist the investigation by linking Dr. Bruce Edwards Ivins to the 
anthrax mailings and identify conspirators involved in the attacks. The search is for computer 
files, e-mail accounts, or documentary evidence as more fully described in Attachment A to the 
search warrants, affixed to this affidavit. 

In my training and experience, I have learned that Yahoo!, AOL, and MSN Hotmail are 
companies that provide free web-based Internet electronic mail (e-mail) access to the general 
public, and that stored electronic communications, including opened and unopened e-mail for 
subscribers to these services may be located on the computers of Yahoo!, AOL, and MSN 
Hotmail. Further, I am aware that computers located at Yahoo!, AOL, and MSN Hotmail 
contain information and other stored electronic communications belonging to unrelated third 
parties. Accordingly, this affidavit and application for search warrants seeks authorization solely 
to search the computer accounts and/or files and following the procedures described herein and 
in Attachment A. 

B. Search Procedure 

In order to r~1cilitate seizure by [aw enforcement of the rec:ords :md infonnation described 
in Attachment A, this affidavit and application for search warrant seek authorization to permit 
employees ofYahoo!, AOL, and MSN Hotmail to assist agents in the execution of this warrant. 
In· executing this warrant, the following procedures will be implemented: 

a. The search warrant will be presented to Yahoo!, AOL, and MSN Hotmail 
personnel who will be directed to isolate those accounts and files described in Attachment A; 

b. In order to minimize any disruption of computer service to innocent third 
parties, Yahoo!, AOL, and MSN Hotmail employees and/or law enforcement personnel trained 
in the operation of computers will create an exact duplicate of the computer accounts and files 
described in Attachment A, including an exact duplicate of all information stored in the 
computer accounts and files described in Attachment A; 

c. Yahoo!, AOL, and MSN Hotmail employees will provide the exact duplicate 
in electronic forn1 or paper copy of the accounts and files described in Attachment A and all 
information stored in those accounts and files to the agent who serves this search warrant; and 
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d. Law enforcement personnel will thereafter review all information and records 
received from Hotmaii employees to determine the infmmation to be seized by law enforcement 
personnel pursuant to Attachment A. 

C. Background Regarding Computers, the Internet, and E-Mail 

The term "computer" as used herein is defined in 18 U.S.C. § 1030(e)(l), and includes an 
electronic, magnetic, optical, electrochemical, or other high speed data processing device 
performing logical, arithmetic, or storage functions, and includes any data storage facility or 
communications facility directly related to or operating in conjunction with such device. 

I have had both training and experience in the investigation of computer-related crimes. 
Based on my training, experience and knowledge, I know the following: 

a. The Internet is a worldwide network of computer systems operated by 
governmental entities, corporations, and universities. In order to access the Internet, an 
individual computer user must subscribe to an access provider, which operates a host computer 
system with direct access to the Internet. The world wide web ("www") is a functionality of the 
Internet which allows users of the Internet to share information; 

b. With a computer connected to the Internet, an individual computer user can 
make electronic contact with millions of computers around the world. This connection can be 
made by any number of means, including modem, local area network, wireless and numerous 
other methods; and 

c. E-mail is a popular form of transmitting messages and/or files in an electronic 
environment between computer 'Jsers. When an individual computer user sends e-mail, it is 
initiated at the user's computer, transmitted to the subscriber's mail server, then transmitted to its 
final destination. A server is a computer that is attached to a dedicated network and serves many 
users. An e-mail server may allow users to post and read messages and to communicate via 
electronic means. 

D. Yahoo!, AOL, and MSNHotmail 

Based on my training and experience, I have learned the following about Yahoo!, AOL, 
and MSN Hotmaii: 

Yahoo!, AOL, and MSN Hotmail provide e-mail services which are available free of 
charge to Internet users. Subscribers obtain an account by registering on the Internet with 
Yahoo!, AOL, or MSN Hotmail. Yahoo!, AOL, and MSN Hotmail requests subscribers to 
provide basic information such as name, gender, ZIP code, and other personal/biographical 
information. However, neither Yahoo!, AOL, nor MSN Hotmail verify the information 
provided; 
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Yahoo!. AOL and MSN Hotmail maintain electronic records pertaining to the 
individuals and companies for which they maintain subscriber accounts. These records include 
account access information, e-mail transaction information, and account application information; 

Subscribers to Yahoo!, AOL, and MSN Hotmail may access their accounts on servers 
maintained and/or owned by Yahoo!, AOL, or MSN Hotmail from any computer connected to 
the Internet located anywhere in the world; 

Any e-mail that is sent to a Yahoo!, AOL, or MSN Hotmail subscriber is stored in the 
subscriber's "mail box" on the providers servers until the subscriber deletes the e-mail or the 
subscriber's mailbox exceeds storage limits preset by Yahoo!, AOL, or MSN Hotmail. If the 
message is not deleted by the subscriber, the account is below the maximum limit, and the 
subscriber accesses the account periodically, that message can remain on the providers' servers 
indefinitely; 

When the subscriber sends an e-mail, it is initiated at the user's computer, transferred via 
the Internet to Yahoo!, AOL, or MSN Hotmail's servers, and then transmitted to its end 
destination. Users have the option of saving a copy of the e-mail sent. Unless the sender of the 
e-mail specifically deletes the e-mail from the Yahoo!, AOL, or MSN Hotmail server, the e-mail 
can remain on the system indefinitely. The sender can delete the stored e-mail message thereby 
eliminating it from the e-mail box maintained at the provider, but that message will remain in the 
recipient's e-mail box unless the recipient deletes it as well or unless the recipient's account is 
subject to account size limitations; 

A Yahoo!. AOL, or MSN Hotmail subscriber can store files, including e-mails and image 
files, on servers maintained and/or owned by the provider; and 

E-mails and image files stored by a Yahoo!, AOL, or MSN Hotmail subscriber may not 
necessarily be located in the subscriber's home computer. The subscriber may store e-mails 
and/or other files on the provider's server when there is insufficient storage space in the 
subscriber's computer and/or when he/she does not wish to maintain them in the computer in 
his/her residence. A search of the files in the computer in the subscriber's residence, or in a 
portable computer, will not necessarily uncover the files that the subscriber has stored on the 
Yahoo!, AOL, or MSN Hotmail server. 

As a federal agent, I am trained and experienced in identifying communications relevant 
to the crimes under investigation. The personnel ofYahoo!, AOL, and MSN Hotmail are not. I 
also know that the manner in which the data is preserved and analyzed may be critical to the 
successful prosecution of any case based upon this evidence. Computer Forensic Examiners are 
trained to handle digital evidence. Yahoo!, AOL, and MSN Hotmail employees are not. It 
would be inappropriate and impractical, however, for federal agents to search the vast computer 
network ofYahoo!, AOL, and MSN Hotmail for the relevant accounts and then to analyze the 
contents of those accounts on the premises of Yahoo!, AOL, and MSN Hotmail. The impact on 
Yahoo!, AOL, and MSN Hotmail's business would be severe; 
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Tn order to accomplish the objective of the search warrant with a minimum of 
interference with the business activities of Yahoo!, AOL, and MSN Hotmail, to protect the rights 
of the subject of the investigation and to effectively pursue this investigation, authority is sought 
to allow Yahoo!, AOL, and MSN Hotmail to make a digital copy of the entire contents of the 
information subject to seizure specified in Attachment A. That copy will be provided to me or to 
any authorized federal agent.· The contents will then be analyzed to identify records and 
information subject to seizure pursuant to Attachment A; and 

Executing a warrant to search a Yahoo!, AOL, or MSN Hotmail e-mail account requires 
an approach similar to the standard approach for executing a warrant to search papers stored in a 
file cabinet. Searching the subject e-mail account in this case for evidence of the target crimes 
will require that agents cursorily inspect all e-mails produced by Yahoo!, AOL, and MSN 
Hotmail in order to ascertain which contain evidence of those crimes, just as it necessary for 
agents executing a warrant to search a filing cabinet to conduct a preliminary inspection of its 
entire contents in order to determine the documents which fall within the scope of the warrant. 
In addition, keyword searches alone are inadequate to ensure that law enforcement can discover 
all information subject to seizure pursuant to Attachment A. Keywords search text, but many 
common electronic mail, database and spreadsheet applications files (which files may have been 
attached to electronic mail) do not store data as searchable text. 

E. Stored Wire and Electronic Communication Access 

Title 18, United States Code, Chapter 12 L Sections 2701 through 2711, is entitled 
"Stored Wire and Electronic Communications and Transactional Records Access." 

a. Title 18. United States Code. Section 2703(a) provides, in part: 

A governmental entity may require the disclosure by a provider of 
electronic communication service of the contents of a wire or 
electronic communication, that is in electronic storage in an 
electronic communications system for one hundred and eighty 
days or less, only pursuant to a warrant issued using the procedures 
described in the Federal Rules of Criminal Procedure by a court 
with jurisdiction over the offense under investigation or equivalent 
State warrant. A governmental entity may require the disclosure by 
a provider of electronic communications services of the contents of 
a wire or electronic communication that has been in electronic 
storage in an electronic communications system for more than one 
hundred and eighty days by the means available under subsection 
(b) of this section. 

b. Title 18, United States Code. Section 2703(b) provides, in part: 

(1) A governmental entity may require a provider of remote 
computing service to disclose the contents of any electronic 
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communication to which this paragraph is made applicable by 
paragraph (2) of this subsection-

(A) without required notice to the subscriber or 
customer, if the governmental entity obtains a 
warrant issued under the Federal Rules of Criminal 
Procedure or equivalent State warrant... 

(2) Paragraph ( 1) is applicable with respect to any electronic 
communication that is held or maintained on that service -

(A) on behalf of, and received by means of 
electronic transmission from (or created by means 
of computer processing of communications 
received by means of electronic transmission from), 
a subscriber or customer of such remote computing 
service; and 
(B) Solely for the purpose of providing storage or 
computer processing services to such subscriber or 
customer, if the provider is not authorized to access 
the contents of any such communications for 
purposes of providing any services other than 
storage or computer processing. 

c. The govemment may also obtain records and other information 
pertaining to a subscriber to or customer of electronic communication service or remote computing 
service by way of a search \VatTant. 18 U.S.C. ~ 2703(c)(l)(A). No notice to the subscriber or 
customer is required. 18 U.S.C. § 2703(c)(3). 
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d. Title 18, United States Code, Section 2711, provides, in part: 

As used in this chapter -

( 1) the terms defined in section 2510 of this title 
have, respectively, the definitions given such terms 
in that section; and 

(2) the term "remote computing service" means the 
provision to the public of computer storage or 
processing services by means of an electronic 
communications system. 

e. Title 18, United States Code, Section 2510, provides, in part: 

(8) "contents," when used with respect to any wire, 
oral, or electronic communication, includes any 
information concerning the substance, purport, or 
meaning of that communication; ... 

(14) "electronic communications system" means 
any wire, radio, electromagnetic, photooptical or 
photoelectronic facilities for the transmission of 
electronic communications. and any computer 
facilities or related electronic equipment for the 
electronic storage of such communications; ... 

( 15) "electronic communication service" means any 
service which provides to users thereof the ability to 
send or receive wire or electronic communications; 

(17) "electronic storage" means--

(A) any temporary, intermediate storage 
of a wire or electronic communication incidental 
to the electronic transmission thereof; and 

(B) any storage of such communication by an electronic communication service for purposes of 
backup protection of such communication. 
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As discussed below, there is probable cause to believe that a search of the 
aforementioned e-mail addresses may result in the collection of evidence relevant to an ongoing 
criminal investigation into the dissemination of a Weapon of Mass Destruction (anthrax) through 
the U.S. mail system in September 2001 and October, 2001 in violation ofTitle 18, United States 
Code. Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 
Additionally, it is believed that Dr. Bruce Edwards Ivins has taken steps to possibly obstruct the 
investigation. The reasons are set forth in this affidavit: 

1. Overview 

More specifically, this affiant submits that a search of these e-mail accounts may reveal 
(1) details of the subject's work and familiarity with anthrax; (2) explanations of how anthrax 
from the subject's laboratory could have been used in the 2001 attacks; (3) the subject's prior 
communications with members of Congress and the news media; (4) false names and aliases 
used by the subject; ( 5) evidence linking the subject to the address from which the anthrax letters 
were mailed in Princeton, New Jersey; and (6) evidence ofthe subject's use of the U.S. mail 
system to send packages under assumed names. 

a. Factual Background 

In September and October, 2001, at least five envelopes containing significant quantities 
of Bacillus antl~racis, were mailed to persons in the District of Columbia, New York City. and 
Boca Raton. Florida. in violation ofTitle 18. United States Code. Section 2332(a), which 
prohibits the use of a Weapon of Mass Destruction. Bacillus anthracis is a Weapon of Mass 
Destruction because it 1s a bacteria and "oiologic::ll agent" capublc of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 
States Code, Section 178. Bacillus anrhracis is classified as a Select Agent. which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus ant!zracis is known as anthrax, 
subsequently these tenns will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Columbia. Each of the envelopes contained a handwritten note referencing "9-11-0 1" 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO Al\1ER1CA," "DEATH TO ISRAEL," and "ALLAH IS GREAT." The two letters addressed 
to Capitol Hill had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and another 
11 people suffered cutaneous anthrax (contracted through the skin). Five of the inl1alational 
victims eventually died from their infection: (1) Robert Stevenson, 63, photo editor, American 
Media Inc., Boca Raton, Florida, died on 10/5/2001; (2) Thomas L. Morris, Jr., 55, postal 
worker, Brentwood Post Office, Washington, D.C., died on 10/2112001; (3) Joseph P. Curseen, 
Jr., 47. postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001; (4) Kathy 

014241Anthrax Page 81 of 639



Search-Warrant-08-160-M-01.pdf

T. Nguyen, 61, hospital employee, New York City, died on 10/31/2001; and (5) Ottilie 
Lundgren, 94, Oxford, Connecticut, died on 11/21/2001. Another 31 persons tested positive for 
exposure to anthrax spores. All of the exposures and cases of infection are attributed to the 
anthrax mailings, based on their timing, their location, the place of employment of each 
individual infected, and the identity of the strain of anthrax found in each letter and in the bodies 
ofthe five deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each decedent's body is 
the same strain of anthrax found in the threat letters mentioned above. This particular strain is 
commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals, 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires access to particular laboratory 
equipment such as a lyophilizer or other drying device, biological safety cabinet or other 
containment device, incubator, centrifuge, fermentor, and various personal protective gear, all of 
which Dr. Ivins had readily accessible to him through his employment at USAMRIID. 

b. Determination of Origin of Anthrax Contained in 2001 
Mailings 

The mail attacks are believed to have occmTcd on two separate occasions, ··.:vllich arc 
delineated by the postmark dates on the recovered letters. Letters used in the first attack were 
postmarked on 09/18/2001 and were focused to media establishments located in the New York 
area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, D.C. 

[n order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the media letters versus the Senate letters reveals 
obvious differences and also significant similarities. 

c. Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (e.g. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus ant!zracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 2001 mailings. serve to provide a "DNA fingerprint" which can 
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and has been used to im:estigate other .A..'Ties isolates collected from laboratories possessing the 
Ames strain. Four individtml, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, 16 domestic government, commercial, and university 
laboratories that had virulent i\mes strain Bacillus anthracis in their inventories prior to the 
attacks were identified. 

To date, the Task Force has 
received Ames strain Bacillus anthracis isolates or samples from all 16 domestic laboratories, as 
well as from laboratories in Canada, Sweden, and the United Kingdom. All total, the Task Force 
has obtained more than 1000 isolates of the Ames strain of Bacillus anthracis from these 
laboratories and archived these isolates in the FBI Bacillus anthracis Repository (hereinafter 
FBIR). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Ofthe more than 1000 FBIR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR -1029. 
RlviR-1029 was stored in the BJ biocontairm1ent suite within Building 1425 ofUSA_MR..TID. 
Access to the suite is afforded only to those personnel who me approved by the USAMRIID 
Security, Safety, and Special Immunizations Program to have the required background check, 
training, and medical protection (vaccination or personal protective e(fuipment (PPE)). ~1\,fR-

l 029 was ..:ompileJ in 1997 lJy Dr. Ivins, the sole creator anJ custodian. 

d. Identification of Collection Box at 10 Nassau Street 

Information gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. 

2. Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRliD. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate of Philosophy (Ph.D.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University ofNorth Carolina (UNC), Chapel Hill. 
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A review of USA .. lV1RIID r~ords, !aboratoty notebooks, written protocols, and 
professional publications have shown that Dr. [vins has worked with Bacillus anrhracis at 
USA.I\1RIID since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage 
rates and the importance of purity, consistency, and spore particle size due to his responsibility 
for providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins 
produced large batches of Bacillus anthracis which were required for such challenges - tests in 
which vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years ofworking in the laboratories ofUSAMRIID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

a. Unexplained Late Night Laboratory Access 

USAMRITD containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of 
bbcratories used by USAr-v1RliD Bacteriology personnel for research on dangerous animal :md 
human pathogens. The t1ask identified as Rl'vfR-1 029 was stored in Suite 83 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
door to the cold-side change room, which is secured by a magnetic-lock. A researcher must pass 
through the change room in order to go in or out of the suite. A central security system monitors 
and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite 83. His 
regular working hours on average consisted of a 7:30a.m. to 4:45 p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001, however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 Suite. 

The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window ofoppmiunity for the mailing ofthe media letters to New York which began at 5:00 
p.m. Monday, September 17,2001 and ended at noon on Tuesday, September 18,2001. 
Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive evenings 
prior to the mailings with time spent in Suite 83: 
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Dav 
Friday 
Saturday 
Sunday 

Date 
September 14 
September 15 
September 16 

Time in Buildino- 1425 
8:54p.m. to 12:22 a.m. 
8:05 p.m. to 11 :59 p.m. 
6:38 p.m. to 9:52 p.m. 

Total Time in R3 
2 hours 15 minutes 
2 hours 15 minutes 
2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25. 

The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing ofthe Senate letters to Washington, D.C. which began at 
3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 2001. 
Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of the 
following times in building 1425 with time spent in Suite B3: 

Day Date Time in Building 1425 Total Time in B3 
Friday September 28 7:16p.m. to 10:59 p.m. 1 hour 42 minutes 
Saturday September 29 8:02p.m. to 11:18 p.m. 1 hour 20 minutes 
Sunday September 30 9:53p.m. to 12:04 a.m. 1 hour 18 minutes 
Monday October 1 9:14p.m. to 10:43 p.m. 20 minutes 
Tuesday October 2 7:24p.m. to 9:39p.m. 23 minutes 
Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 
Thursday October 4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 
Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9, for 15 
minutes, and then .October !4, for one hour and 26 minutes. 

The investig:ltion has also :malyzed the daily schedules, work areas accessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite 83 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different than those of the other researchers, in that he was frequently in Suite B3, where 
RMR-1 029 was kept, late at night and on weekends when no other researchers were present in 
Suite B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee 
was present. 

On March 31, 2005, Dr. Ivins was asked by the FBI about his access to Suite B3 and 
could provide no legitimate reason for the extended hours, other than "home was not good" and 
he went there "to escape" from his life at home. A review of Dr. Ivins's and co-workers' 
laboratory notebooks and projects at the times in question was conducted and determined that 
Dr. Ivins's role in the experiments were minimal, and did not justify the time he spent in B3. 
Dr. Ivins has admitted to investigators that the research he was conducting in 2001 did not 
require, and does not explain, his late night hours in the B-3 laboratory around the time period of 
the anthrax mailings. 
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Since producing anthr:::x spore preparations was one of Dr. Ivins's principal 
responsibilities at US.A.MRIID, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite 83 and USAi\1RJID afforded 
all of the equipment a.11d containment facilities which ;vould have been needed to prepare the 
anthrax and letters used in the Fall 2001 attacks. 

b. 

the 

Failure to Cooperate in Providing Laboratory Samples 

Dr. Ivins provided two sets of samples of Ames anthrax to 
FBI were drawn from RMR-1029. In the first submission in 

February 2002, Dr. Ivins failed to follow the protocol · Dr. Ivins was 
subsequently notified that the February 2002 samples were unus ts failure to follow 
the protocol. A second set of samples, labeled "Dugway Ames spores - 1997" was provided to 
the FBIR. by Dr. Ivins in April of2002. Dr. Ivins declared that he used the terms "Dugway 
Ames spores- 1997" and RMR-1029 interchangeably, as they are the same flask ofmaterial. 
Both of the April1Uv1R-1 029 samples were submitted for genetic testing and found to be 
negative for the presence of the four mutations found in the anthrax used in the attacks. 

On December 11. 2003. an FBT Special Agent accompanied Dr. Ivins into Suite 83 J.t 
L'S,\MRIID :::nd identified Jdditional Ames sampl~s of Dr. Ivins's LlnJ vthers Lhat ilLld nuL been 
submitted as part of the above mentione~ Dr. Ivins submitted slants 
prepared from the newly identi6ed sampl~pril 7, 1004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite 83, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR. earlier that day. Additionally, the Agent seized the 1Uv1R-l 029 flask itself. All of the 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

On June 17,2004, lUv!fR-1029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submissions were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1 029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31, 2005, Dr. Ivins was informed that the s ·al he 

provided to the FBIR on April 10, 1002 
to be genetically distinct from the anthrax 

. were found 
attack letters. and from the anthrax 
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material recovered by the FBI from the R,.\IIR-1029 flask seized from Dr. Ivins's lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked to explain why he did not submit the 
genetically positive sample which was clearly · Dr. Ivins was 
adamant in his response that there had been no omission 
insisted that he had indeed provided RMR-1029 to the 
in April 2002. Which was improbable given the presence of all four genetic mutations found in 
the RMR-1029 sample that the FBI seized. 

c. Knowledge That His Stock of Anthrax Matched the Anthrax 
Used in the Attack 

On March 31, 2005, when Dr. Ivins was informed by FBI agents that RMR-1 029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year prior, FBI Special 
Agent (SA) Darin Steele told him that RMR-1029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR-1 029 submission provided by Dr. Ivins in April 2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and RMR-
1 029, until after the June 17, 2004 submission and subsequent laboratory analysis. 

·when interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months of the letter attacks, he was aware that his stock of anthrax, RMR-1 029, exhibited 
morphologica.l similarities to the anthrax used in the attacks, and that he allegedly learned this 
infonnation fimn three coworkers at USAMRITD who participated in the forensic analysis of the 
~mthrax ;n the letters. Each ofthosc three coworkers was interviewed by the Task Force, anJ 
deny disclosing such infonnation to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement persom1el responsible for investigating the anthrax attacks. 
During none of these interactions did Dr. Ivins ever indicate he had knowledge that RMR-1029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1 029. To the contrary, Dr. Ivins repeatedly named other researchers 
as possible mailers, and claimed that the anthrax used in the attacks resembled that of another 
researcher at USAMRIID and were dissimilar to the Bacillus anthracis Ames organisms 
maintained in his laboratory, which included RMR-1029. 
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3. Dr. Ivins's Use of E-mail 

a. Use ofE-mail to Discuss his Anthrax Research 

(1) The E-mail Account: bruce.ivins@us.army.mil or 
bruce.ivins@amedd.army.mil 

Utilizing Microsoft Exchange, USAMRIID provides e-mail communication for it's 
employees. In addition to Dr. Ivins's name being present in the e-mail address, further 
investigation has shown that Dr. Ivins, referenced through out this document, utilizes this 
account. Hundreds of e-mail communications have been obtained showing Ivins's previous and 
present day use of this account. 

Beginning shortly after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
were the focus of public criticism concerning the introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001, as evident by the e-mail excerpts below, that same anthrax vaccine was having 
problems in the production phase at Bioport, a private company in Michigan responsible for 
manufacturing the vaccine. The Food and Drug Administration (FDA) had suspended further 
production at Bioport, and the U.S. government, specifically the Department of Defense, was 
running out of approved lots of the vaccine. The situation placed pressure on select staff 
members at USAMRIID, including Dr. Ivins, who were part of the Anthrax Potency Integrated 
Product Team (IPT). The purpose of the TPT was to assist in the resolution of technical issues 
that was plaguing Bioport's production of approved lots ofthe vaccines. 

The following are excerpts from e-mails dated April 2000 through September 200 l, from 
Dr. Ivins :.o J. friend regarding work: 

June 28, 2000, "Apparently Gore (and maybe even Bush) is 
considering making the anthrax vaccine for the military voluntary, 
or even stopping the program. Unfortunately, since the BioPort 
people aren't scientists, the task of solving their problem has fallen 
on us ..... Believe me, with all the stress of home and work, your 
e-mail letters to me are valuable beyond what you would ever 
imagine- and they help me keep my sanity .... " 

June 29, 2000, "BioPortjust tested its final lot of AVA 
[anthrax vaccine] in a potency test. If it doesn't pass, then there are 
no more lots to test, and the program will come to a halt. That's 
bad for everyone concerned, including us. I'm sure that blame will 
be spread around." 

July 6, 2000. -I think the**** is about to hit the 
fan ... bigtime. The final lot of AVA, lot 22, isn't passing the 
potency test, and now there's nothing to back it up. Plus, the 
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contr~l vaccine isn't_worki_ng. I~'s just a 0ne mess .. ~re 
spendmg p·robably 95% ot our time on thrs." 

August 29, 2000, ·-are 10% ofthe 
Bacteriology Division. If we quit, the anthrax program and 
BioPort would go down the drain. I'm not boasting,- but the 
three of us have a combined total of 52 years of research 
experience with anthrax. You just can't go out and find someone 
like-with their knowledge, skill and abilities. Ain't 
gonna happen.'' 

September 7, 2001, "I was taken off the Special 
Immunization Program because of what happened last spring, and 
I've just gotten back on it, getting my anthrax and Yell ow fever 
shots. We are currently finishing up the last of the AVA, and 
when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until 

are no approved lots currently available 
been having us have biweekly meetings 

on the rP A vaccine progress, and on August 29 I went to the 
Pentagon- first time there- to go to a meeting in his place on the 
vaccine. There is a real bag of worms with a new lot ofrPA 
produced by the BDP (a private company) for NCT, who is under 
contract to USAMRIID. BDP signed a sub-contract with to 
produce the rP A for a human use vaccine Phase I trial. They were 
paid and they produced it. No"v they are t·efusing to release it 
unless the Am1y pays some incredible sum of money for lawsuit 
indemnification (about $200,000 per year for the next 50 years). 
The i\rmy refuses to do that of course, and everything is in 
Limbo." 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who had submitted Freedom of Information Act (FOIA) requests to 
USAMRIID seeking detailed information from Dr. Ivins's laboratory notebooks as they related 
to the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. Ivins appeared angry 
about the request providing the following response in an e-mail: "Tell Matsumoto to kiss my 
ass. We've got better things to do than shine his shoes and pee on command. He's gotten 
everything from me he will get." In the mid-1990's, Matsomoto wrote an article that scrutinized 
Dr. Ivins and the use of adjuvants. 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the vaccine 
for human use, production at Bioport resumed, and anthrax research at USAMRIID continued 
without interruption. In 2003, Ivins received "the highest honor given to Defense Department 
civilians at a Pentagon ceremony on March 14, 2003" for his work in "getting the anthrax 
vaccine back into production." 
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b. Use of E-mail and False Names to Facilitate an Obsession with 
a Sorority Group Linked to the Location of the Anthrax 
Mailings 

Early investigations revealed the e-mail account Kingbadger7@aol.com as belonging to 
Dr. Ivins. In November of 2006 a pen register was established on thW..Count revealing several 
e-mail communications between four e-mail addresses: Kingbadger7@aol.com, 
bruce.ivins@amedd.army.mil, goldenphoenixlll@hotmail.com, and 
jimmyflathead@yahbo.com. ;;. 

January 16, 2008, Dr. Ivins informed investigators that he has used the following e-mail 
addr~~s names: Kingbadger7, ji~yflathe~d, prun~x 111, ~nd Bigsky. 
Additionally, he has used several aliases to mclude~ Ed Ivmgs, and Bruce 
Ivings. 

(1) Use of False Names 

In March, 20~7,-.identified four communications that it had previously received 
from Dr. Ivins.- does not personally know Dr. Ivins but has repeatedly corresponded with 
him by mail. In the letters, Dr. Ivins expressed his support for-work and an interest in 
sorority hazing. One of the sororities in which he ssed an interest was identified as Kappa 
Kappa Gamma . In a letter to , Dr. Ivins enclo to 

are familiar with each other. On July 30, 2007, -was interviewed 
regarding P.O. Box llOJ, located at College Estates Station, Frederick, Maryland 21702. The 
P.O. Box application (PS Form 1093) revealed that Dr. Ivins rented P.O. Box 1103 on November 
12, 1993, also listed on the P.O. Box application card to receive mail is the name o .. 
.. was shown the P.O. Box application and stated that it had never rented a P.O. Box 

anywhere and had never met, nor had any social or professional association with, a Dr. Ivins. 
However,-recognized the name Bruce Ivins because -had previously mentioned his 
name. The last payment on the P.O. Box was made on November 13,2004. A review of 
Change of Address records revealed that P.O. Box 1103 was closed on December 30, 2005 and 
no forwarding address was provided. 

'ndicated to ~hat Dr. Ivins harassed it in the past, and- believed that 
rightened of Dr. [\ ins, resulting from unspecified incidents that occmTed prior to 
ing.-J-
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The investigation has shown that over the past 24 years, Dr. Ivins was known to have 
utilized at least two Post Office (P.O.) Boxes to communicate with members ofthe public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box was located at the College Estates Station, Frederick, Maryland 21702. 
Investigations have revealed that the envelopes used in anthrax mailings all contained similar 
print defects. i\nalyses ofthe U.S. Postal System records indicate that the above Post Office 
received 1000 envelopes from the same batch of envelopes that contained the unique print 
defects. 

(2) Use of Personal E-mail to Discuss KKG 

The following will show how Dr. Ivins defines the depths ofhis obsession and 
knowledge of the sorority KKG. Additionally, as previously described above, the letters used in 
the 2001 anthrax mailings were mailed from a blue collection box located at 10 Nassau Street, 
Princeton, New Jersey. The sorority, KK.G, has an office at 20 Nassau Street, Princeton, New 
Jersey, located on the same side of the street and approximately 60 feet to the right from the blue 
collection box. 

(a) The E-mail Account: 
golden phoen ixlll @hotmail.com 

Investigations into the above e-mail account revealed that Dr. Ivins was the owner said 
account. Pen register information has revealed activity on this account from April 14, .2007 
through November 30, 2007. ~nfom1ation from Hotrnail provided the following 
user identification for the above c-mai l audress: 

Login: 
Name: 
Address: 
Account Created: 

goldenphoenix 111 @hotmail.com 
Golden Phoenix 
Maryland 21702 
October 01, 2006 

A search of the internet for postings under go ldenphoenix 111 identified the following 
posting dated February 20, 2007, on a website at www.abovetopesecret.com: 

Wildswan, you are quite right about what you said about 
KKG. If people look hard enough and dig hard enough, have 
friends, relatives, perhaps financial resources, etc., then they can 
pretty much find out about whatever GLO [Greek Letter 
Organization] they want. Kappas are noted for being lovely, 
highly intelligent campus leaders. Unfortunately, they labeled me 
as an enemy decades ago, and I can only abide by their "Fatwah" 
on me. I like individual Kappas enotmously, and love being 
around them. I never choose an enemy, but they've been after me 
since the 1960s, and REALLY after me since the late 1970s. At 
one time in my life, I knew more about KKG than any non-Kappa 
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that had ever lived. Unfortunately I've forgotten a lot. I've read 
the history ofKKG that was written several decades ago about its 
founding. Question for you: Did your chapter use the combined 
service, or did you separate your services into the "RedRoom and 
WhiteRoom"? did you use special blue or white blindfolds?. You 
can reach me at goldenphoenixlll@hotmail.com ... as a phoenix 
rises from its ashes ... 

(b) The E-mail Account: 
jimmyflathead@yahoo.com 

Pen register information has revealed activity on the above account from November 04, 
2006 through November 29, 2007. · from Yahoo! provided the 
following account information for the above e-mail address: 

Login Name: 
Alternate E-mail Address: 
Full Name: 
Address: 
Account Created: 

jimmyflathead 
Kingbadger7 @ao l.com 
Mr. Ed Irving 
Frederick, MD 21702 
October 13, 2005 

Investigations have revealed instances when this account was used in association with 
Wikipedia to further his obsession with K.~.rzG. Wikipedia is an on-line collection of information 
created by the contributions ofWikipedia users. Anyone may contribute to an entry, or article, 
once they set up a Wikipedia account and user name. The ariicles on Wikipedia are similar to an 
encyclopedia entry, however. the information contributed is not verified and may not be factual. 
Each Wikipedia :.uiic!e has a discussion page for contributors to post comments or questions 
about the contents of the article. Wikipedia users may also communicate directly with each 
other through Wikipedia using their Wikipedia user name. Wikipedia contains articles on the 
different national rratemities and sororities, including an article on KKG. 

One frequent contributor to the KKG entry is identified by the usemame 
~yflathead," believed by investigators to be Dr. Ivins. In e-mails to 
._Dr. Ivins, using his true name and the e-mail address jimmyflathead@.yahoo.com, 
referenced information in the KKG article posted by "jimmyflathead" as his contributions. 
Additionally, when-opens e-mail fromjimymflathead@yahoo.com, the "from" line on the 
e-mail reads: 

From: Bruce Ivins [mailto:jimmyflathead@yahoo.com] 

indicating Bruce Ivins is jimmyflathead@yahoo.com and was the sender of thee-mails received 
by .. 

As cataloged in the history pages for the KKG entry, Dr. Ivins has attempted to post 
derogatory infonnation about the organization and its members as well as confidential 
information known onlyto KKG's members. Dr. Ivins, asjimmyflathead, frequently "signed" 
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his postings on the discussion page as "jt". Dr. Ivins and other users have previously engaged in 
an "edit war" on the KKG article. An edit war is where a Wikipedia contributor posts 
information that is later deleted or changed by another contributor, and the contributors go back 
and forth deleting or changing each others contributions. ~observed Dr. Ivins's postings 
and discussions with other users through the Wikipedia discussion forum in the KKG article and 
described his actions as follows: 

Every time someone removed information, he added it back, and 
added more negative information along with it. That was his usual 
threat - delete this again and I will add more negative information 
to this site or reveal more secrets. The sheer volume of information 
is that [jimmyflathead] has is more than most members remember. 

Over the course of this edit war, Dr. Ivins provided his personal e-mail address to other 
contributors to e-mail him directly before they removed his contributions from the site. 
According to -Dr. Ivins "seemed to encourage people to e-mail him directly" and 
described such action as counter to the "culture" ofWikipedia, where contributors usually 
communicate with each other through the individual article talk pages or e-mail using their 
Wikipedia user name. By so doing, Dr. Ivins was also keeping other contributors out of the 
discussions about the KKG article. 

c. Use of an E-mail Account to Possibly Mimic -
~Identity 

(1) The E-mail Account: 

The above e-mail account is the most recentlv identified account It was discovered when 
~tion revealed that Dr. Ivins had placed an order for the magazine 
-information from- revealed account i · 'th the name Irving 
(Ivins's alias for his jimmyflath=ad@yahoo.com account), Frederi 

21702 (Ivins's residence), and an e-mail address 
information from Yahoo! Inc. listed an alternate e-mail address as 

go nphoenixlll@hotmail.com;" a known e-mail address for Dr. Ivins, however,._ 
nam~ was listed in the account infmmation. It should be noted thatllllll is the owner ol.thc 

e-mail account 

20 
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A pen register was established on this account on December 01, 2007 ...... . 
information from Yahoo! revealed that the account had been accessed on September 25, 2007, 
additionally; they provided the following user identification for the e-mail address: 

Login Name: 
Alternate E-mail Address: 
Name: 
Address: 
Account Created: November 01, 2006 

d. E-mail Communications Revealing Previous Acts of Concealed 
Identity 

(1) The E-mail Account: bruce.ivins@us.army.mil or 
bruce.ivins@amedd.army.mil 

The investigation has also shown that Dr. Ivins has used the postal system to obscure his 
identity as the true sender of letters, gifts, and packages, by driving to locations outside of the 
Frederick, Maryland area, to reflect different postmarks on the packages. Additionally, this 
information has lead to Dr. Ivins equating his driving habits to those of people who go on walks. 
The following examples show Dr. Ivins use ofthe postal system, driving habits, and how he 
manipulates the infom1ation he provides his wife: 

E-mail February L 2001, from Dr. Ivins: "I want to send to 
you a self-addressed (to me) stamped envelope with some money 
in it. When you get it, please send it back to me in the mail. Then 
I can tell .. what happened and won't be lying." 

E-mail March 4, 2001, from Dr. Ivins: "The reason I put 
different names on the packages and card is in your message to me 
below .... Then you recognized who sent you everything, despite 
the fact that they weren't sent from Frederick." 

E-mail March 13, 2001, from Dr. Ivins: "Then I got your 
e-mail making me wonder if you thought that I was trying to get 
something from you by sending you care packages, Christmas or 
birthday gifts, etc. That had me rather worried, so I decided to go 
ahead and send you the things, but from different places and with 
different names. The detergent from Laundry Boy was mailed 
from Virginia during an IPT meeting. The gift certificate and 
birthday card were mailed from Gaithersburg. The jacket - when it 
finally came - was to be mailed from Gaithersburg, but you had 
already tigured out who sent you everything else, so I just went 
ahead and sent it from Frederick." 
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However, as descnbed in the following e-mails, 
approximately six moths of denials: 

E-mail March 28, 2003, 
tell me that h~ fessed up that he had indeed put the 
you~ I find that really, really strange. 

E-mail April 7, 2003, from 
told me an interesti 
had, indeed 
did he wait so long to up not 

"He did 
etc on 

Oh well." 

when both you and I asked him out right about it? Very odd. 
Sometimes (most of the time) I really don't get his motives behind 
anything he does. And, I think there are motives most of the time. 
It's a little scary actually to think he drove all the way up there in 
the middle of the night just to drop off a package." 

On March 31, 2005, dming an interview Dr. Ivins admitted that the -trip was a 10 
to 11 hour drive, and that "this was a surpriselilliiii• Dr. Ivins acknowledged that it was a long 
way to drive, and characterized the trip as a "k~ve" because he had two hemiated disks in 
his spinal column which made long drives uncomfortable. Dr. lvi ns also admitted that he had 
once driven to Gaithersburg, tVI::l.ryl::md, ;md s~nt a package to 1111 so J would not 
immeJJately percetve [rom the postmark that tt was a package from lmn wt t 1 a Fredenck, 
Maryland postmark. When asked whether he had ever engaged in any similar driving activity, 
Dr. Ivins related that in the late 1990s he occasionally drove roundtrip trom Frederick, Maryland 
to Flinstone, (a two hour and 30 minute round trip) where some friends lived. Dr. Ivins did not 
visit his friends on these trips, describing the joumeys as just "mindless drives." Dr. Ivins 
equated these drives with the way some people go for a long walk. 

Investigations revealed that Dr. Ivins informed people that he would driveplaces but tell 
his wife he was in the laboratory, and set back the odometer in his car. This information is 
significant because Dr. Ivins regularly worked at night, and could legitimately use it as an excuse 
with his family to explain his absence from home. 
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e. The Capture of E-mails from Bruce Ivins to Bruce Ivins 

(1) The E-mail Account: Kingbadger7@aol.com 

This account is the oldest active personal account identified in the investigation. Pen 
registers show that Dr. Ivins frequently uses this account with activity as recent as February 04, 
2008. information from AOL provided the following user identification for the 
above e-mall address: 

Screen Name: KingBadger7 _ 
Name: 
Address: Frederick, MD 21702 
Account Created: 

On multiple occasions, pen registers have captured Dr. Ivins sending e-mails from one of 
his e-mail accounts to another. A recent search of Dr. Ivins's home revealed a printed e-mail 
from KingBadger7@aol.com to Dr. Ivins's work e-mail account discussing the 
AMERJTHRAX investigation. More precisely, in the e-mail, Dr. Ivins is attempting to draw 
attention to two other scientists from USAMRJID, who in Dr. Ivins's could be 
responsible for the anthrax mailings. Dr. Ivins 
possible mailers of the anthrax letters of2001. This e-mm IS d ovcm 
outlined 11 reasons for Ivins's theory. Two years later when Ivins was asked who he believed 
could have accomplished the mailings he did name these two individuals, however, he did not 
explain why he came to this conclusion. Additionally. he provided the names of other 
individuals as well. Something he has done throughout the course of the anthrax investigation. 

f. An E-mail Communication with Similar Language to the 
Anthrax letters 

E-mail September 26, 2001, from Dr. Ivins: "Osama Bin Laden has just decreed death to 
all Jews and all Americans." This e-mail is significant because it displays language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO AMERJCA," 
"DEATH TO ISRAEL." 

g. The Keepsake of Hundreds of Hand-Written or Typed 
Communications by Dr. Ivins 

Recently, a search was conducted at Dr. Ivins's residence. From this search, hundreds of 
hand-written or typed letters to/from Dr. Ivins to/from various members of society were 
collected. The majority of the letters were from the early 1980s through the mid 1990s. Among 
others, Dr. Ivins sent letters to United States Senators as well as various news organizations. 

These seized letters are significant since all ofthe anthrax-laden letters were sent to 
members of the Media or members of the United States Senate. Additionally, the envelopes of 
the anthrax-laden letters were addressed with a four digit extension to the ZIP code. The 
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addition of the four digits sho\ved knowledge by the mailer for reaching a specific person in the 
United States Senate. 

The anthrax letters were mailed anonymously and utilized a fictitious return address for 
the letters mailed to Washington, D.C. Dr. Ivins has engaged in a pattern of sending letters and 
packages with fictitious return addresses in order to mask his identity. Similarly, Dr. Ivins has 
used and continues to use, the internet in ways that also conceal his identity, both in online 
postings, such as Wickipedia, and his specific e-mail accounts, as set forth above. Indeed, he has 
proven that he can make a 10-hour round-trip drive in the middle of the night to deliver a 
package without his family or friends, or even the recipient, becoming aware of this activity. 

Large e-mail providers allow customers to store their communications on their servers 
for as long as they wish. Dr. Ivins's keepsake of hundreds of hand-written or typed letters shows 
his affinity to keep his writings. Additionally, the thousands of e-mails collected from various 
computers of people either associated with USAMRIID or Dr. Ivins have revealed case-pertinent 
information. Specifically, Dr. Ivins's fascination with KKG was revealed from e-mail 
communications between coworkers and friends, as well as his own postings on the internet. 

The vast amount of collected e-mails and letters show Dr. Ivins is predisposed to 
communicate to others, revealing his innermost thoughts and feelings. Additionally, various 
evidence also suggests that Ivins is taking steps to conceal his identity when he communicates 
and possibly mimics the identity of others, such as sending letters to the editor of a newspaper in 
the name of another. known individual. 

Based on the foregoing, r submit that there is probable cause to believe that a search of 
the e-mail accounts described here and in Attachment A, may result in collection of evidence 
relevant to the dissemination of a Weapon ofMass Destruction (anthrax) through the U.S. mail 
system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 1114. 
Specifically, the search may reveal additional computer files, e-mail accounts, or documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings or his possible 
obstruction of the investigation. Furthermore, additional conspirators involved in the attacks 
may be identified. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of infom1ation, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. 
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The statements contained in this Affidavit are based in part on information 
provided by FBI Special Agents and U.S. Postal Inspectors, on observations made by law 
enforcement agents, and on my experience and background as an FBI Special Agent. I have not 
included each and every fact known to me concerning this investigation. I have set forth only 
the facts that I believe are necessary to establish the necessary foundation for the search warrant. 

Sworn to before me this 

or 2DDE 

GE 
United es District Court 
for the District of Columbia 

~\il)\t~ VJ-.Y 

MARLO ARREDONDO 
Special Agent 
Federal Bureau of Investigation 
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ATTACHMENT A 

I. Search Procedure 

a. These search warrants will be presented to Yahoo!, AOL, and MSN Hotmail 
personnel by law enforcement agents. Yahoo!, AOL, and MSN Hotmail personnel will be 
directed to isolate those accounts and files described in Section II below; 

b. In order to minimize any disruption of computer service to innocent third parties, 
Yahoo!, AOL, and MSN Hotmail employees will create exact duplicates of the computer 
accounts and files described in Section II below, including an exact duplicate of all information 
stored in the computer accounts and files described therein: 

c. Yahoo!, AOL, and MSN Hotmail employees will provide the exact duplicates in 
electronic form of the accounts and files described in Section II below and all information stored 
in those accounts and files to law enforcement agents who need not be present during the 
duplication ofthe files; 

d. Law enforcement personnel will thereafter review the information stored in the 
accounts and files received from the Yahoo!, AOL, and MSN Hotmail employees and then 
identify and copy only the infmmation contained in those accounts and files which is authorized 
to be further copied as described in Section III below; and 

e. Law enforcement personnel will then seal the original duplicate of the accounts and 
tiles received from Yahoo!, AOL, and MSN Hotmail employees and will not further review the 
original duplicates absent an order of the Court. 

II. Files and Accounts to be Copied by Yahoo!, AOL, and MSN Hotmail Employees 

a. All electronic mail stored and presently contained in, or on behalf of, the following 
electronic mail addresses and/or individual accounts: 

Yahoo!: 

AOL: kingbadger7[at]aol[dot]com 

MSN Hotmail: goldenphoenixlll [at]hotmail(dot]com 

b. All existing printouts from original storage of all of the electronic mail described 
above in Section II( a); 

c. All transactional information of all activity of the electronic mail addresses and/or 
individual accounts described above in Section II(a), including log tiles, dates, times, methods of 
connecting, ports, dial-ups, and/or locations; 
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d. All business records and subscriber information, in any form kept, pertaining to the 
electronic mail addresses and/or individual accounts described above Section II( a), including 
applications, subscribers' full names, all screen names associated wit the subscribers and/or 
accounts, all account names associated with the subscribers, methods of payment, telephone 
numbers, addresses, and detailed billing records; and 

e. All records indicating the services available to subscribers of the electronic mail 
addresses and/or individual accounts described above in Section II( a). 

III. Information to be Further Copied by Law Enforcement Personnel 

a. All stored electronic communications and other files reflecting communications to or 
from the above-referenced accounts, including electronic communications in electronic storage 

b. Existing printouts from original storage of those items described in Section III( a) 
above; and 

c. All ofthe records and information described in Sections II( c), (d), and (e). 

014260Anthrax Page 100 of 639



Search-Warrant-08-160-M-01.pdf

~ 
A093fRc,· .:i/85lSearc il \!ia rram 

FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name. address or brief description of person or property to be searched) 

Electronic mail stored in account goldenphoenixlll@hotmail 
.com. controlled by MSN Hotmail Microsoft Corp., 1065 
La Avenida, Building 4, Mountainview, CA 94043 SEARCH WARRANT 

CASE NillvfBER: 0 8 - 1 6 0 - M - 0 1 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name. description and or location) 

Electronic maii stored in account goldenphoenixll1@hotmail.com, created on October L 2006, under name 
Golden Phoenix, address: Maryland 21702, controlled by MSN Hotmail Microsoft Corp., 1065 La Avenida, 
Building 4, Mountainview, CA 94043 

in the Northern District of California, there is now concealed a certain person or property, namely (describe the person or 
property) 

all information pertaining to this account. including stored data, IP addresses, and electronic maiL described 
more fully in Attachment A. 

·I am-satisfied that the affida~ts(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the issuance 
of this warrant. 

YOU ARE HEREBY COMMANDED to search on or before _ __,_tf~-~~--'--"--/-t'-7'--}i),--(J-'8':;....__. __ 
(Date) 

(not to exceed 10 ~s)A:he person or place named above for the ~son or property specified, serving this warrant and 

making the search [3(in the daytime-6:00A.M. to 10:00 P.M.) U (at any time in the day or night as I find reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and prepare a \vritten inventory of the person or property seized and promptly 
return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

MAR 0 4 2008 
at Washington, D.C. 

Date and Time Issued, pursuant to the domestic 

terrori s~~~tF'A'CC\Q~ 4l(b)(3) 

rJl.tL MAGISTRATE JUD$i 
Name anci Title of .ludiczal Officer Sign~oce of Judicial Officer 
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.. v -u 1 

RETURN 
! DATe .A.ND Tlt-.:1::0 W."~'U' .... ANT EXECUTED 

I Q)lfl0'6 Lf:3'J pM 

I 
I 

1 COPY OF wARRANT .wo RECEIPT FOR ITEMS LEFT wr. 

I A-u~ n cler '-fc-- F 

fNVENTOR Y MADE IN THE PRESENCE OF 

INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE 'l\' ARRANT 

0 f\.X.- ( l ) C)) Wn-\u\.t()·~r.~ S('(A.fs\A.o-\<; o~ ~ r-eq~<;: \-Col -e -~·. I 

()\.( LD lA- rd· 

CERTIFICATION 

I swear that this inventory is a true and detailed account of the person or property taken by me on the wa~ · 

_ -----------FlLED 
--- -r-J.c~-1\;YfL~ APR - 3 2008 --- --

r 

.---- PWfCY MAYER WHITTINQlON, ClERK 
u.s. orsnncr coum 

; Subscribed, sworn to, and returned before me this date. 

- :: ll11zn111'oc- -~~·~/ ~---r-lc..:::-.~.o·~~-
U.S. Judge or U.S. Magistrate Judge r Date I 
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A0106(Rev.5/85) Affidavil for Search Warranl 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

Residence at 
Frederick, Maryland, 
owne~e Edwards Ivins, 
DOB--

APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 

CASE NUMBER: &f-(/ 30 

-~C::..:h=-:a::.:rc..:.l=.;e:s,,_" ~B::..:._W:..:...=i..::oc=-=k:=e.:..rs"'"'h::.a::.m::=.. _____ being duly sworn depose and say: 

I am a(n) Postal Inspector with the U.S. Postal Inspection Service and have reason to believe 
(Official Tille) 

that o on the person of or 181 on the property or premises known as (name, description and or location) 

in the District of Maryland, there is now concealed a certain person or property, namely 
firearms and other weapons, ballistics vests or other protective gear, and any writings identifying a plan to kill 
witnesses or names of intended victims, or any other relevant documents, notes and records in various formats, 
including computer files and other electronic media, as more fully described in Attachment A. 

which is (slale one or more bases for search and seizure sel forth under Rule 41 (b) oflhe Federal Rules of Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, to include the use of a weapon of mass destruction 
(anthrax) and the murder and attempt to murder officers and employees of the United States, and threats to 
witnesses involved in, and obstruction of, that investigation, 
in violation of Title _ilL United States Code, Section(s) 2332a, I I I 4, and 15 I 2(a)(2) . The facts to support a finding 
of Proba.ble Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN INCORPORATED BY REFERENCE AS IF FULLY REST A TED HEREIN 

Continued on the attached sheet and made a part hereof. /i;,lr o/NO 

Rachel Carlson Lieber, AUSA -HY:.........,~A~~-====--·--------------
U.S. Attorney's Office, Washington, DC sig6~ ~t 
(202) 353-8055 Charles B. Wickersham, Postal Inspector 

United States Postal Inspection Service 

Sw:m:;;~,~~~-·ran~~---------------
Deborah A. Robinson 
l.J.nE~cl States Magistrate Judge 

Name and Title of Judicial Officer 

at Washington, D.C. (pursuant to the domestic terrorism search 
warrant provisions of Rule 41 (b)(3)) 

~~a.~~ 
Signature of Judicial Officer 

014263Anthrax Page 103 of 639



Search-Warrant-08-443-M-01.pdf

A0106(Rev.5/85 ;. Affidavit for Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

Shepherd-Pratt Health Systems, Room TE-225 
6501 North Charles Street 
Towson, Maryland, 
Occu~lJ!!:uce Edwards Ivins, 
DOB-SSN 
And personal effects maintained therein 

APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 

CASE NUMBER: 

_ ___,C"-'h""'a""'r,_,l~f~""s_,B~. __,_W_,__._,ic"-'k~e""'r.__,s,._,h~a~m:!!-___ ~- being duly sworn depose and say: 

I am a(n) Postal Inspector with the United States Postal Inspection Service and have reason to believe 
(Official Title) 

that o on the person of or 181 on the property or premises known as (name, description and or location) 

Room TE-225 at She~~t HeaUh Systems, 6501 North Charles Street, Baltimore, occupied by Bruce 
Edwards Ivins, DOB~SN -·and personal effects maintained therein. 

in the District of Mary land, there is now concealed a certain person or property, namely 
any writings identifying a plan to kill witnesses or names of intended victims, or any other relevant documents, 
notes and records in va rious formats, including computer files and other electronic med ia. 

which is (state one or more bases for search and seizure set forth under Rule 4 I (b) of the Federal Rules of Criminal Procedure) 

evidence. relevant to the commission of an act of terrorism, to inc'lude the use of a weapon of mass destruction 
(anthrax) and the murder and attempt to murder officers and employees of the United Sta tes, and threats to 
witnesses invl)lved in, and obstruction of, that investigation, 
in violation of Title _ 18 United States Code, Section(s) 2332a, 1114, and 151 2(a)(2) . The facts to support a finding 
of Probable C:wse are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY REST A TED HEREIN 

Co,tmoed o" the att"hed sheet '"d made a part heceof. l8l ::':' ~0 

Rachel Carlson Lieber, AUSA -;l-~':7"l~:.........,~~ .... /,£:-.l_...:;:... ____________ _ _ _ _ 

U.S. Attorney 's Office, Washington, DC ~ffiant 
(202) 353-8055 Charles B. Wickersham, Postal Inspector 

United States Postal Inspection Service 
worn to bl fore me, and subscribed in my presence 

7/t~~(& f! at Washington, D.C. (pursuant to the domestic terrorism 
search Date warrant provisions of Rule 4 1 (b)(3)) 

12 (c t-f-fh~f[) M m l!htt r, u/ r D£IT.:..,-12---=-r cr--:--"'Ju_tJ_;_G-t-_ _ ;t_4U_1M..;___~_· _ 
N, me and Title of Judicial Officer Signature of Judicial Officer 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Charles B. Wickersham, being duly sworn, depose and say: 

I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 
approximatdy twenty months. I am authorized to investigate crimes involving violations of Title 
18 U.S.C. Sections 2332(a), 1114, and 1512(a)(2). 

This affidavit is respectfully submitted in support of an application for warrants to search 
the following premises and vehicles, pursuant to the domestic terrorism search warrant provision 
found at Rule 4l(b)(3) of the Federal Rules of Criminal Procedure, in that it involves threats to 
witnesses in, and obstruction of, a domestic terrorism investigation, pending in the District of 
Columbia. 

Sheppard-Pratt Hospital, Room TE-225, 6501 North Pratt Street, Towson, Maryland, 
occupied by Bruce Edwards Ivins, DOB:- SSN and any personal effects of 
Bruce Edwards Ivins in that room. 

As discussed below, there is probable cause to believe that a search of the aforementioned 
premises may result in the collection of evidence relevant to an ongoing criminal investigation 
into the dissemination of a Weapon of Mass Destruction (anthrax) through the U.S. mail system 
in September 2001 and October 2001 in violation of Title 18, United States Code, Sections 
2332(a) and 1114, which killed five people and infected at least 17 others, and into tampering 
with a witn,~ss or informant in connection with that ongoing domestic terrorism investigation, in 
violation of Title 18, United States Code Section 1512(a)(2). 

Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force") investigation of the anthrax attacks has led to the identification of Dr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Anny Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD (hereinafter "USAMRIID"), as a person necessitating further 
investigation for several reasons: (1) At the time of the attacks, he was the custodian of a large 
flask of highly purified anthrax spores that possess certain genetic mutations identical to the 
anthrax used in the attacks; (2) Ivins has been unable to give investigators an adequate 
explanation for his late night laboratory work hours around the time of both anthrax mailings; (3) 
Ivins has claimed that he was suffering serious mental health issues in the months preceding the 
attacks, and told a coworker that he had "incredible paranoid, delusional thoughts at times" and 
feared that he might not be able to control his behavior; (4) Ivins is believed to have submitted 
false samples of anthrax from his lab to the FBI for forensic analysis in order to mislead 
investigators; ( 5) at the time of the attacks, Ivins was under pressure at work to assist a private 
company that had lost its FDA approval to produce an anthrax vaccine the Army needed for U.S. 
troops, and which Ivins believed was essential for the anthrax program at USAMRIID; and (6) 
Ivins sent an email to a frien- few days before the anthrax attacks warning 
~hat "Bin Laden terrorists for sure have anthrax and sarin gas" and have "just decreed death to 
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all Jews and all Americans," language similar to the anthrax letters warning "WE HAVE THIS 
ANTHRAX ... DEATH TO AMERJCA ... DEATH TO ISRAEL." 

Factual Baclground 

Over the course of the past few years, Dr. Ivins has become aware that the Task Force 
considers him a person who warrants further investigation in connection with the anthrax attacks. 
He has been interviewed a number of times by law enforcement throughout the course of the 
nearly seven-year investigation, most recently in the presence of his attorney on June 9, 2008. In 
addition, on November I, 2007, Task Force agents executed search warrants at his residence, his 
office at USAMRJID, and his vehicles, for evidence linking him to the anthrax attacks, and 
seized a number of items, including numerous letters to members of Congress and the media, 
along with handguns and tasers. Finally, in recent months in particular, he has told co-workers 
and friends that he is a suspect in the investigation, even revealing to one friend a few weeks ago 
that his attorney has told him to prepare to be indicted for the anthrax attacks. 

His most recent statement regarding the attacks came three days ago on Wednesday, July 
9, 2008. While at a group therapy session in Frederick, Maryland, he revealed to the Licensed 
Clinical Social Worker and other members of the group that he was a suspect in this 
investigation. He stated that he was a suspect in the anthrax investigation and that he was angry 
at. the investigators, the government, and the system in general. He said he was not going to face 
the death penalty, but instead had a plan to kill co-workers and other individuals who had 
wronged him. He said he had a bullet-proofvest, and a list of co~workers, and added that he was 
going to obtain a Glock firearm from his son within the next day, because federal agents are 
watching him and he could not obtain a weapon on his own. Based on these statements, the 
Social Worker called the Frederick, Maryland, police department, and they took custody of Bruce 
Edwards Ivins on Thursday, July I 0, 2008, for a forensic evaluation at Frederick Memorial 
Hospital. Yesterday, on July 11,2008, he was transferred to Sheppard-Pratt Hospital, 6501 
North Charles Street, Towson, Maryland, for further forensic evaluation. 

The Social Worker further related that in addition to the threats articulated at the group 
session on July 9, 2008, Bruce Edwards Ivins had in the recent past articulated a plan to kill 
himself, specifically that he intended to use a combination of pills and alcohol to effectuate this 
plan. She related that he plans everything in carefu1l detail, something consistent with reports 
from other sources in this investigation, that Bruce Edwards Ivins plans everything very 
carefully. The Social Worker noted that with respect to the suicide plan, he produced to her a 
paper from his wallet which contained a precise recipe of pills and alcohol, based on his body 
weight, to ensure death. 

When Bruce Edwards Ivins was admitted to Sheppard-Pratt Hospital yesterday, his 
personal effects were inventoried. Among the items he brought with him to the hospital was his 
wallet, which contained a number of pieces of paper. 

The Task Force submits that a search Subject Room and personal effects t may r veal 
physical or documentary evidence that will assist the investigation into these threats to witnesses 
related to the anthrax investigation, and obstruction of that investigation. The search is for any 

2 
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writings identifying a plan to kill witnesses or names of intended victims, or any other relevant 
documents, notes, photographs, and records in various formats, including computer files and 
other electronic media. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search of 
the Subject Room and personal effects may result in collection of evidence relevant to the 
investigation of threats to witnesses in, and obstruction of, the investigation into the 
dissemination of a weapon of mass destruction (anthrax) through the U.S. mail system in 
September and October 2001 in violation of 18 U.S.C., Sections 1512(a)(2), 2332a and 111 4. 
Specifically, there is probable cause to believe that a search of the Subject Room and Wallet may 
reveal writings identifying a plan to kill witnesses, names of intended victims, photographs, and 
other rei vant documents. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanyi g 
Order, and other related documents be filed under seal until further order of the Court. 

The statements contained in this Affidavit are based in part on infom1ation provided by 
FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement agents, 
and on my experience and background as a Postal Inspector. I have not included each and every 
fact known to me concerning this investigation. I have set forth only the facts that I believe are 
necessary to establish the necessary foundation for the search warrant. 

SJ2Dlf! to befortl~ ~i~ 
1 -Ciay of~, 2008 

/11A11~ 
U.S. MM:tf~Jft!$ME UJDGE 
United stc((i~~nfstrfctcourt 
for the District of Columbia 

3 

~~CKERSHAM 
Postal Inspector 
U.S. Postal Inspection Service 
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.. ( . ' 
~~· A09J(R~v.j/8S)Scan:h Warranc 

UNITED· STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

Sheppard· Pratt Health Systems, Room TE-225 
6501 No1·th Charles Street 
Towson, Maryland 
Occu~ucc Edwards Ivins, 
DOB-SSN 
And personal cfTcds maintained ther~in 

TO: Po:;tallnspector Charles B. Wickersham 

SEARCH WARRANT 

CASE NUMBERa 8 4
. ~ 

3 u -., - M-ol 

and any Authorized Officer of the United States 

Affidavit(s) having been made before me by~ Postallospector Charles B. Wickenbam who has reason to 
believe that 0 on the person or 181 on the pr-emises 'k11owo a-; (name, dc:scription Bnd or locatiun) 

Room TE-~~25 at Slle~tt Health Systems, 6S01 North Charles Street, Baltimore, occupied by Bntte 
Edwards h•ins, .DOB ..... SSN - ·,and personal effects maintained therein. . 

in the Uistrkt of Maryland there is now concealed a certain person or property, namely( describe the person or propc:rty) 

any writings identirying a plan to kill witnesses or names of intended victims, or a~~~~relevant #t..ue 'In,~~ OV 
documents, notes and records in various forntats, including computer riles and otller elc:ch'onic: media, 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the 
issuance of this wammt_ 

YOU ARE HEREBY COMMANDED to search on or before J h { Lj '2. 'l. 1 2#J 8 
(Dntc) 

(not to exceed I 0 ~ the person or place named above for the /!!:!'son or property specified, serving this warrant and 
making the S'earch Cj (in the daytime- 6:00 A.M. to I 0:00 P.M.) U (at any time in the day or night as I find reasonable 
cause has been established) and if the p~rson or property be found there to seize same:, leaving a copy of this warrant and 
receipt for the person or property taken, ::~nd prepare a written inventory~the person or property seized and prornptly 
return this warrant to tfitl tttl4ileuigned U.S. Jad~e/U .S . Magistrate Judge as required by law. 

J;;.( ( Z-, 2t'P6 _ to: 4r a-M· l~~ II, b,"vc.s·~ 
Date and T~e lssucld 1n Washtn~ton, DC pursuant to 
the domestic terrorism search w!\rrant provisions 
of Rule 41 (b)(3) 

Fa. cttw w. /lO~-fir>. Uf OrS{JJ(C1 wa<rt- ~ 
Name and Tille of Judicial Officer 

1 ~ignalun:: nf Judicial Officer 
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£0' d l\:1101 

DATE WAkMNT ~F.CF.IVF.D 

IN 

CERTIFICATION 

FI LED 
JUL 1 S 2008 

NANCY MAYER WHITTINGTON, CLERK 
U.S. DISTRICT COURT 

1 swear that this inventory is a true ~!:!d~e-tailed ac unt oJtJie properry s ·ized by me on the warrant. 

~'Y" . ,. ;/Jb-'"~,_. 

Subscribed, sworn TO,~ 
_ ~ vf51i _.c-· 

Judge 
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AO I 06(Rev5/85) Affidavit for Search Warrant 

UN ITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Maner of the Search of 

(Name, address or brief description of person, property , or premises to be searched) 

Electronic mail stored in account stanford hawker@ 
ya hoo.com, control'led by Yahoo! Inc., 

APPLICATION AND AFFIDAVIT 
SEARCH W ARRANT 

70 1 First Avenue, Building D, 
Sun nyvale, CA 94089 

CASE NUMBER: 
(Further desc ribed below) 

-~M~a~rc.:l~o..:.A.!.:r~-'T'-'e'-'d'-"o'-'-n'-"d'-"o'----_______ being duly sworn depose and say: 

l am a(n) Special Agent with the Federal Bureau of Investigation 
(Offi cial Ti tl e) 

that (nam~ . description and or location) 

and have reason to believe 

on the property or premises known as email account stanfordhawker@yahoo.com, controlled by Yahoo! Inc., 
701 Fi rst Avenue, Building 0, Sunnyvale, CA 94089 

in the Northern istrict of Californ ia, there is now concealed a certain person or property, namely tdescnue th e person or 

rropcrty to be search<d) 

a ll info rmation per taining to this account, including stored d ata, IP addresses, a nd electron ic mail, 
described more fully in Attachment A. 

wh ich is (state one or more bases for search and se izure set forth under Rule 4 1(c) of the f'ctleral Rules oi'Criminal Procedure) 

evidence relevant to the commission of a n act of terrorism , including the use o f a weapon o f mass 
destruction (anthrax) and the murder and attempt to murder officers and employees of the United 
Sta tes, and threats to witnesses to that investigation. 

concerning a violation of Title 18 United States Code United States Code, Section(s) 2332a , 111 4, and 
1512(a)(2) The facts to support a finding of Probable Cause are as follows: 

SEE ATTACHED AFFIDA VlT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY REST AT D 

H~~,, . " I) P~f >L --, Co"tm~ic~~·'V~ m,de ' P'" he"of ' YES o NO 

Ra~ieber,AUSA M&ln 'f\yytf~ 
S Attorney's Office, Wash ington, DC Signature of Aftlant 

(202)202-353-8055 Marlo Arredondo, Special Agent 
Federal Bureau of Investigation 

Sworn to before me, and subscribed in my presence 
Ll\fi flf} 'ffi l'-T ?;:• , ,'', 

~~f!J g IJ ~ ~~ • I • 

[¥.111~~. '1 "'; -~-:- .... i'·r· t 
II · ~ ··· --~ · ·_ ( ·i :;: , • I ~ I • . ,., ,, JLL; • '- ·.:J" I ' .. . u • - l-...J - - !.· '' !J 

:--!ame and Title of JudiCial Of'liccr 
A093(Rev .'i/85)Scarch Warran t 

t· 1
., 
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18 - 499 ~ ~ ~ n ~ 
AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Marla Arredondo, being first duly sworn, hereby depose and state as follows: 

I am a Special Agent of the Federal Bureau of Investigation (FBI) and have been 
so employed for approximately three years. As a Special Agent of the FBI , I am 
investigating a crime involving the dissemination of a Weapon of Mass Destruction 
(anthrax) in violation of Title 18 U.S.C. Sections 2332(a), 1114, and 1512(a) (2) . The 
definitions provided herein are based on my knowledge and experience as an FBI 
Agent, and consultations with other criminal investigators. 

This affidavit is respectfully submitted in support of an application for warrants to 
search the following e-mail accounts, pursuant to the domestic terrorism search warrant 
provision found at Rule 41 (b)(3) of the Federal Rules of Criminal Procedure, in that it 
involves a domestic terrorism investigation, pending in the District of Columbia. 

I make this affidavit in support of an application for a search warrant for certain 
accounts controlled by the free web-based electronic mail service provider known as (1 ) 
Yahoo!, Inc. (Yahoo!), located at 701 First Avenue, Building D, Sunnyvale, California 
94089; (2) America Online, Inc. (AOL), 2200 AOL Way, Dulles, VA 20166; and (3) MSN 
Hotmail Microsoft Corp. (MSN Hotmail), 1065 La Avenida , Building 4, Mountain View, 
California 94043. The accounts to be searched at Yahoo' are: 

stanfordhawker@yahoo.com 

The account to be searched at AOL is: 

kingbadger?@aol.com 

The accounts to be searched at MSN Hotmail is: 

goldenphoenix111@hotmail.com 
Kathrynpricefan@hotmail.com 

These accounts are further described in the following paragraphs and in 
Attachment A . As set forth herein, there is probable cause to believe that a search of 
the aforementioned accounts may result in the collection of evidence relevant to an 
ongoing criminal investigation into the dissemination of a Weapon of Mass Destruction 
(anthrax) through the U.S. mail system in September 2001 and October 2001 in 
violation of Title 18, United States Code, Sections 2332(a) and 11 14, which killed five 
people and infected at least 17 others, and into potential additional threats to witnesses 
in connection with that ongoing domestic terrorism investigation , in violation of Title 18, 
United States Code Section 1512(a)(2). 
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Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service 
(hereinafter "Task Force") investigation of the anthrax attacks led to the identification of 
Dr. Bruce Edwards lrvins , an anthrax researcher at the U.S. Army Medical Research 
Institute of Infectious Diseases, Fort Detrick, Maryland (hereinafter "USAMRIID"), as a 
person necessitating further investigation for several. reasons: ( 1) At the time of the 
attacks, he was the custodian of a large flask of highly purif,ied anthrax spores that 
possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unabl1e to give investigators an adequate explanation for his late night 
laboratory work hours around the time of both anthrax mailings; (3) Ivins has claimed 
that he was suffering serious mental health issues in the months preceding the attacks , 
and told a coworker that he had "incredible paranoid , delusional thoughts at times" and 
feared that he might not be able to control his behavior; (4) Ivins is believed to have 
submitted false samples of anthrax from his lab to the FBI for forensic analysis in order 
to mislead investigators; (5) at the time of the attacks, Ivins was under pressure at work 
to assist a private company that had lost its FDA approval to produce an anthrax 
vaccine the Army needed for U.S. troops, and which Ivins believed was essential for the 
anthrax program at USAMRIID; and (6) Ivins sent an email to a frie 
- a few days before the anthrax attacks warning. that "Bin Laden terrorists for 
sure have anthrax and sarin gas" and have "just decreed death to all Jews and all 
Americans ," language similar to the anthrax letters warning "WE HAVE THIS ANTHRAX 
... DEATH TO AMERICA .. . DEATH TO 1ISRAEL." 

Factual Background 

Over the course of the past few years, Dr. Ivins had become aware that the Task 
Force considered him a person who warranted further investigation in connection with 
the anthrax attacks. He has been interviewed a number of times by law enforcement 
throughout the course of the nearly seven-year investigation, and three times in 2008 
alone, most recently in the presence of his attorney on June 9, 2008. In addition, on 
November 1, 2007, Task Force agents executed search warrants at his residence, h is 
office at USAMRIID, and his vehicles, for evidence linking him to the anthrax attacks, 
and seized a number of items, including numerous letters to members of Congress and 
the media, along with handguns. In recent months in particular, he has told co-workers 
and friends that he is a suspect in the investi9ation, even revealing to one friend a few 
weeks ago that his attorney has told him to prepare to be indicted for the anthrax 
attacks. On July 12, 2008, in response to the threats Or. Ivins had made (described 
further in th is affidavit) , a search of Dr. Ivins' house, cars, office, and wallet was 
conducted. Recovered in that search were numerous rounds of ammunition, a bullet 
proof vest, a homemade body armor plate, computers. and other case related items. 

2 
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Over the course of the investigation, Ivins has been known to use at least eight 
email addresses, including the six that are the subject of this affidavit. Based on pen 
register data and other sources, invest•igators know that email is his most common 
method of communication, sending numerous email messages each week. 
Investigation has further revealed that the anthrax investigation is a common topic of his 
email messages. 

In January 2008, Dr. Ivins admitted to the FB11 that he has used the following e-
mail add kingbadger7, jimmyflathead, and goldenphoenix111 . Ivins did not 
mentio The use of this account was first discovered in a review of Ivins's 
finances. Ivins liste this account on an order he placed . Subpoenaed information from 
Yahoo! revealed the following user identification for the e-mail address.: 

Login Name: 
Alternate E-mail Address: 
Name: 
Address : .. 
Account Created: 

Goldenphoenix111 hotmail.com ·is a known e-mail address for Dr. Ivins, 
however, 
noted th 

listed in the account information. Its 

In February and March of 2008 search warrants were served on all four of the 
above e-mail accounts . had one e-mail that was not "junk" 
mail ; it read as follows: 

"Subject: Finally! I know Who mailed the anthrax I 
King Badger? @aol.com <King Badger? @aol. com> 

. 7 117:49· EDT 

Hi, 
Yes! Yes! Yes!!!!!! ! I finally know who mailed the anthrax letters in 

the fall of 2001 . I've pieced it together! Now we can finally get all of this 
over and done with. I have to check a couple of things to make 
sure ... absolutely sure .. . and then I can turn oveli info. I'll probably turn it 
over to my lawyer, and then he'll turn the info over to the authorities. I'm 
not looking forward to everybody getting dragged through the mud, but at 
least it will all be over. Finally! I should have it TOTALLY nailed down 
within the month. I should have been a private eye !!!l 

-bruce" 

3 

014273Anthrax Page 113 of 639



Search-Warrant-08-489-M-01.pdf

Thi,s e-mail is to/from himself. Pen registers have revealed that Ivins frequently 
sends e-mails to himself. In addition, Ivins has sent at least one other email to himself 
that details his opinion of who may have been the anthrax mailer. Tlhe investigation has 
further revealed that Ivins routinely uses the names and identifiers of other individuals in 
order to disguise his identity. 

Most recenUy, investigators recovered from his trash a piece of paper in Or. 
Ivins's handwriting containing two previously unknown email addresses: 
stanfordhawker@yahoo.com and bruceiv_@yahoo.com, along with their passwords. 
Subscriber information for stanfordhawker@yahoo.com is Mr. Stanford Hawker, with a 
a zipcode of 21702. Subscriber information for bruceiv@yahoo.com is Mr. Bruce I, 
zipcode 21702, alternate email address kingbadger7@aol.c.f>m, a known email address 
of Dr. Ivins. 

· In addition, the investigation has revealed Ivins's use of the name "bruceivi." An 
internet search of "bruceivi" revealed postings on You Tube with the screen name, 
"bruceivi." The dialogue was in reference to the reality TV show, The Mole, Season 1, 
Episode 7, part 4, referencing Kathryn Price, the winner of that season. Ms. Price 
attended college at the University of Kansas- mascot the Jayhawks- and law school 
at Stanton:: University, the likely source of "Stanford Hawker." This was discovered on 
July 15, 2008 , and aii the post ings had the time frame of "i week ago." They are as 
follows: 

"bruceivi (1 week ago) 

Steve had' a .great chance to Kill Kathryn that would go down as the 
prima moment in reality TV. After the fake fainting he'd say, 'Kathryn, do 
you know what a mole is? It's a blind useless animal, that humans hate. 
And do you know what we do to moles? We kill them!' 

bruceivi (1 week ago) 

--- VVith that he -Should have taken-the ha tchet aricrbrougtit 1t own 
hard and sharply across her neck, severing her carotid artery and jugular 
vein. Then when she hits the ground, he completes the task on the other 
side of the neck, severing her trachea as well. The 'Blind' mole is dead 
and Steve is a hero among heroes! I personally would have paid big 
money to have doe it myself. 

bruceivi (1 week ago) 

Maybe something really dreadful will happen to Kathryn Price. If 
so, she will richly deserve it! The least someone could do would be to 
take a sharp ballpoint pin or letter opener and put her eyes out, to 
complete the task of making her a true mo!e !" 
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On July 9, 2008, approximately the same time as the above posting, Ivins 
attended a g. roup therapy session in Frederick, Maryland , hosted by a licensed Clinical 
Social Worker, where he was later described as ag,itated , angry, and hostile. Ivins 
stated that he had been walking around the "ghetto" areas of Frederick late at night 
hoping that someone would try to hurt him so that he could stab them with a sharp 
writing pen, similar to his Youtube posting,. llvins had the pen with h im and made the 
social worker feel it. 

. Most importantly, at this same meeting , Ivins stated that he was a suspect in the 
anthrax investigation and that he was angry at the investigators, the government, and 
the system in general. He said he was not going to face the death penalty, but instead 
had a plan to kill co-workers and other individuals who had wronged him. He said he 
had a bullet-proof vest, and a list of co-workers , and added that he was going to obtain 
a Glock firea within the next day, because federal agents are watching 
him and he could not obtain a weapon on his own . Based on these statements , the 
Social Worker called the Frederick, Maryland , police department, and they took custody 
of Bruce Edwards Ivins on Thursday, July 10, 2008, for a forensic evaluation at 
Frederick Memorial Hospital. Ivins was then sent to Sheppard Pratt Health Systems in 
Towson, Maryland, for further evaluation, where he remained until on or about 
Thursday, July 24, 2008, when he was re 1leased . 

Upon his rel'ease from Sheppard Pratt Health Systems, Ivins went to the 
Frederick Public Library in Frederick, Maryland , where he was observed using a stand
alone computer terminall. He visited the web-site www.anthraxinvestigation.com, a web 
site dedicated to the investigation of the Fall 2001 anthrax attacks. He also utilized 
email on that terminal. Ivins left the libra and went home in the eveni of Thursday, 
July 24, 2008., and wasn 't seen again, At 
approximately 1:15 a.m., on Sunday, July 26, 2008, paramedics were summo to the 
Ivins residence, located at-Frederick, Maryland, because he was 
unconscious . He was tak~~morial Hospital, where he remained in 
critical condition due to an overdose of Tylenol and Valium, until he d·ied on Tuesday, 
July 29, 2008. 

In the early morning hours of July 31 , 2008, investigators conducted a search of 
the trash outside the Ivins residence. Among other items of interest, they recovered a 
hand-writtEm list in Ivins's handwriting, with the following information: 
letters@washinqtonpost.com, letters@baltimoresun.com, www.cardin .senate.gov, 
www.mikulski.senate.goy, and www.bartlett.house.gov. They also recovered notes 
Ivins had made while at Sheppard Pratt in Towson, Maryland, in which he detailed 
various stressors in his life, including that he was facing possible incarceration. Finally, 
they recovered a note in Ivins's handwriting with a previously-unknown email address: 

· · , a'lo with the password to that account - -
and the following informat ion : ·~ 

'(lv , s's ress) . Agents ogg into that account and saw an email 
from Ivins to Kathryn Price, dated July ,8, 2008 , in which he stated : 

5 
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Dear Ms. Price, I am very. sorry to bother you, but I wanted to ask you if 
you are the same Kathryn Price that starred in the Mole reality TV 
series. I've been a fan of yours/hers since then, and I wondered if you 
are going to have any public appearances where people could meet 
you [poss1ibly a book signing?] and get your autograph. If you are a 
di1fferent Kathryn Price, I sincerely apoi'Ogize. I look forward to a reply 
of some kind. Thank you very much!!!! Cindy Wood 

The Task Force submits that a search of the Subject e-mail accounts may reveal 
documentary evidence that will assist the investigation into these threats to witnesses 
related to the anthrax investigation, including any plans that Dr. Ivins may have set in 
motion prior to his death. It bears emphasis that there was a nearly orie-month gap 
between the time that the anthrax letters were mailed and the first letter was discovered. 
In addition, a search of the subject email accounts may reveal~ statements by Dr. Ivins 
concerning the anthrax attacks which would further the investigation into those _attacks. 
The search is for any writings identifying a plan to kill witnesses or names of intended 
victims, any statements regarding the anthrax attacks, or any other relevant documents 
and/or notes, as more fully described in the Attachment to this affidavit. 

Conclusion 

Based on the foregoing , I submit that there is probable cause to believe that a 
search of the Subject e-mail accounts may result in collection of evidence relevant to 
the investigation of threats to witnesses in, and obstruction of, the investigation into the 
dissemination of a weapon of mass destruction (anthrax) through the U.S. mail system 
in September and October 2001 in violation of 18 U.S.C., Sections 1512(a)(2), 2332a 
and 1114. Specifically, there is probable cause to believe that a search of the Subject 
e-mail accounts as described in the Attachment to this affidavit, may reveal writings 
identifying a plan to kill witnesses, names of intended victims, photographs, and other 
relevant documents, al1ong with statements regarding the anthrax attacks themselves .. 

Because this affidavit is part of an ongoing investigation that would be 
jeopardized by premature disclosure of information, I further request that this Affidavit, 
the accompanying Order, and other related documents be filed under seal until further 
order of the Court. 

The statements contained in this Affidavit are based in part on information 
provided by FBI Special Agents and U.S. Postal Inspectors, on observations made by 
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ATT AC_HMENT A 

I. Search Procedure 

a. These search warrants willl be presented to Yahoo! personnel by law 
enforcement agents. Yahoo! personnel will be directed to isolate those accounts and 
files described in Section II below; 

b. In order to minimize any disruption of computer service to innocent third 
parties, Yahoo! employees will create exact duplicates of the computer accounts and 
files described in Section II below, including an exact duplicate of all information stored 
in the computer accounts and files described therein : 

c. Yahoo! employees will provide the exact duplicates in electronic form of the 
accounts and files described in Section II below and all information stored in those 
accounts and files to law enforcement agents who need not be present during the 
duplication of the files; 

II. Files and Accounts to be Copied by Yahoo! Employees 

a. All el·ectronic mail stored and presently contained in , or on behalf of, the 
following electronic mail addresses and/or individual~ accounts: 

stanfordhawker@yahoo.com 

b. All existing printouts from original storage of al of the electronic mail 
described above in Section ll(a) ; 

c. All transactional information of all activity of the electronic mail addresses 
and/or individual accounts described above in Section ll(a), including log fi les, dates, 
times, methods of connecting , ports, IP addresses, dial-ups, and/or locations; 

d. All business records and subscriber information, in any form kept. pertaining 
to the electronic mail addresses and/or indiv•idual accounts described above Section 
ll (a), including applications, subscribers' full names, aiJI screen names associated wit the 
subscribers and/or accounts, al'l account names associated with the subscribers, 
methods of payment, telephone numbers, addresses, and detailed billing records; and 

e. All records indicating the services available to subscribers of the electronic 
mail addresses and/or individual accounts described above in Secti'on ll(a). 
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f. All stored electronic communications, existing pr.int outs, and ·other f iles 
reflecting communications to or from the above-referenced accounts , including 
electronic communications in electronic storage. 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person or property to be searched) 

Electronic mail stored in account stanfordhawker@yahoo.com, 
controlled by Yahoo! Inc., 701 First Avenue, Building D, 
Sunnyvale, CA 94089 SEARCH WARRANT 

CASE NUMBER: · 08 ..., 4 i 9 _ 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name, description and or location) . 

Electronic mail stored in email account stanfordhawker@yahoo.com, controlled by Yahoo! Inc., 701 First 
Avenue, Building D, Sunnyvale, CA 94089 · 

in the Northern District of California, there is now concealed a certain person or property, namely (describe the person or 
property) 

all information pertaining to this account, including stored data, IP addresses, and electronic mail, descr ibed 
more fully in Attachment A. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concea'led on the person or premises above-described and establish grounds for the 
issuance ofthis warrant. 

YOU ARE HEREBY COMMANDED to search on or before ~~~U<I,o:A.t<IO._~~~""-~--'-/_.z~.__..U=-za ... r'-----
(J (Date) 

(not to exceed W days~person or place named above for the person or property specified, serv ing this warrant 
and making the search Ltf (in the daytime-6:00A.M. to I 0:00 P.M.) 0 (at any time in the day or night as I find 
reasonable cause has been established) and if the person or property be found there to seize same, leaving a copy of 
this warrant and receipt for the person or property taken, and prepare a written inventory of the person or property 
seized and promptly return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

AUG 07 2008 
at Washington, D.C. 

Date and Time Issued, pursuant to the domestic 

i IJ~RTH:on~:J:l(bRCL 
Name and Title of Judicial Officer 

c 

~ a 1 
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~URN 
DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WlTH 

~l1 I '1-DD<l . ~ } ~ I·UX>"i ... ~ '. Lt~S·PM '(&t\tl 00 l. CA'\ fi\ 1 Nut Cot\-0p l iA.V1 <.-c l::.v \SICJV'I 

INVENTORY MADE IN THE PRESENCE OF 'i(t;~QC) \ f.ev'SOVl \" ~ \ - \)ftfD.J R.\ecl-l,l\ 

1 
INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 

On <6 \~ \o~) OY1G ( ') Cl) wa<; f:e: c.. e 'lv:t t~ Bum ~~ov) 
(\,01\ -ll\An "1 1\~ &WAft\ t:W OLUI f i'l\ fV.r MGI-tid!) , fo \ 1'1 c\"' d <- S.M ps Vlo Js, 

tv'\ ~ e-MC~ \ cut 01.1\- V\ -\- ~ :.:>+ttnto n{ \t\OtvJ \Ley @'f~V\DO . LDm · 

CERTIFICATION 

I swear that this inventory is a true and detailed account of the person or property taken by me on the warrant. 

Subscribed, sworn to, and returned before me this date. 

U.YJudge or U.S. Magistrate Judge Date 
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.. 

AO I 06(Rev.S/8S) Affidavit for Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

(Name, address or brief description of person, property, or premises to be searched) 

Electronic mail stored in account kathrynpricefan@ 
yahoo.com, controlled by MSN Hotmail 

APPLICATION AND AFFIDAVIT 
SEARCH WARRANT 

Microsoft Corp., I 065 La Avenida, Building 4, 
Mountainview, CA 94043 

(Further desc -ibed below) 
CASE NUMBER: 

_ _ M'-'-"'a""r,_,lc::.o-'A-"-'-'rr:....:e~d'-'o~n=-=d"-'o'--_______ being duly sworn depose and say: 

0 8- 490-M 

I am a(n) Special Agent with the Federal Bureau of investigation 
(Oflicial Title) 

and have reason to believe 

that (name. description and or location) 

on the proper ty or premises known as emai! account ·a thrynpricefan@hotmail.com, con trolled by MSN 
Hotma il Micr osoft Corp., 1065 L~ Avenida, Buildin., 4, Mounta inview, C A 940~3 

in the Northern District of Ca lifornia, there is now concea led <1 certain person or propertY, namely (describe the person or 

propcnv to be scar,hcd) 

all in formation pertaining to this account, including stored data, IP add r esses, a nd elect ronic mail, 
described more fully in Attachment A. 

wh ich is (state one or more bases for search and seizure set forth under Ru le 4 1(c) of the Federal Ru les of Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, including the use of a weapon of mass 
destruction (anthrax) and the murder and attempt to murder officers and employees of the United 
States, and threats to witnesses to that investigation. 

concerning a violation of Title 18 United States Code United States Code, Section(s) 2332a, 1114, and 
1512{a ){2) . T he facts to support a finding of Probable Cause are as follows : 

SEE ATTACHED AFFIDAVIT HEREIN INCORPORATED BY REFERENCE AS IF FULLY REST TED 
HERE I 

Conl· d on ~he attan:hed _:heet an~e a part hereof. x YES o NO 

h-L\r-Ul./~ 
Rachel arlson Lieber, AUSA ""-e.IA b A ru ~ 
US Attorney's Office, Was hington, DC Signature of Affiant 

(202)202-353 -8055 Marlo Arredondo, Special Agent 
Federal Bureau of Investigation 

Sworn to before mehand subscribed in my presence 

fA: G 0 7 2lll0B 

Name and Title of Judicial Officer 
A093(Rev 5/85)Search Warrant 

0 1 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT Q 8 _ 4 9 Q _ M Q l 
I, Marlo Arredondo, being first duly sworn, hereby depose and state as follows: 

I am a Special Agent of the Federal Bureau of Investigation (FBI) and have been 
so employed for approximately three years. As a Special Agent of the FBI, I am 
investigating a crime involving the dissemination of a Weapon of Mass Destruction 
(anthrax) in violation of Title 18 U.S.C. Sections 2332(a), 1114, and 1512(a) (2). The 
definitions provided herein are based on my knowledge and experience as an FBI 
Agent, and consultations with other criminal investigators. 

This affidavit is respectfully submitted in support of an application for warrants to 
search the following e-mail accounts, pursuant to the domestic terrorism search warrant 
provision found at Rule 41 (b)(3) of the Federal Rules of Criminal Procedure, in that it 
involves a domestic terrorism investigation, pending in the District of Columbia. 

I make this affidavit in support of an application for a search warrant for certain 
accounts controlled by the free web-based electronic mail service provider known as (1 ) 
Yahoo! , Inc. (Yahoo!) , located at 701 First Avenue, Building D, Sunnyvale, California 
94089; (2) America Online, Inc. (AOL) , 2200 AOL Way, Dulles, Vfl. 20166; and (3) MSN 
Hotmaii Microsoft Corp. (M.SN Hotmai!), 1065 La .twenida, Buiiding 4, V1ountain View, 
California 94043. The account~ to be searched at Yahoo! are: 

stanfordhawker@yahoo.com 

The account to be searched at AOL is: 

kingbadger7@aol.com 

-·-------- ------·--
The accounts to be searched at MSN Hotmail is: 

goldenphoenix11 1@hotmail.com 
Kathrvnpricefan@hotmail .com 

These accounts are further described in the following paragraphs and in 
Attachment A. As set forth herein, there is probable cause to believe that a search of 
the aforementioned accounts may result in the collection of evidence relevant to an 
ongoing criminal investigation into the dissemi,nation of a Weapon of Mass Destruction 
(anthrax) through the U.S. mail system in September 2001 and October 2001 in 
violation of Title 18, United States Code, Sections 2332(a) and 11 14, which killed five 
people and infected at least 17 others, and 1into potential additional threats to witnesses 
in connection with that ongoing domestic terrorism investigation, in violation of Title 18, 
United States Code Section 1512(a)(2). 
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Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service 
(hereinafter "Task Force") investigation of the anthrax attacks led to the identification of 
Dr. Bruce Edwards Ivins, an anthrax researcher at the U.S. Army Medical Research 
Institute of Infectious Diseases, Fort Detric'k, Maryland (hereinafter "USAMRIID"), as a 
person necessitating further investigation for several reasons: (1) At the time of the 
attacks, he was the custodian of a large flask of highly purified anthrax spores that 
possess certain genetic mutations identical! to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for hi·s late night 
laboratory work hours around the time of both anthrax mailings; (3) Ivins has claimed 
that he was suffering serious mental health issues in the months preceding the attacks , 
and told a coworker that he had "incredible paranoid, delusional thoughts at times" and 
feared that he might not be able to control his behavior; (4) Ivins is believed to have 
submitted false samples of anthrax from his lab to the FBI for forensic analysis in order 
to mislead investigators; (5) at the time of the attacks, Ivins was under pressure at work 
to assist a !Private company that had lost its FDA approval to produce an anthrax 
vaccine the Army needed for U.S. troops, and which Ivins believed was essential for the 
anthrax program at USAMRIID; and (6) Ivins sent an email to a f 
- a few days before the anthrax attacks warning. that "Bin Laden terrorists for 
sure have anthrax and sarin gas" and have "just decreed death to all Jews and all 
Americans," language similar to the anthrax letters warning "WE HAVE THIS ANTHRAX 
.. . DEATH TO AMERICA ... DEATH TO ISRAEL." 

Factual Backqround 

Over the course of the past few years, Dr. Ivins had become aware that the Task 
Force considered him a person who warranted further investigation in connection with 
the anthrax attacks. He has been interviewed a number of times by law enforcement 
throughout the course of the nearly seven-year investigation, and three times in 2008 
alone, most recently in the presence of his attorney on June 9, 2008. In addition, on 
November 1, 2007, Task Force agents executed search warrants at his residence, his 
office at USAMRIIO, and his vehicles, for evidence linking him to the anthrax attacks, 
and seized a number of items, including numerous 'letters to members of Congress and 
the media, along with handguns. In recent months in particular, he has told co-workers 
and friends that he is a suspect in the investig·ation, even revealing to one friend a few 
weeks ago that his attorney has told him to prepare to be indicted for the anthrax 
attacks. On July 12, 2008, in response to the threats Dr. Ivins had made (described 
further in this affidavit) , a search of Dr. Ivins' house, cars, office, and wallet was 
conducted . Recovered in that search were numerous rounds of ammunition , a bullet 
proof vest. a homemade body armor plate, computers, and other case related items. 
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Over the course of the investigation, Ivins has been known to use at least eight 
email addresses, including the six that are the subject of this affidavit. Based on pen 
register data and other sources, investigators know that email is his most common 
method of communication, sending numerous email messages each week. 
Investigation has further revealed that the anthrax investigation is a common topic of his 
email messages. 

In January 2008, Dr. Ivins admitted to the FBI that he has used the following e-
mail address · kingbadger7, jimmyflathead, and goldenphoenix11 1. Ivins did not 
mention The use of this account was first discovered in a review of Ivins's 
finances. Ivins liste this account on an order he p'laced. Subpoenaed information from 
Yahoo! revealed the fol'lowing user identification for the e-mai'l address: 

Login Name: 
Alternate E-mail Address: 
Name: 
Address : 
Account Created : November 01 , 2006 

Goldenphoenix111 hotmail.com is a known e-mail address for Dr. Ivins, 
however, 
noted 

listed in the account information. It sh 

In February and March of 2008, search warrants were served on al l four of the 
above e-mail accounts. had one e-mail that was not "junk" 
mail ; it read as follows: 

"Subject: Finally! I know Who mailed the anthrax' 
From; l<ingBadger7@aoll.com <KingBadger7@aol.com> 
Date: Fri 7 S :49:0 EDT 
To: 

Hi, 
Yes! es! Yes!!! !!!! I finally know who mailed the anthrax letters in 

the ;;all of 2001 . I've pieced it together! Now we can finally get all of this 
over and done with. I have to check a couple of things to make 
sure .. . absolutely sure ... and then I can turn over info. I' ll probably turn it 
over to my lawyer, and then he'll turn the info over to the authorities. I'm 
not looking forward to everybody getting dragged through the mud, but at 
least it wi ll all be over. Finally! I should have it TOTALLY nailed down 
with in the month . I should :have been a private eye'!' ! 

-bruce" 

3 
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This e-mail is to/from himself. Pen registers have revealed that Ivins frequently 
sends e-mails to himself. In addition, Ivins has sent at least one other email to himself 
that details his opinion of who may have been the anthrax mai.ler. The investigation has 
further revealed that Ivins routinely uses the names and identifiers of other individuals in 
order to disguise his identity. 

Most recently, investigators recovered from his trash a piece of paper in Dr. 
Ivins's handwriting containing. two previously unknown email addresses: 
stanfordhawker@yahoo.com and bruceiv~@yahoo .com, along. with their passwords. 
Subscriber information for stanfordhawker@yahoo.com is Mr. Stanford Hawker, with a 

~a zipcode of 21.702. Subscriber information for bruceiv@yahoo.com is Mr. Bruce I, 
zipcode 21702, alternate email address kingbadg:~r7@aol.com, a known email address 
of Dr. Ivins. · 

In addition, the investigation has revealed Ivins's use of the name "bruceivi." An 
internet search of "bruceivi" revealed postings on You Tube with the screen name, 
"bruceivi ." The dialogue was in reference to the reality TV show, The Mole, Season 1, 
Episode 7, part 4, referencing Kathryn Price, the winner of that season . Ms. Price 
attended college at the University of Kansas- mascot the Jayhawks- and law school 
at Stanford University, the likely source of "StanfordHawker." This was discovered on 
j uly 15, 2008, and ali the postings had the time frame of "~ week ago." They are as 
follows : 

"bruceivi ( 1 week ago) 

Steve had a .great chance to Kill Kathryn that would go down as the 
primo moment in reality liV. After the fake fainting he'd say, 'Kathryn, do 
you know what a mole is? It's a blind useless animal that humans hate. 
And do you know what we do to moles? We kill them!' 

bruceivi (1 week ago) 

\lVith that he should have taken the hatchet and brougtlt rt aown 
hard and sharply across her neck, severing her carotid artery and jugular 
vein. Then when she hits the ground, he completes the task on the other 
side of the neck, severing her trachea as well. The 'Blind' mole is dead 
and Steve is a hero among heroes! I personally would have paid big 
money to have doe it myself. 

bruceivi (1 week ago) 

Maybe something rea1·1y dreadful will happen to Kathryn Price. If 
so, she will richly deserve it! The least someone could do would be to 
take a sharp barlpoint pin or letter opener and put her eyes out, to 
complete the task of making her a true mole!" 
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On July 9, 2008, approximately the same time as the above posting, Ivins 
attended a group therapy session in Frederick, Maryland, hosted by a licensed Clinica11 

Social Wor~~er, where he was later described as agitated, angry, and hostile. Ivins 
stated that he had been walking around the "ghetto" areas of Frederick late at night 
hoping that someone would try to hurt him so that he could stab them with a sharp 
writing pen, similar to his Youtube posting. Ivins had the pen with him and made the 
social worker feel it. 

Moslr importanUy, at this same meeting, Ivins stated that he was a suspect in the 
anthrax investigation and that he was angry at the investigators, the government, and 
the system in general. He said he was not going to face the death penalty, but instead 
had a plan to kilrl co-workers and other individuals who had wronged him. He said he 
had a bullet-proof vest, and a list of co-workers, and added that he was going to obtain 
a Glock firearm from his son within the next day, because federal agents are watching 
him and he could not obtain a weapon on his own. Based on these statements, the 
Social Worker called the Frederick, Maryland, police department, and they took custody 
of Bruce Edwards Ivins on Thursday, July 10, 2008, for a forensic evaluation at 
Frederick Memorial Hospital. Ivins was then sent to Sheppard Pratt Health Systems in 
Towson, Maryland, for further evaluation, where he remained until on or about 
Thursday, July 24, 2008 , when he was released. 

Upon his release from Sheppard Pratt Health Systems, Ivins went to the 
Frederick Public Library ·in Frederick, Maryland, where he was observed using a stand
alone computer terminal . He visited the web-site www.anthraxinvestigation.com , a web 
site dedicated to the investigation of the Fall 2001 anthrax attacks. He also ut il ized 
email on that terminal. Ivins left the library. and went home in the evening of Thursday, 
July 24, 2008., and wasn 't seen again, though he was under 24-hour surveillance. At 
approximately 1:115 a.m., on Sund July 26, 2008, paramedics were summoned to the 
Ivins residence, located at Frederick, Maryland, because he was 
unconscious. He was taken to Frederick rial Hospital, where he remained in 
critical condition due to an overdose of Tylenol and Valium, until he died on Tuesday, 
July 29. 2008. 

In the early morning hours of July 31 , 2008, investigators conducted a search of 
the trash outside the Ivins residence. Among other items of interest, they recovered a 
hand-written list in Ivins's handwriting, with the following information: 
letters@washingtonpost.com, le_tters@baltimoresun.com, www.cardin.senate.gov, 
www.mikulski.senate.gov, and www.bartlett.house.gov. They also recovered notes 
Ivins had made while at Sheppard Pratt in Towson, Maryland, in which he detailed 
various stressors in his life, including that he was facing possible 'incarceration. Finally, 
they recovered a note in Ivins's handwriting with a previously-unknown email add 
kath ·cefan hotmaiL a·l assword to that account 

nd the following info 
ress). nts logged 1nto that account and saw an email 

from Ivins to Kathryn Prioe, dated July ,8, 2008 , in which he stated: 
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Dear Ms. Price, I am very.sorry to bother you, but I wanted to ask you if 
you are the same Kathryn Price that starred in the Mole realtity TV 
series. I've been a fan of yours/hers since then, and I wondered if you 
are going to have any public appearances where people could meet 
you [possibly a book signing?] and get your autograph. If you are a 
different Kathryn Price, I sincerely apologize. I look forward to a reply 
of s.ome kind. Thank you very much!!!! Cindy Wood 

The Task Force submits that a search of the Subject e-mail1 accounts may reveal 
documentary evidence that will assist the investigation into these threats to witnesses 
related to the anthrax investigation, including any plans that Dr. Ivins may have set in 
motion prior to his death. It bears emphasis that there was a nearly orie-month gap 
between t e time that the anthrax letters were mailed and the fi rst letter was discovered . 
In addition, a search of the subject email accounts may reveal statements by Dr. Ivins 
concerning the anthrax attacks which would further the investigation into those _flttacks. 
The search is for any wraings identifying a plan to kill witnesses or names of intended 
victims, any statements regarding the anthrax attacks, or any other relevant documents 
and/or notes, as more fully described in the Attachment to this affidavit. 

Conclusion 

Based on the foregoing , I submit that there is probable cause to believe that a 
search of the Subject e-mail accounts may result in collecbon of evidence relevant to 
the investigation of threats to witnesses i'n, and obstruction of, the investigation into the 
dissemination of a weapon of mass destruction (anthrax) through the U S. mail system 
in September and October 2001 in violation of 18 U.S.C., Sections 1512(a)(2), 2332a 
and 1114. Specifically, there is probable cause to believe that a search of the Subject 
e-mail accounts as described in the Attachment to this affidavit, may reveal writings 
identifying a plan to kill witnesses, names of intended victims, photographs, and other 
relevant documents, along with statements regarding the anthrax attacks themselves .. 

Because this affidavit is part of an ongoing investigation that would be 
jeopardized by premature disdosure of information, I further request that this Affidavit, 
the accompanying Order, and other related documents be filed under seal until further 
order of the Court. 

The statements contained in this Affidavit are based in part on information 
provided by FBI Special Agents and U.S. Postal Inspectors, on observations made by 
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ATTACHMENT A 

I. Search Procedure 

a. These search warrants wil l be presented to MSN Hotmail personnel by 
law enforcement agents. MSN Hotmail personnel wilt be directed to isolate those 
accounts and files described in Section 1.1 below; 

b. 'In order to minimize any disruption of computer service to innocent 
third parties, MSN Hotmail employees will create exact duplicates of the 
computer accounts and files described in Section It below, including an exact 
duplicate of all information stored in the computer accounts and files described 
therein : 

c. MSN Hotmai! employees will provide the exact duplicates in electronic 
form of the accounts and files described in Section II below and all information 
stored in those accounts and files to taw enforcement agents who need no~ be 
p1esen~ during the du:pl.icatior: of the fi.les; 

a. Ali eiectron ic mail stored anc: presentiy conta.inec in , o; on behalf of, 
t" e following eiectron ic mail addresses anci/or indivtdual accounts 

goidenphoenixi 1 'i@hotmail.com 
kathrynpri.cefan@hotmai! .com 

b. All existin9 printouts from original storage of all of the electronic mail 
described above in Section l1l(a); 

c. All transactional information of all activity of the e lectronic mail 
addresses and/or individual accounts described above in Section ll(a), including 
log .c"- ·- d~~e~ ~ :me- m-~'--...1- o.c ~-----~:n- --...+s ' 0 a~rlr~s~ ......... rl l.al ups Ill~:.:> , dl ::::> , ll I ::::> , I "IC::li IUU:::> I IJUIIIICI.Jlll ~ ' J-IUil 1 II uu C ;:>c; ;:, , U - 1 

and/or locations ; 

d. All business records and subscriber information , in any form kept , 
pertaining to the electronic mail addresses and/or individual accounts described 
above Section llr(a), including applications, subscribers' full names, all screen 
names associated wit the subscribers and/or accounts, all account names 
associated with the subscribers , methods of payment, telephone numbers, 
addresses, and detailed billing records; and 

e. A ll records indicating the services available to subscribers of the 
electronic mail addresses and/or ind ividual accounts described above in Section 
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f_ All stored electronic communications, existing print outs, and other fi les 
reflecting communications to or from the above-referenced accounts , including 
electronic communications in electronic storage_ 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person or property to be searched) 

Electronic mail stored in account kathrynpricefan@hotmail 
.com, controlled by MSN Hotmaill Microsoft Corp., 1065 
La Avenida, Building 4, Mountainview, CA 94043 SEARCH WARRANT 

CASE NUMBER: 

08-4 9 0- M 01 
TO: Marlo Arredondo and any Authorized Officer of the United States 

Aftidavit(s) having been made before me by Specia'l Agent Marlo Arredondo who has reason to believe that 
(name, description and or location) 

Electronic mail stored in account kathrynpricefan@hotmail.com, controliled by MSN Hotmail Microsoft 
Corp., 1065 La Avenida, Building 4, Mountainview, CA 94043 

in the Northern District of California, there is now concealed a certain person or property, namely (describe the person or 
property) 

a ll in for mation pertaining to this account, inc.luding stored data, IP addresses, and electronic mail, described 
more fully in Attach ment A. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the 
issuance of this warrant. 

YOU ARE H EREBY COMMANDED to search on or before ----fk~~-'-;:~...,~""'~:..--......__._f_].L-.L,-~ _ _.f"--_ 
IJ{Date) · 

(not to exceed 10 days)J..1711erson or place named above for the person or property specified, serving this warrant 

and making the search~ (in the daytime-6:00A.M. to 10:00 P.M.) D (at any time in the day or night as l find 
reasonable cause has been established) and if the person or property be found there to seize same, leaving a copy of 
this warrant and receipt for the person or property taken, and prepare a written inventory of the person or property 
seized and prorn,.Dtly return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by ,Jaw. 

A G 7 ZODB 
at Washington, D.C. 

Name and Title of Judicial Officer 
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I ' 

~URN 0~- Llli 0- M. V l 
DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED I COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WlTH 

<6) / / 2{)()<6 ~~~ f zo~ . i ', tJJ "Pt-A €T MSN C~~tocl;t\-n of ~tortl<; 

INYENToRvMADEINTHEPREsENcEoF fv\.SN r\o·hW.t\ ~ ~sonoet _ A'<YttVltJter- "{~.p 

fNVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 

bf\ ~t~ fag } o'1'1~ (l) e.,o ~nuuniY'~ M.SrJ t\i>t~\ {).L(D\,u~r 
\ n hf fY\ll h (,\1\ ~ "' 1 ~ e ·-~ \ ClCLO\,u'\ tr K~t\'h ~Yl pr I u: fttn ~ hotm~ I· tbl'~> 
Qi\,rl ~u\tlef\ ~Y\o.en·,'( t l\ ~ ~t~\ . tom, \f\Jc~.-c; r.cL-(\v(cl . 

M.SN t-\o\fi'\li\ ~A Gllt~ +o \)fiN\~.( 4\1\.e.r \ {\-fof~CJV) 0¥\ 

m ltq l cr~> ~tl o:6 ) u ) ~ j however) -kGV\ n·, Lll- \~V\.<'S. vJ ·,~ -\tA.<.

J...Mtf\.., ~'ft·\Ji if\-\( tt ~ot;.l.. feN\ evvs . 

CERTIFICATION 

I swear that this inventory is a true and detailed account of the person or property taken by me on the warrant. 

Subscribed, sworn to, and returned before me this date. 

~"7~s~ Date 
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A0106(Rev.5/85) Affidavit for Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRJCT OF COLUMBIA 

In the Maner of the Search of 

(Name, address or brief description of person, property, or premises to be searched) 

Electronic mail stored in account goldenphoenix Ill@ 
yahoo.com, controlled by MSN Hotmail 

APPLICATION AND AFFIDAVIT 
SEARCH WARRANT 

Microsoft Corp., 1065 La Avenida, Building 4, 
Mountainview, CA 94043 

(Further described below) 
CASE NUMBER: 

· l _ _,_,M-"a"'r,_,l~o_,_A-'-r'-'r'-'e'-"d~o'""n~d~o'--_______ being duly sworn depose and say: 

I am a(n) Special Agent with the Federai Bureau of Investigation 
(Official Title) 

and have reason to believe 

that (name, de:;cnption and or location) 

on the proper or premises known as ema il account goldenphoenix! f.l@hotmai!.com, controlled by MSN 
Hotn1aH Microsoft Cor p .. , 1065 La Avcnida, Building 4, I\1 ount8inviev~,. , C P. .. 94043 

in the Northern District of Cal iforni a, there is now concea'led a certain person or property, namely (do,;cnbc the person or 

propertv tu be searched ) 

all information perta in ing t this account, including stored data , IP addresses, a nd elect ronic mail, 
descr ibed more fully in Attachment A. 

which is (state one or more bases for search and seizure set forth under Rule 41 (c) of the Federal Rules of' Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, including the use o f a wea pon of mass 
destruction (anthrax) and the murder and attempt to murder officers and employees of t h United 
States, and threats to witnesses to that investigation. 

concerning a violation of Title 18 United States Code United States Code, Section(s) 2332a, 1114, a nd 
1512(a)(2) . The facts to support a finding of Probable Cause are as follows: 

SEE ATTACHED AFFIDAVIT HERE TN TN CORPORA TED BY REFERENCE AS IF FULLY REST A TED 

~:~~~ereof. 
Rac~~ebe~ 

X YES 0 NO 

US Attorney 's Office, Washington, DC 
(202)202-353-8055 

Name and Title of Judicial Offi cer 
A093 Rev 5/85)Search Warrant 

Signature of Affiant 

Marlo Arredondo, Special Agent 
Federal Bureau of Investigation 

at Was~.~ (Pursuant to the domestic terrorism search l Warrant provisions of Rule 4 1 (b)(3)) 

JUDGE ROYCE C. LAm1Btf.l ~~~. 
Signature or Judicial Off1 cer 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT oB-49z·-M 
I, Marla Arredondo, being first duly sworn , hereby depose and state as fo llows: 

I am a Special Agent of the Federal Bureau of Investigation (FBI) and have been 
so employed for approximate.ly three years. As a Special Agent of the FBI, I am 
investigating a crime involving the dissemination of a Weapon of Mass Destruction 
(anthrax) in violation of Title 18 U.S.C. Sections 2332(a), 1114, and 1512(a) (2). The 
definitions provided herein are based on my knowl'edge and experience as an FBI 
Agent, and consultations with other criminal investig.ators. 

This affidavit is respectfully submitted in support of an application for warrants to 
search the following e-mail accounts, pursuant to the domestic terrorism search warrant 
provision found at Rule 41 (b)(3) of the Federal Rules of Criminal Procedure , in that it 
involves a domestic terrorism ·investigation, pending in the District of Columbia. 

I make this affidavit in support of an application for a search warrant fo r certain 
accounts controlled by the free web-based electronic mai! service provider known as (1) 
Yahoo!, Inc. (Yahoo!) , located at 701 First Avenue , Building 0, Sunnyvale , California 
94089; (2) Ameri~a Online, Inc. (AOL), 2200 AOL \Nay, Dulles, VA 20166; and (3) fVlSN 
Hotmai: lfvlicrosoft Corp. (MSN Hotmaii), !06~ L..a Avenida , Building 4, Mounta in View, 
Californ ia 94043. The accounts to be searched at Yahoo! are: 

stanfordhawker@yahoo.corn 

The account to be searched at AOL is: 

kingbadger7@aol.com 

The accounts to be searched at' MSN Hotmail is: 

goldenphoenix111@hotmail.com 
Kathrvnpricefan@hotmaiLcom 

These accounts are further described in the following paragraphs and in 
Attachment A. As set forth herein, there is probable cause to believe that a search of 
the aforementioned accounts may result .in the conection of evidence relevant to an 
ongoing criminal investigation into the dissemination of a Weapon of Mass Destruction 
(anthrax) through the U.S . mail system in September 2001 and October 2001 in 
violation of Title 18, United States Code, Sections 2332(a) and 1114, which killed five 
people and infected at least 17 others, and into potential additional threats to witnesses 
in connection with that ongoing domestic terrorism investigation, in violation of Title 18, 
United States Code Section 1512(a)(2). 

0 1 
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Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service 
(hereinafter "Task Force") investigation of the anthrax attacks led to the identification of 
Dr. Bruce Edwards Ivins. an anthrax researcher at the U.S. Army Medical Research 
Institute of Infectious Diseases, Fort Detrick, Maryland (hereinafter "USAMRIID"), as a 
person necessitating further investigation for several reasons: (1) At the time of the 
attacks, he was the custodian of a large flask of highly purified anthrax spores that 
possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night 
laboratory work hours around the time of both anthrax mailings; (3) Ivins has claimed 
that he was suffering serious mental health issues in the months preceding the attacks, 
and told a coworker that he had "incredible paranoid, delusional thoughts at times" and 
feared that he might not be able to control his behavior; (4) Ivins is believed to have 
submitted false samples of anthrax from his lab to the FBI for forensic analysis in order 
to mislead investigators; (5) at the time of the attacks. Ivins was under pressure at work 
to assist a private company that had l1ost its FDA approval to produce an anthrax 
vaccine the Army needed for U.S. troops, and which Ivins believed was essential for the 
anthrax program at USAMRIID; and (6) Ivins sent an email to a frie 
- a few days before the anthrax attacks warning. that "Bin Laden terrorists for 
sure have anthrax and sarin gas" and have "just decreed death to all Jews and all 
Americans," language similar to the anthrax letters warning "WE HAVE TH IS ANTHRAX 
... DEATH TO AMERICA ... DEATH TO ISRAEL." 

Factual Background 

Over the course of the past few years, Dr. Ivins had become aware that the Task 
Force considered him a person who warranted further investigation in connection with 
the anthrax attacks. He has been interviewed a number of times by law enforcement 
throughout the course of the nearly seven-year investigation, and three times in 2008 
alone, most recently in the presence of his attorney on June 9, 2008 . In addition. on 
November 1, 2007, Task Force agents executed search warrants at his residence, his 
office at USAMRIID, and his vehicles, for evidence linking him to the anthrax attacks, 
and seized a number of items, including numerous letters to members of Congress and 
the media, along with handguns. In recent months in particular, he has told co-workers 
and friends that he is a suspect in the investigation, even revealing to one friend a few 
weeks ago that his attorney has told him to prepare to be indicted for the anthrax 
attacks. On July 12, 2008, in response to the threats Dr. l:vins had made (described 
further in this affidavit) , a search of Dr. Ivins' house, cars , office, and wallet was 
conducted. Recovered in that search were numerous rounds of ammunition, a bullet 
proof vest. a homemade body armor plate, computers , and other case related items. 

2 
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Over the course of the investigation, Ivins has been known to use at least eight 
email addresses, including the six that are the subject of this affidavit. Based on pen 
register data and other sources, investigators know that email is his most common 
method of communication, sending numerous email messages each week. 
Investigation has further revealed that the anthrax investigation is a common topic of his 
email messages. 

In January 2008, Dr. Ivins admitted to the FBI that he has used the following e-
mail add · kingbadger7, jimmyflathead, and goldenphoenix111 . Ivins did not 
menf The use of this account was first discovered in a review of Ivins's 
finances. Ivins li . this account on an order he placed. Subpoenaed information from 
Yahoo! revealed the following user identification for the e-mail address: 

Login Name: 
Alternate E-mail Address: 
Name: 
Address: 
Account Created: 

Goldenphoenix 111 hotmail.com is a known e-mail address for Dr. Ivins, 
however, t 
noted th 

listed in the account information. It s 

lln February and March of 2008, search warrants were served on all four of the 
above e-mail accounts. had one e-mail that was not "junk" 
mail; it read as follows: 

"Subject· Finally~ l1 know Who mailed the ant1hrax! 
From: KingBadger7@aol.com <KingBadger7@aol.com> 
Date: Fri 7 7 17:49: 1 EDT 
To: 

Hi, 
Yes! es! Yes!!!! '!!! I finallly know who mailed the anthrax letters in 

the fall of 2001. I've pieced it together! Now we can finally get all of this 
over and done with . 11 have to check a couple of things to make 
sure ... absolutely sure ... and then I can turn over info. I'll probably turn it 
over to my lawyer, and then he'll turn the info over to the authorities. I'm 
not looking forward to everybody getting dragged through the mud, but at 
least it will all be over. Finally! I should have it TOTAI_L Y nailed down 
within the month . I should have been a private eye!!! I 

-bruce" 
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This e-mail is to/from himself. Pen registers have revealed that Ivins frequently 
sends e-mails to himself: In addition, Ivins has sent at least one other email to himself 
that details his opinion of who may have been the anthrax mailer. The investigation has 
further reveal'ed that Ivins routinely uses the names and identifiers of other individuals in 
order to disguise his identity. 

Most recently, investigators recovered from his trash a piece of paper in Dr. 
Ivins's handwriting containing two previousl,y unknown email addresses: 
stanfordhawker@yahoo.com and bruceiv@yahoo.com, along with their passwords. 
Subscriber information for stanfordhawker@yahoo.com is Mr. Stanford Hawker, with a 
a zipcode of 21:702. Subscriber information for bruceiv@yahoo.com is Mr. Bruce I, 
zipcode 21702, alternate email address kingbadqer7@aol.com, a known email address 
of Dr. Ivins. 

· In addition, the investigation has revealed Ivins's use of the name "bruceivi." An 
internet search of "bruceivi" revealed postings on You Tube with the screen name, 
"bruceivi." The dialogue was in reference to the reality TV show, The Mole, Season 1, 
Episode 7, part 4, referencing Kathryn Price, the winner of that season . Ms. Price 
attended college at the University of Kansas- mascot the Jayhawks - and law school 
at Stanford University, the likely source of "StanfordHawker." This was discovered on 
July 15, 2008, and ali the postings had the time frame of "i wee~~ ago." They are as 
follows: 

"bruceivi (1 week ago) 

Steve had a .great chance to Kill Kathryn that would go down as the 
primo moment in reality TV. After the fake fainting .he'd say, 'Kathryn, do 
you know what a mole is? It's a blind useless animal that humans hate. 
And do you know what we do to moles? We kill them!' 

bruceivi (1 week ago) 

-------------- -- - - - -- -- -- . a -
VVith that he should have taken the hatchet and brougnt 1t own 

hard and sharply across her neck, severing her carotid artery and jugular 
vein. Then when she hits the ground, he completes the task on the other 
side of the neck, severing her trachea as well . The 'Blind' mole is dead 
and Steve is a hero among heroes! I personally would have paid big 
money to have doe it myself. 

bruceivi ( 1 week ago) 

Maybe something really dreadful will happen to Kathryn Price. If 
so, she will richly deserve it! The least someone could do would be to 
take a sharp ballpoint pin or tetter opener and put her eyes out, to 
complete the task of making her a true mole!" 
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• 
' 

On July 9, 2008, approximately the same time as the above posting, Ivins 
attended a group therapy session in Frederick, Maryland, hosted by a licensed Clinical 
Social Worker, where he was later described as agitated, angry, and hostile. Ivins 
stated that he had been walking around the "ghetto" areas of Frederick late at night 
hoping that someone would try to hurt him so that he could stab them with a sharp 
writing pen, similar to his Youtube posting. Ivins had the pen with him and made the 
social worker feel it. 

Most importantly, at this same meeting, Ivins stated that he was a suspect in the 
anthrax investigation and that he was angry at the investigators, the government, and 
the system in general. He said he was not going to face the death penalty, but instead 
had a plan to kill co-workers and other individuals who had wronged him. He said he 
had a bullet-proof vest, and a list of co-workers , and added that he was going to obtain 
a Glock firearm from his son within the next day, because federal agents are watching 
him and he could not obtain a weapon on his own. Based on these statements, the 
Social Worker called the Frederi.ck, Maryland, police department, and they took custody 
of Bruce Edwards Ivins on Thursday, July 10, 2008 , for a forensic evaluation at 
Frederick Memorial Hospital. Ivins was then sent to Sheppard Pratt Health Systems in 
Towson, Maryland , for further evaluation, where he remained until on or about 
Thursday, July 24, 2008, when he was released. 

Upon his release from Sheppard Pratt Health Systems, Ivins went to the 
Frederick Public Library in Frederick, Maryland , where he was observed using a stand
alone computer terminal. He visited the web-site www anthraxinvestigation.com, a web 
site dedicated to the investigation of the Fall 2001 anthrax attacks. He also util ized 
email on that terminal . Ivins left the library, and went home in the evening of Thursday, 
July 24, 2008., and wasn't seen again, though he was under 24-hour surveillance. At 
approximate,ly 1:15 a.m., on Sund Ju 26, 2008, paramed ics were summoned to the 
Ivins residence, located at Frederick, Maryland, because he was 
unconscious. He was taken to Frederick emorial Hospita'l, where he remained in 
critical condition due to an overdose of Tylenol and Valium, until he died on Tuesday, 
July 29, 2008. 

In the early morning hours of July 31 , 2008, investigators conducted a search of 
the trash outside the Ivins residence. Among other items of interest, they recovered a 
hand-written list in lvi1ns's handwriting, with the fol'lowing information: 
letters@washingtonpost.com, letters@baltimoresun.com, www.cardin .senate.gov, 
www.mikulski.senate.gov, and www.bartlett.house.gov. They also recovered notes 
Ivins had made while at Sheppard Pratt in Towson, Maryland , in which he detailed 
various stressors in his life, including that he was facing possible incarceration. Finally, 
they recovered a note in .Ivins's handwriting with a previously-unknown email address: 
kathrynpricefan@hotmail .com, alo with the sword to that account 

, and the following i on: 
ged into that account and saw an email 

from Ivins to Kathryn Price, dated July ,8, 2008, in which he stated : 

5 
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Dear Ms. Price, I am very sorry to bother you , but I wanted to ask you if 
you are the same Kathryn Price that starred in the Mole reality TV 
series. I've been a fan of yours/hers since then, and I wondered if you 
are going to have any public appearances where people could meet 
you [possibly a book signing?] and get your autograph. If you are a 
different Kathryn Price, I sincerely apologize. I look forward to a reply 
of some kind . Thank you very much!!'!! Cindy Wood 

The Task Force submits that a search of the Subject e-mail accounts may reveal 
documentary evidence that wi!ll assist the investigation into these threats to witnesses 
related to the anthrax investigation, including any plans that Dr. Ivins may have set in 
motion prior to his death . It bears emphasis that there was a nearily orie-month gap 
between the time that the anthrax letters were mailed and the first letter was discovered . 
In addition, a search of the subject email accounts may reveal statements by Dr. Ivins 
concerning the anthrax attacks which would further the investigation into those "attacks. 
The search is for any writings identifying a plan to kill witnesses or names of intended 
vict ims, any statements regarding the anthrax attacks, or any other rel·evant documents 
and/or notes, as more fully described in the Attachment to this affidavit. 

Conclusion 

Based on the foregoing , I submit that there is probable cause to believe that a 
search of the Subject e-mail accounts may result in collection of evidence relevant to 
the investigation of threats to witnesses in, and obstruction of, the investigation into the 
dissemination of a weapon of mass destruction (anthrax) through the U.S. mail system 
in September and October 2001 in violation of 11 8 U.S.C , Sections 1512(a)(2), 2332a 
and 11 14. Specifically, there is probable cause to believe that a search of the Subject 
e-mail accounts as described in the Attachment to this affidavit, may reveal writings 
identifying a plan to kill witnesses, names of intended victims, photographs, and other 
relevant documents, along with statements reg·arding the anthrax attacks themselves .. 

Because th.is affidavit is part of an ongoing1 investigation that would be 
jeopardized by premature disclosure of information, I further request that this Affidavit, 
the accompanying Order, and other rellated documents be filed under seal until further 
order of the Court. 

The statements contained in this Affidavit are based in part on information 
provided by FBI Special Agents and U.S. Postal Inspectors , on observations made by 
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law enforcement agents, and on my experience and background as a FBI Special 
Agent. 11 have not included each and every fact known to me concerning this 
investigation. I have set forth onl'y the facts that I believe are necessary to establish the 
necessary foundation for the search warrant. 

AUG, ~ zane 
Sworn to before me this 
___ day of ________ _ 

:;l"fl c,t-<tp-
'·tiDGE RO' - · g 

u .s . MAGisnf~ :isUnmERF:~ -
united States District Court ' .
for the District of Columbia 

13)(.::ti[L' , . ..)"' L ·- ~ -.-

MARLO ARREDONDO 
Special Agent 
Federal' Bureau of Investigation 

7 
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ATTACHMENT A 

I. Search Procedure 

a. These search warrants will be presented to MSN Hotmail personnel by 
law enforcement agents. MSN Hotmail personnel wil'l be directed to isolate those 
accounts and fi les described in Section II below; 

b. In order to minimize any disruption of computer service to innocent 
third parties, MSN Hotmail employees will create exact duplicates of the 
computer accounts and files described in Section II below, including an exact 
duplicate of all information stored in the computer accounts and files described 
therein: 

c. MSN Hotmail employees will provide the exact duplicates in electronic 
form of the accounts and files described in Section II below and all information 
stored in those accounts and fi1les to law enforcement agents who need not be 
present during the duplication of the files; 

II. Files and Accounts to be Copied by MSN Hotmail Employees 

a. All electronic mail stored and presently contained in, or on behalf of, 
the following electr~nic mai1l addresses and/or individual accounts: 

goldenphoenix111 @hotmail.com 
kathrynpricefan@hotmail.com 

b. All existing printouts from original storage of all1 of the electronic mail 
described above in Section ll(a); 

c. All transactional information of all activity of the electronic mail 
addresses and/or individual accounts described above in Section ll(a) , including 
-log-files; dates~times~-methods-efconnectin~. ports, IP addresses, dial-ups, 
and/or locations; 

d. All business records and subscriber information, in any form kept, 
pertaining to the electronic mail' addresses and/or individual accounts described 
above Section ll (a), induding applications, subscribers' full names, all screen 
names associated wit the subscribers and/or accounts, all account names 
associated with the subscribers, methods of payment, te·lephone numbers, 
addresses, and detailed billing records; and 

e. All records indicating the services available to subscribers of the 
electronic mail addresses and/or individual accounts described above in Section 
ll(a). 
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f. All stored electronic communications, existing print outs , and other files 
reflecting communications to or from the above-referenced accounts, including 
electronic communications in electronic storage. 
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UNITED STATES DISTRICT COURT 
FORTH£ DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, addre;s or brief description of person or property to be searched) 

Electronic mail stored in account goldenphoenixlll@hotmail 
.com, controlled by MSN Hotmail Microsoft Corp., 1065 

_!:a Avenida, Building 4, Mountainview, CA 94043 SEARCH WARRANT 

CASE NUMBER: .0 <6 _ L.fli ;. _ M 0 \ 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name, description and or location) 

Electronic mail stored in account goldenphoenixlll@hotmaif.com, controlled by MSN Hotmail Microsoft 
Corp., 1065 La Avenida, Bui'lding 4, Mountainview, CA 94043 

in the Northern District of California, there is now concealed a certain person or property, namely (describe the person or 
property) 

all in formation pertaining to this account, including stored data, IP addresses, and electronic mail, described 
more fully in Attachment A. 

I am satisfied that the affidavits(s) and any recorded testimony estab lish probable cause to be lieve that the person 'or 
property so described is now concealed on the person or premises above-described and establish grounds for the 
issuance of tb is warrant. 

YOU ARE HEREBY COMMANDED to search on or before ---~--TI""""'..,o......._j/.___,7f-w'-' _UJ __ o_t::oL._ _ _ _ 
(Dale) - . 

(not to exceed I 0 days)~ person or place named above for the perso.n or property specified, serving this warrant 

and making the search~ (in the daytime- 6:00 A.M. to I 0:00P.M.) 0 (at any time in the day or night as I find 
reasonable cause has been established) and if the person or property be found there to seize same, leaving a copy of 
this warrant and receipt for the person or property taken, and prepare a written inventory of the person or property 
seized and promptly return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

at Washington, D.C. 

-
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--RETuRN ['Jb- Wit.- M Dl 
DATE WARRANT RECEIVED I DATE AND TIME WARRANT EXECUTED COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WlTH 

~ 111 '20~ ~ ~~ IU>C~ . 4< lf:J PM.£\ M.GN &t~fociittVl at ~-c:..on{c; 

INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 

On C6 \9-tt l w ; Or\.e- ( \) co wn-m;\ n·mcj fv\SN r\v+mw \ (A.i( D\..u"\ t-

.1 n.{Q'f MQ •. A-\M tor ~ .c·~~, \ CX.l( 0\.l"'t sb \de\1 p\1oen\x ll\ @.V\otrvtcit \.COM 

elM ko.,·\Vw'"IY\ ~ (q,{. fun e. V\~t\ .tO'f{) ) was '(.e.L~l\/e c~ . 

'tJ\9'-l ~ \ (.4 a o.J\~VYL\o+ to ffDV·~tt-l -W\<, I n·A> ( "f'V'tVf.On o-n 

q ltt=t( O<i< tu'\cl ~) z.t I o~ ) h bweAJ.ev l {(:c.L1ni c~ ·,ssvU--'; v.ir\"tll ~ 

~ rf€.,\J.eV\ kd ~1oc;e. f<:V~ .GWS . 

CERTIFICATION 

I swear that this inventory is a true and detailed account oftbe person or property taken by me on the warrant. 

Subscribed, sworn to, and returned before me this date. 

~.~;u~ 
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AO I 06(Rev.5/85) Affidavit for Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person, property, or premises to be searched) 

Electronic mail stored in account kingbadger@ 
aol.com, controlled by American Online, Inc. (" AOL"), 
2200 AOL Way, Dulles, Virginia 20166 

APPLICATION AND AFFIDAVIT 
SEARCH WARRANT 

CASE NUMBER: 
(Further described below) 

_ _:.:.M...,a""r'-'l.,.o..!.A_,_r,_,r,_,e"'d'-"o'-'-n'-"d'-"o'-------~-being duly sworn depose and say: 

I am a(n) Special Agent with the Federal Bureau of Investigation 
(Offi cial Title) 

that (name, description and or location) 

and have reason to believe 

on the property or premises known as email account kingbadger@aol.com, controlled by America O nline, 
Inc. {"AOL"), 2200 AOL Way, Dulles, Virginia 20166 

in the Northern District of Virginia, there is now concealed a certain person or property, namely (describe the person or 

propeny to be searched) 

all informa tion pertaining to this account, including stored data, IP addresses, and electronic mail, 
described more fully in Attachment A. 

which is (state one or more bases fo r se.arch and seizure set forth under Rule 41 (c) of the Federal Rules of Cri minal Procedure) 

evidence relevant to the commission of an act of terrorism, including the use of a weapon of mass 
destruction (anthrax) and the murder and attempt to murder officers and employees of the United 
States, and threats to witnesses to that investigation. 

concerning a violation of Title 18 United States Code United States Code, Section{s) 2332a, 1114, and 
1 512(a)(2) . The facts to suppor:t a finding of Probable Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREfN IN CORPORA TED BY REFERENCE AS IF FULLY RESTATED 
HEREIN 

Continued on the attached sheet and made a part hereof x YES 0 NO 

R.khei ~arlson Lieber, AUSA 
US Attorney's Office, Washington, DC 
(202)202-353-8055 

Signature of Aftiant 

Marlo Arredondo, Special Agent 
Federal Bureau of Investigation 
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B--493 - -a1 
AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Mario Arredondo, being first duly sworn, hereby depose and state as follows: 

I am a Special Agent of the Federal Bureau of Investigation (FBI) and have been 
so employed for approximately three years. As a Special Agent of the FBI , I am 
investigating a crime invo'lving the dissemination of a Weapon of Mass Destruction 
(anthrax) in violation of Title 18 U.S.C. Sections 2332(a), 11.14, and 1512(a) (2). The 
definitions provided herein are based on my knowl·edge and experience as an FBI 
Agent, and consultations with other criminal investigators. 

This affidavit is respectfully submitted in support of an application for warrants to 
search the foll'owing e-mail accounts, pursuant to the domestic terrorism search warrant 
provision found at Rule 41 (b)(3) of the Federal Rul.es of Criminal Procedure, in that it 
involves a domestic terrorism investig·ation, pending in the District of Columbia . 

. 1 make this affidavit in support of an application for a search warrant for certain 
accounts controlled by the free web-based el'ectronic mail service provider known as (1) 
Yahoo!, Inc. (Yahoo!), located at 701 First Avenue, Building D, Sunnyvale, California 
94089; (2) America Online, Inc. (AOL), 2200 AOL Way, Dunes, VA 20166; and (3) MSN 
Hotmail Microsoft Corp. (MSN Hotmail), 1065 La Avenida, Building 4, Mountain View, 
California 94043. The accounts to be searched at Yahoo! are: 

stanfordhawker@yahoo.com 

The account to be searched at AOL is: 

kingbadger7@aol.com 

The accounts to be searched at MSN Hotmail is: 

goldenphoenix111@hotmail.com 
Kathrvnpricefan@hotmail.com 

These accounts are further described in the following paragraphs and in 
Attachment A. As set forth herein, there is probable cause to believe that a search of 
the aforementioned accounts may result in the collection of ev1idence relevant to an 
ongoing criminal investigation into the dissemination of a Weapon of Mass Destruction 
(anthrax) throug•h the U.S. mail' system in September 2001 and October 2001 in 
violation of Title 18, United States Code, Sections 2332(a) and 11 14, which killed five 
people and infected at least 17 others, and into potential additional threats to witnesses 
in connection with that ongoin9 domestic terrorism investigation, in violation of Title 18, 
United States Code Section 1512(a)(2). 
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Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service 
(hereinafter "Task Force") investigation of the anthrax attacks led to the identification of 
Dr. Bruce Edwards Ivins, an anthrax researcher at the U.S. Army Medical Research 
Institute of Infectious Diseases, Fort Detrick, Maryland (hereinafter "USAMRI ID"), as a 
person necessitating further investigation for several reasons : (1) At the time of the 
attacks, he was the custodian of a large flask of highly purified anthrax spores that 
possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night 
laboratory work hours around the time of both anthrax mailings; (3) Ivins has claimed 
that he was suffering serious mental health issues in the months preceding the attacks, 
and told a coworker that he had "incredible paranoid , delusional thoughts at times" and 
feared that he might not be able to control his behavior; (4) Ivins is believed to have 
submitted false samples of anthrax from his lab to the FBI for forensic analysis in order 
to mislead investigators; (5) at the time of the attacks , Ivins was under pressure at work 
to assist a private company that had lost its FDA approval to produce an anthrax 
vaccine the Army needed for U.S. troops , and which Ivins believed was essential for the 
anthrax program at USAMRIID; and (6) Ivins sent an email to a frien 
- a few days before the anthrax attacks warning. that "Bin Laden terrorists for 
su re have anthrax and sarin gas" and have "just decreed death to all Jews and all 
Americans," language similar to the anthrax letters warning "WE HAVE THIS ANTHRAX 
... DEATH TO AMERICA ... DEATH TO ISRAEL." 

Factual Background 

Over the course of the past few years, Dr. 'Ivins had become aware that the Task 
Force considered him a person who warranted further investigation in connection with 
the anthrax attacks. He has been interviewed a number of times by law enforcement 
throughout the course of the nearly seven-year investigation, and three times in 2008 
alone, most recently in the presence of his attorney on June 9, 2008. In addition, on 
November 1, 2007, Task Force agents executed search warrants at his residence, his 
office at USAMRIID, and his vellicl·es, for evidence linking him to the anthrax attacks, 
and seized a number of items, including numerous letters to members of Congress and 
the media, along with handguns. In recent months in particular, he has told co-workers 
and friends that he is a suspect in the investigation, even revealing to one friend a few 
weeks ago that his attorney has told him to prepare to be indicted for the anthrax 
attacks. On July 12, 2008, in response to the threats Dr. !ivins had made (described 
fu rther in this affidavit) , a search of Dr. Ivins' house, cars, office, and wallet was 
conducted. Recovered ~ n that search were numerous rounds of ammunition, a bullet 
proof vest , a homemade body armor plate , computers , and other case related items. 

2 
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Over the course of the investigation, I'Vins has been known to use at least eight 
email addresses, including the six that are the subject of this affidavit. Based on pen 
register data and other sources, investigators know that email is his most common 
method of communication, sending numerous email messages each week. 
Investigation has further revealed that the anthrax investigation is a common topic of his 
email messages. 

In January 2008, Dr. Ivins admitted to the FBI that he has used the following e-
mail address : kingbadger7, jimmyflathead, and goldenphoenix111 . Ivins did not 
mentio The use of this account was first discovered in a review of Ivins's 
finances. l1vins this account on an order he placed. Subpoenaed information from 
Yahoo I revealed the following user identification for the e-mail address.: 

Login Name: 
Alternate E-mail Address: 
Name: 
Address: 
Account Created: 

Goldenphoenix 111 hotmail.com is a known e-maH address for Dr. Ivins, 
however, 
noted t 

listed in the account information. It should be 

In February and March of 2008, search warrants were served on all four of the 
above e-mail accounts. had one e-mail that was not "junk" 
mail ; it read as follows: 

"Subject: Fina'lly! I' know Who mailed the anthrax! 
From: K1ingBadger?@aol.com <KingBadger7@aol.com> 
Date: Fri 7 S 17:49:0 EDT 
To: 

Hi, 
Yes es! Yes!!!!!!! I finally know who mailed the anthrax letters in 

the fall of 2001 . I've pieced it together! Now we can finally get all of this 
over and done with. I have to check a couple of things to make 
sure ... absolutely sure ... and then I can turn over info. I'll probably turn it 
over to my lawyer, and then he'll turn the info over to the authorities. I'm 
not looking f01ward to everybody getting dragged through the mud, but at 
least it will all be over. Finally! I should have it TOTALLY nailed down 
within the month. I shou~d have been a private eye!!!! 

-bruce" 

3 
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This e-mail is to/from himself. Pen registers have revealed that Ivins frequently 
sends e-mails to himself. In addition, !Ivins has sent at least one other email to himself 
that details his opinion of who may have been the anthrax mailer. The investigation has 
further revealed that Ivins routinely uses the names and identifiers of other individuals in 
order to disguise his identity. 

Most recently, investigators recovered from his trash a piece of paper in Dr. 
Ivins's handwriting containing two previously unknown email addresses: 
stanfordhawker@yahoo.com and bruceiv@yahoo .~om , along with their passwords. 
Subscriber information for stanfordhawker@yahoo.com is Mr. Stanford Hawker, with a 
a zipcode of 21702. Subscriber information for bruceiv@v:ahoo.com is Mr. Bruce I, 
zipcode 21702, alternate email address kingbadger7@aol.com, a known email address 
of Dr. Ivins. 

In addition, the investigation has revea'led Ivins's use of the name "bruceivi." An 
internet search of "bruceivi" revealed posting,S on You Tube with the screen name, 
"bruceivi ." The dialogue was in reference to the reality TV show, The Mole, Season 1, 
Episode 7, part 4, referencing Kathryn Price, the winner of that season. Ms. Price 
attended college at the University of Kansas - mascot the Jayhawks - and law school 
at Stanford University, the likely source of "Stanford Hawker." This was discovered on 
July 15, 2008, and ai'l the postings had the time frame of "i wee z ago." They are as 
follows: 

"bruceivi (1 week ago) 

Steve had a .great chance to Kill! Kathryn that would go down as the 
primo moment in reality TV. After the fake fainting he'd say, 'Kathryn, do 
you know what a mole is? It's a blind useless animal that humans hate. 
And do you know what we do to moles? We kill them!' 

bruceivi ( 1 week ago) 

With thatlie-should have taken the hatc het and brougl1nt down 
hard and sharply across her neck, severing her carotid artery and jugular 
vein. Then when she hits the ground, he completes the task on the other 
side of the neck, severing her trachea as well. The 'Blind' mole is dead 
and Steve is a hero among heroes! I personally would have paid big 
money to have doe it myself. 

bruceivi ( 1 week ago) 

Maybe something really dreadful will happen to Kathryn Price. If 
so, she will richl'Y deserve it! The least someone coul'd do would be to 
take a sharp ballpoint pin or letter opener and put her eyes out, to 
complete the task of making her a true mole!" 
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On July 9, 2008, approximately the same time as the above posting, Ivins 
attended a group therapy session in Frederick, Maryland, hosted by a licensed Clinical 
Social Worker, where he was later described as agitated, angry, and hostile. Ivins 
stated that he had been walking around the "ghetto" areas of Frederick late at night 
hoping that someone would try to hurt him so that he could stab them with a sharp 
writing pen, similar to his Youtube posting. Ivins had the pen with him and made the 
social worker feel it. 

Most importantly, at this same meeting, Ivins stated that he was a suspect in the 
anthrax investigation and that he was angry at the investigators, the government, and 
the system in general. He said he was not going to face the death penalty, but instead 
had a plan to kill co-workers and other individuals who had wron9ed him. He said he 
had a bullet-proof vest, and a list of co-workers, and added that he was going to obtain 
a Glock firearm from his son within the next day, because federal agents are watching 
him and he could not obtain a weapon on his own. Based on these statements, the 
Social Worker called the Frederick, Mary·land, police department, and they took custody 
of Bruce Edwards Ivins on Thursday, July 10, 2008, for a forensic evaluation at 
Frederick Memorial Hospital. 1lvins was then sent to Sheppard Pratt Health Systems in 
Towson, Maryland, for further evaluation, where he remained until on or about 
Thursday, July 24, 2008, when he was released. 

Upon his release from Sheppard Pratt Health Systems, 11vins went to the 
Frederick Public Library in Freder.ick, Maryland, where he was observed using a stand
alone computer terminal. He visited the web-site www.anthraxinvestigation .com, a web 
site dedicated to the investigation of the Fall 2001 anthrax attacks. He also utilized 
emai'l on that terminal. Ivins left the library, and went home in the evening of Thursday, 
July 24, 2008 , and wasn't seen again, though he was under 24-hour surveillance . At 
approximately 1:15 a.m., o~Sunda , July 26,2008, paramedics were summoned to the 
Ivins residence, located at - Frederick, Maryland, because he was 
unconscious. He was taken to Frederick · 'emorial Hospital, where he remained in 
critical condition due to an overdose of Tylenol and Valium, until he died on Tuesday, 
July 29, 2008. 

In the early morning hours of July 31, 2008 , investig.ators conducted a search of 
the trash outside the Ivins residence. Among other items of interest, they recovered a 
hand-written list in Ivins's handwritinQJ, with the following information: 
letters@washingtonpost.com, letters@baltimoresun.com, www.cardin .senate.gov, 

. . 

www.mikulski.senate.gov, and www.bartlett.house.gov. They also recovered notes 
Ivins had made while at Sheppard Pratt in Towson, Maryland, in which he detailed 
various stressors in his life, including that he was facing possible incarceration. Finally, 
they recovered a note in Ivins's handwriting with a previously-unknown email address: 

· · · the assword to that account 
and the following inform 1on: 

(Ivins's address) . Agents logg into that account and saw an email 
from Ivins to Kathryn Price, dated July ,8, 2008, in which he stated : 

5 
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Dear Ms. Price, I am very sorry to bother you , but ,1 wanted to ask you if 
you are the same Kathryn Price that starred in the Mo'le reality TV 
series. I've been a fan of yours/hers since then, and I wondered if you 
are going to have any public appearances where people could meet 
you [possibly a book signing?] and get your autograph. If you are a 
different Kathryn Price, I sincerely apologize. I look forward to a reply 
of some kind . Thank you very much!!!! Cindy Wood 

The Task Force submits that a search of the Subject e-mail accounts may reveal 
documentary evidence that will assist the investigation into these threats to witnesses 
related to the anthrax investigation, including any p.lans that Dr. Ivins may have set in 
motion prior to his death . It bears emphasis that there was a nearly orie-month gap 
between the time that the anthrax letters were mailed and the first letter was discovered . 
In addition, a search of the subject email accounts may reveal statements by Dr. Ivins 
concerning the anthrax attacks which would further the investigation into those fittacks. 
The search is for any writings identifying a plan to killl witnesses or names of intended 
victims, any statements regarding the anthrax attacks, or any other relevant documents 
and/or notes, as more fully described in the Attachment to this affidavit. 

Concl•usion 

Based on the foregoing , I submit that there is probable cause to believe that a 
search of the Subject e-mail accounts may result in collection of evidence relevant to 
the investigation of threats to witnesses in, and obstruction of, the investigation into the 
dissemination of a weapon of mass destruction (anthrax) through the U.S. mail system 
in September and October 2001 in violation of 18 U.S.C. , Sections 151 2(a)(2), 2332a 
and 1114. Specifically, there is probable cause to believe that a search of the Subject 
e-mail accounts as described in the Attachment to this affidavit, may reveal writings 
identifying a plan to kill witnesses, names of intended victims, photographs, and other 
relevant documents, along with statements regarding the anthrax attacks themselves .. 

Because this affidavit is part of an ongoing investigation that would be 
jeopardized by premature disclosure of information, 11 further request that this Affidavit, 
the accompanying Order, and other rel'ated documents be filed under seal until further 
order of the Court. 

The statements contained in this Affidavit are based in part on information 
provided by FBI Special Agents and U.S. Postal Inspectors, on observations made by 
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law enforcement agents, and on my experience and background as a FBI Special 
Agent. I have not included each and every fact known to me concerning this 
investigation. I have set forth only the facts that I believe are necessary to establish the 
necessary foundation for the search warrant. 

AUG 'J ~ zane 
Sworn to before me this 
___ day of ________ _ 

. :1' ,. Cl+-< t=P-
·.··:DB!£ l!~r 
u"; ~AG!t_~ ~I;UfBERr: 
United States District Court · aJ " ~ 
for the District of Columbia 

:r ·~'· ·~·' ,-,::;::-,;, r' •~~ ,'WF~ il [~ . ~ :sv~· · [L'. 
. ; ~ : j(V ' · I - 1': '; <~; 'i• :;'"' ·;i~ - I'~ I.-, ' I . I ' . 

. II • , , . . . .J t· I ~~ · ~ !I f'! ~"!,! 8 . . •:!. 

MARLO ARREDONDO 
Special Agent 
Federal Bureau of Investigation 
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ATTACHMENT A 

I. Search Procedure 

a. These search warrants will be presented to AOL personnel by law 
enforcement agents. AOL personnel will be directed to isolate those accounts and files 
described in Section II, below; 

b. In order to minimi,ze any disruption of computer service to innocent third 
parties, AOL employees will create exact duplicates of the computer accounts and files 
described in Section Ill below, including an exact duplicate of all information stored in the 
computer accounts and files described therein: 

c. AOL employees will provide the exact duplicates in electronic form of the 
accounts and files described in Section II below and all information stored in those 
accounts and files to law enforcement agents who need not be present during the 
duplication of the fi1les; 

II. Files and Accounts to be Copied by AOL Employees 

a. All electronic mail stored and presently contained 1in, or on behalf of, the 
following electronic mail addresses and/or individual' accounts: 

kingbadger7@aol.com 

b. All existing printouts from original storage of all of the electronic mail 
described above in Section ll(a); 

c. All transactional information of aU activity of the electronic mail addresses 
and/or individual accounts described above in Section ll(a), including log files, dates, 
times, methods of connecting, ports, IP addresses, dial-ups, and/or locations; 

d. All business records and subscriber information, in any form kept, pertaining 
to the electronic mail addresses and/or individual accounts described above Section 
ll (a), includ ing applications, subscribers' full names, all screen names associated wit the 
subscribers and/or accounts, all account names associated with the subscribers , 
methods of payment, telephone numbers, addresses, and detailed bi lling records; and 

e. All records 1indicating the services available to subscribers of the electronic 
mail addresses and/or individual accounts described above in Section ll(a) . 

f. All stored electronic communications, existing print outs, and other fi les 
reflecting communications to or from the above-referenced accounts, including 
electron ic communications in electronic storage. 
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-- --
UNITED STATES DISTRICT COURT 

FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief d~scription of person .or property to be searched) 

Electronic mail stored in account kingbadger@aol.com, 
controlled by American Online, Inc. ("AOL"), 
2200 AOL Way, Dulles, VA 20166 SEARCH WARRANT 

CASE NUMBER: 0 a ~ 4 9 3 - r} l 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Aftidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name, description and or location) 

Electronic mail stored in account kingbadger@aol.com, controlled by American Online, Inc. (" AOL"), 2200 
AOL Way, Dulles, Virginia 20166 

in the Northern District of Virginia, there is now concealed a certain person or property, namely (describe the person or 
property) 

a ll information pertaining to this account, including stored data, IP addresses, and electronic mail, described 
more fully in Attachment A. 

I am satisfied that the aftidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the 
issuance of this warrant. 

YOU ARE HEREBY COMMANDED to search on or before ___ ,.!<:0u~~A~· ... ,~e.'-£~--'-/...J.]...,.._._~_.uc'-'~~-
~ate) 

(not to exceed I 0 days)~~rson or place named above for the person or property specified, serving this warrant 

and making the search Ltf(in the daytime-6:00A.M. to I 0:00P.M.) 0 (at any time in the day or night as I find 
reasonable cause has been established) and if the person or property be found there to seize same, leaving a copy of 
this warrant and receipt for the person or property taken, and prepare a written inventory of the person or property 
seized and promptly return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

008 
at Washington, D.C. 

Date and T ime Issued. pursuant to the domestic 
of 41( 
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4iiiTuRN 
DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WJTH 

rNVENTORY MADE rN THE PRESENCE OF Ao l- f .ort;.D 11 ne,...\ 

INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 

Of\ <?\u-tlU~i', OV\<,.. ('t) C-b tU)I'\'tO-'\\'\i\'11 ft-OL- a.c.co~rd- \nhxf\'IWilGV\ 

fo" t)·tv..L<-- hi.lt\S ·m~ 'feL~ive ) to ·\ \'\ Cl\.ldG e,-~·,, '5vv:.tp~not 
~ ~ {" )(,\ !\~ hJ.lli~·e'f 1 @ ~0 . u> fVI (lV\£.\. \oitA(G \ VI t'\S l@.etO\· LlvY\ · 

CERTIFICATION 

I swear that this inventory is a true and detailed account of the person or property taken by me on the warrant. 

Subscribed, sworn to, and returned before me this date. 

lf.Su'iige or lfi.Mllgistrate Judge 
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AO I 06(Rev.S/85) A!Tidavit tor Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Maner or th•! Search or 

(Name, address or brief description of person, property, or premises to be searched) 

Elect ron ic ma il sto red in account jimmyflathead@ 
ya boo.com, controlled by Yahoo! Inc., 
701 First Avenue, Build ing D, 
Sunnyvale, C A 94089 

(Further described below) 

APPLICATION AN D AFFlDA VIT 
SEARCH W ARRA NT 

CA SE NUMBER 

----'-'M.!.!a""r,_,l~o__,.A~r-'r'--'e'-'d~o"-'n'-'d~o"-----------be in g duly sworn depose and say: 

I am a(n) __ S.Qecia l Agent with the Federal Bureau of Investigation 
(Official Title) 

and have reason to believe 

that (name, dcscnption and or locatiOn) 

on the property or prem ises known as email account jimmyflathead@ yahoo.com, controlled by Yahoo! Inc., 
701 Fir t Avenue, Building D, Sunnyva'le, CA 94089 

in the Northern District of Cali fomia , there is now concealed a certain person or property, namely (dcscnbe the person or 
propc11\ lo be scarch, d ) 

all in forma tion pertaining to this account, including stored data, IP addresses a nd electron ic mai l, 
described more full y in Attachment A. 

which is (state one or more bases tor search and sc tzu rc set forth under Rule 41(c) or the Federal Rules or Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, including the use of a weapon of mass 
destr ction (anthrax) and the murder and attempt to murder officers and employees of the United 
Sta tes, and th rea ts to witnesses to that investigation. 

concerning a violation of Title 18 United States Code United States Code, Section(s) 2332a, 11 14, and 
15l2(a)(2) . The facts to support a finding of Probable Cause are as follows: 

SEE ATTA CHED AFFIDAVIT HEREIN !NCORPORATED BY REF ERENCE AS IF FULLY RESTATED 

HEREIN ~L· I\ --- ---) ' . \._ . .. 
o~ued ~ .itt\<?fled sheet and made a part hereof. 

L::a~. .. L{,~ rA A 
X YES 0 NO 

RaclleTtarlson Lieber, AifsA '-~ 
US Attorney 's Office; Washington, DC 
(202)202-353-805 5 

Sworn to before me, and subscribed in my presence 

~Ut~ u:r f~ ~r~m-· 

Name and Tnle of Judi cial Officer 
A093(Rcv SI85)Scarch Warrant 

Stgnaturc of Atflant 

Marlo Arredondo , Special Agent 
Federal Bureau of Investigation 

at Wa~d1i ngton, D.C. (Pursuant to the domesti c terrorism search 
Warrant provistons ol' f{ule 41 (b)(3)) 

a\-\~ 
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,i) 3. - ~ 9 4 ~ ~ -- ~ '\' 
AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Mario Arredondo, being first duly sworn, hereby depose and state as follows: 

I am a Special Agent of the Federal Bureau of ,Investigation (FBI) and have been 
so employed for approx.imatelly three years. As a Special Agent of the FBI, I am 
investigating a crime involving the dissemination of a Weapon of Mass Destruction 
(anthrax) in violation of Title 18 U.S.C. Sections 2332(a), 1114, and 1512(a) (2) . The 
definitions provided herein are based on my knowledge and experience as an FBI 
Agent, and consultations with other criminal investigators. 

This affidavit is respectfully submitted in support of an application for warrants to 
search the following e~mail accounts, pursuant to the domestic terrorism search warrant 
provision found at Rule 41 (b)(3) of the Federal Rules of Cr.iminal Procedure, in that it 
involves a domestic terrorism investigation, pending in the District of Columbia. 

I make this affidavit in support of an application for a search warrant for certain 
accounts controlled by the free web-based electronic mail service provider known as (1 ) 
Yahoo! , Inc. (Yahoo!), located at 701 First Avenue, Building D, Sunnyvale, Californ ia 
94089; (2) America Online, line. (AOL), 2200 AOL Way, Dulles, VA 20166; and (3) MSN 
Hotmail Microsoft Corp. (MSN Hotmail) , 1065 La Avenida, Building 4, Mountain View, 
California 94043. The accounts to be searched at Yahoo! are: 

stanfordhawker@yahoo.com 

The account to be searched at AOL is: 

kingbadger7@aol.com 

The accounts to be searched at MSN Hotmail is: 

goldenphoenix11 1@hotmail.com 
Kathrynpricefan@hotmail.com 

These accounts are further described in the foi'lowing paragraphs and in 
Attachment A. As set forth herein, there is probable cause to believe that a search of 
the aforementioned accounts may result in the collection of evidence relevant to an 
ongoing criminal investigation into the dissemination of a Weapon of Mass Destruction 
(anthrax) through the U.S. mai:l system in September 2001 and October 2001 in 
violation of Titl.e 18, United States Code, Sections 2332(a) and 1114, which ki lled five 
people and infected at least 17 others, and into potential additional threats to witnesses 
in connection with that ongoing domestic terrorism investigation, in vio lation of Title 18, 
United States Code Section 151 2(a)(2). 
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Overview 

The Federal Bureau of Investigation and the U.S. Postal: Inspection Service 
(hereinafter "Task Force") investigation of the anthrax attacks led to the identification of 
Dr. Bruce Edwards Ivins, an anthrax researcher at the U.S. Army Medical Research 
Institute of Infectious Diseases, Fort Detrick, Maryland (hereinafter "USAMRIID"), as a 
person necessitating further investigation for several reasons : ( 1) At the time of the 
attacks, he was the custodian of a large flask of highly purified anthrax spores that 
possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night 
laboratory work hours around the time of both anthrax maiHngs; (3) Ivins has claimed 
that he was suffering serious mental health issues in the months preceding the attacks , 
and told a coworker that he had "incredible paranoid , delusional thoughts at times" and 
feared that he might not be able to control his behavior; (4) ·Ivins is believed to have 
submitted false samples of anthrax from his lab to the FBI for forensic analysis in order 
to mislead investigators; (5) at the time of the attacks, Ivins was under pressure at work 
to assist a private company that had lost its FDA approval to produce an anthrax 
vaccine the Army needed for U.S. troops, and which Ivins believed was essential for the 
anthrax program at USAMRIID; and (6) Ivins sent an email to a frie 
- a few days before the anthrax attacks warning. that "Bin laden terrorists for 
sure have anthrax and sarin gas" and have "just decreed death to all Jews and all 
Americans," language similar to the anthrax letters warning "WE HAVE TH IS ANTHRAX 
.. . DEATH TO AMERICA ... DEATH TO ISRAEL." 

Factual Background 

Over the course of the past few years, Dr. Ivins had become aware that the Task 
Force considered him a person who warranted further investigation in connection with 
the anthrax attacks. He has been interviewed a number of times by law enforcement 
throughou11 the course of the nearly seven-year investigation, and three times in 2008 
alone, most recently in the presence of his attorney on June 9, 2008. In addition , on 
November 1, 2007 , Task Force agents executed search warrants at his residence, his 
office at USAMRIID, and his vehides, for evidence linking him to the anthrax attacks, 
and seized a number of items, including numerous letters to members of Congress and 
the media, along with handguns. In recent months in particular, he has told co-workers 
and friends that he is a suspect in the investigation, even revealing to one friend a few 
weeks ago that his attorney has told him to prepare to be indicted for the anthrax 
attacks. On July 12, 2008, in response to the threats Dr. llvins had made (described 
further in this affidavit), a search of Dr. Ivins' house, cars, office, and wallet was 
conducted. Recovered in that search were numerous rounds of ammunition, a bullet 
proof vest , a homemade body armor plate , computers, and other case related items. 

2 
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Over the course of the investigation, Ivins has been known to use at least eight 
email addresses, including the six that are the subject of this affidavit. Based on pen 
register data and other sources, investigators know that email is his most common 
method of communication, sending numerous email messages each week. 
Investigation has further revealed that the anthrax investigahon is a common topic of his 
email messages. 

In January 2008, Dr. tvins admitted to the FBI that he has used the following e-
mail address · kingbadger7, jimmyflathead, and goldenphoenix111. Ivins did not 
mentio The use of this account was first discovered 1in a review of Ivins's 
finances. Ivins li this account on an order he placed. Subpoenaed information from 
Yahoo' revealed the following user identification for the e-mail address.: 

Login Name: 
Alternate E-mail Address : 
Name: 
Address: 
Account Created: November 01, 2006 

Go'ldenphoeni·x111 hotmail.com is a known e-mail address for Dr. Ivins, 
however, 
noted 

listed in the account information. Its 

In February and March of 2008, search warrants were served on all four of the 
above e-mail accounts. had one e-mail that was not "junk" 
mail; it read as follows : 

"Subject: Finally! .1 know Who mailed the anthrax! 
From: KingBadger?@aol.com <KingBadger?@aol.com> 
Date: Fri 7 17:49:0 EDT 
To: 

Hi, 
Yes! es! Yes'!!!!!! I finally know who mailed the anthrax letters in 

the fall of 2001 . I've pieced it together! Now we can finally get all of this 
over and done with. 11 have to check a couple of things to make 
sure ... absolutely sure ... and then I can turn over info. I'll probably turn it 
over to my lawyer, arnd then he'll turn the info over to the authorities. I'm 
not looking forward to everybody getting dragged through the mud, but at 
least it will all be over. Finally! I should have it TOT~.LL Y nailed down 
within the month. I shou~ld have been a private eye!!·!! 

-bruce" 

3 
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This. e-mail is to/from himself. Pen registers have revealed that Ivins frequently 
sends e-mails to himself. In addition, 'Ivins has sent at least one other email to himseff 
that details his opinion of who may have been the anthrax mailer. The investigation has 
further revealed that Ivins routinely uses the names and identifiers of other individuals in 
order to disguise his identity. 

Most recently, investigators recovered from his trash a piece of paper in Dr. 
Ivins's handwriting containing two previously unknown email addresses: 
stanfordhawker@yahoo.com and bruceiv@yahoo.com, along with their passwords. 
Subscriber information for stanfordhawker@'@hoo.com is Mr. Stanford Hawker, with a 
·a zipcode of 21702. Subscriber information for bruceiv@yahoo.com is Mr. Bruce I, 
zipcode 21702, alternate email address kingbadger7@aol.com, a known email address 
of Dr. Ivins. 

· In addition, the investigation has revealed Ivins's use of the name "bruceivi." An 
internet search of "bruceivi" revealed postings on You Tube with the screen name, 
"bruceivi." The dialogue was in reference to the reality TV show, The Mole, Season 1, 
Episode 7, part 4, referencing Kathryn Price, the winner of that season. Ms. Price 
attended college at the University of Kansas - mascot the Jayhawks ~ and law school 
at Stanford University, the likely source of "Stanford Hawker." This was discovered on 
July 15, 2008, and ail the postings had the time frame of "1 week ago." They are as 
follows: 

"bruceivi (1 week ago) 

Steve had a .great chance to Kill Kathryn that would go down as the 
prima moment in reality TV. After the fake fainting he'd say, 'Kathryn, do 
you know what a mole is? It's a blind use1less animal that humans hate. 
And do you know what we do to moles? We kill them!' 

bruceivi (1 week ago) 

-- -- - - - -VVith that he -sh ould have taken the hatchet and ·brough-t 1faown 
hard and sharply across her neck, severing her carotid artery and jugular 
vein. Then when she hits the ground, he completes the task on the other 
sidH of the neck, severing her trachea as well. The 'Blind' mole is dead 
and Steve is a hero among heroes! l personally would have paid big 
money to have doe it myselif 

bruceivi ( 1 week ago) 

Maybe something really dreadful will happen to Kathryn Price. If 
so, she will richly deserve it! The least someone coul'd do would be to 
take a sharp ballpoint pin or letter opener and put her eyes out, to 
complete the task of making her a true mole!" 

4 
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On July 9, 2008, approximately the same time as the above posting, Ivins 
attended a group therapy session in Frederick, Maryland , hosted by a 'licensed Cl inical 
Social Worker, where he was l1ater descr•ibed as agitated, angry, and hostile. Ivins 
stated that e had been walking around the "ghetto" areas of Frederick late at night 
hoping that someone would try to hurt him so that he could stab them with a sharp 
writing pen, similar to his Youtube posting. Ivins had the pen with him and made the 
social worker feel it. 

Mos importantly, at this same meeting , Ivins stated that he was a suspect in the 
anthrax investigation and that he was angry at the ·investigators, the government, and 
the system in general. He said he was not going to face the death penalty, but instead 
had a plan to kill co-workers and other individuals who had wronged him. He said he 
had a bullet-proof vest, and a list of co-workers, and added that he was going to obtain 
a Glock firearm from his son within the next day, because federal ag,ents are watching 
him and he could not obtain a weapon on his own . Based on these statements , the 
Social Worker called the Frederick, Maryland , police department, and they took custody 
of Bruce Edwards Ivins on Thursday, July 10, 2008, for a forensic evaluation at 
Frederick Memorial Hospital. Ivins was then sent to Sheppard Pratt Health Systems in 
Towson, Maryland, for further evaluation, where he remained unW on or about 
Thursday, .July 24, 2008, when he was released. 

Upon his release from Sheppard Pratt Health Systems, Ivins went to the 
Frederick Public Library in Frederick, Maryland , where he was observed using a stand
alone computer terminal. He visited the web-site www.anthraxinvestigation.com , a web 
site dedicated to the investigation of the Fall 2001' anthrax attacks . He also utilized 
email on that terminal. Ivins left the library, and went home in the evening of Thursday, 
July 24, 2008., and wasn't seen again, though he was under 24-hour surveillance. At 
approximately 1:15 a.m., o~Sunda , July 26, 2008, paramedics were summoned to the 
Ivins residence, located at Frederick, Mary·land, because he was 
unconscious . He was taken to Frederick emori·al Hospital, where he remained .in 
critical condition due to an overdose of Tylenol and Valium, until he died on Tuesday, 
July 29, 2008. 

In the early morning hours of July 31 , 2008, investigators conducted a search of 
the trash outside the Ivins residence. Among other items of interest, they recovered a 
hand-written list in Ivins's handwriting, with the foUowing information: 
letters@washingtonpost.com, letters@baltimoresun.com, www.cardin.senate.gov, 
www.mikulski.senate.gov, and www.bartlett.house.gov. They also recovered notes 
Ivins had made while at Sheppard Pratt in Towson, Maryland , in which he detailed 
various stn3ssors in his life, including that he was facing possible incarceration. Finally, 
they recovered a note in Ivins's handwriting with a previously-unknown email address: 
kathrvnpricefan@hotmail.com, along with the assword to that account 

nd the following in 
tnto that account and saw an email 

from Ivins to Kathryn Price, dated July ,8, 2008 , in which he stated : 

5 
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Dear Ms. Price, 'I am very sorry to bother you , but I wanted to ask you if 
you are the same Kathryn Price that starred in the Mole reality TV 
series. I've been a fan of yours/hers since then, and I wondered if you 
are going to have any public appearances where people could meet 
you [possibly a book signing?] and get your autograph. If you are a 
different Kathryn Price, I sincerely apolo9ize. I look forward to a reply 
of some kind. Thank you very much!!!! Cindy Wood 

The Task Force submits that a search of the Subject e-mail accounts may reveal 
documentary evidence that will assist the investigation into these threats to witnesses 
related to the anthrax investigation, induding any plans that Dr. Ivins may have set in 
motion prim to his death. It bears emphasis that there was a nearly orie-month gap 
between the time that the anthrax letters were mailed and the first Jetter was discovered . 
In addition, a search of the subject email accounts may reveal: statements by Dr. Ivins 
concerning the anthrax attacks which would further the investigation into those .attacks. 
The search is for any writings identifying a plan to kill witnesses or names of intended 
victims, any statements regarding the anthrax attacks, or any other relevant documents 
and/or notes, as more fully described in the Attachment to th is affidavit. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a 
search of the Subject e-mail accounts may result in co'ilection of evidence relevant to 
the investigation of threats to witnesses in, and obstruction of, the investigation into the 
dissemination of a weapon of mass destruction (anthrax) through the U.S. mail system 
in September and October 2001 in violation of 18 U.S. C., Sections 1512(a)(2), 2332a 
and 1114. Specifically, there is probable cause to believe that a search of the Subject 
e-mail accounts as described in the Attachment to this affidavit, may reveal writings 
identifying a plan to kill witnesses, names of intended victims, photographs, and other 
relevant documents, along with statements regarding the anthrax attacks themselves .. 

Because this affidavit is part of an ongoing investigation that would be 
jeopardized by premature disclosure of information, I further request that this Affidavit, 
the accompanying Order, and other rel·ated documents be filed under seal until further 
order of the Court. 

The statements contained in this Affidavit are based in part on information 
provided by FBI Special Agents and U.S. Postal· Inspectors, on observations made by 
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law enforcement agents, and on my experience and background as a FBI Special 
Agent. I have not inc~luded each and every fact known to me concerning this 
investigation. I have set forth only the facts that I believe are necessary to establish the 
necessary foundation for the search warrant. 

Sworn to before me this 
_ _ day of ____ _ 

.1, ,~ ctker 
·<;DGE Rnv~r A-
u.s. MAGiliT~M :MOUJ\JBERrrr· 
United States District Court t~ ' ·• 

for the District of Columbia 

~ ) ~ \ : F"i'i· --=f¥~~'V?:~~ c·~ I;J r:::::~ r;:;:·rL . 1 vii . ,, !'"" ''"""" ·:., I.•J.q: l'~ I ~.· I 
.'. _,, .~ "; . . . . I' ~; I !Q !· T ' ."'1 "·~ . ;J ·. ' . ~ ' 

MARLO ARREDONDO 
Specia l Agent 
Federal Bureau of Investigation 
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ATTACHMENT A 

I. Search Procedure 

a. These search warrants will be presented to Yahoo! personnel by law 
enforcement agents. Yahoo! personnel wil 11 be directed to isolate those accounts and 
files described in Section Ill below; 

b. In order to minimize any disruption of computer service to innocent third 
parties, Yahoo! employees will create exact duplicates of the computer accounts and 
files described in Section II below, including an exact duplicate of al:l information stored 
in the comptuter accounts and files described therein : 

c. Yahoo! employees will provide the exact duplicates in e.lectronic form of the 
accounts and files described in Section II below and all information stored in those 
accounts a d files to law enforcement agents who need not be present during the 
duplication of the files; 

II. Files and Accounts to be Copied by Yahoo! Employees 

a. All electronic maH stored and presently contained in, or on behalf of, the 
following electronic mail addresses and/or individual accounts: 

stanfordhawker@yahoo.com 

b. All existing printouts from original storage of a'll of the electronic mail 
described above in Section ll(a); 

c. · An transactional information of all activity of the electronic mail addresses 
and/or individual accounts described above in Section ll(a} , including log fi les, dates, 
times, methods of connecting , ports, IP addresses, dial.-ups, and/or locations; 

d. All business records and subscriber information, in any form kept, pertaining 
to the electronic mail addresses and/or individual accounts described above Section 
ll(a), includ ing applications, subscribers' full names, all screen names associated wit the 
subscribers and/or accounts, all account names associated with the subscribers, 
methods of payment, telephone numbers, addresses, and detailed bill ing records; and 

e. All records indicating the services avaitable to subscribers of the electronic 
mai l addresses and/or individual accounts described above in Section ll(a) . 
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f. Al l stored electmnic communications, existing, print outs, and other files 
reflecting communications to or from the above-referenced accounts, including 
electronic communications i·n electroni.c stora9e. 
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.. 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person or property to be searched) 

Electronic mail stored in account jimmyflathead@yahoo.com, 
controlled by Yahoo! Inc., 701 First Avenue, Building D, 
Sun nyvale, CA 94089 SEARCH WARRANT 

CASE NUMBER: 
0 8 

= 

4 9 ',I n. 1 - u ,, 

TO: Marlo Arredondo and any Authorized Offic~r of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name. description and or location) 

Elect ron ic mai'l stored in email account jimmyflathead@yahoo.com, controlled by Yahoo! Inc., 701 Fir t 
Avenue, Building D, Sunnyvale, CA 94089 

in the Northern District of California, there is now concealed a certain person or property, namely (describe th~ person or 
property) 

all information pertain ing to this account, including stored data , IP addresses, and electronic mail, described 
more fully in Attachment A. 

1 am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the 
issuance of this warrant. 

YOU ARE HEREBY COMMANDED to search on or before ----~Ia!{.~~. -~-'-1-.h~--~=:..:....tl;:..._oji.___ 
~ 

(not to exceed I 0 days)_Qre person or place named above for the person or property specified, serving this warrant 
and making the search~ (in the daytime - 6:00 A.M. to I 0:00 P.M.) 0 (at any time in the day or night as I find 
reasonable cause has been established) and if the person or property be found there to seize same, leaving a copy of 
this warrant and receipt for the person or property taken, and prepare a written inventory of the person or property 
seized and promptly return this warrant to the undersigned U.S. Judge/U .S. Magistrate Judge, as required by law. 

AUG 0 7 2008 
at Washington, D.C. 

arne and Title of Judicial Officer Judicial Officer 

MB R H, C.J. 
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~URN m - 1¥1 u. - tv\ --o ' 
I DATE AND TIME wARRANT EXECUTED 

<t \ <i t·u 0~ l.f..; ~ VM 

DATE WARRANT RECEIVED COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WlTH 

'(~oo '· 6r\mirM 6m"f}\l~iC6·v,v610n 

TNYENToRYMADErNTHEPRESENcEoF ~~00 i_ \=t.f~Y'~~ \ .... Dttv--c'-1 Ri-cd...cit 

INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 

0/) ~ \9-l l 0<6 , . D ~ ( \) ( wCL~ (;(( e \ \1-l c.\ from \{ tvhoo \. ) 

Cotl-\zu ~ i C\ ~ e-VY\GU \ (.t.({..(}\M1 \- -, n krf ~1\iYl ) 1v .\ Y\~ \u.tl-G- ~Vl()ls, 

for .{\Ju_,. e-f\1\tM \ QLw"""~" r·. j\ W\f\\ f\ tt~ \1\eatl@..·i~oo · tl>"M 

CERTIFICATION 

I swear that this inventory is a true and detailed account of the person or property taken by me on the warrant. 

Subscribed, sworn to, and returned before me this date. 

~d~~'~ Date 
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AO I 06(Rev. 5/85) Affidavi t for Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

(Name, address or brief description of person, property, or premises to be searched ) 

Electronic mail stored in account······ 
••••• controlled by Yahoo! Inc. , 

APPLICATION AN D AFFIDAVIT 
SEARCH W ARRANT 

701 F irst Avenue, Building D, 
Sunnyva le, CA 94089 

CASE NUMBER: 4 9 
(Further described below) 

_ _..:..:M.:.a=-r:..:l"'o-'A-=-=r_r:..:e::.od:.oo'-!n.:.:d:.:o"--_____ _ _ being duly sworn depose and say: 

1 am a(n)____fu!.ecial Agent with the Federal Bureau of Investigation 
(Official T itle) 

and have reason to believe 

that (name. descrir t>on and or locat ion ) 

on the property or p·rem ises known as email account~, controlled by Yahoo! Inc., 701 
First Avenue, Building D, Sunnyvale, C A 94089 

in the Northern District of Cali fomia, there is now concea led a certain person or property, name[ (descnbe the person or 
poopeny to be seaJCkd l 

all informa tion pertain ing to this account, includ1ing stored data, IP a dd re ses, and e lectron ic mai l 
described more fully in Attachment A. 

wh ich is (state one or more bases for search and scozure set fonh under Rule 4 1( c) of the Federal Ru les of Criminal Procedure) 

evidence releva nt to the commission of an act of te rrorism, including the use o f a wea pon of mass 
destruction (anth rax) and the murder and attempt to murder officers and employees of the United 
States, and threats to witnesses to that investigation. 

concern ing a violation of Title 18 United States Code United States Code, Section(s) 2332a, 1114, a nd 
151 2(a)(2) . The facts to support a finding of Probable Cause are as fol lows: 

SEE ~IT CH D AFFlDf\YIT HEREIN IN CORPORATED BY REFERENC E AS IF r::ULLY RESTAT D 

HERE IN , . uL \J•-.._ \1 , ~l - _ 
oni~;tlattacbed sheet and made a part hereo f x YES o N '-n""IJ1~~'f1 ~ 

~(cArr~ ·er, AUSA . MtM Jo ftrr~ 
US Attorney s Office, Washmgton, DC Stgnaturc o r Afftant 

(202)202-353· 8055 Marlo Arredondo, Special Agent 
Federal Bureau of Investigation 

worn to before me, and subscribed in my presence 

&r rrj {;J ; Lu .r. 
Fl o, . IC ·• ~··~ • " ... > l( ' 

I ... ,ri ""'~i··· 
. { _J - · I I : '· • I ~' I t' I 

Name and T itle o f Judi, ial Offi cer 
A093(Rev Si85)Search Warrant 

at W~C. (Purs u a nt to the domest ic tenori m search 

Warraat.riJl:[o~O~~e~ C Ln ·· ,. .. , .~. ······ :.'1j·· ,, . D . ~ ~}"'' vg·· ·..-, .. . ' " -.. ~ 
• ; ,< • lt§~i .. ~·· I;] ,: -

' I' 1. . ,, 
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08 - 4 95 · ~ - 11 i' 
AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Mario Arredondo, bein9 first duly sworn, hereby depose and state as follows: 

I am a Special Agent of the Federal Bureau of Investigation (FBI) and have been 
so employed for approximately three years . As a Special Agent of the FBI, I am 
investigating a crime involving the dissemination of a Weapon of Mass Destruction 
(anthrax) in viol'ation of Title 1'8 U.S.C. Sections 2332(a), 1114, and 1512(a) (2). The 
definitions provided herein a~e.Obased on my knowledge and experience as an FBI 
Agent, and consul1tations with other crimina'! investigators. 

This affidavit is respectfully submitted in support of an application for warrants to 
search the following e-mail accounts, pursuant to the domestic terrorism search warrant 
provision found at Rule 41 (b)(3) of the Federal Rules of Criminal Procedure , in that it 
involves a domestic terrori~.IJ1. iovestigation, pending in the District of Columbia . 

:'\-"• , · ~"(~ _.. r .• •·-· .. M~-~ 

I make this affidavit in support of an application for a search warrant for certain 
accounts controlled by the free web-based electronic mail service provider known as (1) 
Yahoo! , Inc. (Yahoo!), rlocated at 701 First Avenue, Building D, Sunnyvale, California 
94089; (2) America Online, Inc. (AOL), 2200 AOL'·Wey.r Dulles, VA 20166; and (3) MSN 
Hotmail Microsoft Corp. (MSN Hotmail), 1065 La Avenida, Building 4, Mountain View, 
California B4043. The accounts to be searched at Yahoo! are: 

bruceiv@yahoo.com 
stanfordhawker@yahoo.&Sri'i' 

The account to be searched at AOL is: 

kingbadger7@aol.com 

The accounts to be searched at MSN Hotmail is: 

goldenphoenix111 @hotmail.com 
Kathrvnpricefan@hotmail .com 

These accounts are further described in the foUowing paragraphs and in 
Attachment A. As set forth herein, there is probable cause to believe that a search of 
the aforementioned accounts may result in the collection of evidence relevant to an 
ongoing criminal investigation into the dissemination of a Weapon of Mass Destruction 
(anthrax) th rough the U.S. mail system in September 2001 and October 2001 in 
violation of Title 18, United States Code, Sections 2332(a) and 1114, which killed five 
people and infected at least 17 others , and into potential additional threats to witnesses 
in connection with that ongoing domestic terror·ism investigation, in violation of Title 18, 
United States Code Secbon 1512(a)(2). 
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Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service 
(hereinafter "Task Force") investigation of the anthrax attacks led to the identification of 
Dr. Bruce Edwards Ivins, an anthrax researcher at the U.S. Army Medical Research 
Institute of Infectious Diseases, Fort Detrick, Maryland (hereinafter "USAMRIID"), as a 
person necessitating further investigation for severa11 reasons: (1) At the time of the 
attacks, he was the custodian of a large flask of highly purified anthrax spores that 
possess certa-in genetic mutations identical to the anthrax used in the -attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night 
laboratory work hours around the time of both anthrax mailings; (3) Ivins has claimed 
that he was suffering serious mental health issues in the months preceding the attacks, 
and told a coworker that he had "incredible paranoid, delusional thoughts at times" and 
feared that he might not be able to control his behavior; (4) Ivins is believed to have 
submitted false samples of anthrax from his lab to the FBI for forensic analysis in order 
to mislead investigators; (5) at the time of the attacks, Ivins was under pressure at work 
to assist a private company that had lost its FD.A approval to produce an anthrax 
vaccine the Army needed for U.S. troops, and which lv·ins believed essential for the 
anthrax program at USAMRIID; and (6) Ivins sent an email to a f · · 
- a few days before the anthrax attacks warning. that "Bin Laden terrorists for 
sure have anthrax and sarin gas" and have "just decreed death to all Jews and all 
Americans," ·~art6'ihtfanthrax letters warning "WE HAVE THIS ANTHRAX 
... DEATH TO AMERICA ... DEATH TO ISRAEL'' 

Factua'l Background 

Over the course of the past few years, Dr. Ivins had become aware that the Task 
Force considered him a person who warranted further investi9ation in connection with 
the anthrax attacks. He has been interviewed a number of times by law enforcement 
throughout the course of the nearly seven-year investigation, and three times in 2008 
al'one, most recent ly in the presence of his attorney on June 9, 2008. In addition, on 
November 1, 2007, Task Force agents executed search warrants at his residence, his 
office at USAMRIID, and his vehicles, for evidence linking him to the anthrax attacks, 
and seized a number of items, including numerous letters to members of Congress and 
the media, along with handguns. In recent months ·in particular, he has told co-workers 
and friends that he is a suspect in the investigation, even revealing to one friend a few 
weeks ago that his attorney has told him to prepare to be indicted for the anthrax 
attacks. On July 12, 2008, in response to the threats Dr. Ivins had made (described 
further in th is affidavit), a search of Dr. Ivins' house, cars, office, and wallet was 
conducted. Recovered in that search were numerous rounds of ammunition , a bullet 
proof vest, a homemade body armor plate , computers, and other case related items. 

2 
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Over the course of the investigation, Ivins has been known to use at least eight 
email a.ddresses, including the six that are the subject of this affidavit. Based on pen 
register data and other sources, investigators know that email is his most common 
method of communication, sending numerous emai'l messages each week. 
Investigation has further revealed that the anthrax investigation is a common topic of his 
email messages. 

In January 2008, Dr. Ivins admitted to the FBI that he has used the following e-
mail address · kingbadger7, jimmyflathead, and goldenphoenix111. Ivins did not 
mentio The use of this account was first discovered in a review of Ivins's 
finances . Ivins li this account on an order he placed . Subpoenaed information from 
Yahoo! revealed the foll'owing user identification for the e-mail address: 

Login Name: 
Alternate E-mail Address : 
Name: 
Address: 
Account Created: 

Goldenphoenix111 @hotmaiLcom is a known e-mail address for Dr. Ivins, 
however, listed in the account information. It should be 
noted 

In February and March of 2008, search warrants were served on all four of the 
above e-mail accounts. had one e-mail that was not '1junk" 
mail ; it read as follows : 

"Subject: Finally! I know Who mailed the anthrax! 
From: KingBadger7@aol.com <KingBadger7@aol.com> 
Date: Fri 7 17:49:0 EDT 
To: 

Hi1, 
Yes es! Yes!!!'!!!' I finally know who mailed the anthrax letters in 

the fall of 2001. l,'ve pieced it together! Now we can finally get all of this 
ovel" and done with. I have to check a couple of things to make 
sure .. . absolutely sure .. . and then I can turn over info. I'll probably turn it 
over to my lawyer, and then he'll turn the info over to the authorities. I'm 
not looking forward to everybody getting dragged through the mud, but at 
least it will all be over. Finally! I should have it TOTALLY nailed down 
within the month. I should have been a private eyell'! · 

-bruce" 

3 

014330Anthrax Page 170 of 639



Search-Warrant-08-495-M-01.pdf

This e-mail is to/from himse'lf. Pen registers have revealed that Ivins frequently 
sends e-mai'ls to himself. :1n addition , Ivins has sent at .least one other email to himself 
that details his opinion of who may have been the anthrax mailer. The investigation has 
further revealed that 11VinS fOUti.nely USeS the nameS and identifierS Of Other individualS in 
order to disguise his identity. 

Mos.t recently, investigators recovered from his trash a piece of paper in Dr. 
Ivins's handwriting containing two previously unknown email addresses: 
stanfordhawker@yahoo.com and bruceiv@yahoo.com, along with their passwords. 
Subscriber information for stanfordhawker@yahoo.com is Mr. Stanford Hawker, with a 
-a zipcode of 21702. Subscriber information for bruceiv@yahoo.com is Mr. Bruce I, 
zipcode 21702, alternate email address kingbadger7@aol.com, a known email address 
of Dr. Ivins . 

· In addition, the investigation has revealed Ivins's use of the name "bruceivi." An 
internet search of "bruceivi" revealed postings on You Tube with the screen name, 
"bruceivi ." The dialog:ue was in reterence to the reality TV show, The Mole, Season 1, 
Episode 7, part 4, referencing Kathryn Pr·ice, the winner of that season. Ms. Price 
attended college at the University of Kansas - mascot the Jayhawks- and law school 
at Stanford University, the likely source of "Stanford Hawker." This was discovered on 
July 15, 2008, and all the postings had the time fmme of "1 week ago." They are as 
follows: 

"bruceivi ( 1 week ago) 

Steve had a .great chance to KiU Kathryh that would go down as the 
prin o moment in reality TV. After the fake fainting he'd say, 'Kathryn, do 
you know what a mole is? It's a blind useless animal that humans hate. 
And do you know what we do to moles? We kill them!' 

bruceivi ( 1 week ago) 

- V\!ith that he should-have taken -the hatchet and brought -ifaown 
hard and sharply across her neck, severing her carotid artery and jugular 
vein. Then when she hits the ground, he completes the task on the other 
side of the neck, severing her trachea as well. The 'Blind' mole is dead 
and Steve is a hero among heroes! I personally would have paid big 
money to have doe it myself. 

bruceivi ( 1 week ago) 

Maybe something really dreadful wil l happen to Kathryn Price. If 
so, she will richly deserve it! The least someone could do would be to 
take a sharp ballpoint pin or letter opener and put her eyes out, to 
complete the task of making her a true mole!" 

4 
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On July 9, 2008, approximately the same time as the above posting, Ivins 
attended a group therapy session in Frederick, Maryland, hosted by a licensed Clinical 
Social Wor~~er , where he was later described as agitated, angry, and hostile. Ivins 
stated that he had been walking around the "ghetto" areas of Frederick late at night 
hoping that someone would try to hurt him so that he could stab them with a sharp 
writing pen, similar to his Youtube posting. Ivins had the pen with him and made the 
social worker fee'! it. 

Most importantly, at this same meeting, Ivins stated that he was a suspect in the 
anthrax investigation and that he was angry at the investigators, the government, and 
the system in general. He said he was not going to face the death penalty, but instead 
had a plan to kill co-workers and other individual:s who had wronged him. He said he 
had a bullet-proof vest, and a list of co-workers, and added that he was going to obtain 
a Glock firearm from his son within the next day, because federal agents are watching 
him and he could not obtain a weapon on his own. Based on these statements, the 
Social Worker called the Frederick, Maryland, police department, and they took custody 
of Bruce Edwards Ivins on Thursday, Julry 10, 2008, for a forensic evaluation at 
Frederick Memorial Hospital. Ivins was then sent to Sheppard Pratt Health Systems in 
Towson, Maryland, for further evaluation, where he remained until on or about 
Thursday, .July 24, 2008, when he was released. 

Upon his release from Sheppard Pratt Health Systems, lvi.ns went to the 
Frederick Public Library in Frederick, Maryland , where he was observed using a stand
alone computer terminal. He visited the web-site www.anthraxinvestigation.com , a web 
site dedicated to the investigation of the Fall 2001 anthrax attacks. He also util ized 
email on t at terminal. Ivins left the library, and went home in the evening of Thursday, 
July 24, 2008., and wasn't seen again, though he was under 24-hour surveillance. At 
approximately 1:15 a.m., o~Sunda , July 26, 2008, paramedics were summoned to the 
Ivins residence, located at Frederick, Maryland , because he was 
unconscious . He was taken to Frederick , emorial Hospital , where he remained in 
critical condition due to an overdose of Tylenol and Valium, until he died on Tuesday, 
July 29, 2008. 

tn the early morning hours of July 31 , 2008, rinvestigators conducted a search of 
the trash outside the Ivins residence. Among other items of interest, they recovered a 
hand-written list in Ivins's handwriting, with the following information: 
letters@washingtonpost.com, letters@baltimoresun.com, www.cardin .senate.gov, 
www.mikulski.senate.gov, and www.bartlett.house.gov. They also recovered notes 
Ivins had rnade while at Sheppard Pratt in Towson, Maryland , in which he detailed 
various stressors in his life, including that he was facing possible incarceration. Finally, 
they recovered a note in Ivins's handwrihng with a previous'ly-unknown email 

assword to that account 
and the following information: 

ns's address) . Agents logg into that account and saw an email 
from Ivins to Kathryn Price, dated Jul'y ,8, 2008 , in which he stated : 

5 
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Dear Ms. Price, I am very sorry to bother you, but I wanted to ask you if 
you are the same Kathryn Price that starred in the Mole reality TV 
seri·es. I've been a fan of yours/hers since then, and I wondered if you 
are going to have any public appearances where people could meet 
you [possibly a book signing?] and get your autograph. n you are a 
diffE~rent Kathryn Price, I sincerely apologize. I ·look forward to a reply 
of some kind. Thank you very much!!!! Cindy Wood 

The Task Force submits that a search of the Subject e-mail accounts may reveal 
documentary evidence that will assist the investigation into these threats to witnesses 
related to ··he anthrax investigation, including any plans that Dr. Ivins may have set in 
motion prior to his death. It bears emphasis that there was a nearly orie-month gap 
between tile time that the anthrax letters were mailed and the first letter was discovered. 
In addition, a search of the subject email accounts may reveal statements by Dr. Ivins 
concernin!~ the anthrax attacks which would further the investigation into those _attacks. 
The search is for any writings identifying a plan to kill witnesses or names of intended 
victims, any statements regarding the anthrax attacks, or any other relevant documents 
and/or notes, as more fully described in the Attachment to this affidavit. 

Conclusion 

Based on the foreg·oing, I submit that there is probable cause to believe that a 
search of the Subject e-mail accounts may result 1in coll.ection of evidence relevant to 
the investig,ation of threats to witnesses in , and obstruction of, the investigation into the 
dissemination of a weapon of mass destruction (anthrax) through the U.S. mail system 
in Septe ber and October 2001 in violation of 18 U.S.C, Sections 1512(a)(2), 2332a 
and 11 14. Specifically, there is probable cause to believe that a search of the Subject 
e-mail accounts as described in the Attachment to this affidavit, may reveal writings 
identifying a plan to kill witnesses, names of intended victims, photographs, and other 
relevant documents, along with statements regarding the anthrax attacks themselves .. 

Because this affidavit is part of an ongoing investigation that would be 
jeopardized by premature disclosure of information, I further request that this Affidavit, 
the accompanying Order, and other related documents be filed under seal until further 
order of the Court. 

The statements contained in this Affidavit are based in part on information 
provided by FBI Special Agents and U.S. Postal Inspectors, on observations made by 

6 
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ATTACHMENT A 

I. Search Procedure 

a. These search warrants will be presented to Yahoo! personnel by l-aw 
enforcement agents. Yahoo! personne·l will be directed to isolate those accounts and 
files described in Section II below; 

b. 11n order to minimize any disruption of computer service to innocent third 
parties, Yahoo! employees will create exact duplicates of the computer accounts and 
files described in Section II below, including an exact duphcate of all information stored 
in the computer accounts and files described therein : 

c. Yahoo! employees wil:l provide the exact duplicates in electronic form of the 
accounts and fi'les described in Section II below and all information stored in those 
accounts and files to law enforcement agents who need not be present during the 
duplication of the files; 

II. Files and Accounts to be Copied by Yahoo! Employees 

a. All electronic mail stored and presently contained in, or on behalf of, the 
following electronic mail addresses and/or individua.l accounts: 

bruceiv@yahoo.com 
stanfordhawker@yahoo.com 

b. All existing printouts from or~iginal storage of all of the electronic mail 
described above in Section ll(a); 

c. All transactional' information of all activity of the electronic mail addresses 
and/or individual accounts described above in Section ll(a), including log f iles, dates, 
times, methods ofr connecting , ports, IP addresses, dial-ups, and/or locations; 

d. All business records and subscriber information , in any form kept, pertaining 
to the electronic mail addresses and/or individual accounts described above Section 
ll(a) , including applications, subscribers' full names, all screen names associated wit the 
subscribers and/or accounts, all account names associated with the subscribers, 
methods of payment, telephone numbers, addresses, and detailed billing records; and 

e. All records i,ndicating the services available to subscribers of the electronic 
mail addresses and/or individual accounts described above in Section ll(a). 
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f . All stored electronic co"mmunicahons, existing print outs, and other files 
reflecting communications to or from the above-referenced accounts , including 
electronic communications i·n electronic storage. 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

ln the Matter of the Search of 
(Name, address or brief description of person or property to be searched) 

Electronic mail stored in u~\::uu•• 

controlled by Yahoo! Inc., 701 First Avenue, Building 
Sunnyvale, CA 94089 SEARCH WARRANT 

CASE NUMBER: 

08=495 - M-0 1 
TO: Marlo Arredond_o and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name, description and or 'location) 

Electronic mail stored in email account 
Avenue, Bui'lding D, Sunnyvale, CA 

trolled by Yahoo! Inc., 701 First 

in the Northern District of California, there is now concealed a certain person or property, namely (describe the person or 
property) 

all in fo rmation pertaining to this account, including stored data, IP addresses, and electronic ma il, described 
more fully in Attachment A. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the 
issuance of this. warrant. 

YOU ARE HEREBY COMMANDED to search on or before ~~ fJ. _;u,o~ 
( ate) 

(not to exceed I 0 days) th,tperson or place named above for the person or property specified, serving this warrant 

and making the search K:lJ'(i~ the daytime-6:00A.M. to 10:00 P.M.) 0 (at any time in the day or night as I find 
reasonable cause has been established) and if the person or property be found there to seize same, leaving a copy of 
this warrant and receipt for the person or property taken, and prepare a written inventory of the person or property 
seized and promptly return this warrant to" the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

AUG o 7 zooa 
at Washington, D.C. 
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_Q<E - 4t1'5- 1\A ·-0\ 
DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WITH 

~ \'1 I ?A>oq ·~ l ~ \ 1-0~ !f·. t.p5 "f\\1\ ~CA..~w l. ~i()\i r,U to~\i O.Vlt-<.· ""D~visicl'~ 

INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 

On ~ \ o&d o~ \'\·e, ( \ ) CD -~tlS f< L<:hl<d. fuM ~e:Utl oo I_ ) 

~ l\·, l\C~ t ~Mt\.-d Gl-l L.O\,lvtt \ \'\f'ov M o..-1:; Ov--. > W \flt llltd-c,.. ~Y\ p._p-snok 
b< -f"'-t, '{eq~skti R-~\ D..L UH.-...V\+ . 

CERTIFICATION 

I swear that this inventory is a true and detailed account of the person or property taken by me on the warrant. 

Subscrib·~d , sworn to, and returned before me this date. 

W{)udge or U.S. Magistrate Judge Date 
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A0106(Rev.5/85) Affidavit for Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

Flt.E:~D 
AUG ·· 7 2008 

(Name, address or brief description of person, property, or premises to be searched) NANGY MAYER WHITT! NGTON, CLERK 
U.S. DIS''f!ICT COURT 

APPLICATION AND AFFJ][)A VIT Gateway E Series Computer 
MFG Code 0033161568, formerly located 
at Station 54, C. Burr Artz Library 

FOR SEARCH WARRANT 

110 East Patrick Street, Frederick, Maryland 21701 
Currently located at 9325 Discovery Blvd, Manassas, VA 

CASENUMBER:Q 8- 4 9 6 - M 0 1 
(Further described below) 

--'M~a,_,_r_,_,lo:!....!.2A~r.!..r~ed~o~n~d:!.:o:!.-_______ b,eing duly sworn depose and say: 

I am a(n) Special Agent with the Federal Bureau of Investigation 
(Official Title) 

that (name, description and or location) 

and have reason to believe 

Gateway E Series Computer, MFG Code 0033161568, formerly located at Station 54, C. Burr Artz Library, 110 
East Patrick Street, Frederick, Maryland, 21701, currently located at 9325 Discovery Blvd, Manassas, VA 

in the Northern District of Virginia, there is now concealed a certain person or property, namely (describe the perscn orpmperty 
to be searched) 

electronic communications, electronic documents, internet activity, and stored writings identifying a plan 
to kill witnesses or names of intended victims, suicide letters, or any other relevant dectronic data. 

which is (state one or more bases for search and seizure set forth under Rule 4J(c) of the Federal Rules of Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, including the use of a weapon l[)f mass 
destruction (anthrax) and the murder and attempt to murder officers and employees olfthe Unitt'd States. 

concerning a violation of Title 18 United States Code United States Code, Section(s) 2332a anld 1114 . The facts 
to support a finding of Probable Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN INCORPORATED BY REFERENCE AS IF FULLY RESTATED HEF:EIN 

Continued on the attached sheet and made a part hereof. x YES o NO 

~~~ f\AMArr~. 
US Attorney's Office, Washington, DC Signature of Affiant 

(202)202-353-8055 Marlo Arredondo, Special Agent 
Federal Bureau of Investigation 

at Washington, D.C. (Pursuant to the domestic terTori~m S(:arch 

0\MBERTH, '~.Je RCl 
Warra visions of Rule 41(b)(3)) 

Name and Title of Judicial Officer 
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.. 

AFFIDAVIT IN SUPPORT OF SEARCH WARRANT Q :8 _ 4 9 6 _ M Q ., 
I, Marlo Arredondo, being duly sworn, depose and say: 

I have been a Special Agent of the Federal Bureau of Investigation 
(FBI) for approximately three years. As a Special Agent of the FBI, I investigate 
a crime involving the dissemination of a Weapon of Mass Destruction I[ anthrax) in 
violation of Title 18 U.S.C. Sections 2332(a), 1114, and 1512(a) (2). The 
definitions provided herein are based on my knowledge and experience as an 
FBI Agent, and consultations with other criminal investigators. 

This affidavit is respectfully submitted in support of an application for 
warrants to search the following computers, pursuant to the domestic terrorism 
search warrant provision found at Rule 41 (b )(3) of the Federal Rules of Criminal 
Procedure, in that it involves threats to witnesses in, and obstruction of, a 
domestic terrorism investigation, pending in the District of Columbia. 

I make this affidavit in support of an application for a search warrant for 
two desktop computers currently in the FBI's possession, however, previously 
located on the second floor of the C. Burr Artz Library, 110 East Patrick Street, 
Frederick, Maryland 21701. The first computer is identified as Station 54: a 
Gateway E Series, MFG Code 0033161568. The Gateway computer towe!r has a 
sticker on the front bearing the identifier, Station 54. The second computer is 
identified as Station 41: a Dell Optiplex 320, Bar Code 41 YPBC 1. The Dell 
computer tower has a sticker on top bearing the library's property identification 
number 00531. 

As discussed below, there is probable cause to believe that a 
search of the aforementioned computers may result in the collection of evidem;e 
relevant to an ongoing criminal investigation into the dissemination of a Weapon 
of Mass Destruction (anthrax) through the U.S. mail system in September 200·1 
and October 2001 in violation of Title 18, United States Code, Sections 2332(a) 
and 1114, which killed five people and infected at least 17 others, and into 
tampering with a witness or informant in connection with that ongoing domestic 
terrorism investigation, in violation of Title 18, United States Code Section 
1512(a)(2). The FBI and the U.S. Postal Inspection Service (hereinafter "Task 
Force") investigation of the anthrax attacks has led to the identification of Dr. 
Bruce Edwards Ivins as a person necessitating further investigation for the! 
reasons set forth in this affidavit. 

Overview 

The Task Force investigation of the anthrax attacks has led to the 
identification of Dr. Bruce Edwards Ivins, an anthrax researcher at the U.S. Army 
Medical Research Institute of Infectious Diseases, Fort Detrick, Maryland 
(hereinafter "USAMRIID"), as a person necessitating further investigation for 
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several reasons: (1) At the time of the attacks, he was the custodian of a large 
flask of highly purified anthrax spores that possess certain genetic mutations 
identical to the anthrax used in the attacks; (2) Ivins has been unable to give 
investigators an adequate explanation for his late night laboratory work hours 
around the time of both anthrax mailings; (3) Ivins has claimed that he was 
suffering serious mental health issues in the months preceding the attacks, and 
told a coworker that he had "incredible paranoia, delusional thoughts at times" 
and feared that he might not be able to control his behavior; (4) Ivins is believed 
to have submitted false samples of anthrax from his lab to the FBI for forensic 
analysis in order to mislead investigators; (5) at the time of the attacks, Ivins VIlas 
under pressure at work to assist a private company that had lost its FDA 
approval to produce an anthrax vaccine the Army needed for U.S. troops, and 
which Ivins believed was essential for the anthrax program at USAMRUD; and (6} 
Ivins sent an email to a friend a few days before the anthrax attacks warning her 
that "Bin Laden terrorists for sure have anthrax and sarin gas" and have "just 
decreed death to all Jews and all Americans," language similar to the anthrax 
letters warning "WE HAVE THIS ANTHRAX ... DEATH TO AMERICA ... DEATH 
TO ISRAEL." 

Factual Background 

Over the course of the past few years, Dr. Ivins has become aware tha1t 
the Task Force considers him a person who warrants further investigation in 
connection with the anthrax attacks. He has been interviewed a number of times 
by law enforcement throughout the course of the nearly seven-year investigation, 
most recently in the presence of his attorney on June 9, 2008. In addition, on 
November 1, 2007, Task Force agents executed search warrants at his 
residence, his office at USAMRIID, and his vehicles, for evidence linking him to 
the anthrax attacks, and seized a number of items, including numerous let1ters to 
members of Congress and the media, along with handguns. In recent months in 
particular, he has told co-workers and friends that he is a s.uspect in the 
investigation, even revealing to one friend a few weeks ago that his at1torney has 
told him to prepare to be indicted for the anthrax attacks. 

On July 9, 2008, Ivins attended a group therapy session in 
Frederick, Maryland, hosted by a licensed Clinical Social Worker, where he was 

---~--------__Later described__as_agitated,_angry_,__and_ho_stile.__lvjns_statedlbatbe_hadken _________ ~----
walking around the "ghetto" areas of Frederick late at night hoping that someone 
would try to hurt him so that he could stab them with a sharp writing pen. Ivins 
had the pen with him and made the social worker feel it. 

Most importantly, at this same meeting, Ivins stated that he was a susp1::~ct 
in the anthrax investigation and that he was angry at the investigators, ·the 
government, and the system in general. He said he was not going to face the 
death penalty, but instead had a plan to kill co-workers and other indiviiduals who 
had wronged him. He said he had a bullet-proof vest, and a list of co-vvorkers, 
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and added that he was going to obtain a Glock firearm from his son within the 
next day, because federal agents are watching him and he could not obtain a 
weapon on his own. Based on these statements, the Social Worker called the 
Frederick, Maryland, police department, and they took custody of Bruce Edwards 
Ivins on Thursday, July 10, 2008, for a forensic evaluation at Frederick Memorial 
Hospital. Ivins was then sent to Sheppard Pratt in Baltimore, Maryland, for 
further evaluation, where he remained until Thursday, July 24, 2008, vvhen he 
was released. 

On July 12, 2008, in response to the threats Dr. Ivins had madE:~. a search 
of Dr. Ivins' house, cars, office, and wallet was conducted. Recovered in that 
search were several items of ammunition, a bullet proof vest, a homemade body 
armor plate, computers, and other case related items. 

On July 24, 2008, between the hours of 7:00pm and 8:30pm, while 
conducting a surveillance operation on Dr. Bruce Edwards Ivins, Spec:ial Agents 
of the FBI observed Dr. Ivins enter the C. Burr Artz Library in Frederick, 
Maryland. Dr. Ivins utilized the computer located at Station 54. A short tirne l;~1ter 
Dr. Ivins left Station 54 and utilized the computer located at Station 41. While 
utilizing the computers, Special Agents of the FBI observed Dr. Ivins reviewin!;} a 
website dedicated to the Anthrax Investigation and examining email accmmts. 

On Sunday, July 27, 2008 at approximately 1:15am, Frederick County 
Emergency Services responded to 622 Military Road, Frederick, Maryland 
following a 911 call for an unconscious male. Dr. Ivins was transported to 
Frederick Memorial Hospital where he remained until his death on Tuesday, July 
29, 2008. Dr. Ivins' death was ruled a suicide due to an overdose of Tylenol 
(acetaminophen). 

' . 

. On July 31, 2008, both of the above referenced computers, Station 41 ;:mel 
54, were obtained from C. Burr Artz Library. The computer towers are pre~sently 
in FBI possession until they can be searched. 

The Task Force submits that a search of the computers may reveal 
documentary evidence that will assist the investigation into these threats to 
witnesses related to the anthrax investigation, and obstruction of that 
investigation. The search is for any indication of electronic communications,_ ________ -___ _ 
electronic documents, internet activity, and stored writings identifying a plan to killl 
witnesses or names of intended victims, suicide letters or any other relevant 
electronic data. 

014341Anthrax Page 181 of 639



Search-Warrant-08-496-M-01.pdf

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe 
that a search of the aforementioned computers may result in collection of 
evidence relevant to the investigation of threats to witnesses in, and obstruction 
of, the investigation into the dissemination of a weapon of mass destruction 
(anthrax) through the U.S. mail system in September and October 2001 in 
violation of 18 U.S.C., Sections 1512(a)(2), 2332a and 1114. Specific;ally, there 
is probable cause to believe that a search of the computers may reveal ele~ctronic: 
data identifying a plan to kill witnesses, names of intended victims, photographs, 
suicide letters and other relevant information. 

Because this affidavit is part of an ongoing investigation that would be 
jeopardized by premature disclosure of information, I further request that this 
Affidavit, the accompanying Order, and other related documents be filed unde!r 
seal until further order of the Court. 

The statements contained in this Affidavit are based in part on iinformation 
provided by FBI Special Agents and U.S. Postal Inspectors, on observations 
made by law enforcement agents, and on my experience and background as a1 
FBI Special Agent. I have not included each and every fact known to me 
concerning this investigation. I have set forth only the facts that I believe are 
necessary to establish the necessary foundation for the search warrant. 

l\uiu& (trr~--
MARLo ARREDONDO 
Special Agent 

AUG 0 7 ZOOS Federal Bureau of Investigation 

Sworn to before me this 
__ day of ____ _ 

----··· _JJ~T~~-~----
United States District Court 
for the District of Columbia 

LAMBERTH, C.J. RCL 
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A093(Rev.5/85)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person or property to be searched) 

Gateway Series E Computer 
MFG Code 0033161568, formerly located 

at Station 54, C. Burr Artz Library 
110 East Patrick Street, Frederick, Maryland 21701 
Currently located at 9325 Discovery Blvd, Manassas, VA 

SEARCH WARRANT 

CASENUMBER: 0 8- 4 9 6- M 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name, description and or location) 

Gateway E Series Computer, MFG Code 0033161568, formerly located at Station 54, C. Burr Artz Libmry,, 110 
East Patrick Street, Frederick, Maryland, 21701, currently located at 9325 Discovery Blvd, Manlltssas, VA 

in the Northern District of Virginia, there is now concealed a certain person or property, namely (describe the person or 
property) 

electronic communications, electronic documents, internet activity, and stored writings identifying a pl:iln to kill 
witnesses or names of intended victims, suicide letters, or any other relevant electronic data. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the issuance 
of this warrant. 

~~%~,L ___ _ 
(Date) 

YOU ARE HEREBY COMMANDED to search on or before 

(not to exceed 10 ~}fthe person or place named above for the ~son or property specified, serving this wan·anlt and 
making the search G2f (in the daytime-6:00A.M. to 10:00 P.M.) U (at any time in the day or night as I find reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this wanant and 
receipt for the person or property taken, and prepare a written inventory of the person or property sc~ized and promptly 
return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

AUG 0 7 2008 
at Washington, D.C. 

Name and Title of Judicial Officer 

0 1 
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RETURN 
DATE WARRANT RCC E\VEn 

;? )l )o )r 

D A.TE AND ciME W ARRJ'.N'\ EXEC\J\12.1) CO'?'< OF 'Nf>..R'i\.A..I'H .II.ND ?J:Ct.\?1 t:OR HP..\ LEFT 'Nl.'T'l-l 

D A-rtrt E t '- ~ t4 I'<::. ~ ,v 

INVENTORY MADE fN THE PRESENCE OF 
5A 

INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 

--·~-~-----·· ·~·· ·-···- · --·-----·- ~ ~ -· ····----- -· ·· ····- ---·~ · ·· ·-·- -- --~···- ~-----.... ·- ····-· --

CERTIFICATION 

I swear that this inventory is a true and detailed account of the person or property taken by me on the warrant. 

Subscribed, sworn to, and returned before me this date. 

~.,~~,t:~ 

NANCY MAYER WHITIINGTON, CLERK 
U.S. DISTRICT COURT 

sft?/ov 
Date 
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A0106(Rev.5/85) Affidavit for Search Warrant 

UNITED STATES DISTRICT COURT' 
FOR THE DISTRICT OF COLUMBIA 

Fll ... E:~ D 
AUG -· 7 :W08 

In the Matter of the Search of 
NANGY MAYER WHii":iil.iGTON. CLERK 

U.S. DIST!=;JCT COUR1 

(Name, address or brief description of person, property, or premises to be searched) 

Dell Optiplex 320Computer, Bar code 41 YPBC1 
property ID number 00531, formerly located 

APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 

at Station 41, C. Burr Artz Library 
110 East Patrick Street, Frederick, Maryland 21701 
Currently located at 9325 Discovery Blvd, Manassas, VA 

CASE NUMBER: 

(Further described below) 

--'M"-=a:.:..r""'lo""Ac:..:.,rr,_,e:.::d"'o.:.:.n.>:.d.::.o _______ being duly sworn depose and say: 

I am a(n) Special Agent with the Federal Bureau of Investigation 
(Official Title) 

that (name, description and or location) 

and have reason to believe 

Dell Optiplex Computer, Bar code 41 YPBC1, property ID number 00531, formerly located at Station 41, C.. Burr 
Artz Library, 110 East Patrick Street, Frederick, Maryland, 21701, currently located at 9325 Discovery Blvd, 
Manassas, VA 

in the Northern District of Virginia, there is now concealed a certain person or property, namely (describe the person or prop"rty 
to be searched) 

electronic communications, electronic documents, internet activity, and stored writings identifying, a plan 
to kill witnesses or names of intended victims, suicide letters, or any other relevant electronic du1ta. 

which is (state one or more bases for search and seizure set forth under Rule 41 (c) of the Federal Rules of Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, including the use of a weapon of mass 
destruction (anthrax) and the murder and attempt to murder officers and employees of the United Stat1~s. 

concerning a violation of Title 18 United States Code United States Code, Section(s) 2332a and .I 114 _. The facts 
to support a finding of Probable Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY RESTATED HEREIN 

Continued on the attached sheet and made a part hereof. x YES o NO 

~e~~'-~~ ~krr~ 
US Attorney's Office, Washington, DC Signature of Affiant 

(202)202-353-8055 Marlo Arredondo, Special Agent 
Federal Bureau of Investigation 

Sworn to before me, and subscribed in my presence 

AUG 0 7 2008 at Washington, D.C. (Pursuant to the domestic terrorism search 
W rovisions of Rule 41 (b)(J)) 

~-·--.. ·-·-
I:AMBERTH, ;-C.J. RCL 

Name and Title of Judicial Officer of Judicial 0 ficer 

LAMBERTH, C.J. IICL 

0 1 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Marlo Arredondo, being duly sworn, depose and say: OB-49?-M 01 
I have been a Special Agent of the Federal Bureau of Investigation 

(FBI) for approximately three years. As a Special Agent of the FBI, I investigate 
a crime involving the dissemination of a Weapon of Mass Destruction (anthrax) iin 
violation of Title 18 U.S.C. Sections 2332(a), 1114, and 1512(a) (2). The 
definitions provided herein are based on my knowledge and experience as an 
FBI Agent, and consultations with other criminal investigators. 

This affidavit is respectfully submitted in support of an application for 
warrants to search the following computers, pursuant to the domestic terrorism 
search warrant provision found at Rule 41 (b )(3) of the Federal Rules of Criminal 
Procedure, in that it involves threats to witnesses in, and obstruction of, a 
domestic terrorism investigation, pending in the District of Columbia. 

I make this affidavit in support of an application for a search warrant for 
two desktop computers currently in the FBI's possession, however, previously 
located on the second floor of the C. Burr Artz Library, 110 East Patrick Street, 
Frederick, Maryland 21701. The first computer is identified as Station 54: a 
Gateway E Series, MFG Code 0033161568. The Gateway computer tower has a 
sticker on the front bearing the identifier, Station 54. The second computer is 
identified as Station 41: a Dell Optiplex 320, Bar Code 41YPBC1. The Dell 
computer tower has a sticker on top bearing the library's property identification 
number 00531. 

As discussed below, there is probable cause to believe that a 
search of the aforementioned computers may result in the collection of HvidencE:~ 
relevant to an ongoing criminal investigation into the dissemination of a VVeapon 
of Mass Destruction (anthrax) through the U.S. mail system in September 2001 
and October 2001 in violation of Title 18, United States Coae, Sections :2332(a) 
and 1114, which killed five people and infected at least 17 others, anci into 
tampering with a witness or informant in connection with that ongoing domestic 
terrorism investigation, in violation of Title 18, United States Code Section 
1512(a)(2). The FBI and the U.S. Postal Inspection Service (hereina1ter "Task 
Force") investigation of the anthrax attacks has led to the identification of Dr. 
Bruce Edwards Ivins as a person necessitating further investigation for jthe 
reasons set forth in this affidavit. 

Overview 

The Task Force investigation of the anthrax attacks has led to thE~ 
identification of Dr. Bruce Edwards Ivins, an anthrax researcher at thE~ U.S. Army 
Medical Research Institute of Infectious Diseases, Fort Detrick, Maryland 
(hereinafter "USAMRIID"), as a person necessitating further investigation for 
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several reasons: (1) At the time of the attacks, he was the custodian of a large 
flask of highly purified anthrax spores that possess certain genetic mutations 
identical to the anthrax used in the attacks; (2) Ivins has been unable to give 
investigators an adequate explanation for his late night laboratory work hours 
around the time of both anthrax mailings; (3) Ivins has claimed that he was 
suffering serious mental health issues in the months preceding the attac:ks, and 
told a coworker that he had "incredible paranoia, delusional thoughts at times" 
and feared that he might not be able to control his behavior; (4) Ivins is believed 
to have submitted false samples of anthrax from his lab to the FBI for forensic 
analysis in order to mislead investigators; (5) at the time of the attacks, llvins was 
under pressure at work to assist a private company that had lost its FDA 
approval to produce an anthrax vaccine the Army needed for U.S. troops, and 
which Ivins believed was essential for the anthrax program at USAMHIID; and (6) 
Ivins sent an email to a friend a few days before the anthrax attacks waming her 
that "Bin Laden terrorists for sure have anthrax and sarin gas" and have "just 
decreed death to all Jews and all Americans," language similar to the anthrax 
letters warning "WE HAVE THIS ANTHRAX ... DEATH TO AMERICA ... DEATH 
TO ISRAEL." 

Factual Background 

Over the course of the past few years, Dr. Ivins has become awa.re that 
the Task Force considers him a person who warrants further investigation in 
connection with the anthrax attacks. He has been interviewed a number of times 
by law enforcement throughout the course of the nearly seven-year investigation, 
most recently in the presence of his attorney on June 9, 2008. In addition, on 
November 1, 2007, Task Force agents executed search warrants at his 
residence, his office at USAMRIID, and his vehicles, for evidence linkin~;l hiin to 
the anthrax attacks, and seized a number of items, including numerous letters to 
members of Congress and the media, along with handguns. In recent months in 
particular, he has told co-workers and friends that he is a s~spect in the 
investigation, even revealing to one friend a few weeks ago that his attorney has 
told him to prepare to be indicted for the anthrax attacks. 

On July 9, 2008, Ivins attended a group therapy session in 
Frederick, Maryland, hosted by a licensed Clinical Social Worker, whE~re' he was 
later described as agitated, angry, and hostile. Ivins stated that he had been 
walking around the "ghetto" areas of Frederick late at night hoping that someom:! 
would try to hurt him so that he could stab them with a sharp writing pen. Ivins 
had the pen with him and made the social worker feel it. 

Most importantly, at this same meeting, Ivins stated that he was a suspect 
in the anthrax investigation and that he was angry at the investigators, the 
government, and the system in general. He said he was not going to face the 
death penalty, but instead had a plan to kill co-workers and other individuals who 
had wronged him. He said he had a bullet-proof vest, and a list of co·-workers, 
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and added that he was going to obtain a Glock firearm from his son within the 
next day, because federal agents are watching him and he could not obtain a 
weapon on his own. Based on these statements, the Social Worker called the 
Frederick, Maryland, police department, and they took custody of Bruce Edwards 
Ivins on Thursday, July 10, 2008, for a forensic evaluation at Frederick Memorial 
Hospital. Ivins was then sent to Sheppard Pratt in Baltimore, Maryland,. for 
further evaluation, where he remained until Thursday, July 24, 2008, when he 
was released. 

On July 12, 2008, in response to the threats Dr. Ivins had made, a search 
of Dr. Ivins' house, cars, office, and wallet was conducted. Recovered in that 
search were several items of ammunition, a bullet proof vest, a homemade body 
armor plate, computers, and other case related items. 

On July 24, 2008, between the hours of 7:00pm and 8:30pm, whiile 
conducting a surveillance operation on Dr. Bruce Edwards Ivins, Special Agents 
of the FBI observed Dr. Ivins enter the C. Burr Artz Library in Frederick, 
Maryland. Dr. Ivins utilized the computer located at Station 54. A short time later 
Dr. Ivins left Station 54 and utilized the computer located at Station 41. While 
utilizing the computers, Special Agents of the FBI observed Dr. Ivins reviewing a 
website dedicated to the Anthrax Investigation and examining email accounts. 

On Sunday, July 27,2008 at approximately 1:15am, Frederic!< County 
Emergency Services responded to 622 Military Road, Frederick, Maryland 
following a 911 call for an unconscious male. Dr. Ivins was transported to 
Frederick Memorial Hospital where he remained until his death on Tuesday., July 
29, 2008. Dr. Ivins' death was ruled a suicide due to an overdose of Tylenol 
(acetaminophen). 

On July 31, 2008, both of the above referenced computers, Station 41 and 
54, were obtained from C. Burr Artz Library. The computer towers are presently 
in FBI possession until they can be searched. · 

The Task Force submits that a search of the computers may nav1;~al 
documentary evidence that will assist the investigation into these threats to 
witnesses related to the anthrax investigation, and obstruction of that 
investigation. The search is for any indication of electronic communications, 
electronic documents, internet activity, and stored writings identifying a plan to fdll 
witnesses or names of intended victims, suicide letters or any other relevant 
electronic data. 
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Conclusion 

Based on the foregoing, I submit that there is probable cause to believe 
that a search of the aforementioned computers may result in collection of 
evidence relevant to the investigation of threats to witnesses in, and obstruction 
of, the investigation into the dissemination of a weapon of mass destruction 
(anthrax) through the U.S. mail system in September and October 2001 in 
violation of 18 U.S.C., Sections 1512(a)(2), 2332a and 1114. Specifically, there 
is probable cause to believe that a search of the computers may reveal electronic 
data identifying a plan to kill witnesses, names of intended victims, photographs, 
suicide letters and other relevant information. 

Because this affidavit is part of an ongoing investigation that would be 
jeopardized by premature disclosure of information, I further request that this 
Affidavit, the accompanying Order, and other related documents be filed under 
seal until further order of the Court. 

The statements contained in this Affidavit are based in part on informatiol1 
provided by FBI Special Agents and U.S. Postal Inspectors, on observations 
made by law enforcement agents, and on my experience and background as a 
FBI Special Agent. I have not included each and every fact known to me 
concerning this investigation. I have set forth only the facts that I believe are 
necessary to establish the necessary foundation for the search warrant. 

AUG 0 7 2008 
Sworn to before me this 
__ day of ____ _ 

~c.~ 
U.S. ISTRICT JUDGE 
United States District Court 
for the District of Columbia 

MARLO ARREDONDO 
Special Agent 
Federal Bureau of Investigation 

LAMBERTH, C.J. RCL 
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A093(Rev.5/85)Search Warrant 

UNITED STATES'mSTRICT COUR'T 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person or property to be searched) 

Dell Optiplex 320 computer, Bar Code 41YPBC1, 
property ID number 00531, formerly located 

at Station 41, C. Burr Artz Library 
110 East Patrick Street, Frederick, Maryland 21701 
Currently located at 9325 Discovery Blvd, Manassas, VA 

SEARCH WARRANT 

----···-·-

·----·--·-

CASE NUMBERQ 8 - 4 9 7 - M 0 1 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name, description and or location) 

Dell Optiplex 320 computer, Bar Code 41YPBC1, property ID number 00531, former~y Iocatelli at Station 41, C. 
Burr Artz Library, 110 East Patrick Street, Frederick, Maryland, 21701, currently located at 9325 Di:i:•:ov•~ry 
Blvd, Manassas, VA 

in the Northern District of Virginia, there is now concealed a certain person or property, namely (describe the person or 
property) 

electronic communications, electronic documents, internet activity, and stored writings identifying a plan to l<ill 
witnesses or names of intended victims, suicide letters, or any other relevant electronic data. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the issuance 
of this warrant. 

YOU ARE HEREBY COMMANDED to search on or before ~~ 11; :2.-c~-~---
O(Da;e) 

(not _to exceed I 0 ~~the perso~ or place named above for the ~son or p:ope.rty specified, :erving this warrant and 
makmg the search 1!..1 (m the daytime-6:00A.M. to I 0:00P.M.) U (at any time m the day or mght as I find rea:mnable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and prepare a written inventory of the person or property seilzed and promptly 
return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

AUG 0 7 2008 
at Washington, D.C. 

Date and Time Issued, pursuant to the domestic 

rAiBERTtrc:'J~' o :::N:::am=e:.....=an=:d~T-7.'it:=le=o";:-f':"Ju=:d7'ic-:-'ia;;..l o-=-ffi':':t""ce""'r'-41------R __ Cl s;g;fr.!fW,,S;, ~ 
LAMBERTH, C.J. ~~CL 
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RETURN 
DATE WARRANT RECEIVED 

<i)l }o ~ 
DATE AND TIME WARRANT EXECUTED 

8' / JJ /o¥' /O.')c ~ M 

COPY OF W AR.RAJ'~T AND RECEIPT FOR ITEMS LEFT WlTH 

fNYENTOR Y MADE IN THE PRESENCE OF 

fNYENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 

------------------·····---------·- ----------------
-----~ 

~--------
-·,;-~-----· 

-----------.... ____ ........... ------
,_. ... -

----------..,.,.- .. --· 
------------------___ __..-

.-

CERTIFICATION 

l swear that this inventory is a true and detailed account of the person or property taken by me on the warrant. 

FI LED 
AUG ' 2 2008 

Subscribed, sworn to , and returned before me this date. 
NANCY MAYER WHITIINGiON, CLERK 

U.S. D\SiR\CT COUR'I' -

V.s. Judge or U.S. Magistrate Judge Date 
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i\0 I 06(R~v 5/85) Affidavit for Search Warrant 

UNI'TED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Marter of the Search of 

(Name, address or brief description of person, property, or premises to be searched) 

Electronic mail stored in account bruceiv@ 
yahoo.com, controlled by Yahoo! Inc., 

AP PLICATION AND AFFIDAVIT 
SEARCH WARRANT 

701 F irst Avenue, Building D, 
Sunnyvale, CA 94089 

CASE NUMBER Q. 8 - 4 9 1 - ~:\ 
(Further described be low) 

__ M,_,_._,a._,r'-'l!!.o_,_A-'-'r,.!r__,e"'d'-"o'-"n'-"d'-"o'--___ ___ _ bei ng duly sworn depose and say: 

I am a(n) S_gecial Agent with the Federal Bureau of Investigation 
(Officia l Title) 

that (name. tk scri[ltion and or location) 

and have reason to believe 

on the property or premises known as email, account bruceiv@yalhoo.com, controlled by Yahoo! Inc., 701 
First Avenue, Building D, Sunnyvale, CA 94089 

in the Northern District of Cali fornia, there is now concealed a certain person or property, name ly (dcscn be !he person or 
propcny tO be searched) 

all info rmation pertaining to this account, includi ng stored data, IP addresses, and elec t ronic ma il, 
described more fully in Attachment A. 

which is (state one o r more bases fo r search anc.J sc tzurc set forth under Rule ' ll(c i of the Federal Rul es o f Crirn tnal Proc~durc) 

evidence relevant to the commission of an act of tt!rrorism, including the use of a weapon of mass 
destruction (anthrax) and the murder and attempt to murder officers and employees of the United 
States, and threats to witnesses to that investigation. 

concerning a violat ion of Title 18 United States Code Uni,ted States Code, Section(s) 2332a, 111 4, and 
1512(a)(2) The facts to support a finding of Probable Caus~ are as foll ows: 

S ATTACHE D AFFIDAVIT HE IN INCORPORATED BY REFERENC E AS IF FULLY RESTATE D 

HE~ 'I (\ , -

Coot~ka· ~i '-;;,a-;;,ade a part he<eof x YES o NO 

Rache~rlson L1eber, AUSA M..a.rn t}yy~ 
S Attorney's O ffice , Wa hington, DC 

(202)202-3 53-8055 
Signature of Affiant 

Marlo Arredondo, Specia,l Agent 
Federal Bureau of liivestigation 

S~~lfD!O pe(9,rerrf.-(lf.\~d subscribed in my presence 

tA'IllJ _ · , iut~~ . ~~ eP . . 

Name and T tt le o f .lud icial Officer 
t\ 093(Rcv.5iR5)Searc l1 Warrant 

. . , .,. ,

1

. at Washmgton, D.C. (Pur.suant to the domeStiC t rro n sm search 

Jj [tJ~ t· , ,, WarrantJmJG ERimfle , c l ~ ~ ~l {'_ ;T~ --n' . ,..,.. ti lJ '··• · I" ' • 
G! ~ : "· ·· · 11 .. 2 ;i!,la~ .. ::,: ~ - • . 

0 1 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

. . ~ . . 0 8 - 4 9· 1 - • ~1 0 1 
I, Marla Arredondo, bemg f1rst duly sworn, hereby depose and state as follows: .. 

I am a Special Agent of the Federal Bureau of Investigation (FBI) and have been 
so employed for approximately three years. As a Special Agent of the FBI, I am 
investigating a crime involving the dissemination of a Weapon of Mass Destruction 
(anthrax) in viol'ation of Title 18 U.S.C. Sections 2332(a), 1114, and 1512(a) (2) . The 
def initions provided herein are based on my knowledge and experience as an FBI 
Agent, and consultations with other criminal investigators. 

This affidavit is respectfully submitted in support of an application for warrants to 
search the fo llowing e-mail accounts, pursuant to the domestic terrorism search warrant 
provision found at Rule 41 (b)(3) of the Federal Rules of Criminal Procedure, in that it 
involves a domestic terrorism investigation, pending in the District of Columbia. 

I' make this affidavit in support of an application for a search warrant for certain 
accounts controlled by the free web-based electronic mail service provider known as (1) 
Yahoo!, Inc. (Yahoo!), located at 701 First Avenue, Building D, Sunnyvale , Californ ia 
94089; (2) America Online, Inc. (AOL) , 2200 AOL Way, Dulles, VA 20166; and (3) MSN 
Hotmail Microsoft Corp. (MSN Hotmail) , 1065 La Avenida , Building 4, Mountain View, 
California 94043. The accounts to be searched at Yahoo! are: 

jimmyflathead@yahoo.com 

stanfordhawker@yahoo.com 

The account to be searched at AOL is: 

kingbadger7@aol.com 

The accounts to be searched at MSN Hotmail is: 

golden phoenix 111 @hotmai I. com 
Kathrynpricefan@hotmail .com 

These accounts are fu rther described in the following paragraphs and in 
Attachment A. As set forth herein, there is probable cause to believe that a search of 
the aforementioned accounts may result in the collection of evidence relevant to an 
ongoing crim inal investigation into the dissemination of a Weapon of Mass Destruction 
(anthrax) through the U.S. mail system in September 2001 and October 2001 in 
violation of Title 18, United States Code, Sections 2332(a) and 11 14, which ki lled five 
people and infected at least 17 others, and into potential add itional th reats to witnesses 
in connection with that ongoing domestic terrorism investigation, in violation of Title 18, 
United States Code Section 1512(a)(2). 
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.. 

Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service 
(hereinafter "Task Force") investigation of the anthrax attacks led to the identification of 
Dr. Bruce Edwards Ivins, an anthrax researcher at the U.S. Army Medical Research 
Institute of Infectious Diseases, Fort Detrick, Maryland (hereinafter "USAMRIID"), as a 
person necessitating further investigation for several reasons: (1) At the time of the 
attacks, he was the custodian of a llarge flask of highly purified anthrax spores that 
possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night 
laboratory work hours around the time of both anthrax mailings; (3) Ivins has claimed 
that he was suffering serious mental health issues in the months preceding the attacks , 
and told a coworker that he had "incredibl'e paranoid, delusional thoughts at times" and 
feared that he might not be able to control his behavior; (4) Ivins is believed to have 
submitted f'alse samples of anthrax from his lab to the FBI for forensic analysis in order 
to mislead investigators; (5) at the time of the attacks, Ivins was under pressure at work 
to assist a private company that had lost its FDA approval to produce an anthrax 
vaccine the Army needed for U.S. troops, and which Ivins believed essential for the 
anthrax program at USAMRIID; and (6) Ivins sent an email to a frie 
- a few days before the anthrax attacks warning. that "Bin Laden terrorists for 
sure have anthrax and sarin gas" and have "just decreed death to all Jews and all 
Americans," language similar to the anthrax letters warning "WE HAVE THIS ANTHRAX 
.. DEATH fO AMER1ICA ... DEATH TO IS'RAEL. " 

Factual Backqround 

Over the course of the past few years, Dr. Ivins had become aware that the Task 
Force considered him a person who warranted further investigation in connection with 
the anthrax attacks. He has been interviewed a number of times by law enforcement 
throughout the course of the nearly seven-year investigation , and three times in 2008 
alone, most recently in the presence of his attorney on June 9, 2008. In addition, on 
November 1, 2007, Task Force agents executed search warrants at his residence, his 
office at USAMRIID, and his vehicles, for evidence linking him to the anthrax attacks, 
and seized a number of items, including numerous letters to members of Congress and 
the media, along with handguns. In recent months in particular, he has told co-workers 
and friends that he is a suspect in the investi9ation, even revealing to one f riend a few 
wee1ks ago that his attorney has told him to prepare to be indicted for the anthrax 
attacks. On July 12, 2008, in response to the threats Dr. Ivins had made (described 
further in this affidavit), a search of Dr. :Ivins' house, cars, office, and wallet was 
conducted. Recovered in that search were numerous rounds of ammunition, a bullet 
proof vest , a homemade body armor plate, computers, and other case related items. 

2 
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Over the course of the investigation, Ivins has been known to use at lleast eight 
email addresses, including the six that are the subject of this affidavit. Based on pen 
register data and other sources, investigators know that email is his most common 
method of communication, sending numerous email messages each week. 
Investigation has further revealed that the anthrax investigation is a common topic of his 
email messages. 

In January 2008 , Dr. ·Ivins admitted to the FBI that he has used the following e
kingbadger7, jimmyflathead , and goldenphoenix111 . Ivins did not 

mention The use of this account was first discovered in a review of Ivins's 
finances. Ivins liste this account on an order he placed . Subpoenaed information from 
Yahoo! revealed the following user identification for the e-mai.l address: 

Login Name: 
Alternate E-mail Address : 
Name: 
Address: 
Account Created : 

Goldenphoenix111 hotmail.com is a known e-maill address for Dr. Ivins, 
however, 
noted t 

listed in the account information . It 

In February and March of 2008, search warrants were served on all four of the 
above e-mail accounts. had one e-mail that was not "junk" 
mail ; it read as follows: 

"Subject: FinaHy! I know Who mailed the anthrax! 
KingBadger7@aol.com <KingBadger7@aol.com> 

7 7:4 1 EDT 

Hi, 
Yes! es! Yes!!!!!!! I finally know who mailed the anthrax letters in 

the fall. of 2001 . I've pieced it together! Now we can finally get all of this 
over and done with . I have to check a couple of th ings to make 
sure ... absolutel,y sure .. . and then I can turn over info. ii'H probably turn it 
over to my lawyer, and then he'll turn the info over to the authorities. I'm 
not looking forward to everybody getting dragged through the mud, but at 
least it will all be over. Finally! I should have it TOTALLY nailed down 
within the month. I' should have been a private eye!!'! 

-bruce" 

3 
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This e-mail is to/from himself. Pen registers have reveal,ed that Ivins frequently 
sends e-mails to himself. In addition, Ivins has sent at least one other emai l to himself 
that details his opinion of who may have been the anthrax mailer. The investigation has 
further revealed that Ivins routinely uses the names and identifiers of other individuals in 
order to disgcuise his identity. 

Most recently, investigators recovered from his trash a piece of paper in Dr. 
Ivins's handwriting containing two previously unknown eman addresses: 
stanfordhawker@yahoo.com and bruceiv@yahoo.com, along with their passwords. 
Subscriber information for stanfordhawker@yahoo.com is Mr. Stanford Hawker, with a 
a zipcode of 21702. Subscriber information for bruceiv@yahoo.com is Mr. Bruce I, 
zipcode 21702, alternate email address kingbadger7@aol.com, a known email address 
of Dr. Ivins. 

· In addition, the investigation has revealed Ivins's use of the name "bruceivi." An 
internet search of "bruceivi" revealed postings on You Tube with the screen name, 
"bruceivi. " The dialogue was in reference to the reality TV show, The Mole, Season 1, 
Ep.isode 7, part 4, referencing Kathryn Price, the winner of that season . Ms. Price 
attended college at the University of Kansas - mascot the Jayhawks - and law school 
at Stanford University, the likely source of "Stanford Hawker." This was discovered on 
July 15, 2008, and ali the postings had the time frame of "i wee~~ ago." They are as 
follows: 

"bruceivi (1 week ago) 

Steve had a .great chance to Kill Kathryn that would go down as the 
primo moment in reality TV. After the fake fainting he'd say, 'Kathryn, do 
you know what a mole is? It's a blind useless animal that humans hate . 
And do you know what we do to moles? We kiH them!' 

bruceivi (1 week ago) 

---- \'Vith thaf he should ·have taken t. e hatcnet and broughllt down 
hard and sharply across her neck, severing her carotid artery and jugular 
vein. Then when she hits the ground, he completes the task on the other 
side of the neck, severing her trachea as well. The 'Blind' mole is dead 
and Steve is a hero among heroes! I personally would have paid big 
money to have doe it myself. 

bruceivi ( 1 week ago) 

Maybe something really dreadful will happen to Kathryn Price. If 
so, she will richly deserve it! The least someone could do would be to 
take a sharp barlpoint pin or letter opener and put her eyes out, to 
complete the task of making her a true mole!" 

4 
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On July 9, 2008, approximate'ly the same time as the above posting, Ivins 
attended a group therap-y session in Frederick, Maryland, hosted by a licensed Clinical 
Social Worker, where he was 'later described as agitated, angry, and hostile. Ivins 
stated that he had been walking around the "ghetto" areas of Frederick late at night 
hoping that someone would try to hurt him so that he could stab them with a sharp 
writing pen, similar to his Youtube posting. 11vins had the pen with him and made the 
social worker feel it. 

Most importantly, at this same meeting', Ivins stated that he was a suspect in the 
anthrax investigation and that he was angry at the investigators, the government, and 
the system in general. He said he was not going to face the death penalty, but instead 
had a plan to kill co-workers and other individuals who had wronged him. He said he 
had a bul~let-proof vest, and a list of co-workers, and added that he was going to obtain 
a Glock firearm from his son within the next day, because federal agents are watching 
him and he could not obtain a weapon on his own. Based on these statements, the 
Social Worker called the Frederick, Maryland, police department, and they took custody 
of Bruce Edwards Ivins on Thursday, July 10, 2008, for a forensic evaluation at 
Frederick Memorial Hospital'. Ivins was then sent to Sheppard Pratt Health Systems in 
Towson, Maryland, for further evaluation, where he remained until on or about 
Thursday, July 24, 2008, when he was released . 

Upon his release from Sheppard Pratt Health Systems, Ivins went to the 
Frederick Public Library in Frederick, Maryland, where he was observed using a stand
alone computer terminal. He visited the web-site www.anthraxinvestigation.com, a web 
site dedicated to the investigation of the Fall 2001 anthrax attacks. He also utilized 
email on that terminal. Ivins left the library, and went home in the evening of Thursday, 
July 24, 2008., and wasn't seen again, though he was under 24-hour surveillance. At 
approximately 1:15 a.m., on Su Ju 26, 2008, paramedics were summoned to the 
Ivins residence, located at Frederick, Maryland, because he was 
unconscious. He was taken to Frederick erial Hospital, where he remained in 
critical condition due to an overdose of Tylenol and Valium, until he died on Tuesday, 
July 29, 2008. 

In the early morning hours of July 31, 2008, investigators conducted a search of 
the trash outside the Ivins residence. Among other items of interest, they recovered a 
hand-written list in Ivins's handwriting, with the following information: 
letters@washingtonpost.com, letters@baltimoresun.com, www.cardin .senate.gov, 
www.mikulski.senate.gov, and www.b~artlett . house . gov. They also recovered notes 
Ivins had made while at Sheppard Pratt in Towson, Maryland, in which he detailed 
various stressors in his life, including that ·he was faci'ng possible incarceration. Finally, 
they recovered a note in Ivins's handwriting with a previously-unknown address: 

'-'-="--':':::!:::'::::::!:::: 
· · · assword to that account 

and the following 1informa 
ns ress nto that account and saw an email 

from Ivins to Kathryn Price, dated July ,8, 2008, in which he stated : 

5 

014357Anthrax Page 197 of 639



Search-Warrant-2008-491-M-01.pdf

Dear Ms. Price, I am very sorry to bother you, but I wanted to ask you if 
you are the same Kathryn Price that starred in the Mole reali,ty TV 
series. I've been a fan of yours/hers since then , and I wondered if you 
are going to have any public appearances where people could meet 
you '[possibly a book signing?] and get your autograph . If you are a 
different Kathryn Price, I sincerely apologize. I look forward to a reply 
of some kind. Thank you very much!!!! Cindy Wood 

The Task Force submits that a search of the Subject e-mail accounts may reveal 
documentary evidence that will assist the investigation into these threats to witnesses 
related to the anthrax investigation, including any plans that Dr. Ivins may have set in 
motion prior to his death. It bears emphasis that there was a nearly one-month gap 
between the time that the anthrax letters were mailed and the first letter was discovered . 
In addition, a search of the subject email accounts may reveal statements by Dr. Ivins 
concerning the anthrax attacks which would further the investigation into those attacks. 
The search is for any writings identifying a plan to kHI witnesses or names of intended 
victims, any statements regarding the anthrax attacks, or any other relevant documents 
and/or notes, as more fully described in the Attachment to this affidavit. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a 
search of the Subject e-mail accounts may result in collection of evidence relevant to 
the investigation of threats to witnesses in, and obstruction of, the investigation into the 
dissemination of a weapon of mass destruction (anthrax) through the U.S. mail system 
in September and October 2001 in violation of 18 U.S.C., Sections 1512(a)(2), 2332a 
and 1114. Specifically , there is probable cause to believe that a search of the Subject 
e-mail accounts as described in the Attachment to this affidavit, may reveal writings 
identifying a plan to 'kill witnesses, names of intended victims, photographs, and other 
relevant documents, along with statements regarding the anthrax attacks themselves .. 

Because this affidavit is part of an ongoing investigation that would be 
jeopardized by premature disclosure of information, I further request that this Affidavit, 
the accompanying Order, and other related documents be filed under seal until further 
order of the Court. 

The statements contained in this Affidavit are based in part on information 
provided by FBI' Special Agents and U.S. Postal Inspectors, on observations made by 

6 
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law enforcement agents, and on my experience and background as a FBI Special 
Agent. I have not included each and every fact 'known to me concerning this 
investigation. !I have set forth only the facts that I believe are necessary to establish the 
necessary foundation for the search warrant. 

AUG J"" z~nn 
Sworn to before me this 
_ _ day of _ ___ _ 

""' ~e:r 
· - ~~1DC£ Rov~r 
u.s . MAGisT~.tWi :&U~18£Pr;- -
united States District Court \l. u '-· 
for the District of Columbia 
' . --, ,- . -1'--:·,. """'' 'i9\ -w- - 1l:l\ kl ~-
•: - r· Wvrl::_',i:f ::;:.~~- :il ~-~ ~- ·' 1:,: "''[I 
· ti , , · · - - , , ~ . r l1 ; · .., ln .,g}( , · . .r-... - . . ~ . l! .. . ..... - ·. ' -

MARLO ARREDONDO 
Special Agent 
Federa'l Bureau of Investigation 

7 
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ATTACHMENT A 

I. Search Procedure 

a. These search warrants will be presented to Yahoo! personnel by law 
enforcement agents. Yahoo! personnel wil'l be directed to isolate those accounts and 
files described in Section II below; 

b. In order to minimize any disruption of computer service to innocent third 
parties, Yahoo! empl,oyees will create exact duplicates of the computer accounts and 
files described in Section II below, including an exact duplicate of all information stored 
in the computer accounts and files described therein: 

c. Yahoo! employees will provide the exact duplicates in electronic form of the 
accounts and files described in Section II below and all information stored in those 
accounts and files to l'aw enforcement agents who need not be present during the 
duplication of the files; 

II. Files and Accounts to be Copied by Yahoo! Employees 

a. A I electronic mail stored and presently contained in, or on behalf of, the 
following el·ectronic mail addresses and/or individual accounts: 

bruceiv@yahoo.com 
stanfordhawker@yahoo.com 

b. All existing printouts from original storage of all of the electronic mail 
described above in Section ll(a); 

c. All transactional information of all activity of the electronic mail addresses 
and/or individual accounts described above in Section fli(a) , including log fi les, dates, 
times, methods of connecting, ports, IP addresses, dial-ups, and/or locations; 

d. All business records and subscriber information, in any form kept, pertaining 
to the electronic mail addresses and/or individual accounts described above Section 
II( a), including applicahons, subscribers' full names, all screen names associated wit the 
subscribers and/or accounts, all account names associated with the subscribers , 
methods of payment, telephone numbers, addresses, and detailed billing records; and 

e. All records indicating the services available to subscribers of the electronic 
mail addresses and/or individual accounts described above in Section ll(a). 
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f. All stored electronic communications, existing print outs, and other files 
reflecting communications to or from the above-referenced accounts , inc'luding 
electronic communications in e11ectronic storage. 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRJCT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person or property to be searched) 

Electronic mail stored in account bruceiv@yahoo.com, 
controlled by Yahoo! Inc., 701 First Avenue, Building D, 
Sunnyvale, CA 94089 SEARCH WARRANT 

08-49 1- M 
CASE NUMBER: 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to beheve that 
(name, description and or location) 

Electronic mail stored in email account bruceiv@yahoo.com, controlled by Yahoo! Inc., 701 First Avenue, 
Building D, Sunnyvale, CA 94089 

in the Nor1hern District of California, there is now concealed a certain person or property, namely (describe the person or 
property) 

all information pertaining to this account, including stored data, IP addresses, and electronic mail, described 
more fully in Attachment A. 

'I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the 
issuance ofthis warrant. 

YOU ARE HEREBY COMMAND ED to search on or before ___ J!_h:....::._=~;~:_u....;t:~~..._/~1..~· ....c:;L41::.__----4f~-
~~te) 

(not to exceed I 0 days)yperson or place named above for the person or property specified, serving this warrant 
and making the search IYf (in the daytime - 6:00A.M . to I 0 :00P.M.) 0 (at any time in the day or night as I find 
reasonable cause has been established) and if the person or property be found there to seize same, leaving a copy of 
this warrant and receipt for the person or property taken, and prepare a written inventory of the person or property 
seized and promptly return this warrant to the undersigned U.S . Judge/U.S. Magistrate Judge, as required by law. 

AUG 07 1008 
at Washington, D.C. 

0 1 
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~URN 0~ - 44 I - M D t 
DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WITH 

~\ 1 I wert · ~ \~I uo~ .· ''·; L.J-: ~f'\'\ '{,1\i~oo . Ci 10\\n"'t ~n--pl,t\Nlc.< D"'i'Si~.., 

fNVENroRYMADEfNTHEPREsENcEoF ~o..\ttc l 1tvsom·'l-e- \ _ 'l:tlv-l\j Riecl--clt 

INVENTORY OF PERSON OR PROPERTY TAKEN PURSUANT TO THE WARRANT 

()n <6\::U \ 0~ \ 00 . ( t) CD WO-~ Y.(C.<\v<t:l -f}O{Yl ~oJnDO \. 
~fi-\R• n i ~~ e11\ti. 1 MWIM' t '> n Wt ~Go/'! 

1 
to \ '(\(, 1wte... s\'114'~Vlo -Is 1 

~ ~ e~,\ ALc.oWVlt- ~ Y.li ll\&z.:1 v ~i~oc. t-D'N' . 

CERTIFICATION 

I swear that this inventory is a true and detailed account of the person or property taken by me on the warrant. 

Subscribed, sworn to, and returned before me this date. 

U.1/Judge or U.S. Magistrate Judge 
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It I' ' 

A0106(Rev.S/85) Affidav it for Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA FILED 

OCT 3 1 2007 
In the Matter of the Search of 

tUMCY MA YfR WHITIINGTON, CLERK 
U.S. DISTRICT COURT 

Residenc:e at 
Frederick, Ma 
owned by Bruce Edwards Ivins, 
DOB SSN ....... 

APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 

CASE NUMBER:· Q 7 - 5 2 4 - ftt _ 0 1 

---"'T--"h"-'o~m,=a""-s~F'-'.--'D=e~llc!:a~fe""'r,_,a"-------- being duly sworn depose and say: 

and have reason to believe 

in the District of Maryland, there is now concealed a certain person or prope , n ly 
trace quantities of Bacillus anthracis or simulants thereof, hairs, textile fibe , lab equipment o.r materials used 
in preparation of select agents, papers, tape, pens, notes, books, manuals, receipts, financial records of any type, 
correspondence, address books, maps, handwriting samples, photocopy samples, photographs, computer rues, 
cellular phones, phone bills, electronic pager devices, other digita• devices, or other documentary evidence. 

which is (state one or more bases for search and seizure set forth under Rule 4l(b) of the Federal Rules of Criminal Procedure) 

evidence rdevant to the commission of an act of terrorism, to include the use of a weapon of mass destruction 
(anthrax) ~nd the murder and at•tempt to murder officers and employees of the United States 

in violation of Title _1[_ United States Code, Section(s) 2332a and 1114 . The facts to support a finding of Probable 
Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY RESTATED HEREIN 

Continued on the attached 'hee.,nd made a pMt he.eof. 0 YE~ lJ ~ _/7 

Kenneth C. Kohl, AUSA ~ .(~ =.. 
U.S. Attorney's Office, Washington, DC Signature of Affiant 

(202) 61 6-2139 Thomas F. Dellafera, Postal Inspector 
United States Postal Inspection Service so'Cf 9 :ffe ;~,~d subscribed in my presence 

at Washington, D.C. (pursuant to the domestic terrorism search 
Date 

DEB4)RAH A. ROBINSON 
UAIMGISTRATE JUDGE 

~~le:)(3)) 

/// ~tnJl---
::-:N-am_e_a-nd~Ti~tl~--o"":f:-:'Ju~d::-ic-:-ia-:-1 0:::-ffi::::t~ce~r------/--r Signature of Judicial Officer 

DEBORAH A. ROBINSON 
U.S. MAGISTRATEJUDGE \ 
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.. 
'A093(Rev.5/8.5)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

Residence at 
Frederick, Maryland, 
owne~e Edwards Ivin 
DOB-,SSN 

SEARCH WARRANT 

CASE NUMBER: () 7-JJtf If/-Dl 

TO: Postal Inspector Thomas F. Dellafera and any Authorized Officer of the United States 

Affidavit(s) having been made before me by P9stal Inspector Thomas F. Dellafera who has reason to believe 
that D on the person or tlll on the premises known as (name, description and or location) 

Single Family Residence at 
property, owned by Bruce I I • I : 

' rederick, Maryland, and large white shed on rear of 
--SSN .. __ 

in the District of Maryland there is now concealed a certain person or property, namely (describe the person or property) 

trace quantities of Bacillus anthracis or simulants thereof, hairs, textile fibers, lab equipment or materials 
used in prep:uation of select agents, papers, tape, pens, notes, books, manuals, receipts, financial records of 
any type, correspondence, address books, maps, handwriting samples, photocopy samples, photographs, 
computer filt~s, cellular phones, phone bills, electronic pager devices, other digital devices, or other 
documentary evidence. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the 

i""'"" of thi' wm-mnt. " II\ . I ~ I ' ,.--- a /1 VJ " r-:-1 -
YOU ARE HEREBY COMMANDED to search on or before __,t\l--==U-~z.....o.t__""'hUb-L-C"'--"'---==--U.-=--.,1.___~---L-i--'---t-LJC../- T 

(Date) 

(not to exceed 10 d,2Xs) the person or place named above for the E.::9'6n or property specified, serv. ing this warrant and 
making the searchU (in the daytime-6:00A.M. to 10:00 P.M.)~ (at any time in the day or night as I fmd reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and prepare a written inventory of the person or property seized and prompt! y 
return this wanant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 
fitf\1 3 ,.J c-, 0 / United States Distnct Court 
4..!' 11.P JJ:. ?nn7 f2 :> ~ For tha OistFict of Columbia 

Date and Time ls!;ued in Washington, DC pursuant 
the domestic t'errorism search warrant provision 
of Rule 4 l(b)(3) 

DEBORAH A. ROBIN ON 
U 8 MAaiStRAlEJUDGE 

Name and Title o: Judicial Officer 

AT - COPY 
WHI~IN TON, Cieri 

\ 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Thomas F. Dellafera, being duly sworn, depose and say: 

I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 
approximately t»'e~ty-one years. I fm authorized to investigate crimes involving violations of 
Title 18 U.S.c.lfction 2332(a) and 1114. 

This affidavit is respectfully submitted, pursuant to the terrorism search warrant provision 
found at Rule 41(b)(3) of the Federal Rules of Criminal Procedure, in support of an application 
for a warrant to search the following premises and vehicles: 

(l ) Frederick, Maryland, a single family residence. The residence 
has white painted wood siding, with a white front door that is located on the right 
side of the front of the home. The front door has an exterior storm door. Left of the 
front door are two windows cased with red shutters. A black railing leads up several 
stairs to the front door where the number are indicated in black above the 
door. The search will include a large white shed; with peeling paint, that is located 
on the rear of;.~e;:J]iiP.,~~- Jiruce Edwards Ivins purchased the house
Investigation has dl!ClOse'cft~property has been his principle residence since 
September, 2001. 

(2) Automobile #1 : a vehicle with Maryland registratio expiration 
02/1112009, and Vehicle Identification Number The vehicle 
is described as a 2002 Saturn SLl, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 9113/2002 and has been the sole owner, and is the primary user. 

(3) Automobile #2: search a vehicle with Maryland registratiot.-expiration 
06/25/2008, and Vehicle Identification Number · . The vehicle 
is described as a 1993 Honda Civic, b1ue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 12 and has been the sole owner. The vehicle is primarily used by 
Ivins's wi is driven on occasion by Bruce Edwards Ivins. 

( 4) Automobile #3: A warrant to search a vehicle with Maryland 
expiration 07/01/2009, and Vehicle Identification N 
The vehicle is described as a 1996 Dodge van, red, and is registered to •• -••• 
••••••••• Frederick, MD. -......,urchased the vehicle 
10/17/1996, and the vehicle is driven on occasion by Bruce Edwards Ivins. 

(5) Safe Deposit Box #48, located at Farmers & Mechanics Bank, Branch #1, 1305 West 
ih Street, Frederick, Maryland 21702. The box was originally leased on 06/12/1990, 
and is subscribed to Bruce E. Ivins and j . Frederick, 
Maryland 21702. Available records indicate Bruce E. Ivins and accessed 
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the box during the period 12/07/2004 - 07/20/2007. Access records previous to 
12/07/2004 no longer exist. 

As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon ofMass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation of Title 18, United States Code, 
Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 

Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force") investigation of the anthrax attacks has led to the identification ofDr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Anny Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD, as a person necessitating further investigation for several reasons: 
(I) At the time of the attack~, he was the custodian of a large flask of highly purified anthrax 
spores that possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night laboratory work 
hours around the time of both anthrax mailings; (3) Ivins has claimed that he was suffering 
serious menta] health issues in the months preceding the attacks, and told a coworker that he had 
"incredible paranoid, delusion!? thoughts at times" and feared that he might not be able to 
control his behavior; ( 4) Ivins is believed to have submitted false samples of anthrax from his lab 
to the FBI for forensic analysis in order to mislead investigators; (5) at the time of the attacks, 
Ivins was under pressure at work to assist a private company that had lost its FDA approval to 
produce an anthrax vaccine the Army needed for U.S. troops, and which Ivins believed was 
essential for the anthrax program at USAMRIID; and (6) Ivins sent an email toM 1 
t~~~•••••• a few days before the anthrax attacks warning a that "Bin Laden terrorists 
for sure have anthrax and sarin gas" and have 'just decreed death to all Jews and all Americans," 
language similar to the anthrax letters warning "WE HAVE THIS ANTHRAX .. . DEATH TO 
AMERICA ... DEATH TO ISRAEL." 

The Task Force submits that a search and forensic swabbing of the Subject Residence and 
Subject Vehicles may reveal forensic or documentary evidence that will assist the investigation 
by linking Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators involved in 
the attacks. The search is for laboratory equipment, tape, ink, paper, textile fibers, Caucasian 
hair, trace bacillus spores, handwriting samples, photocopy samples, and all relevant documents, 
notes and records in various formats, as more fully described in the Attachment to this affidavit. 

Factual Background 

In September and October, 2001, at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the District of Columbia, New York City, and 
Boca Raton, Florida, in violation of Title 18, United States Code, Section 2332( a), which 
prohibits the use of a Weapon of Mass Destruction. Bacillus anthracis is a Weapon of Mass 
destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 

2 
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States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Columbia. Each of the envelopes contained a handwritten note referencing "9-11-0 1" 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMEJUCA. DEATH TO ISRAEL. ALLAH IS GREAT." The two letters addressed to 
Capitol Hi ll had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and the 
other eleven people suffered cutaneous anthrax (contracted through the skin). Five ofthe 
inhalational victims eventually died from their infection: (1) Robert Stevenson, 63, photo editor, 
American Media Inc., Boca Raton, Horida, died on 10/5/2001; (2) Thomas L Morris, Jr. , 55, 
postal worker, Brentwood Post Office, Washington, D.C., died on 10/21/2001; (3) Joseph P. 
Curseen, Jr., 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/200 1; 
(4) Kathy T. Nguyen, 61, hospital employee, New York City, died on 10/311200 1; and (5) Ottilie 
Lundgren, 94, Oxford, CT, died on 1112112001. Another 31 persons tested positive for exposure 
to anthrax spores . All of the exposures and cases of infection are attributed to the anthrax 
mailings, based on their timing, their location, the place of employment of each individual 
infected, and the identity of the strain of anthrax found in each letter and in the bodies of the five 
deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each of the decedents ' 
bodies is the same strain of anthrax found in the threat letters mentioned above. This particular 
strain is commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research faci lities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires particular laboratory equipment 
such as a lyophilizer or other drying device, biological safety cabinet or other containment 
device, incubator, centrifuge, fermentor, and various personal protective gear, described more 
fully in the Attachment to this affidavit. 

Determination of Origin of Anthrax Contained in 2001 Mailings 

The mail attacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark dates of the recovered letters. Letters used in the first attack were 
postmarked on 09118/2001 and were focused to media establishments located in the New York 
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area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, DC. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the Post and Brokaw letters versus the Senator 
Leahy and Senator Daschle letters reveals obvious differences. The spore powders recovered 
from the Post and Brokaw letters were granular and multicolored in consistency, while the 
Senator Leahy and Senator Daschle letters contained fine spore powders that were uniform in 
color. 

Microscopic examination of the evidentiary spore powders recovered from all four letters 
identified an elemental signature of Silicon within the spores . This Silicon signature had not 
been previously described for Bacillus anthracis organisms. 

Genetic Ana~ysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (i.e. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 2001 mailings, serve to provide a "DNA fingerprint" which can, 
and has been used to investigate other Ames isolates collected from laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting £our of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, sixteen domestic government, commercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories prior to the 

---- -

received Ames strain Bacillus anthracis isolates or samples from all sixteen domestic 
laboratories, as well as, from laboratories in Canada, Sweden, and the United Kingdom. All 
total, the Task Force has obtained more than 1000 isolates ofthe Ames strain of Bacillus 
anthracis from these laboratories and archived these isolates in the FBI Bacillus an.thra is 
Repository (hereinafter "FBIR''). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FBIR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each ofthe eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR-1029. 

4 
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RMR-1 029 was stored in the B3 biocontainment suite within Building 1425 of the United States 
Army Medical Institute of Infectious Diseases (USAMRIID), Fort Detrick, Maryland. Access to 
the suite is afforded only to those personnel who are approved by the USAMRIID Security, 
Safety, and Special Immunizations Program to have the required background check, training, and 
medical protection (vaccination or personal protective equipment (PPE)). Dr. Bruce Ivins has 
unrestricted access to the suite and has been the sole custodian ofRMR-1029 since it was first 
grown in 1997. 

Bacterial contaminant found in attack letters 

Bmh of the anthrax spore powders recovered from the Post and Brokaw letters contain 
low levels of a bacterial contaminant identified as a strain of Bacillus subtilis. The Bacillus 
subtilis contaminant has not been detected in the anthrax spore powders recovered from the 
envelopes mailed to either Senator Leahy or Senator Daschle. Bacillus subtilis is a non
pathogenic bacterium found ubiquitously in the environment. However, genomic DNA 
sequencing of the specific isolate of Bacillus subtilis discovered within the Post and Brokaw 
powders reveals that it is genetically distinct from other known isolates of Bacillus subtilis . 
Analysis of the Bacillus subtilis from the Post and Brokaw envelopes revealed that these two 
isolates are identical. ' 

Phenotypic and genotypic analyses demonstrate that the RMR -1 029 does not have the 
Bacillus subtzlis contaminant found in the evidentiary spore powders, which suggests that the 
anthrax used in the letter attacks was grown from the material contained in RMR-1029 and not 
taken directmy from the flask and placed in the envelopes. Since RMR-1 029 is the genetic parent 
to the evidentiary spore powders, and it is not known how the Bacillus subtilis contaminant came 
to be in the Post and Brokaw spore powders, the contaminant must have been introduced during 
the production of the Post and Brokaw spores. Taken together, the postmark dates, the Silicon 
signature, the Bacillus subtilis contaminant, the phenotypic, and the genotypic comparisons, it 
can be concluded that, on at least two separate occasions, a sample ofRMR-1029 was used to 
grow spores, dried to a powder, packaged in an envelope with a threat letter, and mailed to the 
victims. 1 

Envelopes used in the anthrax attacks 

In the 2001 anthrax attacks, four envelopes were recovered. The four envelopes were 
all 6 J-4 inch federal eagle envelopes. The "federal eagle" designation is derived from the postage 
frank in the upper right-hand corner on the envelope which consists of the image of an eagle 
perched on a bar bearing the initials "USA." Underneath the lettering is the number "34," which 
denotes the postage value of 34¢. The eagle, lettering, and denomination are referred to as the 

1 As the Court may recall from its review, during the course of this six year investigation, the Task Force has from 
time to time obtained search warrants, supported by affidavits establishing probable cause, for the residences and 
vehicles of other · who have come under investigative · · === prior searches in this investigation were conducted 
Task Force the genetic assays that led to the identification ofRMR 1029 at USAMRIID as the genetic 
parent of the anthrax used in the 2001 letter attacks. 
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indicia. T e eagle and the bar are stamped in blue ink, while the denomination is stamped in 
grey ink. Approximately 45 million Federal eagie 6 %"envelopes were manufactured by 
Westvaco Corporation (now known as MeadWestvaco Corporation) ofWilliamsburg, 
Pennsylvania, between December 6, 2000 and March 2002. These Federal eagle 6 %" envelopes 
were manufactured exclusively for and sold solely by the U.S. Postal Service between January 8, 
2001 and June 2002. 

Subsequent to the attacks, an effort was made to collect all such envelopes for possible 
forensic examination, including the identification of defects that occur during the envelope 
manufacturing process. As a result of this collection, envelopes with printing defects identical to 
printing defects identified on the envelopes utilized in the anthrax attacks during the fall of 2001 
were collected from the Fairfax Main post office in Fairfax, Virginia and the Cumberland and 
Elkton post offices in Maryland. The Fairfax Main, Cumberland, Maryland, and Elkton, 
Maryland post offices are supplied by the Dulles Stamp Distribution Office (SDO), located in 
Dulles, Virginia. The Dulles SDO distributed "federal eagle" envelopes to post offices 
throughout Maryland and Virginia. Given that the printing defects identified on the envelopes 
used in the attacks are transient, thereby being present on only a small population of the federal 
eagle envelopes produced, and that envelopes with identical printing defects to those identified 
on the envelopes used in the attacks were recovered from post offices serviced by the Dulles 
SDO, it is reasonable to conclude that the federa1 eagle envelopes utilized in the attacks were 
purchased from a post office in Maryland or Virginia. 

Ofthe sixteen domestic government, commercial, and university laboratories that had 
virulent R.MR.-1 029 Ames strain Bacillus anthracis material in their inventory prior to the 
attacks, only one lab was located in Maryland or Virginia, where the relevant federal eagle 
envelopes were distributed and sold by the U.S. Postal Service: the USAMRIID facility at Fort 
Detrick, MD. 

Tape, Ink, and Fiber Trace Evidence 

All four of the envelopes containing these letters were taped along the seams with 
transparent tape. Due to striation patterns placed on transparent tape as part of the manufacturing 
process, it is sometimes possible to match a piece of suspect tape with the tape roll from which it 
originated. According to FBI Laboratory experts, the envelopes were addressed with a pen 
which disp,enses fluid-like ink, rather than the ink typically found in a ball point pen. Due to the 
distinguishing characteristics of ink, which vary by manufacturer, it is sometimes possible to 
match ink writing with the pen or brand of pen used to apply it. Forensic analysis of the tape 
attached to the four envelopes has identified eight different types of fiber attached to the tape: 
black cotton, black wool, black nylon, brown polyester, blue wool, yellow acrylic, red c tton, 
and red acrylic. 

Identification of Collection Box at 10 Nassau Street 

lnfomwtion gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 200] or October 9, 2001 at the same Hamilton 
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Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. Further forensic examination of the 
contaminated mailbox recovered a number of Caucasian human hairs from inside the box, which 
are suitable for comparison. 

Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRIID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obta[ned a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate of Philosophy (Ph.D.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University of North Carolina (UNC), Chapel Hill. 

A eview of USAMRIID records, laboratory notebooks, written protocols, and 
professional publications has shown that Dr. Ivins has worked with Bacillus anthracis at 
USAMRnD since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importance of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins produced 
large batches of Bacillus anthracis which were required for such challenges - tests in which 
vaccinated. animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr .. Ivins's 20 years of working in the laboratories ofUSAMRIID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall 2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area, and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

Unexplained late night laboratory access 

USAlv1RIID containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of 
laboratories used by USAMRIID Bacteriology personnel for research on dangerous animal and 
human pathogens. The flask identified as RMR-1029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
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door to the cnld-side change room, which is secured by a magnetic-lock. A central security 
system monitors and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His 
regular working hours on average consisted of a 7:30a.m. to 4:45p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001; however, there was a noticeable spike in Dr. Ivins ' s evening 
access to the B3 hot Suite. 

The following depicts the comparison of Dr. Ivins's total hours spent at night, after 6 
p.m., in Suite B3 during the years 2000 and 200 l: 

35 

30 

25 

~ 20 
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Night Hours in Suite B3 
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The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the Post and Brokaw letters to New York which 
began at 5:00p.m. Monday, September 17, 2001 and ended at noon on Tuesday, September 18, 
2001. Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive 
evening shifts prior to the mailings with time spent in Suite B3: 

D ay D t ·a e T' . B 'ld' 1425 1mem Ul m_g_ T t l T' . B3 oa IDICID 

Friday September 14 8:54_.g.m. to 12:22 a.m. 2 hours 15 minutes 

Saturday September 15 8:05 J2.m. to 11 :59p.m. 2 hours 15 minutes 

Sunday September 16 6:38 p.m. to 9:52 _Q.m. 2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25. 
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The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing of the Daschle and Leahy letters to Washington, D.C. 
which began 3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 
2001. Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of 
the following times in building 1425 with time spent in Suite B3: 

D ay D t a e T" . B •tct· 1425 T I 1me m 1 m In2 ota Time 10 B3 
Friday 1 September 28 7:16p.m. to 10:59 p.m. 1 hour 42 minutes 
Saturday September 29 8:02p.m. to 11 :18 p.m. 1 hour 20 minutes 
Sunday September 30 9:53 _g.m. to 12:04 a.m. 1 hour 18 minutes 
\1onday October 1 9:14p.m. to 10:43p.m. 20 minutes 
Tuesday October 2 7:24p.m. to 9:39p.m. 23 minutes 
Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 
Thursday October 4 I 6:10p.m. to 10:12p.m. , 3 hours 33 minutes -· 
Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9, for 15 
minutes, and then October 14,. for 1 hour and 26 minutes. 

The investigation has a]so analyzed the daily schedules, work areas accessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly. 
different than those of the other researchers, in that he was frequently in Suite B3, where RMR-
1 029 was kept, late at night and on weekends when no other researchers were present in Suite 
B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRJID employee was 
present. 

On March 31, 2005, Dr. Ivins was asked by Task Force investigators about his access to 
B3 and could provide no legitimate reason for the extended hours, other than "home was not 
good" and he went there "to escape" from his life at home. A review of Dr. Ivins's and co
workers 's laboratory notebooks and projects at the times in question was conducted. The 
investigation determined that Dr. Ivins's role in the experiments were minimal, and did not 
justify the time he spent in B3. Dr. Ivins has admitted to investigators that the research he was 
conducting in 2001 did not require, and does not explain, his late night hours in the B-3 
laboratory around the time period of the anthrax mailings. 

Since producing anthrax spore preparations was one of Dr. Ivins's principal 
responsibil:ities at USAMRIID, he had multiple and unfettered opportunities to produce r divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRIJD afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and letters used in the Fall 2001 attacks. 
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Failure to cooperate in providing laboratory samples 

--Dr. Ivins provided two sets of samples of Ames anthrax to 
the FBI which he represented to the FBI were drawn from RMR-1029. In the first submission in 
February 2002, Dr. Ivins failed to foUow the protocol Dr. Ivins was 
subsequently notified that the February 2002 samples were unusable due to h1s to follow 
the protocol. A second set of samples, labeled "Dugway Ames spores- 1997" was provided to 
the FRrR. by Dr. Ivins in April of2002. Dr. Ivins declares that he uses the terms "Dugway Ames 
spores - 1997" and RMR-1 029 interchangeably, as they are the same flask of material. Both of 
the April RMR-1029 samples were submitted for genetic testing and found to be negative for the 
presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suite B3 at 
USAMRIID and identified additional Ames samples of Dr. Ivins's and others that had not been 
submitted as part of the above mentioned~esponse. Dr. Ivins submitted slants 
prepared from the newly identified samples to the FBIR on Aprii 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Iv.ins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1029 flask itself All of the 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NN.ffi.C), which was under contract by the FBI. 

On June 17, 2004, RMR-1029 and the additiona] Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submission were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1 029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31, 2005, Dr. Ivins was informed that the slants ofRMR-1029 material, he 
provided to the FBIR on April 10, 2002 found 
to be genetically distinct from the anthrax contamed in the attack letters, and from anthr x 
material recovered by the FBI from the RMR-1029 flask seized from Dr. Ivins' lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked to explain \\fhY he did not submit the 
genetically positive sample which was dearly responsiv~ Dr. Ivins was 
adamant in his response that there had been no omission ~submission, and he 
insisted that he had provided RMR-1 029 to the FBI in his second submission of samples in April 
2002. 
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Knowledge that his stock of anthrax matched the anthrax used in the attack 

On March 31, 2005, when Dr. Ivins was informed by FBI agents that RMR-1 029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year ago, FBI Special 
Agent Darin Steele told him that RMR-1029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR-1 029 submission provided by Dr. Ivins in April 2002 did not 

. match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and RMR 
1029, unti l after the June 17, 2004 submission and subsequent laboratory analysis. 

When interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months after the letter attacks, he was aware that his stock of anthrax, RMR-1 029, exhibited 
unique mmphological similarities to the anthrax used in the attacks, and that he al legedly learned 
this information from three coworkers at USAMRIID who participated in the forensic analysis of 
the anthrax in the letters. Each of those three coworkers was interviewed by the Task Force, and 
deny disclosing such information to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions, did Dr. Ivins ever indicate he had knowledge that RMR-1029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1029. To the contrary, Dr. Ivins repeatedly claimed that the anthrax 
used in the attacks resembled that of another researcher at USAMRIID and were dissimilar to the 
Bacillus anthracis Ames organisms maintained in his laboratory, which included RMR- 1029. 

Mental health issues and possible motive 

The investigation has shown that in 2000 and through the maihngs in 2001 , Dr. 
Ivins had mental health issues. Dr. Ivins's mental health issues came to the attention of 
investigators whi~e reviewing e-mai1s ofUSAMRIID researchers. Through thee-mails it 
was determined that Dr. Ivins was undergoing significant stress in both his home and 
work life. The mental health issues and stress were significant to the extent that Dr. Ivins 
sought professional help from a psychiatrist and was immediately prescribed medication 
that started in February 2000. 

The following are excerpts from e-mails dated ApriJ 2000 through December 2001, from 
Dr. Ivins to a friend regarding work, home, state of mental health, and use of medication 
(emphasis are as they appeared in thee-mails): 

April 3, 2000, "Occasionally I get this tingling that goes down both anns. 
At the same time I get a bit dizzy and get this unidentifiable "metall ic" taste in my 
mouth. (I'm not trying to be funny, ... It actually scares me a bit.) Other 
times it 's like I'm not only sitting at my desk doing work, I'm also a few feet away 
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watching me do it. There's nothing like living in both the first person singular 
AND the third person singular!" 

June 27, 2000, "Even with .the Celexa and the counseling, the depression 
episodes still come and go. That's unpleasant enough. What is REALLY scary is 
the paranoia .... Remember when I told you about the "metallic" taste in my 
mouth that I got periodically? It's when I get these "paranoid" episodes. Of 
course I regret them thoroughly when they are over, but when I'm going through 
them, it's as if I'm on a passenger on a ride. . . . Ominously, a lot of the feelings 
of isolation- and desolation - that I went through before college are returning. I 
don't want to relive those years again. . . . I've been seeing the counselor once a 
week." 

June 28, 2000, "Apparently Gore (and maybe even Bush) is considering 
making the anthrax vaccine for the miiitary voluntary, or even stopping the 
program. Unfortunately, since the BioPort people aren't scientists, the task of 
solving their problem has fallen on us ... . . Believe me, with all the stress of 
home and work, your email letters to me are valuable beyond what you would 
eve:r imagine - and they help me keep my sanity . ... " 

June 29, 2000, "BioPortjust tested its final lot of AVA [anthrax vaccine) 
in a potency test. If it doesn't pass, then there are no more iots to test, and the 
program win come to a halt. That's bad for everyone concerned, including us . 
I'm sure that blame will be spread around." 

July 4, 2000, "The thinking now by the psychiatrist and counselor is that 
my symptoms may not be those of a depression or bipolar disorder, they may be 
that of a "Paranoid Personality Disorder." 

July 6, 2000,' j I think the **** is about to hit the fan . . . bigtime. The 
final lot of AVA, lot 22, isn't passing the potency test, and now there's nothing to 
back it up. Plus, the control vaccine isn't working. It's just a fine mess. •••• 
are spending probably 95% of our time on this." 

July 7, 2000, in an e-mail, Dr. Ivins offered to be interviewed as a case 
study, as long as it remained anonymous. Dr. Ivins indicated that he did not want 
to see a headline in the National Enquirer that read, "PARANOID MAN WORKS 
WITHDEADLY ANTHRAX!!!" 

July 23, 2000, "It's been a really stressful week, from all stand points. 
Home, work, and it's not going well with the counselor I'm going to. (She said she 
thinks I'm going to have to ask to get put 
with another counselor or into a group session .. . . Sometimes I think that it's all 
just too much." 
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August 12, 2000, "Last Saturday, as you probably guessed from my email, 
was one of my worst days in months. I wish I could control the thoughts in my 
mind. It's hard enough sometimes controlling my behavior. When I'm being 
eaten alive inside, I always try to put on a good front here at work and at home, so 
I don't spread the pestilence ... .I get incredible paranoid, delusional thoughts at 
times, and there's nothing I can do until they go away, either by themselves or 
with drugs." 

August 29,2000, ~are 10% of the Bacteriology Division. 
If we quit, the anthrax program and BioPort would go down the drain. I'm not 
boasting, .. , but the three of us have a combined total of 52 years of research 
experience with anthrax. You just can't go out and find someone like
with their knowledge, skin and abilities. Ain't g01ma happen." 

March 4, 2001, "The people in my group just don't pick up on what I try to 
say. They are not into the kinds of problems I bring up, so it's hard for them to 
deal with them. The psychiatrist is helpful only because he prescribes the Celexa. 
He's not that easy to talk to, and he doesn't really pick up on my problems. The 
wor an I saw before I went into group wanted to get me put in jail. That wasn't 
very helpful either. I'm down to a point where there are some things that are 
eating away that I feel I can't tell ANYONE ... . " 

September 7, 2001, "I was taken off the Special Immunization Program 
because of what happened last spring, and I've just gotten back on it, getting my 
anthrax and Yellow fever shots. We are currently finishing up the last of the 
A VA, and when that is gone, there 's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until we get a new 
Jot. There are no approved lots currently available at BioPort . ... 0 has been 
having us have biweekly meetings on the rP A vaccine progress, and on August 29 
I went to the Pentagon - first time there - to go to a meeting in his place on the 
vaccine. There is a real bag of worms with a new lot of rP A produced by the 
BDP (a private company) for NCI, who is under contract to USAMRIID. BDP 
signed a sub-contract with to produce the rP A for a human use vaccine Phase I 
trial. They were paid and they produced it. Now they are refusing to release it 
unless the Army pays some incredible sum of money for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Army refuses to do that of 
course, and everything is in Limbo." 

September 15, 2001, "I am incredibly sad and angry at what happened, 
now that it has sunk in. Sad for all of the victims, their families, their friends. 
And angry. Very angry. Angry at those who did this, who support them, who 
coddle them, and who excuse them." 

September 26, 2001, "Of the people in my "group," everyone but me is in 
the depression/sadness/flight mode for stress. I'm really the only scary one in the 
group. Others are talking about how sad they are or scared they are, but my 
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reaction to the WTC/Pentagon events is far different. Of course, I don't talk about 
how I realiy feel with them- it would just make them worse. Seeing how 
differently I reacted than they did to the recent events makes me really think about 
myself a lot. I just heard tonight that Bin Laden terrorists for sure have anthrax 

andsaringas. You••••••••••••••••••••• 

In that same September 26, 2001 email, Dr. Ivins states "Osama Bin 
Laden has just decreed death to all Jews and al1 Americans"-- language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO 
AN.[ERlCA," "DEATH TO ISRAEL." 

On October 16, 2001, in an e-mail, Dr. Ivins's coworker communicated 
the following to a former coworker, "Bruce has been an absolute manic basket 
case the last few days." 

December 15, 2001, "I made up some poems about having two people in 
one (me+ the person in my dreams): ... 

I'm a little dream-self, short and stout. 
I'm the other half of Bruce - when he lets me out. 
When I get all steamed up, I don't pout. 
I push Bruce aside, them I'm Free to run about! 

Hickory dickory Doc - Doc Bruce ran up the clock. 
But something then happened in very strange rhythm. 
His other self went and exchanged places with him. 
So now, please guess who 
Is conversing with you. 
Hickory dickory Doc! 

Bruce and this other guy, sitting by some trees, 
Exchanging personalities. 
It's hke having two in one. 
Actually it's rather fun!" 

The investigation has revealed that Dr. Ivins was prescribed various psychotropic 
medications including antidepressants, antipsychotics, and anti-anxiety, for his mental health 
issues from 2000 through 2006. 

On July 18, 2007, a forensic psychiatrist completed a detailed review of Dr. Ivins 
insurance billing records for medical appointments and prescriptions. Additionally, this 
psychiatrist was provided with an overview of Dr. Ivins's social habits, interests, and obsessions. 
The forensic psychiatrist stated that based on his experience, if Dr. Ivins was the mailer, it is 
quite possible that Dr. Ivins retained some kind of souvenir or references to the mailing events. 
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Controversy concerning the anthrax vaccine 

Beginning shortly after the first Gulf War and through 2001, USAMRJID and Dr. Ivins 
was the focus of public criticism concerning their introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001 , as evident by thee-mails above, that same anthrax vaccine was having problems in the 
production phase at Bioport, a private company in Michigan responsible for manufacturing the 
vaccine. The Food and Drug Administration (FDA) had suspended further production at 
Bioport, and the U.S. government, specifically the Department of Defense, was running out of 
approved lots of the vaccine. The situation placed pressure on select staff members at 
USAMRJID, including Dr. Ivins, who were part of the Anthrax Potency Integrated Product Team 
(WT). The purpose of the IPT was to assist in the resolution of technical issues that was 
plaguing Bioport' s production of approved lots of the vaccines. 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who worked for NBC News had submitted a Freedom of Information Act 
(FOIA) requests on USAMRIID seeking detailed information from Dr. Ivins' s laboratory 
notebooks as they related to the AVA vaccine and the use of adjuvants. On August 28, 2001 , Dr. 
Ivins appeared angry about the request providing the following response in an e-mail: "Tell 
Matsumoto to kiss my ass. We' ve got better things to do than shine his shoes and pee on 
command. He's gotten everything from me he will get." 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the AVA 
vaccine for human use, production at Bioport resumed, and anthrax research at USAMRIID 
continued without interruption. As mentioned previously, one of the anthrax letters post marked 
on September 18,2001, was addressed to Tom Brokaw, NBC News in New York. Dr. Ivins 
thereafter received "the highest honor given to Defense Department civi lians at a Pentagon 
ceremony on March 14, 2003" for his work in "getting the anthrax vaccine back into 
production." 

Use of false names and fascination with sorority group linked to [ocation of anthrax mailings 

The investigation has shown that over the past twenty-four years, Dr. Ivins was known to 
have utilized at least two Post Office Boxes to communicate with members of the public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 
use of the P .0. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box, College Estates Station, Frederick, Maryland 21702, was serviced by the 
Frederick Main post office, Frederick, Maryland 21701. Analysis of the USPS shipping records 
indicate the Frederick Main received 1000 6 3/4" Federal Eagle banded envelopes on the same 
day as post offices known to have received envelopes with identical print defects as those seen 
on the envelopes used in the mailings. 

On May 14, 2007, identified four communications that it had previously received 
from Dr. Ivins. does not personally know Dr. Ivins but has repeatedly corresponded with 
him by mail]. In Dr. Ivins's first letter to dated May 8, 1982, he used the return address 
of P.O. Box 1265, Frederick, Maryland 21702. In the letters, Dr. Ivins expressed his support to 
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•••work and an interest in sorority hazing. One of the sororities with which he 
interest was identified as Kappa Kappa Gamma (KKG). In a letter to dated 
Dr. Ivins enclosed a "letter to the editor" •••• 

ustifying the practice of hazing by it' s 
sorority, (KKG). 

On July 9, 2007, the Post Office Box application (PS Form 1093) at the College Estates 
Station, Frederick, Maryland 21702, for P .0. Box 1103, in the name of Bruce E. Ivins was 
obtained. A review of the application card revealed that Dr. Ivins rented P.O. Box 1103 on 
November 12, 1993, providing a military identification and using his Maryland Motor Vehicle 
Administra:io Drivers License, I-152-098-188-301 as proof of identification. Dr. Ivins 
provided an address Frederick, MD 21 702 and telephone numbers of 
•••••• and Also listed on the P.O. Box application card to receive mail 
----The last payment on the P.O. Box was made on November 13, 2004. A 
review of Change of Address records revealed that P.O. Box 1103 was closed on December 30, 
2005 and no forwarding address was provided. 

On July 30, 2007, was interviewed regarding P.O. Box 1103 .... dQ_es not 
personally know Dr. Ivins but has historically been familiar with his name
.as shown the P.O. Box application and stated that it had never rented a P.O. Box anywhere 
and had never met, nor had any social or professional association with a Dr. Ivins. However, 
•• lrecognized the name Bruce Ivins because had previously mentioned his name . 
... indicated td [ that Dr. Ivins harassed it in the past, and believed tha~~as 

frightened of Dr. Ivins, resulting from unspecified incidents that occurred prior to-meeting 
-also recalled a vandalism incident that occurred in the months prior to leaving the 
Maryland area wit~ They had awoken one morning in their Gaithersburg apartment to 
find Greek letters spray painted on the fence, sidewalk, and vehicle outside their apartment. 

A copy ofth~Police Report, 
.... was obtained from the Records Division and provided the following information: 

On the morning of - 6 
filed a report of vandalism with lice Department. 

I a advised that between 2330 and 0830 hours, unknown subject(s) sprayed the Greek 
symbols for KKG on its front fence, three (3) areas of sidewalk adjacent to its residence, and on 
the rear window of its 1981 Honda Accord. -advised that-was a 
member of the sorority KKG in North Carolina four (4) years ago. 

16 

014381Anthrax Page 221 of 639



SearchWarrant-07-524M-03.pdf

' ' .. 

--~.$. ~ This incident is significant because Dr. Ivins's address, after completing 
his Post Doctoral Fellowship at the UNC, Chapel Hill in 1978 and prior to moving to Frederick 
in the 1980s, This is the same town home 
community that esided and experienced the case ofKKG related vandalism 
before moving out of the state in 1983. 

On April S, 2007, ecalled that Dr. Ivins had told it that he had maintained a P.O. 
Box for the purpose of corresponding with individuals who had responded to advertisements Dr. 

Ivins had placed in possibly a newspaper or magazine. ~~:~:;::-:::~~~ 
••••••••••••••••••Dr. Ivins told B I that he advertised that 
he possessed a KKG sorority handbook which contained cherished information solely reserved 
for KKG members. CW-4 believed that Dr. Ivins was advertising that he had access to 
privileged information and would be wi1ling to share the secrets with those responding to the 
advertisem1.mts. Dr. Ivins admitted to CW-4 that he had broken into a KKG sorority house to 
steal a secret KKG handbook. CW-4 believed that Dr. Ivins had committed this alleged crime 
during his Post Doctorate Fellowship at the UNC, Chapel Hill. 

Dr. Ivins provided CW-4 one ofhis alternate e-mail addresses as 
goldenphoe:nix111@hotmail.com. A search ofthe internet for postings under goldenphoenix11 1 
identified the following posting dated February 20, 2007, on a website at 
www .abovetopesecret.com: 

"Wildswan, you are quite right about what you said about KKG. If people look 
hard enough and dig hard enough, have friends, relatives, perhaps financial 
resources, etc., then they can pretty much find out about whatever GLO they 
want. Kappas are noted for being lovely, highly intelligent campus leaders. 
Unfortunately, they labeled me as an enemy decades ago, and I can only abide by 
their "!Fatwah" on me. I like individual Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me since the 1960s, 
and REALLY after me since the late 1970s. At one time in my life, I knew more 
about KKG than any non-Kappa that had ever lived. Unfortunately I've forgotten 
a tot. I've read the history of KKG that was written several decades ago about its 
fow1ding. Question for you: Did your chapter use the combined service, or did 
you separate your services into the "RedRoom and WhiteRoom"? did you use 
special blue or white blindfolds? You can reach me at 
goldenphoenix 111 @hotmail.com ... as a phoenix rises from its ashes .. . " 

This posting is significant in that in his own words, Dr. Ivins defines the depths of his 
obsession and knowledge in the sorority KKG. Additionally, as previously described above, the 
letters used in the 2001 anthrax mailings were mailed from a blue collection box located at 10 
Nassau Stn::et, Princeton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, 
Princeton, New Jersey, located on the same side of the street and 60 feet to the right from the 
blue collection box. 
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Connection to "4th Grade, Greendale School" 

The investigation into the fictitious return address on envelopes used for the second 
round of anthrax mailings, "4th GRADE," "GREENDALE SCHOOL," has established a possible 
link to the American Family Association (AFA) headquartered in Tupelo, Mississippi. In 
October 1999, AF A, a Christian organization, published an article entitled "AF A takes Wisconsin 
to court. " The article describes a lawsuit filed in federal court, by the AF A Center for Law and 
Policy (CLP), on behalf of the parents of students at Greendale Baptist Academy. The article 
focuses on an incident that occurred on December 16, 1998, in which case workers ofthe 
Wisconsin Department of Human Services went to the Greendale Baptist Academy in order to 
interview a fourth-grade student. The case workers, acting on an anonymous tip that Greendale 
Baptist Academy administered corporal punishment as part of its disciplinepolicy, did not 
disclose to the staff why they wanted to interview the student. The case workers interviewed the 
student in t e absence of the student's parents and informed the school staff that the parents were 
not to be contacted. The AFA CLP fi[ed suit against the Wisconsin Department of Human 
Services, citing a violation of the parents' Fourth Amendment rights. 

donations were 
made to the AF A in the name of "Mr. and Mrs. Ivins" on eleven separate occasions 
beginning on December 31, 1993. After an approximate two year break in donations, the next 
donation occurred on November 11, 1999, one month after the initial article referencing 
Greendale Baptist Academy was published in the AFA Journal. It was also discovered that the 
subscription to the AF A Journal, in the name of"Mr. & Mrs. Bruce Ivins," a 
Frederick, Maryland 21702, was active until March 2005 . 

Frustrations with Members of the United States Senate 

The: investigation has shown that Dr. Ivins and his wife, practlcmg 
Catholics. Their children are graduates of Saint John's at Prospect Hall Catholic High School 
located in Frederick, Maryland. In an e-mail dated, September 26, 2001 , Dr. Ivins states that 
both he and are actively involved in the church choir. On July 10, 2002, in an e-mail to a 
friend, Dr. Ivins identified his wife,- as the President of the Frederick County Right to 
Life, as well as having connections to many other pro-life/anti-abortion groups. Dr. Ivins later 
states in the same e-mail, "I'm not pro-abortion, I'm pro-life, but I want my position to be one 
consistent with a Christian." 

In 2001, members of the Catholic pro-life movement were known to be highly critical of 
Catholic Congressional members who voted pro-choice in opposition to the beliefs of the 
Catholic Church. Two of the more prominent members of Congress who fell in this category 
were Senator Tom Daschle, then Senate Majority Leader; and Senator Patrick Leahy, Chairman 
of the Senate Judiciary Committee, both recipients of the 2001 anthrax mailings. In a 
September/October 2001 newsletter from the organization Right to Life of Greater Cincinnati, 
Senator Leahy and Senator Daschle were featured in an article entitled: Pro-Abortion "Catholic" 
Senators?, wherein a statement declares that these men should no longer be labeled Catholic and 
should be excommunicated for aiding and abetting abortion. During Task Force interviews, 12 
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staff members related that Senator Leahy is pro-choice on the issue of abortion. Three staff 
members stated that Senator Leahy was on a pro-life "hit list" because of his stance on abortion. 

On September 26, 2001, in an e-mail to a friend, Dr. Ivins writes "The news media has 
been saying that some members of Congress and members of the ACLU oppose many of the 
Justice Department proposals for combating terrorism, saying that they are unconstitutional and 
infringe too much on civi] liberties. Many people don't know it but the official ACLU position is 
to oppose all metal detectors in airports and schools and other public buildings. It's interesting 
that we may now be living in a time when our biggest threat to civil liberties and freedom doesn't 
come from the government but from enemies of the government. Osama Bin Laden has just 
decreed death to aU Jews and all Americans, but I guess that doesn't mean a lot to the ACLU. 
Maybe I should move to Canada . .. . " 

On November 17, 2001, Senator Leahy's Chief of Staff, was interviewed by Task Force 
investigators. The staffer stated that Senator Leahy has drawn fire from some conservative pro
life supporters. The staffer advised that Senator Leahy and Senator Daschle were seen by some 
members ofthe public as slowing the passage of the P.A.T.R.I.O.T. Act. Senator Leahy 
reportedly was critic~f~~N~~ . .m&l!t~~e:he'b"elieved1¥w~ far reaching and 
threatened civil [iberties. The staffer also related that Senator Leahy had been criticized by 
conservatives and Republicans for resisting the appointment of Republican appointed judicial 
nommees. 

Bacillus Trace Evidence 

Experts at the FBI's Hazardous Materials Response Unit have found that trace quantities 
of Bacillus anthracis and Bacillus subtilus can be detected using biological swabbing techniques 
similar to those used by United Nations weapons inspectors. Anthrax and Subtilus spores are 
like seeds, which are surrounded by a dense shell capable of enduring extreme environmental 
conditions and temperatures remaining dormant for decades, until such time that nutrients are 
again available and the organism returns to its vegetative cycle of replication. Even when the 
viability of an anthrax or subtilus spore is destroyed by environmental or other factors, the 
genetic material of the organism will remain preserved within the dense shell ofthe spore, and 
can be detected by DNA analysis using the Polymerase Chain Reaction (PCR). 

The investigation to date has yielded a diverse array of items contaminated with anthrax 
spores from the letters, such as the previously mention mailbox at 10 Nassau Street in Princeton, 
New Jersey. The contaminated items tenaciously retain anthrax spores on their surfaces, even 
when subje:cted to the highs and lows of outdoor temperatures, various environmental conditions, 
and elements of the weather. The United States Postal Service had great difficulty cleaning the 
two regional postal facilities that processed the anthrax letters. Trace quantities of anthrax spores 
were found to persist in those facilities nearly two years after the attacks, despite repeated efforts 
to eliminate those spores using chlorine dioxide gas and other remediation techniques. 

Taken together, it is reasonable to believe that bacillus anthracis and subtilus spores 
residual from the September and October 2001 mailings may still persist in trace amounts inside 
the home or vehicle of the person who mailed them, even six years after the crime. Regardless 
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of their viability, the mechanics of the spore structure protects the DNA of the organism, which 
can be detected using PCR techniques. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search and 
forensic sw.1bbing of the Subject Residence and Subject Vehicles may result in collection of 
evidence relevant to the dissemination of a weapon ofmass destruction (anthrax) through the 
U.S. mail system in September and October 2001 in violation of 18 U.S .C., Sections 2332a and 
1114. Specifically, there is probable cause to believe that a search and forensic swabbing of the 
Subj ect Residence and Subject Vehicles as described in the Attachment to this affidavit, may 
reveal laboratory, makeshift, and dual purpose equipment, or materials, supplies, and protocols 
used in preparation of the deadly anthrax contained in the letters, or may recover trace amounts 
of the non-anthracis Bacillus or the powdered anthrax material remaining in the Subject 
Residences and Vehicles, or may recover textile fibers that match those recovered from the tape 
on the envelopes used in the anthrax mailings, or may recover hairs that match the Caucasian 
hairs recov•ered from inside the contaminated mail drop box in Princeton, New Jersey, or may 
produce papers, tape, pens, pencils, notes, books, n.ltnuals, receipts, financial records, 
correspondence, address books, maps, handwriting samples, photocopy devices, scanners, 
printers, toner or printer cartridges, photocopy exemplars, envelope bands, New Jersey 
addresses, global positioning devices, zip-code information, photographs, computer files, cellular 
phones, phone bills, electronic pager devices, other digital devices, or other documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators 
involved in the attacks. 

Based upon my knowledge, training and experience, my consultations with other criminal 
investigators, persons engaged in criminal activity frequently store, or inadvertently deposit, 
these kinds of items in their homes or automobiles and leave them on the premises for many 
years after a crime, failing to recognize their forensic value and incriminating nature. This 
conclusion is supported by trash covers that have been found in material recently discarded from 
the house. On October 15 and October 22, 2007, trash was recovered from the front of 622 
Military Road, Frederick, Maryland, including receipts from a 1995 purchase as well as other 
documents: related to KKG sorority. In my experience, vehicles are often used to store 
documents, maps, receipts, and other papers related to travel that may be relevant to this 
investigation. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. :;:;;._ ;.2 h.-r 
? -( ;e ~- /er~ .,_(;_ or) 7'1" /". Q _ I"'!J 1.-'-,' M cSJ_ To r ?fen~ £....,. :!k&H 4 cflo~c f" • b<> 3 
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The statements contained in this Affidavit are based in part on information provided by 
FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as an FBI Special Agent. I have not included 
each and every fact known to me concerning this investigation. I have set forth only the facts 
that I believe are necessary to establish the necessary foundation for the search warrant. 

OCT 31zoo7 
Sworn to before me this 
_ _ day of , 2007 

/~/·---/~STRATE JUDGE 

United States District Court 
for the District of Columbia 

DEBORAH A ROBINSON 
U.S. MAGISTRATE JUDGe 

~Jf)t!l& 
ThOMAS F. DELLAFERA 
Postal Inspector 
United States Postal Inspection Service 

N, Clerk 
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ATTACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search and 
forensic swabbing for the items mentioned in the text of the search warrant, including more 
specifically the following: 

1. .Any assembled or unassembled Biological Threat Agent (BT A), or trace thereof, and 
any BTA weapon, and/or any incendiary, radiological, nuclear, chemical or booby trap device. 

2. Laboratory equipment used in the production/replication of biological threat agents 
including, but not limited to agar or liquid growth media, media components, anti-foaming 
agents, animal droppings or carcasses, autoclaves, bleach, blenders, live animals and materials 
for their care, cylinder of nitrogen or oxygen, soil, dimethylsulfoxide (DMSO), fermentors, 
grinders, home brewing kits, incubators, inoculating loops, mechanical stirrers/paint stirrers, 
microscope~;, microwave for making homemade agar plates, mortar/pestle, milling devices, 
ovens, Petri dishes/improvised glass/plastic cook dishes, pipettes, pressure cookers, Q-tips, roller 
flasks, rubber gaskets/seals, screens, sieves, sodium hydroxide, stains/inks/dyes used to identify 
BTAs, sterilization equipment (Bunsen or alcohol burners/butane torches), swabs, test tubes, 
tissue culture flasks, virus flasks, and other materials. 

3. Personal Protective Equipment/Safety Equipment including, but not limited to, 
biosafety hoods and cabinets (commercial or homemade), masks (surgicaVdust!HEPA), exhaust 
vents, filters (HEPA), gloves, lab coats, mechanical fans, safety glasses/goggles, shoe covers, 
soap, tubing pipes, and vinegar. 

4. Items used in the weaponization/delivery of biological weapons including, but not 
limited to pens, tape, paper, scissors, envelopes, target addresses, aerosol canisters, agricultural 
or garden sprayers, acetone or other drying agents, baby powder, baking powder, baking soda, 
boxes, commerciaVindustrial powders, copier toner/printer and/or toner/inks, compressed air or 
other gas systems, cornmeal, cornstarch, explosive, hypodermic syringes/needles, j ars or flasks 
with gauze on top, oatmeal, powdered milk, salt/pepper, spray bottles, squirt guns, stamps, sugar, 
talcum powder, and other materials. 

5. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related paperwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe production, weaponization, and delivery techniques, directions, maps, diagrams, and 
blueprints of delivery or target locations, communication which would include but not be limited 
to handwritten notes and drawings, memos and photographs, which would include descriptive 
information such as telephone numbers, addresses, affiliations and contact points of individuals 
involved in a conspiracy to acquire, refine, alter, transport, and/or use a biological weapon. Note 
that such documentary material described herein may be in printed or electronic form such as, 
but not limited to, computer disks. Such computerized and other electronic material would 
constitute contraband, fruits, instrumentalities or evidence of the offenses enumerated herein and 
in the attached affidavit for search warrant. 

[1] 
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6. Publications or other written materials evidencing knowledge of federal laws 
including those related to biological weapons and other weapons of mass destruction. 

7. Photographs, newspapers, or magazine clippings, travel information, brochures, maps, 
hotel receipts, rental receipts, notes, ledgers, phone numbers, toll records, address books (which 
may be in printed or electronic format), hand-held electronic memo-type notebooks, scanners, 
commercial transportation receipts, and firearms, ammunition, firearms owners identification 
documents and/or permits and licenses, digital or other types of pagers and all alpha and/or 
numeric data/message stored therein, cellular phones, cordless telephones and their base units, 
caller identitfication units and all alpha-numeric information and data stored therein, biological 
weapons/agent formulas, biological weapons/agents, and/or recipes, all of which related to the 
construction of biological weapons, or plans to produce, conceal, or use such devices or agents or 
indicated possible confederates involved or possible targets of such weapons. 

8. .Any notes, correspondence, memoranda, writings or other documents, regardless of 
storage media, which relate to the production or refinement of biological weapons (including 
anthrax bacteria/spores), or plans to produce, conceal or use such weapons, which items concern, 
among other things, rental agencies, storage facilities, biological/chemical suppliers or outlets for 
necessary biological equipment. Examples of such writings include, but are not limited to, those 
that evidence biological weapons production or predisposition such as sales receipts, invoices, 
shipping records, literature that relates to biological weapons-making or the production of 
biological materials, electronic addresses of sites with biological agent/weapons-making 
information and stored electronic communications, computer passwords or codes, delivery 
devices, and material from which biological weapons can be made from related chemicals and 
materials. 

9. Bank documents and other records and documents pertaining to the expenditure of 
funds for illegal activities, assets and funds used to faci litate illegal activities and assets and 
funds obtained from the conduct of illegal activities. 

10. Cellular and telephone records. 

11. Keys, records, or other information pertaining to storage facilities, safety deposit 
boxes or other locations where assets or contraband may be stored. 

12. Books, videos, pamphlets and any other written, audio, video media advocating 
production , refinement, distribution of biological weapons or other acts of violence or 
criminality. 

13. Destructive devices, weapons of mass destruction or their components or parts and 
any written medium pertaining to their design, use, operation, function, capabilities or other 
attributes. 

14. Records, documents, notes, or other material indicating the use of aliases or false 
identities including birth certificates, driver's licenses, photographs, travel documents or 
passports and miscellaneous items such as permits, registrations, certificates, licenses, and 
badges of all types. 

[2] 
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15. Computer hardware, computer software, computer-related documentation, computer 
passwords and data security devices, records, documents, · photos, and materials use to 
communicate, both written, electronic mail, and by any other means directed either to/from 
subject. 

a. Computer hardware is defined as any computer equipment including any electronic 
devices which are capable of analyzing, collecting, converting, creating, displaying, or 
transmitting electronic, magnetic, optical computer impulses or data. These devices include, but 
are not limited to, computers, computer components, computer peripherals, data-processing 
hardware (such as CPUs, memory typewriters, and self-contained laptop or notebook 
computers), encryption circuit boards, internal and peripheral storage devices (such as fixed 
disks, external hard disks, floppy disk drives and diskettes, tape drive.s and tapes and optical 
storage devices), peripheral input/output devices (such as keyboards, printers, scanners, plotters, 
and video display monitors), related communications devices (such as modems, cables and 
connections, recording equipment, Random Access memory (RAM) or Read-Only memory 
(R OM) units, automatic dialers, speed dialers, programmable telephone dialing or signaling 
devices, cmd electronic tone gathering devices), as well as devices, mechanisms, or parts that can 
be used to restrict access to such hardware (such as physical keys and locks.) 

b . Computer software is defined as any instructions or programs stored in the form of 
electronic, magnetic, or optical media which are capable of being interpreted by a computer or its 
related components. These items include, but are not limited to, operating systems, application 
software, utility programs, compilers, interpreters, and communications software, as well as 
software used to communicate with computer hardware peripherals, either directly or indirectly 
by telephone lines, radio, or other means of transmission. Computer software may also include 
certain data, data fragments, or control characters integral to the operation of the computer 
software. 

c. Computer-related documentation is defined as any written, recorded, printed, or 
electronically-stored material which provides instructions or examples concerning the operating 
of a computer system, computer software, and/or any related device, including but not limited to, 
user agreements, software manuals, and operating procedure guidelines. Such documentation 
may also include material which explains or illustrates the configuration or use of any seized 
hardware, software, or related item. 

d . Computer passwords and data security devices are defines as all those devices, 
programs, or data - whether themselves or in the nature of hardware or software - that can be 
used, or is designed for use to restrict access to, or facilitate concealment of, any computer 
hardwan::, software, computer-related documentation, electronic data, records, or materials 
within the scope of this application. These items include, but are not limited to, any data security 
software or information (such as test keys and encryption codes), similar information that is 
required to access computer programs or data or to otherwise render programs or data into usable 
form. 

e. Records, documents, and materials, as used above, includes all the forgoing items of 
evidence in whatever form and by whatever means such records, documents, or material, their 
drafts, or their modifications may have been created or stored, including, but not limited to, any 
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handmade fmm (such writing or drawing), any photographs or negatives, any mechanical form 
(such as printing or typing) or any electrical, electronic, magnetic, or optical form (such as 
floppy diskettes, hard disks, CO-Roms, optica] disks, printer buffers, smart cards, thumb drives, 
memory calculators, electronic dialers, or electronic notebooks), as well as printouts or readouts 
from any storage devices. 

f. The term electronic mail is defined as any communications, including, but not limited 
to, the transfer of signs, signals, writing, images, sounds, data, or intelligence, previously 
received, transmitted, or stored, or prepared in contemplation of transmission, or any 
communications in the process of being received or transmitted, whether stored on any electronic 
media named above or held in temporary, intermediate storage incidental to transmission. 

16. Any notes, correspondence, memoranda, writings, address books, documents or other 
materials, regardless of storage media, which establish an evidentiary link to (1) the particular 
envelopes _and photo-copied letters used in the crime, including samples of documents photo
copied around that time period, (2) the location from which the attack letters were mailed in 
Princeton, ~\J"ew Jersey, including but not limited to materials relating to the KKG sorority 
associated with the particular mailbox from which the anthrax letters were sent, and any other 
materials linking Ivins or his family or associates to the Princeton area, (3) the return address on 
the envelopes used in the attacks, including any materials relating to "Greendale" schools, "4th 
grade", "Franklin Park," and postal zip code "08852" and zip code directories; ( 4) the victims to 
whom each of the attack letters were mailed, including but not limited to materials relating to 
NBC, New York Post, reporters Gary Matsumoto and Tom Brokaw, the National Enquirer and 
other publications of American Media Incorporated, letters to the editor, and any member of the 
United States Congress; (5) a possible motive to commit the attacks in 2001, including but not 
limited to materials relating to the anthrax vaccine, Gulf War Syndrome, bioterrorism issues, the 
former bio-weapon program at Ft. Detrick, the bio-defense program at USAMRJID, any vendetta 
against the KKG sorority or sororities in general, dislike for members of the press or members of 
Congress, and (6) plans or attempts to obstruct justice or otherwise mislead Task Force 
investigators on this case, including materials relating to the submission of false evidentiary 
samples, how to defeat a polygraph, the purchase or use of any electronic eavesdropping or 
counter-surveillance devices including computer software, spyware or other services, 
investigative counter-measure materials and detection devices, materials relating to the 
cooperating FBI sources mentioned in this affidavit, and the purchase of weapons, stun-guns, 
taser-guns, and ballistic vests. 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Thomas F. Dellafera, being duly sworn, depose and say: 0 7 ... 5 2 4 .. M - 0 1 
I have been a Postal Inspector of the United States Postal Inspection Service (US PIS) for 

a~proximately t»'.en~y-one years. I iliil authorized to investigate crimes involving violations of 
T1tle 18 U.S.C. !fct10n 2332(a) and 1114. 

This affidavit is respectfully submitted, pursuant to the terrorism search warrant provision 
found at Rule 41(b)(3) of the Federal Rules of Criminal Procedure, in support of an application 
for a warrant to search the following premises and vehicles: 

( 1) Frederick, Maryland, a single family residence. The residence 
has white painted wood siding, with a white front door that is located on the right 
side of the front of the home. The front door has an exterior storm door. Left ofthe 
front door are two windows cased with red shutters. A black railing leads up several 
stairs to the front door where the numbers are indicated in black above the 
door. The search will include a large white shed; with peeling paint, that is located 
on the rear of~~~:QiiB~~· Jiruce Edwards Ivins purchased the house
Investigation has dl!CTOse~~ property has been his principle residence since 
September, 2001. 

(2) Automobile #1: a vehicle with Maryland registratior Q expiration 
02/1112009, and Vehicle Identification Number The vehicle 
is described as a 2002 Saturn SLl, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 9113/2002 and has been the sole owner, and is the primary user. 

(3) Automobile #2: search a vehicle with Maryland registratio~expiration 
06/25/2008, and Vehicle Identification Number . The vehicle 
is described as a 1993 Honda Civic, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 1 999 and has been the sole owner. The vehicle is primarily used by 
Ivins's · and is driven on occasion by Bruce Edwards Ivins. 

(4) Automobile #3: A warrant to search a vehicle with Maryland 
expiration 07/0112009, and Vehicle Identification Numn ... r·-
The vehicle is described as a 1996 Dodge van, red, and is registered~~~···· 
.......... Frederick, MD. C I £purchased the vehicle 

1 0/17 I 1996, and the vehicle is driven on occasion by Bruce Edwards Ivins. 

(5) Safe Deposit Box #48, located at Farmers & Mechanics Bank, Branch #1, 1305 West 
ih Street, Frederick, Maryland 21702. The box was originally leased on 06/12/1990, 
and is subscribed to Bruce E. Ivins and j !£Cederick, 
Maryland 21702. Available records indicate Bruce E. Ivins and -accessed 
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the box during the period 12/07/2004-07/20/2007. Access records previous to 
12/07/2004 no longer exist. 

As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon ofMass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation ofTitle 18, United States Code, 
Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force") investigation of the anthrax attacks has led to the identification ofDr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Army Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD, as a person necessitating further investigation for several reasons: 
(1) At the time of the attack~, he was the custodian of a large flask of highly purified anthrax 
spores that possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night laboratory work 
hours around the time of both anthrax mailings; (3) Ivins has claimed that he was suffering 
serious mental health issues in the months preceding the attacks, and told a coworker that he had 
"incredible paranoid, delusionlr thoughts at times" and feared that he might not be able to 
control his behavior; (4) Ivins is believed to have submitted false samples of anthrax from his lab 
to the FBI for forensic analysis in order to mislead investigators; (5) at the time of the attacks, 
Ivins was under pressure at work to assist a private company that had lost its FDA approval to 
produce an anthrax vaccine the Army needed for U.S. troops, and which Ivins believed was 
essential for the anthrax program at USAMRIID; and ( 6) Ivins sent an email to•••• 
••••••• a few days before the anthrax attacks warning- that "Bin Laden terrorists 
for sure have anthrax and sarin gas" and have ''just decreed death to all Jews and all Americans," 
language similar to the anthrax letters warning "WE HAVE THIS ANTHRAX ... DEATH TO 
AMERICA ... DEATH TO" ISRAEL." 

The Task Force submits that a search and forensic swabbing of the Subject Residence and 
Subject Vehicles may reveal forensic or documentary evidence that will assist the investigation 
by linking Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators involved in 
the attacks. The search is for laboratory equipment, tape, ink, paper, textile fibers, Caucasian 
hair, trace bacillus spores, handwriting samples, photocopy samples, and all relevant documents, 
notes and records in various formats, as more fully described in the Attachment to this affidavit. 

Factual Background 

In September and October, 2001, at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the District of Columbia, New York City, and 
Boca Raton, Florida, in violation ofTitle 18, United States Code, Section 2332(a), which 
prohibits the use of a Weapon ofMass Destruction. Bacillus anthracis is a Weapon ofMass 
destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 

014392Anthrax Page 232 of 639



SearchWarrant-07-524M-04.pdf

States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Columbia. Each of the envelopes contained a handwritten note referencing "9-11-0 1" 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA. DEATH TO ISRAEL. ALLAH IS GREAT." The two letters addressed to 
Capitol Hill had fictitious return addresses. The return address read, "41

h GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and the 
other eleven people suffered cutaneous anthrax (contracted through the skin). Five of the 
inhalational victims eventually died from their infection: (1) Robert Stevenson, 63, photo editor, 
American Media Inc., Boca Raton, Florida, died on 10/5/2001; (2) Thomas L. Morris, Jr., 55, 
postal worker, Brentwood Post Office, Washington, D.C., died on 10/21/2001; (3) Joseph P. 
Curseen, Jr., 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001; 
(4) Kathy T. Nguyen, 61, hospital employee, New York City, died on 10/31/2001; and (5) Ottilie 
Lundgren, 94, Oxford, CT, died on 11/21/2001. Another 31 persons tested positive for exposure 
to anthrax spores. All ofthe exposures and cases of infection are attributed to the anthrax 
mailings, based on their timing, their location, the place of employment of each individual 
infected, and the identity of the strain of anthrax found in each letter and in the bodies of the five 
deceased victims. 

· The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each of the decedents' 
bodies is the same strain of anthrax found in the threat letters mentioned above. This particular 
strain is commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires particular laboratory equipment 
such as a lyophilizer or other drying device, biological safety cabinet or other containment 
device, incubator, centrifuge, fermentor, and various personal protective gear, described more 
fully in the Attachment to this affidavit. 

Determination of Origin of Anthrax Contained in 2001 Mailings 

The mail attacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark dates of the recovered letters. Letters used in the first attack were 
postmarked on 09/18/2001 and were focused to media establishments located in the New York 
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area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, DC. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the Post and Brokaw letters versus the Senator 
Leahy and Senator Daschle letters reveals obvious differences. The spore powders recovered 
from the Post and Brokaw letters were granular and multicolored in consistency, while the 
Senator Leahy and Senator Daschle letters contained fine spore powders that were uniform in 
color. 

Microscopic examination of the evidentiary spore powders recovered from all four letters 
identified an elemental signature of Silicon within the spores. This Silicon signature had not 
been previously described for Bacillus anthracis organisms. 

Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (i.e. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 2001 mailings, serve to provide a "DNA fingerprint" which can, 
and has been used to investigate other Ames isolates collected from laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, sixteen domestic government, commercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories prior to the 

- ---- -

received Ames strain Bacillus anthracis isolates or samples from all sixteen domestic 
laboratories, as well as, from laboratories in Canada, Sweden, and the United Kingdom. All 
total, the Task Force has obtained more than 1000 isolates of the Ames strain of Bacillus 
anthracis from these laboratories and archived these isolates in the FBI Bacillus anthracis 
Repository (hereinafter "FBIR"). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FBIR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR-1029. 
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RMR-1029 was stored in the B3 biocontainment suite within Building 1425 ofthe United States 
Army Medical Institute of Infectious Diseases (USAMRIID), Fort Detrick, Maryland. Access to 
the suite is afforded only to those personnel who are approved by the USAMRIID Security, 
Safety, and Special Immunizations Program to have the required background check, training, and 
medical protection (vaccination or personal protective equipment (PPE)). Dr. Bruce Ivins has 
unrestricted access to the suite and has been the sole custodian ofRMR-1029 since it was first 
grown in 1997. 

Bacterial contaminant found in attack letters 

Both of the anthrax spore powders recovered from the Post and Brokaw letters contain 
low levels of a bacterial contaminant identified as a strain of Bacillus subtilis. The Bacillus 
subtilis contaminant has not been detected in the anthrax spore powders recovered from the 
envelopes mailed to either Senator Leahy or Senator Daschle. Bacillus subtilis is a non
pathogenic bacterium found ubiquitously in the environment. However, genomic DNA 
sequencing of the specific isolate of Bacillus subtilis discovered within the Post and Brokaw 
powders reveals that it is genetically distinct from other known isolates of Bacillus subti/is. 
Analysis of the Bacillus subtilis from the Post and Brokaw envelopes revealed that these two 
isolates are identical. · 

Phenotypic and genotypic analyses demonstrate that the RMR-1029 does not have the 
Bacillus subtilis contaminant found in the evidentiary spore powders, which suggests that the 
anthrax used in the letter attacks was grown from the material contained in RMR-1029 and not 
taken directly from the flask and placed in the envelopes. Since RMR.-1 029 is the genetic parent 
to the evidentiary spore powders, and it is not known how the Bacillus subtilis contaminant came 
to be in the Post and Brokaw spore powders, the contaminant must have been introduced during 
the production of the Post and Brokaw spores. Taken together, the postmark dates, the Silicon 
signature, the Bacillus subtilis contaminant, the phenotypic, and the genotypic comparisons, it 
can be concluded that, on at least two separate occasions, a sample ofRMR.-1029 was used to 
grow spores, dried to a powder, packaged in an envelope with a threat letter, and mailed to the 
victims. 1 

Envelopes used in the anthrax attacks 

In the 2001 anthrax attacks, four envelopes were recovered. The four envelopes were 
all 6 % inch federal eagle envelopes. The "federal eagle" designation is derived from the postage 
frank in the upper right-hand comer on the envelope which consists of the image of an eagle 
perched on a bar bearing the initials "USA." Underneath the lettering is the number "34," which 
denotes the postage value of34¢. The eagle, lettering, and denomination are referred to as the 

1 As the Court may recall from its review, during the course of this six year investigation, the Task Force has from 
time to time obtained search warrants, supported by affidavits establishing probable cause, for the residences and 
vehicles of other · who have come under investigative in the e.g. ••••• 

prior searches in this investigation were conducted 
Task Force developed the genetic assays that led to the identification ofRMR 1029 at USAMRllD as the genetic 
parent of the anthrax used in the 2001 letter attacks. 
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indicia. The eagle and the bar are stamped in blue ink, while the denomination is stamped in 
grey ink. Approximately 45 million Federal eagle 6 W' envelopes were manufactured by 
Westvaco Corporation (now known as MeadWestvaco Corporation) of Williamsburg, 
Pennsylvania, between December 6, 2000 and March 2002. These Federal eagle 6 %" envelopes 
were manufactured exclusively for and sold solely by the U.S. Postal Service between January 8, 
2001 and June 2002. 

Subsequent to the attacks, an effort was made to collect all such envelopes for possible 
forensic examination, including the identification of defects that occur during the envelope 
manufacturing process. As a result of this collection, envelopes with printing defects identical to 
printing defects identified on the envelopes utilized in the anthrax attacks during the fall of2001 
were collected from the Fairfax Main post office in Fairfax, Virginia and the Cumberland and 
Elkton post offices in Maryland. The Fairfax Main, Cumberland, Maryland, and Elkton, 
Maryland post offices are supplied by the Dulles Stamp Distribution Office (SDO), located in 
Dulles, Virginia. The Dulles SDO distributed "federal eagle" envelopes to post offices 
throughout Maryland and Virginia. Given that the printing defects identified on the envelopes 
used in the attacks are transient, thereby being present on only a small population ofthe federal 
eagle envelopes produced, and that envelopes with identical printing defects to those identified 
on the envelopes used in the attacks were recovered from post offices serviced by the Dulles 
SDO, it is reasonable to conclude that the federal eagle envelopes utilized in the attacks were 
purchased from a post office in Maryland or Virginia. 

Of the sixteen domestic government, commercial, and university laboratories that had 
virulent RMR-1 029 Ames strain Bacillus anthracis material in their inventory prior to the 
attacks, only one lab was located in Maryland or Virginia, where the relevant federal eagle 
envelopes were distributed and sold by the U.S. Postal Service: the USAMRIID facility at Fort 
Detrick, MD. 

Tape, Ink, and Fiber Trace Evidence 

All four of the envelopes containing these letters were taped along the seams with 
transparent tape. Due to striation patterns placed on transparent tape as part of the manufacturing 
process, it is sometimes possible to match a piece of suspect tape with the tape roll from which it 
originated. According to FBI Laboratory experts, the envelopes were addressed with a pen 
which dispenses fluid-like ink, rather than the ink typically found in a ball point pen. Due to the 
distinguishing characteristics of ink, which vary by manufacturer, it is sometimes possible to 
match ink writing with the pen or brand of pen used to apply it. Forensic analysis of the tape 
attached to the four envelopes has identified eight different types of fiber attached to the tape: 
black cotton, black wool, black nylon, brown polyester, blue wool, yellow acrylic, red cotton, 
and red acrylic. 

Identification of Collection Box at 10 Nassau Street 

Information gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
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Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. Further forensic examination of the 
contaminated mailbox recovered a number of Caucasian human hairs from inside the box, which 
are suitable for comparison. 

Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRIID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate ofPhilosophy (Ph.D.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University of North Carolina (UNC), Chapel Hill. 

A review ofUSAMRIID records, laboratory notebooks, written protocols, and 
professional publications has shown that Dr. Ivins has worked with Bacillus anthracis at 
USA.MRDD since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importance of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins produced 
large batches of Bacillus anthracis which were required for such challenges - tests in which 
vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years of working in the laboratories ofUSAMRIID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area, and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

Unexplained late night laboratory access 

USAMRIID containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of. 
laboratories used by USAMRIID Bacteriology personnel for research on dangerous animal and 
human pathogens. The flask identified as RMR-1029 was stored in Suite B3 at the time ofthe 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
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door to the cold-side change room, which is secured by a magnetic-lock. A central security 
system monitors and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His 
regular working hours on average consisted of a 7:30a.m. to 4:45 p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001; however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 hot Suite. 

The following depicts the comparison of Dr. Ivins's total hours spent at night, after 6 
p.m., in Suite B3 during the years 2000 and 2001: 
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The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the Post and Brokaw letters to New York which 
began at 5:00p.m. Monday, September 17, 2001 and ended at noon on Tuesday, September 18, 
2001. Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive 
evening shifts prior to the mailings with time spent in Suite B3: 

D ay D t ae T' . B ild' 1425 1mem u In~ TtlT' . B3 oa 1mem 
Friday September 14 8:54p.m. to 12:22 a.m. 2 hours 15 minutes 

Saturday September 15 8:05 p.m. to 11:59 p.m. 2 hours 15 minutes 

Sunday September 16 6:38p.m. to 9:52p.m. 2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25. 
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The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity" for the mailing of the Daschle and Leahy letters to Washington, D.C. 
which began 3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 
200 I. Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of 
the following times in building 1425 with time spent in Suite B3: 

D ay D t ae T' ' B 'ld' 1425 T t IT' . B3 1mem Ul me oa Ime m 
Friday September 28 7:16p.m. to 10:59 p.m. 1 hour 42 minutes 
Saturday 1 September 29 8:02p.m. to 11:18 p.m. 1 hour 20 minutes 
Sunday 1 September 30 9:53 p.m. to 12:04 a.m. 1 hour 18 minutes 

Monday 1 October 1 9:14p.m. to 10:43 p.m. 20minutes 
Tuesday October 2 7:24p.m. to 9:39p.m. 23 minutes 

Wednesday October 3 7:25p.m. to 10:55 n.m 2 hours 59 minutes 

Thursday October4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 

Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9, for 15 
minutes, and then October 14, for 1 hour and 26 minutes. 

The investigation has also analyzed the daily schedules, work areas accessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different than those of the other researchers, in that he was frequently in Suite B3, where RMR-
1 029 was kept, late at night and on weekends when no other researchers were present in Suite 
B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee was 
present. 

On March 31, 2005, Dr. Ivins was asked by Task Force investigators about his access to 
B3 and could provide no legitimate reason for the extended hours, other than "home was not 
good" and he went there "to escape" from his life at home. A review of Dr. Ivins's and co
workers's laboratory notebooks and projects at the times in question was conducted. The 
investigation determined that Dr. Ivins's role in the experiments were minimal, and did not 
justify the time he spent in B3. Dr. Ivins has admitted to investigators that the research he was 
conducting in 2001 did not require, and does not explain, his late night hours in the B-3 
laboratory around the time period of the anthrax mailings. 

Since producing anthrax spore preparations was one of Dr. Ivins's principal 
responsibilities at USAMRIID, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRIID afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and letters used in the Fall2001 attacks. 
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Failure to. cooperate in providing laboratory samples 

Dr. Ivins provided two sets of samples of Ames anthrax to 
the FBI which he represented to the were drawn from RMR-1029. In the first submission in 
February 2002, Dr. Ivins failed to follow the ..... ,.,.tnr•n 

subsequently notified that the February 2002 samples were unusable due to 
the protocol. A second set of samples, labeled "Dugway Ames spores- 1997" was provided to 
the FBIR by Dr. Ivins in April of 2002. Dr. Ivins declares that he uses the terms "Dugway Ames 
spores- 1997" and RMR-1029 interchangeably, as they are the same flask of material. Both of 
the April RMR-1029 samples were submitted for genetic testing and found to be negative for the 
presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suite B3 at 
USAMRIID and identified additional Ames samples of Dr. Ivins's and others that had not been 
submitted as part of the above mentioned~esponse. Dr. Ivins submitted slants 
prepared from the newly identified samples to the FBIR on April 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Iv:ins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1029 flask itself. All ofthe 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

, On June 17, 2004, RMR-1029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submission were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1 029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31 , 2005, Dr. Ivins was informed that the slants ofRMR-1029 material, he 
provided to the FBIR on April 10, found 
to be genetically distinct from the anthrax contained in the attack letters, and from anthrax 
material recovered by the FBI from the RMR-1029 flask seized from Dr. Ivins' lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked to explain why he did not submit the 
genetically positive sample which was clearly responsi Dr. Ivins was 
adamant in his response that there had been no omission from and he 
insisted that he had provided RMR-1 029 to the FBI in his second submission of samples in April 
2002. 

10 
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Knowledge that his stock of anthrax matched the anthrax used in the attack 

On March 31, 2005, when Dr. Ivins was informed by FBI agents that RMR-1029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year ago, FBI Special 
Agent Darin Steele told him that RMR-1 029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR-1 029 submission provided by Dr. Ivins in April 2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and RMR 
1 029, until after the June 17, 2004 submission and subsequent laboratory analysis. 

When interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months after the letter attacks, he was aware that his stock of anthrax, RMR.-1 029, exhibited 
unique morphological similarities to the anthrax-used in the attacks, and that he allegedly learned 
this information from three coworkers at USAMRJID who participated in the forensic analysis of 
the anthrax in the letters. Each of those three coworkers was interviewed by the Task Force, and 
deny disclosing such information to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions, did Dr. Ivins ever indicate he had knowledge that RMR-1029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1029. To the contrary, Dr. Ivins repeatedly claimed that the anthrax 
used in the attacks resembled that of another researcher at USAMRIID and were dissimilar to the 
Bacillus anthracis Ames organisms maintained in his laboratory, which included RMR.-1029. 

Mental health issues and possible motive 

The investigation has shown that in 2000 and through the mailings in 2001, Dr. 
Ivins had mental health issues. Dr. Ivins's mental health issues came to the attention of 
investigators while reviewing e-mails ofUSAMRJID researchers. Through the e-mails it 
was determined that Dr. Ivins was undergoing significant stress in both his home and 
work life. The mental health issues and stress were significant to the extent that Dr. Ivins 
sought professional help from a psychiatrist and was immediately prescribed medication 
that started in February 2000. · 

The following are excerpts from e-mails dated April2000 through December 2001, from 
Dr. Ivins to a friend regarding work, home, state of mental health, and use of medication 
(emphasis are as they appeared in thee-mails): 

April 3, 2000, .. Occasionally I get this tingling that goes down both arms. 
At the same time I get a bit dizzy and get this unidentifiable .. metallic" taste in my 
mouth. (I'm not trying to be funny, ... It actually scares me a bit.) Other 
times it's like I'm not only sitting at my desk doing work, I'm also a few feet away 
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watching me do it. There's nothing like living in both the first person singular 
AND the third person singular!" 

June 27, 2000, "Even with.the Celexa and the counseling, the depression 
episodes still come and go. That's unpleasant enough. What is REALLY scary is 
the paranoia .... Remember when I told you about the "metallic" taste in my 
mouth that I got periodically? It's when I get these "paranoid" episodes. Of 
course I regret them thoroughly when they are over, but when I'm going through 
them, it's as ifi'm on a passenger on a ride .... Ominously, a lot of the feelings 
of isolation - and desolation - that I wentthrough before college are returning. I 
don't want to relive those years again. . . . I've been seeing the counselor once a 
week." 

June 28, 2000, "Apparently Gore (and maybe even Bush) is considering 
making the anthrax vaccine for the military voluntary, or even stopping the 
program. Unfortunately, since the BioPort people aren't scientists, the task of 
solving their problem has fallen on us ..... Believe me, with all the stress of 
home and work, your email letters to me are valuable beyond what you would 
ever imagine - and they help me keep my sanity .... " 

June 29, 2000, "BioPortjust tested its final lot of AVA [anthrax vaccine] 
in a potency test. If it doesn't pass, then there are no more lots to test, and the 
program will come to a halt. That's bad for everyone concerned, including us. 
I'm sure that blame will be spread around." 

July 4, 2000, "The thinking now by the psychiatrist and counselor is that 
my symptoms may not be those of a depression or bipolar disorder, they may be 
that of a "Paranoid Personality Disorder." 

July 6, 2000, • 2 II I think the**** is about to hit the fan ... bigtime. The 
final lot of AVA, lot 22, isn't passing the potency test, and now there's nothing to 
back it up. Plus, the control vaccine isn't working. It's just a fine mess. ••• 
are spending probably 95% of our time on this." 

July 7, 2000, in an e-mail, Dr. Ivins offered to be interviewed as a case 
study, as long as it remained anonymous. Dr. Ivins indicated that he did not want 
to see a headline in the National Enquirer that read, "PARANOID MAN WORKS 
WITH DEADLY ANTHRAX!!!" 

July 23, 2000, "It's been a really stressful week, from all stand points. 
Home, work, and it's not going well with the counselor I'm going to. (She said she 
thinks I'm going to have to ask to get put 
with another counselor or into a group session. . . . Sometimes I think that it's all 
just too much." 
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August 12, 2000, "Last Saturday, as you probably guessed from my email, 
was one of my worst days in months. I wish I could control the thoughts in my 
mind. It's hard enough sometimes controlling my behavior. When I'm being 
eaten alive inside, I always try to put on a good front here at work and at home, so 
I don't spread the pestilence ... .I get incredible paranoid, delusional thoughts at 
times, and there's nothing I can do until they go away, either by themselves or 
with drugs." 

August 29, 2000, ....... are 10% ofthe Bacteriology Division. 
If we quit, the anthrax program and BioPort would go down the drain. I'm not 
boasting,-. but the three of us have a combined total of 52 years of research 
experience with anthrax. You just can't go out and find someone like._ 
with their knowledge, skill and abilities. Ain't gonna happen." 

March 4, 2001, "The people in my group just don't pick up on what I try to 
say. They are not into the kinds of problems I bring up, so it's hard for them to 
deal with them. The psychiatrist is helpful only because he prescribes the Celexa. 
He's not that easy to talk to, and he doesn't really pick up on my problems. The 
woman I saw before I went into group wanted to get me put in jail. That wasn't 
very helpful either. I'm down to a point where there are some things that are 
eating away that I feel I can't tell ANYONE .... " 

September 7, 2001, "I was taken off the Special Immunization Program 
because of what happened last spring, and I've just gotten back on it, getting my 
anthrax and Yell ow fever shots. We are currently finishing up the last of the 
AVA, and when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until we get a new 
lot. There are no approved lots currently available at BioPort .... Q 1as been 
having us have biweekly meetings on the rP A vaccine progress, and on August 29 
I went to the Pentagon - first time there - to go to a meeting in his place on the 
vaccine. There is a real bag of worms with a new lot ofrPA produced by the 
BDP (a private company) for NCI, who is under contract to USAMRIID. BDP 
signed a sub-contract with to produce the rP A for a human use vaccine Phase I 
trial. They were paid and they produced it. Now they are refusing to release it 
unless the Army pays some incredible sum of money for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Army refuses to do that of 
course, and everything is in Limbo." 

September 15, 2001, "I am incredibly sad and angry at what happened, 
now that it has sunk in. Sad for all of the victims, their families, their friends. 
And angry. Very angry. Angry at those who did this, who support them, who 
coddle them, and who excuse them." 

September 26, 2001, "Of the people in my "group," everyone but me is in 
the depression/sadness/flight mode for stress. I'm really the only scary one in the 
group. Others are talking about how sad they are or scared they are, but my 
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reaction to the WTC/Pentagon events is far different. Of course, I don't talk about 
how I really feel with them - it would just make them worse. Seeing how 
differently I reacted than they did to the recent events makes me really think about 
myself a lot. I just heard that Bin Laden terrorists for sure have anthrax 

In that same September 26, 2001 email, Dr. Ivins states "Osama Bin 
Laden has just decreed death to all Jews and all Americans"-- language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO 
AMERICA," "DEATH TO ISRAEL." 

On October 16,2001, in an e-mail, Dr. Ivins's coworker communicated 
the following to a former coworker, "Bruce has been an absolute manic basket 
case the last few days." 

December 15, 2001, "I made up some poems about having two people in 
one (me+ the person in my dreams): ... 

I'm a little dream-self, short and stout. 
I'm the other half of Bruce - when he lets me out. 
When I get all steamed up, I don't pout. 
I push Bruce aside, them I'm Free to run about! 

Hickory dickory Doc - Doc Bruce ran up the clock. 
But something then happened in very strange rhythm. 
His other self went and exchanged places with him. 
So now, please guess who 
Is conversing with you. 
Hickory dickory Doc! 

Bruce and this other guy, sitting by some trees, 
Exchanging personalities. 
It's like having two in one. 
Actually it's rather fun!" 

The investigation has revealed that Dr. Ivins was prescribed various psychotropic 
medications including antidepressants, antipsychotics, and anti-anxiety, for his mental health 
issues from 2000 through 2006. 

On July 18, 2007, a forensic psychiatrist completed a detailed review of Dr. Ivins 
insurance billing records for medical appointments and prescriptions. Additionally, this 
psychiatrist was provided with an overview of Dr. Ivins's social habits, interests, and obsessions. 
The forensic psychiatrist stated that based on his experience, if Dr. Ivins was the mailer, it is 
quite possible that Dr. Ivins retained some kind of souvenir or references to the mailing events. 
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Controversy concerning the anthrax vaccine 

Beginning shortly after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
was the focus of public criticism concerning their introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the GulfWar Syndrome. In 2000 
and 2001, as evident by the e-mails above, that same anthrax vaccine was having problems in the 
production phase at Bioport, a private company in Michigan responsible for manufacturing the 
vaccine. The Food and Drug Administration (FDA) had suspended further production at 
Bioport, and the U.S. government, specifically the Department of Defense, was running out of 
approved lots of the vaccine. The situation placed pressure on select staff members at 
USAMRIID, including Dr. Ivins, who were part ofthe Anthrax Potency Integrated Product Team 
(IPT). The purpose of the IPT was to assist in the resolution of technical issues that was 
plaguing Bioport's production of approved lots of the vaccines. 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who worked for NBC News had submitted a Freedom of Information Act 
(FOIA) requests on USAMRIID seeking detailed information from Dr. Ivins's laboratory 
notebooks as they related to the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. 
Ivins appeared angry about the request providing the following response in an e-mail: "Tell 
Matsumoto to kiss my ass. We've got better things to do than shine his shoes and pee on 
command. He's gotten everything from me he will get." 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the AVA 
vaccine for human use, production at Bioport resumed, and anthrax research at USAMRIID 
continued without interruption. As mentioned previously, one of the anthrax letters post marked 
on September 18,2001, was addressed to Tom Brokaw, NBC News in New York. Dr. Ivins 
thereafter received "the highest honor given to Defense Department civilians at a Pentagon 
ceremony on March 14, 2003" for his work in "getting the anthrax vaccine back into 
production." 

Use of false names and fascination with sorority group linked to location of anthrax mailings 

The investigation has shown that over the past twenty-four years, Dr. Ivins was known to 
have utilized at least two Post Office Boxes to communicate with members of the public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box, College Estates Station, Frederick, Maryland 21702, was serviced by the 
Frederick Main post office, Frederick, Maryland 21701. Analysis of the USPS shipping records 
indicate the Frederick Main received 1000 6 3/4" Federal Eagle banded envelopes on the same 
day as post offices known to have received envelopes with identical print defects as those seen 
on the envelopes used in the mailings. 

On May 14, 2007, identified four communications that it had previously received 
from Dr. Ivins. &does not personally know Dr. Ivins but has repeatedly corresponded with 
him by mail]. In Dr. Ivins's first letter to dated May 8, 1982, he used the return address 
of P.O. Box 1265, Frederick, Maryland 21702. In the letters, Dr. Ivins expressed his support to 
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I work and an interest in sorority hazing. One of the sororities with which he an 
interest was identified as Kappa Kappa Gamma (KKG). In a letter tot•adated4 
Dr. Ivins enclosed a "letter to the editor" 

ustifying the practice of hazing by it's 
sorority, (KKG). 

On July 9, 2007, the Post Office Box application (PS Form 1093) at the College Estates 
Station, Frederick, Maryland 21702, for P .0. Box 1103, in the name of Bruce E. Ivins was 
obtained. A review of the application card revealed that Dr. Ivins rented P.O. Box 1103 on 
November 12, 1993, providing a military identification and using his Maryland Motor Vehicle 
Administration Drivers · I-152-098-188-301 as proof of identification. Dr. Ivins 

Frederick, MD 21702 and telephone numbers of 

':::::=~~~~~ Also listed on the P.O. Box application card to receive mail 
~ The last payment on the P.O. Box was made on November 13,2004. A 
review of Change o Address records revealed that P .0. Box 1103 was closed on December 30, 
2005 and no forwarding address was provided. 

On July 30,2007, &was interviewed regarding P.O. Box 1103 .... d<:?es not 
personally know Dr. Ivins but has historically been familiar with his name
.as shown the P.O. Box application and stated that it had never rented a P.O. Box anywhere 
and had never met, nor had any social or professional association with a Dr. Ivins. However, 

e•lrecognized the name Bruce Ivins because had previously mentioned his name. 
0 & indicated td B that Dr. Ivins harassed it in the past, and believed tha~~as 
frightened of Dr. Ivins, resulting from unspecified incidents that occurred prior to-meeting 
-also recalled a vandalism incident that occurred in the months prior to leaving the 
Maryland area withtllla They had awoken one morning in their Gaithersburg apartment to 
find Greek letters spray painted on the fence, sidewalk, and vehicle outside their apartment. 

A copy of the . 0 ] -Police Report, 
1£ . . b was obtained from the Records Division and provided the following information: 

On the morning I I filed a report of vandalism with Department. 
I advised that between 2330 and 0830 hours, unknown subject(s) sprayed the Greek 

symbols for KKG on its front fence, three (3) areas of sidewalk adjacent to its residence, and on 
the rear window of its 1981 Honda Accord ... advised that-was a 
member of the sorority KKG in North Carolina four ( 4) years ago. 
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•oo;;,s. . ~ This incident is significa.nt because Dr. Ivins's address, after completing 
his Post Doctoral Fellowship at the UNC, Hill in 1978 and prior to moving to Frederick 
in the 1980s, This is the same town home 
community that esided and ex case ofKKG related vandalism 
before moving out of the state in 1983. 

On April 5, 2007, ecalled that Dr. Ivins had told it that he had maintained a P.O. 
Box for the purpose of corresponding with individuals who had responded to advertisements Dr. 

Ivins had placed in possibly a newspaper or magazine. ~~~:::::~~~~ 
••••••••••••••••••• Dr. Ivins told n I that he advertised that 
he possessed a KKG sorority handbook which contained cherished information solely reserved 
for KKG members. CW-4 believed that Dr. Ivins was advertising that he had access to 
privileged information and would be willing to share the secrets with those responding to the 
advertisements. Dr. Ivins admitted to CW-4 that he had broken into a KKG sorority house to 
steal a secret KKG handbook. CW-4 believed that Dr. Ivins had committed this alleged crime 
during his Post Doctorate Fellowship at the UNC, Chapel Hill. 

Dr. Ivins provided CW-4 one ofhis alternate e-mail addresses as 
goldenphoenixl11@hotmail.com. A search of the internet for postings under goldenphoenix111 
identified the following posting dated February 20, 2007, on a website at 
www.abovetopesecret.com: 

"Wildswan, you are quite right about what you said about KKG. If people look 
hard enough and dig hard enough, have friends, relatives, perhaps financial 
resources, etc., then they can pretty much find out about whatever GLO they 
want. Kappas are noted for being lovely, highly intelligent campus leaders. 
Unfortunately, they labeled me as an enemy decades ago, and I can only abide by 
their "Fatwah" on me. I like individual Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me since the 1960s, 
and REALLY after me since the late 1970s. At one time in my life, I knew more 
about KKG than any non-Kappa that had ever lived. Unfortunately I've forgotten 
a lot. I've read the history of KKG that was written several decades ago about its 
founding. Question for you: Did your chapter use the combined service, nr did 
you separate your services into the "Red.Room and WhiteRoom"? did you use 
special blue or white blindfolds? You can reach me at 
goldenphoenixlll@hotmail.com ... as a phoenix rises from its ashes ... " 

This posting is significant in that in his own words, Dr. Ivins defines the depths ofhis 
obsession and knowledge in the sorority KKG. Additionally, as previously described above, the 
letters used in the 2001 anthrax mailings were mailed from a blue collection box located at 10 
Nassau Street, Princeton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, 
Princeton, New Jersey, located on the same side of the street and 60 feet to the right from the 
blue collection box. 

17 
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Connection to "4th Grade, Greendale School" 

The investigation into the fictitious return address on envelopes used for the second 
round of anthrax mailings, "4th GRADE," "GREENDALE SCHOOL," has established a·possible 
link to the American Family Association (AF A) headquartered in Tupelo, Mississippi. In 
October 1999, AF A, a Christian organization, published an article entitled "AF A takes Wisconsin 
to court. " The article describes a lawsuit filed in federal court, by the AF A Center for Law and 
Policy (CLP), on behalf ofthe parents of students at Greendale Baptist Academy. The article 
focuses on an incident that occurred on December 16, 1998, in which case workers ofthe 
Wisconsin Department of Human Services went to the Greendale Baptist Academy in order to 
interview a fourth-grade student. The case workers, acting on an anonymous tip that Greendale 
Baptist Academy administered corporal punishment as part of its discipline.policy, did not 
disclose to the staff why they wanted to interview the student. The case workers interviewed the 
student in the absence of the student's parents and informed the school staff that the parents were 
not to be contacted. The AFA CLP filed suit against the Wisconsin Department of Human 
Services, citing a violation of the parents' Fourth Amendment rights. 

donations were 
made to the AFA in the name of"Mr. and Mrs. Bruce Ivins" on eleven separate occasions 
beginning on December 31, 1993. After an approximate two year break in donations, the next 
donation occurred on November 11, 1999, one month after the initial article referencing 
Greendale Baptist Academy was published in the AFA Journal. It was also discovered that the 
subscription to the AFA Journal, in the name of"Mr. & Mrs. Bruce Ivins," a~ 
Frederick, Maryland 21702, was active until March 2005. 

Frustrations with Members of the United States Senate 

The investigation has shown that Dr. Ivins and his wife, practicing 
Catholics. Their children are graduates of Saint John's at Prospect Hall Catholic High School 
located in Frederick, Maryland. In an e-mail dated, September 26, 2001, Dr. Ivins states that 
both he and are actively involved in the church choir. On July 10, 2002, in an e-mail to a 
friend, Dr. Ivins identified his wife,- as the President of the Frederick County Right to 
Life, as well as having connections to many other pro-life/anti-abortion groups. Dr. Ivins later 
states in the same e-mail, "I'm not pro-abortion, I'm pro-life, but I want my position to be one 
consistent with a Christian." 

In 2001, members of the Catholic pro-life movement were known to be highly critical of 
Catholic Congressional members who voted pro-choice in opposition to the beliefs ofthe 
Catholic Church. Two ofthe more prominent members of Congress who fell in this category 
were Senator Tom Daschle, then Senate Majority Leader; and Senator Patrick Leahy, Chairman 
ofthe Senate Judiciary Committee, both recipients of the 2001 anthrax mailings. In a 
September/October 2001 newsletter from the organization Right to Life of Greater Cincinnati, 
Senator Leahy and Senator Daschle were featured in an article entitled: Pro-Abortion "Catholic" 
Senators?, wherein a statement declares that these men should no longer be labeled Catholic and 
should be excommunicated for aiding and abetting abortion. During Task Force interviews, 12 
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staff members related that Senator Leahy is pro-choice on the issue of abortion. Three staff 
members stated that Senator Leahy was on a pro-life "hit list" because of his stance on abortion. 

On September 26, 2001, in an e-mail to a friend, Dr. Ivins writes "The news media has 
been saying that some members of Congress and members of the ACLU oppose many of the 
Justice Department proposals for combating terrorism, saying that they are unconstitutional and 
infringe too much on civil liberties. Many people don't know it but the official ACLU position is 
to oppose all metal detectors in airports and schools and other public buildings. It's interesting 
that we may now be living in a time when our biggest threat to civil liberties and freedom doesn't 
come from the government but from enemies of the government. Osama Bin Laden has just 
decreed death to all Jews and all Americans, but I guess that doesn't mean .a lot to the ACLU. 
Maybe I should move to Canada .... " 

On November 17, 2001, Senator Leahy's Chief of Staff, was interviewed by Task Force 
investigators. The staffer stated that Senator Leahy has drawn fire from some conservative pro
life supporters. The staffer advised that Senator Leahy and Senator Daschle were seen by some 
members of the public as slowing the passage ofthe P.A.T.R.I.O.T. Act. Senator Leahy 
reportedly was critic~f~~At.~:tJ)a~f:is~:fte>b~vdl~~ far reaching and 
threatened civil liberties. The staffer also related that Senator Leahy had been criticized by 
conservatives and Republicans for resisting the appointment of Republican appointed judicial 
nominees. 

Bacillus Trace Evidence 

Experts at the FBI's Hazardous Materials Response Unit have found that trace quantities 
of Bacillus anthracis and Bacillus subtilus can be detected using biological swabbing techniques 
similar to those used by United Nations weapons inspectors. Anthrax and Subtilus spores are 
like seeds, which are surrounded by a dense shell capable of enduring extreme environmental 
conditions and temperatures remaining dormant for decades, until such time that nutrients are 
again available and the organism returns to its vegetative cycle of replication. Even when the 
viability of an anthrax or subtilus spore is destroyed by environmental or other factors, the 
g~netic material of the organism will remain preserved within the dense shell of the spore, and 
can be detected by DNA analysis using the Polymerase Chain Reaction (PCR). 

The investigation to date has yielded a diverse array of items contaminated with anthrax 
spores from the letters, such as the previously mention mailbox at 10 Nassau Street in Princeton, 
New Jersey. The contaminated items tenaciously retain anthrax spores on their surfaces, even 
when subjected to the highs and lows of outdoor temperatures, various environmental conditions, 
and elements of the weather. The United States Postal Service had great difficulty cleaning the 
two regional postal facilities that processed the anthrax letters. Trace quantities of anthrax spores 
were found to persist in those facilities nearly two years after the attacks, despite repeated efforts 
to eliminate those spores using chlorine dioxide gas and other remediation techniques. 

Taken together, it is reasonable to believe that bacillus anthracis and subtilus spores 
residual from the September and October 2001 mailings may still persist in trace amounts inside 
the home or vehicle of the person who mailed them, even six years after the crime. Regardless 
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of their viability, the mechanics of the spore structure protects the DNA of the organism, which 
can be detected using PCR techniques. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search and 
forensic swabbing of the Subject Residence and Subject Vehicles may result in collection of 
evidence relevant to the dissemination of a weapon of mass destruction (anthrax) through the 
U.S. mail system in September and October 2001 in violation of 18 U.S. C., Sections 2332a and 
1114. Specifically, there is probable cause to believe that a search and forensic swabbing of the 
Subject Residence and Subject Vehicles as described in the Attachment to this affidavit, may 
reveal laboratory, makeshift, and dual purpose equipment, or materials, supplies, and protocols 
used in preparation of the deadly anthrax contained in the letters, or may recover trace amounts 
of the non-anthracis Bacillus or the powdered anthrax material remaining in the Subject 
Residences and Vehicles, or may recover textile fibers that match those recovered from the tape 
on the envelopes used in the anthrax mailings, or may recover hairs that match the Caucasian 
hairs recovered from inside the contaminated mail drop box in Princeton, New Jersey, or may 
produce papers, tape, pens, pencils, notes, books, n!!mals, receipts, financial records, 
correspondence, address books, maps, handwriting samples, photocopy devices, scanners, 
printers, toner or printer cartridges, photocopy exemplars, envelope bands, New Jersey 
addresses, global positioning devices, zip-code information, photographs, computer files, cellular 
phones, phone bills, electronic pager devices, other digital devices, or other documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators 
involved in the attacks. 

Based upon my knowledge, training and experience, my consultations with other criminal 
investigators, persons engaged in criminal activity frequently store, or inadvertently deposit, 
these kinds of items in their homes or automobiles and leave them on the premises for many 
years after a crime, failing to recognize their forensic value and incriminating nature. This 
conclusion is supported by trash covers that have been found in material recently discarded from 
the house. On October 15 and October 22, 2007, trash was recovered from the front of 622 
Military Road, Frederick, Maryland, including receipts from a 1995 purchase as well as other 
documents related to KKG sorority. In my experience, vehicles are often used to store 
documents, maps, receipts, and other papers related to travel that may be relevant to this 
investigation. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. .:;Q_ /r'2 h..r 
~""( £~ let'~K. or) ro""<z.. ~~11<-tMJl. ro r'tfd"-1'"'\. ~ 5at.N4 cflQ.s.cr-.b~~ 
Ill "74«- /rtfld)CA-"· t-- 1 -+-j'tt-rL /€-{)v..e.>~ 7C... ,/hllhJr- ~-;- TO e.y~7.Q_ 
W<-1<~-,-- "'-'~ Co-";1 ..,. ....... ,tO"'Y 0.. _vj f~ 

1 
1of'?J , ;{) 7 
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The statements contained in this Affidavit are based in part on information provided by 
FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as an FBI Special Agent. I have not included 
each and every fact known to me concerning this investigation. I have set forth only the facts 
that I believe are necessary to establish the necessary foundation for the search warrant. 

ocr 3lzoo7 
Sworn to before me this 
__ day of , 2007 

//~ / / ~rUDGE 
United States District Court 
for the District of Columbia 

DEBORAH A. ROBINSON 
U.S. MAGJS'mATEJlJOGE 

~ ~O~SF.DELLAFERA 
Post~l Inspector 
United States Postal Inspection Service 

N, Clerk 
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ATTACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search and 
forensic swabbing for the items mentioned in the text of the search warrant, including more 
specifically the following: 

1. Any assembled or unassembled Biological Threat Agent (BT A), or trace thereof, and 
any BTA weapon, and/or any incendiary, radiological, nuclear, chemical or booby trap device. 

2. Laboratory equipment used in the production/replication of biological threat agents 
including, but not limited to agar or liquid growth media, media components, anti-foaming 
agents, animal droppings or carcasses, autoclaves, bleach, blenders, live animals and materials 
for their care, cylinder of nitrogen or oxygen, soil, dimethylsulfoxide (DMSO), fermentors, 
grinders, home brewing kits, incubators, inoculating loops, mechanical stirrers/paint stirrers, 
microscopes, microwave for making homemade agar plates, mortar/pestle, milling devices, 
ovens, Petri dishes/improvised glass/plastic cook dishes, pipettes, pressure cookers, Q-tips, roller 
flasks, rubber gaskets/seals, screens, sieves, sodium hydroxide, stains/inks/dyes used to identify 
BTAs, sterilization equipment (Bunsen or alcohol burners/butane torches), swabs, test tubes, 
tissue culture flasks, virus flasks, and other materials. 

3. Personal Protective Equipment/Safety Equipment including, but not limited to, 
biosafety hoods and cabinets (commercial or homemade), masks (surgicaVdust/HEPA), exhaust 
vents, filters (HEPA), gloves, lab coats, mechanical fans, safety glasses/goggles, shoe covers, 
soap, tubing pipes, and vinegar. 

4. Items used in the weaponization/delivery of biological weapons including, but not 
limited to pens, tape, paper, scissors, envelopes, target addresses, aerosol canisters, agricultural 
or garden sprayers, acetone or other drying agents, baby powder, baking powder, baking soda, 
boxes, cornmerciaVindustrial powders, copier toner/printer and/or toner/inks, compressed air or 
other gas systems, cornmeal, cornstarch, explosive, hypodermic syringes/needles, jars or flasks 
with gauze on top, oatmeal, powdered milk, salt/pepper, spray bottles, squirt guns, stamps, sugar, 
talcum powder, and other materials. 

5. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related paperwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe production, weaponization, and delivery techniques, directions, maps, diagrams, and 
blueprints of delivery or target locations, communication which would include but not be limited 
to handwritten notes and drawings, memos and photographs, which would include descriptive 
information such as telephone numbers, addresses, affiliations and contact points of individuals 
involved in a conspiracy to acquire, refine, alter, transport, and/or use a biological weapon. Note 
that such documentary material described herein may be in printed or electronic form such as, 
but not limited to, computer disks. Such computerized and other electronic material would 
constitute contraband, fruits, instrumentalities or evidence of the offenses enumerated herein and 
in the attached affidavit for search warrant. 
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6. Publications or other written materials evidencing knowledge of federal laws 
including those related to biological weapons and other weapons of mass destruction. 

7. Photographs, newspapers, or magazine clippings, travel information, brochures, maps, 
hotel receipts, rental receipts, notes, ledgers, phone numbers, toll records, address books (which 
may be in printed or electronic format), hand-held electronic memo-type notebooks, scanners, 
commercial transportation receipts, and firearms, ammunition, firearms owners identification 
documents and/or permits and licenses, digital or other types of pagers and all alpha and/or 
numeric data/message stored therein, cellular phones, cordless telephones and their base units, 
caller identification units and all alpha-numeric information and data stored therein, biological 
weapons/agent formulas, biological weapons/agents, and/or recipes, all of which related to the 
construction of biological weapons, or plans to produce, conceal, or use such devices or agents or 
indicated possible confederates involved or possible targets of such weapons. 

8. Any notes, correspondence, memoranda, writings or other documents, regardless of 
storage media, which relate to the production or refinement of biological weapons (including 
anthrax bacteria/spores), or plans to produce, conceal or use such weapons, which items concern, 
among other things, rental agencies, storage facilities, biological/chemical suppliers or outlets for 
necessary biological equipment. Examples of such writings include, but are not limited to, those 
that evidence biological weapons production or predisposition such as sales receipts, invoices, 
shipping records, literature that relates to biological weapons-making or the production of 
biological materials, electronic addresses of sites with biological agent/weapons-making 
information and stored electronic communications, computer passwords or codes, delivery 
devices, and material from which biological weapons can be made from related chemicals and 
materials. 

9. Bank documents and other records and documents pertaining to the expenditure of 
funds for illegal activities, assets and funds used to facilitate illegal activities and assets and 
funds obtained from the conduct of illegal activities. 

10. Cellular and telephone records. 

11. Keys, records, or other information pertaining to storage facilities, safety deposit 
boxes or other locations where assets or contraband may be stored. 

12. Books, videos, pamphlets and any other written, audio, video media advocating 
production, refinement, distribution of biological weapons or other acts of violence or 
criminality. 

13. Destructive devices, weapons of mass destruction or their components or parts and 
any written medium pertaining to their design, use, operation, function, capabilities or other 
attributes. 

14. Records, documents, notes, or other material indicating the use of aliases or false 
identities including birth certificates, driver's licenses, photographs, travel documents or 
passports and miscellaneous items such as permits, registrations, certificates, licenses, and 
badges of all types. 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Thomas F. Dellafera, being duly sworn, depose and say: 0 7 ... 5 2 4 .. M - 0 1 
I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 

a~proximately t»'.en~y-one years. I ~ authorized to investigate crimes involving violations of 
Title 18 u.s.c.lfctiOil2332(a) and 1114. 

This affidavit is respectfully submitted, pursuant to the terrorism search warrant provision 
found at Rule 41(b)(3) ofthe Federal Rules of Criminal Procedure, in support of an application 
for a warrant to search the following premises and vehicles: 

(I) Frederick, Maryland, a single family residence. The residence 
has white painted wood siding, with a white front door that is located on the right 
side of the front of the home. The front door has an exterior storm door. Left of the 
front door are two windows cased with red shutters. A black railing leads up several 
stairs to the front door where the numbers are indicated in black above the 
door. The search will include a large white shed; with peeling paint, that is located 
on the rear of~~;;IiiP.~~· .Jl.ruce Edwards Ivins purchased the house ...... 
Investigation has dlrc10se"8'lm' property has been his principle residence since 
September, 2001. 

(2) Automobile #1: a vehicle with Maryland registratio expiration 
02/11/2009, and Vehicle Identification Number The vehicle 
is described as a 2002 Saturn SLI, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 9/1 3/2002 and has been the sole owner, and is the primary user. 

(3) Automobile #2: search a vehicle with Maryland registratio~expiration 
06/25/2008, and Vehicle Identification Number . The vehicle 
is described as a 1993 Honda Civic, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 12/02/1999 and has been the sole owner. The vehicle is primarily used by 
Ivins's wi and is driven on occasion by Bruce Edwards Ivins. 

(4) Automobile #3: A warrant to search a vehicle with Maryland reg;isti:ati,ont•••• 
expiration 07/01/2009, and Vehicle Identification 
The vehicle is described as a 1996 Dodge van, red, and is registered ~····· 
•••••••• Frederick, MD. £ • £purchased the vehicle 
1011711996, and the vehicle is driven on occasion by Bruce Edwards Ivins. 

(5) Safe Deposit Box #48, located at Farmers & Mechanics Bank, Branch #1, 1305 West 
71

h Street, Frederick, Maryland 21702. The box was originally leased on 06/12/1990, 
and is subscribed to Bruce E. Ivins and ) ~~;ederick, 
Maryland 21702. Available records indicate Bruce E. Ivins and accessed 
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the box during the period 12/07/2004- 07/20/2007. Access records previous to 
12/07/2004 no longer exist. 

As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon ofMass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation of Title 18, United States Code, 
Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 

Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force") investigation of the anthrax attacks has led to the identification ofDr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Army Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD, as a person necessitating further investigation for several reasons: 
(1) At the time of the attacks, he was the custodian of a large flask of highly purified anthrax 
spores that possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night laboratory work 
hours around the time of both anthrax mailings; (3) Ivins has claimed that he was suffering 
serious mental health issues in the months preceding the attacks, and told a coworker that he had 
"incredible paranoid, delusion! thoughts at times" and feared that he might not be able to 
control his behavior; ( 4) Ivins is believed to have submitted false samples of anthrax from his lab 
to the FBI for forensic analysis in order to mislead investigators; (5) at the time ofthe attacks, 
Ivins was under pressure at work to assist a private company that had lost its FDA approval to 
produce an anthrax vaccine the Army needed for U.S. troops, and which Ivins believed was 
essential for the anthrax program at USAMRIID; and (6) Ivins sent an email toY 1 

a few days before the anthrax attacks warning. that "Bin Laden terrorists 
for sure have anthrax and sarin gas" and have ''just decreed death to all Jews and all Americans," 
language similar to the anthrax letters warning "WE HAVE THIS ANTHRAX ... DEATH TO 
AMERJCA . . . DEATH TO ISRAEL." 

The Task Force submits that a search and forensic swabbing of the Subject Residence and 
Subject Vehicles may reveal forensic or documentary evidence that will assist the investigation 
by linking Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators involved in 
the attacks. The search is for laboratory equipment, tape, ink, paper, textile fibers, Caucasian 
hair, trace bacillus spores, handwriting samples, photocopy samples, and all relevant documents, 
notes and records in various formats, as more fully described in the Attachment to this affidavit. 

Factual Background 

In September and October, 2001, at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the District of Columbia, New York City, and 
Boca Raton, Florida, in violation of Title 18, United States Code, Section 2332(a), which 
prohibits the use of a Weapon ofMass Destruction. Bacillus anthracis is a Weapon of Mass 
destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 
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States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Columbia. Each of the envelopes contained a handwritten note referencing "9-11-0 1" 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA. DEATH TO ISRAEL. ALLAH IS GREAT." The two letters addressed to 
Capitol Hill had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and the 
other eleven people suffered cutaneous anthrax (contracted through the skin). Five ofthe 
inhalational victims eventually died from their infection: (1) Robert Stevenson, 63, photo editor, 
American Media Inc., Boca Raton, Florida, died on 10/5/2001; (2) Thomas L. Morris, Jr., 55, 
postal worker, Brentwood Post Office, Wa.Shington, D.C., died on 10/2112001; (3) Joseph P. 
Curseen, Jr., 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001; 
(4) Kathy T. Nguyen, 61, hospital employee, New York City, died on 10/3112001; and (5) Ottilie 
Lundgren, 94, Oxford, CT, died on 11/21/2001. Another 31 persons tested positive for exposure 
to anthrax spores. All ofthe exposures and cases of infection are attributed to the anthrax 
mailings, based on their timing, their location, the place of employment of each individual 
infected, and the identity of the strain of anthrax found in each letter and in the bodies of the five 
deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each of the decedents' 
bodies is the same strain of anthrax found in the threat letters mentioned above. This particular 
strain is commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires particular "laboratory equipment 
such as a lyophilizer or other drying device, biological safety cabinet or other containment 
device, incubator, centrifuge, fermentor, and various personal protective gear, described more 
fully in the Attachment to this affidavit. 

Determination of Origin of Anthrax Contained in 2001 Mailings 

The mail attacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark da~es of the recovered letters. Letter:s used in the first attack were 
postmarked on 09/18/2001 and were focused to media establishments located in the New York 
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area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, DC. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the Post and Brokaw letters versus the Senator 
Leahy and Senator Daschle letters reveals obvious differences. The spore powders recovered 
from the Post and Brokaw letters were granular and multicolored in consistency, while the 
Senator Leahy and Senator Daschle letters contained fme spore powders that were uniform in 
color. 

Microscopic examination of the evidentiary spore powders recovered from all four letters 
identified an elemental signature of Silicon within the spores. This Silicon signature had not 
been previously described for Bacillus anthracis organisms. 

Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered nwnerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (i.e. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 200 I mailings, serve to provide a "DNA fingerprint" which can, 
and has been used to investigate other Ames isolates collected from laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, sixteen domestic· government, commercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories prior to the 

---- -

received Ames strain Bacillus anthracis isolates or samples from all sixteen domestic 
laboratories, as well as, from laboratories in Canada, Sweden, and the United Kingdom. All 
total, the Task Force has obtained more than 1000 isolates of the Ames strain of Bacillus 
anthracis from these laboratories and archived these isolates in the FBI Bacillus anthracis 
Repository (hereinafter "FBIR"). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FBIR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR-1029. 

4 
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RMR-1029 was stored in the B3 biocontainment suite within Building 1425 ofthe United States 
Anny Medical Institute of Infectious Diseases (USAMRITD), Fort Detrick, Maryland. Access to 
the suite is afforded only to those personnel who are approved by the USAMRIID Security, 
Safety, and Special Immunizations Program to have the required background check, training, and 
medical protection (vaccination or personal protective equipment (PPE)). Dr. Bruce Ivins has 
unrestricted access to the suite and has been the sole custodian ofRMR-1029 since it was first 
grown in 1997. 

Bacterial contaminant found in attack letters 

Both of the anthrax spore powders recovered from the Post and Brokaw letters contain 
low levels of a bacterial contaminant identified as a strain of Bacillus subtilis. The Bacillus 
subtilis contaminant has not been detected in the anthrax spore powders recovered from the 
envelopes mailed to either Senator Leahy or Senator Daschle. Bacillus subtilis is a non
pathogenic bacterium found ubiquitously in the environment. However, genomic DNA 
sequencing of the specific isolate of Bacillus sub til is discovered within the Post and Brokaw 
powders reveals that it is genetically distinct from other known isolates of Bacillus subtilis. 
Analysis of the Bacillus subtilis from the Post and Brokaw envelopes revealed that these two 
isolates are identical. · 

Phenotypic and genotypic analyses demonstrate that the RMR-1029 does not have the 
Bacillus subtilis contaminant found in the evidentiary spore powders, which suggests that the 
anthrax used in the letter attacks was grown from the material contained in RMR-1029 and not 
taken directly from the flask and placed in the envelopes. Since RMR.-1029 is the genetic parent 
to the evidentiary spore powders, and it is not known how the Bacillus subtilis contaminant came 
to be in the Post and Brokaw spore powders, the contaminant must have been introduced during 
the production of the Post and Brokaw spores. Taken together, the postmark dates, the Silicon 
signature, the Bacillus subtilis contaminant, the phenotypic, and the genotypic comparisons, it 
can be concluded that, on at least two separate occasions, a sample ofRMR-1029 was used to 
grow spores, dried to a powder, packaged in an envelope with a threat letter, and mailed to the 
victims. 1 

Envelopes used in the anthrax attacks 

In the 2001 anthrax attacks, four envelopes were recovered. The four envelopes were 
all 6 % inch federal eagle envelopes. The "federal eagle" designation is derived from the postage 
frank in the upper right-hand comer on the envelope which consists of the image of an eagle 
perched on a bar bearing the initials "USA." Underneath the lettering is the number "34," which 
denotes the postage value of 34¢. The eagle, lettering, and denomination are referred to as the 

1 As the Court may recall from its review, during the course of this six year investigation, the Task Force has from 
time to time obtained search warrants, supported by affidavits establishing probable cause, for the residences and 
vehicles of other · · · who have come under investigative in the e.g .••••• 

prior searches in this investigation were conducted 
Task Force developed the genetic assays that led to the identification ofRMR 1029 at USAMRIID as the genetic 
parent of the anthrax used in the 2001 letter attacks. 

014418Anthrax Page 258 of 639



SearchWarrant-07-524M-05.pdf

indicia. The eagle and the bar are stamped in blue ink, while the denomination is stamped in 
grey ink. Approximately 45 million Federal eagle 6 %" envelopes were manufactured by 
Westvaco Corporation (now known as MeadWestvaco Corporation) ofWilliamsburg, 
Pennsylvania, between December 6, 2000 and March 2002. These Federal eagle 6 %" envelopes 
were manufactured exclusively for and sold solely by the U.S. Postal Service between January 8, 
2001 and June 2002. 

Subsequent to the attacks, an effort was made to collect all such envelopes for possible 
forensic examination, including the identification of defects that occur during the envelope 
manufacturing process. As a result of this collection, envelopes with printing defects identical to 
printing defects identified on the envelopes utilized in the anthrax attacks during the fall of2001 
were collected from the Fairfax Main post office in Fairfax, Virginia and the Cumberland and 
Elkton post offices in Maryland. The Fairfax Main, Cumberland, Maryland, and Elkton, 
Maryland post offices are supplied by the Dulles Stamp Distribution Office (SDO), located in 
Dulles, Virginia. The Dulles SDO distributed "federal eagle" envelopes to post offices 
throughout Maryland and Virginia. Given that the printing defects identified on the envelopes 
used in the attacks are transient, thereby being present on only a small population of the federal 
eagle envelopes produced, and that envelopes with identical printing defects to those identified 
on the envelopes used in the attacks were recovered from post offices serviced by the Dulles 
SDO, it is reasonable to conclude that the federal eagle envelopes utilized in the attacks were 
purchased from a post office in Maryland or Virginia. 

Ofthe sixteen domestic government, commercial, and university laboratories that had 
virulent RMR-1 029 Ames strain Bacillus anthracis material in their inventory prior to the 
attacks, only one lab was located in Maryland or Virginia, where the relevant federal eagle 
envelopes were distributed and sold by the U.S. Postal Service: the USAMRIID facility at Fort 
Detrick, MD. 

Tape, Ink, and Fiber Trace Evidence 

All four of the envelopes containing these letters were taped along the seams with 
transparent tape. Due to striation patterns placed ontransparent tape as part of the manufacturing 
process, it is sometimes possible to match a piece of suspect tape with the tape roll from which it 
originated. According to FBI Laboratory experts, the envelopes were addressed with a pen 
which dispenses fluid-like ink, rather than the ink typically found in a ball point pen. Due to the 
distinguishing characteristics of ink, which vary by manufacturer, it is sometimes possible to 
match ink writing with the pen or brand of pen used to apply it. Forensic analysis ofthe tape 
attached to the four envelopes has identified eight different types of fiber attached to the tape: 
black cotton, black wool, black nylon, brown polyester, blue wool, yellow acrylic, red cotton, 
and red acrylic. 

Identification of Collection Box at 10 Nassau Street 

Information gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
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Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. Further forensic examination of the 
contaminated mailbox recovered a number of Caucasian human hairs from inside the box, which 
are suitable for comparison. 

Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRIID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate ofPhilosophy (Ph.D.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University ofNorth Carolina (UNC), Chapel Hill. 

A review ofUSAMRIID records, laboratory notebooks, written protocols, and 
professional publications has shown that Dr. Ivins has worked with Bacillus anthracis at 
USAMRITD since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importance of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins produced 
large batches of Bacillus anthracis which were required for such challenges - tests in which 
vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years ofworking in the laboratories ofUSAMRIID provided him personal, 
hands-on laboratory experience in the production ofliquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area, and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

Unexplained late night laboratory access 

USAMRIID containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of. 
laboratories used by USAMRIID Bacteriology personnel for research on dangerous animal and 
human pathogens. The flask identified as RMR-1029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
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door to the cold-side change room, which is secured by a magnetic-lock. A central security 
system monitors and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His 
regular working hours on average consisted of a 7:30a.m. to 4:45 p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001; however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 hot Suite. 

The following depicts the comparison of Dr. Ivins's total hours spent at night, after 6 
p.m., in Suite B3 during the years 2000 and 2001: 
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The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the Post and Brokaw letters to New York which 
began at 5:00p.m. Monday, September 17, 2001 and ended at noon on Tuesday, September 18, 
2001. Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive 
evening shifts prior to the mailings with time spent in Suite B3: 

D ay D t ae T . B 'ld' 1425 IIDCID Ul mg TtlT . B3 oa 1mem 
Friday September 14 8:54p.m. to 12:22 a.m. 2 hours 15 minutes 

Saturday September 15 8:05p.m. to 11:59 p.m. 2 hours 15 minutes 
Sunday September 16 6:38 p.m. to 9:52 p.m. 2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25. 

8 
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The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing of the Daschle and Leahy letters to Washington, D.C. 
which began 3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 
2001. Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of 
the following times in building 1425 with time spent in Suite B3: 

D ay D t ae T" . B 'ld' 1425 T t IT" ' B3 1mem Ul mg oa 1mem 
Friday I September 28 7:16p.m. to 10:59 p.m. 1 hour 42 minutes 
Saturday September 29 8:02p.m. to 11:18p.m. 1 hour 20 minutes 
Sunday September 30 9:53p.m. to 12:04 a.m. 1 hour 18 minutes 
Monday October 1 9:14p.m. to 10:43 p.m. 20minutes 
Tuesday October 2 I 7:24p.m. to 9:39p.m. 23 minutes 
Wednesday October 3 I 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 
Thursday October4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 
Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9, for 15 
minutes, and then October 14, for 1 hour and 26 minutes. 

The investigation has also analyzed the daily schedules, work areas accessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different than those of the other researchers, in that he was frequently in Suite B3, where RMR-
1 029 was kept, late at night and on weekends when no other researchers were present in Suite 
B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee was 
present. 

On March 31, 2005, Dr. Ivins was asked by Task Force investigators about his access to 
B3 and could provide no legitimate reason for the extended hours, other than "home was not 
good" and he went there "to escape" from his life at home. A review of Dr. Ivins's and co
workers's laboratory notebooks and projects at the times in question was conducted. The 
investigation determined that Dr. Ivins's role in the experiments were minimal, and did not 
justify the time he spent in B3. Dr. Ivins has admitted to investigators that the research he was 
conducting in 2001 did not require, and does not explain, his late night hours in the B-3 
laboratory around the time period of the anthrax mailings. 

Since producing anthrax spore preparations was one of Dr. Ivins's principal 
responsibilities at USAMRIID, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRIID afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and letters used in the Fall 2001 attacks. 
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Failure to cooperate in providing laboratory samples 

_ Dr. Ivins provided two sets of samples of Ames anthrax to 
the FBI which he represented to were drawn from RMR.-1029. In the first submission in 
February 2002, Dr. Ivins failed to follow the nrr•tnr·n•• 

subsequently notified that the February 2002 samples were unusable due to hts 
the protocol. A second set of samples, labeled "Dugway Ames spores- 1997" was provided to 
the FBIR by Dr. Ivins in April of2002. Dr. Ivins declares that he uses the terms "Dugway Ames 
spores - 1997" and RMR-1 029 interchangeably, as they are the same flask of material. Both of 
the April RMR-1029 samples were submitted for genetic testing and found to be negative for the 
presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suite B3 at 
USAMRliD and identified additional Ames samples of Dr. Ivins's and others that had not been 
submitted as part of the above mentioned~esponse. Dr. Ivins submitted slants 
prepared from the newly identified samples to the FBIR on April 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Iv:ins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1029 flask itself. All of the 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

On June 17, 2004, RMR-1 029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submission were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1 029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31, 2005, Dr. Ivins was informed that the slants of RMR.-1 029 material, he 
provided to the FBIR on April 10, found 
to be genetically distinct from the anthrax m attack letters, and anthrax 
material recovered by the FBI from the RMR-1029 flask seized from Dr. Ivins' lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked to explain why he did not submit the 
genetically positive sample which was clearly responsiv~ Dr. Ivins was 
adamant in his response that there had been no omission ~submission, and he 
insisted that he had provided RMR.-1 029 to the FBI in his second submission of samples in April 
2002. 

10 
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Knowledge that his stock of anthrax matched the anthrax used in the attack 

On March 31, 2005, when Dr. Ivins was informed by FBI agents that Rl\.1R-1 029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year ago, FBI Special 
Agent Darin Steele told him that RMR-1029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the Rl\.1R-l 029 submission provided by Dr. Ivins in April 2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and Rl\.1R 
1029, until after the June 17, 2004 submission and subsequent laboratory analysis. 

When interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months after the letter attacks, he was aware that his stock of anthrax, RMR-1029, exhibited 
unique morphological similarities to the anthrax-used in the attacks, and that he allegedly learned 
this information from three coworkers at USAMRIID who participated in the forensic analysis of 
the anthrax in the letters. Each of those three coworkers was interviewed by the Task Force, and 
deny disclosing such information to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions, did Dr. Ivins ever indicate he had knowledge that RMR-1029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1029. To the contrary, Dr. Ivins repeatedly claimed that the anthrax 
used in the attacks resembled that of another researcher at USAMRIID and were dissimilar to the 
Bacillus anthracis Ames organisms maintained in his laboratory, which included RMR-1029. 

Mental health issues and possible motive 

The investigation has shown that in 2000 and through the mailings in 2001, Dr. 
Ivins had mental health issues. Dr. Ivins's mental health issues came to the attention of 
investigators while reviewing e-mails ofUSAMRIID researchers. Through thee-mails it 
was determined that Dr. Ivins was undergoing significant stress in both his home and 
work life. The mental health issues and stress were significant to the extent that Dr. Ivins 
sought professional help from a psychiatrist and was immediately prescribed medication 
that started in February 2000. 

The following are excerpts from e-mails dated April 2000 through December 2001, from 
Dr. Ivins to a friend regarding work, home, state of mental health, and use of medication 
(emphasis are as they appeared in thee-mails): 

April 3, 2000, "Occasionally I get this tingling that goes down both arms. 
At the same time I get a bit dizzy and get this unidentifiable "metallic" taste in my 
mouth. (I'm not trying to be funny, It actually scares me a bit.) Other 
times it's like I'm not only sitting at my desk doing work, I'm also a few feet away 

11 
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watching me do it. There's nothing like living in both the first person singular 
AND the third person singular!" 

June 27,2000, "Even with.the Celexa and the counseling, the depression 
episodes still come and go. That's unpleasant enough. What is REALLY scary is 
the paranoia .... Remember when I told you about the "metallic" taste in my 
mouth that I got periodically? It's when I get these "paranoid" episodes. Of 
course I regret them thoroughly when they are over, but when I'm going through 
them, it's as ifi'm on a passenger on a ride. . . . Ominously, a l0t ofthe feelings 
of isolation - and desolation - that I wentthrough before college are returning. I 
don't want to relive those years again. . . . I've been seeing the counselor once a 
week." 

June 28, 2000, "Apparently Gore (and maybe even Bush) is considering 
making the anthrax vaccine for the military voluntary, or even stopping the 
program. Unfortunately, since the BioPort people aren't scientists, the task of 
solving their problem has fallen on us ..... Believe me, with all the stress of 
home and work, your email letters to me are valuable beyond what you would 
ever imagine- and they help me keep my sanity .... " 

June 29, 2000, "BioPortjust tested its final lot of AVA [anthrax vaccine] 
in a potency test. If it doesn't pass, then there are no more lots to test, and the 
program will come to a halt. That's bad for everyone concerned, including us. 
I'm sure that blame will be spread around." 

July 4, 2000, "The thinking now by the psychiatrist and counselor is that 
my symptoms may not be those of a depression or bipolar disorder, they may be 
that of a "Paranoid Personality Disorder." 

July 6, 2000,' 2 £i I think the**** is about to hit the fan ... bigtime. The 
final lot of AVA, lot 22, isn't passing the potency test, and now there's nothing to 
back it up. Plus, the control vaccine isn't working. It's just a fine mess. ••• 
are spending probably 95% of our time on this." 

July 7, 2000, in an e-mail, Dr. Ivins offered to be interviewed as a case 
study, as long as it remained anonymous. Dr. Ivins indicated that he did notwant 
to see a headline in the National Enquirer that read, "PARANOID MAN WORKS 
WITH DEADLY ANTHRAX!!!" 

July 23, 2000, "It's been a really stressful week, from all stand points. 
Home, work, and it's not going well with the counselor I'm going to. (She said she 
thinks I'm going to have to ask to get put 
with another counselor or into a group session. . . . Sometimes I think that it's all 
just too much." 
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August 12, 2000, "Last Saturday, as you probably guessed from my email, 
was one of my worst days in months. I wish I could control the thoughts in my 
mind. It's hard enough sometimes controlling my behavior. When I'm being 
eaten alive inside, I always try to put on a good front here at work and at home, so 
I don't spread the pestilence ... .I get incredible paranoid, delusional thoughts at 
times, and there's nothing I can do until they go away, either by themselves or 
with drugs." 

August 29,2000, ._are 10% ofthe Bacteriology Division. 
If we quit, the anthrax program and BioPort would go down the drain. I'm not 
boasting,-. but the three of us have a combined total of 52 years of research 
experience with anthrax. You just can't go out and find someone like._ 
with their knowledge, skill and abilities. Ain't gonna happen." 

March 4, 2001, "The people in my group just don't pick up on what I try to 
say. They are not into the kinds of problems I bring up, so it's hard for them to 
deal with them. The psychiatrist is helpful only because he prescribes the Celexa. 
He's not that easy to talk to, and he doesn't really pick up on my problems. The 
woman I saw before I went into group wanted to get me put in jail. That wasn't 
very helpful either. I'm down to a point where there are some things that are 
eating away that I feel I can't tell ANYONE .... " 

September 7, 2001, "I was taken off the Special Immunization Program 
because of what happened last spring, and I've just gotten back on it, getting my 
anthrax and Yell ow fever shots. We are currently finishing up the last of the 
AVA, and when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until we get a new 
lot. There are no approved lots currently available at BioPort ... . 0 has been 
having us have biweekly meetings on the rP A vaccine progress, and on August 29 
I went to the Pentagon- first time there -to go to a meeting in his place on the 
vaccine. There is a real bag of worms with a new lot of rP A produced by the 
BDP (a private company) for NCI, who is under contract to USAMRIID. BDP 
signed a sub-contract with to produce the rP A for a human use vaccine Phase I 
trial. They were paid and they produced it. Now they are refusing to release it 
unless the Army pays some incredible sum of money for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Army refuses to do that of 
course, and everything is in Limbo." 

September 15, 2001, "I am incredibly sad and angry at what happened, 
now that it has sunk in. Sad for all of the victims, their families, their friends. 
And angry. Very angry. Angry at those who did this, who support them, who 
coddle them, and who excuse them." 

September 26, 2001, "Of the people in my "group," everyone but me is in 
the depression/sadness/flight mode for stress. I'm really the only scary one in the 
group. Others are talking about how sad they are or scared they are, but my 
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reaction to the WTC/Pentagon events is far different. Of course, I don't talk about 
how I really feel with them - it would just make them worse. Seeing how 
differently I reacted than they did to the recent events makes me really think about 
myself a lot. I just heard tonight that Bin Laden terrorists for sure have anthrax 

andsaringas. You••••••••••••••••••••• 

In that same September 26, 2001 email, Dr. Ivins states "Osama Bin 
Laden has just decreed death to all Jews and all Americans'' -- language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO 
AMERICA," "DEATH TO ISRAEL." 

On October 16, 2001, in an e-mail, Dr. Ivins's coworker communicated 
the following to a former coworker, "Bruce has been an absolute manic basket 
case the last few days." 

December 15,2001, "I made up some poems about having two people in 
one (me+ the person in my dreams): ... 

I'm a little dream-self, short and stout. 
I'm the other half of Bruce - when he lets me out. 
When I get all steamed up, I don't pout. 
I push Bruce aside, them I'm Free to run about! 

Hickory dickory Doc - Doc Bruce ran up the clock. 
But something then happened in very strange rhythm. 
His other self went and exchanged places with him. 
So now, please guess who 
Is conversing with you. 
Hickory dickory Doc! 

Bruce and this other guy, sitting by some trees, 
Exchanging personalities. 
It's like having two in one. 
Actually it's rather fun!" 

The investigation has revealed that Dr. Ivins was prescribed various psychotropic 
medications including antidepressants, antipsychotics, and anti-anxiety, for his mental health 
issues from 2000 through 2006. 

On July 18, 2007, a forensic psychiatrist completed a detailed review of Dr. Ivins 
insurance billing records for medical appointments and prescriptions. Additionally, this 
psychiatrist was provided with an overview of Dr. Ivins's social habits, interests, and obsessions. 
The forensic psychiatrist stated that based on his experience, if Dr. Ivins was the mailer, it is 
quite possible that Dr. Ivins retained some kind of souvenir or references to the mailing events. 
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Controversy concerning the anthrax vaccine 

Beginning shortly after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
was the focus of public criticism concerning their introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the GulfWar Syndrome. In 2000 
and 2001, as evident by thee-mails above, that same anthrax vaccine was having problems in the 
production phase at Bioport, a private company in Michigan responsible for manufacturing the 
vaccine. The Food and Drug Administration (FDA) had suspended further production at 
Bioport, and the U.S. government, specifically the Department of Defense, was running out of 
approved lots of the vaccine. The situation placed pressure on select staff members at 
USAMRIID, including Dr. Ivins, who were part of the Anthrax Potency Integrated Product Team 
(IPT). The purpose of the IPT was to assist in the resolution of technical issues that was 
plaguing Bioport's production of approved lots of the vaccines. 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who worked for NBC News had submitted a Freedom of Information Act 
(FOIA) requests on USAMRIID seeking detailed information from Dr. Ivins's laboratory 
notebooks as they related to the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. 
Ivins appeared angry about the request providing the following response in an e-mail: "Tell 
Matsumoto to kiss my ass. We've got better things to do than shine his shoes and pee on 
command. He's gotten everything from me he will get." 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the AVA 
vaccine for human use, production at Bioport resumed, and anthrax research at USAMRIID 
continued without interruption. As mentioned previously, one of the anthrax letters post marked 
on September 18, 2001, was addressed to Tom Brokaw, NBC News in New York. Dr. Ivins 
thereafter received "the highest honor given to Defense Department civilians at a Pentagon 
ceremony on March 14, 2003" for his work in "getting the anthrax vaccine back into 
production." 

Use of false names and fascination with sorority group linked to location of anthrax mailings 

The investigation has shown that over the past twenty-four years, Dr. Ivins was known to 
have utilized at least two Post Office Boxes to communicate with members of the public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box, College Estates Station, Frederick, Maryland 21702, was serviced by the 
Frederick Main post office, Frederick, Maryland 21701. Analysis of the USPS shipping records 
indicate the Frederick Main received 1000 6 3/4" Federal Eagle banded envelopes on the same 
day as post offices known to have received envelopes with identical print defects as those seen 
on the envelopes used in the mailings. 

On May 14, 2007, identified four communications that it had previously received 
from Dr. Ivins. &does not personally know Dr. Ivins but has repeatedly corresponded with 
him by mail]. In Dr. Ivins's first letter to dated May 8, 1982, he used the return address 
of P.O. Box 1265, Frederick, Maryland 21702. In the letters, Dr. Ivins expressed his support to 
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ustifying the practice of hazing by it's 
sorority, (KKG). 

On July 9, 2007, the Post Office Box application (PS Form 1093) at the College Estates 
Station, Frederick, Maryland 21702, for P.O. Box 1103, in the name of Bruce E. Ivins was 
obtained. A review ofthe application card revealed that Dr. Ivins rented P.O. Box 1103 on 
November 12, 1993, providing a military identification and using his Maryland Motor Vehicle 
Administration Drivers · I-152-098-188-301 as proof of identification. Dr. Ivins 
provided an address Frederick, MD 21702 and telephone numbers of 
······~md... •• Also listed on the P.O. Box application card to receive mail 
~ The last payment on the P .0. Box was made on November 13, 2004. A 
review of Change of Address records revealed that P .0. Box 1103 was closed on December 30, 
2005 and no forwarding address was provided. 

On July 30,2007, was interviewed regarding P.O. Box 1103 .... d~es not 
personally know Dr. Ivins but has historically been familiar with his name

-.vas shown the P.O. Box application and stated that it had never rented a P.O. Box anywhere 
and had never met, nor had any social or professional association with a Dr. Ivins. However, 

e•lrecognized the name Bruce Ivins because had previously mentioned his name . 
... indicated td that Dr. Ivins harassed it in the past, and believed tha~~as 

frightened ofDr. Ivins, resulting from unspecified incidents that occurred prior to-meeting 
-also recalled a vandalism incident that occurred in the months prior to leaving the 
Maryland area wit~ They had awoken one morning in their Gaithersburg apartment to 
find Greek letters spray painted on the fence, sidewalk, and vehicle outside their apartment. 

A copy ofth-Police Report, 
.I 12 was obtained from the Records Division and provided the following information: 

On the morning o~········· 

I It filed a report of vandalism with Department. 
J: advised that between 2330 and 0830 hours, unknown subject(s) sprayed the Greek 

symbols for KKG on its front fence, three (3) areas of sidewalk adjacent to its residence, and on 
the rear window of its 1981 Honda Accord . .. advised that~ was a 
member of the sorority KKG in North Carolina four (4) years ago. 
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tt.'t:,s., & This incident is significapt because Dr. Ivins's address, after completing 
his Post Doctoral Fellowship at the UNC, Hill in 1978 and prior to moving to Frederick 
in the 1 This is the same town home 

.-.. ... v-..~ the case ofKKG related vandalism 

On April 5, 2007, ecalled that Dr. Ivins had told it that he had maintained a P.O. 
Box for the purpose of corresponding with individuals who had responded to advertisements Dr. 

Ivins had placed in possibly a newspaper or magazine. ~~:-::==~~~~~ 
Dr. Ivins told B that he advertised that 

he possessed a KKG sorority handbook which contained cherished information solely reserved 
for KKG members. CW-4 believed that Dr. Ivins was advertising that he had access to 
privileged information and would be willing to share the secrets with those responding to the 
advertisements. Dr. Ivins admitted to CW-4 that he had broken into a KKG sorority house to 
steal a secret KKG handbook. CW -4 believed that Dr. Ivins had committed this alleged crime 
during his Post Doctorate Fellowship at the UNC, Chapel Hill. 

Dr. Ivins provided CW-4 one of his alternate e-mail addresses as 
goldenphoenixl11@hotmail.com. A search of the internet for postings under goldenphoenixlll 
identified the following posting dated February 20, 2007, on a website at 
www.abovetopesecret.com: 

"Wildswan, you are quite right about what you said about KKG. If people look 
hard enough and dig hard enough, have friends, relatives, perhaps financial 
resources, etc., then they can pretty much find out about whatever GLO they 
want. Kappas are noted for being lovely, highly intelligent campus leaders. 
Unfortunately, they labeled me as an enemy decades ago, and I can only abide by 
their "Fatwah" on me. I like individual Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me since the 1960s, 
and REALLY after me since the late 1970s. At one time in my life, I knew more 
about KKG than any non-Kappa that had ever lived. Unfortunately I've forgotten 
a lot. I've read the history ofKKG that was written several decades ago about its 
founding. Question for you: Did your chapter use the combined service, or did 
you separate your services into the "Red.Room and WhiteRoom"? did you use 
special blue or white blindfolds? You can reach me at 
goldenphoenixll1@hotmail.com ... as a phoenix rises from its ashes ... " 

This posting is significant in that in his own words, Dr. Ivins defines the depths ofhis 
obsession and knowledge in the sorority KKG. Additionally, as previously described above, the 
letters used in the 2001 anthrax mailings were mailed from a blue collection box located at 10 
Nassau Street, Princeton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, 
Princeton, New Jersey, located on the same side of the street and 60 feet to the right from the 
blue collection box. 
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Connection to "41
h Grade, Greendale School" 

The investigation into the fictitious return address on envelopes used for the second 
round of anthrax mailings, "41

h GRADE," "GREENDALE SCHOOL," has established a possible 
link to the American Family Association (AF A) headquartered in Tupelo, Mississippi. In 
October 1999, AFA, a Christian organization, published an article entitled "AFA takes Wisconsin 
to court. " The article describes a lawsuit filed in federal court, by the AF A Center for Law and 
Policy (CLP), on behalf of the parents of students at Greendale Baptist Academy. The article 
focuses on an incident that occurred on December 16, 1998, in which case workers ofthe 
Wisconsin Department of Human Services went to the Greendale Baptist Academy in order to 
interview a fourth-grade student. The case workers, acting on an anonymous tip that Greendale 
Baptist Academy administered corporal punishment as part of its discipline.policy, did not 
disclose to the staff why they wanted to interview the student. The case workers interviewed the 
student in the absence ofthe student's parents and informed the school staff that the parents were 
not to be contacted. The AFA CLP filed suit against the Wisconsin Department ofHuman 
Services, citing a violation of the parents' Fourth Amendment rights. 

donations were 
made to the AF A in the name of "Mr. and Mrs. Bruce Ivins" on eleven separate occasions 
beginning on December 31, 1993. After an approximate two year break in donations, the next 
donation occurred on November 11, 1999, one month after the initial article referencing 
Greendale Baptist Academy was published in the AF A Journal. It was also discovered that the 
subscription to the AFA Journal, in the name of"Mr. & Mrs. Bruce Ivins," a~ 
Frederick, Maryland 21702, was active until March 2005. 

Frustrations with Members of the United States Senate 

The investigation has shown that Dr. Ivins and his wife, practicing 
Catholics. Their children are graduates of Saint John's at Prospect Hall Catholic High School 
located in Frederick, Maryland. In an e-mail dated, September 26, 2001, Dr. Ivins states that 
both he and are actively involved in the church choir. On July 10, 2002, in an e-mail to a 
friend, Dr. Ivins identified his wife,- as the President ofthe Frederick County Right to 
Life, as well as having connections to many other pro-life/anti-abortion groups. Dr. Ivins later 
states in the same e-mail, "I'm not pro-abortion, I'm pro-life, but I want my position to be one 
consistent with a Christian." 

In 2001, members of the Catholic pro-life movement were known to be highly critical of 
Catholic Congressional members who voted pro-choice in opposition to the beliefs of the 
Catholic Church. Two of the more prominent members of Congress who fell in this category 
were Senator Torn Daschle, then Senate Majority Leader; and Senator Patrick Leahy, Chairman 
ofthe Senate Judiciary Committee, both recipients ofthe 2001 anthrax mailings. In a 
September/October 2001 newsletter from the organization Right to Life of Greater Cincinnati, 
Senator Leahy and Senator Daschle were featured in an article entitled: Pro-Abortion "Catholic" 
Senators?, wherein a statement declares that these men should no longer be labeled Catholic and 
should be excommunicated for aiding and abetting abortion. During Task Force interviews, 12 
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staff members related that Senator Leahy is pro-choice on the issue of abortion. Three staff 
members stated that Senator Leahy was on a pro-life "hit list" because of his stance on abortion. 

On September 26, 2001, in an e-mail to a friend, Dr. Ivins writes "The news media has 
been saying that some members of Congress and members of the ACLU oppose many of the 
Justice Department proposals for combating terrorism, saying that they are unconstitutional and 
infringe too much on civil liberties. Many people don't know it but the official ACLU position is 
to oppose all metal detectors in airports and schools and other public buildings. It's interesting 
that we may now be living in a time when our biggest threat to civil liberties and freedom doesn't 
come from the government but from enemies of the government. Osama Bin Laden has just 
decreed death to all Jews and all Americans, but I guess that doesn't mean a lot to the ACLU. 
Maybe I should move to Canada .... " 

On November 17, 2001, Senator Leahy's Chief of Staff, was interviewed by Task Force 
investigators. The staffer stated that Senator Leahy has drawn fire from some conservative pro
life supporters. The staffer advised that Senator Leahy and Senator Daschle were seen by some 
members of the public as slowing the passage of the P.A.T.R.I.O.T. Act. Senator Leahy 
reportedly was criticfif~N~tf.WA~6--1ie .. b~veti1l'W:f~ far reaching and 
threatened civil liberties. The staffer also related that Senator Leahy had been criticized by 
conservatives and Republicans for resisting the appointment ofRepublican appointed judicial 
nommees. 

Bacillus Trace Evidence 

Experts at the FBI's Hazardous Materials Response Unit have found that trace quantities 
of Bacillus anthracis and Bacillus subtilus can be detected using biological swabbing techniques 
similar to those used by United Nations weapons inspectors. Anthrax and Subtilus spores are 
like seeds, which are surrounded by a dense shell capable of enduring extreme environmental 
conditions and temperatures remaining dormant for decades, until such time that nutrients are 
again available and the organism returns to its vegetative cycle of replication. Even when the 
viability of an anthrax or subtilus spore is destroyed by environmental or other factors, the 
genetic material of the organism will remain preserved within the dense shell ofthe spore, and 
can be detected by DNA analysis using the Polymerase Chain Reaction (PCR). 

The investigation to date has yielded a diverse array of items contaminated with anthrax 
spores from the letters, such as the previously mention mailbox at 10 Nassau Street in Princeton, 
New Jersey. The contaminated items tenaciously retain anthrax spores on their surfaces, even 
when subjected to the highs and lows of outdoor temperatures, various environmental conditions, 
and elements of the weather. The United States Postal Service had great difficulty cleaning the 
two regional postal facilities that processed the anthrax letters. Trace quantities of anthrax spores 
were found to persist in those facilities nearly two years after the attacks, despite repeated efforts 
to eliminate those spores using chlorine dioxide gas and other remediation techniques. 

Taken together, it is reasonable to believe that bacillus anthracis and subtilus spores 
residual from the September and October 2001 mailings may still persist in trace amounts inside 
the home or vehicle of the person who mailed them, even six years after the crime. Regardless 
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of their viability, the mechanics of the spore structure protects the DNA of the organism, which 
can be detected using PCR techniques. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search and 
forensic swabbing of the Subject Residence and Subject Vehicles may result in collection of 
evidence relevant to the dissemination of a weapon of mass destruction (anthrax) through the 
U.S. mail system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 
1114. Specifically, there is probable cause to believe that a search and forensic swabbing of the 
Subject Residence and Subject Vehicles as described in the Attachment to this affidavit, may 
reveallaborato·ry, makeshift, and dual purpose equipment, or materials, supplies, and protocols 
used in preparation of the deadly anthrax contained in the letters, or may recover trace amounts 
of the non-anthracis Bacillus or the powdered anthrax material remaining in the Subject 
Residences and Vehicles, or may recover textile fibers that match those recovered from the tape 
on the envelopes used in the anthrax mailings, or may recover hairs that match the Caucasian 
hairs recovered from inside the contaminated mail drop box in Princeton, New Jersey, or may 
produce papers, tape, pens, pencils, notes, books, trl!nuals, receipts, financial records, 
correspondence, address books, maps, handwriting samples, photocopy devices, scanners, 
printers, toner or printer cartridges, photocopy exemplars, envelope bands, New Jersey 
addresses, global positioning devices, zip-code information, photographs, computer files, cellular 
phones, phone bills, electronic pager devices, other digital devices, or other documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators 
involved in the attacks. 

Based upon my knowledge, training and experience, my consultations with other criminal 
investigators, persons engaged in criminal activity frequently store, or inadvertently deposit, 
these kinds of items in their homes or automobiles and leave them on the premises for many 
years after a crime, failing to recognize their forensic value and incriminating nature. This 
conclusion is supported by trash covers that have been found in material recently discarded from 
the house. On October 15 and October 22,2007, trash was recovered from the front of622 
Military Road, Frederick, Maryland, including receipts from a 1995 purchase as well as other 
documents related to KKG sorority. In my experience, vehicles are often used to store 
documents, maps, receipts, and other papers related to travel that may be relevant to this 
investigation. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. ~ 1-j h...-r 
~""( £~ /e.l"5 .,..(_ 00 -rT"I"-4Z- ~~v-,'M J/_ To r 'tfd'~-ro- ~ ~L.e_ cflo.s.ct'",h<?.;}) 

/fl. 74«- /ftftfcOCA-._. ~ 1 +j'C-<.rL fi?_/) v.l!.,-:'" ;;-C.,. ./fc;IA.;..-~")- 'JC';I e.y~fl:2.. ~/<S 

iNC-(?~~.,- ""-l "'"1 !.'!.-.. 1 c0'7' o.. .v') j~ 
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The statements contained in this Affidavit are based in part on information provided by 
FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as an FBI Special Agent. I have not included 
each and every fact known to me concerning this investigation. I have set forth only the facts 
that I believe are necessary to establish the necessary foundation for the search warrant. 

OCT 31 2007 
Sworn to before me this 
__ day of , 2007 

/~-·{£)L--
///- ~JUDGE 

United States District Court 
for the District of Columbia 

DEBORAH A. ROBINSON 
U.S. MAGISTRATE JUDGE 

~ T~OMAS F. DELLAFERA 
Post~l Inspector 
United States Postal Inspection Service 

N, Clerk 

21 
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ATTACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search and 
forensic swabbing for the items mentioned in the text of the search warrant, including more 
specifically the following: 

1. Any assembled or unassembled Biological Threat Agent (BT A), or trace thereof, and 
any BTA weapon, and/or any incendiary, radiological, nuclear, chemical or booby trap device. 

2. Laboratory equipment used in the production/replication of biological threat agents 
including, but not limited to agar or liquid growth media, media components, anti-foaming 
agents, animal droppings or carcasses, autoclaves, bleach, blenders, live animals and materials 
for their care, cylinder of nitrogen or oxygen, soil, dimethylsulfoxide (DMSO), fermentors, 
grinders, home brewing kits, incubators, inoculating loops, mechanical stirrers/paint stirrers, 
microscopes, microwave for making homemade agar. plates, mortar/pestle, milling devices, 
ovens, Petri dishes/improvised glass/plastic cook dishes, pipettes, pressure cookers, Q-tips, roller 
flasks, rubber gaskets/seals, screens, sieves, sodium hydroxide, stains/inks/dyes used to identify 
BTAs, sterilization equipment (Bunsen or alcohol burners/butane torches), swabs, test tubes, 
tissue culture flasks, virus flasks, and other materials. 

3. Personal Protective Equipment/Safety Equipment including, but not limited to, 
biosafety hoods and cabinets (commercial or homemade), masks (surgical/dust/HEPA), exhaust 
vents, filters (HEPA), gloves, lab coats, mechanical fans, safety glasses/goggles, shoe covers, 
soap, tubing pipes, and vinegar. 

4. Items used in the weaponization/delivery of biological weapons including, but not 
limited to pens, tape, paper, scissors, envelopes, target addresses, aerosol canisters, agricultural 
or garden sprayers, acetone or other drying agents, baby powder, baking powder, baking soda, 
boxes, commercial/industrial powders, copier toner/printer and/or toner/inks, compressed air or 
other gas systems, cornmeal, cornstarch, explosive, hypodermic syringes/needles, jars or flasks 
with gauze on top, oatmeal, powdered milk, salt/pepper, spray bottles, squirt guns, stamps, sugar, 
talcum powder, and other materials. 

5. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related paperwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe production, weaponization, and delivery techniques, directions, maps, diagrams, and 
blueprints of delivery or target locations, communication which would include but not be limited 
to handwritten notes and drawings, memos and photographs, which would include descriptive 
information such as telephone numbers, addresses, affiliations and contact points of individuals 
involved in a conspiracy to acquire, refine, alter, transport, and/or use a biological weapon. Note 
that such documentary material described herein may be in printed or electronic form such as, 
but not limited to, computer disks. Such computerized and other electronic material would 
constitute contraband, fruits, instrumentalities or evidence of the offenses enumerated herein and 
in the attached affidavit for search warrant. 
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6. Publications or other written materials evidencing knowledge of federal laws 
including those related to biological weapons and other weapons of mass destruction. 

7. Photographs, newspapers, or magazine clippings, travel information, brochures, maps, 
hotel receipts, rental receipts, notes, ledgers, phone numbers, toll records, address books (which 
may be in printed or electronic format), hand-held electronic memo-type notebooks, scanners, 
commercial transportation receipts, and firearms, ammunition, firearms owners identification 
documents and/or permits and licenses, digital or other types of pagers and all alpha and/or 
numeric data/message stored therein, cellular phones, cordless telephones and their base units, 
caller identification units and all alpha-numeric information and data stored therein, biological 
weapons/agent formulas, biological weapons/agents, and/or recipes, all of which related to the 
construction of biological weapons, or plans to produce, conceal, or use such devices or agents or 
indicated possible confederates involved or possible targets of such weapons. 

8. Any notes, correspondence, memoranda, writings or other documents, regardless of 
storage media, which relate to the production or refinement of biological weapons (including 
anthrax bacteria/spores), or plans to produce, conceal or use such weapons, which items concern, 
among other things, rental agencies, storage facilities, biologicaVchemical suppliers or outlets for 
necessary biological equipment. Examples of such writings include, but are not limited to, those 
that evidence biological weapons production or predisposition such as sales receipts, invoices, 
shipping records, literature that relates to biological weapons-making or the production of 
biological materials, electronic addresses of sites with biological agent/weapons-making 
information and stored electronic communications, computer passwords or codes, delivery 
devices, and material from which biological weapons can be made from related chemicals and 
materials. 

9. Bank documents and other records and documents pertaining to the expenditure of 
funds for illegal activities, assets and funds used to facilitate illegal activities and assets and 
funds obtained from the conduct of illegal activities. 

10. Cellular and telephone records. 

11. Keys, records, or other information pertaining to storage facilities, safety deposit 
boxes or other locations where assets or contraband may be stored. 

12. Books, videos, pamphlets and any other written, audio, video media advocating 
production, refinement, distribution of biological weapons or other acts of violence or 
criminality. 

13. Destructive devices, weapons of mass destruction or their components or parts and 
any written medium pertaining to their design, use, operation, function, capabilities or other 
attributes. 

14. Records, documents, notes, or other material indicating the use of aliases or false 
identities including birth certificates, driver's licenses, photographs, travel documents or 
passports and miscellaneous items such as permits, registrations, certificates, licenses, and 
badges of all types. 
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AO 109 2/90) Seizure: Warrant 

RETURN 

DATE WARRANT RECEIVED DATE ANDTlME WARRANT EXECUTED 

"Z (Jc) ? 

INVENTORY MADE IN THE PRESENCE OF 

INVENTORY OF PROPERTY SEIZED PURSUANT TO THE WARRANT 

7e.c.-- 0- T }CA vA<2 {)_ 

COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WITH 

CERTIFICATION 

I 'we" tbat thi' mventmy '' a ~~ and ,d:tailed account of thlope'Y '"ized by me on the warrant 

/~7 ;(~ {c~_<{ Fl L 

Subscribed, sworn to, and returned befor 

D 
NOV 0 9 2007 

NANCYMAYERWHIITINGTON, CLERK 
U.S. DISTRICT COURT 
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U.S. DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

Receipt for Property Received/Returned/Released/Seized 

On (date) ___ _ 

At (time) 

(Name) _ _____ _______ __________ ___ _ 

(Location) 

ITEM# DESCRIPTION 

One (l) small cardboard box labeled "Paul Kemp ... Attomey client privilege" 

2 One (1) small cardboard box labeled "Paul Kemp ... Attorney Client Privilege" 

Item(s) listed below were: 

0 Received From 

0 Returned To 

0 Released To 

0 Seized 

3 One (I) small cardboard box labeled "Paul Kemp ... Attomey Client Privilage" Contains scientific research documents. RMR- 1029 

4 Photo copy of hand drawn map; application for guns-found in lock box 

5 Spector f'ro i 1temet monitoring software 

6 two (2) 5x7 cards with writing 

7 Check tmnsaction Register 

8 Glock 27 stock barrell-06026 

9 5x7 card with writing 

10 Handwritten and mapquest directions to 37 Anderson Ave Warwick, Rl 

ll US Department of State-Bruce Edwards Ivins; Social Security Card Lebanon, OH; Two (2) newspaper artic les 

12 Counter surveillance package/equipment 

13 Five (5) cards from Respect Life Committee 

14 Four ( 4) VHS tapes found in third shelf from the bottom; right side 

IS VHS ta~e found in VCR 

16 Eight (8) VHS tapes, bottom shelf, right side 

17 Eight ( !:) V"'S tapes found in second shelf from bottom, right side 

18 Laboratory ~upplies 

19 Photo nc:gat'ive 

20 8 usines; cards, contacts, email addresses 

2 1 Make-u·o & false hair, costume type 

Page 1 of3 
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ITEM# DESCRIPTION 

22 notebook detailing firearms training & contacts 

23 Misc. documents-mapquest, folder, funeral notice Sara Mcintyre 

24 Misc. doc ·inspection notice, lab supply etc. 

25 Anticlis and doc on Christina McAullif-song-Oiympic bombings 

26 Letters of application;family tree folder 

27 Paperback book titled "The Plague" by Albert Camus 

28 Bruce Ivins University of Cincinnati transcripts 

29 E-mails grand jury docs 

30 E-mails 

31 Envelo)es containing research; Mikell, Fellow, Ivins 

32 E-mails, notes, articles 

33 Twelve (11) VHS tapes located on top shelf 

34 Seven (7) VHS cassette tapes 

------------------------------------------------------------------------------------------- -------
35 Sma!l. green box containing 3 x5 cards with names and addresses 

36 Five (5) VHS cassette tapes 

37 Cassette tapes from cardboard box on Jrd shelf of cabinet 

38 Cas:;ette tapes located in six-drawer cassette tape holder 

39 Shoe box of cassette tapes 

40 Ta~;er and pepper spray information 

41 Family photographs showing lineage 

42 WMD documents from the American Red Cross, third shelf from bottom 

43 One ( l) 8mm tape located on second shelf from bottom 

44 Famity photographs & lineage documentation 

45 1.'wo (2) photo albums and loose photos 

46 .Financial records in ten brown envelopes and one manila folder. Administrator records of estate on Thomas Randell Ivins 

47 Black briefcase containing Glock 34 SIN KKP854; Beretta pistol s/n DAA274445; Glock 27 s/n ERF247 
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U.S. DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

Receipt for Property Received/Returned/Released/Seized 

On (date) ___ _ 

At(time) ___ _ 
Item(s) listed below were: 

0 Received From 

(Name)----------- - ------- -------- 0 Returned To 

(Location) 0 Released To 

0 Seized 

ITEM# DESCRD'TION 

49 Booklet of "Crystal Origin" 

50 Pl Beta Kl1ppa New member handbook 

51 Mise covert sales pubs and user manuels 

52 Rth newsktters, UPS Postal Service third class mail prep poster 

53 Nokia 9 18P s/n 219/09866050; nokia 252c s/n 218/07226699 

54 Nine (9) VHS tapes 

55 Carbon po.per-used with. handwriting 

56 Black bri(:fcase w/ name bricken written on latches; doc, notbook, files inside 

57 macintosl:t Petforma 635CD sin XC4490MY30H 

58 Dell Dimt:osion 2400 service type #4537961 

59 Fourteen (14) CD-R 

61 iPod shufO.e (on desk); Nintendo DS sin UG7002874l 

- --- ·----·--

62 Beige loc <bo;t containing stunmaster 300s, airtaser, Stunmaster lOOs, 2 pepersprays, batteries 

63 Documents from lockhox (taken from item 62) including receipts for guns 

64 Western cligital2506B hard drive, model #WD2500BB-55RDAO, s/n WCANKH138854, containing image ofQWFI .l (DEWF1_1 1012007) 

65 DEWF2-ll0 2007:Westem digital12068 hard drive, model# WD1200BB-))RDAO, sin WCANMF425982, containing image oofQWF2_ 1 and QWF3_1 

66 DocumeM with website on it, documents relating to songs for Christa 

67 DEWF3_ll012007:Mxator l606B hard drive, model6Y160Poo422ll, s/n Y43X2QSE, containing images ofQWF4_1 and QWF4_2 and QWF7_ 1 

67 multiple .3 .5 tloppy disks 

Pagel of:! 
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ITEM# DESCRD1TION 

48 Book "Th•: Ennegram" and copied pages from an unknown publication 

(END OF LIST) Tota.l of 48 Item(s) Listed 

Received by: Received from: ----------------
(Signature) (Signature) 

Page 3 of3 
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U Nl D STATES DEPARTMENT OF H ;ICE 
FEDERAL BUREAU OF INVESTIGATION 

Receipt for Property Received/Returned/Released[Seized 
' ,.-- ····--------····--·----- --- ·-·--·--------

File # 
fi?ZZ/- WE= R;?:Z ?3 ( /11- S-t <?> ~of\"-~ - Ht\U~i {\-fe~ 

L_ ~) \ 

On (date) -~ t/ ;l , ;I¢ yj;?L 
; ) 

(Name) p;e 

--- ------- ._.____] 

item(s) listed below were: 
D Received From 
0 R eturned T o 
~~leased To 

r_elzed 

Description of Item(s): _ _.M~o::.....::...V:~'J_c_..--_,..S"-"A~/Y/--=-. ...:..J<?_"""'u=--........~.s=_--=-"--,.c/.-~_· --=-/~~~_r ___________ _ 

1/ -. [-,5" 

)(-5· 6 

11 -S -1/ 

11-.s-a 

/I ·S-/6 
;;-..s -;.:r 
1-f-5-!~ 
J.l -.f- I ,C/ 
lf-S - ,.lpff 
/,/ -5 - £ ( 

/./ - s - .,; ;;. 

/? ;t1 t 

; .o- -r-~oo.,C:.. LU17/7"£Vo/f'\. ..r;vA.<!; 

c J-.- poo,e ,£Jr?f~oO/l'- t41t«,LJ.- guc;-..r Y'dC- nL'/'C::A 
;J;-v fA4::' .RA1 - ,<;~.tf)..rArfi'-t-,., _,.,,,.:M? wAY- ..s~..LJ 
L[v:;.""7f/c .C/11 _ Cd/tffc:!?t / 8(Jo;t:. ( ~4-PI7J::r:?A.. s~~ 

) ; 

Received By: -~~------
• (Signature) --=:::: 

Received • From: 
(Signature) 
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AO I 06(Rev.:5/85) Affidavit for Searc.. ..rant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

FI LED 
OCT 3 1 2007 

NANCY MAYER WHITIINGTON, CLERK 
U.S. DISTRICT COURT 

2002 Saturn SLl, blue, 4 door sedan, 
bearing VIN 
......... .,t .... -... rt to Bruce Edwards Ivins, 

MD 

APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 

CASE NUMBER: 0 7 - 5 2 5 - M - 0 1 

-~T-=h::.oo:.:m=a"""s"""'F'""'.-"D=el==l=a.::.;fe::.:r:..:::a=------ being duly sworn depose and say: 

I am a(n) Postal Inspector with the U.S. Postal Inspection Service and have reason to believe 
(Official Title) 

that o on th·~ person of or 181 on the property or premises known as 

2002 Saturn SLl, blue, 4 door sedan, bearing V1N 
a-Frederick, MD 

in the District of Maryland, there is now concealed a certain person or property, e 
trace quantities of Bacillus anthracis or simulants thereof, hairs, textile fibers, lab equipment or materials used 
in preparation of select agents, papers, tape, pens, notes, books, manuals, receip ts, financial records of any type, 
correspondence, address books, maps, handwriting samples, photocopy samples, photographs, computer files, 
celluJar phones, phone bills, electronic pager devices, other digital devices, or other documentary evidence. 

which is (state one or more bases for search and seizure set forth under Rule 41(b) of the Federal Rules of Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, to include the use of a weapon of mass destruction 
(anthrax) and the murder and attempt to murder officers and employees of the United States 

in violation ofTitle _lli_ United States Code, Section(s) 2332a and 1114 . The facts to support a finding of Probable 
Cause are as follows: 

SEE ATTACHED AFFlDA VIT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY RESTATED HEREIN 

Continued on the attached sheet and made a part hereof. ~ YES D NO 

Kenneth C. Kohl, AUSA ~ ECJ.!1:3~ 
U.S. Attorney's Office, Washington, DC Signature of Affiant 

(202) 61 6-2139 Thomas F. Dellafera, Postal Inspector 
United States Postal Inspection Service 

Sworn to befc)[e me, and subscribed in my presence 

OCT 31 2007 
Date 

DEBORAH A~ ROBIN§ON 
U.S. MAGISTRATEJUDGE 

Name and Title of Ju-dicial Officer 

at Washington, D.C. (pursuant to the domestic terrorism search 
warrant provisions of Rule 41 (b )(3)) 

Signature of Judicial Officer 

DEBORAH A. Hv .... •N\:1"' 
U.S.IIAGISTRA'IE.JUDGE 
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.• · A093(Rev.5/85)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

2002 Saturn SLl, blue, 4 door sedan, 

bearing YIN •••••····~ 
registere:d to Bruce Edwards Ivins, 

Frederick, MD 

SEARCH WARRANT 

CASE NUMBER: 0 7 - 5 2 5 - M - 0 

TO: Postal Inspector Thomas F. Dellafera and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Postal Inspector Thomas F. Dellafera who has reason to believe 
that D on the person or l8l on the premises known as (name, description and or location) 

2002 Saturn SLl, blue, 4 door sedan, bearing VlN -egistered to Bruce Edwards 
Ivins, a-rederick, MD 

in the District of Maryland there is now concealed a certain person or property, namely (describe the person or property) 

trace quantities of Bacillus anthracis or simulants thereof, hairs, textile fibers, Jab equipment or materials 
used in preparation of select agents, papers, tape, pens, notes, books, manuals, receipts, fina ncial records of 
any type, correspondence, address books, maps, handwriting samples, photocopy samples, photographs, 
computer files, cellular phones, phone bills, electronic pager devices, other digital devices, or other 
documentary evidence. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the 

issuance ofth.is warrant. 1 ~~ DJ _ ,· . I A .! q 
1 

£1 k"/'\-:J 
YOU ARE HEREBY COMMANDED to search on or before _.:....(\J....:::.... -=-~~'---!,.~:._.._.c.!!:._1.:__ __ 

7
+ __ ·.::._ VV~V) I 

(Date) 

(not to exceed 10 d~s) the person or place named above for the perspr(or property specified, serving th.is warrant and 
making the search U (in the daytime-6:00A.M. to 10:00 P.M.) G'Cat any time in the day or night as I find reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy ofth.is wa.rrant and 
receipt for the person or property taken, and prepare a written inventory of the person or property seized and ptomptly 
return th.is warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by Ia nited States Oistnct Court 

_ OC ___ ~ __ l_,,_n_7__..f __ C::._-,'--L"'""'--o ___ "-+" VM For thQ1~~trLct__of c~umbia 
Date and Time !~ sued in Washington, DC pursuant to MA: t! NHITTii T N, Clerk 
the domestic terrorism search warrant provisions 
ofRule 41(b)(3) 

D$01AAH A. FfOBINSUN 
MA MAGISTRA.TE .IIIDG5 ----

Name and Title of Judicial Officer Signature of Judicial Officer 

DEBORAH A. ROBiNSON 
iaAI'!umlA'Is:.JUDGI U.S.11M'J19' ....,._ 
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,I.S .., r ~ I • 

AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Thomas F. Dellafera, being duly sworn, depose and say: 07- 525-t.t-01 
I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 

approximately twenty-one years. I am authorized to investigate crimes involving violations of 
Title 18 U S.C. Section 2332(a) and 1114. 

This affidavit is respectfully submitted, pursuant to the terrorism search warrant provision 
found at Rule 4l(b)(3) ofthe Federal Rules of Criminal Procedure, in support of an application 
for a warrant to search the following premises and vehicles: 

(1) -red erick, Maryland, a single family residence. The residence 
has white painted wood siding, with a white front door that is located on the right 
side of the front of the home. The front door has an exterior storm door. Left of the 
front door are two windows cased with red shutters. A black railing leads up several 
stairs to the front door where the number~re indicated in black above the 
door. The search will include a large white shed; with peeling paint, that is located 
on the rear of the property. Bruce Edwards Ivins purchased the house 03/06/1990. 
Investigation has disclosed the property has been his principle residence since 
September, 2001 . 

(2) Automobile # 1: a vehicle with Maryland registrati expiration 
02/11/2009, and Vehicle Identification Num The vehicle 
is described as a 2002 Saturn SLl, blue, 4 door sedan, and is to Bruce 
Edwards I Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 9/13/2002 and has been the sole owner, and is the primary user. 

(3) Automobile #2: search a vehicle with Maryland re expiration 
06/25/2008, and Vehicle Identification Numb The vehicle 
is described as ~ic, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins,-, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 12/02/1999 and has been the sole owner. The vehicle is primarily used by 
Ivins's · and is driven on occasion by Bruce Edwards Ivins. 

( 4) Automobile #3 : A warrant to search a vehicle with Maryland re 
expiration 07/0112009, and Vehicle Identification Numb 
The vehicle is described as a 1996 Dodge van, red, and is 
Ivins, Frederick, MD. Diane Betsch Ivins purchased the vehicle 
1 0/17/I 996, and the vehicle is driven on occasion by Bruce Edwards Ivins. 

(5) Safe Deposit Box #48, located at Farmers & Mechanics Bank, Branch #1, 1305 West 
ih Street, Frederick, Maryland 21702. The box was · leased on 06/1211990, 
and is subscribed to Bruce E. Ivins and Frederick, 
Maryland 21702. Available records indicate Bruce E. Ivins and ace ssed 
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the box during the period 12/07/2004- 07/20/2007. Access records previous to 
12/07/2004 no longer exist. 

As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon ofMass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation ofTitle 18, United States Code, 
Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 

Overview 

Tht;: Federal Bureau of Investigation and the U.S. Postal Inspection Service (hereinafter 
"Task Foree") investigation of the anthrax attacks has led to the identification ofDr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Army Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD, as a person necessitating further investigation for several r asons: 
(1) At the time of the attacks, he was the custodian of a large flask of highly purified anthrax 
spores that possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night laboratory work 
hours around the time of both anthrax mailings; (3) Ivins has claimed that he was suffering 
serious mental health issues in the months preceding the attacks, and told a coworker that he had 
"incredible paranoid, delusional thoughts at times" and feared that he might not be able to 
control his behavior; ( 4) Ivins is believed to have submitted false samples of anthrax from his lab 
to the FBI for forensic analysis in order to mislead investigators; (5) at the time of the attacks, 
Ivins was under pressure at work to assist a private company that had lost its FDA approval to 
produce an anthrax vaccine the Army needed for U.S. troops, and which Ivins believed was 
essential for the anthrax program at USAMRIID; and (6) Ivins sent an email to•••• 
-a few days before the anthrax attacks warning her that "Bin Laden terrorists 
for sure have anthrax and sarin gas" and have ''just decreed death to all Jews and all Americans," 
language similar to the anthrax letters waming "WE HAVE THIS ANTHRAX ... DEATH TO 
AMERICA . . . DEATH TO ISRAEL." 

The Task Force submits that a search and forensic swabbing of the Subject Residence and 
Subject V e:hicles may reveal forensic or documentary evidence that will assist the investigation 
by linking Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators involved in 
the attacks. The search is for laboratory equipment, tape, ink, paper, textil e fibers, Caucasian 
hair, trace baciUus spores, handwriting samples, photocopy samples, and all relevant documents, 
notes and records in various formats, as more fully described in the Attachment to this affidavit. 

Factual Background 

In September and October, 2001, at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the District of Columbia, New York City, and 
Boca Raton, Florida, in vio[ation of Title 18, United States Code, Section 2332(a), which 
prohibits the use of a Weapon ofMass Destruction. Bacillus anthracis is a Weapon of Mass 
destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 

2 
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States Code, Section 178. BaCillus anthracis is classified as a Select Agent, which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Preventior. (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Columbia. Each of the envelopes contained a handwritten note referencing "9-11-0 1'' 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA. DEATH TO ISRAEL. ALLAH IS GREAT." The two letters addressed to 
Capitol Hill had fictitious return addresses. The return address read, "41

h GRADE," 
"GREENDA~E SCHOOL," "F:R.ANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and the 
other eleven people suffered cutaneous anthrax (contracted through the skin). Five of the 
inhalational victims eventually died from their infection: (1) Robert Stevenson, 63, photo editor, 
American Media Inc., Boca Raton, Florida, died on 10/5/2001; (2) Thomas L. Morris, Jr. , 55, 
postal worker, Brentwood Post Office, Washington, D.C., died on 10/21/2001; (3) Joseph P. 
Curseen, Jr., 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001; 
(4) Kathy T. Nguyen, 61, hospital employee, New York City, died on 10/3112001; and (5) Ottilie 
Lundgren, 94, Oxford, CT, died on 11/21 /2001. Another 31 persons tested positive for exposure 
to anthrax ;spores. All of the exposures and cases of infection are attributed to the anthrax 
mailings, based on their timing, their location, the place of employment of each individual 
infected, and the identity of the strain of anthrax found in each letter and in the bodies of the five 
deceased victms. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five de edents. 
The CDC has determined that the strain of Bacillus anthracis found in each of the decedents' 
bodies is tbe same strain of anthrax found in the threat letters mentioned above. This particular 
strain is commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires particular laboratory equipment 
such as a lyophilizer or other drying device, biological safety cabinet or other containment 
device, incubator, centrifuge, fermentor, and various personal protective gear, described more 
fully in the Attachment to this affidavit. 

Determination of Origin of Anthrax Contained in 2001 Mailings 

The mail attacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark dates of the recovered letters. Letters used in the first attack were 
postmarked on 09/18/2001 and were focused to media establishments located in the New York 

3 
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area. Three weeks later, letters postmarked 1 0/09/200l were sent to two U.S. Senators in 
Washington, DC. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the Post and Brokaw letters versus the Senator 
Leahy and Senator Daschle letters reveals obvious differences. The spore powders recovered 
from the Post and Brokaw letters were granular and multicolored in consistency, while the 
Senator Leahy and Senator Daschle letters contained fine spore powders that were uniform in 
color. 

Mieroscopic examination of the evidentiary spore powders recovered from all four letters 
identified an elemental signature of Silicon within the spores. This Silicon signature had not 
been previously described for Bacillus anthracis organisms. 

Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (i.e. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whole, the coilection of alJ of the genetic mutations 
found in the anthrax used in the 2001 mailings, serve to provide a "DNA fingerprint" which can, 
and has been used to investigate other Ames isolates collected from laboratories possessing the 
An1es strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting fl::mr of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, sixteen domestic government, commercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories prior to the 

-~ 

·- ··- .,. .. ·-

received Ames strain Bacillus anthracis isolates or samples from all sixteen domestic 
laboratories, as well as, from laboratories in Canada, Sweden, and the United Kingdom. All 
total, the Task Force has obtained more than 1000 isolates of the Ames strain of Bacillus 
anthracis from these laboratories and archived these isolates in the FBI BaCillus anthracis 
Repository (hereinafter "FBIR"). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FBIR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR-1029. 

4 
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RMR-1 029 was stored in the B3 biocontainrnent suite within Building 1425 of the United States 
Army Med,[cal Institute of Infectious Diseases (USAMRIID), Fort Detrick, Maryland. Access to 
the suite is afforded only to those personnel who are approved by the USAMRIID Security, 
Safety, and Special Immunizations Program to have the required backgrqund check, training, and 
medical protection (vaccination or personal protective equipment (PPE)). Dr. Bruce Ivins has 
unrestricted access to the suite and has been the sole custodian ofRMR-1029 since it was first 
grown in 1997. 

Bacterial contaminant found in attack letters 

Both of the anthrax spore powders recovered from the Post and Brokaw letters contain 
low levels of a bacterial contaminant identified as a strain of Bacillus subtilis. The Bacillus 
subtilis contaminant has not been detected in the anthrax spore powders recovered from the 
envelopes mailed to either Senator Leahy or Senator Daschle. Bacillus subtilis is a non
pathogenic bacterium found ubiquitously in the environment. However, genomic DNA 
sequencing ofthe specific isolate of Bacillus subtilis discovered within the Post and Brokaw 
powders reveals that it is genetically distinct from other known isolates of Bacillus subtilis. 
Analysis of the Bacillus subtilis from the Post and Brokaw envelopes revealed that these two 
isolates are identical. 

Phenotypic and genotypic analyses demonstrate that the RMR-1029 does not have the 
Bacillus subtilis contaminant found in the evidentiary spore powders, which suggests that the 
anthrax used in the letter attacks was grown from the material contained in RMR -1029 and not 
taken directly from the flask and placed in the envelopes. Since RMR-1 029 is the genetic parent 
to the evidentiary spore powders, and it is not known how the Bacillus subtilis contaminant came 
to be in the Post and Brokaw spore powders, the contaminant must have been introduced during 
the production of the Post and Brokaw spores. Taken together, the postmark dates, the Silicon 
signature, the Bacillus subtilis contaminant, the phenotypic, and the genotypic comparisons, it 
can be concluded that, on at least two separate occasions, a sample of RMR-1 029 was used to 
grow spores, dried to a powder, packaged in an envelope with a threat letter, and mailed to the 
victims. 1 

Envelopes used in the anthrax attacks 

In the 2001 anthrax attacks, four envelopes were recovered. The four envelopes were 
a116 :Y4 inch federal eagle envelopes. The "federal eagle" designation is derived from the postage 
frank in the upper right-hand comer on the envelope which consists of the image of an eagle 
perched on a bar bearing the initials "USA." Underneath the lettering is the number "34," which 
denotes the postage value of 34¢. The eagle, lettering, and denomination are referred to as the 

1 As the Court may recall from its review, during the course of this six year investigation, the Task Force has from 
time to time obtained search warrants, supported by affidavits establishing probable for the residences and 
vehicles of other individuals who come under investigative in the c 

All prior searches in this investigation were conducted before the 
assays that to the identification ofRMR 1029 at USAMRIID as the genetic 

parent of the anthrax used in the 2001 letter attacks. 
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indicia. Tbe eagle and the bar are stamped in blue ink, while the denomination is stamped in 
grey ink. Approximately 45 million Federal eagle 6 %" envelopes were manufactured by 
Westvaco Corporation (now known as MeadWestvaco Corporation) of Williamsburg, 
Pennsylvania, between December 6, 2000 and March 2002. These Federa[ eagle 6 %" envelopes 
were manufactured exclusively for and sold solely by the U.S. Postal Service between January 8, 
2001 and J1me 2002. 

Subsequent to the attacks, an effort was made to collect all such envelopes for possible 
forensic examination, including the identification of defects that occur during the envelope 
manufacturing process. As a result of this collection, envelopes with printing defects identical to 
printing defects identified on the envelopes utilized in the anthrax attacks during the fall of2001 
were collected from the Fairfax Main post office in Fairfax, Virginia and the Cumberland and 
Elkton post offices in Maryland. The Fairfax Main, Cumberland, Maryland, and Elkton, 
Maryland post offices are supplied by the Dulles Stamp Distribution Office (SDO), located in 
Dulles, Virginia. The Dulles SDO distributed "federal eagle" envelopes to post offices 
throughout Maryland and Virginia. Given that the printing defects identified on the envelopes 
used in the attacks are transient, thereby being present on only a small population of the federal 
eagle envelopes produced, and that envelopes with identical printing defects to those identified 
on the envelopes used in the attacks were recovered from post offices serviced by the Dulles 
SDO, it is reasonable to conclude that the federal eagle envelopes utilized in the attacks were 
purchased from a post office in Maryland or Virginia. 

Of the sixteen domestic government, commercial, and university laboratories that had 
virulent RMR-1 029 Ames strain Bacillus anthracis material in their inventory prior to the 
attacks, only one lab was located in Maryland or Virginia, where the relevant federal eagle 
envelopes were distributed and sold by the U.S. Postal Service: the USAMRIID facility at Fort 
Detrick, MD. 

Tape, Ink, and Fiber Trace Evidence 

All four of the envelopes containing these letters were taped along the seams with 
transparent tape. Due to striation patterns placed on transparent tape as part of the manufacturing 
process, it is sometimes possible to match a piece of suspect tape with the tape roll from which it 
originated. According to FBI Laboratory experts, the envelopes were addressed with a pen 
which dispenses fluid-like ink, rather than the ink typically found in a ball point pen. Due to the 
distinguishing characteristics of ink, which vary by manufacturer, it is sometimes possible to 
match ink writing with the pen or brand of pen used to apply it. Forensic analysis of the tape 
attached to the four envelopes has identified eight different types of fiber attached to the tape: 
black cotton, black wool, black nylon, brown polyester, blue wool, yellow acrylic, red cotton, 
and red acrylic. 

Identification of Collection Box at 10 Nassau Street 

Infomtation gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters wert: postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
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Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. Further forensic examination of the 
contaminated mailbox recovered a number of Caucasian human hairs from inside the box, which 
are suitable for comparison. 

Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRJID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate of Philosophy (Ph.D.) degree in Microbiology in 1976, 
aU from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University of North Carolina (UNC), Chapel Hill. 

A review ofUSAMRIID records, laboratory notebooks, written protocols, and 
professional publications has shown that Dr. Ivins has worked with Bacillus anthracis at 
USAMRIID since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importance of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins produced 
large batches f Bacillus anthracis which were required for such challenges- tests in which 
vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years of working in the laboratories ofUSAMRIID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biologica~ safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area, and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

UnexQlained late night laboratory access 

USAMRIID containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of 
laboratories u.sed by USAMRIID Bacteriology personnel for research on dangerous animal and 
human pathogens. The :flask identified as RMR-1029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
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door to the cold-side change room, which is secured by a magnetic-lock. A central security 
system monitors and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3 . His 
regular working hours on average consisted of a 7:30a.m. to 4:45p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001; however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 hot Suite. 

The following depicts the comparison ofDr. Ivins's total hours spent at night, after 6 
p.m., in Suite B3 during the years 2000 and 2001: 

35 

30 

25 

~ 20 = = 15 
10 

5 

0 

Night Hours in Suite B3 

I• 2ooo • 20o1 J 

Jan Feb. Mar. Apr. May June July Aug. Sept. Oct Nov. Dec. 
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The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the Post and Brokaw letters to New York which 
began at 5:00p.m. Monday, September 17, 2001 and ended at noon on Tuesday, September 18, 
2001. Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive 
evening sh5fts prior to the mailings with time spent in Suite B3: 

D ay D t a e T" . B "ld' 1425 1mem Ul mg Ttl T" . B3 oa 1mem 
iriday September 14 8:54p.m. to 12:22 a.m. 2 hours 15 minutes 

)aturday September 15 8:05 p.m. to 11 :59 p.m. 2 hours 15 minutes 
)unday September 16 6:38p.m. to 9:52 p.m. 2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25. 
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The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing of the Daschle and Leahy letters to Washington, D.C. 
which began 3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 
2001. Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of 
the following times in building 1425 with time spent in Suite B3: 

D ay D t a e ' B 'ld' 1425 T l T' . B3 1me m Ul mg · ota Ime m 
, Friday September 28 7:16p.m. to 10:59 p.m. 1 hour 42 minutes 

Saturday September 29 8:02p.m. to ll: 18 p.m. 1 hour 20 minutes 

Sunday September 30 9:53p.m. to 12:04 a.m. 
1 

1 hour 18 minutes 

Monday October 1 9:14p.m. to 10:43 p.m. 20 minutes 

Tuesday October 2 7:24p.m. to 9:39p.m. 1: 23 minutes 

Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 
~ ~ 

Thursday October 4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 

Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9, for 15 
minutes, and then October 14, for 1 hour and 26 minutes. 

The investigation has also analyzed the daily schedules, work areas accessed, and the 
number of:' ours worked per week of aH other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different than those of the other researchers, in that he was frequently in Suite B3, where RMR-
1029 was kept, late at night and on weekends when no other researchers were present in Suite 
B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee was 
present. 

On March 31, 2005, Dr. Ivins was asked by Task Force investigators about his access to 
B3 and could provide no legitimate reason for the extended hours, other than "home was not 
good" and he went there "to escape" from his life at home. A review of Dr. Ivins' s and co
workers's laboratory notebooks and projects at the times in question was conducted. The 
investigation determined that Dr. Ivins's role in the experiments were minimal, and did not 
justify the time he spent in B3. Dr. Ivins has admitted to investigators that the research he was 
conducting in 2001 did not require, and does not explain, his late night hours in the B-3 
laboratory around the time period of the anthrax mailings. 

Since producing anthrax spore preparations was one of Dr. Ivins 's principal 
responsibilities at USAMRIID, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRIID afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and letters used in the Fa11 2001 attacks. 

9 

014453Anthrax Page 293 of 639



SearchWarrant-07-525M-03.pdf

Failure to cooperate in providing laboratory samples 

Dr. Ivins provided two sets of samples of Ames anthrax to 
the FBI which he represented to the FBI were drawn from RMR-1029. lnJhe first submission in 
February 2002, Dr. Ivins failed to follow the Dr. Ivins was 
subsequently notified that the February 2002 samples were unusable due to failure to follow 
the protocol. A second set of samples, labeled "Dugway Ames spores- 1997" was provided to 
the FBIR by Dr. Ivins in April of 2002. Dr. Ivins declares that he uses the terms "Dugway Ames 
spores- 1997" and RMR-1029 interchangeably, as they are the same flask of material. Both of 
the April RMR-1029 samples were submitted for genetic testing and found to be negativ for the 
presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suite B3 at 
USAMRIID and identified additional Ames samples of Dr. Ivins's and others that had not been 
submitted as part of the above mentione~esponse. Dr. Ivins submitted slants 
prepared from the newly identified samples to the FBIR on April 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR -1029 flask itself. All of the 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NN[RC), which was under contract by the FBI. 

On June 17, 2004, RMR-1029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submission were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1 029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31 , 2005, Dr. Ivins was informed that the slants ofRMR-1029 material, he 
provided to the FBIR on April 10, found 
to be genetically distinct from the anthrax attack from anthrax 
material recovered by the FBI from the RMR-1029 flask seized from Dr. Ivins' lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked to explain he did not submit the 
genetically positive sample which was clearly responsiv 
adamant in his response that there had been no omission from submission, and he 
insisted that he had provided RMR-1 029 to the FBI in his second submiSSIOn of samples in April 
2002. 
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Knowledge that his stock of anthrax matched the anthrax used in the attack 

On March 31, 2005, when Dr. Ivins was informed by FBI agents that RMR-1 029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year ago, FBI Special 
Agent Darin Steele toid him that RMR-1 029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR-1 029 submission provided by Dr. Ivins in April 2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force ·could make a comparison between the Ames strain used in the mailing and RMR 
1029, until after the June 17, 2004 submission and subsequent laboratory analysis. 

When interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months after the letter attacks, he was aware that his stock of anthrax, RMR-1 029, exhibited 
unique morphological similarities to the anthrax used in the attacks, and that he allegedly learned 
this information from three coworkers at USAMRIID who participated in the forensic analysis of 
the anthrax in the letters. Each of those three coworkers was interviewed by the Task Force, and 
deny disclosing such information to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none ofthese interactions, did Dr. Ivins ever indicate he had lmowledge that RMR-1029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1 029. To the contrary, Dr. Ivins repeatedly claimed that the anthrax 
used in the attacks resembled that of another researcher at USAMRIID and were dissimilar to the 
Bacillus anlhracis Ames organisms maintained in his laboratory, which included RMR-1029. 

Mental health issues and possible motive 

The investigation has shown that in 2000 and through the mailings in 2001, Dr. 
Ivins had mental health issues. Dr. Ivins's mental health issues came to the attention of 
investigators while reviewing e-mails ofUSAMRIID researchers. Through the e-mails it 
was determined that Dr. Ivins was undergoing significant stress in both his home and 
work life. The mental health issues and stress were significant to the extent that Dr. Ivins 
sought professional help from a psychiatrist and was immediately prescribed medication 
that started in February 2000. 

The following are excerpts from e-mails dated April2000 through December 2001 , from 
Dr. Ivins to a friend regarding work, home, state of mental health, and use of medication 
(emphasis are as they appeared in thee-mails): 

April 3, 2000, "Occasionally I get this tingling that goes down both arms. 
At the same time I get a bit dizzy an~this unidentifiable "metallic" taste in my 
mouth. (I'm not trying to be funny,- It actuaUy scares me a bit.) Other 
times it's like I'm not only sitting at my desk doing work, I'm also a few feet away 
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watching me do it. There's nothing like living in both the first person singular 
AND the third person singular!" 

June 27, 2000, "Even with the Celexa and the counseling, the depression 
episodes still come and go. That's unpleasant enough. What is REALLY scary is 
the paranoia .... Remember when I told you about the "metallic" taste in my 
mouth that I got periodically? It's when I get these "paranoid" episodes. Of 
course I regret them thoroughly when they are over, but when I'm going through 
them, it's as if I'm on a passenger on a ride. . . . Ominously, a lot of the feelings 
of isolation - and desolation - that I went through before college are returning. I 
don't want to relive those years again. . . . I've been seeing the counselor once a 
week." 

June 28, 2000, "Apparently Gore (and maybe even Bush) is considering 
making the anthrax vaccine for the military voluntary, or even stopping the 
program. Unfortunately, since the BioPort people aren't scientists, the task of 
solving their problem has fallen on us . .... Believe me, with all the stress of 
home and work, your email letters to me are valuable beyond what you would 
ever imagine - and they help me keep my sanity .... " 

June 29, 2000, "BioPortjust tested its final lot of AVA [anthrax vaccine] 
in a potency test. If it doesn't pass, then there are no more lots to test, and the 
program will come to a halt. That's bad for everyone concerned, including us. 
I'm sure that blame will be spread around." 

July 4, 2000, "The thinking now by the psychiatrist and counselor is that 
my symptoms may not be those of a depression or bipolar disorder, they may be 
that of a "Paranoid Personality Disorder." 

July 6, 2000, ~think the**** is about to hit the fan ... bigtime. The 
final lot of AVA, lot 22, isn't passing the potency test, and now there's no~ 
back it up. Plus, the control vaccine isn't working. It's just a fine mess ..... 
are spending probably 95% of our time on this." 

July 7, 2000, in an e-mail, Dr. Ivins offered to be interviewed as a case 
study, as long as it remained anonymous. Dr. Ivins indicated that he did not want 
to see a headline in the National Enquirer that read, "PARANOID MAN WORKS 
WITH DEADLy ANTHRAX!!! II 

July 23, 2000, "It's been a really stressful week, from all stand points. 
Home, and it's not going well with the counselor I'm going to. (She said she 

just too much." 

m going to have to ask to get put 
"''"'v"J' or mto a group session . ... Sometimes I think that it's all 
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August 12, 2000, "Last Saturday, as you probably guessed from my email, 
was one of my worst days in months. I wish I could control the thoughts in my 
mind. It's hard enough sometimes controlling my behavior. When I'm being 
eaten alive inside, I always try to put on a good front here at work and at home, so 
I don't spread the pestilence .. . .I get incredible paranoid, delusional thoughts at 
times, and there's nothing I can do until they go away, either by themselves or 
with drugs." 

August 29, 2000,' e 10% of the Bacteriology Division. 
If we quit, the anthrax program and BioPort would go down the drain. I'm not 
boasting, but the three of us have a combined total of 52 years of research 
experience with anthrax. You just can't go out and find someone like Pat or Steve 
with their knowledge, skill and abilities. Ain't gonna happen." 

March 4, 2001, "The people in my group just don't pick up on what I try to 
say. They are not into the kinds of problems I bring up, so it's hard for them to 
deal with them. The psychiatrist is helpful only because he prescribes the Celexa. 
He's not that easy to talk to, and he doesn't really pick up on my problems. The 
woman I saw before I went into group wanted to get me put in jail. That wasn't 
very helpful either. I'm down to a point where there are some things that are 
eating away that I feel I can't tell ANYONE ... . " 

September 7, 2001, "I was taken off the Special Immunization Program 
because of what happened last spring, and I've just gotten back on it, getting my 
anthrax and Yell ow fever shots. We are currently finishing up the last of the 
AVA, and when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until we get a new 
lot. There are no approved lots currently available at BioPort. . . . has been 
having us have biweekly meetings on the rP A vaccine progress, and on August 29 
I went to the Pentagon- first time there -to go to a meeting in his place on the 
vaccine. There is a real bag of worms with a new lot of rPA produced by the 
BDP (a private company) for NCI, who is under contract to USAMRIID. BDP 
signed a sub-contract with to produce the rP A for a human use vaccine Phase I 
trial. They were paid and they produced it. Now they are refusing to release it 
unless the Army pays some incredible sum of money for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Army refuses to do that of 
course, and everything is in Limbo." 

September 15, 2001, "I am incredibly sad and angry at what happened, 
now that it has sunk in. Sad for all of the victims, their families, their friends. 
And angry. Very angry. Angry at those who did this, who support them, who 
coddle them, and who excuse them." 

September 26, 2001, "Of the people in my "group," everyone but me is in 
the depression/sadness/flight mode for stress. I'm really the only scary one in the 
group. Others are talking about how sad they are or scared they are, but my 
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reaction to the WTC/Pentagon events is far different. Of course, I don't talk about 
how I really feel with them- it would just make them worse. Seeing how 
dif:fi!rently I reacted than they did to the recent events. makes me really think about 
myself a lot. I just beard toni that Bin Laden terrorists for sure have anthrax 
and sarin gas. You 

In that same September 26, 2001 email, Dr. Ivins states "Osama Bin 
Laden has just decreed death to all Jews and all Americans" -- language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO 
AMERICA," "DEATH TO ISRAEL." 

On October 16, 2001, in an e-mail, Dr. Ivins's coworker communicated 
the following to a former coworker, "Bruce has been an absolute manic basket 
case the last few days." 

December 15, 2001, "I made up some poems about having two people in 
one (me+ the person in my dreams): ... 

I'm a little dream-self, short and stout. 
I'm the other half of Bruce - when he lets me out 
When I get all steamed up, I don't pout. 
I push Bruce aside, them I'm Free to run about! 

Hickory dickory Doc - Doc Bruce ran up the clock. 
But something then happened in very strange rhythm. 
His other self went and exchanged places with him. 
So now, please guess who 
Is conversing with you. 
Hickory dickory Doc! 

Bruce and this other guy, sitting by some trees, 
Exchanging personalities. 
It's like having two in one. 
Actually it's rather fun!" 

The investigation has revealed that Dr. Ivins was prescribed various psychotropic 
medications including antidepressants, antipsychotics, and anti-anxiety, for his mental health 
issues from 2000 through 2006. 

On July 18, 2007, a forensic psychiatrist completed a detailed review of Dr. Ivins 
insurance billing records for medical appointments and prescriptions. Additionally, this 
psychiatrist was provided with an overview of Dr. Ivins's social habits, interests, and obsessions. 
The forensic psychiatrist stated that based on his experience, if Dr. Ivins was the mailer, it is 
quite possible that Dr. Ivins retained some kind of souvenir or references to the mailing events. 
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Controversy concerning the anthrax vaccine 

Beginning shordy after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
was the focus of public criticism concerning their introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001, a.s evident by thee-mails above, that same anthrax vaccine was having problems in the 
production phase at Bioport, a private company in Michigan responsible for manufacturing the 
vaccine. The Food and Drug Administration (FDA) had suspended further production at 
Bioport, and the U.S. government, specifically the Department of Defense, was running out of 
approved lots of the vaccine. The situation placed pressure on select staff members at 
USAMRill), including Dr. Ivins, who were part of the Anthrax Potency Integrated Product Team 
(IPT). The purpose of the IPT was to assist in the resolution ofteclmical issues that was 
plaguing Bioport's production of approved lots of the vaccines. 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who worked for NBC News had submitted a Freedom of Information Act 
(FOIA) requests on USAMRIID seeking detailed information from Dr. Ivins's laboratory 
notebooks as they related to the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. 
Ivins appe:::.red angry about the request providing the following response in an e-mail: "Tell 
Matsumoto to kiss my ass. We've got better things to do than shine his shoes and pee on 
command. He's gotten everything from me he will get." 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the AVA 
vaccine for human use, production at Bioport resumed, and anthrax research at USAMRI.ID 
continued without interruption. As mentioned previously, one of the anthrax letters post marked 
on September 18, 2001, was addressed to Tom Brokaw, NBC News in New York. Dr. Ivins 
thereafter received "the highest honor given to Defense Department civilians at a Pentagon 
ceremony on March 14, 2003" for his work in "getting the anthrax vaccine back into 
production." 

Use of false names and fascination with sorority grouQ linked to location of anthrax mailings 

The investigation has shown that over the past twenty-four years, Dr. Ivins was known to 
have utilized at least two Post Office Boxes to communicate with members of the public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 

· use ofthe P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box, College Estates Station, Frederick, Maryland 21702, was serviced by the 
Frederick Main post office, Frederick, Maryland 21701. Analysis ofthe USPS shipping records 
indicate the Frederick Main received 1000 6 3/4" Federal Eagle banded envelopes on the same 
day as post offices known to have received envelopes with identical print defects as those seen 
on the envelopes used in the mailings. 

On May 14, 2007,-identified four communications that it had previously received 
from Dr. Ivins. ~oes not personal~w Dr. Ivins but has repeatedly corresponded with 
him by mail]. In Dr. Ivins's first letter to--dated May 8, 1982, he used the return address 
of P.O. Box 1265, Frederick, Maryland 21702. In the letters, Dr. Ivins expressed his support to 
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-work and an interest in sorority hazing. One of the sororities with _which he expressed an 
interest was identified as Kappa Kappa Gamma G). In a letter to ... dated May 29, 1983, 
Dr. Ivi to the editor" of 
dated 
sorority, (KKG). 

On July 9, 2007,. the Post Office Box application (PS Form 1093) at the College Estates 
Station, Frede1ick, Maryland 21702, for P.O. Box 1103, in the name of Bruce E. Ivins was 
obtained. A review of the application card revealed that Dr. Ivins rented P.O. Box 1103 on 
November 12, 1993, providing a military identification and using his Maryland Motor Vehicle 
Administrat:ion Drivers · I-152-098-188-30 1 as proof of identification. Dr. Ivins 

address of Frederick, MD 21702 and telephone numbers of 
Also listed on the P.O. Box application card to receive mail 

The last payment on the P.O. Box was made on November 13, 2004. A 
review of ~ Address records revealed that P.O. Box 1103 was closed on December 30, 
2005 and no forwarding address was provided. 

On July 30, 2007,~as interviewed regarding P.O. Box 1103. 
personally mow Dr. Ivins but has historically been familiar with his name 

.was shown the P.O. Box application and stated that it had never rented a P.O. Box 
. and had never met, nor had any social or professional association with a Dr. Ivins. However, 

v..,~., ... ·• wv-.. the name Bruce Ivins because .. had previously mentioned his name . 
.. u'"''""' ........ to~at Dr. Ivins harassed it in the past, and believed that 

~r. Ivins, resulting from unspecified incidents that occurred prior meeting 
-lso recalled a vandalism incident that occurred in the months prior to leaving the 
Maryland area with ~They had awoken one morning in their-apartment to 
find Greek letters spray painted on the fence, sidewalk, and vehicle o~ apartment. 

A copy of th · ce Report, 
~ was obtained from the Records Division and provided the following information: 

On the morning o 
filed a report of vandaHsm with Police Department. 

advised that between 2330 and 0830 hours, unknown subject(s) sprayed the Greek 
symbols for KKG on its front fence, three (3) areas of sidewalk · acent to its residence, and on 
the rear window of its 1981 Honda Accord ... advised was a 
member of the sorority KKG in North Carolina four (4) years ago. 
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This incident is significant because Dr. Ivins's 
his Post Doctoral Fellowship at the 1 HiU in 1 
in the 1980s, 
community that 
before moving out of the state m 1983 . 

address, after completing 
to moving to Frederick 
same town home 

KKG related vandalism 

On Apri l 5, 2007,.aecalled that Dr. Ivins had told it that he had maintained a P.O. 
Box for the purpose of corresponding with individuals who had responded to advertisements Dr. 

· had placed in possibly a · 

soronty which contained cherished information solely reserved 
for KKG members. CW-4 believed that Dr. Ivins was advertising that he had access to 
privileged information and would be willing to share the secrets with those responding to the 
advertisements. Dr. Ivins admitted to CW-4 that he had broken into a KKG sorority house to 
steal a secret KKG handbook. CW-4 believed that Dr. Ivins had committed this alleged crime 
during his Post Doctorate Fellowship at the UNC, Chapel Hill. 

Dr. Ivins provided CW -4 one of his alternate e-mail addresses as 
goldenphoenix 111 @hotmail.com. A search of the internet for postings under goldenphoenix 111 
identified the following posting dated February 20, 2007, on a website at 
www .abovewpesecret.com: 

"Wildswan, you are quite right about what you said about KKG. Ifpeople look 
hard enough and dig hard enough, have friends, relatives, perhaps financial 
resources, etc., then they can pretty much find out about whatever GLO they 
want Kappas are noted for being love1y, highly intelligent campus leaders. 
Unfortunately, they labeled me as an enemy decades ago, and I can only abide by 
their "Fatwah'.' on me. I like individual Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me since the 1960s, 
and REALLY after me since the late 1970s. At one time in my life, I knew more 
abo t KKG than any non-Kappa that had ever lived. Unfortunately I've forgotten 
a lot. I've read the history of KKG that was written several decades ago about its 
founding. Question for you: Did your chapter use the combined service, or did 
you separate your services into the "RedRoom and WhiteRoom"? did you use 
special blue or white blindfolds? You can reach me at 
goldenphoenix 11 I@hotmail.com .. . as a phoenix rises from its ashes ... " 

This posting is significant in that in his own words, Dr. Ivins defines the depths of his 
obsession and knowledge in the sorority KKG. Additionally, as previously described above, the 
le~r!'~ed'ifri"-~001 anthrax mailings were mailed from a blue collection box located at 10 
Nassau Street, Princeton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, 
Princeton, New Jersey, located on the same side of the street and 60 feet to the right from the 
blue collection box. 
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Connection to "41
h Grade, Greendale School" 

The investigation into the fictitious return address on envelopes used for the second 
round of anthrax mailings, "41

h GRADE," "GREENDALE SCHOOL," has established a possible 
link to the American Family Association (AFA) headquartered in Tupelo, Mississippi. In 
October 1999, AF A, a Christian organization, published an article entitled "AFA takes Wisconsin 
to court. " The article describes a lawsuit filed in federal court, by the AF A Center for Law and 
Policy (CLP), on behalf of the parents of students at Greendale Baptist Academy. The article 
focuses on an incident that occurred on December 16, 1998, in which case workers of the 
Wisconsin Department of Human Services went to the Greendale Baptist Academy in order to 
interview a fourth-grade student. The case workers, acting on an anonymous tip that Greendale 
Baptist Academy administered corporal punishment as part of its discipline policy, did not 
disclose to the staff why they wanted to interview the student. The case workers interviewed the 
student in the absence of the student's parents and informed the school staff that the parents were 
not to be contacted. The AF A CLP filed suit against the Wisconsin Department of Human 
Services, citing a violation of the parents' Fourth Amendment rights. 

donations were 
made to the. AF A in the name of "Mr. and Mrs. Bruce Ivins" on eleven separate occasions 
beginning on December 31, 1993. After an approximate two year break in donations, the next 
donation occurred on November 11, 1999, one month after the initial article referencing 
Greendale Baptist Academy was published in the AF A Journal. It was also discovered that the 
subscription to the AFA Journal, in the name of"Mr. & Mrs. Bruce Ivins," at 
Frederick, Maryland 21702, was active until March 2005. 

Frustrations with Members of the United States Senate 

The investigation has shown that Dr. Ivins and his wife, 
Catholics. Their children are graduates of Saint John's at Prospect HaU lie High School 
located in 1:;-rederick, Maryland. In an e-mail dated, September 26, 2001, Dr. Ivins states that 
both he and~are actively involved in the church choir. On July 10, 2002, in an e-mail to a 
friend, Dr. Ivins identified his wife, as the President ofthe Frederick County Right to 
Life, as we:ll as having connections to many other pro-iife/anti-abortion groups. Dr. Ivins later 
states in the same e-mail, "I'm not pro-abortion, I'm pro-life, but I want my position to be one 
consistent with a Christian." 

In 2001, members of the Catholic pro-life movement were known to be highly critical of 
Catholic Congressional members who voted pro-choice in opposition to the beliefs of the 
Catholic Church. Two of the more prominent members of Congress who fell in this category 
were Senator Tom Daschle, then Senate Majority Leader; and Senator Patrick Leahy, Chairman 
of the Senate Judiciary Committee, both recipients of the 2001 anthrax mailings. In a 
September/October 2001 newsletter from the organization Right to Life of Greater Cincinnati, 
Senator Leahy and Senator Daschle were featured in an article entitled: Pro-Abortion "Catholic" 
Senators? , wherein a statement declares that these men should no longer be labeled Catholic and 
should be excommunicated for aiding and abetting abortion. During Task Force interviews, 12 
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staff members related that Senator Leahy is pro-choice on the issue of abortion. Three staff 
members stated that Senator Leahy was on a pro-life "hit list" because of his stance on abortion. 

On September 26, 2001, in an e-mail to a friend, Dr. Ivins writes "The news media has 
been saying that some members of Congress and members ofthe ACLU oppose many of the 
Justice Department proposals for combating terrorism, saying that they are unconstitutional and 
infringe too much on civil liberties. Many people don't know it but the official ACLU position is 
to oppose all metal detectors in airports and schools and other public buildings. It's interesting 
that we may now be living in a time when our biggest threat to civil liberties and freedom doesn't 
come from the government but from enemies of the government. Osama Bin Laden has just 
decreed death to all Jews and all Americans, but I guess that doesn't mean a lot to the ACLU. 
Maybe I should move to Canada .... " 

On November 17, 2001, Senator Leahy's Chief of Staff, was interviewed by Task Force 
investigators. The staffer stated that Senator Leahy has drawn fire from some conservative pro
life supporters. The staffer advised that Senator Leahy and Senator Daschle were seen by some 
members ofthe public as slowing the passage of the P.A.T.R.I.O.T. Act. Senator Leahy 
reportedly was critical of the P.A.T.R.I.O.T. Act because he believed it was too far reaching and 
threatened civil liberties. The staffer also related that Senator Leahy had been criticized by 
conservatives and Republicans for resisting the appointment of Republican appointed judicial 
nommees. 

Bacillus Trace Evidence 

Experts at the FBI's Hazardous Materials Response Unit have found that trace quantities 
of Bacillus anthracis and Bacillus subtilus can be detected using biological swabbing techniques 
similar to those used by United Nations weapons inspectors. Anthrax and Subtilus spores are 
like seeds, which are surrounded by a dense shell capable of enduring extreme environmental 
conditions and temperatures remaining dormant for decades, until such time that nutrients are 
again avai]able and the organism returns to its vegetative cycle of replication. Even when the 
viability of an anthrax or subtilus spore is destroyed by environmental or other factors, the 
genetic material of the organism will remain preserved within the dense shell of the spore, and 
can be detected by DNA analysis using the Polymerase Chain Reaction (PCR). 

The investigation to date has yielded a diverse array of items contaminated with anthrax 
spores from the letters, such as the previously mention mailbox at 10 Nassau Street in Princeton, 
New Jersey. The contaminated items tenaciously retain anthrax spores on their surfaces, even 
when subjected to the highs and lows of outdoor temperatures, various environmental conditions, 
and elements of the weather. The United States Postal Service had great difficulty cleaning the 
two regional postal facilities that processed the anthrax letters. Trace quantities of anthrax spores 
were found to persist in those facilities nearly two years after the attacks, despite repeated efforts 
to elimina e those spores using chlorine dioxide gas and other remediation techniques. 

Taken together, it is reasonable to believe that bacillus anthracis and subtilus spores 
residual from the September and October 2001 mailings may still persist in trace amounts inside 
the home or vehicle of the person who mailed them, even six years after the crime. Regardless 

19 

014463Anthrax Page 303 of 639



SearchWarrant-07-525M-03.pdf

of their viability, the mechanics of the spore structure protects the DNA of the organism, which 
can be detected using PCR teclmiques. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a searcr and 
forensic swabbing of the Subject Residence and Subject Vehicles may result i collection of 
evidence relevant to the dissemination of a weapon of mass destruction (anthrax) through the 
U.S. mail system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 
1114. Specifically, there is probable cause to believe that a search and forensic swabbing of the 
Subject Residence and Subject Vehicles as described in the Attachment to this affidavit, may 
reveal laboratory, makeshift, and dual purpose equipment, or materials, supplies, and protocols 
used in preparation of the deadly anthrax contained in the letters, or may recover trace amounts 
of the non-anthracis Bacillus or the powdered anthrax material remaining in the Subject 
Residences and Vehicles, or may reoover textile fibers that match those recovered from the tape 
on the envelopes used in the anthrax mailings, or may recover hairs that match the Caucasian 
hairs recovered from inside the contaminated mail drop box in Princeton, New Jersey, or may 
produce papers, tape, pens, pencils, notes, books, manuals, receipts, financial records, 
correspondence, address books, maps, handwriting samples, photocopy devices, scanners, 
printers, toner or printer cartridges, photocopy exemplars, envelope bands, New Jersey 
addresses, global positioning devices, zip-code information, photographs, computer files, cellular 
phones, phone bills, electronic pager devices, other digital devices, or other documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mai1ings and identify conspirators 
involved in the attacks. 

Based upon my knowledge, training and experience, my consultations with other criminal 
investigators, persons engaged in crimina[ activity frequently store, or inadvertently deposit, 
these kinds of items in their homes or automobiles and leave them on the premises for many 
years after .1 crime, failing to recognize their forensic value and incriminating nature. This 
conclusion is supported by trash covers that have been found in material recently discarded from 
the house. On October 15 and October 22, 2007, trash was recovered from the front of 622 
Military Road, Frederick, Maryland, including receipts from a 1995 purchase as well as other 
documents related to K.KG sorority. In my experience, vehicles are often used to store 
documents, maps, receipts, and other papers related to travel that may be relevant to this 
investigation. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. ~ 1.2 h.-:
~-( ~~ let'5 .,..(_ or) j\1"'-'2. Pa-~lo'---~Jl To r ?fo1.r-. L !P-U-r ~Le. cflo.u. r-, b-~::9 
111 IC_~ A-ftfcOr;.A...-,~ I -1-tf(Lr~ r()""-~$~ 7C... ,A;;rA.;.- ;")- '}C'J e.y~l:t2.. 7C,.4) 
lvf- fl'~ ..>c-' C< • .'l C.!'j /.)..~I cO '7' c- .Vj {,-tiiJ 

l~/1t/07 

20 

014464Anthrax Page 304 of 639



SearchWarrant-07-525M-03.pdf

I ' , ' . 

The statements contained in this Affidavit are based in part on information provided by 
FBI Specia1 Agents and U.S. Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as an FBI Special Agent. I have not included 
each and every fact known to me conceming this investigation. I have set forth only the facts 
that I believe are necessary to establish the necessary foundation for the search warrant. 

OCT 3 Z007 
Swom to before me this 
__ day of , 2007 

THOMAS F. DELLAFERA 
Postal Inspector 
United States Postal Inspection Service 

//111~ 
/ ~STRATEruDGE 

United Statc~s District Court 
for the District of Columbia 

DEBORAH A. ROBINSON 
U.S. MAGISTRATE JUDGE . 

2 1 
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I 
• I\ • 

ATTACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search and 
forensic swabbing for the items mentioned in the text of the search warrant, including more 
specifically the following: 

I . Any assembled or unassembled Biological Threat Agent (BTA), or trace thereof, and 
any BT A weapon, and/or any incendiary, radiological, nuclear, chemical or booby trap device. 

2. Laboratory equipment used in the production/replication of biological threat agents 
including, but not limited to agar or liquid growth media, media components, anti-foaming 
agents, animal droppings or carcasses, autoclaves, bleach, blenders, live animals and materials 
for their care, cylinder of nitrogen or oxygen, soil, dimethylsulfoxide (DMSO), fermentors, 
grinders, home brewing kits, incubators, inoculating loops, mechanical stirrers/paint stirrers, 
microscopes, microwave for making homemade agar plates, mortar/pestle, milling devices, 
ovens, Petri dishes/improvised glass/plastic cook dishes, pipettes, pressure cookers, Q-tips, roller 
flasks, rubber gaskets/seals, screens, sieves, sodium hydroxide, stains/inks/dyes used to identify 
BTAs, sterilization equipment (Bunsen or alcohol burners/butane torches), swabs, test tubes, 
tissue culture flasks, virus flasks, and other materials. 

3. Personal Protective Equipment/Safety Equipment including, but not limited to, 
biosafety hoods and cabinets (commercial or homemade), masks (surgical/dust/REP A), exhaust 
vents, filters (HEPA), gloves, lab coats, mechanical fans, safety glasses/goggles, shoe covers, 
soap, tubing pipes, and vinegar. 

4. Items used in the weaponization/delivery of biological weapons including, but not 
limited to pens, tape, paper, scissors, envelopes, target addresses, aerosol canisters, agricultural 
or garden sprayers, acetone or other drying agents, baby powder, baking powder, baking soda, 
boxes, commercial/industrial powders, copier toner/printer and/or toner/inks, compressed air or 
other gas systems, cornmeal, cornstarch, explosive, hypodermic syringes/needles, jars or flasks 
with gauze on top, oatmeal, powdered milk, salt/pepper, spray bottles, squirt guns, stamps, sugar, 
talcum powder, and other materials. 

5. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related paperwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe production, weaponization, and delivery techniques, directions, maps, diagrams, and 
blueprints of delivery or target locations, communication which would include but not be limited 
to handwritten notes and drawings, memos and photographs, which would include descriptive 
information such as telephone numbers, addresses, affiliations and contact points of individuals 
involved in a conspiracy to acquire, refine, alter, transport, and/or use a biological weapon. Note 
that such documentary material described herein may be in printed or electronic fonn such as, 
but not limited to, computer disks. Such computerized and other electronic material would 
constitute contraband, fruits, instrumentalities or evidence of the offenses enumerated herein and 
in the attached affidavit for search warrant. 

[I] 
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6. ]Publications or other written materials evidencing knowledge of federal laws 
including those related to biological weapons and other weapons of mass destruction. 

7. Photographs, newspapers, or magazine clippings, travel information, brochures, maps, 
hotel receipts, rental receipts, notes, ledgers, phone numbers, toll records, address books (which 
may be in printed or electronic format), hand-held electronic memo-type notebooks, scanners, 
commercial transportation receipts, and firearms, ammunition, firearms owners identification 
documents and/or permits and licenses, digital or other types of pagers and all alpha and/or 
numeric data/message stored therein, cellular phones, cordless telephones and their base units, 
caller identi.fication units and all alpha-numeric information and data stored therein, biological 
weapons/agent formulas, biological weapons/agents, and/or recipes, all of which related to the 
construction of biological weapons, or plans to produce, conceal, or use such devices or agents or 
indicated possible confederates involved or possible targets of such weapons. 

8. Any notes, correspondence, memoranda, writings or other documents, regardless of 
storage media, which relate to the production or refinement of biological weapons (including 
anthrax bacteria/spores), or plans to produce, conceal or use such weapons, which items concern, 
among other things, rental agencies, storage facilities, biological/chemical suppliers or outlets for 
necessary biological equipment. Examples of such writings include, but are not limited to, those 
that evidence biological weapons production or predisposition such as sales receipts, invoices, 
shipping records, literature that relates to biological weapons-making or the production of 
biological materials, electronic addresses of sites with biological agent/weapons-making 
information and stored electronic communications, computer passwords or codes, delivery 
devices, and material from which biological weapons can be made from related chemicals and 
materials. 

9. Bank documents and other records and documents pertaining to the expenditure of 
funds for illegal activities, assets and funds used to facilitate illegal activities and assets and 
funds obtained from the conduct of illegal activities. 

10. Cellular and telephone records. 

11. Keys, records, or other information pertaining to storage facilities, safety deposit 
boxes or other locations where assets or contraband may be stored. 

12. Books, videos, pamphlets and any other written, audio, video media advocating 
production, refinement, distribution of biological weapons or other acts of violence or 
criminality. 

13. Destructive devices, weapons of mass destruction or their components or parts and 
any written medium pertaining to their design, use, operation, function, capabilities or other 
attributes. 

14. Records, documents, notes, or other material indicating the use of aliases or false 
identities including birth certificates, driver's licenses, photographs, travel documents or 
passports and miscellaneous items such as permits, registrations, certificates, licenses, and 
badges of all types. 

[2) 
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15. Computer hardware, computer software, computer-related documentation, computer 
passwords and data security devices, records, documents, photos, and materials use to 
communicate, both written, electronic mail, and by any other means directed either to/from 
subject. 

a. Computer hardware is defined as any computer equipment including any electronic 
devices which are capable of analyzing, collecting, converting, creating, displaying, or 
transmitting electronic, magnetic, optical computer impulses or data. These devices include, but 
are not limited to, computers, computer components, computer peripherals, data-processing 
hardware (such as CPUs, memory typewriters, and self-contained laptop or notebook 
computers), encryption circuit boards, internal and peripheral storage devices (such as fixed 
disks, external hard disks, floppy disk drives and diskettes, tape drives and tapes and optical 
storage devices), peripheral input/output devices (such as keyboards, printers, scanners, plotters, 
and video display monitors), related communications devices (such as modems, cables and 
connections, recording equipment, Random Access memory (RAM) or Read-Only memory 
(ROM) units, automatic dialers, speed dialers, programmable telephone dialing or signaling 
devices, and electronic tone gathering devices), as well as devices, mechanisms, or parts that can 
be used to restrict access to such hardware (such as physical keys and locks.) 

b. Computer software is defined as any instructions or programs stored in the form of 
electronic, magnetic, or optical media which are capable ofbeing interpreted by a computer or its 
related components. These items include, but are not limited to, operating systems, application 
software, utility programs, compilers, interpreters, and communications software, as well as 
software used to communicate with computer hardware peripherals, either directly or indirectly 
by telephone lines, radio, or other means of transmission. Computer software may also include 
certain data, data fragments, or control characters integral to the operation of the computer 
software. 

c . Computer-related documentation is defined as any written, recorded, printed, or 
electronic ly-stored material which provides instructions or examples concerning the operating 
of a computer system, computer software, and/or any related device, including but not limited to, 
user agreements, software manuals, and operating procedure guidelines. Such documentation 
m ay also include material which explains or illustrates the configuration or use of any seized 
hardware, software, or related item. 

d. Computer passwords and data security devices are defines as all those devices, 
programs, or data - whether themselves or in the nature of hardware or software - that can be 
used, or is designed for use to restrict access to, or facilitate concealment of, any computer 
hardware, software, computer-related documentation, electronic data, records, or materials 
within the scope of this application. These items include, but are not limited to, any data security 
software or information (such as test keys and encryption codes), similar information that is 
required to access computer programs or data or to otherwise render programs or data into usable 
form. 

e. Records, documents, and materials, as used above, includes all the forgoing items of 
evidence in whatever form and by whatever means such records, documents, or material, their 
drafts, or their modifications may have been created or stored, including, but not limited to, any 
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AO 109 (2/90) Seizure Warrant 

RETuRN 

DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WITH 

I I 
INVENTORY MADE IN THE PRESENCE OF 

!7, A 0,.-" r: r/ 5 Tee_ )e_. 
INVENTORY OF f'ROPERTY SEIZED PURSUANT TO THE WARRANT 

0 

0 

.J- Te ~ < k\' c e/9--
"E, v< r-a"' f"\<!' ~fv.._/ )a...~?-f (e _s 

CERTIFICATION 

f' I 

I swear that this inventory is a true and detailed account of the prop~rty seized by me on the warrant. 
/ " / / 

;/;;~ .. l~<lG~-~-
{~-: - . -' ~- . -· ( F I L E D 

Subscribed. sworn to. ond ' etumed b~~ date~ 

/ '' U.S. Judge or U.S. Mllgisrfatej{ldge 

~I 

NOV 0 9 2007 
NANCY MAYER WHITTINGTON CLERK 

U.S. DISTRICT COURT' 
/ ( - oy~P7 

Date ( ' 
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A0106(Rev.~i/85) Affidavit for Search warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA FILED 

OCT 3 1 2007 
In the Matter of the Search of 

NANCY MAYER WHITTINGTON CLERK 
U.S. DISTRICT COURT' 

1993 HoJ!lda Civic four door sedan, 
bearing VIN # 
registered to Bruce 
at 

Thomas F. Dellafera 

APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 

CASE NUMBERO 7 - 5 2 6 .. M - 0 1 

being duly sworn depose and say: 

I am a(n) Postal Inspector with the U.S. Postal Inspection Service and have reason to believe 
(Official Title) 

that D on the person of or 181 on the property or premises known as (name, description and or location) 

1993 Honda Civic four door sedan, blue in color, bearing YIN # 
Edwards Ivins, at ~rederick, MD 

in the District of Maryland, there is now concealed a certain person or nrr·mp·rTVJ 

trace quantities of Bacillus anthracis or simulants thereof, hairs, textile fibk:i~rf:\t~quiprneltt or materials used 
in preparation of select agents, papers, tape, pens, notes, books, manuals, receipts, al records of any type, 
correspondence, address books, maps, handwriting samples, photocopy samples, photographs, computer files, 
cellular phones, phone bills, electronic pager devices, other digital devices, or other documentary evidence. 

which is (st<tte one or more bases for search and seizure set forth under Rule 4 l (b) of the Federal Rules of Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, to include the use of a weapon of m ss destruction 
(anthrax) and the murder and attempt to murder officers and employees of the United States 

in violation ofTitle ~United States Code, Section(s) 2332a and 1114 . The facts to support a finding ofProbable 
Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY RESTATED HEREIN 

Continued on the •tmobed 'beet •nd made 'p•rt heceof. }l~ ~-

KennethC.Kohl,AUSA ~~ ~ 
U.S. Attorney's Office, Washington, DC 
(202) 616~2 139 

Date 

Signature of Affiant 

Thomas F. Dellafera, Postal Inspector 
United States Postal Inspection Service 

at Washington, D.C. (pursuant to the domestic terrorism search 
warrant provisions of Rule 4 1 (b )(3)) 

~!l~-
~N:-am_e_a_n-:-d-:=T:-itl:-e-o~fJ:-u:-di:-ci'"'"ai""'"b:-:ffi-::-rc_e_r ------~~~ 

-DEBORAH A. ROBn-..ouN 
u.a.IIAGISfRA1E JUDGE 

DEBORAH A. ROBIN~ON 
UI.IMSISTRAli ~ .~ , \ 
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A093(Rev.5185)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

1993 Honda Civic 
bearing VliN 
registered to Bruce Edwards Ivins, 
at-rederick, MD 

SEARCH WARRANT 

CASE NUMBEiJ 7. - 5 2 6 - M - 0 1 

TO: Posta] Inspector Thomas F. De11afera and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Postal Inspector Thomas F. Dellafera 
that D on the person or l!ll on the premises known as (name, descnpt1on and or location) 

1993 Honda Civic ~ue in color, bearing VIN 
Edwards Ivins, at....._Frederick, MD 

who has reason to believe 

in the Distric"i of Maryland there is now concealed a certain person or property, namely (describe the person or property) 

trace quantities of Bacillus anthracis or simulants thereof, hairs, textile fibers, bb equipment or materials 
used in preparation or select agents, papers, tape, pens, notes, books, manuals, receipts, financial r ecord of 
any type, correspondence, address books, maps, handwriting samples, photocopy samples, photographs, 
computer fif1~s, cellular phones, phone biJis, electronic pager devices, other digital devices, or other 
documentary evidence. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so drescribed is now concea:Jed on the person or premises above-described and establish grounds for the 

issuance of this warrant. ~~[1'.· I ~ 
11 1 

_} .!' "'= tA .I /} .fir'.. J._ 

YOU ARE HEREBY COMMANDED to search on or before ___,~-"""-"-v--'-V~~L..=:....-"'--'ib.L..LO!~"'-'L.___-_ 1....,
7

.__-=.t--f:!)"---'=-=V=- -( 
(Date) 

(not to exceed I 0 d~s) the person or place named above for the per~r property specified, serving this warrant and 
making the searchU(in the daytime-6:00A.M. to 10:00 P.M.)r3{at anytime in the dayornightas I find reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and prepare a writt~n inventory of the person gr propelf}'rffl~~MtwWrfl~~rict Court 
return th1s w~rrant to the undefS!gned U.S. Judge/U.S . Magistrate Judge, as reqmred by law. For ihi District of Columbia 

ocr a1 2007 ~~ ATA PY 
Date and Time !:;sued in Washington, DC pursuant to 
the domestic terrorism search warrant provisions 
of Rule 4l(Q)(.~ l. 

·LJ'lftiUAAH A. kllrl~ r~5UN om :jAGISTRATE.JUM _./.-.-·/~ 
------~~~~~~-----~--~ 
Name and T1tle of Jud1c1al Officer / 

NA~A¥ WHITT! GT N,Cie rk 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Thomas F. Dellafera, being duly sworn, depose and say: 0 7. - 5 2 6 .. M - 0 1 
I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 

approximately twenty-one years. I am authorized to investigate crimes involving violations of 
Title 18 U.S.C. Section 2332(a) and 1114. 

This affidavit is respectfully submitted, pursuant to the terrorism search warrant provision 
found at Rule 41 (b )(3) of the Federal Rules of Criminal Procedure, in support of an application 
for a warrant to search the following premises and vehicles: 

(1) Maryland, a single family residence. The residence 
has white pain wood siding, with a white front door that is located on the right 
side of the front of the home. The front door has an exterior storm door. Left of the 
front door are two windows cased with red shutters. A black railing leads up several 
stairs to the front door where the numbers~re indicated in black above the 
door. The search will include a large white shed; with peeling paint, that is located 
on the rear of the property. Bruce Edwards Ivins purchased the house 
Investigation has disclosed the property has been his principle residence since 
September, 2001. 

(2) Automobile #1: a vehicle with Maryland regi tion 
02/1112009, and Vehicle Identification Number The vehicle 
is described as a 2002 Saturn SL1 blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 9113/2002 and has been the sole owner, and is the primary user. 

(3) Automobile #2: search a vehicle with Maryland registration -expiration 
06/25/2008, and Vehicle Identification Number-The vehicle 
is described as a 1993 Honda Civic, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehide 12/02/1999 been the sole owner. The vehicle is primarily used by 
Ivins's wi and is driven on occasion by Bruce Edwards Ivins. 

( 4) Automobile #3: A warrant to search a vehicle with Maryland registration 885437M, 
expiration 07/0112009, and Vehicle Identification Number 2B4HB 15X4TK1 0121 3. 
The · le is · as a 1996 Dodge van, red, and is registered 

'"'"'"'"'"'"''"'MD. -urchased the vehic 
10/17/1996, and the vehicle is driven on occasion by Bruce Edwards Ivins. 

(5) Safe Deposit Box #48, located at Farmers & Mechanics Bank, Branch #1, 1305 West 
ih Street, Frederick, Maryland 21702. The box was origin leased on 06/12/1 990, 
and is subscribed to Bruce E. Ivins and-.ao Frederick, 
Maryland 21702. Available records indicate Bruce E. Ivms and sed 
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the box during the p_eriod 12/07/2004- 07/20/2007. Access records previous to 
12/07/2004 no longer exist. 

As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon ofMass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation ofTitle 18, United States Code, 
Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 

Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force") investigation of the anthrax attacks has led to the identification ofDr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Army Medical Research Institute for Infectious 
Diseases, Fort Detrick, :tviD, as a person necessitating further investigation for several reasons: 
(1) At the time of the attacks, he was the custodian of a large flask of highly purified anthrax 
spores that possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night laboratory work 
hours around the time ofboth anthrax mailings; (3) Ivins has claimed that he was suffering 
serious mental health issues in the months preceding the attacks, and told a coworker that he had 
"incredible paranoid, delusional thoughts at times" and feared that he might not be able to 
control his behavior; ( 4) Ivins is believed to have submitted false samples of anthrax from his lab 
to the FBI for forensic analysis in order to mislead investigators; (5) at the time of the attacks, 
Ivins was under pressure at work to assist a private company that had lost its FDA approval to 
produce an anthrax vaccine the Army needed for U.S. troops, and which Ivins believed was 
essential for the anthrax program at USAMRIID; and (6) Ivins sent an email to •••• 
••••••• a few days before the anthrax attacks warning her that "Bin Laden terrorists 
for sure have anthrax and sarin gas" and have 'just decreed death to all Jews and all Americans," 
language similar to the anthrax letters warning "WE HAVE THIS ANTHRAX ... DEATH TO 
AMERICA ... DEATH TO ISRAEL." 

The Task Force submits that a search and forensic swabbing of the Subject Residence and 
Subject Vehicles may reveal forensic or documentary evidence that will assist the investigation 
by linking Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators involved in 
the attacks. The search is for laboratory equipment, tape, ink, paper, textile fibers, Caucasian 
hair, trace bacillus spores, handwriting samples, photocopy samples, and all relevant documents, 
notes and records in various formats, as more fully described in the Attachment to this affidavit. 

Factual Background 

In September and October, 2001 , at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the District of Columbia, New York City, arid 
Boca Raton, Florida, in violation of Title 18, United States Code, Section 2332( a), which 
prohibits the use of a Weapon ofMass Destruction. Bacillus anthracis is a Weapon ofMass 
destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 
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States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Columbia. Each ofthe envelopes contained a handwritten note referencing "9-1 1-01 " 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA. DEATH TO ISRAEL. ALLAH IS GREAT." The two letters addressed to 
Capitol H ' ll ad fictitious return addresses. The return address read, "41

h GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least. 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and the 
other eleven people suffered cutaneous anthrax (contracted through the skin). Five of the 
inhalational victims eventually died from their infection: (1) Robert Stevenson, 63, photo editor, 
American Media Inc., Boca Raton, Florida, died on 10/5/2001; (2) Thomas L. Morris, Jr., 55, 
postal worker, Brentwood Post Office, Washington, D.C., died on 10/21/2001; (3) Joseph P . 
Curseen, Jr., 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001; 
(4) Kathy T. Nguyen, 61, hospital employee, New York City, died on 10/31 /2001 ; and (5) Ottilje 
Lundgren, 94, Oxford, CT, died on 11121/2001. Another 31 persons tested positive for exposure 
to anthrax spores. All of the exposures and cases of infection are attributed to the anthrax 
mailings, based on their timing, their location, the place of employment of each individual 
infected, and the identity of the strain of anthrax found in each letter and in the bodies of the five 
deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each of the decedents' 
bodies is the same strain of anthrax found in the threat letters mentioned above. This particular 
strain is commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
trairung in the field of infectious diseases including anthrax. According to these individuals 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires particular laboratory equipment 
such as a lyophilizer or other drying device, biological safety cabinet or other containment 
device, incubator, centrifuge, fermentor, and various personal protective gear, described more 
fully in the Attachment to this affidavit. 

Determination of Origin of Anthrax Contained in 2001 Mailings 

The mail attacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark dates of the recovered letters. Letters used in the first attack were 
postmarked on 09118/2001 and were focused to media establishments located in the New York 
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area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, DC. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the Post and Brokaw letters versus the Senator 
Leahy and Senator Daschle letters reveals obvious differences. The spore powders recovered 
from the Post and Brokaw letters were granular and multicolored in consistency, while the 
Senator Leal~y and Senator Daschle letters contained fine spore powders that were uniform in 
color. 

Microscopic examination of the evidentiary spore powders recovered from all four letters 
identified an elemental signature of Silicon within the spores. This Silicon signature had not 
been previously described for Bacillus anthracis organisms. 

Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (i.e. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 2001 mailings, serve to provide a "DNA fingerprint" which can, 
and has been used to investigate other Ames isolates collected from laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, sixteen domestic government, commercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories prior to the 
attacks were identified. _____ .. 
received Ames strain Bacillus anthracis isolates or samples from all sixteen domestic 
laboratories, as well as, from laboratories in Canada, Sweden, and the United Kingdom. All 
total, the Task Force has obtained more than 1000 isolates of the Ames strain of Bacillus 
anthracis from these laboratories and archived these isolates in the FBI Bacillus anthracis 
Repository (hereinafter "FBIR"). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FBIR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR-1029. 
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RMR-1 029 was stored in the B3 biocontainment suite within Building 1425 of the United States 
Anny Me ical Institute oflnfectious Diseases (USAMRIID), Fort Detrick, Maryland. Access to 
the suite is afforded only to those personnel who are approved by the USAMRIID Security, 
Safety, and Special Immunizations Program to have the required background check, training, and 
medical protection (vaccination or personal protective equipment (PPE)). Dr. Bruce Ivins has 
unrestricted access to the suite and has been the sole custodian ofRMR-1029 since it was first 
grown in 1997. 

Bacterial contaminant found in attack letters 

Both of the anthrax spore powders recovered from the Post and Brokaw letters contain 
low levels of a bacterial contaminant identified as a strain of Bacillus subtilis. The Bacillus 
subtilis contaminant has not been detected in the anthrax spore powders recovered from the 
envelopes :mailed to either Senator Leahy or Senator Daschle. Bacillus subtilis is a non
pathogenic bacterium found ubiquitously in the environment. However, genomic DNA 
sequencing of the specific isolate of Bacillus subtilis discovered within the Post and Brokaw 
powders reveals that it is genetically distinct from other known isolates of Bacillus subtilis. 
Analysis of the Bacillus subtilis from the Post and Brokaw envelopes revealed that these two 
isolates are: identical. 

Ph<::notypic and genotypic analyses demonstrate that the RMR-1 029 does not have the 
Bacillus subtilis contaminant found in the evidentiary spore powders, which suggests that the 
anthrax used in the letter attacks was grown from the material contained in RMR -1029 and not 
taken directly from the flask and placed in the envelopes. Since RMR-1 029 is the genetic parent 
to the evidentiary spore powders, and it is not known how the Bacillus subtilis contaminant came 
to be in the Post and Brokaw spore powders, the contaminant must have been introduced during 
the production ofthe Post and Brokaw spores. Taken together, the postmark dates, the Silicon 
signature, the Bacillus subtilis contaminant, the phenotypic, and the genotypic comparisons, it 
can be concluded that, on at least two separate occasions, a sample of RMR -1 029 was used to 
grow spores, dried to a powder, packaged in an envelope with a threat letter, and mailed to the 
victims. 1 

Envelopes used in the anthrax attacks 

In the 2001 anthrax attacks, four envelopes were recovered. The four envelopes were 
all 6 % inch federal eagle envelopes. The "federal eagle" designation is derived from th postage 
frank in the upper right -hand corner on the envelope which consists of the image of an eagle 
perched on a bar bearing the initials "USA." Underneath the lettering is the number "34," which 
denotes the: postage value of 34¢. The eagle, lettering, and denomination are referred to as the 

1 As the Court may recall from its review, during the course of this six year investigation, the Task Force has from 
time to time obtained search warrants, supported by affidavits establishing probabl.e cause, for the residences and 
vehicles of other individuals who have come under investigative scrutiny in the ===== All prior searches in this investigation were conducted before the 
Task Force developed the genetic assays that led to the identification ofRMR 1029 at USAMRIID as the genetic 
parent of the anthrax used in the 2001 letter attacks. 
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indicia. The eagle and the bar are stamped in blue ink, while the denomination is stamped in 
grey ink. Approximately 45 million Federal eagle 6 %" envelopes were manufactured by 
Westvaco Corporation (now known as MeadWestvaco Corporation) of Williamsburg, 
Pennsylvania, between December 6, 2000 and March 2002. These Federal eagle 6 %" envelopes 
were manufactured exclusively for and sold solely by the U.S. Postal Service between January 8, 
2001 and June 2002. 

Subsequent to the attacks, an effort was made to collect all such envelopes for possible 
forensic examination, including the identification of defects that occur during the envelope 
manufacturing process. As a resuit of this collection, envelopes with printing defects identical to 
printing defects identified on the envelopes utilized in the anthrax attacks during the fall of 2001 
were collected from the Fairfax Main post office in Fairfax, Virginia and the Cumberland and 
Elkton post offices in Maryland. The Fairfax Main, Cumberland, Maryland, and Elkton, 
Maryland post offices are supplied by the Dulles Stamp Distribution Office (SDO), located in 
Dulles, Virginia. The Dulles SDO distributed "federal eagle" enve]opes to post offices 
throughout Maryland and Virginia. Given that the printing defects identified on the envelopes 
used in the attacks are transient, thereby being present on only a small population of the federal 
eagle envelopes produced, and that envelopes with identical printing defects to those identified 
on the envelopes used in the attacks were recovered from post offices serviced by the Dulles 
SDO, it is reasonable to conclude that the federal eagle envelopes utilized in the attacks were 
purchased from a post office in Maryland or Virginia. 

Of the sixteen domestic government, commercial, and university laboratories that had 
virulent RMR-1 029 Ames strain Bacillus anthracis material in their inventory prior to the 
attacks, only one lab was located in Maryland or Virginia, where the relevant federal eagle 
envelopes were distributed and sold by the U.S. Posta] Service: the USAMRIID facility at Fort 
Detrick, MD. 

Tape, Ink, and Fiber Trace Evidence 

AU four of the envelopes containing these letters were taped along the seams with 
transparent tape. Due to striation patterns placed on transparent tape as part of the manufacturing 
process, it is sometimes possible to match a piece of suspect tape with the tape roll from which it 
originated. According to FBI Laboratory experts, the envelopes were addressed with a pen 
which dispenses fluid-like ink, rather than the ink typically found in a ball point pen. Due to the 
distinguishing characteristics of ink, which vary by manufacturer, it is sometimes possible to 
match ink writing with the pen or brand of pen used to apply it. Forensic anaiysis of the tape 
attached to the four envelopes has identified eight different types of fiber attached to the tape: 
black cotton, black wool, black nylon, brown polyester, blue wool, yellow acrylic, red cotton, 
and red acrylic. 

Identification of Collection Box at 10 Nassau Street 

In£onnation gathered to date suggests that aU of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
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Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biologica swabbing of every U.S . Postal Service drop box 
that collects mail to be processed at the Hamilton facility. Further forensic examination of the 
contaminated mailbox recovered a number of Caucasian human hairs from inside the box, which 
are suitable for comparison. 

Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRIID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtai.ned a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971 , and a Doctorate of Philosophy (Ph.D.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University of North Carolina (UNC), Chapel HilL 

A review ofUSAMRIID records, laboratory notebooks, written protocols, and 
professional publications has shown that Dr. Ivins has worked with Bacillus anthracis at 
USAMRIJD since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowfedge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importance of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol chailenges. Dr. Ivins produced 
large batches of Bacillus anthracis which were required for such chaUenges - tests in which 
vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years of working in the laboratories ofUSAMRJID provided him personal, 
hands-on li.aboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area, and well versed in decontamination 
procedures s ecifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

UnexQlained late night laboratory access 

USA1.\1RIID containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of 
laboratories used by USAMRIID Bacteriology personnel for research on dangerous animal and 
human pa hogens. The flask identified as RMR-1029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
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door to the cold-side change room, which is secured by a magnetic-lock. A central security 
system monitors and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His 
regular working hours on average consisted of a 7:30a.m. to 4:45p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001; however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 hot Suite. 

The following depicts the comparison of Dr. Ivins's total hours spent at night, after 6 
p.m., in Suite B3 during the years 2000 and 2001: 
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The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the Post and Brokaw letters to New York which 
began at 5:00p.m. Monday, September 17, 2001 and ended at noon on Tuesday, September 18, 
2001. Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive 
evening shifts prior to the mailings with time spent in Suite B3: 

D ay D t a e T" . B "ld" 1425 1me m m mg T t I T" . B3 o a 1me m 

Friday September 14 8:54p.m. to 12:22 a.m. 2 hours 15 minutes 

Saturday September 15 8:05 p.m. to 1l :59 p.m. 2 hours 15 minutes 

Sunday September 16 6:38 p.m. to 9:52p.m. 2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25 . 

8 

014479Anthrax Page 319 of 639



SearchWarrant-07-526M-03.pdf

The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing of the Daschle and Leahy letters to Washington, D.C. 
which began 3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 
2001. Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of 
the following times in building 1425 with time spent in Suite B3: 

D ay D t ae T' . B 'ld' 1425 T tmem Ul mg otal Time in B3 
Friday September 28 7:16p.m. to 10:59 p.m. 1 hour 42 minutes 
Saturday September 29 8:02p.m. to 11:18 p.m. 1 hour 20 minutes 
Sunday S~tember 30 9:53p.m. to 12:04 a.m. 1 hour 18 minutes 
Monday October 1 9:14p.m. to 10:43 p.m. 20 minutes 
Tuesday October 2 7:24p.m. to 9:39p.m. 23 minutes 
Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 

Thursday October 4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 

Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again unti l October 9, for 15 
minutes, and then October 14, for 1 hour and 26 minutes. 

The investigation has also analyzed the daily schedules, work areas accessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different t an those of the other researchers, in that he was frequently in Suite B3, where RMR-
1 029 was kept, late at night and on weekends when no other researchers were present in Suite 
B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee was 
present. 

On March 31, 2005, Dr. Ivins was asked by Task Force investigators about his access to 
B3 and could provide no legitimate reason for the extended hours, other than "home was not 
good" and he went there "to escape" from his life at home. A review of Dr. Ivins's and co
workers's laboratory notebooks and projects at the times in question was conducted. The 
investigation determined that Dr. Ivins's role in the experiments were minimal, and did not 
justify the time he spent in B3. Dr. Ivins has admitted to investigators that the research he was 
conducting in 2001 did not require, and does not explain, his late night hours in the B-3 
laboratory around the time period ofthe anthrax mailings. 

Since producing anthrax spore preparations was one of Dr. Ivins's principal 
responsibilities at USAMRIID, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRIID afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and letters used in the Fall2001 attacks. 
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Failure to cooperate in providing laboratory samples 

Dr. Ivins provided two sets of samples of Ames anthrax to 
the FBI which he represented to the FBI were drawn from RMR-1029. In the first submission in 
February 2002, Dr. Ivins failed to follow the protocol Dr. Ivins was 
subsequently notified that the February 2002 samples were unusable due to his failure to fo llow 
the protocol. A second set of samples, labeled "Dugway Ames spores- 1997" was provided to 
the FBJR by Dr. Ivins in April of2002. Dr. Ivins declares that he uses the terms "Dugway Ames 
spores - 1997" and RMR -1029 interchangeab 1 y, as they are the same flask of material. Both of 
the April RMR-1029 samples were submitted for genetic testing and found to be negative for the 
presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suite B3 at 
USAMRJIJD and identified additional Ames samples of Dr. Ivins's and others that had not been 
submitted as part of the above mentioned ..... esponse. Dr. Ivins submitted slants 
prepared from the newly identified samples to the FBIR on April 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1029 flask itself. All of the 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (Nl\lfRC), which was under contract by the FBI. 

On June 17, 2004, RlviR-1029 and the additional Ames samples were submitted to the 
FBIR, by tlhe NMRC, under the direction of the FBI. Samples of these FBIR submission were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR -1029 
tested positive for ali four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31,2005, Dr. Ivins was informed that the slants ofRMR-1029 material, he 
provided to the FBIR on April 10, 2002 found 
to be genetically distinct from the anthrax contained in the attack letters, and from the anthrax 
material recovered by the FBI from the RMR-1029 flask seized from Dr. Ivins' lab on April ?, 
2004. Dr. Ivins was confronted with this and was asked to · he did not submit the 
geneticaHy positive sample which was clearly 
adamant i his response that there had been no omission from submission, and he 
insisted that he had provided RMR-1 029 to the FBI in his second submission of samples in April 
2002. 
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Knowledge that his stock of anthrax matched the anthrax used in the attack 

On March 31, 2005, when Dr. Ivins was informed by FBI agents that RMR-1029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year ago, FBI Special 
Agent Darin Steele told him that RMR-1029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As mdicated in 
previous paragraphs, the RMR- ] 029 submission provided by Dr. Ivins in April 2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and RMR 
1029, until after the June 17, 2004 submission and subsequent laboratory analysis. 

When interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months after the letter attacks, he was aware that his stock of anthrax, RMR-1 029, exhibited 
unique morphological similarities to the anthrax used in the attacks, and that he allegedly learned 
this information from three coworkers at USAMRIID who participated in the forensic analysis of 
the anthra:x in the letters. Each of those three coworkers was interviewed by the Task Force, and 
deny disclosing such information to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions, did Dr. Ivins ever indicate he had knowledge that RMR-1029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1029. To the contrary, Dr. Ivins repeatedly claimed that the anthrax 
used in the attacks resembled that of another researcher at USAMRliD and were dissimilar to the 
Bacillus anthracis Ames organisms maintained in his laboratory, which included RMR-1029. 

Mental health issues and possible motive 

The investigation has shown that in 2000 and through the mailings in 2001, Dr. 
Ivins had mental health issues. Dr. Ivins's mental health issues came to the attention of 
investigators while reviewing e-mails ofUSAMRIID researchers. Through the e-mails it 
was detem1ined that Dr. Ivins was undergoing significant stress in both his home and 
work life. The mental health issues and stress were significant to the extent that Dr. Ivins 
sought professional help from a psychiatrist and was immediately prescribed medication 
that started in February 2000. 

The foliowing are excerpts from e-mails dated April 2000 through December 2001 , from 
Dr. Ivins to a friend regarding work, home, state of mental health, and use of medication 
(emphasis are as they appeared in thee-mails): 

April 3, 2000, "Occasionally I get this tingling that goes down both anns. 
At the same time I get a bit dizzy and get this unidentifiable "metallic" taste in my 
mouth. (I'm not trying to be funny, It actually scar~s me a bit.) Other 
times it's like I'm not only sitting at my desk doing work, I'm also a few feet away 
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watching me do it. There's nothing like living in both the first person singular 
AND the third person singular!" 

June 27, 2000, "Even with the Celexa and the counseling, the depression 
epi:>odes still come and go. That's unpleasant enough. What is REALLY scary is 
the paranoia .. . . Remember when I told you about the "metallic" taste in my 
mouth that I got periodically? It's when I get these "paranoid" episodes. Of 
course I regret them thoroughly when they are over, but when I'm going through 
the::n, it's as if I'm on a passenger on a ride . . . . Ominously, a lot of the feelings 
of isolation - and desolation - that I went through before college are returning. [ 
don't want to relive those years again. . . . I've been seeing the counselor once a 
week." 

June 28, 2000, "Apparently Gore (and maybe even Bush) is considering 
making the anthrax vaccine for the military voluntary, or even stopping the 
program. Unfortunately, since the BioPort people aren't scientists, the task of 
solving their problem has fallen on us .. . .. Believe me, with all the stress of 
horne and work, your email letters to me are valuable beyond what you would 
ever imagine- and they help me keep my sanity . ... " 

June 29, 2000, "BioPort just tested its final lot of AVA [anthrax vaccine] 
in a potency test. If it doesn't pass, then there are no more lots to test, and the 
program wiH come to a halt. That's bad for everyone concerned, including us. 
I'm sure that blame will be spread around." 

July 4, 2000, "The thinking now by the psychiatrist and counselor is that 
my symptoms may not be those of a depression or bipolar disorder, they may be 
that of a "Paranoid Persona~ity Disorder." 

July 6, 2000, ... I think the**** is about to hit the fan . .. bigtime. The 
final lot of AVA, lot 22, isn't passing the potency test, and now there's nothing to 
back it up. Pius, the control vaccine isn't working. It's just a fine mess.
are spending probably 95% of our time on this." 

July 7, 2000, in an e-mail, Dr. Ivins offered to be interviewed as a case 
study, as iong as it remained anonymous. Dr. Ivins indicated that he did not want 
to see a headline in the National Enquirer that read, "PARANOID MAN WORKS 
WITHDEADLY ANTHRAX!!!" 

July 23, 2000, "It's been a really stressful week, from all stand points. 
Home, work, and it's not going well with the counselor ['m going to. (She said she 
thinks m going to have to ask to get put 
with another counselor or into a group session .... Sometimes I think that it's all 
just too much." 
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August 12, 2000, "Last Saturday, as you probably guessed from my email, 
was one of my worst days in months. I wish I could control the thoughts in my 
mind. It's hard enough sometimes controlling my behavior. When I'm being 
eaten alive inside, I always try to put on a good front here at work and at home, so 
I don't spread the pestilence ... .I get incredible paranoid, delusional thoughts at 
times, and there's nothing I can do until they go away, either by themselves or 
with drugs." 

August 29, 2000, ~re 10% of the Bacteriology Division. 
If we quit, the anthrax pro~ would go down the drain. I'm not 
boasting, f 6 but the three of us have a combined total of 52 years of research 
experience with anthrax. You just can't go out and find someone like
with their knowledge, skill and abilities. Ain't gonna happen." 

March 4, 2001, "The people in my group just don't pick up on what I try to 
say. They are not into the kinds of problems I bring up, so it's hard for them to 
deal with them. The psychiatrist is helpful only because he prescribes the Celexa. 
He's not that easy to talk to, and he doesn't really pick up on my problems. The 
wc1man I saw before I went into group wanted to get me put in jail. That wasn't 
veJry helpful either. I'm down to a point where there are some things that are 
eating away that I feel I can't tell ANYONE ... . " 

September 7, 2001, "I was taken offthe Special Immunization Program 
because of what happened last spring, and I've just gotten back on it, getting my 
an hrax and Yell ow fever shots. We are currently finishing up the last of the 
AVA, and when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until we get a new 
lot. There are no approved lots currently available at BioPort . .. . - has been 
having us have biweekly meetings on the rPA vaccine progress, and on August 29 
I went to the Pentagon - first time there - to go to a meeting in his place on the 
vaccine. There is a real bag ofworms with a new lot ofrPA produced by the 
BDP (a private company) for NCI, who is under contract to USAMRIID. BDP 
signed a sub-contract with to produce the rPA for a human use vaccine Phase I 
trial. They were paid and they produced it. Now they are refusing to release it 
unless the Army pays some incredible sum ofmoney for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Army refuses to do that of 
course, and everything is in Limbo." 

September 15, 2001, "I am incredibly sad and angry at what happened, 
now that it has sunk in. Sad for all of the victims, their families, their friends. 
And angry. Very angry. Angry at those who did this, who support them, who 
coddle them, and who excuse them." 

September 26,2001, "Of the people in my "group," everyone but me is in 
the depression/sadness/flight mode for stress. I'm really the only scary one in the 
group. Others are talking about how sad they are or scared they are, but my 
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reaction to the WTC/Pentagon events is far different. Of course, I don't talk abo t 
how I really feel with them- it would just make them worse. Seeing how 
differently I reacted than they did to the recent events makes me really think about 
myself a lot. I just heard tonight that Bin Laden terrorists for sure have anthrax 
and sarin gas. You 

In that same September 26, 2001 email, Dr. Ivins states "Osama Bin 
Laden has just decreed death to all Jews and aU Americans"-- language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO 
NvlERICA," "DEATH TO ISRAEL." 

On October 16, 2001, in an e-mail, Dr. Ivins's coworker communicated 
the following to a former coworker, "Bruce has been an absolute manic basket 
case the last few days." 

December 15, 2001, "I made up some poems about having two people in 
one (me+ the person in my dreams): ... 

I'm a little dream-self, short and stout. 
I'm the other half of Bruce - when he lets me out. 
When I get all steamed up, I don't pout. 
I push Bruce aside, them I'm Free to run about! 

Hickory dickory Doc - Doc Bruce ran up the clock. 
But something then happened in very strange rhythm. 
His other self went and exchanged places with him. 
So now, please guess who 
Is conversing with you. 
Hickory dickory Doc! 

Bruce and this other guy, sitting by some trees, 
Exchanging personalities. 
It's like having two in one. 
Actually it's rather fun!" 

The investigation has revealed that Dr. Ivins was prescribed various psychotropic 
medications including antidepressants, antipsychotics, and anti-anxiety, for his mental health 
issues from 2000 through 2006. 

On July 18, 2007, a forensic psychiatrist completed a detailed review of Dr. Ivins 
insurance billing records for medical appointments and prescriptions. Additionally, this 
psychiatrist was provided with an overview of Dr. Ivins's social habits, interests, and obsessions. 
The forensic psychiatrist stated that based on his experience, if Dr. Ivins was the mailer, it is 
quite possible that Dr. Ivins retained some kind of souvenir or references to the mailing events. 
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Controversy concerning the anthrax vaccine 

Beginning shortly after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
was the foe us of public criticism concerning their introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001, as evident by the e-mails above, that same anthrax vaccine was having problems in the 
production phase at Bioport, a private company in Michigan responsible for manufacturing the 
vaccine. The Food and Drug Administration (FDA) had suspended further production at 
Bioport, and the U.S. government, specifically the Department of Defense, was running out of 
approved lots of the vaccine. The situation placed pressure on select staff members at 
USAMRllD, including Dr. Ivins, who were part of the Anthrax Potency Integrated Product Team 
(IPT). The purpose ofthe IPT was to assist in the resolution of technical issues that was 
plaguing Bioport's production of approved lots ofthe vaccines. 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who worked for NBC News had submitted a Freedom of Information Act 
(FOIA) requests on USAMRJID seeking detailed information from Dr. Ivins's laboratory 
notebooks as they related to the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. 
Ivins appeared angry about the request providing the following response in an e-mail: "Tell 
Matsumoto to kiss my ass. We've got better things to do than shine his shoes and pee on 
command. He's gotten everything from me he will get." 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the AVA 
vaccine for human use, production at Bioport resumed, and anthrax research at USAMRIID 
continued without interruption. As mentioned previously, one of the anthrax letters post marked 
on September 18, 2001, was addressed to Tom Brokaw, NBC News in New York. Dr. Ivins 
thereafter received "the highest honor given to Defense Department civilians at a Pentagon 
ceremony on March 14, 2003" for his work in "getting the anthrax vaccine back into 
production." 

Use of false names and fascination with sorority group linked to location of anthrax mailings 

The investigation has shown that over the past twenty-four years, Dr. Ivins was known to 
have utilized at least two Post Office Boxes to communicate with members ofthe public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person' s name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box, College Estates Station, Frederick, Maryland 21 702, was serviced by the 
Frederick Main post office, Fredetick, Maryland 21701. Analysis of the USPS shipping records 
indicate the Frederick Main received 1000 6 3/4" Federal Eagle banded envelopes on the same 
day as post offices known to have received envelopes with identical print defects as those seen 
on the envelopes used in the mailings. 

On May 14, 2007, identified four communications that it had previously received 
from Dr. Ivins. ~oes not personally know Dr. Ivins but has repeatedly corresponded with 
him by mail]. In Dr. Ivins's first letter to-dated May 8, 1982, he used the return address 
of P.O. Box 1265, Frederick, Maryland 21702. In the letters, Dr. Ivins expressed his support to 
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ustifying the practice of hazing by it's 
sorority, fKKG). 

On July 9, 2007, the Post Office Box application (PS Form 1 093) at the College Estates 
Station, Frederick, Maryland 21702, for P.O. Box 1103, in the name of Bruce E. Ivins was 
obtained. A review of the application card revealed that Dr. Ivins rented P.O. Box 1103 on 
November 12, 1993, providing a military identification and using his Maryland Motor Vehicle 
Administration Drivers License, 1-152-098-188-301 as proof of identification. Dr. Ivins 
provided an address of · MD 21702 and telephone numbers of 

listed on the P.O. Box application card to receive mail 
The last payment on the P.O. Box was made on November 13, 2004. A 

review of Change of Address records revealed that P.O. Box 1103 was closed on December 30, 
2005 and no forwarding address was provided. 

On July 30, 2007 .. was interviewed regarding P.O. Box 1103. 
personally know Dr. Ivins but has historically been familiar with his name 

.was shown the P.O. Box application and stated that it had never rented a P.O. Box anywhere 
and had never met, nor had any sociai or professional association with a Dr. Ivins. However, 

411.1 recognized the name Bruce Ivins because had previously mentioned his name . 
... indicated to that Dr. Ivins harassed it in the past, and believed that was 
frightened of Dr. Ivins, resulting from unspecified incidents that occurred prior to ... meeting 
••••••lso recalled a vandalism incident that occurred in the months prior to leaving the 
Maryland area with They had awoken one morning in their .... apartment to 
find Greek letters spray painted on the fence, sidewalk, and vehicle outside their apartment. 

A copy ofth~Police Report, ........... .. 
~ was obtained from the Records Division and provided the following information: 

On the morning of:~~~:::~=~========~ ······~' filed a report of vandalism with Police Department. 
& I advised that between 2330 and 0830 hours, unknown subject(s) sprayed the Greek 
symbols for KKG on its front fence, three (3) areas of sidewalk adjacent to its residence, and on 
the rear w:'ndow of its 1981 Honda Accord. ~dvised that its roommate, was a 
member of the sorority KKG in North Carolina four (4) years ago. 
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This incident is significant because Dr. Ivins's~ddress, after completing 
his Post Doctoral Fellowship at the UNC, I Hill in 1978 and prior to moving to Frederick 
in the 1980s, s the same town home 
community that resided and experienced the case ofKKG related vandalism 
before moving out of the state in 1983. 

On April 5, 2007, recalled that Dr. Ivins had told it that he had maintained a P.O. 
Box for the purpose of corresponding with individuals who had responded to advertisements Dr. 
Ivins had placed in possibly a newspaper or magazine. ·····~~~--···· 
••••••••••- 8 Dr. Ivins told ... hat he advertised that 
he possessed a KKG sorority handbook which contained cherished information solely reserved 
for KKG members. CW-4 believed that Dr. Ivins was advertising that he had access to 
privileged information and would be willing to share the secrets with those responding to the 
advertisements. Dr. Ivins admitted to CW-4 that he had broken into a KKG sorority house to 
steal a secret KKG handbook. CW-4 believed that Dr. Ivins had committed this alleged crime 
during his :Post Doctorate Fellowship at the UNC, Chapel Hill. 

Dr. Ivins provided CW-4 one ofhis alternate e-mail addresses as 
goldenphoenix 111 @hotmail.com. A search of the internet for postings under goldenphoenix 111 
identified the following posting dated February 20, 2007, on a website at 
www.abovetopesecret.com: 

"Wildswan, you are quite right about what you said about KKG. If people look 
hard enough and dig hard enough, have friends, relatives, perhaps financial 
resources, etc., then they can pretty much find out about whatever GLO they 
want. Kappas are noted for being lovely, highly inteBigent campus leaders. 
Unfortunately, they labeled me as an enemy decades ago, and I can only abide by 
their "Fatwah" on me. I like individual Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me since the 1960s, 
and. REALLY after me since the late 1970s. At one time in my life, I knew more 
about KKG than any non-Kappa that had ever lived. Unfortunately I've forgotten 
a lot. I've read the history ofKKG that was written several decades ago about its 
founding. Question for you: Did your chapter use the combined service, or did 
you separate your services into the "RedRoom and WhiteRoom"? did you use 
special blue or white blindfolds? You can reach me at 
goldenphoenixlll @hotmail.com ... as a phoenix rises from its ashes .. . " 

This posting is significant in that in his own words, Dr. Ivins defines the depths ofhis 
obsession and knowledge in the sorority KKG. Additionally, as previously described above, the 
letters used in the 2001 anthrax mai1ings were mailed from a blue collection box Located at 10 
Nassau Street, Princeton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, 
Princeton, New Jersey, located on the same side of the street and 60 feet to the right from the 
blue collection box. 
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ConnecJion to "4th Grad!e, Greendale School" 

The investigation into the fictitious return address on envelopes used for the second 
round of anthrax mailings, "4th GRADE," "GREENDALE SCHOOL," has established a possible 
link to the American Family Association (AFA) headquartered in Tupelo, Mississippi. In 
October 1999, AF A, a Christian organization, published an article entitled "AF A takes Wisconsin 
to court. " The article describes a lawsuit filed in federal court, by the AF A Center for Law and 
Policy (CLP), on behalf of the parents of students at Greendale Baptist Academy. The article 
focuses on an incident that occurred on December 16, 1998, in which case workers ofthe 
Wisconsin Department of Human Services went to the Greendale Baptist Academy in order to 
interview 2. fourth-grade student. The case workers, acting on an anonymous tip that Greendale 
Baptist Academy administered corporal punishment as part of its discipline policy, did not 
disclose to the staff why they wanted to interview the student. The case workers intervi wed the 
student in the absence of the student's parents and informed the school staff that the parents were 
not to be contacted. The AFA CLP filed suit against the Wisconsin Department ofHuman 
Services, citing a violation of the parents' Fourth Amendment rights. 

••••••••••••••••••••••••••• donations were made to the AFA in the name of"Mr. and Mrs. Bruce Ivins" on eleven separate occasions 
beginning on December 31, 1993. After an approximate two year break in donations, the next 
donation occurred on November 11, 1999, one month after the initia• article referencing 
Greendale Baptist Academy was published in the AFA Journal. It was also discovered that the 
subscription to the AFA Journal, in the name of"Mr. & Mrs. Bruce Ivins," at···· 
Frederick, Maryland 21702, was active until March 2005. 

Frustrations with Members of the United States Senate 

The investigation has shown that Dr. Ivins and his wife, are practicing 
Catholics. Their children are graduates of Saint John's at Prospect Han Catholic High School 
located in Frederick, Maryland. In an e-mail dated, September 26, 2001, Dr. Ivins states that 
both he and are actively involved in the church choir. On July 10, 2002, in an e-mail to a 
friend, Dr. Ivins identified his wife, £as the President of the Frederick County Right to 
Life, as well as having connections to many other pro-life/anti-abortion groups. Dr. Ivin later 
states in the same e-mail, "I'm not pro-abortion, I'm pro-life, but I want my position to be one 
consistent with a Christian." 

In 2001, members of the Catholic pro-life movement were known to be highly critical of 
Catholic Congressional members who voted pro-choice in opposition to the beliefs ofthe 
Catholic Church. Two of the more prominent members of Congress who fell in this category 
were Senator Tom Daschle, then Senate Majority Leader; and Senator Patrick Leahy, Chairman 
ofthe Senate Judiciary Committee, both recipients of the 2001 anthrax mailings. In a 
September/October 2001 newsletter from the organization Right to Life of Greater Cincinnati, 
Senator Leahy and Senator Daschle were featured in an artide entitled: Pro-Abortion "Catholic" 
Senators?, wherein a statement declares that these men should no longer be labeled Catholic and 
should be excommunicated for aiding and abetting abortion. During Task Force interviews, 12 
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staff members related that Senator Leahy is pro-choice on the issue of abortion. Three staff 
members stated that Senator Leahy was on a pro-life "hit iist" because of his stance on abortion. 

On September 26, 2001, in an e-mail to a friend, Dr. Ivins writes "The news media has 
been saying that some members of Congress and members of the ACLU oppose many of the 
Justice Department proposals for combating terrorism, saying that they are unconstitutional and 
infringe too much on civil liberties. Many people don't know it but the official ACLU p sition is 
to oppose all metal detectors in airports and schools and other public buildings. It's interesting 
that we may now be living in a time when our biggest threat to civil liberties and freedom doesn't 
come from the government but from enemies of the government. Osama Bin Laden has just 
decreed death to all Jews and all Americans, but I guess that doesn't mean a lot to the ACLU. 
Maybe I should move to Canada .... " 

On November 17, 2001, Senator Leahy's Chief of Staff, was interviewed by Task Force 
investigators. The staffer stated that Senator Leahy has drawn fire from some conservative pro
life supporters. The staffer advised that Senator Leahy and Senator Daschle were seen by some 
members ofthe public as slowing the passage of the P.A.T.R.I.O.T. Act. Senator Leahy 
reportedly was critical of the P.A.T.R.I.O.T. Act because he believed it was too far reaching and 
threatened civil liberties. The staffer also related that Senator Leahy had been criticized by 
conservatives and Republicans for resisting the appointment of Republican appointed judicial 
nommees. 

Bacillus Trace Evidence 

Experts at the FBI's Hazardous Materials Response Unit have found that trace quantities 
of Bacillus anthracis and Bacillus subtilus can be detected using biological swabbing techniques 
similar to those used by United Nations weapons inspectors. Anthrax and Subtilus spores are 
like seeds, which are surrounded by a dense shell capable of enduring extreme environmental 
conditions and temperatures remaining dormant for decades, until such time that nutrients are 
again available and the organism returns to its vegetative cycle of replication. Even when the 
viability of an anthrax or subtilus spore is destroyed by environmental or other factors, the 
genetic material of the organism will remain preserved within the dense shell ofthe spore, and 
can be detected by DNA analysis using the Polymerase Chain Reaction (PCR). 

The investigation to date has yielded a diverse array of items contaminated with anthrax 
spores from the letters, such as the previously mention mailbox at 10 Nassau Street in Princeton, 
New Jersey. The contaminated items tenaciously retain anthrax spores on their surfaces, even 
when subjected to the highs and lows of outdoor temperatures, various environmental conditions, 
and elements of the weather. The United States Postal Service had great difficulty cleaning the 
two regional postal facilities that processed the anthrax letters. Trace quantities of anthrax spores 
were found to persist in those facilities nearly two years after the attacks, despite repeated efforts 
to eliminate those spores using chlorine dioxide gas and other remediation techniques. 

Taken together, it is reasonable to believe that bacillus anthracis and subtilus spores 
residual from the September and October 2001 mailings may still persist in trace amounts inside 
the home or vehicle of the person who mailed them, even six years after the crime. Regardless 
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of their viability, the mechanics Qf the spore structure protects the DNA of the organism, which 
can be detected using PCR techniques. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search and 
forensic swabbing of the Subject Residence and Subject Vehicles may result in collection of 
evidence relevant to the dissemination of a weapon of mass destruction (anthrax) through the 
U.S. mail system in September and October 2001 in violation of I 8 U.S.C., Sections 2332a and 
1114. Specifically, there is probable cause to believe that a search and forensic swabbing of the 
Subject Residence and Subject Vehicles as described in the Attachment to this affidavit, may 
reveal laboratory, makeshift, and dual purpose equipment, or materials, supplies, and protocols 
used in preparation of the deadly anthrax contained in the letters, or may recover trace amounts 
of the non-anthracis Bacillus or the powdered anthrax material remaining in the Subject 
Residences and Vehicles, or may reoover textile fibers that match those recovered from the tape 
on the envelopes used in the anthrax mailings, or may recover hairs that match the Caucasian 
hairs recovered from inside the contaminated mail drop box in Princeton, New Jersey, or may 
produce papers, tape, pens, pencils, notes, books, manuals, receipts, financial records, 
correspond,ence, address books, maps, handwriting samples, photocopy devices, scanners, 
printers, toner or printer cartridges, photocopy exemplars, envelope bands, New Jersey 
addresses, global positioning devices, zip-code information, photographs, computer files, cellular 
phones, phone bills, electronic pager devices, other digital devices, or other documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators 
involved in the attacks. 

BaE.ed upon my knowledge, training and experience, my consultations with other criminal 
investigators, persons engaged in criminal activity frequently store, or inadvertently deposit, 
these kinds of items in their homes or automobiles and leave them on the premises for many 
years after a crime, failing to recognize their forensic value and incriminating nature. This 
conclusion is supported by trash covers that have been found in material recently discarded from 
the house. On October 15 and October 22, 2007, trash was recovered from the front of 622 
Military Road, Frederick, Maryland, including receipts from a 1995 purchase as well as other 
documents related to KKG sorority. In my experience, vehicles are often used to store 
documents, maps, receipts, and other papers related to travel that may be relevant to this 
investigation. 

Because this affidavit is part of an ongoing investigation that would be j eopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and! other related documents be filed under seal until further order of the Court. ~ /.>, 4-r 
~-( ~~. let': .,.(_ or) rl~"-e_ ~»"'"·'M.Jl Tor r;fo'I.J-'- L ~rcLt cflo~cr-,L<>:!Y 
Ill ~...._ A--6/rt:lr.A-... -r-- I +/c.u-L re.~t .... eJ-:" 7C..._ ,A.:.r,-A.Jr- ;,...... 'Tb e.y~";Q_ ~/"S 

tu<. /<~-c- =."/c.,..y-r.'-,d.?"r"" .v-J!'@_ ;ofoi(O? 
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The statements contained in this Affidavit are based in part on infonnation provided by 
FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as an FBI Special Agent. I have not included 
each and every fact known to me concerning this investigation. I have set forth only the facts 
that I believe are necessary to establish the necessary foundation for the search warrant. 

OCT 31 2007 
Sworn to before me this 
__ day of , 2007 

~~ / . . AGISTRATE JUDGE 
United States District Court 
for the District of Columbia 

DEBORAH A. ROBINSON 
U.S. MAGISTRATE JUDGE 

THOMAS F. DELLAFERA 
Postal Inspector 
United States Postal ilnspection Service 
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ATTACHMENT TO AFFIDAVIT 

The search of the Subject Propetiy and Premises wiH include a physical search and 
forensic swabbing for the items mentioned in the text of the search warrant, including more 
specifically the following: 

1. Any assembled or unassembled Biological Threat Agent (BT A), or trace thereof, and 
any BTA weapon, and/or any incendiary, radiological, nuclear, chemical or booby trap device. 

2. Laboratory equipment used in the production/replication of biological threat agents 
including, but not limited to agar or liquid growth media, media components, anti-foaming 
agents, animal droppings or carcasses, autoclaves, bleach, blenders, live animals and materials 
for their care, cylinder of nitrogen or oxygen, soil, dimethylsulfoxide (DMSO), fermentors, 
grinders, home brewing kits, incubators, inoculating loops, mechanical stirrers/paint stirrers, 
microscopes, microwave for making homemade agar plates, mortar/pestle, milling devices, 
ovens, Petri dishes/improvised glass/plastic cook dishes, pipettes, pressure cookers, Q-tips, roller 
flasks, rubber gaskets/seals, screens, sieves, sodium hydroxide, stains/inks/dyes used to identify 
BTAs, sterilization equipment (Bunsen or alcohol burners/butane torches), swabs, test tubes, 
tissue cult re flasks, virus flasks, and other materials. 

3. Personal Protective Equipment/Safety Equipment including, but not limited to, 
biosafety hoods and cabinets (commercial or homemade), masks (surgicaUdust!HEPA), exhaust 
vents, filters (HEPA), gloves, lab coats, mechanical fans, safety glasses/goggles, shoe covers, 
soap, tubing pipes, and vinegar. 

4. Items used in the weaponization!delivery of biological weapons including, but not 
limited to pens, tape, paper, scissors, envelopes, target addresses, aerosol canisters, agricultural 
or garden sprayers, acetone or other drying agents, baby powder, baking powder, baking soda, 
boxes, commercial/industrial powders, copier toner/printer and/or toner/inks, compressed air or 
other gas systems, cornmeal, cornstarch, explosive, hypodermic syringes/needles, jars or flasks 
with gauze on top, oatmeal, powdered milk, salt/pepper, spray bottles, squirt guns, stamps, sugar, 
talcum powder, and other materials. 

5. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related paperwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe production, weaponization, and delivery techniques, directions, maps, diagrams, and 
blueprints of delivery or target locations, communication which would include but not be limited 
to handwritten notes and drawings, memos and photographs, which would include descriptive 
information such as telephone numbers, addresses, affiliations and contact points of individuals 
involved in a conspiracy to acquire, refine, alter, transport, and/or use a biological weapon. Note 
that such documentary material described herein may be in printed or electronic form such as, 
but not limited to, computer disks. Such computerized and other electronic material would 
constitute contraband, fruits, instrumentalities or evidence of the offenses enumerated herein and 
in the attached affidavit for search warrant. 

[1 ] 
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6. Publications or other written materials evidencing knowledge of federal laws 
including those related to biological weapons and other weapons of mass destruction. 

7. Photographs, newspapers, or magazine clippings, travel information, brochures, maps, 
hotel receipts, rental receipts, notes, ledgers, phone numbers, toll records, address books (which 
may be in printed or electronic format), hand-held electronic memo-type notebooks, scanners, 
commercial transportation receipts, and firearms, ammunition, firearms owners identification 
documents and/or permits and licenses, digital or other types of pagers and all alpha and/or 
numeric data/message stored therein, cellular phones, cordless telephones and their base units, 
caller identification units and all alpha-numeric information and data stored therein, biological 
weapons/agent formulas, biological weapons/agents, and/or recipes, all of which related to the 
construction of biological weapons, or plans to produce, conceal, or use such devices or agents or 
indicated possible confederates involved or possible targets of such weapons. 

8. Any notes, correspondence, memoranda, writings or other documents, regardless of 
storage media, which relate to the production or refinement of biological weapons (including 
anthrax bacteria/spores), or plans to produce, conceal or use such weapons, which items concern, 
among other things, rental agencies, storage facilities, biological/chemical suppliers or outlets for 
necessary biological equipment. Examples of such writings include, but are not limited to, those 
that evidence biological weapons production or predisposition such as sales receipts, invoices, 
shipping records, literature that relates to biological weapons-making or the production of 
biological materials, electronic addresses of sites with biological agent/weapons-making 
information and stored electronic communications, computer passwords or codes, delivery 
devices, a d material from which biological weapons can be made from related chemicals and 
materials. 

9. Bank documents and other records and documents pertaining to the expenditure of 
funds for illegal activities, assets and funds used to facilitate illegal activities and assets and 
funds obtained from the conduct of illegal activities. 

10. Cellular and telephone records. 

11 . Keys, records, or other information pertaining to storage facilities, safety deposit 
boxes or other locations where assets or contraband may be stored. 

12. Books, videos, pamphlets and any other written, audio, video media advocating 
production, refinement, distribution of biological weapons or other acts of violence or 
criminality. 

13. Destructive devices, weapons of mass destruction or their components or parts and 
any written medium pertaining to their design, use, operation, function, capabilities or other 
attributes. 

14. Records, documents, notes, or other material indicating the use of aliases or false 
identities including birth certificates, driver ' s licenses, photographs, travel documents or 
passports and miscellaneous items such as permits, registrations, certificates, licenses, and 
badges of all types. 

[2] 
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15. Computer hardware, computer software, computer-related documentation, computer 
passwords and data security devices, records, documents, photos, and materials use to 
communica.te, both written, electronic mail, and by any other means directed either to/from 
subject. 

a. Computer hardware is defined as any computer equipment including any electronic 
devices which are capable of analyzing, collecting, converting, creating, displaying, or 
transmitting electronic, magnetic, optical computer impulses or data. These devices include, but 
are not limited to, computers, computer components, computer peripherals, data-processing 
hardware (such as CPUs, memory typewriters, and self-contained laptop or notebook 
computers), encryption circuit boards, internal and peripheral storage devices (such as fixed 
disks, external hard disks, floppy disk drives and diskettes, tape drives and tapes and optical 
storage devices), peripheral input/output devices (such as keyboards, printers, scanners, plotters, 
and video display monitors), related communications devices (such as modems, cables and 
connections, recording equipment, Random Access memory (RAM) or Read-Only memory .. 
(ROM) units, automatic dialers, speed dialers, programmable telephone dialing or signaling 
devices, and electronic tone gathering devices), as well as devices, mechanisms, or parts that can 
be used to restrict access to such hardware (such as physical keys and locks.) 

b. Computer software is defined as any instructions or programs stored in the form of 
electronic, magnetic, or optical media which are capable of being interpreted by a computer or its 
related components. These items include, but are not limited to, operating systems, application 
software, utility programs, compilers, interpreters, and communications software, as well as 
software used to communicate with computer hardware peripherals, either directly or indirectly 
by telephone lines, radio, or other means of transmission. Computer software may also include 
certain data, data fragments, or control characters integral to the operation of the computer 
software. 

c. Computer-related documentation is defined as any written, recorded, printed, or 
electronically-stored material which provides instructions or examples concerning the operating 
of a computer system, computer software, and/or any related device, including but not limited to, 
user agreements, software manuals, and operating procedure guidelines. Such documentation 
may also include material which explains or illustrates the configuration or use of any seized 
hardware, software, or related item. 

d. Computer. passwords and data security devices are defines as all those devices, 
programs, or data - whether themselves or in the nature of hardware or software - that can be 
used, or is designed for use to restrict access to, or facilitate concealment of, any computer 
hardware, software, computer-related documentation, electronic data, records, or materials 
within the scope of this application. These items include, but are not limited to, any data security 
software or information (such as test keys and encryption codes), similar information that is 
required to access computer programs or data or to otherwise render programs or data into usable 
fonn. 

e. Records, documents, and materials, as used above, includes all the forgoing items of 
evidence in whatever form and by whatever means such records, documents, or material, their 
drafts, or their modifications may have been created or stored, including, but not limited to, any 

[3] 
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handmade orm (such writing or drawing), any photographs or negatives, any mechanical form 
(such as printing or typing) or any electrical, electronic, magnetic, or optical form (such as 
floppy diskettes, hard disks, CD-Roms, optical disks, printer buffers, smart cards, thumb drives, 
memory calculators, electronic dialers, or electronic notebooks), as well as printouts or readouts 
from any storage devices. 

f. The term electronic mail is defined as any communications, including, but not limited 
to, the transfer of signs, signals, writing, images, sounds, data, or intelligence, previously 
received, transmitted, or stored, or prepared in contemplation of transmission, or any 
communications in the process of being received or transmitted, whether stored on any electronic 
media named above or held in temporary, intermediate storage incidental to transmission. 

16. Any notes, correspondence, memoranda, writings, address books, documents or other 
materials, regardless of storage media, which establish an evidentiary link to (1) the particular 
envelopes and photo-copied letters used in the crime, including samples of documents photo
copied around that time period, (2) the location from which the attack letters were mailed in 
Princeton, New Jersey, including but not limited to materials relating to the KKG sorority 
associated with the particular mailbox from which the anthrax letters were sent, and any other 
materials linking Ivins or his family or associates to the Princeton area, (3) the return address on 
the envelopes used in the attacks, including any materials relating to "Greendale" schools, "4111 

grade", "Franklin Park," and postal zip code "08852" and zip code directories; ( 4) the victims to 
whom each of the attack letters were mailed, including but not limited to materials relating to 
NBC, New York Post, reporters Gary Matsumoto and Tom Brokaw, the National Enquirer and 
other publications of American Media Incorporated, letters to the editor, and any member of the 
United States Congress; (5) a possible motive to commit the attacks in 2001, including but not 
limited to materials relating to the anthrax vaccine, Gulf War Syndrome, bioterrorism issues, the 
former bio-weapon program at Ft. Detrick, the bio-defense program at USAMRIID, any vendetta 
against the KKG sorority or sororities in general, dislike for members of the press or members of 
Congress, and (6) plans or attempts to obstruct justice or otherwise mislead Task Force 
investigators ·on this case, including materials relating to the submission of false evidentiary 
samples, how to defeat a polygraph, the purchase or use of any electronic eavesdropping or 
counter-surveillance devices including computer software, spyware or other services, 
investigative counter-measure materials and detection devices, materials relating to the 
cooperating FBI sources mentioned in this affidavit, and the purchase of weapons; stun-guns, 
taser-guns, and ballistic vests. 

[4] 
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AO 109 (2/90) Seizure Warrant 

RETURN 

DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WITH 

( 
INVENTORY MADE IN THE PRESENCE OF r { 

) 11 . ..;/c- ('' ,4. ...>~e.'(. e... 

INVENTORY OF PROPERTY SEIZED PURSUANT TO THE WARRANT 

0 fi/v I Te IIY' J ·1 "'- te Y' 

0 

CERTIFICATION 

I swear lhat this inventory is a true and detailed account of the property seized by me on the warrant. 

/ I 

Sub"<ibod, •worn to, '"d cotumod b~: d•tor~ 

U.S. J,dgo oc U.S. ~ J•dgo 

FILED 
NOV a~ 2007 

NANCY MAYER WHITTINGTON CLERK 
U.S. DISTRICT couwr' 
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II 

A0106(Rev . ~;/85) Affidavit for Search warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA F I LED 

ocr 3 t 2007 
In the Matter of the Search of 

NANcY MAYER WHITTINGTON CLERK 
U.S. DISTRICT COURT' , 

1996 Dodge van, red in color, 
bearing VIN 
registered to •••••••• 
at.__, Frederick, MD 

APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 

CASE N1JMBER: 0 r. -5 2 7 - M - 0 1 

-~T.::.h,.,o~m,=a~s-"'F'-'.-'D=el~l~a~fe~r'-"a~---- being duly sworn depose and say: 

I am a(n) Postal Inspector with the U.S. Postal Inspection Service and have reason to believe 
(Official Title) 

that D on the person of or 181 on the property or premises known as (name, description and or location) 

1996 Dodge van, red in color, bearing VIN 
a , Frederick, MD 

, Clerk 

in the Distn:ct of Maryland, there is now concealed a certain person or property, T---. ..,-'" 
trace quantities of Bacillus anthracis or simulants thereof, hairs, textile 
in preparation of select agents, papers, tape, pens, notes, books, manuals, records of any type, 
correspondence, address books, maps, handwriting samples, photocopy samples, photographs, computer ftles, 
cellular ,phones, phone bills, electronic pager devices, other digital devices, or other documentary evidence. 

which is (state one or more bases for search and seizure set forth under Rule 4l(b) of the Federal Rules of Criminal Procedure) 

evidence n~levant to the commission of an act of terrorism, to include the use of a weapon of mass destruction 
(anthrax) ~:nd the murder and attempt to murder officers and employees of the United States 

in violation of Title .JJL United States Code, Section(s) 2332a and 1114 . The facts to support a fmding of Probable 
Cause are a> follows: 

SEE ATTACHED AFFIDAVIT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY RESTATED HEREIN 

Continued on the att"hed 'heet and made a part hereof. r8l :~n 3 . 
Kenneth C. Kohl, AUSA -rC--~ 
U.S. Attorney's Office, Washington, DC Stgnature of Affiant 

(202) 616-2139 Thomas F. Dellafera, Postal Inspector 
United States Postal Inspection Service 

S"'~~ be file me, and subscribed in my presence 

.uvr ~: 2007 
Date 

DEBORAH A ROBINSON 
U.S. IMGISTRATE JUDGE 

Name and Title of Judicial Officer 

at Washington, D.C. (pursuant to the domestic terrorism search 
warrant provisions of Rule 41 (b )(3)) 

DEBORAH A. R . H~..., ...... , " 

Wl.~TEJUDGE 
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A093(Rev.5/85)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

1996 Dodge van, red in color, 
bearin1~ VIN 
reeisteJred to 

SEARCH WARRANT 

CASE NUMBER() 7 - 5 2 7 - M - 0 1 

TO: Posta) Inspector Thomas F. Dellafera and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Postal Inspector Thomas F. Dellafera who has reason to believe 
that D on the person or 181 on the premises known as (name, descnption and or locatlon) 

1996 Dodge van, red in color, bearing VIN········· registered to~········ 
at Frederick, MD 

in the District of Maryland there is now concealed a certain person or property, namely (descnbe the person or property) 

trace quantities of Bacillus antbracis or simulants thereof, hairs, textile fibers, lab equipment or materials 
used in preparation of select agents, papers, tape, pens, notes, books, manuals, receipts, financial records of 
any type, correspondence, address books, maps, handwriting samples, photocopy samples, photographs, 
computer files, cellular phones, phone bills, electronic pager devices, other digital devices, or other 
documentary evidence. 

l am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property :;o described is now concealed on the person or premises above-described and establish grounds for the 
issuance of this warrant. j 
YOU ARE HEREBY COMMANDED to search on or before tJ()\[ f~L Y ~ , '245D 1-

/ (Date) 7 
(not to ex.::eed 10 d_!Xs) the person or place named above for the oer~ or property specified, serving this warrant and 
making the search U (in the daytime-6:00A.M. to 10:00 P.M.) G'(at any time in the day or night as I find reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and prep<l!e a written inventory of the person or pr nY seizJid and promptly 
return this warrant to the undersig d U.S. ~ge!U.S. Magistrate Judge, as required by Ia flllea ~t.ate.s Dlstnct Court 

""r·"l ~ }l 1M"~ ID , ~ or thi District ot Columbia 
'-\,lq_p itJ -UU ' L- · AT '"'OPY 

Date and Tune Issued in Washington, DC pursuant t NANC MAV WHl NGTON, Clerk 
the dome:aic terrorism search warrant provisions 
of Rule 41 (b)(3) 

:JalOHAH A, Rub.: . . _ 
i!J3. ijAGISIBATf JUOGf 

Name and Tttle of Judictal Officer 

JfdOAAH A. RU61N~LJ'" 
U.S. MAGISTRATE JUOQE 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Thomas F. Dellafera, being duly sworn, depose and say: 
0 7. .. 5 2 7 - t.t - 0 1' 

I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 
approximately twenty-one years. I am authorized to investigate crimes involving violations of 
Title 18 U.S.C. Section 2332(a) and 1114. 

This affidavit is respectfully submitted, pursuant to the terrorism search warrant provision 
found at Rule 41 (b )(3) of the Federal Rules of Criminal Procedure, in support of an application 
for a warrant to search the following premises and vehicles: 

(1) Frederick, Maryland, a single family residence. The residence 
has white painted wood siding, with a white front door that is located on the right 
side of the front of the home. The front door has an exterior storm door. Left of the 
front door are two windows cased with red shutters. A black railing leads up several 
stairs to the front door where the number~ are indicated in black above the 
door. The search will include a large white shed; with peeling paint, that is located 
on the rear of the property. Bruce Edwards Ivins purchased the house····· 
Investigation has disclosed the property has been his principle residence since 
September, 2001. 

(2) Automobile #1: a vehicle with Maryland registration- expiration 
02/11/2009, and Vehicle Identification Numbe The vehicle 
is described as a 2002 Saturn SLl, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 9/13/2002 and has been the sole owner, and is the primary user. 

(3) Automobile #2 : search a vehicle with Maryland registration- expiration 
06/25/2008, and Vehicle Identification Number The vehicle 
is described as a 1993 Honda Civic, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, :MD. Bruce Edwards Ivins purchased 
the vehicle 12/02/1999 and has been the sole owner. The vehicle is primarily used by 
Ivins's wi and is driven on occasion by Bruce Edwards Ivins. 

(4) Automobile #3: A warrant to search a vehicle with Maryland registration
expiration 07/01/2009, and Vehicle Identification Numbertl•••••••llli 
The vehicle is described as a 1996 Dodge van, red, and is registered to•••••• 

· k, MD. purchased the vehicle 
10/1711996, and the vehicle is driven on occasion by Bruce Edwards Ivins. 

(5) Safe Deposit Box #48, located at Farmers & Mechanics Bank, Branch #1, 1305 West 
ih Street, Frederick, Maryland 21702. The box was ori~ 06/12/1990, 
and is subscribed to Bruce E. Ivins and of-Frederick, 
Maryland 21702. Available records indicate Bruce E. Ivins and accessed 
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the box during the period 12/07/2004- 07/20/2007. Access records previous to 
12/07/2004 no longer exist. 

As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon of Mass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation of Title 18, United States Code, 
Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 

Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force") investigation of the anthrax attacks has led to the identification of Dr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Army Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD, as a person necessitating further investigation for several reasons: 
(1 ) At the time of the attacks, he was the custodian of a large flask of highly purified anthrax 
spores that possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night laboratory work 
hours around the time of both anthrax mailings; (3) Ivins has claimed that he was suffering 
serious mental health issues in the months preceding the attacks, and told a coworker that he had 
"incredible paranoid, delusional thoughts at times" and feared that he might not be able to 
control his behavior; ( 4) Ivins is believed to have submitted false samples of anthrax from his lab 
to the FBI for forensic analysis in order to mislead investigators; ( 5) at the time of the attacks, 
Ivins was under pressure at work to assist a private company that had lost its FDA approval to 
produce an anthrax vaccine the Army needed for U.S. troops, and which Ivins believed was 
essential for the anthrax program at USAMRJID; and (6) Ivins sent an email to
••••••• a few days before the anthrax attacks warning her that "Bin Laden terrorists 
for sure have anthrax and sarin gas" and have 'just decreed death to all Jews and all Americans," 
language similar to the anthrax letters warning "WE HAVE THIS ANTHRAX ... DEATH TO 
AMERJCA ... DEATH TO ISRAEL." 

The Task Force submits that a search and forensic swabbing of the Subject Residence and 
Subject Vehicles may reveal forensic or documentary evidence that will assist the investigation 
by linking Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators involved in 
the attacks. The search is for laboratory equipment, tape, ink, paper, textile fibers, Caucasian 
hair, trace bacillus spores, handwriting samples, photocopy samples, and all relevant documents, 
notes and records in various formats, as more fully described in the Attachment to this affidavit. 

Factual Backgr_ound 

In September and October, 2001, at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the District of Columbia, New York City, and 
Boca Raton, Florida, in violation of Title 18, United States Code, Section 2332(a), which 
prohibits the use of a Weapon of Mass Destruction. Bacillus anthracis is a W,eapon of Mass 
destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 

2 
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States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Co]Utmbia. Each of the envelopes contained a handwritten note referencing "9-11-0 1" 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA. DEATH TO ISRAEL. ALLAH IS GREAT." The two letters addressed to 
Capitol Hill had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and the 
other eleven people suffered cutaneous anthrax (contracted through the skin). Five of the 
inhalational victims eventually died from their infection: (1) Robert Stevenson, 63, photo editor, 
American Media Inc., Boca Raton, Florida, died on 10/5/2001; (2) Thomas L. Morris, Jr., 55, 
postal worker, rentwood Post Office, Washington, D.C., died on 10/21/2001; (3) Joseph P. 
Curseen, Jr., 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001; 
(4) Kathy T. Nguyen, 61 , hospital employee, New York City, died on 10/3112001; and (5) Ottilie 
Lundgren, 94, Oxford, CT, died on 11/2112001. Another 31 persons tested positive for exposure 
to anthrax spores. All of the exposures and cases of infection are attributed to the anthrax 
mailings, based. on their timing, their location, the place of employment of each individual 
infected, and the identity of the strain of anthrax found in each letter and in the bodies of the five 
deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in tht;: letters and compared it to body fluid samples collected from the five decedents. 
The CDC has .etermined that the strain of Bacillus anthracis found in each of the decedents' 
bodies is the same strain of anthrax found in the threat letters mentioned above. This particular 
strain is commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires particular laboratory equipment 
such as a lyophilizer or other drying device, biological safety cabinet or other containm ent 
device, incubator, centrifuge, fermentor, and va1i ous personal protective gear, described more 
fully in the Attachment to this affidavit. 

Determination of Origin of Anthrax Contained in 2001 Mailings 

The mail attacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark dates of the recovered letters. Letters used in the first attack were 
postmarked on 09/18/2001 and were focused to media establishments located in the New York 
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area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, DC. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted nwnerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the Post and Brokaw letters versus the Senator 
Leahy and Senator Daschle letters reveals obvious differences. The spore powders recovered 
from the Post and Brokaw letters were granular and multicolored in consistency, while the 
Senator Leahy and Senator Daschle letters contained fine spore powders that were uniform in 
color. 

Microscopic examination of the evidentiary spore powders recovered from all four letters 
identified an elemental signature of Silicon within the spores. This Silicon signature had not 
been previously described for Bacillus anthracis organisms. 

Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (i.e. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 2001 mailings, serve to provide a "DNA fingerprint" which can, 
and has been used to investigate other Ames isolates collected from laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, sixteen domestic government, commercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories prior to the 
attacks were identified. 

received Ames strain Bacillus anthracis isolates or samples aU sixteen domestic 
laboratories, as well as, from laboratories in Canada, Sweden, and the United Kingdom. AH 
total, the Task Force has obtained more than 1000 isolates of the Ames strain of Bacillus 
anthracis from these laboratories and archived these isolates in the FBI Bacillus anthracis 
Repository (hereinafter "FBIR"). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than l 000 FBIR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR-1 029. 

4 
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RMR -1 029 was stored in the B3 biocontainment suite within Building 1425 of the United States 
Army Medical Institute of Infectious Diseases (USAMRllD), Fort Detrick, Maryland. Access to 
the suite is afforded only to those personnel who are approved by the USAMRIID Security, 
Safety, and Special Immunizations Program to have the required background check, training, and 
medical protec·ion (vaccination or personal protective equipment (PPE)). Dr. Bruce Ivins has 
unrestricted access to the suite and has been the sole custodian of RMR -1029 since it was first 
grown in 1997. 

Bacterial contaminant found in attack letters 

Both of the anthrax spore powders recovered from the Post and Brokaw letters contain 
low levels of a bacterial contaminant identified as a strain of Bacillus subtilis. The Bacillus 
subtilis contaminant has not been detected in the anthrax spore powders recovered from the 
envelopes mailed to either Senator Leahy or Senator Daschle. Bacillus subtilis is a non
pathogenic bacterium found ubiquitously in the environment. However, genomic DNA 
sequencing of 1the specific isolate of Bacillus subtilis discovered within the Post and Brokaw 
powders reveals that it is genetically distinct from other known isolates of Bacillus subtilis. 
Analysis of the Bacillus subtilis from the Post and Brokaw envelopes revealed that these two 
isolates are identical. 

Phenotypic and genotypic analyses demonstrate that the RMR-1 029 does not have the 
Bacillus subtilis contaminant found in the evidentiary spore powders, which suggests that the 
anthrax used in the letter attacks was grown from the material contained in RMR-1 029 and not 
taken directly from the flask and placed in the envelopes. Since RMR-1029 is the genetic parent 
to the evidentiary spore powders, and it is not known how the Bacillus subtilis contaminant came 
to be in the Post and Brokaw spore powders, the contaminant must have been introduced during 
the production of the Post and Brokaw spores. Taken together, the postmark dates, the Silicon 
signature, the Bacillus subtilis contaminant, the phenotypic, and the genotypic comparisons, it 
can be conclu ed that, on at least two separate occasions, a sample of RMR-1 029 was used to 
grow spores, dried to a powder, packaged in an envelope with a threat letter, and mailed to the 
victims. 1 

Envelopes used in the anthrax attacks 

In the 2001 anthrax attacks, four envelopes were recovered. The four envelopes were 
all 6 % inch federal eagle envelopes. The "federal eagle" designation is derived from the postage 
frank in the upper right-hand comer on the envelope which consists of the image of an eagle 
perched on a bar bearing the initials "USA." Underneath the lettering is the number "34," which 
denotes the postage value of 34¢. The eagle, lettering, and denomination are referred to as the 

1 As the Court may recall from its review, during the course of this six year investigation, the Task Force has from 
time to time obtamed search warrants, supported by affidavits establishing probable cause, for the residences and 
vehicles of other individuals · · e.g . 

........... liiiiiiiiiiiiliiiill. All prior searches in this investigation were conducted be the 
Task Force developed the genetic assays to the identification ofRMR 1029 at USAMRIID as the genetic 
parent of the anthrax used in the 200 1 letter attacks. 
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indicia. The eagle and the bar are stamped in blue ink, while the denomination is stamped in 
grey ink. Approximately 45 minion Federal eagle 6 %"envelopes were manufactured by 
Westvaco Corporation (now known as MeadWestvaco Corporation) of Williamsburg, 
Pennsylvania, between December 6, 2000 and March 2002. These Federal eagle 6 %"envelopes 
were manufactured exclusively for and sold solely by the U.S. Postal Service between January 8, 
2001 and June 2002. 

Subsequent to the attacks, an effort was made to collect all such envelopes for possible 
forensic examination, including the identification of defects that occur during the envelope 
manufacturing rocess. As a result of this collection, envelopes with printing defects identical to 
printing defects identified on the envelopes utilized in the anthrax attacks during the fall of2001 
were collected from the Fairfax Main post office in Fairfax, Virginia and the Cumberland and 
Elkton post offices in Maryland. The Fairfax Main, Cumberland, Maryland, and Elkton, 
Maryland post offices are supplied by the Dulles Stamp Distribution Office (SDO), located in 
Dulles, Virginia. The Dulles SDO distributed "federal eagle" envelopes to post offices 
throughout Maryland and Virginia. Given that the printing defects identified on the envelopes 
used in the attacks are transient, thereby being present on only a small population of the federal 
eagle envelopes produced, and that envelopes with identical printing defects to those identified 
on the envelopes used in the attacks were recovered from post offices serviced by the Dulles 
SDO, it is reasonable to conclude that the federal eagle envelopes utilized in the attacks were 
purchased from a post office in Maryland or Virginia. 

Of the sixteen domestic government, commercial, and university laboratories that had 
virulent RMR -1029 Ames strain Bacillus anthracis material in their inventory prior to the 
attacks, only one lab was located in Maryland or Virginia, where the relevant federal eagle 
envelopes were distributed and sold by the U.S. Postal Service: the USAMRIID facility at Fort 
Detrick, MD. 

Tape, Ink, and Fiber Trace Evidence 

A11 four of the envelopes containing these letters were taped along the seams with 
transparent tape. Due to striation patterns placed on transparent tape as part of the manufacturing 
process, it is sometimes possible to match a piece of suspect tape with the tape roll from which it 
originated. According to FBI Laboratory experts, the envelopes were addressed with a pen 
which dispenses fluid-like ink, rather than the ink typicaily found in a ball point pen. Due to the 
distinguishing characteristics of ink, which vary by manufacturer, it is sometimes possible to 
match ink wribng with the pen or brand of pen used to apply it. Forensic analysis of the tape 
attached to the four envelopes has identified eight different types of fiber attached to the tape: 
black cotton, black wool, black nylon, brown polyester, blue wooi, yellow acrylic, red cotton, 
and red acrylic. 

Identification of Collection Box at 10 Nassau Street 

Information gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 

6 

014505Anthrax Page 345 of 639



SearchWarrant-07-527M-03.pdf

I • 

Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. Further forensic examination of the 
contaminated mailbox recovered a number of Caucasian human hairs from inside the box, which 
are suitable for comparison. 

Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRIID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus rmthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate of Philosophy (Ph.D.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University ofNorth Carolina (UNC), Chapel Hill. 

A review ofUSAMRIID records, laboratory notebooks, written protocols, and 
professional publications has shown that Dr. Ivins has worked with Bacillus anthracis at 
USAMRIID since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge ofvarious anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importance of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins produced 
large batches of Bacillus anthracis which were required for such challenges - tests in which 
vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years of working in the laboratories ofUSAMRIID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall 2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area, and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

Unexplained late night laboratory access 

USAMRIID containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of 
laboratories used by USAMRIID Bacteriology personnel for research on dangerous animal and 
human pathogens. The flask identified as RMR-1029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
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door to the cold-side change room, which is secured by a magnetic-lock. A central security 
system monitors and records a time stamp for each SAC badge and keypad request. 

A review ofDr..lvins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His 
regular working hours on average consisted of a 7:30a.m. to 4:45p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001; however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 hot Suite. 

The following depicts the comparison of Dr. Ivins's total hours spent at night, after 6 
p.m., in Suite B3 during the years 2000 and 2001: 

35 

30 

25 

~ 20 = = 15 
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0 

Night Hours in Suite B3 

I• 2ooo • 2001 1 

Jan. Feb. Mar. Apr. May June July Aug. Sept. Oct. Nov. Dec. 
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The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the Post and Brokaw letters to New York which 
began at 5:00p.m. Monday, September 17,2001 and ended at noon on Tuesday, September 18, 
2001. Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive 
evening shifts :. rior to the mailings with time spent in Suite B3: 

D ay D · ate T' . B 'ld' 1425 1me m Ul mg T t l T' . B3 o a tme m 

Friday September 14 8:54p.m. to 12:22 a.m. 2 hours 15 minutes 

Saturday September 15 8:05 p.m. to 11 :59 p.m. 2 hours 15 minutes 

Sunday September 16 6:38 p.m. to 9:52 p.m. 2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25 . 
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The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opporhmity for the mailing of the Daschle and Leahy letters to Washington, D.C. 
which began 3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 
2001. Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of 
the following times in building 1425 with time spent in Suite B3: 

J) av D t ae T" . B "ld" 1425 T 1 T" . B3 tme m Ut mg ota .une m 
Friday September 28 7:16p.m. to 10:59 p.m. 1 hour 42 minutes 
Saturday September 29 8:02p.m. to 11:18 p.m. l hour 20 minutes 
Sunday September 30 9:53 p.m. to 12:04 a.m. l hour 18 minutes 
Monday October 1 9:14p.m. to 10:43 p.m. 20 minutes 
Tues:day October 2 7:24p.m. to 9:39p.m. 23 minutes 
Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 
Thursday October 4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 
Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again untii October 9, for 15 
minutes, and then October 14, for 1 hour and 26 minutes. 

The investigation has also analyzed the daily schedules, work areas accessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different than those ofthe other researchers, in that he was frequently in Suite B3, where R.M.R-
1 029 was kept, late at night and on weekends when no other researchers were present in Suite 
B3. Additionally, while Dr. Ivins_ was in Suite B3 at night, no other USAMRIID employee was 
present. 

On March 31, 2005, Dr. Ivins was asked by Task Force investigators about his access to 
B3 and could .provide no legitimate reason for the extended hours, other than "home was not 
good" and he went there "to escape" from his life at home. A review of Dr. Ivins's and co
workers's laboratory notebooks and projects at the times in question was conducted. The 
investigation detem1ined that Dr. Ivins's role in the experiments were minimal, and did not 
justify the time he spent in B3. Dr. Ivins has admitted to investigators that the research he was 
conducting in 2001 did not require, and does not explain, his late night hours in the B-3 
laboratory armmd the time period of the anthrax mailings. 

Since producing anthrax spore preparations was one of Dr. Ivins's principal 
responsibilities at USAMRIID, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRJID afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and letters used in the Fall 2001 attacks. 
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Failure to cooperate in providing laboratory samples 

- -

- - -

Dr. Ivins provided two sets of samples of Ames anthrax to 
the FB[ which he represented to FBI were drawn from RMR-1029. In the first submission in 
February 2002,. Dr. Ivins failed to follow the protocol Dr. Ivins was 
subsequently notified that the February 2002 samples were unusable due to his failure to follow 
the protocol. A second set of samples, labeled "Dugway Ames spores - 1997" was provided to 
the FBIR by Dr.Ivins in April of2002. Dr. Ivins declares that he uses the terms "Dugway Ames 
spores - 1997" and RMR-1029 interchangeably, as they are the same flask of material. Both of 
the April RMR-1 029 samples were submitted for genetic testing and found to be negative for the 
presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suite B3 at 
USAMRIID and identified additional Ames samples of Dr. Ivins's and others that had not been 
submitted as part of the above mentioned-.w-esponse. Dr. Ivins submitted slants 
prepared from the newly identified samplestO""the'TBIR on April 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1 029 flask itself. All ofthe 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

On June 17,2004, RMR-1029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submission were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1 029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31, 2005, Dr. Ivins was informed that the slants of RMR-1 029 material, he 
provided to the FBIR on Apri l 10, 2002 ere found 
to be genetically distinct from the anthrax contained in the attack letters, and from anthrax 
material recovered by the FBI from the RMR-1029 flask seized from Dr. Ivins' lab on April 7, 
2004. Dr. Ivir.s was confronted with this and was asked to explain why he did not submit the 
genetically positive sample which was clearly responsive Dr. Ivins was 
adamant in his response that there had been no omission from his submission, and he 
insisted that he had provided RMR-1 029 to the FBI in his second submission of samples in April 
2002. 
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)(now ledge that his stock of anthrax matched the anthrax used in the attack 

On March 31, 2005, when Dr. Ivins was informed by FBI agents that RMR-1 029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year ago, FBI Special 
Agent Darin Steele told him that RMR-1029 matched the evidence. 

SA Stede denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR-1029 submission provided by Dr. Ivins in April2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and RMR 
1029, until after the June 17, 2004 submission and subsequent laboratory analysis. 

When interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months after the letter attacks, he was aware that his stock of anthrax, RMR- I 029, exhibited 
unique morphological similarities to the anthrax used in the attacks, and that he allegedly learned 
this information from three coworkers at USAMRIID who participated in the forensic analysis of 
the anthrax in the letters. Each of those three coworkers was interviewed by the Task Force, and 
deny disdosing such information to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has be.en repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions, did Dr. Ivins ever indicate he had knowledge that RMR-1029 
had phenotypic: simi'larities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1029. To the contrary, Dr. Ivins repeatedly claimed that the anthrax 
used in the attacks resembled that of another researcher at USAMRIID and were dissimilar to the 

. Bacillus anthracis Ames organisms maintained in his laboratory, which included RMR-1029. 

Mental health issues and possible motive 

The investigation has shown that in 2000 and through the mailings in 2001, Dr. 
Ivins had mental health issues. Dr. Ivins's mental health issues came to the attention of 
investigators while reviewing e-mails ofUSAMRIID researchers. Through thee-mails it 
was determined that Dr. Ivins was undergoing significant stress in both his home and 
work life. The mental health issues and stress were significant to the extent that Dr. Ivins 
sought professional help from a psychiatrist and was immediately prescribed medication 
that started in February 2000. 

The following are excerpts from e-mails dated April 2000 through December 2001, from 
Dr. Ivins to a friend regarding work, home, state of mental health, and use of medication 
(emphasis are as they appeared in thee-mails): 

April 3, 2000, "Occasionally I get this tingling that goes down both arms. 
At the same time I get a bit dizzy and get this unidentifiable "metallic" taste in my 
mouth. (I'm not trying to be funny, · It actually scares me a bit.) Other 
times it's like I'm not only sitting at my desk doing work, I'm also a few feet away 
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watching me do it. There's nothing like living in both the first person singular 
AND the third person singular!" 

June 27, 2000., "Even with the Celexa and the counseling, the depression 
episodes still come and go. That's unpleasant enough. What is REALLY scary is 
the paranoia .. .. Remember when I told you about the "metallic" taste in my 
mouth that I got periodically? It's when I get these "paranoid" episodes. Of 
course I regret them thoroughly when they are over, but when I'm going through 
them, it's as ifl'm on a passenger on a ride .... Ominously, a lot of the feelings 
of isolation .- and desolation - that I went through before college are returning. I 
don't want to relive those years again. . . . I've been seeing the counselor once a 
week." 

June 28, 2000, "Apparently Gore (and maybe even Bush) is considering 
making the anthrax vaccine for the military voluntary, or even stopping the 
program. Unfortunately, since the BioPort people aren't scientists, the task of 
solving their problem has fallen on us . ... . Believe me, with all the stress of 
home and work, your email letters to me are valuable beyond what you would 
ever imagine - and they help me keep my sanity . ... " 

June 29, 2000, "BioPortjust tested its final lot of AVA [anthrax vaccine] 
in a potency test. If it doesn't pass, then there are no more lots to test, and the 
program will come to a halt. That's bad for everyone concerned, including us. 
I'm sur•e that blame wiH be spread around." 

July 4, 2000, "The thinking now by the psychiatrist and counselor is that 
my symptoms may not be those of a depression or bipolar disorder, they may be 
that of a "Paranoid Personality Disorder." 

Juiy 6, 2000, I think the**** is about to hit the fan .. . bigtime. The 
final lot of AVA, lot 22, isn't passing the potency test, and now there's nothing to 
back it up. Plus, the control vaccine isn't working. It's just a fine mess .•••• 
are spending probably 95% of our time on this." 

July 7, 2000, in an e-mail, Dr. Ivins offered to be interviewed as a case 
study, as long as it remained anonymous. Dr. Ivins indicated that he did not want 
to see a headline in the National Enquirer that read, "PARANOID MAN WORKS 
WITH DEADLY ANTHRAX! !!" 

July 23, 2000, "It's been a reaUy stressful week, from all stand points. 
Home, work, and it's not going well with the counselor I'm going to. (She said she 
thinks I'm going to have to ask to get put 
with another counselor or into a group session . . . . Sometimes I think that it's all 
just too much." 
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August 12, 2000, "Last Saturday, as you probably guessed from my email, 
was one of my worst days in months. I wish I could control the thoughts in my 
mind. It's hard enough sometimes controlling my behavior. When I'm being 
eaten alive inside, I always try to put on a good front here at work and at home, so 
I don't spread the pestilence ... .I get incredible paranoid, delusional thoughts at 
times, and there's nothing I can do until they go away, either by themselves or 
with dmgs." 

August 29, 2000, e 10% of the Bacteriology Division. 
If we quit, the anthrax program and BioPort would go down the drain. I'm not 
boasting,-.., but the three of us have a combined total of 52 years of research 
experience with anthrax. You just can't go out and find someone like••••• 
with their knowledge, skill and abilities. Ain't gonna happen." 

March 4, 2001, "The people in my group just don't pick up on what I try to 
say. They are not into the kinds of problems I bring up, so it's hard for them to 
deai with them. The psychiatrist is helpful only because he prescribes the Celexa. 
He's not that easy to talk to, and he doesn't really pick up on my problems. The 
woman I saw before I went into group wanted to get me put in jail. That wasn't 
very helpful either. I'm down to a point where there are some things that are 
eating away that I feel I can't tell ANYONE .... " 

September 7, 2001, "I was taken off the Special Immunization Program 
because of what happened last spring, and I've just gotten back on it, getting my 
anthrax and Yellow fever shots. We are currently finishing up the last of the 
AVA, and when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until we get a new 
lot. There are no approved lots currently available at BioPort. . . . has been 
having us have biweekly meetings on the rPA vaccine progress, and on August 29 
I went to the Pentagon- first time there- to go to a meeting in his place on the 
vaccine. There is a real bag ofworms with a new lot ofrPA produced by the 
BDP (a private company) for NCI, who is under contract to USAMRIID. BDP 
signed a sub-contract with to produce the rP A for a human use vaccine Phase I 
trial. They were paid and they produced it. Now they are refusing to release it 
unless the Army pays some incredible sum of money for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Army refuses to do that of 
course, and everything is in Limbo." 

September 15, 2001, "I am incredibly sad and angry at what happened, 
now that it has sunk in. Sad for ail of the victims, their families, their friends. 
And angry. Very angry. Angry at those who did this, who support them, who 
coddle them, and who excuse them." 

September 26, 2001, "Of the people in my "group," everyone but me is in 
the depression/sadness/flight mode for stress. I'm really the only scary one in the 
group. Others are talking about how sad they are or scared they are, but my 
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reaction to the WTC/Pentagon events is far different. Of course, I don't talk about 
how I really feel with them - it would just make them worse. Seeing how 
differently I reacted than they did to the recent events makes me really think about 
myself a lot. I just heard tonight that Bin Laden terrorists for sure have anthrax 
and sarin gas. You 

In that same September 26, 2001 email, Dr. Ivins states "Osama Bin 
Laden has just decreed death to all Jews and all Americans"-- language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO 
AMERICA," "DEATH TO ISRAEL." 

On October 16, 2001, in an e-mail, Dr. Ivins's coworker communicated 
the following to a former coworker, "Bruce has been an absolute manic basket 
case the last few days." 

December 15, 2001, "I made up some poems about having two people in 
one (me+ the person in my dreams): . .. 

I'm a little dream-self, short and stout. 
I'm the other half of Bruce- when he lets me out. 
When I get all steamed up, I don't pout. 
I push Bruce aside, them I'm Free to run about! 

Hickory dickory Doc - Doc Bruce ran up the clock. 
But something then happened in very strange rhythm. 
His other self went and exchanged places with him. 
So now, please guess who 
[s conversing with you. 
Hickory dickory Doc! 

Bruce and this other guy, sitting by some trees, 
Exchanging personalities. 
It's like having two in one. 
Actually it's rather fun!" 

The investigation has revealed that Dr. Ivins was prescribed various psychotropic 
medications including antidepressants, antipsychotics, and anti-anxiety, for his mental health 
issues from 2000 through 2006. 

On July 18, 2007, a forensic psychiatrist completed a detailed review of Dr. Ivins 
insurance billing records for medical appointments and prescriptions. Additionally, this 
psychiatrist was provided with an overview of Dr. Ivins's social habits, interests, and obsessions. 
The forensic psychiatrist stated that based on his experience, if Dr. Ivins was the mailer, it is 
quite possible that Dr. Ivins retained some kind of souvenir or references to the mailing events. 
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Controvers·y concerning the anthrax vaccine 

Beginning shortly after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
was the focus of public criticism concerning their introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 200], as evident by the e-mails above, that same anthrax vaccine was having problems in the 
production phase at Bioport, a private company in Michigan responsible for manufacturing the 
vaccine. The Food and Drug Administration (FDA) had suspended further production at 
Bioport, and the U.S. government, specifically the Department ofDefep.se, was running out of 
approved lots of the vaccine. The situation placed pressure on select staff members at 
USAMRIID, including Dr. Ivins, who were part of the Anthrax Potency Integrated Product Team 
(IPT). The purpose ofthe IPT was to assist in the resolution of technical issues that was 
plaguing Bioport's production of approved lots of the vaccines. 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who worked for NBC News had submitted a Freedom of Information Act 
(FOIA) requests on USAMRJID seeking detailed information from Dr. Ivins's laboratory 
notebooks as they related to the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. 
Ivins appeared angry about the request providing the following response in an e-mail: "Tell 
Matsumoto to kiss my ass. We've got better things to do than shine his shoes and pee on 
command. He's gotten everything from me he will get." 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the AVA 
vaccine for human use, production at Bioport resumed, and anthrax research at USAMRJID 
continued without interruption. As mentioned previously, one of the anthrax letters post marked 
on September 18, 2001, was addressed to Tom Brokaw, NBC News in New York. Dr. Ivins 
thereafter received "the highest honor given to Defense Department civilians at a Pentagon 
ceremony on March 14, 2003" for his work in "getting the anthrax vaccine back into 
production." 

Use of false names and fascination with sorori_ty group linked to location of anthrax mailings 

The investigation has shown that over the past twenty-four years, Dr. Ivins was known to 
have utilized at least two Post Office Boxes to communicate with members of the public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person' s name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box, College Estates Station, Frederick, Maryland 21702, was serviced by the 
Frederick Main post office, Frederick, Maryland 21701. Analysis of the USPS shipping records 
indicate the Frederick Main received 1000 6 3/4" Federal Eagle banded envelopes on the same 
day as post offices known to have received envelopes with identical print defects as those seen 
on the envelopes used in the mailings. 

On May 14, 2007, identified four communications that it had previously received 
from Dr. Ivins ... does not personally know Dr. Ivins but has repeatedly corresponded with 
him by mail],. In Dr. Ivins's first letter to .. , dated May 8, 1982, he used the return address 
of P.O. Box 1265, Frederick, Maryland 21702. In the letters, Dr. Ivins expressed his support to 
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•• work and an interest in sorority hazing. One of the sororities with which he expressed an 
interest was identified as Kappa Kappa Gamma (KKG). In a letter to-dated···· 
Dr. Ivins enclosed a "letter to the editor" of • - S 
dated · the practice of hazing by it's 
sorority, (KKG). 

On July 9, 2007, the Post Office Box application (PS Form 1093) at the College Estates 
Station, Frederick, Maryland 21702, for P.O. Box 1103, in the name of Bruce E. Ivins was 
obtained. A review .of the application card revealed that Dr. Ivins rented P .0 . Box 1103 on 
November 12, 1993, providing a military identification and using his Maryland Motor Vehicle 
Administration Drivers License, I-152-098-188-30 1 as proof of identification. Dr. Ivins 
provided an address of • Frederick, MD 21702 and telephone numbers of 

Also listed on the P.O. Box application card to receive mail 
The last payment on the P.O. Box was made on November 13,2004. A 

review of Change of Address records revealed that P.O. Box 1103 was closed on December 30, 
2005 and no forwarding address was provided. 

On July 30, 2007, was interviewed regarding P.O. Box 1103. ~does not 
personally know Dr. Ivins but has historically been familiar with his name .. 

• was shown the P.O. Box application and stated that it had never rented a P.O. Box anywhere 
and had never met, nor had any social or professional association with a Dr. Ivins. However, 
£ Q recognized the name Bruce Ivins because- had previously mentioned his name. 
S indicated td that Dr. Ivins harassed it in the past, and believed that-was 
frightened of Dr. Ivins, resulting from unspecified incidents that occurred prior to meeting 
••••• also recalled a vandalism incident that occurred in the months prior to leaving the 
Maryland area with They had awoken one morning in their apartment to 
find Greek letters spray painted on the fence, sidewalk, and vehicle outside their apartment. 

A copy of the lice Report,•••••·······~ 
~as obtained from the Records Division and provided the following information: 

On the morning ore~•• 
1::::~~1filed a report of vandalism with Police Department. 
4 dvise · that between 2330 and 0830 hours, unknown subject(s) sprayed the Greek 
symbols for KK G on its front fence, three (3) areas of sidewalk adjacent to its residence, and on 
the rear window of its 1981 Honda Accord. ~advised as a 
member of the sorority KKG in North Carolina four (4) years ago. 
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This incident is significant because Dr. Ivins's address, after completing 
his Post Doctoral Fellowship at the UNC, Chapel Hill in 1978 and prior to moving to Frederick 
in the 1980s, the same town home 
community that resided and experienced the case of KKG related vandalism 
before moving out of the state in 1983. 

On AprilS, 2007, ecalled that Dr. Ivins had told it that he had maintained a P.O. 
Box for the purpose of corresponding with individuals who had responded to advertisements Dr. 

Ivins had placed in possibly a newspaper or magazine. -:~:~=~~~ 
Dr. Ivins told that he advertised that 

he possessed a KKG sorority handbook which contamed cherished information solely reserved 
for KKG members. CW -4 believed that Dr. Ivins was advertising that he had access to 
privileged infmmation and would be willing to share the secrets with those responding to the 
advertisements. Dr. Ivins admitted to CW-4 that he had broken into a KKG sorority house to 
steal a secret KKG handbook. CWA believed that Dr. Ivins had committed this alleged crime 
during his Post Doctorate FeUowship at the UNC, Chapel Hilt 

Dr. Ivins provided CW-4 one ofhis alternate e-mail addresses as 
goldenphoenix lll@hotmail.com. A search of the internet for postings under goldenphoenixl ll 
identified the [c)llowing posting dated February 20, 2007, on a website at 
www.abovetopesecret.com: 

"Wildswan, you are quite right about what you said about KKG. If people look 
hard enough and dig hard enough, have friends, relatives, perhaps financial 
resources, etc., then they can pretty much find out about whatever GLO they 
want. Kappas are noted for being lovely, highly intelligent campus leaders. 
Unfortunately, they labeled me as an enemy decades ago, and I can only abide by 
their "Fatwah" on me. I like individual Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me since the 1960s, 
and REALLY after me since the late 1970s. At one time in my life, I knew more 
about KKG than any non-Kappa that had ever lived. Unfortunately I've forgotten 
a lot. I've read the history of KKG that was written several decades ago about its 
founding. Question for you: Did your chapter use the combined service, or did 
you separate your services into the "RedRoom and WhiteRoom"? did you use 
special blue or white blindfolds? You can reach me at 
goldenphoenixlll @hotmail.com ... as a phoenix rises from its ashes .. . " 

This posting is significant in that in his own words, Dr. ]vins defines the depths of his 
obsession and knowledge in the sorority KKG. Additionally, as previously described above, the 
letters used in the 2001 anthrax mailings were mailed from a blue collection box located at 10 
Nassau Street, Ptinceton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, 
Princeton, New Jersey, located on the same side of the street and 60 feet to the right from the 
blue collection box. 
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Connection to "41
h Grade, Greendale School" 

The investigation into the fictitious return address on envelopes used for the second 
round of anthrax mailings, "41

h GRADE," "GREENDALE SCHOOL," has established a possible 
link to the American Family Association (AF A) headquartered in Tupelo, Mississippi. In 
October 1999, AFA, a Christian organization, published an article entitled "AFA takes Wisconsin 
to court. " The article describes a lawsuit filed in federal court, by the AF A Center for Law and 
Policy (CLP), on behalf of the parents of students at Greendale Baptist Academy. The article 
focuses on an incident that occurred on December 16, 1998, in which case workers ofthe 
Wisconsin Department of Human Services went to the Greendale Baptist Academy in order to 
interview a fourth-grade student. The case workers, acting on an anonymous tip that Greendale 
Baptist Academy administered corporal punishment as part of its discipline policy, did not 
disclose to the staff why they wanted to interview the student. The case workers interviewed the 
student in the absence of the student's parents and informed the school staff that the parents were 
not to be contacted. The AF A CLP filed suit against the Wisconsin Department of Human 
Services, citing a violation of the parents' Fourth Amendment rights. 

- _ 1 I , donations were 
made to the Af'A in the name of "Mr. and Mrs. Bruce Ivins" on eleven separate occasions 
beginning on December 31, 1993. After an approximate two year break in donations, the next 
donation occurred on November 11, 1999, one month after the initial article referencing 
Greendale Baptist Academy was published in the AF A Journal. It was also discovered that the 
subscription to the AFA Journal, in the name of"Mr. & Mrs. Bruce Ivins," at••••••• 
Frederick, Maryland 21702, was active until March 2005. 

Frustrations with Members of the United States Senate 

The investigation has shown that Dr. Ivins and his wife, are practlcmg 
Catholics. Their children are graduates of Saint John's at Prospect Hall Catholic High School 
located in Frederick, Maryland!. In an e-mail dated, September 26, 2001, Dr. Ivins states that 
both he andM & are actively involved in the church choir. On July 10, 2002, in an e-mail to a 
friend, Dr. Ivir.s identified his wife, as the President of the Frederick County Right to 
Life, as weB as having connections to many other pro-life/anti-abortion groups. Dr. Ivins later 
states in the same e-mail, "I'm not pro-abortion, I'm pro-life, but I want my position to be one 
consistent with a Christian." 

In 2001, members of the Catholic pro-life movement were known to be highly critical of 
Catholic Congressional members who voted pro-choice in opposition to the beliefs of the 
Catholic Church. Two of the more prominent members of Congress who feU in this category 
were Senator Tom Daschle, then Senate Majority Leader; and Senator Patrick Leahy, Chairman 
of the Senate Judiciary Committee, both recipients of the 2001 anthrax mailings. In a 
September/October 200 I newsletter from the organization Right to Life of Greater Cincinnati, 
Senator Leahy and Senator Daschle were featured in an article entitled: Pro~Abortion "Catholic" 
Senators?, wherein a statement declares that these men should no longer be labeled Catholic and 
should be excommunicated for aiding and abetting abortion. During Task Force interviews, 12 
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staff members related that Senator Leahy is pro-choice on the issue of abortion. Three staff 
members stated that Senator Leahy was on a pro-life "hit list" because of his stance on abortion. 

On September 26, 2001, in an e-mai1 to a friend, Dr. Ivins writes "The news media has 
been saying that some members of Congress and members ofthe ACLU oppose many of the 
Justice Department proposals for combating terrorism, saying that they are unconstitutional and 
infringe too much on civil liberties. Many people don't know it but the official ACLU position is 
to oppose all metal detectors in airports and schools and other public buildings. It's interesting 
that we may now be living in a time when our biggest threat to civil liberties and freedom doesn't 
come from the government but from enemies of the government. Osama Bin Laden has just 
decreed death to aU Jews and all Americans, but I guess that doesn't mean a lot to the ACLU. 
Maybe I should move to Canada .... " 

On November 17, 2001, Senator Leahy's Chief of Staff, was interviewed by Task Force 
investigators. . he staffer stated that Senator Leahy has drawn fire from some conservative pro
life supporters. The staffer advised that Senator Leahy and Senator Daschle were seen by some 
members of the: publ.ic as slowing the passage of the P.A.T.R.I.O.T. Act. Senator Leahy 
reportedly was critical of the P.A.T.R.I.O.T. Act because he believed it was too far reaching and 
threatened civil liberties. The staffer also related that Senator Leahy had been criticized by 
conservatives and Republicans for resisting the appointment of Republican appointed judicial 
nommees. 

Bacillus Trace Evidence 

Experts at the FBI's Hazardous Materials Response Unit have found that trace quantities 
of Bacillus anthracis and Bacillus subtilus can be detected using biological swabbing techniques 
similar to those used by United Nations weapons inspectors. Anthrax and Subtilus spores are 
like seeds, which are surrounded by a dense shell capable of enduring extreme environmental 
conditions and temperatures remaining dormant for decades, until such time that nutrients are 
again available and the organism returns to its vegetative cycle of replication. Even when the 
viability of an :anthrax or subtilus spore is destroyed by environmental or other factors, the 
genetic material of the organism will remain preserved within the dense shell of the spore, and 
can be detected by DNA analysis using the Polymerase Chain Reaction (PCR). 

The investigation to date has yielded a diverse array of items contaminated with anthrax 
spores from tht~ letters, such as the previously mention mailbox at 10 Nassau Street in Princeton, 
New Jersey. The contaminated items tenaciously retain anthrax spores on their surfaces, even 
when subjected to the highs and lows of outdoor temperatures, various environmental conditions, 
and elements c.f the weather. The United States Postal Service had great difficulty cleaning the 
two regional postal facilities that processed the anthrax letters. Trace quantities of anthrax spores 
were found to persist in those facilities nearly two years after the attacks, despite repeated efforts 
to eliminate those spores using chlorine dioxide gas and other remediation techniques. 

Taken together, it is reasonable to believe that bacillus anthracis and subtilus spores 
residual from the September and October 2001 mailings may still persist in trace amounts inside 
the home or vehicle of the person who mailed them, even six years after the crime. Regardless 
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of their viability, the mechanics of the· spore structure protects the DNA of the organism, which 
can be detected using PCR techniques. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search and 
forensic swabbing of the Subject Residence and Subject Vehicles may result in collection of 
evidence relevant to the dissemination of a weapon of mass destruction (anthrax) through the 
U.S. mail system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 
1114. Specifically, there is probable cause to believe that a search and forensic swabbing of the 
Subject Residence and Subject Vehicles as described in the Attachment to this affidavit, may 
reveal laboratory, makeshift, and dual purpose equipment, or materials, supplies, and protocols 
used in preparation of the deadly anthrax contained in the letters, or may recover trace amounts 
of the non-anthracis Bacillus or the powdered anthrax material remaining in the Subject 
Residences and Vehicles, or may reoover textile fibers that match those recovered from the tape 
on the envelopes used in the anthrax mailings, or may recover hairs that match the Caucasian 
hairs recovered from inside the contaminated mail drop box in Princeton, New Jersey, or may 
produce papers, tape, pens, pencils, notes, books, manuals, receipts, financial records, 
correspondence, address books, maps, handwriting samples, photocopy devices, scanners, 
printers, toner or printer cartridges, photocopy exemplars, envelope bands, New Jersey 
addresses, global positioning devices, zip-code information, photographs, computer files, cellular 
phones, phone bills, electronic pager devices, other digital devices, or other documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators 
involved in the attacks. 

Based upon my knowledge, training and experience, my consultations with other criminal 
investigators, persons engaged in criminal activity frequently store, or inadvertently deposit, 
these kinds of items in their homes or automobiles and leave them on the premises for many 
years after a crime, failing to recognize their forensic value and incriminating nature. This 
conclusion is supported by trash covers that have been found in material recently discarded from 
the house. On October 15 and October 22, 2007, trash was recovered from the front of 622 
Military Road, Frederick, Maryland, including receipts from a 1995 purchase as well as other 
documents related to KKG sorority. In my experience, vehicles are often used to store 
documents, maps, receipts, and other papers related to travel that may be relevant to this 
investigation. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other rel~ted docwnents be filed under seal until further order of the Court. ;::::._ loj 4 -:--
?-( £;_...._ /e./'? .,-(_ or) -rl~" .-;c_ rat; ~•'M JZ TO r rtfo'-P. J'€~ -~f/o-r -:4 cflo~c,., b.-, :;9 
I ll ·74..__ A-li(C{.__,_, ·r- 1 +/eLl"·;/!._._ re.~ t ... e>-:- ,;.-c.,._ ~A.J.- :;y- 'Tb <"~y- .:'~7Q. ~/"> 
/.,vC.. (/L. _,·.- c::.... ., (/.../'/ t:k---... 1 d)~ o-. ,v'_} ~ ~ 

c___!_:::::--
iO/ ? i jo'7 
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' . 

The statements contained in this Mfidavit are based in part on information provided by 
FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as an FBI Special Agent. I have not included 
each and every fact known to me concerning this investigation. I have set forth only the facts 
that I believe are necessary to establish the necessary foundation for the search warrant. 

OCT 81 ?007 
Sworn to before me this 
__ day of , 2007 

United States District Court 
for the District of Columbia 

DEBORAH A. ROBINSON 
U.S. MAGISTRATE JUDGE 

THOMAS F. DELLAFERA 
Postal Inspector 
United States Postal Inspection Service 
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ATTACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search and 
forensic swabbing for the items mentioned in the text of the search warrant, including more 
specifically the following: 

1. Any assembled or unassembled Biological Threat Agent (BT A), or trace thereof, and 
any BT A weapon, and/or any incendiary, radiological, nuclear, chemici,il or booby trap device. 

2. Laboratory equipment used in the production/replication of biological threat agents 
including, but not limited to agar or liquid growth media, media components, anti-foaming 
agents, animal droppings or carcasses, autoclaves, bleach, blenders, live animals and materials 
for their care, cylinder of nitrogen or oxygen, soil, dimethylsulfoxide (DMSO), fermentors, 
grinders, home brewing kits, incubators, inoculating loops, mechanical stirrers/paint stirrers, 
microscopes, microwave for making homemade agar plates, mortar/pestle, milling devices, 
ovens, Petri dishes/improvised glass/plastic cook dishes, pipettes, pressure cookers, Q-tips, roller 
flasks, rubber gaskets/seals, screens, sieves, sodium hydroxide, stains/inks/dyes used to identify 
BT As, sterilization equipment (Bunsen or alcohol burners/butane torches), swabs, test tubes, 
tissue culture flasks, virus flasks, and other materials. 

3. Personal Protective Equipment/Safety Equipment including, but not limited to, 
biosafety hoods and cabinets(commercial or homemade), masks (surgical/dust!HEPA), exhaust 
vents, filters (HEPA), gloves, lab coats, mechanical fans, safety glasses/goggles, shoe covers, 
soap, tubing pipes, and vinegar. 

4. Items used in the weaponization/delivery of biological weapons including, but not 
limited to pens, tape, paper, scissors, envelopes, target addresses, aerosol canisters, agricultural 
or garden sprayers, acetone or other drying agents, baby powder, baking powder, baking soda, 
boxes, commercial/industrial powders, copier toner/printer and/or toner/inks, compressed air or 
other gas systems, cornmeal, cornstarch, explosive, hypodermic syringes/needles, jars or flasks 
with gauze on top, oatmeal, powdered milk, salt/pepper, spray bottles, squirt guns, stamps, sugar, 
talcum powder, and other materials. 

5. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related paperwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe production, weaponization, and delivery techniques, directions, maps, diagrams, and 
blueprints of delivery or target locations, communication which would include but not be limited 
to handwritten notes and drawings, memos and photographs, which would include descriptive 
information such as telephone numbers, addresses, affiliations and contact points of individuals 
involved in a conspiracy to acquire, refine, alter, transport, and/or use a biological weapon. Note 
that such documentary material described herein may be in printed or electronic form such as, 
but not limited to, computer disks. Such computerized and other electronic material ould 
constitute contraband, fruits, instrumentalities or evidence of the offenses enumerated herein and 
in the attached affidavit for search warrant. 

[ 1] 
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6. Publications or other written materials evidencing knowledge of federal laws 
including those related to biological weapons and other weapons of mass destruction. 

7. Photographs, newspapers, or magazine clippings, travel information, brochures, maps, 
hotel receipts, rental receipts, notes, ledgers, phone numbers, toll records, address books (which 
may be in printed or electronic format), hand-held electronic memo-type notebooks, scanners, 
commercial transportation receipts, and firearms, ammunition, firearms owners identification 
documents and/or permits and licenses, digital or other types of pagers and all alpha and/or 
numeric data/message stored therein, cellular phones, cordless telephones and their base units, 
caller identification units and all alpha-numeric information and data stored therein, biological 
weapons/agent formulas, biological weapons/agents, and/or recipes, all of which related to the 
construction of biological weapons, or plans to produce, conceal, or use such devices or agents or 
indicated possible confederates involved or possible targets of such weapons. 

8. Any notes, correspondence, memoranda, writings or other documents, regardless of 
storage media, which relate to the production or refinement of biological weapons (including 
anthrax bacteria/spores), or plans to produce, conceal or use such weapons, which items concern, 
among other things, rental agencies, storage facilities, biological/chemic.al suppliers or outlets for 
necessary biological equipment. Examples of such writings include, but are not limited to, those 
that evidence biological weapons production or predisposition such as sales receipts, invoices, 
shipping records, literature that relates to biological weapons-making or the production of 
biological materials, electronic addresses of sites with biological agent/weapons-making 
information and stored electronic communications, computer passwords or codes, delivery 
devices, and material from which biological weapons can be made from related chemicals and 
materials. 

9. Bank documents and other records and documents pertaining to the expenditure of 
funds for illegal activities, assets and funds used to facilitate illegal activities and assets and 
funds obtained from the conduct of illegal activities. 

10. Cellular and telephone records. 

11. Keys, records, or other information pertaining to storage facilities, safety deposit 
boxes or other locations where assets or contraband may be stored. 

12. Books, videos, pamphlets and any other written, audio, video media advocating 
production, refinement, distribution of biological weapons or other acts of violence or 
criminality. 

13. Destructive devices, weapons of mass destruction or their components or parts and 
any written medium pertaining to their design, use, operation, function, capabilities or other 
attributes. 

14. Records, documents, notes, or other material indicating the use of aliases or false 
identities including birth certificates, driver's licenses, photographs, travel documents or 
passports and miscellaneous items such as permits, registrations, certificates, licenses, and 
badges of all t~ypes. 
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15. Computer hardware, computer software, computer-related docmnentation, computer 
passwords and data security devices, records, docmnents, photos, and materials use to 
communicate, both written, electronic mail, and by any other means directed either to/from 
subject. 

a. Computer hardware is defined as any computer equipment including any electronic 
devices which are capable of analyzing, collecting, converting, creating, displaying, or 
transmitting electronic, magnetic, optical computer impulses or data. These devices include, but 
are not limited to, computers, computer components, computer peripherals, data-processing 
hardware (such as CPUs, memory typewriters, and self-contained laptop · or notebook 
computers), er.cryption circuit boards, internal and peripheral storage devices (such as fixed 
disks, external hard disks, floppy disk drives and diskettes, tape drives and tapes and optical 
storage devices), peripheral input/output devices (such as keyboards, printers, scanners, plotters, 
and video display monitors), related communications devices (such as modems, cables and 
connections, recording equipment, Random Access memory (RAM) or Read-Only memory 
(ROM) units, automatic dialers, speed dialers, programmable telephone dialing or signaling 
devices, and electronic tone gathering devices), as well as devices, mechanisms, or parts that can 
be used to reshict access to such hardware (such as physical keys and locks.) 

b. Computer software is defined as any instructions or programs stored in the form of 
electronic, magnetic, or optical media which are capable ofbeing interpreted by a computer or its 
related components. These items include, but are not limited to, operating systems, application 
software, utility programs, compilers, interpreters, and communications software, as well as 
software used to communicate with computer hardware peripherals, either directly or indirectly 
by telephone lines, radio, or other means of transmission. Computer software may also include 
certain data, data fragments, or control characters integral to the operation of the computer 
software. 

c. Ccmputer-related documentation is defined as any written, recorded, printed, or 
electronically-stored material which provides instructions or examples concerning the operating 
of a computer system, computer software, and/or any related device, including but not limited to, 
user agreements, software manuals, and operating procedure guidelines. Such documentation 
may also include material which explains or illustrates the configuration or use of any seized 
hardware, software, or related item. 

d. Computer passwords and data security devices are defines as all those devices, 
programs, or data - whether themselves or in the nature of hardware or software - that can be 
used, or is designed for use to restrict access to, or facilitate concealment of, any computer 
hardware, software, computer-related documentation, electronic data, records, or materials 
within the scope of this application. These items include, but are not limited to, any data security 
software or information (such as test keys and encryption codes), similar information that is 
required to access computer programs or data or to otherwise render programs or data into usable 
form. 

e. Records, documents, and materials, as used above, includes all the forgoing items of 
evidence in whatever form and by whatever means such records, documents, or material, their 
drafts, or their modifications may have been created or stored, including, but not limited to, any 
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handmade form (such writing or drawing), any photographs or negatives, any mechanical form 
(such as printing or typing) or any electrical, electronic, magnetic, or optical form (such as 
floppy diskettes, hard disks, CD-Roms, optical disks, printer buffers, smart cards, thumb drives, 
memory calculators, electronic dialers, or electronic notebooks), as well as printouts or readouts 
from any storage devices. 

f. The term electronic mail is defined as any communications, including, but not limited 
to, the transfer of signs, signals, writing, images, sounds, data, or intelligence, previously 
received, transmitted, or stored, or prepared in contemplation of transmission, or any 
communications in the process of being received or transmitted, whether stored on any electronic 
media named above or held in temporary, intermediate storage incidental to transmission. 

16. Any notes, correspondence, memoranda, writings, address books, documents or other 
materials, regardless of storage media, which establish an evidentiary link to (1) the particular 
envelopes and photo-copied letters used in the crime, including samples of documents photo
copied around that time period, (2) the location from which the attack letters were mailed in 
Princeton, New Jersey, including but not limited to materials relating to the KKG sorority 
associated with the particular mailbox from which the anthrax letters were sent, and any other 
materials linking Ivins or his family or associates to the Princeton area, (3) the return address on 
the envelopes used in the attacks, including any materials relating to "Greendale" schools, "4th 
grade", "Franklin Park," and postal zip code "08852" and zip code directories; (4) the victims to 
whom each of the attack letters were mailed, including but not limited to materials relating to 
NBC, New York Post, reporters Gary Matsumoto and Tom Brokaw, the National Enquirer and 
other publications of American Media Incorporated, letters to the editor, and any member of the 
United States Congress; (5) a possible motive to commit the attacks in 2001 , including but not 
limited to materials relating to the anthrax vaccine, Gulf War Syndrome, bioterrorism issues, the 
former bio-weapon program at Ft. Detrick, the bio-defense program at USA11RJID, any vendetta 
against the KKG sorority or sororities in general, dislike for members of the press or members of 
Congress, and (6) plans or attempts to obstruct justice or otherwise mislead Task Force 
investigators on this case, including materials relating to the submission of false evidentiary 
samples, how to defeat a polygraph, the purchase or use of any electronic eavesdropping or 
counter-surveillance devices including computer software, spyware or other services, 
investigative counter-measure materials and detection devices, materials relating to the 
cooperating FBI sources mentioned in this affidavit, and the purchase of weapons, stun-guns, 
taser-guns, and ballistic vests. 
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AO 109 2/90 Seizure Warrant 

RETURN 
DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED COPY OF WARRANT AND RECEIPT FOR ITBMS LEFT WITH 

Uk.-17 

INVENTORY MADE IN THE PRESENCE OF 

INVENTORY OF PROPERTY SEIZED PURSUANT TO THE WARRANT 

!VO ;Tert1~ Cvc!..f~ .>(>- .- {.«-0. b £."1v · IJr.II/'CVl'i?.A-/ Sc;._tv~fk3 t..Je_~ 
u £/~c..-·1e c9 . 

CERTIFICATION 

I swear that this inventory is a true and detailed account of the prperty seized by me on the warrant. 

I t / . , . 

/ / c?c> /I ~' .({er-e/(.; , FILED 
NOV 0 9 200l 

Subscribed, sworn to, and returned before e this date. / 
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AO I 06(Rev.5t85) Affidavit for Search warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

FIL D 
ocr 3 1 2007 

In the Matter of the Search of AANCY MAYER WHITTINGTON ClfRK 
u.s. DISTRICT coum' · 

Safe Dep1[)sit Box #48, located at 
Farmers & Mechanics Bank, Branch #1, 
1305 West 7th Street, Frederick, MD, 
rented by Bruce E. Ivins and••••• 

· Frederick, MD 

APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 

CASE NUMBERO 7 - 5 2 8 - M . 0 1 

-----"T,_,ho:.;o~r,=-n=--=a"-'s'-F"'-'-. _..D""""'e""l""l a"'~"-'e'-"r-=a,__ ____ being duly sworn depose and say: 

I ama(n) 

in the District of Maryland, there is now concealed a certain person or property, n me 
trace quantities of Bacillus anthracis or simulants thereof, hairs, textile fibers, q ipment or matuials used 
in preparation of select agents, papers, tape, pens, notes, books, manuals, receipts, financial records of any type, 
correspondence, address books, maps, handwriting samples, photocopy samples, photoguphs, computer files, 
cellular phones, phone bills, electronic pager devices, other digital devices, or other documentary evidence. 

which is (sta·:e one or more bases for search and seizure set forth under Rule 41 (b) of the Federal Rules of Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, to include the use of a weapon of mass destruction 
(anthrax) and the murder and attempt to murder officers and employees of the United States 

in violation ofTitle __l_L United States Code, Section(s) 2332a and 1114 . The facts to support a finding of Probable 
Cause are as follows : 

SEE ATTACHED AFHDA VIT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY RESTATED HEREIN 

Continued on the attached sheet and made a part hereof. -· b_/ ~ Y 3, o;; NOO # 

Kenneth C. Kohl, AUSA -, ~C,..... 
~~--=~~~~~--------------------------

U.S. Attorney's Office, Washington, DC 
(202) 616-2139 

Swocfes ol m2oo7 subscribed in my presence 

Date 

DEBORAH A. ROBINSON 
U.S. MAGISTRATE JUDGE 

Name and Titk of Judicial Officer 

Signature of Affiant 

Thomas F. Dellafera, Postal Inspector 
United States Postal Inspection Service 

at Washington, D.C. (pursuant to the domestic terrorism search 
warrant provisions of ule 41(b)(3)) 

Signa ure of Judicial Officer 

DEBORAH A. n\J .... II'W\ol' v l 

, II. IMGISTRATEJUOOE \ 

014526Anthrax Page 366 of 639



SearchWarrant-07-528M-02.pdf

·' ' .. 
• A093(Rev.5/85)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

Safe Deposit Box #48, located at 
Farmers & Mechanics Bank, Branch #1, 
1305 West 7th Street, Frederick, MD, 
rented by Bruce E. Ivins andd1••••• 

' Frederick, MD 

SEARCH WARRANT 

CASE NUMBERO 7 - 5 2 8 - M - 0 , 

TO: Postal Inspector Thomas F. Dellafera and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Postal Inspector Thomas F.Dellafera who has reasor,_ to believe 
that o on the person or 181 on the premises known as (name, description and or location) 

Safe Deposit Box #48, located at Farmers & Mechanics Bank, Branch #1, 1305 West 7th Street, Frederick, 
MD, rented by Bruce E. Ivins and Frederick, Maryland 

in the District of Maryland there is now concealed a certain person or property, namely (describe the person or property) 

trace quantities of Bacillus anthracis or simulants thereof, hairs, textile fibers, lab equipment or materials 
used in preparation of select agents, papers, tape, pens, notes, books, manuals, receipts, financial records of 
any type, correspondence, address books, maps, handwriting samples, photocopy samples, photographs, 
computer files, cellular phones, phone bills, electronic pager devices, other digital devices, or other 
documenta1·y evidence. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the 'Jerson or 
property so described is now concealed on the person or premises above-described and establish grounds for the 

issuance of this warrant. \ • I. . 

YOU ARE HEREBY COMMANDED to search on or before "-l Q~t{: ~ , ~ 1 
/ (Date) 7 

(not to exceed 10 ~s~ the person or place named above for the nor p~operty specified, ~erving this warrant and 
making the search U (m the daytime-6:00A.M. to 10:00 P.M.) (at any tune m the day or rught as I find reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and prepare a written inventory of the person or J{Mft~s&fatfiWEP!~I&';ourt 

re ~t;~1nzoo7 u;ersi~Jd,U~~/~IU.S . Mag1strate Judge, as required by lcpor t-hsAD~~trict of ~~umbia 

_____ ___ G=-----..-:--1· --2~ti::.L=_.£_~ MAV . lHITT G"T;ON, Clerk 
Date and Time Issued in Washington, DC pursuant to j 
the domestic terrorism search warrant provisiOns 

or Rule 41 es!ORAH A. ROBINSON 
-~lEJUDGE 

Name and Title of Judicial Officer 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Thomas F. Dellafera, being duly sworn, depose and say: 0 71 ~ 5 2 8 - u -0 1 
I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 

approximately twenty-one years. I am authorized to investigate crimes involving violations of 
Title 18 U.S.C. Section 2332(a) and 1114. 

This affidavit is respectfully submitted, pursuant to the terrorism search warrant provision 
found at Rule 41 (b )(3) of the Federal Rules of Criminal Procedure, in support of an application 
for a warrant to search the following premises and vehicles: · 

(1) rederick, Maryland, a single family residence. The residence 
has white painted wood siding, with a white front door that is located on the right 
side of the front of the home. The front door has an exterior storm door. Left of the 
front door are two windows cased with red shutters. A black railing leads up several 
stairs to the front door where the numbers are indicated in black above the 
door. The search will include a large white shed; with peeling paint, that is located 
on the rear of the property. Bruce Edwards Ivins purchased the house····· 
Investigation has disclosed the property has been his principle residence since 
September, 2001. 

(2) Automobile #1: a vehicle with Maryland registra~~ exQkation 
02/11/2009, and Vehicle Identification Number~ The vehicle 
is described as a 2002 Saturn SLl, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 9/13/2002 and has been the sole owner, and is the primary user. 

(3) Automobile #2 : search a vehicle with Maryland registration- expiration 
06/25/2008, and Vehicle Identification Number . The vehicle 
is described as a 1993 Honda Civic, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 12/02/1999 and has been the sole owner. The vehicle is primarily used by 
Ivins's wife, and is driven on occasion by Bruce Edwards Ivins. 

(4) Automobile #3: A warrant to'search a vehicle with Maryland registration
expiration 07/01/2009, and Vehicle Identification Number•• 
The vehicle is described as a 1996 Dodge van, red, and is registered to Diane Betsch 
Ivins, Frederick, MD. urchased the vehicle 
10/1711996, and the vehicle is driven on occasion by Bruce Edwards Ivins. 

(5) Safe Deposit Box #48, located at Farmers & Mechanics Bank, Branch #1, 1305 West 
ih Street, Frederick, Maryland 21702. The box was originally leased on 06/12/1990, 
and is subscribed to Bruce E. Ivins and o£1 ~ Frederick, 
Maryland 21702. A vaiiable records indicate Bruce E. Ivins and 3 acce ed 
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the box during the period 12/07/2004 - 07/20/2007. Access records previous to 
12/07/2004 no longer exist. 

As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon of Mass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation ofTitle 18, United States Code, 
Sections 2332(a) and I 114, which killed five peop~e and infected at least 17 others. 

Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force") !investigation of the anthrax attacks has led to the identification of Dr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Army Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD, as a person necessitating further investigation for several reasons: 
(1 ) At the time of the attacks, he was the custodian of a large flask of highly purified anthrax 
spores that possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night laboratory work 
hours around the time of both anthrax mailings; (3) Ivins has claimed that he was suffering 
serious mental health issues in the months preceding the attacks, and told a coworker that he had 
"incredible paranoid, delusional thoughts at times" and feared that he might not be able to 
control his behavior; (4) Ivins is believed to have submitted false samples of anthrax from his lab 
to the FBI for forensic analysis in order to mislead investigators; (5) at the time of the attacks, 
Ivins was und(;:r pressure at work to assist a private company that had lost its FDA approval to 
produce an anthrax vaccine the Army needed for U.S. troops, and which Ivins believed was 
essential for the anthrax program at USAMRIID; and (6) Ivins sent an email to ..... 
••••••• a few days before the anthrax attacks warning • that "Bin Laden terrorists 
for sure have anthrax and sarin gas" and have "just decreed death to all Jews and all Americans," 
language similar to the anthrax letters warning "WE HAVE THIS ANTHRAX .. . DEATH TO 
AMERICA ... DEATH TO ISRAEL." 

The Task Force submits that a search and forensic swabbing of the Subject Residence and 
Subject Vehicles may reveal forensic or documentary evidence that will assist the investigation 
by linking Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators involved in 
the attacks. The search is for laboratory equipment, tape, ink, paper, textile fibers, Caucasian 
hair, trace bacillus spores, handwriting samples, photocopy samples, and all relevant documents, 
notes and records in various formats, as more fully described in the Attachment to this affidavit. 

Factual Background 

In September and October, 200l, at least five envelopes containing significant quantities 
of Bacillus anthracis, were ma~led to persons in the District of Columbia, New York City, and 
Boca Raton, Florida, in violation ofTitle 18, United States Code, Section 2332(a), which 
prohibits the se of a Weapon of Mass Destruction. Bacillus anthracis is a Weapon of Mass 
destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 

2 
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States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and containinent protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Coiumbia. Each of the envelopes contained a handwritten note referencing "9-11-0 1" 
and warning "WE HAVE TH]S ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA. DEATH TO ISRAEL. ALLAH IS GREAT." The two letters addressed to 
Capitol Hill had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and the 
other eleven people suffered cutaneous anthrax (contracted through the skin). Five of the 
inhalational victims eventually died from their infection: (1) Robert Stevenson, 63 , photo editor, 
American Media fuc., Boca Raton, Florida, died on 10/5/2001; (2) Thomas L. Morris, Jr. , 55, 
postal worker, Brentwood Post Office, Washington, D.C., died on 10/21 /2001; (3) Joseph P. 
Curseen, Jr., 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001 ; 
(4) Kathy T. Nguyen, 61, hospital employee, New York City, died on 10/31/2001; and (5) Ottilie 
Lundgren, 94, Oxford, CT, died on 11/21/2001. Another 31 persons tested positive for exposure 
to anthrax spores. All of the exposures and cases of infection are attributed to the anthrax 
mailings, based on their timing, their location, the place of employment of each individual 
infected, and the identity of the strain of anthrax found in each letter and in the bodies of the five 
deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each of the decedents ' 
bodies is the same strain of anthrax found in the threat letters mentioned above. This particular 
strain is commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires particular laboratory equipment 
such as a lyophilizer or other drying device, biological safety cabinet or other containment 
device, incubator, centrifuge, fermentor, and various personal protective gear, described more 
full y in the Attachment to this affidavit. 

Determination of Origin of Anthrax Contained in 2001 Mailings 

The mail · ttacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark dates of the recovered letters. Letters used in the first attack were 
postmarked on 09/18/2001 and were focused to media establishments located in the New York 
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area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, DC. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the Post and Brokaw letters versus the Senator 
Leahy and Senator Daschle letters reveals obvious differences. · The spore powd~rs recovered 
from the Post and Brokaw letters were granular and multicolored in consistency, while the 
Senator Leahy and Senator Daschle letters contained fine spore powders that were uniform in 
color. 

Microscopic examination of the evidentiary spore powders recovered from all four letters 
identified an e. em ental signature of Silicon within the spores. This Silicon signature had not 
been previously described for Bacillus anthracis organisms. 

Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (i.e. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 2001 mailings, serve to provide a "DNA fingerprint" which can, 
and has been used to investigate other Ames isolates collected from laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, sixteen domestic government, commercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories prior to the 
attacks were identified. 

received Ames strain Bacillus anthracis isolates or samples from all sixteen domestic 
laboratories, as weH as, from laboratories in Canada, Sweden, and the United Kingdom. All 
total, the Task Force has obtained more than 1000 isolates of the Ames strain of Bacillus 
anthracis from these laboratories and archived these isolates in the FBI Bacillus anthracis 
Repository (hereinafter "FBIR"). 

The four aforementioned molecular assays have been applied to each of the mor than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FBIR 
samples, only eight were determined to contain aU four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR-1029. 
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RMR-1 029 was stored in the B3 biocontainment suite within Building 1425 of the United States 
Army Medical Institute of Infectious Diseases (USAMRIID), Fort Detrick, Maryland. Access to 
the suite is afforded only to those personnel who are approved by the USAMRITD Security, 
Safety, and Special Immunizations Program to have the required background check, training, and 
medical protection (vaccination or personal protective equipment (PPE)). Dr. Bruce Ivins has 
unrestricted access to the suite and has been the sole custodian of RMR -1 029 since it was first 
grown in 1997. 

Bacterial contaminant found in attack letters 

Both of the anthrax spore powders recovered from the Post and Brokaw letters contain 
low levels of a bacterial contaminant identified as a strain of Bacillus subtilis. The Bacillus 
subtilis contaminant has not been detected in the anthrax spore powders recovered from the 
envelopes mai l.ed to either Senator Leahy or Senator Daschle. Bacillus subtilis is a non
pathogenic bacterium found ubiquitously in the environment. However, genomic DNA 
sequencing of the specific isolate of Bacillus subtilis discovered within the Post and Brokaw 
powders reveals that it is genetically distinct from other known isolates of Bacillus subtilis. 
Analysis of the Bacillus subtilis from the Post and Brokaw envelopes revealed that these two 
isolates are identical. 

Phenotypic and genotypic analyses demonstrate that the RMR-1 029 does not have the 
Bacillus subtilis contaminant found in the evidentiary spore powders, which suggests that the 
anthrax used in the letter attacks was grown from the material contained in R.MR-1 029 and not 
taken directly from the flask and placed in the envelopes. Since RMR-1 029 is the genetic parent 
to the evidentiary spore powders, and it is not known how the Bacillus subtilis contaminant came 
to be in the Post and Brokaw spore powders, the contaminant must have been introduced during 
the production of the Post and Brokaw spores. Taken together, the postmark dates, the Silicon 
signature, the Bacillus subtilis contaminant, the phenotypic, and the genotypic comparisons, it 
can be concluded that, on at least two separate occasions, a sample ofRMR-1 029 was used to 
grow spores, dtried to a powder, packaged in an envelope with a threat letter, and mailed to the 
victims.1 

EnveloQes used in the anthrax attacks 

In the: 2001 anthrax attacks, four envelopes were recovered. The four envelopes were 
all 6 % inch federal eagle envelopes. The "federal eagle" designation is derived from the postage 
frank in the upper right-hand comer on the envelope which consists of the image of an eagle 
perched on a bar bearing the initials "USA." Underneath the lettering is the number "34," which 
denotes the postage value of 34¢. The eagle, lettering, and denomination are referred to as the 

1 As the Court may recall from its review, during the course of this six year investigation, the Task Force has from 
time to time obtained search warrants, supported by affidavits establishing probable cause, for the residences and 
vehicle of other individuals who have come under · · · scrutiny in the case, e.g. 

All prior searches in this investigation were conducted 
Task Force develloped the genetic assays that Jed to the identification ofRMR 1029 at USAL\1RIID as the genetic 
parent of the anthrax used in the 200 1 letter attacks. 
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indicia. The eagle and the bar are stamped in blue ink, while the denomination is stamped in 
grey ink. Approximately 45 million Federal eagle 6 %" envelopes were manufactured by 
Westvaco Corporation (now known as MeadWestvaco Corporation) of Williamsburg, 
Pennsylvania, between December 6, 2000 and March 2002. These Federal eagle 6 %"envelopes 
were manufactured exclusively for and sold so]ely by the U.S. Postal Service between January 8, 
2001 and June 2002. 

Subseq ent to the attacks, an effort was made to collect all such envelopes for possible 
forensic examination, including the identification of defects that occur during the envelope 
manufacturing process. As a result of this collection, envelopes with printing defects identical to 
printing defects identified on the envelopes utilized in the anthrax attacks during the fall of2001 
were collected from the Fairfax Main post office in Fairfax, Virginia and the Cumberland and 
Elkton post offices in Maryland. The Fairfax Main, Cumberland, Maryland, and Elkton, 
Maryland post offices are supplied by the Dulles Stamp Distribution Office (SDO), located in 
Dulles, Virginia. The DuUes SDO distributed "federal eagle" envelopes to post offices 
throughout Maryland and Virginia. Given that the printing defects identified on the envelopes 
used in the attacks are transient, thereby being present on only a small population of the federal 
eagle envelopes produced, and that envelopes with identical printing defects to those identified 
on the envelopes used in the attacks were recovered from post offices serviced by the Dulles 
SDO, it is reascmable to conclude that the federal eagle envelopes utilized in the attacks were 
purchased from a post office in Maryland or Virginia. 

Of the sixteen domestic government, commercial, and university laboratories that had 
virulent RMR-1 029 Ames strain Bacillus anthracis material in their inventory prior to the 
attacks, only one lab was located in Maryland or Virginia, where the relevant federal eagle 
envelopes were distributed and sold by the U.S. Postal Service: the USAMRIID facility at Fort 
Detrick, MD. 

Tape, Ink. and Fiber Trace Evidence 

All four of the envelopes containing these letters were taped along the seams with 
transparent tape. Due to striation patterns placed on transparent tape as part of the manufacturing 
process, it is sometimes possible to match a piece of suspect tape with the tape roll from which it 
originated. Aceording to FBI Laboratory experts, the envelopes were addressed with a pen 
which dispenses fluid-like ink, rather than the ink typically found in a ball point pen. Due to the 
distinguishing characteristics of ink, which vary by manufacturer, it is sometimes possible to 
match ink writing with the pen or brand of pen used to apply it. Forensic analysis of the tape 
attached to the four envelopes has identified eight different types of fiber attached to the tape: 
black cotton, black wool, black nylon, brown polyester, blue wool, yellow acrylic, red cotton, 
and red acrylic. 

Identification of Collection Box at 10 Nassau Street 

Information gathered to date suggests that all of the lethal anthrax letters were mai led 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
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Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facihty. Further forensic examination of the 
contaminated mailbox recovered a number of Caucasian human hairs from inside the box, which 
are suitable for comparison. 

Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Dnvision at USAMRIID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus arJ.thracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate of Philosophy (Ph.D.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University of North Carolina (UNC), Chapel Hill. 

A review ofUSAMRIID records, laboratory notebooks, written protocols, and 
professional publications has shown that Dr. Ivins has worked with Bacillus anthracis at 
USAMRIID since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importatnce of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol cha1lenges. Dr. Ivins produced 
large batches of Bacillus anthracis which were required for such challenges - tests in which 
vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years of working in the laboratories ofUSAMRIID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area, and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

Unexplained late night laboratory access 

USAMRliD contairunent Suite B3 is a Biological Safety Level-3 (BSL-3) suite of 
laboratories used by USAMRIID Bacteriology personnel for research on dangerous animal and 
human pathogens. The flask identified as RMR-1029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
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door to the cold-side change room, which is secured by a magnetic-lock. A central security 
system monitors and records a time stamp for each SAC badge and keypad request. 

A review ofDr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His 
regular working hours on average consisted of a 7:30a.m. to 4:45p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001; however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 hot Suite. 

The following depicts the comparison of Dr. Ivins's total hours spent at night, after 6 
p.m., in Suite B3 during the years 2000 and 2001: 

35 

30 
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~ 20 
= = 15 

10 
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0 

Night Hours in Suite B3 

I• 2ooo • 2001 ! 

Jan. Feb. Mar. Apr. May June July Aug. Sept. Oct. Nov. Dec. 

Months 

The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the Post and Brokaw letters to New York which 
began at 5:00p.m. Monday, September 17, 2001 and ended at noon on Tuesday, September 18, 
2001. Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive 
evening shifts prior to the mailings with time spent in Suite B3: 

D ay D tate T . B "ld" 1425 1mem Ul mg T t l T . B3 o a 1mem 

Friday September 14 8:54p.m. to 12:22 a.m. 2 hours 15 minutes 

Saturday September 15 8:05 p.m. to 11 :59 p.m. 2 hours 15 minutes 

Sunday September 16 6:38p.m. to 9:52p.m. 2 hours 15 minutes . 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25. 
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The inv•estigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for th.e mailing of the Daschle and Leahy letters to Washington, D.C. 
which began 3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 
2001. Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of 
the following times in building 1425 with time spent in Suite B3: 

n D t T' . B 'ld' 1425 T IT ' B3 ay a e 1me m Ul mg ota 1me m 
~ 

Friday September 28 1 7:16 p.m. to 10:59 p.m. . 1 hour 42 minutes 
Saturday September 29 8:02p.m. to 11:18 p.m. 1 hour 20 minutes 
Sunday September 30 9:53p.m. to 12:04 a.m. 1 hour 18 minutes 

Monday October 1 9:14p.m. to 10:43 p.m. 20 minutes 

Tuesday October 2 7:24p.m. to 9:39p.m. 23 minutes 

Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 
Thursday October 4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 

Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9, for 15 
minutes, and then October 14, for 1 hour and 26 minutes. 

The investigation has also analyzed the daily schedules, work areas accessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins' s habits are significantly 
different than those of the other researchers, in that he was frequently in Suite B3, where ruv!R.-
1 029 was kept, late at night and on weekends when no other researchers were present in Suite 
B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee was 
present. 

On Ma_ch 31, 2005, Dr. Ivins was asked by Task Force investigators about his access to 
B3 and could provide no legitimate reason for the extended hours, other than "home was not 
good" and he went there "to escape" from his life at home. A review of Dr. Ivins's and co
workers's laboratory notebooks and projects at the times in question was conducted. The 
investigation determined that Dr. Ivins's role in the experiments were minimal, and did not 
justify the time he spent in B3. Dr. Ivins has admitted to investigators that the research he was 
conducting in 2001 did not require, and does not explain, his late night hours in the B-3 
laboratory arotmd the time period of the anthrax mailings. 

Since producing anthrax spore preparations was one ofDr. Ivins' s principal 
responsibilities at USAMRIID, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRIID afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and le ters used in the Fall 2001 attacks. 
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Failure to cooperate in providing laboratory samples 

......... _. Dr. Ivins provided two sets of samples of Ames anthrax to 
the FBI which he represented to the FBI were drawn from RMR-1029. In the first submission in 
February 2002, Dr. Ivins failed to follow the protocol - . Dr. Ivins was 
subsequently notified that the February 2002 samples were unusable due to his failure to fo llow 
the protocol. A second set of samples, labeled "Dugway Ames spores- 1997" was provided to 
the FBIR by Dr. Ivins in April of2002. Dr. Ivins declares that he uses the terms "Dugway Ames 
spores - 1997" and RMR-1 029 interchangeably, as they are the same flask of material. Both of 
the April RMR-1029 samples were submitted for genetic testing and found to be negative for the 
presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suite B3 at 
USAMRliD and identified additional Ames samples of Dr. Ivins's and others that had not been 
submitted as part of the above mentioned esponse. Dr. Ivins submitted slants 
prepared from the newly identified samples to the FBIR on April 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1029 flask itself. All of the 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

On June 17, 2004, RMR-1029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submission were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1 029 
tested positive: for an four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31,2005, Dr. Ivins was informed that the slants ofRMR-1029 material, he 
provided to the FBIR on April 10, 2002 were found 
to be genetically distinct from the anthrax contained m the attack letters, and from the anthrax 
material recovered by the FBI from the RMR-1029 flask seized from Dr. Ivins' lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked to explain why he did not submit the 
genetically positive sample which was clearly responsive Dr. Ivins was 
adamant in hi:; response that there had been no omission from his g ; submission, and be 
insisted that he had provided RMR-1 029 to the FBI in his second submission of samples in April 
2002. 
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J<now[edge that his stock of anthrax matched the anthrax used in the attack 

On Mar,ch 31,2005, when Dr. Ivins was informed by FBI agents that RMR-1029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year ago, FBI Special 
Agent Darin Steele told him that RMR-1029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR-1029 submission provided by Dr. Ivins in April2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and RMR 
1029, until after the June 17, 2004 submission and subsequent laboratory analysis. 

When interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months after the letter attacks, he was aware that his stock of anthrax, RMR -1029, exhibited 
unique morphological similarities to the anthrax used in the attacks, and that he allegedly learned 
this information from three coworkers at USAMRIID who participated in the forensic analysis of 
the anthrax in the letters. Each of those three coworkers was interviewed by the Task Force, and 
deny disclosing such information to Dr. Ivins. 

Over the course ofthis investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions, did Dr. Ivins ever indicate he had knowledge that RMR-1 029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1 029. To the contrary, Dr. Ivins repeatedly claimed that the anthrax 
used in the attacks resembled that of another researcher at USAMRHD and were dissimilar to the 
Bacillus anthracis Ames organisms maintained in his laboratory, which included RMR.-1029. 

Mental health issues and possible motive 

The investigation has shown that in 2000 and through the mailings in 2001, Dr. 
Ivins had mental health issues. Dr. Ivins's mental health issues came to the attention of 
investigators while reviewing e-mails ofUSAMRIID researchers. Through thee-mails it 
was determined that Dr. Ivins was undergoing significant stress in both his home and 
work life. The mental health issues and stress were significant to the extent that Dr. Ivins 
sought professional help from a psychiatrist and was immediately prescribed medication 
that started in February 2000. 

The following are excerpts from e-mails dated April2000 through December 2001, from 
Dr. Ivins to a friend regarding work, home, state of mental health, and use of medication 
(emphasis are as they appeared in thee-mails) : 

April 3, 2000, "Occasionally l get this tingling that goes down both arms. 
At the same time I get a bit dizzy and get this unidentifiable "metallic" taste in my 
mouth. (I'm not trying to be funny, ... It actually scares me a bit.) Other 
times it's like I'm not only sitting at my desk doing work, I'm also a few feet away 
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watching me do it. There's nothing like living in both the first person singular 
AND the third person singular!" 

June 27, 2000, "Even with the Celexa and the counseling, the depression 
episodes still come and go. That's unpleasant enough. What is REALLY scary is 
the paranoia .... Remember when I told you about the "metallic" taste in my 
mouth that I got periodically? It's when I get these "paranoid" episodes. Of 
course I regret them thoroughly when they are over, but when I'm going through 
them, it's as if I'm on a passenger on a ride. . . . Ominously, a lot of the feelings 
of isolation - and desolation - that I went through before college are returning. I 
don't want to relive those years again. . . . ['ve been seeing the counselor once a 
week." 

June 28, 2000, "Apparently Gore (and maybe even Bush) is considering 
making the anthrax vaccine for the military voluntary, or even stopping the 
program. Unfortunately, since. the BioPort people aren't scientists, the task of 
solving their problem has fallen on us .. ... Believe me, with all the stress of 
home and work, your email letters to me are valuable beyond what you would 
ever imagine - and they help me keep my sanity .... " 

June 29, 2000, "BioPort just tested its final lot of AVA [anthrax vaccine] 
in a potency test. If it doesn't pass, then there are no more lots to test, and the 
program will come to a halt. That's bad for everyone concerned, including us. 
I'm sure that blame will be spread around." 

July 4, 2000, "The thinking now by the psychiatrist and counselor is that 
my symptoms may not be those of a depression or bipolar disorder, they may be 
that of a "Paranoid Personality Disorder." 

July 6, 2000, I think the**** is about to hit the fan .. . bigtime. The 
final lot of AVA, lot 22, isn't passing the potency test, and now there's nothing to 
back it up. Plus, the control vaccine isn't working. It's just a fine mess.•••• 
are spending probably 95% of our time on this." 

July 7, 2000, in an e-majl, Dr. Ivins offered to be interviewed as a case 
study, as long as it remained anonymous. Dr. Ivins indicated that he did not want 
to see a headline in the National Enquirer that read, "PARANOID MAN WORKS 
WITH DEADLY ANTHRAX!!!" 

July 23, 2000, "It's been a really stressful week, from all stand points. 
Home, work, and it's not going well with the counselor I'm going to. (She said she 
thinks 'm going to have to ask to get put 
with another counselor or into a group session. . . . Sometimes I think that it's all 
just too much." 
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August 12, 2000, "Last Saturday, as you probably guessed from my email, 
was one of my worst days in months. I wish I could control the thoughts in my 
mind. It's hard enough sometimes controlling my behavior. When I'm being 
eaten alive inside, I always try to put on a good front here at work and at home, so 
I don't spread the pestilence ... .I get incredible paranoid, delusional thoughts at 
times, and there's nothing I can do until they go away, either by themselves or 
with drugs." 

August 29, 2000, e 10% of the Bacteriology Division. 
If we quit, the anthrax program and BioPort would go down the drain. I'm not 
boasting,_., but the three of us have a combined total of 52 years of research 
experience with anthrax. You just can't go out and find someone like······ 
with their knowledge, skill and abilities. Ain't gorma happen." 

March 4, 2001, "The people in my group just don't pick up on what I try to 
say. They are not into the kinds of problems I bring up, so it's hard for them to 
deal with them. The psychiatrist is helpful only because he prescribes the Celexa. 
He's not that easy to talk to, and he doesn't really pick up on my problems. The 
woman I saw before I went into group wanted to get me put in jail. That wasn't 
very he .. p:ful either. I'm down to a point where there are some things that are 
eating away that I feel I can't tell ANYONE . . . . " 

September 7, 2001, "I was taken off the Special Immunization Program 
because of what happened last spring, and I've just gotten back on it, getting my 
anthrax and Yellow fever shots. We are currently finishing up the last of the 
AVA, and when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until we get a new 
lot. There are no approved lots currently available at BioPort. . . . has been 
having us have biweekly meetings on the rPA vaccine progress, and on August 29 
I went to the Pentagon - first time there - to go to a meeting in his place on the 
vaccine. There is ~real bag of worms with a new lot of rP A produced by the 
BDP (a private company) for NCI, who is under contract to USAMRJID. BDP 
signed a sub-contract with to produce the rPA for a human use vaccine Phase I 
trial. They were paid and they produced it. Now they are refusing to release it 
unless the Army pays some incredible sum of money for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Army refuses to do that of 
course, and everything is in Limbo." 

September 15, 2001 , "I am incredibly sad and angry at what happened, 
now·that it has sunk in. Sad for all of the victims, their families, their friends. 
And angry. Very angry. Angry at those who did this, who support them, who 
coddle them, and who excuse them." 

September 26, 2001, "Of the people in my "group," everyone but me is in 
the depression/sadness/fli ght mode for stress. I'm really the only scary one in the 
group. Others are talking about how sad they are or scared they are, but my 
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reaction to the WTC/Pentagon events is far different. Of course, I don't talk about 
how I really feel with them - it would just make them worse. Seeing how 
differently I reacted than they did to the recent events makes me really think about 
myself a lot. I just heard tonight that Bin Laden terrorists for sure have anthrax 

and sarin gas. Yow•••• 
In that same September 26, 2001 email, Dr. Ivins states "Osama Bin 

Laden has just decreed death to all Jews and all Americans"-- language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO 
AMERICA," "DEATH TO ISRAEL." 

On October 16, 2001, in an e-mail, Dr. Ivins's coworker communicated 
the following to a former coworker, "Bruce has been an absolute manic basket 
case the last few days." 

December 15,2001, "I made up some poems about having two people in 
one (me+ the person in my dreams): . : . 

I'm a little dream-self, short and stout. 
I'm the other half of Bruce - when he lets me out. 
When I get all steamed up, I don't pout. 
I push Bruce aside, them I'm Free to run about! 

Hickory dickory Doc - Doc Bruce ran up the clock. 
But something then happened in very strange rhythm. 
His other self went and exchanged places with him. 
So now, please guess who 
Is conversing with you. 
Hickory dickory Doc! 

Bruce and this other guy, sitting by some trees, 
Exchanging personalities. 
It's like having two in one. 
Actually it's rather fun!" 

The investigation has revealed that Dr. Ivins was prescribed various psychotropic 
medications including antidepressants, antipsychotics, and anti-anxiety, for his mental health 
issues from 2000 through 2006. 

On July 18, 2007, a forensic psychiatrist completed a detailed review of Dr. Ivins 
insurance billing records for medical appointments and prescriptions. Additionally, this 
psychiatrist was provided with an overview of Dr. Ivins ' s social habits, interests, and obsessions. 
The forensic psychiatrist stated that based on his experience, if Dr. Ivins was the mailer, it is 
quite possible that Dr. Ivins retained some kind of souvenir or references to the mailing events. 
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Controversy concerning the anthrax vaccine 

Beginning shortly after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
was the focus of public criticism concerning their introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001, as evident by thee-mails above, that same anthrax vaccine was having problems in the 
production phase at Bioport, a private company in Michigan responsible for manufacturing the 
vaccine. The Food and Drug Administration (FDA) had suspended further production at 
Bioport, and the U.S. government, specifically the Department of Defense, was running out of 
approved lots of the vaccine. The situation placed pressure on select staff members at 
USAMRIID, including Dr. Ivins, who were part of the Anthrax Potency Integrated Product Team 
(IPT). The purpose of the IPT was to assist in the resolution of technical issues that was 
plaguing Bioport' s production of approved lots of the vaccines. 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who worked for NBC News had submitted a Freedom of Information Act 
(FOIA) requests on USAMRliD seeking detailed information from Dr. Ivins's laboratory 
notebooks as they related to the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. 
Ivins appeared angry about the request providing the following response in an e-mail: "Tell 
Matsumoto to kiss my ass. We've got better things to do than shine his shoes and pee on 
command. He's gotten everything from me he will get." 

In early 2002, shortly after the anthrax ]etter attacks, the FDA re-approved the AVA 
vaccine for human use, production at Bioport resumed, and anthrax research at USAMRIID 
continued without interruption. As mentioned previously, one of the anthrax letters post marked 
on September 18, 2001, was addressed to Tom Brokaw, NBC News in New York. Dr. Ivins 
thereafter received "the highest honor given to Defense Department civilians at a Pentagon 
ceremony on March 14, 2003" for his work in "getting the anthrax vaccine back into 
production." 

Use of false names and fascination with sorority grouQ linked to location of anthrax mailings 

The investigation has shown that over the past twenty-four years, Dr. Ivins was known to 
have utilized at least two Post Office Boxes to communicate with members of the public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box, College Estates Station, Frederick, Maryland 21702, was serviced by the 
Frederick Main post office, Frederick, Maryland 2170 l. Analysis of the USPS shipping records 
indicate the Frederick Main received 1000 6 3/4" Federal Eagle banded envelopes on the same 
day as post offices known to have received envelopes with identical print defects as those seen 
on the envelopes used in the mailings. 

On May 14, 2007, identified four communications that it had previously received 
from Dr. Ivins. J ] does not personally know Dr. Ivins but has repeatedly corresponded with 
him by mail]. In Dr. Ivins's first letter to dated May 8, 1982, he used the return address 
of P.O. Box 1265, Frederick, Maryland 21702. In the letters, Dr. Ivins expressed his support to 
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••• work and an interest in sorority hazing. One of the sororities with which he expressed an 
interest was identified as Kappa Kappa Ganuna {KKG). In a letter to 
Dr. Ivins enclosed a "letter to the editor" of•••••••••• 
dated ustifying the practice of hazing by ifs 
sorority, (KKG). 

On July 9, 2007, the Post Office Box application (PS Form 1 093) at the College Estates 
Station, Frederick, Maryland 21702, for P.O. Box 1103, in the name of Bruce E. Ivins was 
obtained. A review of the application card revealed that Dr. Ivins rented P.O. Box 1103 on 
November 12, 1993, providing a military identification and using his Maryland Motor Vehicle 
Administration Drivers License, I-152-098-188-30 1 as proof of identification. Dr. Ivins 
provided an address of~===~~~. Frederick, MD 21702 and telephone numbers of 
1::::::~~ I Also listed on the P.O. Box application card to receive mail 
• The last payment on the P.O. Box was made on November 13, 2004. A 
review of Change of Address records revealed that P.O. Box 1103 was closed on December 30, 
2005 and no forwarding address was provided. 

On July 30, 2007, ) was interviewed regarding P.O. Box 1103. 
personally know Dr. Ivins but has historically been familiar with his name 

tlwas shown the P.O. Box application and stated that it had never rented a P.O. Box anywhere 
and had never met, nor had any socia~ or professional association with a Dr. Ivins. However, 
••• recognized the name Bruce Ivins because had previously mentioned his name. 
--ndicated to that Dr. Ivins harassed it in the past, and believed that-was 
frightened of Dr. Ivins, resulting from unspecified incidents that occurred prior t meeting 
~lso recalled a vandalism incident that occurred in the months prior to leaving the 
Maryland area with They had awoken one morning in · apartment to 
find Greek fetters spray painted on the fence, sidewalk, and vehicle outside their apartment. 

A copy of the Police Report,e••1111••• 
~as obtained from the Records Division and provided the following information: 

On the morning ofe•••• 
filed a report of vandalism with lice Department. 

··~dvised that between 2330 and 0830 hours, unknown subject(s) sprayed the Greek 
symbols for KKG on its front fence, three (3) areas of sidewalk adjacent to its residence, and on 
the rear window of its 1981 Honda Accord. advised that was a 
member of the sorority KKG in Nort_h Carolina four ( 4) years ago. 
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This incident is significant because Dr. Ivins's first address, after completing 
his Post Doctoral Fellowship at the UNC, Chapel Hill in 1978 and prior to moving to Frederick 
in the 1980s, same town home 
community that resided and experienced the case ofKKG related vandalism 
before moving out ofthe state in 1983. 

On April 5, 2007, recalled that Dr. Ivins had told it that he had maintained a P.O. 
Box for the purpose of corresponding with individuals who had responded to advertisements Dr. 
Ivins had placed in possibly a newspaper or magazine . 

••••• Dr. Ivins told I that he advertised that 
he possessed a KKG sorority handbook which contained cherished information solely reserved 
for KKG members. CW-4 believed that Dr. Ivins was advertising that he had access to 
privileged infmmation and would be willing to share the secrets with those responding to the 
advertisements. Dr. Ivins admitted to CW-4 that he had broken into a KKG sorority house to 
steal a secret KKG handbook. CW-4 believed that Dr. Ivins had committed this alleged crime 
during his Post Doctorate Feltowship at the UNC, Chapel Hill. 

Dr. Ivins provided CW-4 one ofhis alternate e-mail addresses as 
goldenphoenix11l@hotmail.com. A search of the internet for postings under goldenphoenix111 
identified the fiJllowing posting dated February 20, 2007, on a website at 
wv-.rw.abovetopesecret.com: 

"Wildswan, you are quite right about what you said about KKG. If people look 
hard enough and dig hard enough, have friends, relatives, perhaps financial 
resources, etc., then they can pretty much find out about whatever GLO they 
want. Kappas are noted for being lovely, highly intelligent campus leaders. 
Unfortunately, they labeled me as an enemy decades ago, and I can only abide by 
their "Fatwah" on me. I like individual Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me since the 1960s, 
and REALLY after me since the 1ate 1970s. At one time in my life, I knew more 
about KKG than any non-Kappa that had ever lived. Unfortunately I've forgotten 
a lot. I've read the history ofKKG that was written several decades ago about its 
founding. Question for you: Did your chapter use the combined service, or did 
you separate your services into the "RedRoom and WhiteRoom"? did you use 
special blue or white blindfolds? You can reach me at 
goldenphoenix 111 @hotmail.com ... as a phoenix rises from its ashes ... " 

This posting is significant in that in his own words, Dr. Ivins defines the depths of his 
obsession and knowledge in the sorority KKG. Additionally, as previously described above, the 
letters used in the 2001 anthrax mailings were mailed from a blue collection box located at 10 
Nassau Street, Princeton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, 
Princeton, New Jersey, located on the same side of the street and 60 feet to the right from the 
blue collection box. 
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Connection to "4th Grade, Greendale School" 

The investigation into the fictitious return address on envelopes used for the second 
round of anthrax mailings, "41

h GRADE," "GREENDALE SCHOOL," has established a possible 
link to the American Family Association (AF A) headquartered in Tupelo, Mississippi. In 
October 1999, AFA, a Christian organization, published an article entitled "AFA takes Wisconsin 
to court. " The article describes a lawsuit filed in federal court, by the AF A Center for Law and 
Policy (CLP), on behalf of the parents of students at Greendale Baptist Academy. The article 
focuses on an incident that occurred on December 16, 1998, in which case workers of the 
Wisconsin Department of Human Services went to the Greendale Baptist Academy in order to 
interview a fourth-grade student. The case workers, acting on an anonymous tip that Greendale 
Baptist Academy administered corporal punishment as part of its discipline policy, did not 
disclose to the staff why they wanted to interview the student. The case workers interviewed the 
sh1dent in the absence of the student's parents and informed the school staff that the parents were 
not to be contacted. The AF A CLP filed suit against the Wisconsin Department of Human 
Services, citing a violation of the parents' Fourth Amendment rights. 

donations were 
made to the AFA in the name of "Mr. and Mrs. Bruce Ivins" on eleven separate occasions 
beginning on December 31, 1993. After an approximate two year break in donations, the next 
donation occurred on November 11, 1999, one month after the initial article referencing 
Greendale Baptist Academy was published in the AFA Journal. It was also discovered that the 
subscription to the AFA Journal, in the name of"Mr. & Mrs. Bruce Ivins," at 
Frederick, Maryland 21 702, was active until March 2005. 

Frustrations with Members of the United States Senate 

The investigation has shown that Dr. Ivins and his wife, are practicmg 
Catholics. Their children are graduates of Saint John's at Prospect Hall Catholic High School 
located in Frederick, Maryland. In an e-mail dated, September 26, 2001 , Dr. Ivins states that 
both he and I Ware actively involved in the church choir. On July 10, 2002, in an e-mail to a 
friend, Dr. Ivins identified his wife, I £ as the President of the Frederick County Right to 
Life, as well as having connections to many other pro-life/anti-abortion groups. Dr. Ivins later 
states in the same e-mail, "I'm not pro-abortion, I'm pro-life, but I want my position to be one 
consistent with a Christian." 

In 2001, members of the Catholic pro-life movement were known to be highly critical of 
Catholic Congressional members who voted pro-choice in opposition to the beliefs of the 
Catholic Church. Two of the more prominent members of Congress who fell in this category 
were Senator Tom Daschle, then Senate Majority Leader; and Senator Patrick Leahy, Chairman 
of the Senate Judiciary Committee, both recipients of the 2001 anthrax mailings. In a 
September/October 2001 newsletter from the organization Right to Life of Greater Cincinnati , 
Senator Leahy and Senator Daschle were featured in an article entitled: Pro-Abortion "Catholic" 
Senators?, wherein a statement declares that these men should no longer be labeled Catholic and 
should be excommunicated for aiding and abetting abortion. During Task Force interviews, 12 
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staff members related that Senator Leahy is pro-choice on the issue of abortion. Three staff 
members stated that Senator Leahy was on a pro-life "hit list" because of his stance on abortion. 

On September 26, 2001, in an e-mail to a friend, Dr. Ivins writes "The news media has 
been saying that some members of Congress and members ofthe ACLU oppose many ofthe 
Justice Department proposals for combating terrorism, saying that they are unconstitutional and 
infringe too much on civil ~iberties. Many people don't know it but the official ACLU position is 
to oppose all metal detectors in airports and schools and other public buildings. It's interesting 
that we may now be living in a time when our biggest threat to civil liberties and freedom doesn't 
come from the government but from enemies of the government. Osama Bin Laden has just 
decreed death to all Jews and all Americans, but I guess that doesn't mean a lot ~o the ACLU. 
Maybe I should move to Canada .. .. " 

On November 17, 2001, Senator Leahy's Chief of Staff, was interviewed by Task Force 
investigators. The staffer stated that Senator Leahy has drawn fire from some conservative pro
life supporters. The staffer advised that Senator Leahy and Senator Daschle were seen by some 
members of the public as slowing the passage of the P.A.T.R.I.O.T. Act. Senator Leahy 
reportedly was critical of the P.A.T.R.I.O.T. Act because he believed it was too far reaching and 
threatened civil liberties. The staffer also related that Senator Leahy had been criticized by 
conservatives and Republicans for resisting the appointment of Republican appointed judicial 
nommees. 

Bacillus Trace Evidence 

Experts at the FBI's Hazardous Materials Response Unit have found that trace quantities 
of Bacillus anthracis and Bacillus subtilus can be detected using biological swabbing techniques 
similar to those used by United Nations weapons inspectors. Anthrax and Subtilus spores are 
like seeds, which are surrounded by a dense shell capable of enduring extreme environmental 
conditions and temperatures remaining dormant for decades, until such time that nutrients are 
again available and the organism returns to its vegetative cycle of replication. Even when the 
viability of an anthrax or subtilus spore is destroyed by environmental or other factors, the 
genetic material of the organism will remain preserved within the dense shell of the spore, and 
can be detected by DNA analysis using the Polymerase Chain Reaction (PCR). 

The investigation to date has yielded a diverse array of items contaminated with anthrax 
spores from the letters, such as the previously mention mailbox at 10 Nassau Street in Princeton, 
New Jersey. The contaminated items tenaciously retain anthrax spores on their surfaces, even 
when subjected to the highs and lows of outdoor temperatures, various environmental conditions, 
and elements of the weather. The United States Postal Service had great difficulty cleaning the 
two regional postal facilities that processed the anthrax letters. Trace quantities of anthrax spores 
were found to persist in those facilities nearly two years after the attacks, despite repeated efforts 
to eliminate those spores using chlorine dioxide gas and other remediation techniques. 

Taken together, it is reasonable to believe that bacillus anthracis and subtilus spores 
residual from the September and October 2001 mailings may still persist in trace amounts inside 
the home or vehicle of the person who mailed them, even six years after the crime. Regardless 
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of their viability, the mechanics of the spore structure protects the DNA of the organism, which 
can be detected using PCR techniques. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search and 
forensic swabbing of the Subject Residence and Subject Vehicles may result in collection of 
evidence relevant to the dissemination of a weapon of mass destruction (anthrax) through the 
U.S. mail system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 
11 14. Specifically, there is probable cause to believe that a search and forensic swabbing of the 
Subject Residence and Subject Vehicles as described in the Attachment to this affidavit, may 
reveal laboratory, makeshift, and dual purpose equipment, or materials, supplies, and protocols 
used in preparation of the deadly anthrax contained in the letters, or may recover trace amounts 
of the non-anthracis Bacillus or the powdered anthrax material remaining in the Subject 
Residences and Vehicles, or may recover textile fibers that match those recovered from the tape 
on the envelopes used in the anthrax mailings, or may recover hairs that match the Caucasian 
hairs recovered from inside the contaminated mail drop box in Princeton, New Jersey, or may 
produce papers, tape, pens, pencils, notes, books, manuals, receipts, financial records, 
correspondence, address books, maps, handwriting samples, photocopy devices, scanners, 
printers, toner or printer cartridges, photocopy exemplars, envelope bands, New Jersey 
addresses, global positioning devices, zip-code information, photographs, computer files, cellular 
phones, phone bills, electronic pager devices, other digital devices, or other documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators 
involved in the attacks. 

Based upon my knowledge, training and experience, my consultations with other crimillal 
investigators, persons engaged in criminal activity frequently store, or inadvertently deposit, 
these kinds of items in their homes or automobiles and leave them on the premises for many 
years after a crime, failing to recognize their forensic value and incriminating nature. This 
conclusion is supported by trash covers that have been found in material recently discarded from 
the house. On October 15 and October 22, 2007, trash was recovered from the front of 622 
Military Road, Frederick, Maryland, including receipts from a 1995 purchase as well as other 
documents related to KKG sorority. In my experience, vehicles are often used to store 
documents, maps, receipts, and other papers related to travel that may be relevant to this 
investigation. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed m1der seal until further order ?f the Court. ~ J,J, h.-r 
~-(' :,e._ /er5-A or) rCI'<L ra.~~,'rdl TO r?fd'': J€_ £wL._ Jl....c ,,J, .;;<} 

111 f4~ Az{/<fJc,o._ .. , r--, +rr~ re.(} t,t.e)-:- 7C,._ /h;' A .J.- ·y 'To ey~"712.. ~/~ 

IN<-/.'~ ~o- c._,-"~7 -r."'"'; J/ '7 "" .-v/j ~ ,-~ / ., r / C) 7 
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The statements contained in this Affidavit are based in part on information provided by 
FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as an FBI Special Agent. [ have not included 
each and every fact known to me concerning this investigation. I have set forth only the facts 
that I believe are necessary to establish the necessary foundation for the search warrant. 

THOMAS F. DELLAFERA 
Postal Inspector 
United States Postal Inspection Service 

OCT Sl 2tlOJ 
Sworn to before me this 
__ day of , 2007 

/~ // ti:S. 1\GISiRATEJUDGE 
United States District Court 
for the District of Columbia 

DEBORAH A. ROBINSON 
U.S. MAGistRATE JUDGE 
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ATTACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search and 
forensic swabbing for the items mentioned in the text of the search warrant, including more 
specifically the following: 

1. Any assembled or unassembled Biological Threat Agent (BTA), or trace thereof, and 
any BTA weapon, and/or any incendiary, radiological, nuclear, chemical or booby trap device. 

2. Laboratory equipment used in the production/replication of biological threat agents 
including, but not limited to agar or liquid growth media, media components, anti-foaming 
agents, animal droppings or carcasses, autoclaves, bleach, blenders, live animals and materials 
for their care, cylinder of nitrogen or oxygen, soil, dimethylsulfoxide (DMSO), fermentors, 
grinders, home brewing kits, incubators, inoculating loops, mechanical stirrers/paint stirrers, 
microscopes, microwave for making homemade agar plates, mortar/pestle, milling devices, 
ovens, Petri dishes/improvised glass/plastic cook dishes, pipettes, pressure cookers, Q-tips, roller 
flasks, rubber gaskets/seals, screens, sieves, sodium hydroxide, stains/inks/dyes used to identify 
BT As, sterilization equipment (Bunsen or alcohol burners/butane torches), swabs, test tubes, 
tissue culture flasks, virus flasks, and other materials. 

3. Personal Protective Equipment/Safety Equipment including, but not limited to, 
biosafety hoods and cabinets (commercial or homemade), masks (surgical/dust/HEPA), exhaust 
vents, filters (HEPA), gloves, lab coats, mechanical fans, safety glasses/goggles, shoe covers, 
soap, tubing pipes, and vinegar. 

4. Items used in the weaponization/delivery of biological weapons including, but not 
limited to pens, tape, paper, scissors, envelopes, target addresses, aerosol canisters, agricultural 
or garden sprayers, acetone or other drying agents, baby powder, baking powder, baking soda, 
boxes, commercial/industrial powders, copier toner/printer and/or toner/inks, compressed air or 
other gas systems, cornmeal, cornstarch, explosive, hypodermic syringes/needles, jars or flasks 
with gauze on top, oatmeal, powdered milk, salt/pepper, spray bottles, squirt guns, stamps, sugar, 
talcum powder, and other materials. 

5. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related papetwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe production, weaponization, and delivery techniques, directions, maps, diagrams, and 
blueprints of delivery or target locations, communication which would include but not be limited 
to handwritten notes and drawings, memos and photographs, which would include descriptive 
information such as telephone numbers, addresses, affiliations and contact points of individuals 
involved in a conspiracy to acquire, refine, alter, transport, and/or use a biological weapon. Note 
that such documentary material described herein may be in printed or electronic fonn such as, 
but not limited to, computer disks. Such computerized and other electronic material would 
constitute contraband, fruits, instrumentalities or evidence of the offenses enumerated herein and 
in the attached affidavit for search warrant. 

[ 1] 
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6. Publications or other written materials evidencing knowledge of federal laws 
including those related to biological weapons and other weapons of mass destruction. 

7. Photographs, newspapers, or magazine clippings, travel information, brochures, maps, 
hotel receipts, rental receipts, notes, ledgers, phone numbers, toll records, address books (which 
may be in printed or electronic format), hand-held electronic memo-type notebooks, scanners, 
commercial transportation receipts, and firearms, ammunition, firearms owners identification 
documents and/or permits and licenses, digital or other types of pagers and all alpha and/or 
numeric data/message stored therein, cellular phones, cordless telephones and their base units, 
caller identification units and all alpha-numeric information and data stored therein, biological 
weapons/agent formulas, biological weapons/agents, and/or recipes, all of which related to the 
construction of biological weapons, or plans to produce, conceal, or use such devices or agents or 
indicated possible confederates involved or possible targets of such weapons. 

8. Any notes, correspondence, memoranda, writings or other documents, regardless of 
storage media, which relate to the production or refinement of biological weapons (in luding 
anthrax bacteria/spores), or plans to produce, concea~ or use such weapons, which items concern, 
among other thxngs, rental agencies, storage facilities, biologicaVchemical suppliers or outlets for 
necessary biological equipment. Examples of such writings include, but are not limited to, those 
that evidence biological weapons production or predisposition such as sales receipts, invoices, 
shipping records, literature that relates to biological weapons-making or the production of 
biological materials, electronic addresses of sites with biological agent/weapons-making 
information and stored electronic communications, computer passwords or codes, delivery 
devices, and material from which biological weapons can be made from related chemicals and 
materials. 

9. Bank documents and other records and documents pertaining to the expenditure of 
funds for illegal activities, assets and funds used to facilitate illegal activities and assets and 
funds obtained from the conduct of illegal activities. 

10. Cellular and telephone records. 

11. Keys, records, or other information pertaining to storage facilities, safety deposit 
boxes or other locations where assets or contraband may be stored. 

12. Books, videos, pamphlets and any other written, audio, video media advocating 
production, refinement, distribution of biological weapons or other acts of violence or 
criminality. 

13. Destructive devices, weapons of mass destruction or their components or parts and 
any written medium pertaining to their design, use, operation, function, capabilities or other 
attributes. 

14. Records, documents, notes, or other material indicating the use of aliases or false 
identities including birth certificates, driver's licenses, photographs, travel documents or 
passports and miscellaneous items such as permits, registrations, certificates, licenses, and 
badges of all types. 

[2] 
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15. Computer hardware, computer software, computer-related documentation, computer 
passwords and data security devices, records, documents, photos, and materials use to 
communicate, both written, electronic mail, and by any other means directed either to/from 
subject. 

a. Computer hardware is defmed as any computer equipment including any electronic 
devices which are capable of analyzing, collecting, converting, creating, displaying, or 
transmitting electronic, magnetic, optical computer impulses or data. These devices include, but 
are not limited to, computers, computer components, computer peripherals, data-processing 
hardware (such as CPUs, memory typewriters, and self-contained laptop or notebook 
computers), encryption circuit boards, internal and peripheral storage devices (such as fixed 
disks, external hard disks, floppy disk drives and diskettes, tape drives and tapes and optical 
storage devices), peripheral input/output devices (such as keyboards, printers, scanners, plotters, 
and video display monitors), related communications devices (such as modems, cables and 
connections, recording equipment, Random Access memory (RAM) or Read-Only memory 
(ROM) units, automatic dialers, speed dialers, programmable telephone dialing or signaling 
devices, and electronic tone gathering devices), as well as devices, mechanisms, or parts that can 
be used to restrict access to such hardware (such as physical keys and locks.) 

b. Computer software is defined as any instructions or programs stored in the form of 
electronic, magnetic, or optical media which are capable of being interpreted by a computer or its 
related components. These items include, but are not limited to, operating systems, application 
software, utility programs, compilers, interpreters, and communications software, as well as 
software used to communicate with computer hardware peripherals, either directly or indirectly 
by telephone lines, radio, or other means of transmission. Computer software may also include 
certain data, data fragments, or control characters integral to the operation of the computer 
software. 

c. Computer-related documentation is defined as any written, recorded, printed, or 
electronically-stored material which provides instructions or examples concerning the operating 
of a computer E;ystem, computer software, and/or any related device, including but not limited to, 
user agreements, software manuals, and operating procedure guidelines. Such documentation 
may also include material which explains or illustrates the configuration or use of any seized 
hardware, software, or related item. 

d. Computer passwords and data security devices are defines as all those devices, 
programs, or data - whether themselves or in the nature of hardware or software - that can be 
used, or is designed for use to restrict access to, or facilitate concealment of, any computer 
hardware, software, computer-related documentation, electronic data, records, or materials 
within the scope of this application. These items include, but are not limited to, any data security 
software or information (such as test keys and encryption codes), similar information that is 
required to access computer programs or data or to otherwise render programs or data into usable 
form. 

e. Records, documents, and materials, as used above, includes all the forgoing items of 
evidence in whatever form and by whatever means such records, documents, or material, their 
drafts, or their modifications may have been created or stored, including, but not limited to, any 
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handmade form (such writing or drawing), any photographs or negatives, any mechanical form 
(such as printing or typing) or any electrical, electronic, magnetic, or optical form (such as 
floppy diskettes, hard disks, CD-Roms, optical disks, printer buffers, smart cards, thwnb drives, 
memory calculators, electronic dialers, or electronic notebooks), as well as printouts or readouts 
from any storage devices. 

f. The term electronic mail is defined as any communications, including, but not limited 
to, the transfer of signs, signals, writing, images, sounds, data, or intelligence, previously 
received, transmitted, or stored, or prepared in contemplation of transmission, or any 
communications in the process of being received or transmitted, whether stored on any electronic 
media named above or held in temporary, intermediate storage incidental to tran~mission. 

16. Any notes, correspondence, memoranda, writings, address books, documents or other 
materials, regardless of storage media, which establish an evidentiary link to (1) the particular 
envelopes and photo-copied letters used in the crime, including samples of documents photo
copied around that time period, (2) the location from which the attack letters were mailed in 
Princeton, New Jersey, including but not limited to materials relating to the KKG sorority 
associated with the particular mailbox from which the anthrax letters were sent, and any other 
materials linking Ivins or his family or associates to the Princeton area, (3) the return address on 
the envelopes used in the attacks, including any materials relating to "Greendale" schools, "41

h 

grade", "Franklin Park," and postal zip code "08852" and zip code directories; (4) the victims to 
whom each of the attack letters were mailed, including but not limited to materials relating to 
NBC, New York Post, reporters Gary Matsumoto and Tom Brokaw, the National Enquirer and 
other publications of American Media Incorporated, letters to the editor, and any member of the 
United States Congress; (5) a possible motive to commit the attacks in 2001 , including but not 
limited to materials relating to the anthrax vaccine, Gulf War Syndrome, bioterrorism issues, the 
former bio-weapon program at Ft. Detrick, the bio-defense program at USAMRIID, any vendetta 
against the KKG sorority or sororities in general, dislike for members of the press or members of 
Congress, and (6) plans or attempts to obstruct justice or otherwise mislead Task Force 
investigators on this case, including materials relating to the submission of false evidentiary 
samples, how to defeat a polygraph, the purchase or use of any electronic eavesdropping or 
counter-surveillance devices including computer software, spyware or other services, 
investigative counter-measure materials and detection devices, materials relating to the 
cooperating FBI sources mentioned in this affidavit, and the purchase of weapons, stun-gtms, 
taser-guns, and ballistic vests. 
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AO 109 (2/90) Seizure Warrant 

RETURN 

DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED 

I I I (__ } c_ 00 7 . { 

INVENTORY MADE IN THE PRESENCE OF 

INVENTORY OF PROPERTY SEIZED PURSUANT TO THE WARRANT /) 

!V/;4 : J;Vo :C"fe~1 ~ we..re. 5f2--) .::eM. 

COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WITH 

CERTIFICATION 

I swear that this inventory is a true and detailed account of the property seized by me on the warrant. 

FILED 
NOV 0 9 2007 

NANCY MAYER WHITIINGTON, CLERK 
U.S. DISTRICT COURT . 

014553Anthrax Page 393 of 639



SearchWarrant-07-529M-01.pdf

AO I 06(Rev.5/85) Affidavit for Search ,, arrant 

UNITED STATES DISTRICT COURJ: 
. FOR THE DISTRICT OF COLUMBIA I L ED 

ocr 3 r 2007 
In the Matter of the Search of 

Office, 'Nall Lockers and Laboratory 
Space of Bruce Edwards Ivins, inside 
Buildings 1412 and 1425 of the U.S. Army 
Medical Research Institute of I nfectious 
Diseases, on Porter Street, Fort Detrick, MD 

APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 

_ _ T=h=o,"'m=a=:s"-""-F_,_. ~D'""e~ll'-=a'""'f""'er,_,a,___ ____ being duly sworn depose and s~~NC 

I am a(n) Postallnspector with the U.S. Postal Insgection Service ~£crn~~'$~~imroiiirf'~----
(Official Title) 

that o on the person of or 181 on the property or premises known as (name, description 

the office, wall lockers and laboratory space of Bruce Edwards Ivins inside Buildings 1412 and 1425 of the United 
States Army Medical Research Institute oflnfectious Diseases ("USAMRITD"), located on Porter Street, Fort 
Detrick, Maryland, including (1) wall locker number 55 in Room 127 of Building 1412, (2) wall locker number 
10 in Room B301 ofBuilding 1425, (3) office number 19 of Building 1425, and (4) the biocontainmentlaboratory 
areas identified as Rooms B303, B313 and B505 located inside Building 1425. 

in the District of Maryland, there is now concealed a certain person or property, namely 
trace quantities of Bacillus anthracis or simulants thereof, hairs, textile fibers, lab equipment or materials used 
in preparation of select agents, papers, tape, pens, notes, books, manuals, receipts, financial records of any type, 
correspondence, address books, maps, handwriting samples, photocopy samples, photographs, comp uter files, 
cellular phones, phone bills, electronic pager devices, other digital devices, or other documentary evidence. 

which is (state one or more bases for search and seizure set forth under Rule 4 1 (b) of the Federal Rules of Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, to include the use of a weapon of mass destruction 
(anthrax) ~nd the murder and attempt to murder officers and employees of the United States 

in violation ofTitle _llL United States Code, Section(s) 2332a and 1114 . The facts to support a finding of Probable 
Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY REST A TED HEREIN 

Continued on the '""ched sheet •nd made ' p•rt hcreof. Iii l?t:1&. 
KennethC. Kohl,AUSA ~ ..r .. ~. 
U.S. Attorney's Office, Washington, DC 
(202) 616-2139 

Swo()CJeS l mzoo7~ubscribed in my presence 

Date · 
DEBORAH A. ROBlNSON 

U.IIA&'&lftAlEJUDGE 
Name and Title of Judicial Officer 

Signature of Affiant 

Thomas F. Dellafera, Postal Inspector 
United States Postal Inspection Service 

at Washington, D.C. (pursuant to the domestic terrorism search 
warrant provisions of Rule 41 (b )(3)) 

' 
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A093(Rev.5/85)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

Office, Wall Lockers and Laboratory 
Space of Bruce ;Edwards Ivins, inside 
Buildings 1412 and 1425 of the U.S. Army 
Medical Research Institute of Infectious 
Diseases, on Porter Street, Fort Detrick, MD 

SEARCH WARRANT 

CASE NUM~ER:D 7 - 5 2 9 - AI - 0 1 

TO: Postal Inspector Thomas F. Dellafera and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Postal Inspector Thomas F. Dellafera who has reason to believe 
that D on the person or 181 on the premises known as (name, description and or location) 

the office, wan lockers and laboratory space of Bruce Edwards Ivins inside Buildings 1412 and 1425 of the 
United States Army Medical Research Institute of Infectious Diseases ("USAMRIID"), located on Porter 
Street, Fort Detrick, Maryland, including (1) wall locker number 55 in Room 127 of Building 1412, (2) wall 
locker number 10 in Room B301 of Building 1425, (3) office number 19 of Building 1425, and (4) the 
biocontainment labaratory areas identified as Rooms B303, B313 and B5051ocated inside Building 1425. 

in the District of Maryland there is now concealed a certain person or property, namely (describe the person or property) 

trace quantWcs of Bacillus anthracis or simulants thereof, hairs, textile fibers, lab equipment or materials _ 
used in preparation of select agents, papers, tape, pens, notes, books, manuals, receipts, financial recordSOf___...... 
any type, correspondence, address books, maps, handwriting samples, photocopy samples, photographs, 
computer fi:tes, cellular phones, phone bills, electronic pager devices, other digitaJ devices, or other 
documentary evidence. 

Name and Title of Judicial Officer 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Thomas F. Dellafera, being duly sworn, depose and say: 0 t-.S Z 9 - Y-O 1 

I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 
approximately twenty-one years . I am authorized to investigate crimes involving violations of 
Title 18 U.S .C. Section 2332(a) and 1114. 

This affidavit is respectfully submitted, pursuant to the terrorism search warrant provision 
found at Rule 4l (b)(3) of the Federal Rules of Criminal Procedure, in support of an application 
for a warrant to search the following premises: 

(l) A warrant to search wall locker number 55, located in Room 127, Building 1412, 
United States Army Medical Research Institute of Infectious Diseases (USAMRTID), 
Fort Detrick, Maryland. Wall locker number 55 is labeled "Bruce Ivins", and is 
secured by a combination lock. 

(2) A warrant to search wall locker number 10, located in Room B301 , Building 1425, 
USAMRIID, Fort Detrick, Maryland. Wall locker number 10 is labeled "Bruce Ivins 
X34927", and is secured by a combination lock. 

(3) A warrant to search the office area ofDr. Bruce Edwards Ivins, office number 19, 
located in Building 1425, USAMRIID, Fort Detrick, Maryland. 

(4) A warrant to search Dr. Bruce Edwards Ivins's laboratory space in Room B303, 
B313 and B505, Building 1425, USAMRIID, Fort Detrick, Maryland. 

As discussed below, there is probable cause to believe that a search of the 
aforementioned locations may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon ofMass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation of Title 18, United States Code, 
Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 

Overview 

The FBI and the U.S. Postal Inspection Service (hereinafter "Task Force") investigation 
of the anthrax attacks has led to the identification ofDr. Bruce Edward Ivins, an anthrax 
researcher at the U.S. Army Medical Research Institute for Infectious Diseases, Fort Detrick, 
MD, as a person necessitating further investigation for several reasons: (1) At the time of the 
attacks, he was the custodian of a large flask of highly purified anthrax spores that possess 
certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins has been unable to 
give investigators an adequate explanation for his late night laboratory work hours around the 
time of both anthrax mailings; (3) Ivins has claimed that he was suffering serious mental health 
issues in the months preceding the attacks, and told a coworker that he had "incredible paranoid, 
delusional thoughts at times" and feared that he might not be able to control his behavior; ( 4) 
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Ivins is believed to have submitted false samples of anthrax from his lab to the FBI for forensic 
analysis in order to mislead investigators; (5) at the time of the attacks, Ivins was under pressure 
at work to assist a private company that had lost its FDA approval to produce an anthrax vaccine 
the Army needed for U.S. troops, and which Ivins believed was essential for the anthrax program 
at USAMRIID; and (6) I~ sent an email to few days before the 
anthrax attacks warning What "Bin Laden terronsts sure . and sarin gas" and 
have "just decreed death to an Jews and all Americans," language similar to the anthrax letters 
warning "WE HAVE THIS ANTHRAX ... DEATH TO AMERICA ... DEATH TO ISRAEL." 

The Task Force submits that a search and forensic swabbing of the Subject office and 
work spaces may reveal forensic or documentary evidence that will assist the investigation by 
linking Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators involved in the 
attacks. The search is for laboratory equipment, tape, ink, paper, textile fibers, Caucasian hair, 
trace bacillus spores, handwriting samples, photocopy samples, and all relevant documents, notes 
and records in various formats, as more fully described in the Attachment to this affidavit. 

Factual Background 

In September and October, 2001, at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the District of Columbia, New York City, and 
Boca Raton, Florida, in violation of Title 18, United States Code, Section 2332(a), which 
prohibits the ·.tse of a Weapon of Mass Destruction. Bacillus anthracis is a Weapon of Mass 
destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 
States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Columbia. Each of the envelopes contained a handwritten note referencing "9-1 1-0 1" 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA. DEATH TO ISRAEL. ALLAH IS GREAT." The two letters addressed to 
Capitol Hill had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and the 
other eleven people suffered cutaneous anthrax (contracted through the skin). Five of the 
inhalational victims eventually died from their infection: (1) Robert Stevenson, 63, photo editor, 
American Media Inc., Boca Raton, Florida, died on 10/5/2001; (2) Thomas L. Morris, Jr., 55, 
postal worker, Brentwood Post Office, Washington, D.C. , died on 10/2112001; (3) Joseph P. 
Curseen, Jr., 47, postal worker, Brentwood Post Office, Washington, D.C. , died on 10/22/2001; 
(4) Kathy T. Nguyen, 61, hospital employee, New York City, died on 10/31/2001; and (5)0ttilie 
Lundgren, 94, Oxford, CT, died on 11121/2001. Another 31 persons tested positive for exposure 
to anthrax spores. All of the exposures and cases of infection are attributed to the anthrax 
mailings, based on their timing, their location, the place of employment of each individual 
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infected, and the identity of the strain of anthrax found in each letter and in the bodies of the five 
deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each of the decedents' 
bodies is the same strain of anthrax found in the threat letters mentioned above. This particular 
strain is commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field ofinfectious diseases including anthrax. According to these individuals 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires particular laboratory equipment 
such as a lyophilizer or other drying device, biological safety cabinet or other containment 
device, incubator, centrifuge, fermentor, and various personal protective gear, described more 

· fully in the Attachment to this affidavit. 

Determination of Origin of Anthrax Contained in 2001 Mailings 

The mail attacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark dates of the recovered letters. Letters used in the first attack were 
postmarked on 09/18/2001 and were focused to media establishments located in the New York 
area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, DC. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the Post and Brokaw letters versus the Senator 
Leahy and Senator Daschle letters reveals obvious differences. The spore powders recovered 
from the Post and Brokaw letters were granular and multicolored in consistency, while the 
Senator Leahy and Senator Daschle letters contained fine spore powders that were uniform in 
color. 

Microscopic examination of the evidentiary spore powders recovered from all four letters 
identified an elemental signature of Siiicon within the spores. This Silicon signature had not 
been previously described for Bacillus anthracis organisms. 

3 

014558Anthrax Page 398 of 639



SearchWarrant-07-529M-03.pdf

Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (i.e. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whoie, the collection of all of the genetic mutations 
found in the anthrax used in the 2001 mailings, serve to provide a "DNA fingerprint" which can, 
and has been used to investigate other Ames isolates collected from laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, sixteen domestic government, commercial, and university 
laboratories that had vi strain Bacillus anthracis in their inventories prior to the 

received Ames strain Bacillus anthracis isolates or samples from all sixteen domestic 
laboratories, as well as, from laboratories in Canada, Sweden, and the United Kingdom. All 
total, the Task Force has obtained more than 1000 isolates of the Ames strain of Bacillus 
anthracis from these laboratories and archived these isolates in the FBI Bacillus anthracis 
Repository (hereinafter "FBIR"). 

The four aforementioned molecular assays have been applied to each of the more than 
l 000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FBIR 
samples, only eight were determined to contain an four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR-1 029. 
RMR-1029 was stored in the B3 biocontainment suite within Building 1425 of the United States 
Anny Medical\ Institute of Infectious Diseases (USAMRIID), Fort Detrick, Maryland. Access to 
the suite is afD)fded only to those personnel who are approved by the USAMRIID Security, 
Safety, and Special Immunizations Program to have the required background check, training, and 
medical protection (vaccination or personal protective equipment (PPE)). Dr. Bruce Ivins has 
unrestricted access to the suite and has been the sole custodian of RMR-1 029 since it was first 
grown in 1997. 

Bacterial contaminant found in attack letters 

Both of the anthrax spore powders recovered from the Post and Brokaw letters contain 
low levels of a bacterial contaminant identified as a strain of Bacillus subtilis. The Bacillus 
subtilis contaminant has not been detected in the anthrax spore powders recovered from the 
envelopes mailed to either Senator Leahy or Senator Daschle. Bacillus subtilis is a non
pathogenic bacterium found ubiquitously in the environment. However, genomic DNA 
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sequencing of the specific isolate of Bacillus subtilis discovered within the Post and Brokaw 
powders reveals that it is genetically distinct from other known isolates of Bacillus subtilis. 
Analysis of the Bacillus subtilis from the Post and Brokaw envelopes revealed that these two 
isolates are identical. 

Phenotypic and genotypic analyses demonstrate that the RMR-1029 does not have the 
Bacillus subtilis contaminant found in the evidentiary spore powders, which suggests that the 
anthrax used in the letter attacks was grown from the material contained in RMR-1 029 and not 
taken directly from the flask and placed in the envelopes. Since IUVIR-1 029 is the genetic parent 
to the evidentiary spore powders, and it is not known how the Bacillus subtilis contaminant came 
to be in the Post and Brokaw spore powders, the contaminant must have been introduced during 
the production of the Post and Brokaw spores. Taken together, the postmark dates, the Silicon 
signature, the Bacillus subtilis contaminant, the phenotypic, and the genotypic comparisons, it 
can be concluded that, on at least two separate occasions, a sample ofRMR-1029 was used to 
grow spores, dried to a powder, packaged in an envelope with a threat letter, and-mailed to the 
victims. 1 

Envelopes used in the anthrax attacks 

In the 2001 anthrax attacks, four envelopes were recovered. The four envelopes were 
all6 % inch federal eagle envelopes. The "federal eagle" designation is derived from the postage 
frank in the upper right-hand comer on the envelope which consists of the image of an eagle 
perched on a bar bearing the initials "USA." Underneath the lettering is the number "34," which 
denotes the postage value of 34¢. The eag}e, lettering, and denomination are referred to as the 
indicia. The eagle and the bar are stamped in blue ink, while the denomination is stamped in 
grey ink. Approximately 45 million Federal eagle 6 %"envelopes were manufactured by 
Westvaco Corporation (now known as MeadWestvaco Corporation) of Williamsburg, 
Pennsylvania, between December 6, 2000 and March 2002. These Federal eagle 6 %" envelopes 
were manufactured exclusively for and sold solely by the U.S. Postal Service between January 8, 
2001 and June 2002. 

Subsequent to the attacks, an effort was made to collect all such envelopes for possible 
forensic examination, including the identification of defects that occur during the envelope 
manufacturing process. As a result of this collection, envelopes with printing defects identical to 
printing defects identified on the envelopes utilized in the anthrax attacks during the fall of2001 
were collected from the Fairfax Main post office in Fairfax, Virginia and the Cumberland and 
Elkton post offices in Maryland. The Fairfax Main, Cumberland, Maryland, and Elkton, 
Maryland post offices are supplied by the DuHes Stamp Distribution Office (SDO), located in 
Dulles, Virginia. The Dulles SDO distributed "federal eagle" envelopes to post offices 

1 As the Court may recall from its review, during the course of this six year investigation, the Task Force has from 
time to time obtained search warrants, supported by affidavits establishing probable cause, for the residences and 
vehicles of other individuals who have come under investigative in the case, 

All prior searches in this investigation were Cva'"''""""' '"' 

orce d the genetic assays that led to the identification ofRMR 1029 at USAMRIID as the genetic 
parent of the anthrax used in the 2001 letter attacks. 
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throughout Maryland and V.irginia. Given that the printing defects identified on the envelopes 
used in the attacks are transient, thereby being present on only a small population of the federal 
eagle envelopes produced, and that envelopes with identical printing defects to those identified 
on the envelopes used in the attacks were recovered from post offices serviced by the Dulles 
SDO, it is reasonable to conclude that the federal eagle envelopes utilized in the attacks were 
purchased from a post office in Maryland or Virginia. 

Of the sixteen domestic government, commercial, and university laboratories that had 
virulent RMR-1 029 Ames strain Bacillus anthracis material in their inventory prior to the 
attacks, only one lab was located in Maryland or Virginia, where the relevant federal eagle 
envelopes were distributed and sold by the U.S. Postal Service: the USAMRIID facility at Fort 
Detrick, MD. 

Tape, Ink, and Fiber Trace Evidence 

All four of the envelopes containing these letters were taped along the seams with 
transparent tape. Due to striation patterns placed on transparent tape as part of the manufacturing 
process, it is sometimes possible to match a piece of suspect tape with the tape roll from which it 
originated. According to FBI Laboratory experts, the envelopes were addressed with a pen 
which dispenses fluid-like ink, rather than the ink typically found in a ball point pen. Due to the 
distinguishing characteristics of ink, which vary by manufacturer, it is sometimes possible to 
match ink writing with the pen or brand ofpen used to apply it. Forensic analysis of the tape 
attached to the four envelopes has identified eight different types of fiber attached to the tape: 
black cotton, black wool, black nylon, brown polyester, blue wool, yellow acrylic, red cotton, 
and red acrylic. 

Identification of Collection Box at 10 Nassau Street 

Information gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. Further forensic examination of the 
contaminated mailbox recovered a number of Caucasian human hairs :from inside the box, which 
are suitable for comparison. 

Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRIID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate of Philosophy (Ph.D.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University of North Carolina (UNC), Chapel Hill. 
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A revi1ew ofUSAMRIID records, laboratory notebooks, written protocols, and 
professional publications has shown that Dr. Ivins has worked with Bacillus anthracis at 
USAMRIID since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importance of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins produced 
large batches of Bacillus anthracis which were required for such challenges - tests in which 
vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years of working in the laboratories ofUSAMRJID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the FaU 2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area, and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRITD also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

Unexplained late night laboratory access 

USAMRJID containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of 
laboratories used by USAMRJID Bacteriology personnel for research on dangerous animal and 
human pathogens. The flask identified as RMR-1029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Contro.l (SAC) badge reader at the 
door to the cold-side change room, which is secured by a magnetic-lock. A central security 
system monitors and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins' s laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His 
regular working hours on average consisted of a 7:30 a.m. to 4:45p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001; however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 hot Suite. 
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The following depicts the comparison of Dr. Ivins's total hours spent at night, after 6 
p.m., in Suite B3 during the years 2000 and 2001: 

35 

30 

25 

~ 20 = = 15 
10 

5 

0 

Night Hou~ in Suite B3 
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The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the Post and Brokaw letters to New York which 
began at 5:00p.m. Monday, September 17, 2001 and ended at noon on Tuesday, September 18, 
2001. Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive 
evening shifts prior to the mailings with time spent in Suite B3: 

D ay D ate T' . B 'ld' 1425 1me m Ul mg TIT' ' B3 ota 1me m 

Friday . , September 14 8:54p.m. to 12:22 a.m. 2 hours 15 minutes 

Saturday September 15 8:05 p.m. to 11:59 _p.m. 2 hours 15 minutes 

Sunday September 16 6:38 £.m. to 9:52p.m. 2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25. 

The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing of the Daschle and Leahy letters to Washington, D.C. 
which began 3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 
2001. Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of 
the following times in building 1425 with time spent in Suite B3: · 

D ay 
lay IFiid 
~ rrday 

D t a e 

September 28 
September 29 

T' . B 'ld' 1425 T t IT' . B3 1me m UI m_g o a 1me m 
7:i6 p.m. to 10:59p.m. 1 hour 42 minutes 
8:02p.m. to ll :18 p.m. 1 hour 20 minutes 
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Sunday September 30 9:53p.m. to 12:04 a.m. l 1 hour 18 minutes 

Monday October 1 9:14p.m. to 10:43 p.m. , 20 minutes 
' Tuesday October 2 I' 7:24p.m. to 9:39 p.m. 23 minutes 

Wednesday October 3 I 7:25 p.m. to 10:55 p .m. 2 hours 59 minutes 
Thmsday October 4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 
Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again Wltil October 9, for 15 
minutes, and then October 14, for 1 hour and 26 minutes. 

The investigation has also analyzed the daily schedules, work areas accessed, and the . 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different than t"l}ose of the other researchers, in that he was frequently in Suite B3, where RMR.-
1 029 was kept, late at night and on weekends when no other researchers were present in Suite 
B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee was 
present. 

On March 31, 2005, Dr. Ivins was asked by Task Force investigators about his access to 
B3 and could provide no legitimate reason for the extended hours, other than "home was not 
good" and he went there "to escape" from his life at home. A review of Dr. Ivins 's and co
workers's laboratory notebooks and projects at the times in question was conducted. The 
investigation determined that Dr. Ivins's role in the experiments were minimal, and did not 
justify the time he spent in B3. Dr. Ivins has admitted to investigators that the research h was 
conducting in 2001 did not require, and does not explain, his late night hours in the B-3 
laboratory around the time period of the anthrax mailings. 

Since producing anthrax spore preparations was one ofDr. Ivins's principal 
responsibilities at USAMRJID, he had multiple and Wlfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRIID afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and letters used in the Fall 2001 attacks. 

Failure to coogerate in providing laboratory samples 

In response to that subpoena, Dr. Ivins provided two sets of samples of Ames anthrax to 
th FBI which he represented to the FBI were drawn the first submission in 
February 2002, Dr. Ivins failed to follow the protocol Dr. Ivins was 
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subsequently notified that the February 2002 samples were unusable due to his failure to follow 
the protocoL A second set of samples, labeled "Dugway Ames spores- 1997" was provided to 
the FBIR by Dr. Ivins in April of2002. Dr. Ivins declares that he uses the terms "Dugway Ames 
spores - 1997" and RMR-1 029 interchangeably, as they are the same flask of material. Both of 
the April RMR-1029 samples were submitted for genetic testing and found to be negative for the 
presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suite B3 at 
USAMRJID and identified additional Am~es of Dr. Ivins's and others that had not been 
submitted as part of the above mentione~ response. Dr. Ivins submitted slants 
prepared from the newly identified samples to the FBIR on April 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1 029 flask itself. All of the 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

On Jtme 17,2004, RMR-1029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submission were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1 029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31,2005, Dr. Ivins was informed that the slants ofRMR-1029 he 
provided to the FBIR on April l 0, 2002 
to be geneticaUy distinct from the anthrax anthrax 
material recovered by the FBI from the RMR-1029 flask seized from Dr. Ivins' lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked · he did not submit the 
genetically positive sample which was clearly'""" .• "''."'"'" 
adamant in his response that there had been no omission h1s 
insisted that he had provided RMR-1029 to the FBI in his second '""'•u·"''" 
2002. 

was 
and he 
in April 

Knowledge that his stock of anthrax matched the anthrax used in the attack 

On March 31, 2005, when Dr. Ivins was informed by FBI agents that RMR-1 029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year ago, FBI Special 
Agent Darin Steele told him that RMR-1 029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR-1 029 submission provided by Dr. Ivins in April 2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
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Task Force could make a comparison between the Ames strain used in the mailing and RMR 
1029, until after the June 17,2004 submission and subsequent laboratory analysis. 

When interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months after the letter attacks, he was aware that his stock of anthrax, RMR-1 029, exhibited 
unique morphol'ogical similarities to the anthrax used in the attacks, and that he allegedly learned 
this information from three coworkers at USAMRIID who participated in the forensic analysis of 
the anthrax in the Ietters. Each of those three coworkers was interviewed by the Task Force, and 
deny disclosing such information to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions, did Dr. Ivins ever indicate he had knowledge that RMR-1029 
had phenotypic similarities to the materia] used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1029. To the contrary, Dr. Ivins repeatedly claimed that the anthrax 
used in the attacks resembled that of another researcher at USAMRIID and were dissimilar to the 
Bacillus anthracis Ames organisms maintained in his laboratory, which included RMR-1029. 

Mental health issues and possible motive 

The investigation has shown that in 2000 and through the mailings in 2001, Dr. 
Ivins had mentai health issues. Dr. Ivins's mental health issues came to the attention of 
investigators while reviewing e-mails ofUSAMRIID researchers. Through thee-mails it 
was determined that Dr. Ivins was undergoing significant stress in both his home and 
work life. The mental health issues and stress were significant to the extent that Dr. Ivins 
sought professional help from a psychiatrist and was immediately prescribed medication 
that started in Febmary 2000. 

The following are excerpts from e-mails dated April2000 through December 2001, from 
Dr. Ivins to a friend regarding work, home, state of mental health, and use of medication 
(emphasis are as they appeared in thee-mails): 

April 3, 2000, "Occasionally I get this tingling that goes down both arms. 
At the same time I ~et a bit dizzy an!!e this unidentifiable "metall~c" taste in my 
mouth. (I'm not trymg to be funny, It actually scares me a b1t.) Other 
times it's like I'm not only sitting at my esk doing work, I'm also a few feet away 
watching me do it. There's nothing like living in both the first person singular 
AND the third person singular!" 

June 27, 2000, "Even with the Celexa and the counseling, the depression 
episodes still come and go. That's unpleasant enough. What is REALLY scary is 
the paranoia .... Remember when I told you about the "metallic" taste in my 
mouth that I got periodically? It's when I get these "paranoid" episodes. Of 
course I regret them thoroughly when they are over, but when I'm going through 
them, it's as ifl'm on a passenger on a ride . . . . Ominously, a lot of the feelings 
of isolation - and desolation - that I went through before college are returning. I 
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don't want to relive those years again. . . . I've been seeing the counselor once a 
week." 

June 28, 2000, "Apparently Gore (and maybe even Bush) is considering 
making the anthrax vaccine for the military voluntary, or even stopping the 
program. Unfortunately, since the BioPort people aren't scientists, the task of 
solving their problem has fallen on us ..... Believe me, with all the stress of 
home and work, your email letters to me are valuable beyond what you would 
ever imagine - and they help me keep my sanity . ... " 

June 29, 2000, "BioPortjust tested its final lot of AVA [anthrax vaccine] 
in a potency test. If it doesn't pass, then there are no more lots to test, and the 
program will come to a halt. That's bad for everyone concerned, including us. 
I'm sure that blame will be spread around." 

July 4, 2000, "The thinking now by the psychiatrist and counselor is that 
my symptoms may not be those of a depression or bipolar disorder, they may be 
that of a "Paranoid Personality Disorder." 

July 6, 2000, ".I think the*~** is about to hit the fan ... bigtime. The 
final lot of AVA, lot 22, isn't passing the potency test, and now there's n~ 
back it up. Plus, the control vaccine isn't working. It's just a fine mess. -
are spending probably 95% of our time on this." 

July 7, 2000, in an e-mail, Dr. Ivins offered to be interviewed as a case 
study, as long as it remained anonymous. Dr. Ivins indicated that he did not want 
to see a headline in the National Enquirer that read, "PARANOID MAN WORKS 
WITH DEADLY ANTHRAX!!!" 

July 23, 2000, "It's been a really stressful week, from all stand points. 
Home, well with the counselor I'm going to. (She said she 
thinks I'm going to have to ask to get put 
with another counselor or mto a .... Sometimes I think that it's all 
just too much." 

August 12, 2000, "Last Saturday, as you probably guessed from my email, 
was one of my worst days in months. I wish I cou[d control the thoughts in my 
mind. It's hard enough sometimes controlling my behavior. When I'm being 
eaten alive inside, I always try to put on a good front here at work and at home, so 
I don't spread the pestilence . . . .I get incredible paranoid, delusional thoughts at 
times, and there's nothing I can do until they go away, either by themselves or 
with dmgs." 

August 29, 2000, ' are 10% of the Bacteriology Division. 
If we qu:i~nthrax program and BioPort would go down the drain. I'm not 
boasting, -but the three of us have a combined total of 52 years of research 
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experience with anthrax. You-just can't go out and find someone like
with their knowledge, skill and abilities. Ain't gonna happen." 

March 4, 2001, "The people in my group just don't pick up on what I try to 
say. They are not into the kinds of problems I bring up, so it's hard for them to 
deal with them. The psychiatrist is helpful only because he prescribes the Celexa. 
He's not that easy to talk to, and he doesn't really pick up on my problems. The 
woman I saw before I went into group wanted to get me put in jail. That wasn't 
very helpful either. I'm down to a point where there are some things that are 
eating away that I feel I can't tell ANYONE .... " 

September 7, 2001, "I was taken off the Special Immunization Program 
because of what happened last spring, and I've just gotten back on it, getting my 
anthrax and Yell ow fever shots. We are currently finishing up the last of the 
AVA, and when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work unti~t a new 
lot. There are no approved lots currently available at BioPort .... ~as been 
having us have biweekly meetings on the rPA vaccine progress, and on August 29 
I went to the Pentagon - first time there - to go to a meeting in his place on the 
vaccine. There is a real bag ofworms with a new lot ofrPA produced by the 
BDP (a private company) for NCI, who is under contract to USAMRliD. BDP 
signed a sub-contract with to produce the rP A for a human use vaccine Phase I 
trial. They were paid and they produced it. Now they are refusing to release it 
unless the Army pays some incredible sum of money for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Army refuses to do that of 
course, and everything is in Limbo." 

September 15, 2001 , "I am incredibly sad and angry at what happened, 
now that it has sunk in. Sad for all of the victims, their families, their friends. 
And angry. Very angry. Angry at those who did this, who support them, who 
coddle them, and who excuse them." 

September 26, 2001, "Of the people in my "group," everyone but me is in 
the depression/sadness/flight mode for stress. I'm really the only scary one in the 
group. Others are talking about how sad they are or scared they are, but my 
reaction to the WTC/Pentagon events is far different. Of course, I don't talk about 
how I really feel with them- it would just make them worse. Seeing how 
differently I reacted than they did to the recent events makes me really think about 
myself a lot. I just heard tonight that Bin Laden terrorists for sure have anthrax 
and sarin gas. You 

In that same September 26, 2001 email, Dr. Ivins states "Osama Bin 
Laden has just decreed death to all Jews and all Americans"-- language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO 
AMERICA," "DEATH TO ISRAEL." 
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On October 16,2001, in an e-mail, Dr. Ivins's coworker communicated 
the following to a former coworker, "Bruce has been an absolute manic basket 
case the last few days." 

December 15, 2001, "I made up some poems about having two people in 
one (me+ the person in my dreams): ... 

I'm a little dream-self, short and stout. 
I'm the other half of Bruce- when he lets me out. 
When I get all steamed up, I don't pout. 
I push Bruce aside, them I'm Free to run about! 

Hickory dickory Doc - Doc Bruce ran up the clock. 
But something then happened in very strange rhythm. 
His other selfwent and exchanged places with him. 
So now, please guess who 
Is conversing with you. 
Hickory dickory Doc! 

Bruce and this other guy, sitting by some trees, 
Exchanging personalities. 
It's like having two in one. 
Actually it's rather fun!" 

The investigation has revealed that Dr. Ivins was prescribed various psychotropic 
medications including antidepressants, antipsychotics, and anti-anxiety, for his mental health 
issues from 2000 through 2006. 

On July 18, 2007, a forensic psychiatrist completed a detailed review ofDr. Ivins 
insurance billing records for medical appointments and prescriptions. Additionally, this 
psychiatrist was provided with an overview o:fDr. Ivins's social habits, interests, and obsessions. 
The forensic psychiatrist stated that based on his experience, ifDr. Ivins was the mailer, it is 
quite possible that Dr. Ivins retained some kind of souvenir or references to the mailing events. 

Controversy concerning the anthrax vaccine 

Beginning shortly after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
was the focus of public criticism concerning their introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001, as evident by the e-mails above, that same anthrax vaccine was having problems in the 
production phase at Bioport, a private company in Michigan responsible for manufacturing the 
vaccine. The Food and Drug Administration (FDA) had suspended further production at 
Bioport, and the U.S. government, specifically the Department of Defense, was running out of 
approved lots of the vaccine. The situation placed pressure on select staff members at 
USAMRIID, including Dr. Ivins, who were part of the Anthrax Potency Integrated Product Team 
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(IPT). The purpose of the IPT was to assist in the resolution of technical issues that was 
plaguing Bioport' s production of approved lots of the vaccines. 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
in estigative journalist who worked for NBC News had submitted a Freedom of Information Act 
(FOIA) requests on USAMRTID seeking detailed information from Dr. Ivins's laboratory 
notebooks as they related to the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. 
Ivins appeared angry about the request providing the following response in an e-mail : "Tell 
Matsumoto to kiss my ass. We've got better things to do than shine his shoes and pee on 
command. He's gotten everything from me he will get." 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the AVA 
vaccine for human use, production at Bioport resumed, and anthrax research at USAMRIID 
continued without interruption. As mentioned previously, one of the anthrax letters post marked 
on September 18,2001, was addressed to Tom Brokaw, NBC News in New York. Dr. Ivins 
thereafter received "the highest honor given to Defense Department civilians at a Pentagon 
ceremony on March 14, 2003" for his work in "getting the anthrax vaccine back into 
production." 

Use of false names and fascination with sorority group linked to location of anthrax mailings 

The investigation has shown that over the past twenty-four years, Dr. Ivins was known to 
have utilized at least two Post Office Boxes to communicate with members of the public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person' s name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box, College Estates Station, Frederick, Maryland 21702, was serviced by the 
Frederick Main post office, Frederick, Maryland 21701. Analysis of the USPS shipping records 
indicate the Frederick Main received 1000 6 3/4" Federal Eagle banded envelopes on the same 
day as post offices known to have received envelopes with identical print defects as those seen 
on the envelopes used in the mailings. 

On May ~7,-identified four communications that it had previously received 
from Dr. Ivins. -does not personall~~w Dr. Ivins but has repeatedly corresponded with 
him by mail]. In Dr. Ivins's first letter to · dated May 8, 1982, he used the return address 
of P.O. Box 1265, Frederick, Maryland 21 2. In the letters, Dr. Ivins expressed his support to 
~ork and an interest in sorority hazing. One of the sororities with which he expressed an 

mterest was identified as Kappa Kappa Gamma to 1983, 
Dr. Iv· 
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On July 9, 2007, the Post Office Box application (PS Form 1093) at the College Estates 
Station, Frederick, Maryland 21702, for P.O. Box 1103, in the name of Bruce E. Ivins was 
obtained. A review ofthe application card revealed that Dr. Ivins rented P.O. Box 1103 on 
November 12, 1993, providing a military identification and using his Maryland Motor Vehicle 
Administration Drivers Lie I-152-098-188-301 as proof of identification. Dr. Ivins 

of Frederick, MD 21702 and telephone numbers of 
listed on the P.O. Box application card to receive mail 

payment on the P.O. Box was made on November 13, 2004. A 
review ge o records revealed that P.O. Box 1103 was closed on December 30, 
2005 and no forwarding address was provided. 

On July 30, 2007,-was interviewed regarding P.O. Box 1103 . 
.iirsonaUy know Dr. ]vins~as historically been familiar with his name 
.,as shown the P.O. Box application and stated that it had never rented a 

and had never met, nor had any social or professional association with a Dr. Ivins. 
· ed t~e Bruce Ivins becaus~ad previously · 

· to -that Dr. Ivins harassed~e past, and believed that 
. Ivins, resulting from unspecified incidents that occurred prior to 

• 
so r. a vandalism incident that occurred in th-the 

and area with They had awoken one morning in their _.to 
find Greek letters spray painted on the fence, sidewalk, and vehicle outside their apartment. 

A copy of the 
-was obtained 

Police Report, 
m the Records Division and provi 

of 
filed a report o with the 
between 2330 and 0830 hours, unknown subject(s) cnr'lu~·r1 

symbols for KKG on its front fence, three (~s of sidewalk 
the rear window of its 1981 Honda Accord~advised that 
member of the sorority KKG in North Carolina four (4) years ago. 

This incident is significant because Dr. Ivins's 
his Post Doctoral · 

after completing 
to moving to Frederick 

the same town home in the 1980s, w 
corrununity that case of KKG related vandalism 
before moving 

On April 5, 2007,-recalled that Dr. Ivins had told it that he had maintained a P.O. 
Box for the purpose of corresponding with individuals who · ents Dr. 

he possessed a K.KG soronty handbook w 
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for KKG members. CW-4 believed that Dr. Ivins was advertising that he had access to 
privileged information and would be willing to share the secrets with those responding to the 
advertisements. Dr. Ivins admitted to CW-4 that he had broken into a KKG sorority house to 
steal a secret KKG handbook. CW-4 believed that Dr. Ivins had committed this alleged crime 
during his Post Doctorate Fellowship at the UNC, Chapel Hill. 

Dr. Ivins provided CW-4 one of his alternate e-mail addresses as 
golden12hoenix 111 @hotmail.com. A search of the internet for postings under goldenphoenix 111 
identified the f()llowing posting dated February 20, 2007, on a website at 
www. abovetopesecret.com: 

"Wildswan, you are quite right about what you said about KKG. If people look 
hard enough and dig hard enough, have friends, relatives, perhaps financial 
resources, etc., then they can pretty much find out about whatever GLO they 
want. Kappas are noted for being lovely, highly intelligent campus leaders. 
Unfortunately, they labeled me as an enemy decades ago, and I can only abide by 
their "Fatwah" on me. I like individual Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me since the 1960s, 
and REALLY after me since the ~ate 1970s. At one time in my life, I knew more 
about KKG than any non-Kappa that had ever lived. Unfortunately I've forgotten 
a lot. I've read the history of KKG that was written several decades ago about its 
founding. Question for you: Did your chapter use the combined service, or did 
you separate your services into the "RedRoom and WhiteRoom"? did you use 
special blue or white blindfolds? You can reach me at 
goldenphoenix 11 1 @hotmail.com ... as a phoenix rises from its ashes ... " 

This posting is significant in that in his own words, Dr. Ivins defines the depths of his 
obsession and knowledge in the sorority KKG. Additionally, as previously described above, the 
letters used in the 2001 anthrax mailings were mailed from a blue collection box located at 10 
Nassau Street, Princeton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, 
Princeton, New Jersey, located on the same side of the street and 60 feet to the right from the 
blue collection box. 

Connection to "41
h Grade, Greendale School" 

The investigation into the fictitious return address on envelopes used for the second 
round of anthrax mailings, "41

h GRADE," "GREENDALE SCHOOL," has established a possible 
link to the American Family Association (AFA) headquartered in Tupelo, Mississippi. In 
October 1999, AF A, a Christian organization, published an article entitled "AF A takes Wisconsin 
to court. " The artide describes a lawsuit filed in federal court, by the AF A Center for Law and 
Policy (CLP), on behalf of the parents of students at Greendale Baptist Academy. The article 
focuses on an incident that occurred on December 16, 1998, in which case workers of the 
Wisconsin Department of Human Services went to the Greendale Baptist Academy in order to 
interview a fourth-grade student. The case workers, acting on an anonymous tip that Greendale 
Baptist Academy administered corporal punishment as part of its discipline policy, did not 
disclose to the staff why they wanted to interview the student. The case workers interviewed the 
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student in the absence of the student's parents and informed the school staffthat the parents were 
not to be contacted. The AF A CLP filed suit against the Wisconsin Department of Human 
Services, citing a violation of the parents' Fourth Amendment rights. 

/donations were 
on separate occasions 

beginning on December 3 I, 1993. After an approximate two year break in donations, the next 
donation occurred on November 11, 1999, one month after the initial article referencing 
Greendale Baptist Academy was published in the AF A Journal. It was also discovered that the 
subscription to the AF A Journal, in the name of"Mr. & Mrs. Bruce Ivins," at 622 Military Road, 
Frederick, Maryland 21702, was active until March 2005. 

Frustrations with Members of the United States Senate 

The investigation has shown that Dr. Ivins and his wife,- are practicing 
Catholics. Their children are graduates of Saint John's at Prospect Hall Catholic High School 
located in Frederick, Maryland. In an e-mail dated, September 26, 2001 , Dr. Ivins states that 
both he and~re actively involved in the church choir. On July 10, 2002, in an e-mail to a 
friend, Dr. Ivins identified his wife,- as the President of the Frederick County Right to 
Life, as well as having connections to many other pro-life/anti-abortion groups. Dr. Ivins later 
states in the same e-mail, "I'm not pro-abortion, I'm pro-life, but I want my position to be one 
consistent with a Christian." 

In 2001, members of the Catholic pro-life movement were known to be highly critical of 
Catholic Congressional members who voted pro-choice in opposition to the beliefs of the 
Catholic Church. Two of the more prominent members of Congress who fell in this category 
were Senator Tom Daschle, then Senate Majority Leader; and Senator Patrick Leahy, Chairman 
of the Senate Judiciary Committee, both recipients ofthe 2001 anthrax mailings. In a 
September/October 2001 newsletter from the organization Right to Life of Greater Cincinnati, 
Senator Leahy and Senator Daschle were featured in an article entitled: Pro-Abortion "Catholic" 
Senators?, wherein a statement declares that these men should no longer be labeled Catholic and 
should be excommunicated for aiding and abetting abortion. During Task Force interviews, 12 
staff members related that Senator Leahy is pro-choice on the issue of abortion. Three staff 
members stated that Senator Leahy was on a pro-life "hit list" because of his stance on abortion. 

On September 26, 2001 , in an e-mail to a friend, Dr. Ivins writes "The news media has 
been saying that some members of Congress and members ofthe ACLU oppose many ofthe 
Justice Department proposals for combating terrorism, saying that they are unconstitutional and 
infringe too much on civil liberties. Many people don't know it but the official ACLU position is 
to oppose all metal detectors in airports and schools and other public buildings. It's interesting 
that we may now be living in a time when our biggest threat to civil liberties and freedom doesn't 
come from the government but from enemies of the government. Osama Bin Laden has just 
decreed death to all Jews and all Americans, but I guess that doesn't mean a lot to the ACLU. 
Maybe I should move to Canada .... " 
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On November 17,2001, Senator Leahy's Chief of Staff, was intervi,ewed by Task Force 
investigators. The staffer stated that Senator Leahy has drawn fire from some conservative pro
life supporters. The staffer advised that Senator Leahy and Senator Daschle were seen by some 
members of the public as slowing the passage ofthe P.A.T.R.I.O.T. Act. Senator Leahy 
reportedly was critical of the P.A.T.R.I.O.T. Act because he believed it was too far reaching and 
threatened civil liberties. The staffer also related that Senator Leahy had been criticized by 
conservatives and Republicans for resisting the appointment of Republican appointed judicial 
nommees. 

Bacillus Trace Evidence 

Experts at the FBI's Hazardous Materials Response Unit have found that trace quantities 
of Bacillus anthracis and Bacillus subtilus can be detected using biological swabbing techniques 
similar to those used by United Nations weapons inspectors. Anthrax and Subtilus spores are 
like seeds, which are surrounded by a dense shell capable of enduring extreme environmental 
conditions and temperatures remaining dormant for decades, until such time that nutrients are 
again available and the organism returns to its vegetative cycle of replication. Even when the 
viability of an anthrax or subtilus spore is destroyed by environmental or other factors, the 
genetic material of the organism will remain preserved within the dense shell ofthe spore, and 
can be detected by DNA ana]ysis using the Polymerase Chain Reaction (PCR). 

The investigation to date has yielded a diverse array of items contaminated with anthrax 
spores from the letters, such as the previously mention mailbox at 10 Nassau Street in Princeton, 
New Jersey. The contaminated items tenaciously retain anthrax spores on their surfaces, even 
when subjected to the highs and lows of outdoor temperatures, various environmental conditions, 
and elements of the weather. The United States Postal Service had great difficulty cleaning the 
two regional postal facilities that processed the anthrax letters. Trace quantities of anthrax spores 
were found to persist in those facilities nearly two years after the attacks, despite repeated efforts 
to eliminate those spores using chlorine dioxide gas and other remediation techniques. 

Taken together, it is reasonable to believe that bacillus anthracis and subtilus spores 
residual from the September and October 2001 mailings may still persist in trace amounts inside 
the home or vehicle of the person who mailed them, even six years after the crime. Regardless 
of their viability, the mechanics of the spore structure protects the DNA of the organism, which 
can be detected using PCR techniques. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search and 
forensic swabbing of the Subject office and work spaces may result in collection of evidence 
relevant to the dissemination of a weapon of mass destruction (anthrax) through the U.S. mail 
system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 11 14. 
SpecificaHy, there is probable cause to believe that a search and forensic swabbing of the Subject 
office and work spaces as described in the Attachment to this affidavit, may reveal laboratory, 
makeshift, and dual purpose equipment, or materials, supplies, and protocols used in preparation 
of the deadly anthrax contained in the letters, or may recover trace amounts of the non-anthracis 
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Bacillus or the powdered anthrax material remaining in the Subject office and work spaces, or 
may recover textile fibers that match those recovered from the tape on the envelopes used in the 
anthrax mailings, or may recover hairs that match the Caucasian hairs recovered from inside the 
contaminated mail drop box in Princeton, New Jersey, or may produce papers, tape, pens, 
pencils, notes, books, manuals, receipts, financial records, correspondence, address books, maps, 
handwriting san1ples, photocopy devices, scanners, printers, toner or printer cartridges, 
photocopy exemplars, envelope bands, New Jersey addresses, global positioning devices, zip
code information, photographs, computer files, cellular phones, phone bills, electronic pager 
devices, other digital devices, or other documentary evidence that may link Dr. Bruce Edwards 
Ivins to the anthrax mailings and identify conspirators involved in the attacks. Based upon my 
knowledge, training and experience, my consultations with other criminal investigators, persons 
engaged in criminal activity frequently store, or inadvertently deposit, these kinds of items in 
their offices and personal work spaces and leave them on the premises for many years after a 
crime, failing to recognize their forensic value and incriminating nature. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court . .::l='"~ 1- ~~it -;-n 
o~ ·rll~ 1-e..-v.;·rl... o--f:n'lke.- ~~ll'e-.5?_ ~ 'Qf'(!or,... ·-rt..<2- Se"'/'c-ti el2-.2.s-=-r-'lt~:_b2_:..-v '"'.-.,; A-~~~-r-;
x <Fut~F-1'" re~<-<oc,~ Av·;-t,"'"''ty '7<.> e-.a:.. .... ~ ~;s we-rr. .. ..,r;-.:t:r c_,yn··,.,.._ -~y O'(..........c-,;kr-:;~ 

Tne statements contameo in this Affidavit are basea in part on information prov1oed ~ ?t / 
0 7 

FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement JD 
agents, and on my experience and background as an FBI Special Agent. I have not included 
each and every fact known to me concerning this investigation. I have set forth only the facts 
that I believe are necessary to establish the necessary foundation for the search warrant. 

OCT 31 Z007 
Sworn to before me this 

da 
.......-:~~'-1-----

United States District Court 
for the District of Columbia 

DEBORAH A. ROBlNSON 
UJ.MNIIIMTE-.lliOGE 

THOMAS F. DELLAFERA 
Postal Inspector 
U.S. Postal Inspection Service 
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ATTACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search and 
forensic swabbing for the items mentioned in the text of the search warrant, including more 
specifically the following: 

1. Any assembled or unassembled Biological Threat Agent (BT A), or trace thereof, and 
any BTA weapon, and/or any incendiary, radiological, nuclear, chemical or booby trap device. 

2. Laboratory equipment used in the production/replication of biological threat agents 
including, but not limited to agar or liquid growth media, media components, anti-foaming 
agents, animal droppings or carcasses, autoclaves, bleach, blenders, live animals and materials 
for their care, cylinder of nitrogen or oxygen, soil, dimethylsulfoxide (DMSO), fermentors, 
grinders, home brewing kits, incubators, inoculating loops, mechanical stirrers/paint stirrers, 
microscopes, microwave for making homemade agar plates, mortar/pestle, milling devices, 
ovens, Petri dishes/improvised glass/plastic cook dishes, pipettes, pressure cookers, Q-tips, roller 
flasks, rubber gaskets/seals, screens, sieves, sodium hydroxide, stains/inks/dyes used to identify 
BTAs, sterilization equipment (Bunsen or alcohol burners/butane torches), swabs, test tubes, 
tissue culture flasks, virus flasks, and other materials. 

3. Personal Protective Equipment/Safety Equipment including, but not limited to, 
biosafety hoods and cabinets (commercial or homemade), masks (surgical/dust!HEPA), exhaust 
vents, filters (HEPA), gloves, lab coats, mechanical fans, safety glasses/goggles, shoe covers, 
soap, tubing pipes, and vinegar. 

4. Items used in the weaponization/delivery of biological weapons including, but not 
limited to pens, tape, paper, scissors, envelopes, target addresses, aerosol canisters, agricultural · 
or garden sprayers, acetone or other drying agents, baby powder, baking powder, baking soda, 
boxes, commercial/industrial powders, copier toner/printer and/or toner/inks, compressed air or 
other gas systems, corruneal, cornstarch, explosive, hypodermic syringes/needles, jars or flasks 
with gauze on top, oatmeal, powdered milk, salt/pepper, spray bottles, squirt guns, stamps, sugar, 
talcum powder, and other materials. 

5. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related paperwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe production, weaponization, and delivery techniques, directions, maps, diagrams, and 
blueprints of delivery or target locations, communication which would include but not be limited 
to handwritten notes and drawings, memos and photographs, which would include descriptive 
information such as telephone numbers, addresses, affiliations and contact points of individuals 
involved in a conspiracy to acquire, refine, alter, transport, and/or use a biological weapon. Note 
that such documentary material described herein may be in printed or electronic form such as, 
but not limited to, computer disks. Such computerized and other electronic material would 
constitute contraband, fruits, instrumentalities or evidence of the offenses enumerated herein and 
in the attached affidavit for search warrant. 

[1] 
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6. Publications or other written materials evidencing knowledge of federal laws 
including those related to biological weapons and other weapons of mass destruction. 

7. Photographs, newspapers, or magazine clippings, travel information, brochures, maps, 
hotel receipts, rental receipts, notes, ledgers, phone numbers, toll records, address books (which 
may be in printed or electronic format), hand-held electronic memo-type notebooks, scanners, 
commercial transportation receipts, and firearms, ammunition, firearms owners identification 
documents and/or permits and licenses, digital or other types of pagers and all alpha and/or 
numeric data/message stored therein, cellular phones, cordless telephones and their base units, 
caller identification units and all alpha-numeric information and data stored therein, biological 
weapons/agent formulas, biological weapons/agents, and/or recipes, all of which related to the 
construction of biological weapons, or plans to produce, conceal, or use such devices or agents or 
indicated possible confederates involved or possible targets of such weapons. 

8. Any notes, correspondence, memoranda, writings or pther documents, regardless of 
storage media, which relate to the production or refinement of biological weapons (including 
anthrax bacteria/spores), or plans to produce, conceal or use such weapons, which items concern, 
among other things, rental agencies, storage facilities, biological/chemical suppliers or outlets for 
necessary biological equipment. Examples of such writings include, but are not limited to, those 
that evidence biological weapons production or predisposition such as sales receipts, invoices, 
shipping records, literature that relates to biological weapons-making or the production of 
biological materials, electronic addresses of sites with biological agent/weapons-making 
information and stored electronic communications, computer passwords or codes, delivery 
devices, and material from which biological weapons can be made from related chemicals and 
materials. 

9. Bank documents and other records and documents pertaining to the expenditure of 
funds for illegal activities, assets and funds used to facilitate illegal activities and assets and 
funds obtained from the conduct of illegal activities. 

10. Cellular and telephone records. 

11. Keys, records, or other information pertaining to storage facilities, safety deposit 
boxes or other locations where assets or contraband may be stored. 

12. Books, videos, pamphlets and any other written, audio, video media advocating 
production, refinement, distribution of biological weapons or other acts of violence or 
criminality. 

13. Destructive devices, weapons of mass destruction or their components or parts and 
any written medium pertaining to their design, use, operation, function, capabilities or other 
attributes. 

14. Records, documents, notes, or other material indicating the use of aliases or false 
identities including birth certificates, driver's licenses, photographs, travel documents or 
passports and miscellaneous items such as permits, registrations, certificates, licenses, and 
badges of all types. 

[2] 
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15. Computer hardware, computer software, computer-related documentation, computer 
passwords and data security devices, records, documents, photos, and materials use to 
communicate, both written, electronic mail, and by any other means directed either to/from 
subject. 

a. Computer hardware is defmed as any computer equipment including any electronic 
devices which are capable of analyzing, collecting, converting, creating, displaying, or 
transmitting electronic, magnetic, optical computer impulses or data. These devices include, but 
are not limited to, computers, computer components, computer peripherals, data-processing 
hardware (such as CPUs, memory typewriters, and self-contained laptop or notebook 
computers), encryption circuit boards, internal and peripheral storage devices (such as fixed 
disks, external hard disks, floppy disk drives and diskettes, tape drives and tapes and optical 
storage devices), peripheral input/output devices (such as keyboards, printers, scanners, plotters, 
and video display monitors), related communications devices (such as modems, cables and 
connections, recording equipment, Random Access memory (RAM) or Read-Only memory 
(ROM) units, automatic dialers, speed dialers, programmable telephone dialing or signaling 
devices, and electronic tone gathering devices), as well as devices, mechanisms, or parts that can 
be used to restrict access to such hardware (such as physical keys and locks.) 

b. Computer software is defined as any instructions or programs stored in the form of 
electronic, magnetic, or optical media which are capable ofbeing interpreted by a computer or its 
related components. These items include, but are not limited to, operating systems, application 
software, utility programs, compilers, interpreters, and communications software, as well as 
software used to communicate with computer hardware peripherals, either directly or indirectly 
by telephone lines, radio, or other means of transmission. Computer software may also include 
certain data, data fragments, or control characters integral to the operation of the computer 
software. 

c. Computer-related documentation is defined as any written, recorded, printed, or 
electronically-stored material which provides instructions or examples concerning the operating 
of a computer system, computer software, and/or any related device, including but not limited to, 
user agreements, software manuals, and operating procedure guidelines. Such documentation 
may also include material which explains or illustrates the configuration or use of any seized 
hardware, software, or related item. 

d. Computer passwords and data security devices are defines as all those devices, 
programs, or data - whether themselves or in the nature of hardware or software - that can be 
used, or is designed for use to restrict access to, or facilitate concealment of, any computer 
hardware, software, computer-related documentation, electronic data, records, or materials 
within the scope of this application. These items include, but are not limited to, any data security 
software or information (such as test keys and encryption codes), similar information that is 
required to access computer programs or data or to otherwise render programs or data into usable 
form. 

e. Records, documents, and materials, as used above, includes all the forgoing items of 
evidence in whatever form and by whatever means such records, documents, or material, their 
drafts, or their modifications may have been created or stored, including, but not limited to, any 
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handmade form (such writing or drawing), any photographs or negatives, any mechanical form 
(such as printing or typing) or any electrical, electronic, magnetic, or optical form (such as 
floppy diskettes, hard disks, CD-Roms, optical disks, printer buffers, smart cards, thumb drives, 
memory calculators, electronic dialers, or electronic notebooks), as well as printouts or readouts 
from any storage devices. 

f. The term electronic mail is defmed as any communications, including, but not limited 
to, the transfer of signs, signals, writing, images, sounds, data, or intelligence, previously 
received, transmitted, or stored, or prepared in contemplation of transmission, or any 
communications in the process of being received or transmitted, whether stored on any electronic 
media named above or held in temporary, intennediate storage incidental to transmission. 

16. Any notes, correspondence, memoranda, writings, address books, documents or other 
materials, regardless of storage media, which establish an evidentiary link to (1) the particular 
envelopes and photo-copied letters used in the crime, including samples of documents photo
copied around that time period, (2) the location from which the attack letters were mailed in 
Princeton, New Jersey, inch.iding but not limited to materials relating to the KKG sorority 
associated with the particular mailbox from which the anthrax letters were sent, and any other 
materials linking Ivins or his family or associates to the Princeton area, (3) the return address on 
the envelopes used in the attacks, including any materials relating to "Greendale" schools, "41

h 

grade", "Franklin Park," and postal zip code "08852" and zip code directories; ( 4) the victims to 
whom each of the attack letters were mailed, including but not limited to materials relating to 
NBC, New York Post, reporters Gary Matsumoto and Tom Brokaw, the National Enquirer and 
other publications of American Media Incorporated, letters to the editor, and any member of the 
United States Congress; (5) a possible motive to commit the attacks in 2001, including but not 
limited to materials relating to the anthrax vaccine, Gulf War Syndrome, bioterrorism issues, the 
former bio-weapon program at Ft. Detrick, the bio-defense program at USAMRIID, any vendetta 
against the KKG sorority or sororities in general, dislike for members of the press or members of 
Congress, and (6) plans or attempts to obstruct justice or otherwise mislead Task Force 
investigators on this case, including materials relating to the submission of false evidentiary 
samples, how to defeat a polygraph, the purchase or use of any electronic eavesdropping or 
counter-surveillance devices including computer software, spyware or other services, 
investigative counter-measure materials and detection devices, materials relating to the 
cooperating FBI sources mentioned in this affidavit, and the purchase of weapons, stun-guns, 
taser-guns, and ballistic vests. 

[4] 
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AO 109 (2/90 Seizure Warrant 

RETURN 
DATE WARRANT RECEIVED DATE AND TIME WARRANT EXECUTED COPY OF WARRANT AND RECEIPT FOR ITEMS LEFT WITH 

I} l UXJ7 

INVENTORY MADE IN THE PRESENCE OF/l-
:r-0/f_# 

INVENTORY OF PROPERTY SEIZED PURSUANT TO THE WARRANT 

/' = f J TTb>.L A.c:?_V. 'J c._ e . (/L 

CERTIFICATION 

I swear that this inventory is a true and detailed account of the property seized by me on the warrant. 

Subscri:)ed, sworn to, and returned befor me this date. 

F E 
NOV 0 9 2007 

NAN Y MAYER WHITTINGTON, Cl£RK 
U.S. DISTRICT COURT 

t /~oq.r-a]_ 
Date ( 
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O n (date) 

UNll _ J STATES D EP AR TMENT OF JU~ .CE 
FEDERAL BUREAU OF INVESTIGATION 

Receipt for Property Received/Returned/Released/Seized 

item(s) listed below were 
t!J Received From 
0 Re turned To 
0 Released To 
0 Seized 

(Name) S>~ -...>C-L '-=r:~,./i-"-~ 

(St reet Address) tLou-1'7'\ 11 S1.,__,~J.._~S i YL-S usAMJ2.:LI.l\ ~\-- ~J-,--kL 1'4.!) 
J I I I 

(City) r;::.rul~<.~ ~cL M~ 

Description of Itern(s): - J._ ~\.,~A- fs.~""'-"'Lr L"-'k(.J <;.\ :c.l.,___s \56-...C 

r z \S._. s ~ "-'2..~s C~s 

Received By: 

I 

~ i_ p ,...-- ~ J Ch • .;-\- ~,.--o ,.,_ 'o-.lc_ 1''-U-.:. .L c_ c.> ~ 

II 

l'L 2::-~ f ~~sl.-s 

j 

<> 1 N \......)M 1\ c- s 1 s-;.. > ~ 7 c . ._+-.:~, ..... ,,, b \J ~,_,_Y= r-

' ( ( I I 

- {) ,.__ (_).,_,~r~ ~ )7~l )-{~~ l'2-0 C. r:s, 

Received From: N J .J., o--.1 c~\. -LL- ~ . ..- <;" \ ~ . ..:.+ -' ,-.:_ 
(Si gnature) 
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'Item# Box# Description Agent Reviewing Time Taken Time Returned Notes 
~ 

? 4 2003 tax returns found in bottom shelf 
DEWF3-11 012007: Maxtor 160GB hard 
drive, Model# 6Y160P0042211 , Serial# I 

Y43X2QSE, containing images of QWF4-1 
? 6 and QWF4-2 and QWF7 -1 
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U.S. DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

Receipt for Property Received/Returned/Released/Seized 

On (date) ___ _ 

At(ttme) ___ _ 

(Name) _________________________ ~---------------------------------

(Location) Suite 83/84/BS 
Building 1425 
USAMRJID 
Ft. Detrick, MD 

ITEM# DESCRIPTION 

VI-S I Vncuum Filter of Vehicle I 

2 V I-S2 Vacuum Filter of Veh icle I 

3 V I-S3 Vacuum tiller of vehicle I 

4 VI -S4 Vacuum tilter ofVeh I 

5 V I-S5 Swab of vehicle 

6 VI-S6 Swab of Vehicle 

7 V2-S l Vacuum filter of veh 2 

8 V2-S2 Swab ofVeh 2 

9 V2-S3 Swab ofVeh 2 

10 V2-S4 Vacuum filter of Veh 2 

II V2-S5 Vacuum tilter ofVeh 2 

12 v3-s I vacuum tiltere of vehicle 3 

13 v3-s2 vacuum filter of vehicle 3 

14 v3-s3 vacum1 tilter of vehicle 3 

15 v3-s4 swab of vehicle 3 

16 v3-s5 swab of vehicle 3 

ltem(s) listed below were: 

- - Received From 

Returned To 

Re leased To 

- . Seized 

(END OF LIST) T otal of 16 ltem(s) Listed 

Received by: Received fro m: ~~~~------------
(Signature) (Signature) 

Page 1 of I 
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.. 

On (date) 

At (time) 

(Name) 

(Locat ion) 

ITEM II 

17 

18 

\9 

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

3 1 

32 

33 

34 

35 

36 

Suite B3/B4/B5 
Building 1425 
USAMRIJD 
Ft. Detrick, MD 

DESCRII'TION 

B3 13-s I 

B3 13-s2 

8313-sJ 

83l3-s4 

83!3-sS 

8 3 l3-s6 

8313-s7 

8404-s I 

8404-s2 

8404-sJ 

8404-s4 

8404-sS 

8404-s6 

B404-s7 

8404-s8 

8404-s9 

8404-s I 0 

8403-s I 

8 403-s2 

8403-s3 

U.S. DEPARTMENT OF JUSTICE 

FEDERAL BUREAU OF INVESTIGATION 

Receipt for 'Property Received/Returned/Released/Seized 

ltem(s) listed be low were: 

C Rece ived From 

J Returned To 

,) Released To 

-! Seized 

Pag e I of9 
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ITEM# DESCRIPTION 

37 B403 -s4 

38 B403-s5 

39 8403-s6 

40 B403-s7 

41 8403-s8 

42 8306-s I interior swab 

43 8306-s2 interior swab 

44 8306-s3 interior swab of fume hood 

45 8 306-s4 i11terior swab of fume hood 

46 B306-s5 i;1ierior swab 

47 8406-s I 

48 8406-s2 

49 8406-s3 

50 8406-s4 

51 8406-s5 

52 B406-s6 

53 B406-s7 

54 8406-s8 

55 B406-s9 

56 8406-s I 0 

57 8406-s J I 

58 b4H-s l 

59 b4H-s2 

60 b4H-s3 

61 b4H-s4 

62 b4H-s5 

Page 2 of9 
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ITEM# DESCRIPTION 

63 8303-s l 

64 8303-s2 

6.5 8405-s l 

66 B405-s2 

67 127-s l 

68 127-s2 

69 8301-s l 

70 830 l-s2 

71 8 309-s l 

72 B309-s2 

73 B309-s3 

74 B309-s4 

75 8309-sS 

76 B309-s6 

77 B309-s7 

78 B309-s8 

79 19-el 

80 l9-e2 

81 19-eJ 

82 19-s I 

83 l9-s2 

84 l9-s3 

85 l9-s4 

86 8312-s l 

87 B3 l2-s2 

88 B3 12-s3 

Page3 of9 
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ITEI\•1# DESCRIPTION 

89 B312-s4 

90 B312-s5 

91 BJ 12-s6 

92 8308/407-s I 

93 B308/407 -s2 

94 8 308/407-sJ 

95 B308/407-s4 

96 8311-s I 

97 B311-s2 

98 8311 -sJ 

99 83 1 l-s4 

100 B3ll-s5 

101 B31l-s6 

102 B311-s7 

103 8311 -s8 

104 83!1-s9 

105 8311-slO 

106 8 311-s ll 

107 B311 -sl2 

108 '83 11 -sl3 

109 83 I l-sl4 

110 BJ Hallw1y-s l 

Ill 83 Hallway - S2 

11 2 83 Hallway- S3 

11 3 8411-sl 

114 B4 11 -s2 

Page 4 of9 
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ITEI\'!11 DESCRIPTION 

11 5 841 1-s3 

116 8411-s4 

I 17 84ll-s5 

118 8411-s6 

11 9 8411-s7 

120 8411-sS 

121 (8304) I 

122 (8304) 2 

123 (8304) 3 

124 (8304) 4 

"" 
125 (8304) 5 

126 (8304) 6 

--·- ·---

127 (8304) 7 

128 (8304) 8 

129 (8304) 9 

130 (8304) 10 

131 (8304) I I 

132 (8304) 12 

133 (8304) 13 

134 (8304) 14 

135 (8304) 15 

136 (8304) 16 

137 (8304) 17 

138 (8304) 18 

139 Bacillus Anthracis Ames 7 June 07 

140 Ames SA I 1600 

Pnge 5 of9 
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ITEM# DESCRli'TION 

141 Bacillus Anthracis Ames 1794 

142 Irradiated 1749 Ames 

143 Ames SA I 18866 

144 SA 12484 

145 SA 12703 

146 SA 12469 

147 SA 12704 

148 St~rne Strain Spores 5A 

149 Delta Ster!Je Spores 8C 

150 Sterne Strain Spores SC 

151 Delta Ste e Spores 7C 

152 Delta Stene Spores 9A 

153 Delta Stene Spores 7 A 

154 Delta Sterne Spores 78 

155 Sterne Strain Spores 58 

156 Delta Stene Spores 88 

157 Sterne Spores 68 

158 Delta Stene Spores SBA Purified 

159 Della Sterne Spores Broth 'Puritied Dirty Bottom Layer 6 

160 Delta Stene Spores Broth Purified Clean Top Layer 

161 98 Delta ~) terne NSM 

162 5A Sterne SBA 

163 6C SterneNSM 

164 SC Sterne SBA 

165 48 Sterne L+D 

166 6A Sterne NSM 

Pa<>e 6 of9 
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,. 
EM# DESCRIPTION 

167 4A Sterne L+D 

168 68 Sterne NSM 

169 58 Sterne SJ3A 

170 8C Delta Sterne SBA 

-------
171 9C Delta Sterne NSM 

172 7C Delta Sterne Modi tied G Media 

173 88 Delta Sterne SBA 

174 78 Delta Sterne Modified G 

175 8A Delta Sterne SBA 

176 7A Delta Sterne Moditied G 

177 9A Delta Sterne NSM 

178 Delta Sterne Spores 9C 

179 Sterne Strain Spores 4C 

ISO Sterne Strain Spores 4A 

! &! Sterne Spores 6C 

182 Delta Stern\! Spores 8A 

!83 Sterne Spores 6A 

184 Sterne Strain Spores 48 

185 Delta Sterne Spores 98 

186 SA 793 

187 Sterne Spores Purrified 22 Oct 07 

188 Puritied Broth Della Sterne Dirty Bottom Layer C 

189 Sterne NSM Pre Purification 

190 Delta Steme Spores SBA E Purified 23 Oct 06 

191 Unpurified Delta Sterne F From Plates 

192 Clear top layer Delta Sterne Spores G 23 Oct 06 

Page 7 of9 
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. ~:::::::::::;:========= 
ITEM# DESCRIPTION 

193 Sterne SBA A 

194 Unpuri ti ed Delta Sterne Spores 8 Harvest 7 August 06 

195 Sterne L+D 11 uritication H 

19(i Sterne 34 F2 D Purified 14 November 06 

197 Ames SA489 Not Puritied 

198 4C Sterne L+D 

199 3C Ames L+D 

200 2C Ames NSM 

201 IC Ames SBA 

202 38 Ames L+D 

203 3A Ames L-0 

204 28 Ames NSM 

205 2A Ames N.SM 

206 IAAmesSBA 

207 IB Ames SBA 

208 Swab of sink, 8409 

209 Swab of dmin, 8409 

210 Swab ofvent, 8409 

211 Swab of vent, 8409 

212 Swab of drain, 8409 

213 Swab of drain , 8409 

214 Swab of vent. B409 

215 8310-S l Sink on Wall 

216 831 Q-S2 Air return on Wall B 

217 8305-S l Swab from air return on Wall C 

218 B305-S2 Swab from tloor Drain 

Page 8 of9 
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' ·--=· ~=============== 
ITEIVIII DES RIPTION 

219 B305 S-3 Swab from Sink on Wall A 

(END OF LIST) Tota l of 203 ltem(s) Listed 

Received by: Received from:---------------
(S ignature) (Signature) 

Page 9 of 9 
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A0106(Rev.5/85) Affidavit for Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person, property, or premises to be searched) SEALED 
Electronic mail stored in account goldenphoenixlll 
[at)hotmail[dot)com, controlled by MSN Hotmail 
Microsoft Corp., 1065 La Avenida, Building 4, 

APPLICATION AND AFFIDA VlT 
SEARCH WARRANT 

Mountainview, CA 94043 

FI LED 
FEB 1 4 2008 CASE NUMB~: 8 - 0 8 2 - M - 0 1 

(Further described below) NANCY MAYER WHITTINGTON, CLERK 
U.S. DISTRICT COURT 

I _ _,M=a~r_,_,lo,-'A~rr'-=e'-"d'-!:o~n""d""'o _ _ _ ____ being duly sworn depose and say: 

I am a(n) Special Agent with the Federal Bureau of Investigation 
(Official Title) 

and have reason to believe 

that (name, description and or location) 

on the property or premises known as email account goldenphoenixlll @hotmail.com, controlled by MSN 
Botmail Microsoft Corp., 1065 La Avenida, Building 4, Mountainview, CA 94043 

in the Northern District of California, there is now concealed a certain person or property, namely (dcscnb e the person or property 

to be searched) 

electronic mail between Bruce Ivins and other individuals 

which is (state one or more bases for search and seizure set forth under Rule 4l(c) of the Federal Rules ofCri!Tlinal Procedure) 

evidence relevant to the commission of an act of terrorism, including the use of a weapon of mass 
destruction (anthrax) and the murder and attempt to murder officers and employees of the United States. 

concerning a violation ofTitle 18 United States Code United States Code, Section(s) 2332a and 1114 . The facts 
to support a fmding of Probable Cause are as follows: 

SEE ATTACHED AFFIDA VJT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY REST A TED HEREIN 

Continued on the attached sheet and made a part hereof. X YES 0 NO 

Rachel Carlson Lieber, AUSA 
US Attorney's Office, Washington, DC 
(202)202-353-8055 

Sworn to before: m.e, and subscribed in my presence 

o ate U.S. MAGISTRATE JUOG! 

Name and Title of Judicial Officer 

\ 'Y)IJ_ 1At£ I • . -
!t~Vvv-

Signature of Affiant 

United States Oistnct Court 
Fort)\Q District of Columbia 

ATflUECOPY 
Marlo Arredondo, Special Age 
Federal Bureau of Investigation 

ANCY MA¥ R NGT N, Clet 

BK'~~~~~~~ 
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A093(Rev.5/85)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person or property to be searched) 

sEALE Electronic mail stored in account goldenphoenixlll [at]hotmail 
[dot]com, controlled by MSN Hotmail Microsoft Corp., 1065 
La Avenida, Building 4, Mountainview, CA 94043 SEARCH WARRANT 

CASE NuMBERO 8 - 0 8 2 - M - 0 1 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name, description and or location) 

Electronic mail stored in account goldenphoenixlll [at]hotmail[dot]com, controlled by MSN Hotmail Microsoft 
Corp., 1065 La Avenida, Building 4, Mountainview, CA 94043 

in the Northern District of California, there is now concealed a certain person or property, namely (describe the person or 
property) 

electronic mail between Bruce Ivins and other individuals 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-described and establish grounds for the issuance 
of this warrant 

YOU ARE HEREBY COMMANDED to search on or before ':. Ffi:B'.~-

( not to exooed I 0 d: -~, pmon oe ploce nxmed xbove foe the l"'''on oe p<Operty weified, 'e.-viug thi' wxmmt xnd 
making the s~arch ~~inuthe daytime -6:00A.M. to 10:00 P.M.) U (at any time in the day or night as I find reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and prepare a written inventory of the person or property seized and promptly 
return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

D<.te and Time Issued, pursuant to the domestic 
terrcrism search w<>:rrant pruvisions of Rule 4l(b)(3) 

ALAN KAY 
U.S. MAGI~Til.c>.AlF..u' ~II._,..IDG~.~,~;;E;.._._---
Name and Title of Judicial Officer 

xtW"®~ ~ 

Signature of Judicial Offic!~ ~ 
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' '• 

SEALED 
oa- oa2 -u-o1 

AFFIDAVIT IN SUPPORT OF 
APPLICATION FOR SEARCH WARRANT 

I, Marlo Arnidondo, being first duly sworn, hereby depose and state as fo llows: 

A. Introduction and Agent Background 

I make this affidavit in support of an application for a search warrant for certain accounts 
controlled by the free web-based electronic mail service provider known as 
(1) Yahoo!, Inc. (Yahoo!), located at 701 First Avenue, Building D, Sunnyvale, California 
94089; (2) America Onhne, Inc. (AOL), 2200 AOL Way, Dulles, VA 20166; and (3) MSN 
Hotmail Micrososft Corp. (MSN Hotmail), 1065 La Avenida, Building 4, Mountain View, 
California 94043. The accounts to be searched at Yahoo! are: 

~d[at]yahoo[dot)com; and 
_.-at]yahoo[dot]com 

The account to be searched at AOL is: 

kingbadger7[at]aol[dot)com 

The account to be searched at MSN Hotmail is: 

at)hotmail[dot]com 

a 

United Stdes District Court 
For thG District of Columbia 

ATFIUE COPY 
MAY MIN TON, Clerk 

These accounts are further described in the following paragraphs and in Attachment A. 
As set fi)rth herein, there is probable cause to believe that on the computer systems ofYahoo!, 
AOL, and MSN Hotrnail, there exists evidence, fruits, and instrumentalities of violations of Title 
18, United States Code, Sections 2332 and 2332a. 

I am a Special Agent of the Federal Bureau of Investigation (FBI) and have been so 
employed for approximately two years. As a Special Agent of the FBI, I investigate a crime 
involving the dissemination of a Weapon ofMass Destruction (anthrax) in violation ofTitle 18, 
United States Code, Sections 2332(a) and 1114. The definitions provided herein are based on 
my knowledge and experience as an FBI Agent, and consultations with other criminal 
investigators. 

The FBI and the U.S. Postal fuspection Service (hereinafter Task Force) investigation of 
the anthrax attacks of2001 has led to the identification ofDr. Bruce Edwards Ivins, an anthrax 
researcher at the U.S. Army Medical Research Institute for Infectious Diseases (USAMRIID), 
Fort De rick, Maryland, as a person necessitating further investigation for several reasons: (1) At 
the time of the attacks, he was the custodian of a large flask of highly purified anthrax spores that 
possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins bas been 
unable to give investigators an adequate explanation for his late night work hours for which he 
was the only person in the laboratory around the time of both anthrax mailings; (3) Ivins is 
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believed to have submitted false samples of anthrax from his lab to the FBI for forensic analysis 
in order to mislead investigators; (4) at the time of the attacks, Ivins was under pressure at work 
to assist a private company that had lost its FDA approval to produce an anthrax vaccine the 
Army needed for U.S. troops, and which Ivins believed was essential for the anthrax program at 
USAMRIID; and (5) Ivins sent an e-mail to a days before the 
anthrax attacks wamin.hat "Bin Laden terrorists for sure · and sarin gas" and 
have "just decreed death to all Jews and all Americans," language similar to the anthrax letters 
warning "WE HAVE THIS ANTHRAX ... DEATH TO AMERICA . . . DEATH TO ISRAEL." 

The Task Force submits that a search of the Subject e-mail accounts may reveal 
documentary evidence that will assist the investigation by linking Dr. Bruce Edwards Ivins to the 
anthrax mailings and identify conspirators involved in the attacks. The search is for computer 
files, e-mail accounts, or documentary evidence as more fully described in Attachment A to the 
search warrants, affixed to this affidavit. 

In my training and experience, I have learned that Yahoo!, AOL, and MSN Hotmail are 
companies that provide fr~e web-based Internet electronic mail (e-mail) access to the general 
public, and that stored electronic communications, inducting opened and unopened e-mail for 
subscribers ·to these services may be located on the computers ofYahoo!, AOL, and MS 
Hotmail. Further, I am aware that computers located at Yahoo!, AOL, and MSN Hotmail 
contain information and other stored electronic communications belonging to unrelated third 
parties. Accordingly, this affidavit and application for search warrants seeks authorization solely 
to search the computer accounts and/or files and following the procedures described herein and 
in Attachment A. 

B. Search Procedure 

In order to facilitate seizure by law enforcement of the records and information described 
in Attachment A, this affidavit and application for search warrant seek authorization to permit 
employees of Yahoo!, AOL, and MSN HotrnaH to assist agents in the execution of this warrant. 
In executing this warrant, the following procedures will be implemented: 

a. The search warrant will be presented to Yahoo!, AOL, and MSN Hotmail 
personnel who will be directed to isolate those accounts and files desclibed in Attachment A; 

b. In order to minimize any disruption of computer service to innocent third 
parties, Yahoo!, AOL, and MSN Hotmail employees and/or law enforcement personnel trained 
in the operation of computers will create an exact duplicate of the computer accounts and files 
described in Attachment A, including an exact duplicate of aU information stored in the 
computer accounts and files described in Attachment A; 

c. Yahoo! , AOL, and MSN Hotmail employees will provide the exact duplicate 
in electronic form or paper copy of the accounts and files described in Attachment A and all 
information stored in those accounts and files to the agent who serves this search warrant; and 
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•, 

d. Law_enforcement personnel will thereafter review all information and records 
received from Hotmail employees to determine the information to be seized by law enforcement 
personnel pursuant to Attachment A. 

C. Background Regarding Computers, the Internet, and E-Mail 

The term "computer" as used herein is defined in 18 U.S.C. § 1030(e)(l), and includes an 
electronic, magnetic, optical, electrochemical, or other high speed data processing device 
performing logical, arithmetic, or storage functions, and includes any data storage facility or 
communications facility directly related to or operating in conjunction with such device. 

I have had both training and experience in the investigation of computer-related crimes. 
Based on my training, experience and knowledge, I know the following: 

a. The Internet is a worldwide network of computer systems operated by 
governmental entities, corporations, and universities. In order to access the Internet, an 
individual computer user must subscribe to an access provider, which operates a host computer 
system with direct access to the Internet. The world wide web (www") is a functionality of the 
Internet which allows users of the Internet to share information; 

b. With a computer connected to the Internet, an individual computer user can 
make electronic contact with millions of computers around the world. This connection can be 
made by any number of means, including modem, local area network, wireless and numerous 
other methods; and 

c. E-mail is a popular form of transmitting messages and/or files in an electronic 
environment between computer users. When an individual computer user sends e-mail, it is 
initiated at the user's computer, transmitted to the subscriber's mail server, then transmitted to its 
final destination. A server is a computer that is attached to a dedicated network and serves many 
users. An e-mail server may allow users to post and read messages and to communicate via 
electronic means. 

D. Yahoo!, AOL, and MSNHotmail 

Based on my training and experience, I have learned the following about Yahoo!, AOL, 
and MSN Hotrnail: 

Yahoo!, AOL, and MSN Hotmail provide e-mail services which are available free of 
charge to Internet users. Subscribers obtain an account by registering on the Internet with 
Yahoo!, AOL, or MSN Hotmail. Yahoo!, AOL, and MSN Hotmail requests subscribers to 
provide basic information such as name, gender, ZIP code, and other personal/biographical 
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information. However, neither Yahoo! , AOL, nor MSN Hotmail verify the information 
provided; 

Yahoo!, AOL, and MSN Hotmail maintain electronic records pertaining to the 
individuals and companies for which they maintain subscriber accounts. These records include 
account access information, e-mail transaction information, and account application information; 

Subscribers to Yahoo!, AOL, and MSN Hotmail may access their accounts on servers 
maintained and/or owned by Yahoo!, AOL, or MSN Hotmail from any computer connected to 
the Intemet located anywhere in the world; 

Any e-mail that is sent to a Yahoo!, AOL, or MSN Hotmail subscriber is stored in the 
subscriber's "mail box" on the providers servers until the subscriber deletes the e-mail or the 
subscriber's mailbox exceeds storage limits preset by Yahoo!, AOL, or MSN Hotmail. If the 
message is not deleted by the subscriber, the account is below the maximum limit, and the 
subscriber accesses the account periodically, that message can remain on the providers' servers 
indefinitely; 

When the subscriber sends an e-mail, it is initiated at the user's computer, transferred via 
the Intemet to Yahoo! , AOL, or MSN Hotmail's servers, and then transmitted to its end 
destination. Users have the option of saving a copy of the e-mail sent. Unless the sender of the 
e-mail specifically deletes the e-mail from the Yahoo!, AOL, or MSN Hotrnail server, the e-mail 
can remain on the system indefinitely. The sender can delete the stored e-mail message thereby 
eliminating it from the e-mail box maintained at the provider, but that message will remain in the 
recipient's e-mail box unless the recipient deletes it as weU or unless the recipient's account is 
subject to account size limitations; 

A Yahoo!, AOL, or MSN Hotrnail subscriber can store files, including e-mails and image 
fi les, on servers maintained and/or owned by the provider; and 

E.-mails and image files stored by a Yahoo!, AOL, or MSN Hotmail subscriber may not 
necessarily be located in the subscriber's home computer. The subscriber may store e-mails 
and/or other files on the provider's server when there is insufficient storage space in the 
subscriber's computer and/or when he/she does not wish to maintain them in the computer in 
his/her residence. A search of the files in the computer in the subscriber's residence, or in a 
portable computer, will not necessarily uncover the files that the subscriber has stored on the 
Yahoo! , AOL, or MSN HotrnaD server. 

As a federal agent, I am trained and experienced in identifying communications relevant 
to the crimes under investigation. The personnel of Yahoo!, AOL, and MSN Hotrnail are not. I 
also know that the manner in which the data is preserved and analyzed may be critical to the 
successful prosecution of any case based upon this evidence. Computer Forensic Examiners ar 
trained to handle digital evidence. Yahoo!, AOL, and MSN Hotmail employees are not. It 
would be inappropriate and impractical, however, for federal agents to search the vast computer 
network of Yahoo!, AOL, and MSN Hotrnail for the relevant accounts and then to analyze the 
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contents of those accounts on the premises of Yahoo!, AOL, and MSN Hotmail. The impact on 
Yahoo! , AOL, and MSN Hotmail's business would be severe; 

In order to accomplish the objective of the search warrant with a minimum of 
interference with the business activities ofYahoo!, AOL, and MSN Hotmail, to protect the rights 
of the subject ofthe investigation and to effectively pursue this investigation, authority is sought 
to allow Yahoo!, AOL, and MSN Hotmail to make a digital copy of the entire contents of the 
information subject to seizure specified in Attachment A. That copy will be provided to me or to 
any authorized federal agent. The contents will then be analyzed to identify records and 
information subject to seizure pursuant to Attachment A; and 

Executing a warrant to search a Yahoo!, AOL, or MSN Hotmail e-mail account requires 
an approach similar to the standard approach for executing a warrant to search papers stored in a 
file cabinet. Searching the subject e-mail account in this case for evidence of the target crimes 
will require that agents cursorily inspect all e-mails produced by Yahoo!, AOL, and MSN 
Hotmail in order to ascertain which contain evidence of those crimes, just as it necessary for 
agents executing a warrant to search a filing cabinet to conduct a preliminary inspection of its 
entire contents in order to determine the documents which fall within the scope of the warrant. 
In addition, keyword searches alone are inadequate to ensure that law enforcement can discover 
all information subject to seizure pursuant to Attachment A. Keywords search text, but many 
common electronic mail, database and spreadsheet applications files (which files may have been 
attached to electronic mail) do not store data as searchable text. 

E. Stored Wire and Electronic Communication Access 

Title 18, United States Code, Chapter 121, Sections 270 I through 2711 , is entitled 
"Stored Wire and Electronic Communications and Transactional Records Access." 

a. Title 18, United States Code, Section 2703(a) provides, in part: 

A governmental entity may require the disclosure by a provider of 
electronic communication service of the contents of a wire or 
electronic communication, that is in electronic storage in an 
electronic communications system for one hundred and eighty days 
or less, only pursuant to a warrant issued using the procedures 
described in the Federal Rules of Criminal Procedure by a court 
with jurisdiction over the offense under investigation or equivalent 
State warrant. A governmental entity may require the disclosure by 
a provider of electronic communications services of the contents of 
a wire or dectronic communication that has been in electronic 
storage in an electronic communications system for more than one 
hundred and eighty days by the means available under subsection 
(b) of this section. 

b . Title 18, United States Code, Section 2703(b) provides, in part: 
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( 1) A governmental entity may require a provider of remote 
computing service to disclose the contents of any electronic 
communication to which this paragraph is made applicable by 
paragraph (2) of this subsection -

(A) without required notice to the subscriber or 
customer, if the governmental entity obtains a 
warrant issued under the Federal Rules of Criminal 
Procedure or equivalent State warrant... 

(2) Paragraph (1) is applicable with respect to any electronic 
communication that is held or maintained on that service -

(A) on behalf of, and received by means of 
electronic transmission from (or created by means 
of computer processing of communications received 
by means of electronic transmission from), a 
subscriber or customer of such remote computing 
service; and 
(B) Solely for the purpose of providing storage or 
computer processing services to such subscriber or 
customer, if the provider is not authorized to access 
the contents of any such communications for 
purposes of providing any services other than 
storage or computer processing. 

c. The government may also obtain records and other information 
pertaining to a subscriber to or customer of electronic communication service or remote computing 
service by way of a search warrant. 18 U.S.C. § 2703(c)(l)(A). No notice tci the subscriber or 
customer is required. 18 U.S.C. § 2703(c)(3). 
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d. Title 18, United 'States Code, Section 2711, provides, in part: 

As used in this chapter -

( 1) the terms defined in section 2510 of this title 
have, respectively, the definitions given such terms 
in that section; and 

(2) the term "remote computing service" means the 
provision to the public of computer storage or 
processing services by means of an electronic 
communications system. 

e. Title 18, United States Code, Section 2510, provides, in part: 

(8) "contents," when used with respect to any wire, 
oral, or electronic communication, indud.es any 
information concerning the substance, purport, or 
meaning of that communication; ... 

(14) "electronic communications system" means 
any wire, radio, electromagnetic, photoopticai or 
photoelectronic facilities for the transmission of 
electronic communications, and any computer 
facilities or related electronic equipment for the 
electronic storage of such communications; .. . 

(15) "electronic communication service" means any 
service which provides to users thereof the ability to 
send or receive wire or electronic communications; . 

(17) "electronic storage" means--

(A) any temporary, intermediate storage 
of a wire or electronic communication incidental 
to the electronic transmission thereof; and 

(B) any storage of such communication by an electronic communication service for purposes of 
backup protection of such communication. 

7 
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F. Probable Cause 

As discussed below, there is probable cause to believe that a search of the 
aforementioned e-mail addresses may result in the collection of evidence relevant to an ongoing 
criminal investigation into the dissemination of a Weapon ofMass Destruction (anthrax) through 
the U.S. ;nail system in September 2001 and October, 2001 in violation of Title 18, United States 
Code, Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 
Additionally, it is believed that Dr. Bruce Edwards Ivins has taken steps to possibly obstruct the 
investigation. The reasons are set forth in this affidavit: 

1. Overview 

More specifically, this affiant submits that a search of these e-mail accounts may reveal 
( 1) details of the subject's work and familiarity with anthrax; (2) explanations of how anthrax 
from the subject's laboratory could have been used in the 2001 attacks; (3) thes ubject's prior 
communications with members of Congress and the news media; (4) false names and aliases 
used by the subject; (5) evidence linking the subject to the address from which the anthrax letters 
were mailed in Princeton, New Jersey; and (6) evidence of the subject's use of the U.S. mail 
system to send packages under assumed names. 

a. Factual Background 

In September and October, 2001 , at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the District of Columbia, New York City, and 
Boca Raton, Florida, in violation of Title 18, United States Code, Section 2332(a), which 
prohibits the use of a Weapon ofMass Destruction. Bacillus anthracis is a Weapon ofMass 
Destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 
States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms wiH be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Columbia. Each of the envelopes contained a handwritten note referencing "9-11-0 1" 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA," "DEATH TO ISRAEL," and "ALLAH IS GREAT." The two letters addressed 
to Capitol Hill had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and another 
11 people suffered cutaneous anthrax (contracted through the skin). Five of the inhalational 
victims eventuaUy died from their infection: (1) Robert Stevenson, 63, photo editor, American 
Media Inc., Boca Raton, Florida, died on 10/5/200 ] ; (2) Thomas L. Morris, Jr., 55, postal 
worker, Brentwood Post Office, Washington, D.C., died on 10/21/2001; (3) Joseph P. Curseen, 
Jr. , 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001 ; (4) Kathy 
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T. Nguyen, 61, hospital employee, New York City, died on 10/31/2001; and (5) Ottilie 
Lundgren, 94, Oxford, Connecticut, died on 1112112001. Another 31 persons tested positive for 
exposure to anthrax spores. All of the exposures and cases of infection are attributed to the 
anthrax mailings, based on their timing, their location, the place of employment of each 
individual infected, and the identity of the strain of anthrax found in each letter and in the bodies 
of the five deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each decedent's body is 
the same strain of anthrax found in the threat letters mentioned above. This particular strain is 
commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals, 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires access to particular laboratory 
equipment such as a lyophilizer or other drying device, biological safety cabinet or other 
containment device, incubator, centrifuge, fermentor, and various personal protective gear, all of 
which Dr. Ivins had readily accessible to him through his employment at USAMRIID. 

b. Determination of Origin of Anthrax Contained in 2001 
Mailings 

The mail attacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark dates on the recovered letters. Letters used in the first attack were 
postmarked on 09118/2001 and were focused to media establishments located in the New York 
area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, D .C. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the media letters versus the Senate letters reveals 
obvious differences and also significant similarities. 

c. Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (e.g . shape, color, texture) from the 
original ;'\mes anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 200 l mailings, serve to provide a "DNA fingerprint" which can 
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and has been used to investigate other Ames isolates collected from laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, 16 domestic government, commercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories prior to the 

· ed. 

To date, the Task Force has 
Ames strain Bacillus an isolates or samples from all 16 domestic laboratories, as 

well as fiom laboratories in Canada, Sweden, and the United Kingdom. All fatal, the Task Force 
has obtained more than 1000 isolates of the Ames strain of Bacillus anthracis from these 
laboratories and archived these isolates in the FBI Bacillus anthracis Repository (hereinafter 
FBIR). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FBIR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR-1029. 
RMR-1029 was stored in the B3 biocontainrnent suite within Building 1425 ofUSAMRIID. 
Access to the suite is afforded only to those personnel who are approved by the USAMRJID 
Security, Safety, and Special Immunizations Program to have the required background check, 
training, and medical protection (vaccination or personal protective equipment (PPE)) . RMR -
1029 was compiled in 1997 by Dr. Ivins, the sole creator and custodian. 

d. Identification of Collection Box at 10 Nassau Street 

Information gathered to date suggests that aU of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. 

2. Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRIID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate of Philosophy (Ph.D.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University of North Carolina (UNC), Chapel Hilt 
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A review ofUSAMRJID records, laboratory notebooks, written protocols, and 
professional publications have shown that Dr. Ivins has worked with Bacillus anthracis at 
USAMRITI) since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importance of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins produced 
large batches of Bacillus anthracis which were required for such challenges - tests in which 
vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years of working in the laboratories ofUSAMRliD provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall 2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

a. Unexplained Late Night Laboratory Access 

USAMRIID containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of 
laboratories used by USAMRIID Bacteriology personnel for research on dangerous animal and 
human pathogens. The flask identified as RMR-1029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
door to the cold-side change room, which is secured by a magnetic-lock. A researcher must pass 
through the change room in order to go in or out of the suite. A central security system monitors 
and records a time stamp for each SAC badge and keypad request. 

A review ofDr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His 
regular working hours on average consisted of a 7:30a.m. to 4:45p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginnmg in mid-August 2001 , however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 Suite. 

The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the media letters to New York which began at 5:00 
p.m. Monday, September n, 2001 and ended at noon on Tuesday, September 18, 2001. 
Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive evenings 
prior to the mailings with time spent in Suite B3 : 
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Day 
Friday 
Saturday 
Sunday 

Date 
September 14 
September 15 
September 16 

Time in Building 1425 
8:54p.m. to 12:22 a.m. 
8:05p.m. to 11 :59 p.m. 
6:38 p.m. to 9:52p.m. 

Total Time in B3 
2 hours 15 minutes 
2 hours 15 minutes 
2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25 . 

The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing ofthe Senate letters to Washington, D.C. which began at 
3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 2001. 
Beginning on September 28, Dr. Ivins worked eight consecutive nights which" consisted of the 
following times in building 1425 with time spent in Suite B3: 

Day Date Ti:me in Building 1425 Total Time in B3 
Friday September 28 7:16p.m. to 10:59 p.m. 1 hour 42 minutes 
Saturday September 29 8:02p.m. to 11:18 p.m. 1 hour 20 minutes 
Sunday September 30 9:53 p.m. to 12:04 a.m. 1 hour 18 minutes 
Monday October 1 9:14p.m. to 10:43 p.m. 20 minutes 
Tuesday October 2 7:24p.m. to 9:39p.m. 23 minutes 
Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 
Thursday October 4 6:10p.m. to !0:12p.m. 3 hours 33 minutes 
Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9, for 15 
minutes, and then October 14, for one hour and 26 minutes. 

The investigation has also analyzed the daily schedules, work areas accessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different than those ofthe other researchers, in that he was frequently in Suite B3, where 
RMR-1029 was kept, late at night and on weekends when no other researchers were present in 
Suite B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee 
was present. 

On March 31, 2005 , Dr. Ivins was asked by the FBI about his access to Suite B3 and 
could provide no legitimate reason for the extended hours, other than "home was not good" and 
he went there "to escape" from his life at home. A review of Dr. Ivins's and co-workers' 
laboratory notebooks and projects at the times in question was conducted and determined that 
Dr. Ivins's role in the experiments were minimal, and did not justify the time he spent in B3. Dr. 
Ivins has admitted to investigators that the research he was conducting in 2001 did not require, 
and does not explain, his late night hours in the B-3 laboratory around the time period of the 
anthrax mailings. 
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Since producing anthrax spore preparations was one of Dr. Ivins's principal 
responsibilities at USAMRliD, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRIID afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and letters used in the Fall2001 attacks. 

b. Failure to Cooperate in Providing Laboratory Samples 

r. Ivins provided two sets of samples of Ames anthrax to 
the FBI which he represented to the FBI were drawn submission in 
February 2002, Dr. Ivins failed to follow the protocol . Ivins was 
subsequently notified that the February 2002 samples were unusable due to hts failure to follow 
the protocol. A second set of samples, labeled "Dugway Ames spores - 1997" was provided to 
the FBIR by Dr. Ivins in April of2002. Dr. Ivins declared that he used the terms "Dugway 
Ames spores- 1997" and RMR-1029 interchangeably, as they are the same flask of material. 
Both ofthe April RMR-1029 samples were submitted for genetic testing and found to be 
negative for the presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suit B3 at 
USAMF'JID and identified additional Am ns's and others that had not been 
submitted as part of the above mentioned Dr. Ivins submitted slants 
prepared from the newly identified samples to the FBIR on April 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR -1029 flask itself. All of the 
samples were secured in the B3 walk-in cold room within a double-locked safe, and se led with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

On June 17, 2004, RMR-1029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submissions were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31,2005, Dr. Ivins was· 
provided to the FBIR on April 10, 2002 
to be genetically distinct from the anthrax contamed in the attack 
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material recovered by the FBI from the RMR-1 029 flask seized from Dr. Ivins's lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked to ex · e did not submit the 
genetically positive sample which was clearly responsive 
adamant in his response that there had been no omission 
insisted that he had indeed provided RMR-1029 to the m of samples 
in April2002. Which was improbable given the presence of all four genetic mutations found in 
the RMR-1 029 sample that the FBI seized. 

c. Knowledge That His Stock of Anthrax Matched the Anthrax 
Used in the Attack 

On March 31, 2005, when Dr. Ivins was informed by FBI agents that RMR-1029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year prior, FBI Special 
Agent (SA) Darin Steele told him that RMR-1029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR-1029 submission provided by Dr. Ivins in April2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and RMR-
1029, until after the June 17, 2004 submission and subsequent laboratory analysis. 

·when interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months of the letter attacks, he was aware that his stock of anthrax, RMR-1 029, exhibited 
morphological similarities to the anthrax used in the attacks, and that he allegedly learned this 
information from three coworkers at USAMRJID who participated in the forensic analysis of the 
anthrax in the letters. Each of those three coworkers was interviewed by the Task Force, and 
deny disclosing such information to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions did Dr. Ivins ever indicate he had knowledge that RMR-1029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1029. To the contrary, Dr. Ivins repeatedly named other researchers 
as possible mailers, and claimed that the anthrax used in the attacks resembled that of another 
researcher at USAMRIID and were dissimilar to the Bacillus anthracis Ames organisms 
maintained in his laboratory, which included RMR-1029. 
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3. Dr. Ivins's Use of E-mail 

a. Use of E-mail to Discuss his Anthrax Research 

(1) The E-mail Account: bruce.ivins@us.army.mil or 
bruce.ivins@amedd.army.mil 

Utilizing Microsoft Exchange, USAMRIID provides e-mail communication for it's 
employees. In addition to Dr. Ivins's name being present in the e-mail address, further 
investigation has shown that Dr. Ivins, referenced through out this document, utilizes this 
account. Hundreds of e-mail communications have been obtained showing Ivins's previous and 
present day use of this account. 

Beginning shortly after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
were the focus of public criticism concerning the introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001, as evident by the e-mail excerpts below, that same anthrax vaccine was having 
problems in the production phase at Bioport, a private company in Michigan responsible for 
manufacturing the vaccine. The Food and Drug Administration (FDA) had suspended further 
production at Bioport, and the U.S . government, specifically the Department of Defense, was 
running out of approved lots of the vaccine. The situation placed pressure on select staff 
members at USAMRIID, including Dr. Ivins, who were part of the Anthrax Potency Integrated 
Product Team (IPT). The purpose of the IPT was to assist in the resoluti n of technical issues 
that was plaguing Bioport's production of approved lots of the vaccines. 

The following are excerpts from e-mails dated April 2000 through September 2001, from 
Dr. Ivins to a ftiend regarding work: 

June 28, 2000, "Apparently Gore (and maybe even Bush) is 
considering making the anthrax vaccine for the military voluntary, 
or even stopping the program. Unfortunately, since the BioPort 
people aren't scientists, the task of solving their problem has fallen 
on us .. ... Believe me, with all the stress ofhome and work, your 
e-mail letters to me are valuable beyond what you would ever 
imagine- and they help me keep my sanity . . .. " 

June 29, 2000, "BioPort just tested its final lot of AVA 
[anthrax vaccine] in a potency test. If it doesn't pass, then there are 
no more lots to test, and the program will come to a halt. That's 
bad for everyone concerned, including us. I'm sure that blame will 
be spread around." 

July 6, 2000, -I think the **** is about to hit the 
fan . .. bigtime. The fi~ of AVA, lot 22, isn't passing the 
potency test, and now there's nothing to back it up. Plus, the 
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control vaccine isn't working. It's just a fine mess. -re 
spending probably 95% of our time on this." 

August 29, 2000, l 0% of the 
Bacteriology Division. we qm anthrax progr. 
BioPort would go down the drain. I'm not boasting, but the 
three of us have a combined total of 52 years of research 
expe nthrax. You just can't go out and find someone 
like ith their knowledge, skill and abilities. Ain't 
gonna happen." 

September 7, 2001, "I was taken off the Special 
Immunization Program because of what happened last spring, and 
I've just gotten back on it, getting my anthrax and Yell ow fever 
shots. We are currently finishing up the last of the AVA, and 
when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until 
we get a ne~There are no approved lots currently available at 
BioPort .... ~as been having us have biweekly meetings on 
the rP A vaccme progress, and on August 29 I went to the Pentagon 
- first time there - to go to a meeting in his place on the vaccine. 
There is a real bag ofworms with a new lot ofrPA produced by 
the BDP (a private company) for NCI, who is under contract to 
USAMRIID. BDP signed a sub-contract with to produce the rPA 
for a human use vaccine Phase !trial. They were paid and they 
produced it. Now they are refusing to release it unless the Army 
pays some incredible sum of money for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Army refuses 
to do that of course, and everything is in Limbo." 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who had submitted Freedom oflnformation Act (FOIA) requests to 
USAMRliD seeking detailed information from Dr. Ivins's laboratory notebooks as they related to 
the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. Ivins appeared angry about 
the request providing the following response in an e-mail: "Tell Matsumoto to kiss my ass. 
We've got better things to do than shine his shoes and pee on command. He's gotten everything 
from me he will get." In the mid-1990's, Matsomoto wrote an article that scrutinized Dr. Ivins 
and the use of adjuvants. 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the vaccine for 
human use, production at Bioport resumed, and anthrax research at USAMRTID continued 
without interruption. In 2003, Ivins received "the highest honor given to Defense Department 
civilians at aPentagon ceremony on March 14, 2003" for his work in "getting the antlrrax 
vaccine back into production." 
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b. Use of E-mail and False Names to Facilitate an Obsession with 
a Sorority Group Linked to the Location of the Anthrax 
Mailings 

Early investigations revealed the e-mail account Kingbadger7@aol.com as belonging to 
Dr. Ivins. In November of2006 a pen register was established on this account revealing several 
e-mail communications between four e-mail addresses: Kingbadger7@aol.com, 
bruce.ivins@amedd.army.mii, goldenphoenixlll@hotmail.com, and 
j inunyflathead@yahoo .com. 

January 16, 2008, Dr. Ivins informed investigators that he has used the following e-mail 
address names: Kingbadger7, jinunyflathead, prun x 111, and Bigsky. ~ I I I I- I 

Additionally, he has used several aliases to include , Ed Ivings, and Bruce 
Ivings. 

(1) Use of False Names 

In Marc_,_ identified four communications that it had previously received 
from Dr. Ivins. ~ot personally know Dr. Ivins but ~tedly corresponded with 
him by mail. In t e letters, Dr. Ivins expressed his support for~ork and an interest in 
sorority hazing. One of the · · · , "ch he ' terest was identified as Kappa 
Kappa to Dr. to 

-are familiar with each other. On July 30, 2007~as interviewed 
regard~, located at College Estates Station, Frederick, ~d 21702. The 
P.O. Box application (PS Form 1093) revealed that Dr. Ivins rented P 

93, also listed on the P.O. Box application card to receive mail 
was shown the P.O. Box application and stated that it had never ox 

anyw ere.d never met, nor had any social or · sociation with, a Dr. Ivins. 
However, recognized the name Bruce Ivins previously mentioned his 
name. The last payment on the P.O. Box was made on 13, 2004. A review of Change 
of Adilless records revealed that P.O. Box 1103 was closed on December 30, 2005 and no 
forwarding address was provided. 

'ndicated -that Dr. Ivins harassed it in the past, and-elieved that 
Dr. Ivins, resulting from unspecified incidents that occurred prior to 

The investigation has shown that over the past 24 years, Dr. Ivins was known to have 
utilized at least two Post Office (P.O.) Boxes to communicatewith members of the public, to 
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pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box was located at the College Estates Station, Frederick, Maryland 21 702. 
Investigations have revealed that the envelopes used in anthrax mailings all contained similar 
print defects. Analyses of the U.S. Postal System records indicate that the above Post Office 
received 1000 envelopes from the same batch of envelopes that contained the unique print 
defects. 

(2) Use of Personal E-mail to Discuss KKG 

The following will show how Dr. Ivins defines the depths of his obsession and 
knowledge of the sorority K.KG. Additionally, as previously described above·, the letters used in 
the 2001 anthrax mailings were mailed from a blue coHection box located at 10 Nassau Street, 
Princeton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, Princeton, New 
Jersey, located on the same side of the street and approximately 60 feet to the right from the blue 
collection box. 

(a) The E-mail Account: 
goldenphoenixlll @hotmail.com 

Investigations into the above e-mail account revealed that Dr. Ivins was the owner said 
account. Pen register informa led activity on this account from April 14, 2007 
through November 30, 2007. nformation from Hotmail provided the following 
user identification for the above e-mail address : 

Login: 
Name: 
Address: 
Account Created: 

goldenphoenix 111 @hotrnail.com 
Golden Phoenix 
Maryland 21 702 
October 01, 2006 

A search of the internet for postings under goldenphoenix Ill identified the following 
posting dated February 20, 2007, on a website at www.abovetopesecret.com: 

Wildswan, you are quite right about what you said about 
K.KG. If people look hard enough and dig hard enough, have 
friends, relatives, perhaps financial resources, etc., then they can 
pretty much find out about whatever GLO [Greek Letter 
Organization] they want. Kappas are noted for being lovely, 
highly intelligent campus leaders. Unfortunately, they labeled me 
as an enemy decades ago, and I can only abide by their "Fatwah" 
on me. I like individua1 Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me 
since the 1960s, and REALLY after me since the late 1970s. At 
one time in my life, I knew more about KKG than any non-Kappa 
that had ever lived. Unfortunately I've forgotten a lot. I've read 
the history of KKG that was written several decades ago about its 
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founding. Question for you: Did your chapter use the combined 
service, or did you separate your services into the "RedRoom and 
WhiteRoom"? did you use special blue or white blindfolds? You 
can reach me at goldenphoenix 111 @hotmail.com ... as a phoenix 
rises from its ashes ... 

(b) The E-mail Account: 
jimmyflathead@yahoo.com 

Pen register information has vity on the above account from November 04, 
2006 through November 29, 2007. nformation from Yahoo! provided the 
following account information for the above e-mail address: 

Login Name: 
Alternate E-mail Address: 
Full Name: 
Address: 
Account Create&. 

jimmyflathead 
Kingbadger7 @ao l. com 
Mr. Ed Irving 
Frederick, MD 21 702 
October 13, 2005 

Investigations have revealed instances when this account was used in association with 
Wikipedia to further his obsession with .KKG. Wikipedia is an on-line col'le.ction of information 
created by the contributions of Wikipedia users. Anyone may contribute to an entry, or article, 
once they set up a Wikipedia account and user name. The articles on Wikipedia are similar to an 
encyclopedia entry, however, the information contributed is not verified and may not be factual. 
Each Wikipedia article has a discussion page for contributors to post comments or questions 
about the contents of the article. Wikipedia users may also communicate directly with each other 
through Wikipedia using their Wikipedia user name. Wikipedia contains articles on the different 
national fraternities and sororities, including an article on KKG. 

One frequent contributor to the KKG entry is identified by the u 

•

,.. yflathead," believed by investigators to be Dr. Ivins. In e-mails 
r. Ivins, using his true name and the e-mail address j · · .com, 
ed information in the .KKG article posted by "jimmyflathead" as his contributions. 

Additionally, when CW-4 opens e-mail fromjimymflathead@yahoo.com, the "from" line on the 
e-mail reads: 

Fmm: Bruce Ivins [mailto:j immyflathead@yahoo.coml 

ind •. catin Bruce Ivins is jimmyflathead@yahoo.com and was the sender of the e-mails received 
by 

As cataloged in the history pages for the KKG entry, Dr. Ivins has attempted to post 
derogatory information about the organization and its members as well as confidential 
information known only to KKG's members. Dr. Ivins, as jimmyflathead, frequently "signed" 
his postings on the discussion page as "jf' . Dr. Ivins and other users have previously engaged in 
an "edit war" on the KKG article. An edit war is where a Wikipedia contributor posts 
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information that is later deleted or changed by another co·· r, and the contributors go back 
and forth deleting or changing each others contributions. bserved Dr. Ivins's postings 
and discussions with other users through the Wikipedia discussion fomm in the KKG article and 
described his actions as follows : 

Every time someone removed information, he added it back, and 
added more negative information along with it. That was his usual 
threat - delete this again and I will add more negative information 
to this site or reveal more secrets. The sheer volume of information 
is that [jimmyflathead] has is more than most members remember. 

Over the course of this edit war, Dr. Ivins provided his personal e-mail address to other 
contributors t.il him directly before they removed his contributions from the site. 
According to Dr. Ivins "seemed to encourage people to e-mail him directly" and 
described such aCtwn as counter to the "culture" ofWikipedia, where contributors usually 
communicate with each other through the individual article talk pages or e-mail using their 
Wikipedia user name. By so doing, Dr. Ivins was also keeping other contributors out of the 
discussions about the KKG artiele. 

c. E-mail Account to Possibly 
Identity 

(1) The E-mail Account: 

The above e-mail account is the most recently identified account It w~covered when 
the investigation-eve led that Dr. Ivins had placed an order for the magazine .... -
information from revealed account · · · name Ed Irving (Ivins'~ 
his jimmyflathead ya oo.com · . 1 21702 (Ivins's 
residence), and an e-mail address of information from 
Yahoo! Inc. listed an alternate e-mail 
e-mail address for Dr. Ivins, however 
should be noted that- is the owner o 

· A pen register was established on this account on December 01, 2007 ·-
information from Yahoo! revealed that the account had been accessed on Sept~, 
additionally; they provided the following user identification for the e-mail address: 
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Login Name: 
Alternate E-mail Address: 11 @hotmail.com 
Name: 
Address: 
Account Created: 

d. E-mail Communications Revealing Previous Acts of Concealed 
Identity 

(I) The E-mail Account: bruce.ivins@us.army.mil or 
bruce.ivins@amedd.army .mil 

The investigation has also shown that Dr. Ivins has used the postal system to obscure his 
identity as the true sender of letters, gifts, and packages, by driving to locations outside of the 
Frederick, Maryland area, to reflect different postmarks on the packages. Additionally, this 
information has lead to Dr. Ivins equating his driving habits to those of people who go on walks. 
The foUowing examples show Dr. Ivins use of the postal systeiil,, driving habits, and how he 
manipulates the information he-provides his wife: 

E-mail February 1, 2001, from Dr. Ivins: "I want to send to 
you a self-addressed (to me) stamped envelope with some money 
in it. Wh~u get it, please send it back to me in the mail. Then 
I can tel~ what happened and won't be lying." 

E-mail March 4, 2001, from Dr. Ivins: "The reason I put 
different names on the packages and card is in your message to me 
below . . .. Then you recognized who sent you everything, despite 
the fact that they weren't sent from Frederick." 

E-mail March 13, 2001, from Dr. Ivins: "Then I got your 
e-mail making me wonder if you thought that I was trying to get 
something from you by sending you care packages, Christmas or 
birthday gifts, etc. That had me rather worried, so I decided to go 
ahead and send you the things, but from different places and with 
different names. The detergent from Laundry Boy was mailed 
from Virginia during an IPT meeting. The gift certificate and 
birthday card were mailed from Gaithersburg. The j acket- when it 
finally came- was to be mailed from Gaithersburg, but you had 
already figured out who sent you everything else, so I just went 
ahead and sent it from Frederick." 
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Ivins). However, as described in the following e-mails, Dr. Ivins admitted responsibility for the 
gift after approximately six moths of denials: 

E-mail March 28, 2003, 
tell me that he fessed up that he had indeed put the 
you~ I find that really, really strange. 

E-mail April 7, 2003, from 
told me an · 
had, indeed put the 
did he wait so long up not 
when both you and I asked him out right about it? Very odd. 
Sometimes (most of the time) I really don't get his motives behind 
anything he does. And, I think there are motives most of the time. 
It's a little scary actually to think he drove all the way up there in 
the middle of the night just to drop off a package." 

On March 31,2005, during an interview Dr. Ivins admitted that the-trip was a 10 
to 11 hour drive, and that "this was a surpriseliilllilt• Dr. Ivins ack.nowled~at it was a long 
way to drive, and characterized the trip as a "~ve" because he had two herniated disks in 
his spinal column which made long drives uncomfortable. Dr. Ivins also - tted that he had 
once driven to Gaithersburg, Maryland, and sent a package to -so ~ould not 
immediately perceive from the postmark that it was a package~m wtth a Frederick, 
Maryland postmark. When asked whether he had ever engaged in any similar driving activity, 
Dr. Ivins related that in the late 1990s he occasionally drove roundtrip from Frederick, Maryland 
to Flinstone, (a two hour and 30 minute round trip) where some friends lived. Dr. Ivins did not 
visit his friends on these trips, describing the journeys as just "mindless drives." Dr. Ivins 
equated these drives with the way some people go for a long walk. 

Investigations revealed that Dr. Ivins informed people that he would drive places but tell 
his wife he was in the laboratory, and set back the odometer in his car. This information is 
significant because Dr. Ivins regularly worked at night, and could legitimately use it as an excuse 
with his family to explain his absence from home. 

e. The Capture of E-mails from Bruce Ivins to Bruce Ivins 

(1) The E-mail Account: Kingbadger7@aol.com 

This account is the oldest active personal account identified in the investigation. Pen 
Ivins frequently uses this account with activity as recent as February 04, 

from AOL provided the following user identification for the 
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Screen Name: 
Name: 
Address: 
Account Created: 

KingBadger7 
Bruce Ivins 
~rederick,NID 21702 

~ 

On multiple occasions, pen registers have captured Dr. Ivins sending e-mails from one of 
his e-mail accounts to another. A recent search of Dr. Ivins's home revealed a printed e-mail 
from KingBadger7@aol.com to Dr. Ivins's work e-mail account discussing the AMERITHRAX 
investigation. More precisely, in the e-mail, Dr. Ivins is attempting to draw attention to two 
other scientists from USAMRIID, · Dr. Ivins's o · · could be responsible for the 
anthrax mailings. Dr. Ivins named possible mailers of the 
anthrax letters of2001. This IS ov er outlined 11 reasons for 
Ivins's theory. Two years later when Ivins was asked who he believed could have accomplished 
the mailings he did name these two individuals, however, he did not explain why he came to this 
conclusion. Additionally, he provided the names of other individuals as well. Something he has 
done throughout the course of the anthrax investigation. 

f. A-n E-mail Communication with Similar Language to the 
Anthrax letters 

E-mail September 26, 2001, from Dr. Ivins: "Osama Bin Laden has just deere d death to 
all Jews and all Americans." This e-mail is significant because it displays language similar to the 
text of the anthrax letters postmarked two weeks later warning "DEATH TO AMERICA," 
"DEATH TO ISRAEL. II 

g. The Keepsake of Hundreds of Hand-"Vritten or Typed 
Communications by Dr. Ivins 

Recently, a search was conducted at Dr. Ivins's residence. From this search, hundreds of 
hand-written or typed letters to/from Dr. Ivins to/from various members of society were 
collected. The majority ofthe letters were from the early 1980s through the mid 1990s. Among 
others, Dr. Ivins sent letters to United States Senators as well as various news organizations. 

These seized letters are significant since all of the anthrax -laden letters were s nt to 
members of the Media or members of the United States Senate. Additionally, the envelopes of 
the anthrax-laden letters were addressed with a four digit extension to the ZIP code. The 
addition of the four digits showed knowledge by the mailer for reaching a specific person in the 
Uruted States Senate. 

G. Conclusion 

The anthrax letters were mailed anonymously and utilized a fictitious return address for 
the letters mailed to Washington, D. C. Dr. Ivins has engaged in a pattern of sending letters and 
packages with fictitious return addresses in order to mask his identity. Similarly, Dr. Ivins has 
used and continues to use, the internet in ways that also conceal his identity, both in online 
postings, such as Wickipedia, and his specific e-mail accounts, as set forth above. Indeed, he has 
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proven that he can make a 1 0-hour round-trip drive in the middle of the night to deliver a 
package without his family or friends, or even the recipient, becoming aware of this activity. 

Large e-mail providers allow customers to store their communications on their servers for 
as long as they wish. Dr. Ivins's keepsake of hundreds ofhand-written or typed letters shows his 
affinity to keep his writings. Additionally, the thousands of e-mails collected from various 
computers of people either associated with USAl\1RIID or Dr. Ivins have revealed cas -pertinent 
information. Specifically, Dr. Ivins's fascination with KKG was revealed from e-mail 
communications between coworkers and friends, as well as his own postings on the internet. 

The vast amount of collected e-mails and letters show Dr. Ivins is predisposed to 
communicate to others, revealing his innermost thoughts and feelings. Additionally, various 
evidence also suggests that Ivins is taking steps to conceal his identity when he communicates 
and possibly mimics the identity of others, such as sending letters to the editor of a newspaper in 
the name of another, known individual. 

Based on the foregoing, I submit that there is probable cause to believe that a search of 
the e-mail accounts described here and in Attachment A, may result in collection of evidence 
relevant to the dissemination of a Weapon of Mass Destruction (anthrax) through the U.S. mail 
system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 1114. 
Specifically, the search may reveal additional computer files, e-mail accounts, or documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings or his possible 
obstruction of the investigation. Furthermore, additional conspirators involved in the attacks 
may be identified. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. 
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The statements contained in this Affidavit are based in part on information 
provided by FBI Special Agents and U.S. Postal Inspectors, on observations made by law 
enforcement agents, and on my experience and background as an FBI Special Agent. I have not 
included each and every fact known to me concerning this investigation. I have set forth only the 
facts that I believe are necessary to establish the necessary foundation for the search warrant. 

U.S. 

for the District of Columbia 

ALAN KAY 
U.S. MAGISTRATE JUOOE 

4 2008 
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ATTACHMENT A 

I. Search Procedure 

a. These search warrants will be presented to Yahoo!, AOL, and MSN Hotmail 
personnel by law enforcement agents. Yahoo!, AOL, and MSN Hotmail personn.el will be 
directed to isolate those accounts and files described in Section II below; 

b. In order to minimize any disruption of computer service to innocent third parties, 
Yahoo!, AOL, and MSN Hotmail employees will create exact duplicates of the computer 
accounts and files described in Section II below, including an exact duplicate of all information 
stored in the computer accounts and files described therein: 

c. Yahoo!, AOL, and MSN Hotmail employees will provide the exact duplicates in 
electronic form of the accounts and files described in Section II below and all information stored 
in those accounts and files to law enforcement agents who need not be present during the 
duplication of the files; 

d. Law enforcement personnel will thereafter review the information stored in the 
accounts and files received from the Yahoo!, AOL, and MSN Hotmail employees and then 
identify and copy only the information contained in those accounts and fi les which is authorized 
to be further copied as described in Section III below; and 

e. Law enforcement personnel will then seal the original duplicate of the accounts and 
files received from Yahoo!, AOL, and MSN Hotmail employees and will not further review the 
original duplicates absent an order of the Court. 

II. Files and Accounts to be Copied by Yahoo! Employees 

a. All electronic mail stored and presently contained in, or on behalf of, the following 
electronic mail addresses and/or individual accounts: 

Yahoo!: 

AOL: kingbadger7[at]aol[dot]com 

MSN Hotmail: goldeophoenixlll [at]hotmail[dot]com 

b. All existing printouts from original storage of all of the electronic mail described 
above in Section IT( a); 

c. All transactional information of all activity of the electronic mail addresses and/or 
individual accounts described above in Section II( a), including log files, dates, times, methods of 
connecting, ports, dial-ups, and/or locations; 
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d. All business records and subscriber information, in any fom1 kept, pertaining to the 
electronic mail addresses and/or individual accounts described above Sectionii(a), including 
applications, subscribers' full names, all screen names associated wit the subscribers and/or 
accounts, all account names associated with the subscribers, methods of payment, telephone 
numbers, addresses, and detailed billing records; and 

e. All records indicating the services available to subscribers of the electronic mail 
addresses and/or individual accounts described above in Section II(a). 

III. Information to be Further Copied by Law Enforcement Personnel 

a. All stored electronic communications and other files reflecting communications to or 
from the above-referenced accounts, including electronic communications in electronic storage 

b. Existing printouts from original storage of those items described in Section ill( a) 
above; and 

c. All of the records and information described in Sections II( c), (d), and (e). 
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CERTIFICATION 

I swear that this inventory is a true and detailed account of the property seized by me on the warrant 

Fl ED 
APR - 3 2008 

NANCY MAYER WH!T11N&TON, ClERK 
U.S. DISTRICT COOOT 

Subscribed, swom to, •nd reru~:~~:ii11'Jl6t}c- tf j? /1f6 
' U.S. Judge or U.S. Magistrate Judge Dltc 
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A0106(Rev.5/85) Affidavit for Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person, property, or premises to be searched) 

SEALE 

Electronic mail stored in account kingbadger7[at) 
aol[dot]com, controlled by America Online, Inc., 

APPLICATION AND AFFIDAVIT 
SEARCH WARRANT 

2200 AOL Way, Dulles, VA 20166 

FILED 
FEB 1 ~ 2008 . u Q l 

CASENUM~- Q 8 3- M -
NANCY MAYER WHITTINGTON, CLERK 

(Further described below) U.S. DISTRICT COURT 

_ _,M=-"a"-r!.lo,,_,A~rr,_,eo:!:d,o"'n""d""o _______ being duly sworn depose and say: 

I am a(n) Special Agent with the Federal Bureau oflnvestigation 
(Official Title) 

that (name, description and or location) 

and have reason to believe 

on the property or premises known as email account kingbadger7@aol.com, controlled by America O nline, Inc, 
2200 AOL Way, Dulles, VA 20166 

in the Eastern District of Virginia, there is now concealed a certain person or property, namely (describe the perso1i or property 
to be searched) 

electronic mail between Bruce Ivins and other individuals 

which is (state one or more bases for search and seizure set forth under Rule 4 l (c) of the Federal Rules of Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, including the use of a weapon of mass 
destruction (anthrax) and the murder and attempt to murder officers and employees of the United States. 

concerning a violation ofTitle 18 United States Code United States Code, Section(s) 2332a and 1114 . The facts 
to support a finding of Probable Cause are as follows: 

SEE A TI ACHED AFFIDA V1T HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY REST A TED HEREIN 

Continued on the attached sheet and made a part hereof. xYES o NO 

Rachel Carlson Lieber, AUSA 
US Attorney's Office, Washington, DC 
(202)202-353-8055 

Sworn tq..Pefore me, and subscribed in my presence 

t- EB t 4 2008 
Date ALAN KAY 

U.S. MAGISTRATE ..ruOGF 
Name and Title of Judicial Officer 

~A~~ fr;aJ,!JlilA 
Signature of Affiant 

Marlo Arredondo, Special Ag ~ ".._,.......,. ... 
Federal Bureau of Investigation 

B"c-~~~~~~===-
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A093(Rev.5/85)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person or property to be searched) 

Electronic mail stored in account kingbadger7@aol.com, 
controlled by America Online, Inc., 2200 AOL Way, Dulles, 
VA 20166 

SEALED 
SEARCH W ARRANT 

CASE NUM~J6 .- 0 8 j. - M - 0 1 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name, description and or location) 

Electronic mail stored in accounts kingbadger7@aol.com, controlled by America Online, Inc., 2200 AOL 
Way, Dulles, VA 20166 

in the Eastern District ofVirginia, there is now concealed a certain person or property, namely (describe the person or property) 

electronic mail between Bruce Ivins and other individuals 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to eliev that t person or 
property so described is now concealed on the person or premises above-described and establish grounds for the issuance 
of this warrant. 

fEB 2 2 2008 
YOU ARE lfEREBY COMMANDED to search on or before - - - - - ------ --- - -

(Date) 

(not to exceed 10 d_ayjl the person or place named above for the ~rson or property specified, serving this warrant and 
making the search G (in the daytime-6:00A.M. to 10:00 P.M.) U (at any time in the day or night as I find reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and prepare a written inventory of the person or property seized and promptly 
return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

F'J:R , 4 2008 \\\~). 
Date and Time Issued, pursuant to the domestic ~ 
terrorism search warrant provisions of Rule 41 (b )(3) 

Name and Tttl !icer 

at Washington, D.C. 
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AFFIDAVIT IN SUPPORT OF 
APPLICATION FOR SEARCH WARRANT 

EA_ED 
08-0g 3; - M .. Q 1 

I, Marlo Arredondo, being first duly sworn, hereby depose and state as fo llows: 

A. Introduction and Agent Background 

I make this affidavit in support of an application for a search warrant for certain accounts 
controlled by the free web-based electronic mail service provider known as 
(1) Yahoo!, Inc. (Yahoo!), located at 701 First Avenue, Building D, Sunnyvale, Califonja 
94089; (2) America Online, Inc. (AOL), 2200 AOL Way, Dulles, VA 20166; and (3) MSN 
Hotmail Micrososft Corp. (MSN Hotmail), 1065 La Avenida, Building 4, Mountain View, 
California 94043. The accounts to be searched at Yahoo! are: 

jimmyflathead[at]yahoo[dot]com; and 
...... ..._at]yahoo[dot]com 

The account to be searched at AOL is: 

kingbadger7[ at] aol [dot] com 

The account to be searched at MSN Hotmail is: 

·······~t]hotmaH[dot]com 

These accounts are further described in the following paragraphs and 1 

As set forth herein, there is probable cause to believe that on the computer syste ofYahoo!, 
AOL, and MSN Hotmail, there exists evidence, :fruits, and instrumentalities of violations ofTitle 
18, United States Code, Sections 2332 and 2332a. 

I am a Special Agent ofthe Federal Bureau of Investigation (FBI) and have beec so 
employed for approximately two years. As a Special Agent of the FBI, I investigate a crime 
involving the dissemination of a Weapon of Mass Destruction (anthrax) in violation of Title 18, 
United States Code, Sections 2332(a) and 1114. The definitions provided herein are based on 
my knowledge and experience as an FBI Agent, and consultations with other criminal 
investigators. 

The FBI and the U.S. Postal Inspection Service (hereinafter Task Force) investigation of 
the anthrax attacks of2001 has led to the identification ofDr. Bruce Edwards Ivins, an anthrax 
researcher at the U.S. Army Medical Research Institute for Infectious Diseases (USAMRIID), 
Fort Detr~ck, Maryland, as a person necessitating further investigation for several reas ns: (1) At 
the time of the attacks, he was the custodian of a large flask of highly purified anthrax spores that 
possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins has been 
unable to give investigators an adequate explanation for his late night work hours for which he 
was the only person in the laboratory around the time of both anthrax mailings; (3) Ivins is 
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believed to have submitted false samples of anthrax from his lab to the FBI for forensic analysis 
in order to mislead investigators; (4) at the time of the attacks, Ivins was under pressure at work 
to assist a private company that had lost its FDA approval to produce an anthrax vaccine the 
Army needed for U.S. troops, and which · believed was essential for the anthrax program at 
USAMRIID; and (5) Ivins sent an e-mail days before the 
anthrax attacks warning. that "Bin Laden terronsts and sarin gas" and 
have "just decreed death to all Jews and all Americans," language similar to the anthrax letters 
warning "WE HAVE THIS ANTHRAX ... DEATH TO AMERICA ... DEATH TO ISRAEL." 

Tlhe Task Force submits that a search of the Subject e-mail accounts may reveal 
documentary evidence that will assist the investigation by hnking Dr. Bruce Edwards Ivins to the 
anthrax mailings and identify conspirators involved in the attacks. The search is for computer 
files, e-mail accounts, or documentary evidence as more fully described in Attachment A to the 
search warrants, affixed to this affidavit. 

In my training and experience, I have learned that Yahoo!, AOL, and MSN Hotmail are 
companies that provide free web-based Internet electronic mail (e-mail) access to the general 
public, and that stored e]ectronic communications, including opened and unopened e-mail for 
subscribers to these services may be located on the computers of Yahoo!, AOL, and MSN 
Hotmail. Further, I am aware that computers located at Yahoo!, AOL, and MSN Hotmail 
contain information and other stored electronic communications belonging to unrelated third 
parties. Accordingly, this affidavit and application for search warrants seeks authorization solely 
to search the computer accounts and/or files and following the procedures described herein and 
in Attachment A. 

B. Search Procedure 

In order to facilitate seizure by law enforcement of the records and information described 
in Attachment A, this affidavit and application for search warrant seek authorization to permit 
employees ofYahoo!, AOL, and MSN Hotmail to assist agents in the execution of this warrant. 
In executing this warrant, the following procedures will be implemented: 

a. The search warrant will be presented to Yahoo!, AOL, and MSN Hotmail 
personnel who will be directed to isolate those accounts and files described in Attachment A; 

b. In order to minimize any disruption of computer service to innocent third 
parties, Yahoo!, AOL, and MSN Hotmail employees and/or law enforcement personnel trained 
in the operation ofcomputers will create an exact duplicate of the computer accounts ar:d files 
described in Attachment A, including an exact duplicate of all information stored in the 
computer accounts and files described in Attachment A; 

c. Yahoo!, AOL, and MSN Hotmail employees will provide the exact duplicate 
in electronic form or paper copy of the accounts and files described in Attachment A and all 
information stored in those accounts and files to the agent who serves tl:lls search warrant; and 
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d. Law enforcement personnel will thereafter review all information and records 
received from Hotmail employees to determine the information to be seized by law enforcement 
persmmel pursuant to Attachment A. 

The term "computer" as used herein is defined in 18 U.S.C. § 1030(e)(l), and includes an 
electronic, magnetic, optical, electrochemical, or other high speed data processing device 
performing logical, arithmetic, or storage functions, and includes any data storage facility or 
communications facility directly related to or operating in conjunction with such device. 

I have had both training and experience in the investigation of computer-related crimes. 
Based on my training, experience and knowledge, I know the following: 

a. The Internet is a worldwide network of computer systems operated by 
governmental entities, corporations, and universities. In order to access the Internet, an 
individual computer user must subscribe to an access provider, which operates a host computer 
system with direct access to the Internet. The world wide web ("www") is a functionality of the 
Internet which allows users of the Internet to share information; 

b. With a computer connected to the Internet, an individual computer user can 
make electronic contact with millions of computers around the world. This connection can be 
made by any number of means, including modem, local area network, wireless and numerous 
other methods; and 

c. E-mail is a popular form of transmitting messages and/or files in an electronic 
environment between computer users. When an individual computer user sends e-mail, it is 
initiated at the user's computer, transmitted to the subscriber's mail server, then transmitted to its 
final destination. A server is a computer that is attached to a dedicated network and serves many 
users. An e-mail server may allow users to post and read messages and to communicate via 
electronic means. 

D. Yahoo!, AOL, and MSNHotmail 

Based on my training and experience, I have learned the following about Yahoo!, AOL, 
and MSN Hotmail: 

Yahoo!, AOL, and MSN Hotmail provide e-mail services which are available free of 
charge to Internet users. Subscribers obtain an account by registering on the Internet with 
Yahoo! , AOL, or MSN Hotmail. Yahoo! , AOL, and MSN Hotmail requests subscribers to 
provide basic information such as name, gender, ZIP code, and other personal/biographical 
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information. However, neither Yahoo!, AOL, nor MSN Hotmail verify the information 
provided; 

Yahoo!, AOL, and MSN Hotmail maintain electronic records pertaining to the 
individuals and companies for which they maintain subscriber accounts. These records include 
account access information, e-mail transaction information, and account application information; 

Subscribers to Yahoo!, AOL, and MSN Hotmail may access their accounts on servers 
maintained and/or owned by Yahoo!, AOL, or MSN Hotmail from any computer connected to 
the Internet located anywhere in the world; 

Any e-mail that is sent to a Yahoo!, AOL, or MSN Hotmail subscriber is stored in the 
subscriber 's "mail box" on the providers servers until the subscriber deletes the e-mail or the 
subscriber's mailbox exceeds storage limits preset by Yahoo!, AOL, or MSN HotmaiL If the 
message is not deleted by the subscriber, the account is below the maximum limit, and the 
subscriber accesses the account periodically, that message can remain on the providers' servers 
indefinitely; 

When the subscriber sends an e-mail, it is initiated at the user's computer, transferred via 
the Internet to Yahoo!, AOL, or MSN Hotmail' s servers, and then transmitted to its end 
destination. Users have the option of saving a copy ofthe e-mail sent. Unless the sender of the 
e-mail specdically deletes the e-mail from the Yahoo!, AOL, or MSN Hotmail server, the e-mail 
can remain on the system indefinitely. The sender can delete the stored e-mail message thereby 
eliminating it from the e-mail box maintained at the provider, but that message will remain in the 
recipient's e-mail box unless the recipient deletes it as well or unless the recipient 's account is 
subject to account size limitations; 

A Yahoo!, AOL, or MSN Hotrnail subscriber can store files, including e-mails and image 
files, on servers maintained and/or owned by the provider; and 

E-mails and image files stored by a Yahoo!, AOL, or MSN Hotrnail subscriber may not 
necessarily be located in the subscriber's home computer. The subscriber may store e-mails 
and/or other files on the provider's server when there is insufficient storage space in the 
subscriber's computer and/or when he/she does not wish to maintain them in the computer in 
his/her residence. A search of the files in the computer in the subscriber's residence, or in a 
portable computer, will not necessarily uncover the files that the subscriber has stored on the 
Yahoo!, AOL, or MSN Hotrnail server. 

As a federal agent, I am trained and experienced in identifying communications relevant 
to the crimes under investigation. The personnel ofYahoo!, AOL, and MSN Hotrnail are not. I 
also know that the manner in which the data is preserved and analyzed may be critical to the 
successful prosecution of any case based upon this evidence. Computer Forensic Examiners are 
trained to handle digital evidence. Yahoo!, AOL, and MSN Hotmail employees are not. It 
would be inappropriate and impractical, however, for federal agents to search the vast computer 
network ofYahoo!, AOL, and MSN Hotmail for the relevant accounts and then to analyze the 
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contents of those accounts on the premises ofYahoo!, AOL, and MSN Hotmail. The impact on 
Yahoo!, AOL, and MSN Hotmail's business would be severe; 

In order to accomplish the objective of the search warrant with a minimum of 
interference with the business activities of Yahoo!, AOL, and MSN Hotmail, to protect the rights 
of the subject of the investigation and to effectively pursue this investigation, authority is sought 
to allow Yahoo!, AOL, and MSN Hotmail to make a digital copy of the entire contents of the 
information subject to seizure specified in Attachment A. That copy will be provided to me or to 
any authorized federal agent. The contents will then be analyzed to identify records and 
information subject to seizure pursuant to Attachment A; and 

Executing a warrant to search a Yahoo!, AOL, or MSN Hotmail e-ma]l account requires 
an approach similar to the standard approach for executing a warrant to search papers stored in a 
file cabinet. Searching the subject e-mail account in this case for evidence of the target crimes 
will require that agents cursorily inspect all e-mails produced by Yahoo!, AOL, and MSN 
Hotmail in order to ascertain which contain evidence of those crimes, just as it necessary for 
agents executing a warrant to search a filing cabinet to conduct a preliminary inspection of its 
entire contents in order to determine the documents which faU within the scope of the warrant. 
In addition, keyword searches alone are inadequate to ensure that law enforcement can discover 
all infom1ation subject to seizure pursuant to Attachment A. Keywords search text, but many 
common electronic mail, database and spreadsheet applications files (which files may have been 
attached to electronic mail) do not store data as searchable text. 

E. Stored Wire and Electronic Communication Access 

Title 18, United States Code, Chapter 121, Sections 2701 through 2711, is entitled 
"Stored Wire and Electronic Communications and Transactional Records Access." 

a. Title 18, United States Code, Section 2703(a) provides, in part: 

A governmental entity may require the disclosure by a provider of 
electronic communication service of the contents of a wire or 
electronic communication, that is in electronic storage in an 
electronic communications system for one hundred and eighty days 
or less, only pursuant to a warrant issued using the procedures 
described in the Federal Rules of Criminal Procedure by a court 
with jurisdiction over the offense under investigation or equivalent 
State warrant. A governmental entity may require the disclosure by 
a provider of electronic communications services of the contents of 
a wire or electronic communication that has been in electronic 
storage in an electronic communications system for more than one 
hundred and eighty days by the means available under subsection 
(b) of this section. 

b. Title 18, United States Code, Section 2703(b) provides, in part: 
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( 1) A governmental entity may require a provider of remote 
computing service to disclose the contents of any electronic 
communication to which this paragraph is made applicable by 
paragraph (2) of this subsection -

(A) without required notice to the subscriber or 
customer, if the governmental entity obtains a 
warrant issued under the Federal Rules of Criminal 
Procedure or equivalent State warrant... 

(2) Paragraph (1) is applicable with respect to any electronic 
communication that is he[d or maintained on that service-

(A) on behalf of, and received by means of 
electronic transmission from (or created by means 
of computer processing of communications received 
by means of electronic transmission from), a 
subscriber or customer of such remote computing 
service; and 
(B) Solely for the purpose of providing storage or 
computer processing services to such subscriber or 
customer, if the provider is not authorized to access 
the contents of any such communications for 
purposes of providing any services other than 
storage or computer processing. 

c. The government may also obtain records and other information 
pertaining to a subscriber to or customer of electronic communication service or remote computing 
service by way of a search warrant. 18 U.S. C. § 2703(c)(l)(A). No notice to the subscriber or 
customer is required. 18 U.S.C. § 2703(c)(3). 
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d. Title 18, United States Code, Section 2711, provides, in part: 

As used in this chapter -

(1) the terms defined in section 2510 ofthis title 
have, respectively, the definitions given such terms 
in that section; and 

(2) the term "remote computing service" means the 
provision to the public of computer storage or 
processing services by means of an electronic 
communications system. 

e. Title 18, United States Code, Section 2510, provides, in part: 

(8) "contents," when used with respect to any wire, 
oral, or electronic communication, includes any 
information concerning the substance, purport, or 
meaning of that communication; ... 

(14) "electronic communications system" means 
any wire, radio, electromagnetic, photooptical or 
photoelectronic facilities for the transmission of 
electronic communications, and any computer 
facilities or related electronic equipment for the 
electronic storage of such communications; .. . 

(15) "electronic communication service" means any 
service which provides to users thereof the ability to 
send or receive wire or electronic communications; . 

(17) "electronic storage" means--

(A) any temporary, intermediate storage 
of a wire or electronic communication incidental 
to the electronic transmission thereof; and 

(B) any storage of such communication by an electronic communication service for purposes of 
backup protection of such communication. 
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F. Probable Cause . 

As discussed below, there is probable cause to believe that a search of the 
aforementioned e-mail addresses may result in the collection of evidence relevant to an ongoing 
criminal investigation into the dissemination of a Weapon of Mass Destruction (anthrax) through 
the U.S. mail system in September 2001 and October, 2001 in violation ofTitte 18, United States 
Code, Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 
Additionally, it is believed that Dr. Bruce Edwards Ivins has taken steps to possibly obstruct the 
investigation. The reasons are set forth in this affidavit: 

1. Overview 

More specificaHy, this affiant submits that a search of these e-mail accounts may reveal 
(1) details of the subject's work and familiarity with anthrax; (2) explanations of how anthrax 
from the subject's laboratory could have been used in the 2001 attacks; (3) the subject's prior 
communications with members of Congress and the news media; (4) false names and abases 
used by the subject; (5) evidence linking the subject to the address from which the anthr x letters 
were mailed in Princeton, New Jersey; and (6) evidence of the subject's use of the U.S. mail 
system to send packages under assumed names. 

a. Factual Background 

In September and October, 2001 , at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the District of Columbia, New York City, and 
Boca Raton, Florida, in violation ofTitle 18, United States Code, Section 2332(a), which 
prohibits the use of a Weapon of Mass Destruction. Bacillus anthracis is a Weapon of Mass 
Destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 
States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special hand]ing and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. 'fhe disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Columbia. Each of the envelopes contained a handwritten note referencing "9-11 -01" 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA," "DEATH TO ISRAEL," and "ALLAH IS GREAT." The two letters addressed 
to Capitol Hill had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and another 
11 people suffered cutaneous anthrax (contracted through the skin). Five of the inhalational 
victims eventually died from their infection: (1) Robert Stevenson, 63, photo editor, American 
Media Inc., Boca Raton, Florida, died on 10/5/200[ ; (2) Thomas L. Morris, Jr., 55, postal 
worker, Brentwood Post Office, Washington, D.C., died on 10/21 /2001 ; (3) Joseph P. Curseen, 
Jr. , 47, postal worker, Brentwood Post Office, Washington, D.C., died on l 0/22/2001 ; (4) Kathy 
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• 

T. Nguyen, 61, hospital employee, New York City, died on 10/31/2001; and (5) Ottilie 
Lundgren, 94, Oxford, Connecticut, died on 11121 /2001. Another 31 persons tested positive for 
exposure to anthrax spores. All of the exposures and cases of infection are attributed to the 
anthrax mailings, based on their timing, their location, the place of employment of each 
individua:. infected, and the identity of the strain of anthrax found in each letter and in the bodies 
of the five deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each decedent's body is 
the same strain of anthrax found in the threat letters mentioned above. This particular strain is 
commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals, 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbioiogy. It also requires access to particular laboratory 
equipment such as a lyophilizer or other drying device, biological safety cabinet or other 
containment device, incubator, centrifuge, fermentor, and various personal protective gear, all of 
which Dr. Ivins had readily accessible to him through his employment at USAMRIID. 

b. Determination of Origin of Anthrax Contained in 2001 
Mailings 

The mail attacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark dates on the recovered letters. Letters used in the first attack were 
postmarked on 09/18/2001 and were focused to media establishments located in the New York 
area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S . Senators in 
Washington, D.C. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the media letters versus the Senate letters reveals 
obvious differences and also significant similarities. 

c. Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researche::-s have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (e.g. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 2001 mailings, serve to provide a "DNA fingerprint" which can 
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and has been used to investigate other Ames isolates collected from laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, 16 domestic government, commercial, and university 
laboratories that had virulent Ames strain Bacillus anth · · · to the 
attacks were identified. 

received .Ames strain Bacillus anthracis isolates or samples from all 16 domestic laboratories, as 
well as from laboratories in Canada, Sweden, and the United Kingdom. All total, the Task Force 
has obtained more than l 000 isolates of the Ames strain of Bacillus anthracis from these 
laboratories and archived these isolates in the FBI Bacillus anthracis Repository (hereinafter 
FBIR). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FBIR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR -1 029. 
RMR-1029 was stored in the B3 biocontainment suite within Building 1425 ofUSAMRllD. 
Access to the suite is afforded only to those personnel who are ap roved by the USAMR.ITD 
Security, Safety, and Special Immunizations Program to have the required background check, 
training, and medical protection (vaccination or personal protective equipment (PPE)). RMR -
1029 was compiled in 1997 by Dr. Ivins, the sole creator and custodian. 

d. Identification of Collection Box at 10 Nassau Street 

Information gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. 

2. Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRliD. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971 , and a Doctorate ofPhi[osophy (Ph.D.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University ofNorth Carolina (UNC), Chapel Hill. 
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A review ofUSAMRJID records, laboratory notebooks, written protocols, and 
professional publications have shown that Dr. Ivins has worked with Bacillus anthracis at 
USAMRIID since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importance of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins produced 
large batches of Bacillus anthracis which were required for such challenges - tests in which 
vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years ofworking in the laboratories ofUSAMRIID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall 2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area and we11 versed in decontamination 
procedures specifica11y for Bacillus anthracis. Dr. Ivins's employment at USAMRJID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

a. Unexplained Late Night Laboratory Access 

USAMRJID containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of 
laboratories used by USAMRliD Bacteriology personnel for research on dangerous animal and 
human pathogens. The flask identified as RMR-1029 was stored in Suite B3 at the time ofthe 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
door to tfte cold-side change room, which is secured by a magnetic-lock. A researcher must pass 
through the change room in order to go in or out of the suite. A central security system monitors 
and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins's laboratory access records for Building l425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His 
regular working hours on average consisted of a 7:30a.m. to 4:45p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001, however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 Suite. 

The investigation examined Dr. [vins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the media letters to New York which began at 5:00 
p.m. Monday, September 17, 2001 and ended at noon on Tuesday, September 18, 2001. 
Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive evenings 
prior to the mailings with time spent in Suite B3: 

11 

014635Anthrax Page 475 of 639



SearchWarrant-08-083M-03.pdf

Day 
Friday 
Saturday 
Sunday 

Date 
September 14 
September 15 
September 16 

Time in Building 1425 
8:54p.m. to 12:22 a.m. 
8:05p.m. to 11:59 p.m. 
6:38 p.m. to 9:52p.m. 

Total Time in B3 
2 hours 15 minutes 
2 hours 15 minutes 
2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25. 

The investigation fw1her examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing of the Senate letters to Washington, D.C. which began at 
3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 2001. 
Beginning orr September 28, Dr. Ivins worked eight consecutive nights which consisted of the 
following times in building 1425 with time spent in Suite B3: 

Day Date Time in Building 1425 Total Time in B3 
Friday September 28 7:16p.m. to 10:59 p.m. 1 hour 42 minutes 
Saturday September 29 8:02p.m. to 11:18 p.m. 1 hour 20 minutes 
Sunday September 30 9:53p.m. to 12:04 a.m. 1 hour 18 minutes 
Monday October 1 9:14p.m. to 10:43 p.m. 20 minutes 
Tuesday October 2 7:24p.m. to 9:39p.m. 23 minutes 
Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 
Thursday October 4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 
Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9, for 15 
minutes, and then October 14, for one hour and 26 minutes. 

The investigation has also analyzed the daily schedules, work areas accessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001 . When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different than those of the other researchers, in that he was frequently in Suite B3, where 
RMR.-1029 was kept, late at night and on weekends when no other researchers were present in 
Suite B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee 
was present. 

On March 31,2005, Dr. Ivins was asked by the FBI about his access to Suite B3 and 
could provide no legitimate reason for the extended hours, other than "home was not good" and 
he went there "to escape" from his life at home. A review of Dr. Ivins's and co-workers' 
laboratory notebooks and projects at the times in question was conducted and determined that 
Dr. Ivins's role in the experiments were minimal, and did not justify the time he spent in B3. Dr. 
Ivins has admitted to investigators that the research he was conducting in 2001 did not require, 
and does not explain, his late night hours in the B-3 laboratory around the time period of the 
anthrax mailings. 
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Since producing anthra:x: spnre preparations was one of Dr. Ivins's principal 
responsibilities at USAMRliD, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRIID afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and letters used in the Fal12001 attacks. 

b. Failure to Cooperate in Providing Laboratory Samples 

Dr. Ivins provided two sets of samples of Ames anthrax to 
the whtch he represented to the FBI were drawn · submission in 
February 2002, Dr. Ivins failed to follow the protocol Dr. Ivins was 
subsequently notified that the February 2002 samples were failure to follow 
the protocol. A second set of samples, labeled "Dugway Ames spores - 1997" was provided to 
the FBIR by Dr. Ivins in April of2002. Dr. Ivins declared that he used the terms "Dugway 
Ames spores- 1997" and RMR-1029 interchangeably, as they are the same flask of material. 
Both of the April RMR-1 029 samples were submitted for genetic testing and found to be 
negative for the presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suite B3 at 
USAMRIID and identified additional Ames samples of Dr. Ivins's and others that had not been 
submitted as part of the above mentioned Dr. Ivins submitted slants 
prepared from the newly identified sample pril 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1 029 flask itself. AU of the 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

On June 17, 2004, RMR-1029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submissions were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1 029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31, 2005, Dr. Ivins 
provided to the FBIR on April 10, 2002 
to be genetically distinct from the anthrax ..,v,, ......... ,u 
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material recovered by the FBI from the RMR-1029 flask seized from Dr. Ivins's lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked to · did not submit the 
genetically positive sample which was clearly 
adamant in his response that there had been no omission and he 
insisted that he had indeed provided RMR-1 029 to the FBI in his second submission of samples 
in April 2002. Which was improbable given the presence of all four genetic mutations found in 
the RMR-1029 sample that the FBI seized. 

c. Knowledge That His Stock of Anthrax Matc'lled the Anthrax 
Used in the Attack 

On March 31, 2005, when Dr. Ivins was informed by FBI agents that RMR-1029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year prior, FBI Special 
Agent (SA) Darin Steele to d him that RMR-1029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR-1029 submission provided by Dr. Ivins in April 2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Foree could make a comparison between the Ames strain used in the mailing and RMR-
1029, until after the June 17,2004 submission and subsequent laboratory analysis. 

When interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months ofthe letter attacks, he was aware that his stock of anthrax, RMR-1029, exhibited 
morphological similarities to the anthrax used in the attacks, and that he allegedly learned this 
information from three coworkers at USAMRJID who participated in the forensic analysis of the 
anthrax in the letters. Each of those three coworkers was interviewed by the Task Force, and 
deny disclosing such information to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions did Dr. Ivins ever indicate he had knowledge that RMR-1029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1 029. To the contrary, Dr. Ivins repeatedly named other researchers 
as possible mailers, and claimed that the anthrax used in the attacks resembled that of another 
researcher at USAMRIID and were dissimilar to the Bacillus anthracis Ames organisms 
maintained in his laboratory, which included RMR-1029. 
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3. Dr. Ivins's Use of E-mail 

a. Use of E-mail to Discuss his Anthrax Research 

(1) The E-mail Account: bruce.ivins@us.army.mil or 
bruce.ivins@amedd.army.mil 

Utilizing Microsoft Exchange, USAMRIID provides e-mail communication for it's 
employees. In addition to Dr. Ivins's name being present in the e-mail address, further 
investigation has shown that Dr. Ivins, referenced through out this docwnent, utilizes this 
account. Hundreds of e-mail communications have been obtained showing Ivins's previous and 
present day use of this account. 

Beginning shortly after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
were the focus of public criticism concerning the introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001, as evident by the e-mail excerpts below, that same anthrax vaccine was having 
problems in the production phase at Bioport, a private company' in Michigan responsible for 
manufacturing the vaccine. The Food and Drug Administration (FDA) had suspended further 
production at Bioport, and the U.S. government, specifically the Department of Defense, was 
running out of approved lots of the vaccine. The situation placed pressure on select staff 
members :at USAMRIID, including Dr. Ivins, who were part of the Anthrax Potency Integrated 
Product Team (IPT). The purpose of the IPT was to assist in the resolution of technical issues 
that was plaguing Bioport's production of approved lots of the vaccines. 

The following are excerpts from e-mails dated Aptil2000 through September 2001, from 
Dr. Ivins to a friend regarding work: 

June 28, 2000, "Apparently Gore (and maybe even Bush) is 
considering making the anthrax vaccine for the military voluntary, 
or even stopping the program. Unfortunately, since the BioPort 
people aren't scientists, the task of solving their problem has fallen 
on us .. ... Believe me, with all the stress of home and work, your 
e-mail letters to me are valuable beyond what you would ever 
imagine- and they help me keep my sanity .... " 

June 29, 2000, "BioPortjust tested its final lot of AVA 
[anthrax vaccine] in a potency test. If it doesn't pass, then there are 
no more lots to test, and the program will come to a halt. That's 
bad for everyone concerned, including us. I'm sure that blame will 
be spread around." 

July 6, 2000, ".I think the**** is about to hit the 
fan . .. bigtime. The final lot of AVA, lot 22, isn't passing the 
potency test, and now there's nothing to back it up. Plus, the 
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control vaccine isn't working. It's just a fine mess. -re 
spending probably 95% of our time on this." 

August 29,2000, 10% of the 
Bacteriology Division. we qmt, the anthrax progr.d 
BioPort would go down the drain. I'm not boasting, , but the 
three of us have a combined total of 52 years of research 
·experience·· anthrax. You just can't go out and find someone 
likellla,r with their knowledge, skill and abilities. Ain't 
gonn~appen." . 

September 7, 2001, "I was taken off the Special 
Immunization Program because of what happened last spring, and 
I've just gotten back on it, getting my anthrax and Yell ow fever 
shots. We are currently finishing up the last of the AVA, and 
when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until 
we get a ne~ There are no approved lots currently available at 
BioPort ... ,..has been having us have biweekly meetings on 
the rP A vaccme progress, and on August 29 I went to the Pentagon 
- first time there - to go to a meeting in his place on the vaccine. 
There is a real bag of worms with a new lot of rP A produced by 
the BDP (a private company) for NCI, who is under contract to 
USAMRIID. BDP signed a sub-contract with to produce the rPA 
for a human use vaccine Phase Itrial. They were paid and they 
produced it. Now they are refusing to release it unless the Army 
pays some incredible sum of money for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Army refuses 
to do that of course, and everything is in Umbo." 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who had submitted Freedom of Information Act (FOIA) requests to 
USAMRllD seeking detailed information from Dr. Ivins's laboratory notebooks as they related to 
the AVA vaccine and the use of adjuvants. On August 28, 2001 , Dr. Ivins appeared angry about 
the request providing the foUowing response in an e-mail: "Tell Matsumoto to kiss my ass. 
We've got better things to do than shine his shoes and pee on command. He's gotten everything 
from me he will get." In the mid-1990's, Matsomoto wrote an article that scrutinized Dr. Ivins 
and the use of adjuvants. 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the vaccine for 
human use, production at Bioport resumed, and anthrax research at USAMRIID continued 
without interruption. In 2003, Ivins received "the highest honor given to DefenseDepartment 
civilians at a Pentagon ceremony on March 14, 2003" for his work in "getting the anthrax 
vaccine back into production." 
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b. Use of E-mail and False Names to Facilitate an Obsession with 
a Sorority Group Linked to the Location of the Anthrax 
Mailings 

Early investigations revealed the e-mail account Kingbadger7@aol.com as belonging to 
Dr. Ivins. In November of 2006 a pen register was established on this account revealing several 
e-mail communications between four e-mail addresses: Kingbadger7@aol.com, 
bruce.ivins@amedd.army.mil, £ .@hotmail.com, and 
j immyflathead@yahoo .com. 

January 16, 2008, Dr. Ivins informed investigators that he has used the following e-mail 
address names: Kingbadger7, jimmyflathead, and Bigsky. 
Additionally, he has used several aliases to include Ed Ivings, and Bruce 
Ivings. 

(1) Use of False Names 

In •• identified four communications that it had previously received 
from Dr. Ivins. does riot personally know Dr. Ivins but corresponded with 
him by mail. In Dr. Ivins expressed his support for rk and an interest in 

One of the he twas identified as Kappa 
a "letter to 

familiar with each other. On July 30, 2007~as interviewed 
P.O. Box 1103, located at College Estates Station, Frederick, ~d 21702. The 

P.O. Box application (PS Form 1093) revealed that Dr. Ivins rented P.O.j3ox 1103 on November 
3, also listed on the P.O. Box application card to receive mail-

was shown the P.O. Box application and stated that it had neve~ 

•

d never met, nor had any socia1 or pro · sociation with, a Dr. Ivins. 
However, recognized the name Bruce Ivins had previously mentioned his 
name. The last payment on the P.O. Box was made on Nov er 13,2004. A review of Change 
of Address records revealed that P.O. Box 1103 was closed on December 30, 2005 and no 
forwarding address was provided. 

indicated - that Dr. Ivins harassed it in the past, an-believed that 
crh-rPn.,., of~s, resulting from unspecified incidents that occurred prior to 

The investigation has shown that over the past 24 years, Dr. Ivins was known to have 
utilized at least two Post Office (P.O.) Boxes to communicate with members of the public, to 
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pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box was located at the College Estates Station, Frederick, Maryland 21 702. 
Investigations have revealed that the envelopes used in anthrax mailings all contained similar 
print defects. Analyses of the U.S. Postal System records indicate that the above Post Office 
received 1000 envelopes from the same batch of envelopes that contained the unique print 
defects. 

· ~4 
(2) Use of Personal E-mail to Discuss KKG 

The following will show how Dr. Ivins defines the depths of his obsession and 
knowledge of the sorority K.KG. Additionally, as previou9ly desc,l;i~ba<e, the letters used in 
the 2001 anthrax mailings were mailed from a blue collection box located at 10 Nassau Street, 
Princeton, New Jersey. The sorority, K.KG, has an office at 20 Nassau Street, Princeton, New 
Jersey, located on the same side of the street and approximately 60 feet to the right from the blue 
collection box. 

(a) The E-mail 
hotmail.com 

Investigations into the above e-mail account revealed that Dr. Ivins was the owner said 
account. Pen register · · activity on this account from April 14, 2007 
through November 30, 2007. information from Hotmaii provided the fo llowing 
user identification for the 

Login: 
Name: 
Address: 
Account Created: 

Maryland 21702 
October 01, 2006 

"!.com 

A search of the internet for postings under goldenphoenix 111 identified the following 
posting dated February 20, 2007, on a website at www.abovetopesecret.com: 

Wildswan, you are quite right about what you said about 
KKG. If people look hard enough and qig hard enough, have 
friends, relatives, perhaps financial resources, etc., then they can 
pretty much find out about whatever GLO [Greek Letter 
Organization] they want. Kappas are noted for being lovely, 
highly intelligent campus leaders. Unfortunately, they labeled me 
as an enemy decades ago, and I can only abide by their "Fatwah" 
on me. I like individual Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me 
since the 1960s, and REALLY after me since the late 1970s. At 
one time in my life, I knew more about K.KG than any non-Kappa 
that had ever lived. Unfortunately I've forgotten a lot. I've read 
the history ofK.KG that was written several decades ago about its 
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founding. Question-for you: Did your chapter use the combined 
service, or did you separate your services into the "RedRoom and 
WhiteRoom"? did you use special blue or white blindfolds? You 
can reach me at goldenphoenix 111 @hotmail.com ... as a phoenix 
rises from its ashes ... 

(b) The E-mail Account: 
jimmyflatbead@yahoo.com 

Pen register information has 
2006 through November 29,2007. 
following account information for 

activity on the above account from November 04, 
information from Yahoo! provided the 

ve e-mail address: 

Login Name: 
Alternate E-mail Address: 
Full Name: 
Address: 
Account Created: 

j imm yflathead 
Kingbadger7 @ao l.com 
Mr. Ed Irving 
Frederick,~ 21702 
October 13, 2005 

Investigations have revea~ed instances when this account was used in association with 
Wikipedia to further his obsession with K.KG. Wikipedia is an on-line collection of information 
created by the contributions ofWikipedia users. Anyone may contribute to an entry, or article, 
once they set up a Wikipedia account and user name. The articles on Wikipedia are similar to an 
encyclopedia entry, however, the information contributed is not verified and may not be factual. 
Each Wikipedia article has a discussion page for contributors to post comments or questions 
about the contents of the article. Wikipedia users may also communicate directly with each other 
through Wikipedia using their Wikipedia user name. Wikipedia contains articles on the different 
national fraternities and sororities, including an article on KKG. 

One frequent contributor to the KKG entry is identified by the us~ 

•

, .. unyflathead," believed by investigators to be Dr. Ivins. In e-mails to
Dr. Ivins, using his true name and the e-mail address jimmyflathead@yahoo.com, 

re renced information in the KKG article posted by "jimmyflathead" as his contributions. 
Additionally, when CW-4 opens e-mail fromjimymflathead@yahoo.com, the "from" line on the 
e-mail reads: 

From: Bruce Ivins [mailto:jimmyflathead@yahoo.com] 

in·· · o- Bruce Ivins is jimmyflathead@yahoo.com and was the sender of thee-mails received 
by 

As cataloged in the history pages for the KKG entry, Dr. Ivins has attempted to post 
derogatory information about the organization and its members as well as confidential 
information known only to KKG's members. Dr. Ivins, as jimmyflathead, frequently "signed" 
his postings on the discussion page as "jf''. Dr. Ivins and other users have previously engaged in 
an "edit war" on the KKG article. An edit war is where a Wikipedia contributor posts 
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.. 

information that is later deleted or changed by another co.or, and the contributors go back 
and forth deleting or changing each others contributions. observed Dr. Ivins's postings 
and discussions with other users through the Wikipedia discussion forum in the KKG article and 
described his actions as follows: 

Every time someone removed information, he added it back, and 
added more negative information along with it. That was his usual 
threat- delete this again and I will add more negative information 
to this site or reveal more secrets. The sheer volume of information 
is that l[jimmyflathead] has is more than most members remember. 

Over the course of this edit war, Dr. Ivins provided his personal e-mail address to other 
contributors to e-mail him directly before they removed his contributions from the site. 
According t~Dr. Ivins "seemed to encourage people to e-mail him directly" and 
described such actiOn as counter to the "culture" ofWikipedia, where contributors usually 
communicate with each other through the individual article talk pages or e-mail using their 
Wikipedia user name. By so doing, Dr. Ivins was also keeping other contributors out of the 
discussions about the K.KG article. 

c. Use of an E-mail Account to Possibly······~ a dentity 

(1) The E-mail Account: ••• 

The above e-mail account is the most recently identified account It w·· overed when 
the investigation ~ed that Dr. Ivins had placed an order for the magazine -
information from- revealed account · · · name Ed Irving (Ivins~ 
his jimmyflathead@yahoo.com account), · and 21702 (Ivins's 
residence), and an e-mail address of information from 
Yahoo! Inc. listed an alternate e-mail address as 
e-maii address forD~ however,~ame was 
should be noted that-is the owner of the e-mail account 

A pen register was established on this account on December 01 , 2007. 
information from Yahoo! revealed that the account had been accessed on September 25, 2007, 
additionally; they provided the following user identification for the e-mail address: 
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Login Name: 
Alternate E-mail Address: .com 
Name: 
Address: 
Account Created: November 01, 2006 

d. E-mail Communications Revealing Previous Acts of Concealed 
Identity 

(1) The E-mail Account: bruce.ivins@us.army.mil or 
bruce.ivins@amedd.army .mil 

The investigation has also shown that Dr. Ivins has used the postal system to obscure his 
identity as the true sender of letters, gifts, and packages, by driving to locations outside of the 
Frederick, Maryland area, to reflect different postmarks on the packages. Additionally, this 
information has lead to Dr. [vins equating his driving habits to those of people who go on walks. 
The following examples show Dr. Ivins use of the postal system, driving habits, and how he 
manipulates the information he provides his wife: · . 

E-mail February 1, 2001, from Dr. Ivins: "I want to send to 
you a self-addressed (to me) stamped envelope with some money 
in it. When you get it, please send it back to me in the mail. Then 
I can tell~ hat happened and won't be lying." 

E-mail March 4, 2001, from Dr. Ivins: "The reason I put 
different names on the packages and card is in your message to me 
below .... Then you recognized who sent you everything, despite 
the fact that they weren't sent from Frederick." 

E-mail March 13, 2001, from Dr. Ivins: "Then I got your 
e-mail making me wonder if you thought that I was trying to get 
something from you by sending you ca.i-e packages, Christmas or 
birthday gifts, etc. That had me rather worried, so I decided to go 
ahead and send you the things, but from different places and with 
different names. The detergent from Laundry Boy was mailed 
from Virginia during an IPT meeting. The gift certificate and 
birthday card were mailed from Gaithersburg. The jacket- when it 
fmally came - was to be mailed from Gaithersburg, but you had 
already figured out who sent you everything else, so I just went 
ahead and sent it from Frederick." 
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Ivins). However, as described in the following e-mails, Dr. Ivins admitted responsibility for the 
gift after approximately six moths of denials: 

E-mail March 28, 2003, from 
tell me that he up that he had indeed put 

I find that really, really 

E-mail April 7, 2003, from 
told me an · while 
had, indeed put 
did he wait so long up 
when both you and I asked him out right about it? Very odd. · 
Sometimes (most of the time) I really don't get his motives behind 
anything he does. And, I think there are motives most of the time. 
It's a little scary actually to think he drove all the way up there in 
the middle of the night just to drop off a package." · 

On March 31 , 2005, during an interview, Dr. Ivins admitted that the~p was a 10 
to 11 hour drive, and that "this was a surprise·· Dr. Ivins acknowled-t it was a long 
way to drive, and characterized the trip as a "R'1 er 've" because he had two herniated disks in 
his spinal column which made long drives uncomfortable. Dr. Ivins also admitted that he had 
once driven to Gaithersburg, Maryland, and sent a package to s~ould not 
immediately perceive from the postmark that it was a package m -a Frederick, 
Maryland postmark. When asked whether he had ever engaged in any similar driving activity, 
Dr. Ivins related that in the late 1990s he occasionally drove roundtrip from Frederick, Maryland 
to Flinstone, (a two hour and 30 minute round trip) where some friends lived. Dr. Ivins did not 
visit his friends on these trips, describing the journeys as just "mindless drives ." Dr. Ivins 
equated these drives with the way some people go for a long walk. 

Investigations revealed that Dr. Ivins informed people that he would drive places but tell 
his wife he was in the laboratory, and set back the odometer in his car. This information is 
significant because Dr. Ivins regularly worked at night, and could legitimately use it as an excuse 
with his family to explain his absence from home. 

e. The Capture ofE-mails from Bruce Ivins to Bruce Ivins 

(1) The E-mail Account: Kingbadger7@aol.com 

This account is the oldest active personal account identified in the investigation. Pen 
registers show that Dr. Ivins frequently uses this account with activity as recent as February 04, 
2008. -nformation from AOL provided the following user identification for the 
above~: 
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Screen Name: KingBadger7 
Name: 
Address: 
Account Created: 

Bruce Ivins 

~-~:ederick,MD 21702 

On multiple occasions, pen registers have captured Dr. Ivins sending e-mails from one of 
his e-mail accounts to another. A recent search of Dr. Ivins's home revealed a printed e-mail 
from KingBadger7@aol.com to Dr. Ivins's work e-mail account discussing the AMERITHRAX 
investigation. More precisely, in the e-mail, Dr. Ivins is attempting to draw attention to two 
other scientists from USAMRIID, who in Dr. Ivins's responsible for the 
anthrax mailings. Dr. Ivins named possible mailers of the 
anthrax letters of 2001. This IS utlined 11 reasons for 
Ivins's theory. Two years later when Ivins was asked who he believed could have accomplished 
the mailings he did name these two individuals, however, he did not explain why he came to this 
conclusion. Additionally, he provided the names of other individuals as well. Something he has 
done throughout the course of the anthrax investigation. 

f. An E-mail Communication with Similar Language to the 
Anthrax letters 

E-mail September 26, 2001, from Dr. Ivins: "Osama Bin Laden has just decreed death to 
all Jews and all Americans." This e-mail is significant because it displays language similar to the 
text of the anthrax letters postmarked two weeks later warning "DEATH TO AMERICA," 
"DEATH TO ISRAEL. II 

g. The Keepsake of Hundreds of Hand-Written or Typed 
Communications by Dr. Ivins 

Recently, a search was conducted at Dr. Ivins's residence. From this search, hundreds of 
hand-written or typed letters to/from Dr. Ivins to/from various members of society were 
collected. The majority of the letters were from the early 1980s through the mid 1990s. Among 
others, Dr. Ivins sent letters to United States Senators as well as various news organizations. 

These seized letters are significant since all of the anthrax -laden letters were sent to 
members of the Media or members of the United States Senate. Additionally, the envelopes of 
the anthrax-laden letters were addressed with a four digit extension to the ZIP code. The 
addition of the four digits showed knowledge by the mailer for reaching a specific person in the 
United States Senate. 

G. Conclusion 

The anthrax letters were mailed anonymously and utilized a fictitious return address for 
the letters mailed to Washington, D. C. Dr. Ivins has engaged in a pattern of sending letters and 
packages with fictitious return addresses in order to mask his identity. Similarly, Dr. Ivins has 
used and continues to use, the internet in ways that also conceal his identity, both in online 
postings, such as Wickipedia, and his specific e-mail accounts, as set forth above. Indeed, he has 
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proven that he can make a 1 0-hour round-trip drive in the middle of the night to deliver a 
package without his family or friends, or even the recipient, becoming aware of this activity. 

Large e-mail providers allow customers to store their corrununications on their servers for 
as long as they wish. Dr. Ivins's keepsake ofhundreds of hand-written or typed letters shows his 
affinity to keep his writings. Additionally, the thousands of e-mails collected from various 
computers of people either associated with USAMRIID or Dr. Ivins have revealed case-pertinent 
information. Specifically, Dr. Ivins's fascination with KKG was revealed from e-mail 
corrununications between coworkers and friends, as well as his own postings on the internet. 

The vast amount of collected e-mails and letters show Dr. Ivins is predisposed to 
corrununicate to others, revealing his innermost thoughts and feelings. Additionally, various 
evidence also suggests that Ivins is taking steps to conceal his identity when he communicates 
and possibly mimics the identity of others, such as sending letters to the editor of a newspaper in 
the name of another, known individual. 

Based on the foregoing, I submit that there is probable cause to believe that a search of 
the e-mail accounts described here and in Attachment A, may result in collection of evidence 
relevant to the dissemination of a Weapon of Mass Destruction (anthrax) through the U.S. mail 
system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 1114. 
Specifically, the search may reveal additional computer files, e-mail accounts, or documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings or his possible 
obstruction of the investigation. Furthermore, additional conspirators involved in the attacks 
may be identified. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. 
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The statements contained in this Affidavit are based in part on information 
provided by FBI Special Agents and U.S. Postal Inspectors, on observations made by law 
enforcement agents, and on my experience and background as an FBI Special Agent. I have not 
included each and every fact known to me concerning this investigation. I have set forth only the 
facts that I believe are necessary to establish the necessary foundation for the search warrant. 

U.S. GISTRAT 
United States District Cou j 
for the District of Columbi 

AlAN KAY 
U.S. MAGISTRATEJUOOE 
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MARLO ARREDONDO 
Special Agent 
Federal Bureau of Investigation 
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ATTACHMENT A 

I. Search Procedure 

a. These search warrants will be presented to Yahoo!, AOL, and MSN Hotmail 
personnel by law enforcement agents. Yahoo!, AOL, and MSN Hotmail personnel will be 
directed to isolate those accounts and files described in Section II below; 

b. In order to minimize any disruption of computer service to innocent third parties, 
Yahoo!, AOL, and MSN Hotmail employees will create exact duplicates of the computer 
accounts and files described in Section II below, including an exact duplicate of all information 
stored in the computer accounts and files described therein: 

c. Yahoo!, AOL, and MSN Hotmail employees will provide the exact duplicates in 
electronic form of the accounts and files described in Section II below and aU information stored 
in those accounts and files to law enforcement agents who need not be present during the 
duplication ofthe files; 

d. Law enforcement personnel will thereafter review the information stored in the 
accounts and files received from the Yahoo! , AOL, and MSN Hotmail employees and then 
identify and copy only the information contained in those accounts and files which is authorized 
to be further copied as described in Section III below; and 

e. Law enforcement personnel will then seal the original duplicate of the accounts and 
files received from Yahoo!, AOL, and MSN Hotmail employees and will not further review the 
original duplicates absent an order of the Court. 

IT. Files and Accounts to be Copied by Yahoo! Employees 

a. All electronic mail stored and presently contained in, or on behalf of, the following 
electronic mail add!resses and/or individual accounts: 

Yahoo!: 

AOL: 

MSN Hotmail: 

ead[at]yahoo[dot]com; and 
t]yahoo[dot]com 

kingbadger7[at]aol[dot]corn 

goldenphoenixlll [at]hotmail[dot]com 

b. All existing printouts from original storage of all of the electronic mail described 
above in Section ll(a); 

c. All transactional information of all activity of the electronic mail addresses and/or 
individual accounts described above in Section IT( a), including log files, dates, times, methods of 
connecting, ports, dial-ups, and/or locations; 
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d. All business records and subscriber information, in any fom1 kept, pertaining to the 
electronic mail addresses and/or individual accounts described above Section II(a), including 
applications, subscribers' full names, all screen names associated wit the subscribers and/or 
accounts, all account names associated with the subscribers, methods of payment, telephone 
numbers, addresses, and detailed billing records; and 

e. All records indicating the services available to subscribers of the electronic mail 
addresses and/or individual accounts described above in Section II(a). 

ID. Information to be Further Copied by Law Enforcement Personnel 

a. All stored electronic communications and other files reflecting communications to or 
from the above-referenced accounts, including electronic communications in electronic storage 

b. Existing printouts from original storage of those items described in Section III( a) 
above; and 

c. All of the records and information described in Sections II( c), (d), and (e). 
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lUi TURN 

DATE W ,~ RRA NT RECEI \'En 

d.\ 14-\ ·zoo<t, 
COPY OF II' AR.RAtH Atm ltECEIP 1· FOR I ll: .1:; LEI· ! WI i"H DATE ,\ ID Tllvl[ WARRANT E:\ f~Er! 

2)\~1~<6 ~ 
INVENTORY MADE IN THE PRESENCE OF 1\-e-, N}, lA n \ 

rDL r---·VSDV'I w....., 

INVENTORY OF PROPERTY SEIZED PURSUANT TO THE WARRANT 

OY'U. ( l) Cl) ~-to.AY\1·,~ S.N;lf~\Aelt<, cf --i;' \,u. ceqLA-2~(co( tt-~ \ IAUcM.JA.f. 

CERTIFICATION 

I swear that this inventory is a true and detailed account of the property seized by me on the warrant. 

FILED 
APR - 3 2008 

NANCY MAYER WHfTTIHCITON, Cl£RI< 
U.S. DIS'm!CT COtMT 

Subscribed, swam to, and returned before me th(lis date . . / ~ ~ 
. --.ll . . ; A_/ 

_ ... ----//~-~ ,/[17-rvY---i~lr-··- - 2 tf o 
/ ...__ U.S. Judge or U.S. Magistrate Judge ----·-+--Da-te+--~----

_./"/ 
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AO l 06(Rev.5/85) Affidavit for Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

SEALED 
In the Matter of the Search of 
(N arne, address or brief description of person, property, or premises to be searched) 

Electronic mail stored in accounts jirnmyflatbead 
(at]yahoo[dot]com and-at]yahoo[dot] 
com, controlled by Yahoo! Inc., 701 First Avenue, 

APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT 

Building D, Sunnyvale, CA 94809 f I 'L E D 
FEB, 4 2008 CASENUMBtf8 - 0 8 4 - M- 0 1 

(Further described below) NANCY MAYER WHITIINGTON, CLERK 
U.S. DISTRICT COURT 

_ _,M=a"-r!.-"lo,--'A~rr,_,e,_,d,_,o~n""d-"'o _______ being duly sworn depose and say: 

I am a(n) Special Agent with the Federal Bureau oflnvestigation 
(Official Title) 

that (name, descrip~ion and or location) 

and have reason to believe 

on the property or premises known as email account jimmytlathead[at]yahoo(dot]com and 
••••• latJyahoo{dot]com, controlled by Yahoo! Inc., 701 First Avenue, Building D, Sunnyvale, CA 94809 

in the Northern District of California, there is now concealed a certain person or property, namely (describe tl>Cperson or propmy 

to be searched) 

electronic mail between Bruce Ivins and other individuals 

which is (state one or more bases for search and seizure set forth under Rule 4l(c) of the Federal Rules of Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, including the use of a weapon of mass 
destruction (anthrax) and the murder and attempt to murder officers and employees of the United States. 

concerning a violation ofTitle 18 United States Code United States Code, Section(s) 2332a and 1114 . The facts 
to support a fmding of Probable Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY RESTATED HEREIN 

Continued on the attached sheet and made a part hereo . x YES o NO 

Rachel Carlson Lieber, AUSA 
United States Distnct Court 

US Attorney's Office, Washington, DC 
(202)202-353-8055 

Sworn to before me, and subscribed in my presence 

FEB 1 4 2008 
Date ALAN KAY 

U.S!. WAGISTRATE JUDGE 
Name and Title of Judic ial Officer 

Signature of Affiant 

Marlo Arredondo, Special A 
Federal Bureau of Investigation 

bia 
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"",: I. 
A093(Rev.5/85)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 
(Name, address or brief description of person or property to be searched) 

SEALED 
Electronic mail stored in accounts jimmyflathead[at)yahoo[dot)com 
an~t)yahoo[dot)com, controlled by Yahoo! Inc., 
701 Frst Avenue, Building D, Sunnyvale, CA 94809 SEARCH WARRANT 

CASE NUMB~8 - 0 8 4 - M - 0 1 

TO: Marlo Arredondo and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Special Agent Marlo Arredondo who has reason to believe that 
(name, description and or location) 

Electronic mail stored in accounts jimmytlathead[at)yahoo[dot)com 
an at)yahoo[dot)com, controlled by Yahoo! Inc., 
701 Frst Avenue, Building D, Sunnyvale, CA 94809 

in the N01ihern District of California, there is now concealed a certain person or property, namely (describe the person or 
property) 

electronic mail between Bruce Ivins and other individuals 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to beli at the erson or 
property so described is now concealed on tihe person or premises above-described and establish grounds for the issuance 
of this warrant. 

·~-tJ·~,.··:~· .:-·· ,.tll ~ \.;.::~-~ 

YOU ARE IU:REBY COMMANDED to soarch on O< bofo<e FEB ~~)zoo~ 

(not to exceed 10 ~s) ~rson or place named above for the ~son or property speci e , serving this warrant and 
making the search l3f(rn the daytime -6:00A.M. to 10:00 P.M.) U (at any time in the day or night as I find reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and prepare a written inventory of the person or property seized and promptly 
return this warrant to the undersigned U.S. Judge/U.S. Magistrate Judge, as required by law. 

FEB 1 4 2008 lt27:t 
Date and Time Issued, pursuant to the domesfc 

terrorism search 'varr~Nl<I\Ve 4 J(b)(3) 

~~. MAGISTRATE JUDGF 
Name and Title of Judicial Officer 

4 
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0 8 .. Os4 - M-0 1 

SEALED AFFIDAVIT IN SUPPORT OF 
APPLICATION FOR SEARCH WARRANT 

I, Marlo Arredondo, being first duly sworn, hereby depose and state as follows: 

A. Introduction and Agent Background 

I make this affidavit in support of an application for a search warrant for certain accounts 
controlled by the free web-based electronic mail service provider known as 
(1) Yahoo!, Inc. (Yahoo!), located at 701 First Avenue, Building D, Sunnyvale, California 
94089; (2) America Online, Inc. (AOL), 2200 AOL Way, Dulles, VA 201 66; and (3) MSN 
Hotmail Micrososft Corp. (MSN Hotmail), 1065 La Avenida, Building 4, Mountain View, 
California 94043. The accounts to be searched at Yahoo! are: 

immyflatheadlat]yahoo[dot]com; and 
t]yahoo[dot]com 

The account to be searched at AOL is: 

kingbadger7[at]aol[dot]com 

The account to be searched at MSN Hotmail is: 

botmail(dot]com 

United States Oistnct Court 
For ttrs District of Columbia 

A TRUE COPY 
AVi(~T 

These accounts are further described in the following paragraphs and in A ~h.>n 

As set forth herein, there is probable cause to believe that on the computer systems of Yahoo!, 
AOL, and MSN Hotmail, there exists evidence, fruits, and instrumentalities of violations ofTitle 
18, United States Code, Sections 2332 and 2332a. 

I am a Special Agent of the Federal Bureau of Investigation (FBI) and have been so 
employed for approximately two years. As a Special Agent of the FBI, I investigate a crime 
involving the dissemination of a Weapon of Mass Destruction (anthrax) in violation of Title 18, 
United States Code, Sections 2332(a) and 1114. The definitions provided herein are based on 
my knowledge and experience as an FBI Agent, and consultations with other criminal 
investigators. 

The FBI and the U.S. Postal Inspection Service (hereinafter Task Force) investigation of 
the anthrax attacks of2001 has led to the identification of Dr. Bruce Edwards Ivins, an anthrax 
researcher at the U.S. Army Medical Research Institute for Infectious Diseases (USAMRIID), 
Fort Detrick, Maryland, as a person necessitating further investigation for several reasons: (1) At 
the time of the attacks, he was the custodian of a large flask of highly purified anthrax spores that 
possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins has been 
unable to give investigators an adequate explanation for his late night work hours for which he 
was the only person in the laboratory around the time of both anthrax mailings; (3) Ivins is 
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believed to have submitted false samples of anthrax from his lab to the FBI for forensic analysis 
in order to mislead investigators; ( 4) at the time of the attacks, Ivins was under pressure at work 
to assist a private company that had lost its FDA approval to produce an anthrax vaccine the 
Army needed for U.S. troops, and which I vi believed was essential for the anthrax program at 
USAMRITD; and (5) Ivins sent an e-mail to a few days before the 
anthrax attacks waming~at "Bin Laden and sarin gas" and 
have "just decreed death ft1 Jews and all Americans," language similar to the anthrax letters 
warning "WE HAVE THIS ANTHRAX . . . DEATH TO AMERICA .. . DEATH TO ISRAEL. " 

The Task Force submits that a search of the Subject e-mail accounts may reveal 
documentary evidence that will assist the investigation by linking Dr. Bruce Edwards Ivins to the 
anthrax mailings and identify conspirators involved in the attacks. The search' is for computer 
files, e-mail accounts, or documentary evidence as more fully described in Attachment A to the 
search warrants, affixed to this affidavit. 

In my training and experience, I have ieamed that Yahoo! , AOL, and MSN Hotrnail are 
companies that provide free web-based Internet electronic mail .(e-mail) access to the general 
public, and that stored electronic communications, including opened and unopened e-mail for 
subscribers to these services may be located on the computers of Yahoo! , AOL, and MSN 
Hotmail. Further, I am aware that computers located at Yahoo!, AOL, and MSN Hotmail 
contain information and other stored electronic communications belonging to unrelated third 
parties. Accordingly, this affidavit and application for search warrants seeks authorization solely 
to search the computer accounts and/or files and following the procedures described herein and 
in Attachment A. 

B. Search Procedure 

In order to facilitate seizure by law enforcement of the records and information described 
in Attachment A, this affidavit and application for search warrant seek authorization to permit 
employees of Yahoo!, AOL, and MSN Hotmail to assist agents in the execution of this warrant. 
In executing this warrant, the following procedures will be implemented: 

a. The search warrant will be presented to Yahoo! , AOL, and MSN Hotmail 
personnel who will be directed to isolate those accounts and files described in Attachment A; 

b. In order to minimize any disruption of computer service to innocent third 
parties, Yahoo!, AOL, and MSN Hotmail employees and/or law enforcement personnel trained 
in the operation of computers will create an exact duplicate of the computer accounts and files 
described in Attachment A, including an exact duplicate of all information stored in the 
computer accounts and files described in Attachment A; 

c. Yahoo!, AOL, and MSN Hotmail employees will provide the exact duplicate 
in electronic form or paper copy of the accounts and files described in Attachment A and all 
information stored in those accounts and files to the agent who serves this search warrant; and 
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d. Law enforcement personnel will thereafter review all information and records 
received from Hotmail employees to determine the information to be seized by law enforcement 
personnel pursuant to Attachment A. 

C. Background Regarding Computers, the Internet, and E-Mail 

The term "computer" as used herein is defined in 18 U.S.C. § 1030(e)(l), and includes an 
electronic, magnetic, optical, electrochemical, or other high speed data processing device 
performing logical, arithmetic, or storage functions, and includes any data storage faci lity or 
communications facihty directly related to or operating in conjunction ~ith such device. 

I have had both training and experience in the investigation of computer-related crimes. 
Based on my training, experience and knowledge, I know the following: 

a. The Internet is a worldwide network of computer systems operated by 
governmental entities, corporations, and universities. In order to access the Internet, an 
individual computer user must subscribe to an access provider, :which operates a host computer 
system with direct access to the Internet. The world wide web ("www") is a functionality of the 
Internet which allows users of the Internet to share information; 

b. With a computer connected to the Internet, an individual computer user can 
make electronic contact with millions of computers around the world. This connection can be 
made by any number of means, including modem, local area network, wireless and numerous 
other methods; and 

c. E-mail is a popular form of transmitting messages and/or files in an electronic 
environment between computer users. When an individual computer user sends e-mail, it is 
initiated at the user's computer, transmitted to the subscriber's mail server, then transmitted to its 
final destination. A server is a computer that is attached to a dedicated network and serves many 
users. An e-mail server may allow users to post and read messages and to communicate via 
electronic means. 

D. Yahoo!, AOL, and MSNHotmail 

Based on my training and experience, I have learned the following about Yahoo! , AOL, 
and MSN Hotmail: 

Yahoo!, AOL, and MSN Hotmail provide e-mail services which are available free of 
charge to Internet users. Subscribers obtain an account by registering on the Internet with 
Yahoo! , AOL, or MSN Hotmail. Yahoo!, AOL, and MSN Hotmail requests subscribers to 
provide basic information such as name, gender, ZIP code, and other personal/biographical 
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information. However, neither Yahoo!, AOL, nor MSN Hotmail verify the information 
provided; 

Yahoo!, AOL, and MSN Hotmail maintain electronic records pertaining to the 
individuals and companies for which they maintain subscriber accounts. These records include 
account access information, e-mail transaction information, and account application information; 

Subscribers to Yahoo!, AOL, and MSN Hotmail may access their accounts on servers 
maintained and/or owned by Yahoo!, AOL, or MSN Hotmail from any computer connected to 
the Intern.et located anywhere in the world; 

Any e-mail that is sent to a Yahoo!, AOL, or MSN Hotmail subscriber is stored in the 
subscriber's "mail box" on the providers servers until the subscriber deletes the e-mail or the 
subscriber's mailbox exceeds storage limits preset by Yahoo!, AOL, or MSN Hotmail. If the 
message is not deleted by the subscriber, the account is below the maximum limit, and the 
subscriber accesses the account periodically, that message can remain on the providers' servers 
indefinitely; 

When the subscriber sends an e-mail, it is initiated at the user's computer, transferred via 
the Intern.et to Yahoo!, AOL, or MSN Hotmail's servers, and then transmitted to its end 
destination. Users have the option of saving a copy of the e-mail sent. Unless the sender of the 
e-mail specifically deletes the e-mail from the Yahoo!, AOL, or MSN Hotrnail server, the e-mail 
can remain on the system indefinitely. The sender can delete the stored e-mail message thereby 
eliminating it from the e-mail box maintained at the provider, but that message will remain in the 
recipient's e-mail box unless the recipient deletes it as well or unless the recipient's account is 
subject to account size limitations; 

A Yahoo!, AOL, or MSN Hotrnail subscriber can store files , including e-mails and image 
fi les, on servers maintained and/or owned by the provider; and 

E-mails and image files stored by a Yahoo!, AOL, or MSN Hotmail subscriber may not 
necessarily be located in the subscriber's home computer. The subscriber may store e-mails 
and/or other files on the provider's server when there is insufficient storage space in the 
subscriber's computer and/or when he/she does not wish to maintain them in the computer in 
his/her residence. A search of the files in the computer in the subscriber's residence, or in a 
portable computer, will not necessarily uncover the files that the subscriber has stored on the 
Yahoo!, AOL, or MSN Hotrnail server. 

As a federal agent, I am trained and experienced in identifying COll1ll!unications relevant 
to the crimes under investigation. The personnel of Yahoo!, AOL, and MSN Hotmail are not. I 
also know that the manner in which the data is preserved and analyzed may be critical to the 
successful prosecution of any case based upon this evidence. Computer Forensic Examiners are 
trained to handle digital evidence. Yahoo! , AOL, and MSN Hotmail employees are not. It 
would be inappropriate and impractical, however, for federal agents to search the vast computer 
network of Yahoo!, AOL, and MSN Hotmail for the relevant accounts and then to analyze the 
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contents of those accounts on the premises ofYahoo!, AOL, and MSN Hotmail. The impact on 
Yahoo!, AOL, and MSN Hotmail's business would be severe; 

In order to accomplish the objective of the search warrant with a minimum of 
interference with the business activities of Yahoo!, AOL, and MSN Hotmail, to protect the rights 
of the subject of the investigation and to effectively pursue this investigation, authority is sought 
to allow Yahoo!, AOL, and MSN Hotmail to make a digital copy of the entire contents ofthe 
information subject to seizure specified in Attachment A. That copy will be provided to me or to 
any authorized federal agent. The contents will then be analyzed to identify records and 
information subject to seizure pursuant to Attachment A; and 

Executing a warrant to search a Yahoo!, AOL, or MSN Hotmail e-mail account requires 
an approach similar to the standard approach for executing a warrant to search papers stored in a 
file cabinet. Searching the subject e-mail account in this case for evidence of the target crimes 
will require that agents cursorily inspect all e-mails produced by Yahoo!, AOL, and MSN 
Hotmail in order to ascertain which contain evidence ofthose crimes, just as it necessary for 
agents executing a warrant to search a filing cabinet to conduct .a preliminary inspection of its 
entire contents in order to determine the documents which fall within the scope of the warrant. 
In addition, keyword searches alone are inadequate to ensure that law enforcement can discover 
all information subject to seizure pursuant to Attachment A. Keywords search text, but many 
common electronic maii, database and spreadsheet applications files (which files may have been 
attached to electronic mail) do not store data as searchable text. 

E. Stored Wire and Electronic Communication Access 

Title 18, United States Code, Chapter 121, Sections 2701 through 2711, is entitled 
"Stored Wire and Electronic Communications and Transactional Records Access." 

a. Title 18, United States Code, Section 2703(a) provides, in part: 

A governmental entity may require the disclosure by a provider of 
electronic communication service of the contents of a wire or 
electronic communication, that is in electronic storage in an 
electronic communications system for one hundred and eighty days 
or less, only pursuant to a warrant issued using the procedures 
described in the Federal Rules of Criminal Procedure by a court 
with jurisdiction over the offense under investigation or equivalent 
State warrant. A governmental entity may require the disclosure by 
a provider of electronic communications services of the contents of 
a wire or electronic communication that has been in electronic 
storage in an electronic communications system for more than one 
hundred and eighty days by the means avaiiable under subsection 
(b) of this section. 

b. Title 18, United States Code, Section 2703(b) provides, in part: 
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( 1) A govemmental entity may require a provider of remote 
computing service to disclose the contents of any electronic 
communication to which this paragraph is made applicable by 
paragraph (2) of this subsection -

(A) without required notice to the subscriber or 
customer, if the governmental entity obtains a 
warrant issued under the Federal Rules of Criminal 
:Procedure or equivalent State warrant... 

(2) Paragraph ( 1) is applicable with respect to any electronic 
communication that is held or maintained on that service -

(A) on behalf of, and received by means of 
electronic transmission from (or created by means 
of computer processing of communications received 
by means of electronic transmission frollJ;), a 
subscriber or customer of such remote computing 
service; and 
(B) Solely for the purpose of providing storage or 
computer processing services to such subscriber or 
customer, if the provider is not authorized to access 
the contents of any such communications for 
purposes of providing any services other than 
storage or computer processing. 

c. The government may also obtain records and other information 
pertaining to a subscriber to or customer of electronic conimunication service or remote computing 
service by way of a search warrant. 18 U.S. C.§ 2703(c)(l)(A). No notice to the subscriber or 
customer is required. 18 U.S.C. § 2703(c)(3). 
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d. Title 18, United.States Code, Section 2711, provides, in part: 

As used in this chapter -

(1) the terms defined in section 2510 of this title 
have, respectively, the definitions given such terms 
in that section; and 

(2) the term "remote computing service" means the 
provision to the public of computer storage or 
processing services by means of an electronic 
communications system. 

e. Title 18, United States Code, Section 2510, provides, in part: 

(8) "contents," when used with respect to any wire, 
oral, or electronic_communication, includes any 
information concerning the substance, purport, or 
meaning of that communication; ... 

( 14) "electronic communications system" means 
any wire, radio, electromagnetic, photooptical or 
photoelectronic facilities for the transmission of 
electronic communications, and any computer 
facilities or related electronic equipment for the 
electronic storage of such communications; .. . 

(15) "electronic communication service" means any 
service which provides to users thereof the ability to 
send or receive wire or electronic communications; . 

(17) "electronic storage" means--

(A) any temporary, intermediate storage 
of a wire or electronic communication incidental 
to the electronic transmission thereof; and 

(B) any storage of such communication by an electronic communication service for purposes of 
backup protection of such communication. 

7 
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F. Probable Caus·e 

As discussed below, there is probable cause to believe that a search of the 
aforementioned e-mail addresses may result in the collection of evidence relevant to an ongoing 
criminal investigation into the dissemination of a Weapon of Mass Destruction (anthrax) through 
the U.S. mail system in September 2001 and October, 2001 in violation ofTitle 18, United States 
Code, Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 
Additionally, it is believed that Dr. Bruce Edwards Ivins has taken steps to possibly obstruct the 
investigation. The reasons are set forth in this affidavit: 

1. Overview 

More specifically, this affiant submits that a search of these e-mail accounts may reveal 
(1) details of the subject's work and familiarity with anthrax; (2) explanations of how anthrax 
from the subject's laboratory could have been used in the 2001 attacks; (3) the subject's prior 
corrununications with members of Congress and the news media; ( 4) false names and aliases 
used by the subject; (5) evidence linking the subject to the address from which the anthrax letters 
were mailed in Princeton, New Jersey; and (6) evidence ofthe subject's use of the U.S. mail 
system to send packages under assumed names. 

a. Factual Backg,round 

In September and October, 2001, at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the District of Columbia, New York City, and 
Boca Raton, Florida, in violation of Title 18, United States Code, Section 2332( a), which 
prohibits the use of a Weapon ofMass Destruction. Bacillus anthracis is a Weapon ofMass 
Destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 
States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addiessed to members 
of the national media and to the Capitol Hill offices of two United! States Senators located in the 
District of Columbia. Each of the envelopes contained a handwritten note referencing "9-11 -01 " 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA," "DEATH TO ISRAEL," and "ALLAH IS GREAT." The two letters addressed 
to Capitol Hill had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL, II "FRANK.LJN pARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and another 
11 people suffered cutaneous anthrax (contracted through the skin) . Five of the inhalational 
victims eventually died from their infection: (l) Robert Stevenson, 63, photo editor, American 
Media Inc., Boca Raton, Florida, died on 10/5/2001; (2) Thomas L. Morris, Jr., 55, postal 
worker, Brentwood Post Office, Washington, D.C., died on 10/21 /2001 ; (3) Joseph P. Curseen, 
Jr., 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001 ; (4) Kathy 
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T. Nguyen, 61, hospital employee, New York City, died on 10/31/2001; and (5) Ottilie 
Lundgren, 94, Oxford, Connecticut, died on 1112112001. Another 3 i persons tested positive for 
exposure to anthrax spores. All of the exposures and cases of infection are attributed to the 
anthrax mailings, based on their timing, their location, the place of employment of each 
individual infected, and the identity of the strain of anthrax fow1d in each letter and in the bodies 
ofthe five deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each decedent's body is 
the same strain of anthrax found in the threat letters mentioned above. This particular strain is 
commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals, 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institu.tions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires access to particular laboratory 
equipment such as a lyophilizer or other drying device, biological safety cabinet or other 
containment device, incubator, centrifuge, ferrnentor, and various personal protective gear, all of 
which Dr. Ivins had readily accessible to him through his employment at USAMRIID. 

b. Determination of Origin of Anthrax Contained in 2001 
Mailings 

The mail attacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark dates on the recovered letters. Letters used in the first attack were 
postmarked on 09118/2001 and were focused to media establishments located in the New York 
area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, D.C. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the media letters versus the Senate letters reveals 
obvious differences and also significant similarities. 

c. Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (e.g. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 2001 mailings, serve to provide a "DNA fmgerprint" which car1 
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and has been used to investigate other Ames isolates collected from laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, 16 domestic government, conunercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories · to the 
attacks were identified. 

o date, the Task Force has 
received Ames strain Bacillus anthracis isolates or samples all 16 dom<:?stic laboratories, as 
well as from laboratories in Canada, Sweden, and the United Kingdom. All total, the Task Force 
has obtained more than 1 000 isolates of the Ames strain of Bacillus anthracis from these 
laboratories and archived these isolates in the FBI Bacillus anthracis Repository (hereinafter 
FBIR). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FBIR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR.-1029. 
RMR-1029 was stored in the B3 biocontainment suite within Building 1425 ofUSAMRIID. 
Access to the suite is afforded only to those personnel who are approved by the USAMRIID 
Security, Safety, and Special Immunizations Program to have the required background check, 
training, and medical protection (vaccination or personal protective equipment (PPE)). RMR -
1029 was compiled in 1997 by Dr. Ivins, the sole creator and custodian. 

d. Identification of Collection Box at 10 Nassau Street 

Information gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. 

2. Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRIID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971 , and a Doctorate ofPhilosophy (Ph.O.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University of North Carolina (UNC), Chapel Hill. 
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A review ofUSAMRIID records, laboratory notebooks, written protocols, and 
professional publications have shown that Dr. Ivins has worked with Bacillus anthracis at 
USAMRDD since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importance of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins produced 
large batches of Bacillus anthracis which were required for such challenges - tests in which 
vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years of working in the laboratories ofUSAMRIID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, .incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall 2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID aJso 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

a. Unexplained Late Night Laboratory Access 

USAMRJID containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of 
laboratori,es used by USAMRIID Bacteriology personnel for research on dangerous animal and 
human pathogens. The flask identified as RMR-1029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
door to the cold-side change room, which is secured by a magnetic-lock. A researcher must pass 
through the change room in order to go in or out of the suite. A central security system monitors 
and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His 
regular working hours on average consisted of a 7:30a.m. to 4:45 p.m. shift, but he would 

· periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001, however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 Suite. 

The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the media letters to New York which began at 5:00 
p .m. Monday, September 17, 2001 and ended at noon on Tuesday, September 18, 2001. 
Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive evenings 
prior to the mailings with time spent in Suite B3: 
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Day Date Time in Building 1425 Total Time in B3 
Friday September 14 8:54p.m. to 12:22 a.m. 2 hours 15 minutes 
Saturday September 15 8:05p.m. toll :59 p.m. 2 hours 15 minutes 
Sm1day September 16 6:38p.m. to 9:52p.m. 2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again m1til September 25. 

The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing ofthe Senate letters to Washington, D.C. which began at 
3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 2001. 
Beginning onSeptember 28, Dr. Ivins worked eight consecutive nights which consisted of the 
following times in building 1425 with time spent in Suite B3: 

Day Date Time in Building 1425 Total Time in B3 
Friday September 28 7:16p.m. to 10:59 p.m. 1 hour 42 minutes 
Saturday September 29 8:02p.m. to 11: 18 p.m. 1 hour 20 minutes 
Sm1day September 30 9:53 p.m. to 12:04 a.m. 1 hour 18 minutes 
Monday October 1 9:14p.m. to 10:43 p.m. 20 minutes 
Tuesday October 2 7:24p.m. to 9:39p.m. 23 minutes 
Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 
Thursday October 4 6:10p.m. to 10:12 p.m. 3 hours 3 3 minutes 
Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9, for 15 
minutes, and then October 14, for one hour and 26 minutes. 

The investigation has also analyzed the daily schedules, work areas accessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different than those of the other researchers, in that he was frequently in Suite B3, where 
RMR-1029 was kept, late at night and on weekends when no other researchers were present in 
Suite B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee 
was present. 

On March 31, 2005, Dr. Ivins was asked by the FBI about his access to Suite B3 and 
could provide no legitimate reason for the extended hours, other than "home was not good" and 
he went there "to escape" from his life at home. A review of Dr. Ivins's and co-workers' 
laboratory notebooks and projects at the times in question was conducted and determined that 
Dr. Ivins's role in the experiments were minimal, and did not justify the time he spent in B3. Dr. 
Ivins has admitted to investigators that the research he was conducting in 2001 did not require, 
and does not explain, his late night hours in the B-3 laboratory around the time period of the 
anthrax mailings. 
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Since producing anthrax spore preparations was one of Dr. Ivins's p1incipal 
responsibihties at USAMRIID, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRIID afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and letters used in the Fall 2001 attacks. 

b. Failure to Cooperate in Providing Laboratory Samples 

Dr. Ivins provided two sets of samples of Ames anthrax to 
the FBI to FBI were drawn RMR-1029. In the first submission in 
February 2002, Dr. Ivins failed to follow the protocol Ivins was 
subsequently notified that the February 2002 samples were to to follow 
the protocol. A second set of samples, labeled "Dugway Ames spores - 1997" was provided to 
the FBIR by Dr. Ivins in April of2002. Dr. Ivins declared that he used the terms "Dugway 
Ames spores- 1997" and RMR-1029 interchangeably, as they are the same flask ofmaterial. 
Both of the April RMR-1029 samples were submitted for genetic testing and found to be 
negative for the presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suite B3 at 
USAMRUD and identified additional Am ins's and others that had not been 
submitted as partofthe above mentioned Dr. Ivins submitted slants 
prepared from the newly identified samples to the FBIR on April 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite B3, and seized .the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1 029 flask itself. All of the 
samples were secured in the B3 wal.k-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

On June 17, 2004, RMR-1029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submissions were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31, 2005, Dr. Ivins 
provided to the FBIR on April 10, 2002 
to be genetically distinct from the anthrax ""''"t"'" 
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material recovered by the FBI from the RMR-1029 flask seized from Dr. Ivins's lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked · did not submit the 
genetically positive sample which was clearly responsive 
adamant in his response that there had been no omission he 
insisted that he had indeed provided RMR-1029 to the second submtssion samples 
in April 2002. Which was improbable given the presence of al1 four genetic mutations found in 
the RMR-1029 sample that the FBI seized. 

c. Knowledge That His Stock of Anthrax Matched the Anthr ax 
Used in the Attack 

On March 31, 2005, when Dr. Ivins was informed by FBI agents that RMR-1029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year prior, FBI Special 
Agent (SA) Darin Steele told him that RMR-1 029 matched the evidence. 

SA Steele denied having the conversation described by pr. Ivins above. As indicated in 
previous paragraphs, the RMR-1029 submission provided by Dr. Ivins in April2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and RMR-
1029, until after the June 17, 2004 submission and subsequent laboratory analysis. 

When interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months of the letter attacks, he was aware that his stock of anthrax, RMR-1 029, exhibited 
morphological similarities to the anthrax used in the attacks, and that he allegedly learned this 
information from three coworkers at USAMRliD who participated in the forensic analysis of the 
anthrax in the letters. Each of those three coworkers was interviewed by the Task Force, and 
deny disclosing such information to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions did Dr. Ivins ever indicate he had lmowledge that RMR-1029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1029. To the contrary, Dr. Ivins repeatedly named other researchers 
as possible mailers, and claimed that the anthrax used in the attacks resembled that of another 
researcher at USAMRIID and were dissimilar to the Bacillus anthracis Ames organisms 
maintained in his laboratory, which included RMR-1029. 
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3. Dr. Ivins's Use of E-mail 

a. Use of E-mail to Discuss his Anthrax Research 

(1) The E-mail Account: bruce.ivins@us.army.mil or 
bruce.ivins@amedd.army.mil 

Utilizing Microsoft Exchange, USAMRIID provides e-mail communication for it's 
employees. In addition to Dr. Ivins's name being present in the e-mail address, further 
investigation has shown that Dr. Ivins, referenced through out this document, utilizes this 
account. Hundreds of e-mail communications have been obtained showing Ivins's previous and 
present day use of this account. 

Beginning shortly after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
were the focus of pub tic criticism concerning the introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001, as evident by the e-mail excerpts below, that same anthrax vaccine was having 
problems in the production phase at Bioport, a private company in Michigan responsible for 
manufacturing the vaccine. The Food and Drug Administration (FDA) had suspended further 
production at Bioport, and the U.S. government, specifically the Depa1tment of Defense, was 
running out of approved lots of the vaccine. The situation placed pressure on select staff 
members at USAMRJID, including Dr. Ivins, who were part of the Anthrax Potency Integrated 
Product Team (IPT). The purpose of the IPT was to assist in the resolution of technical issues 
that was plaguing Bioport's production of approved lots of the vaccines. 

The following are excerpts from e-mails dated April 2000 tlu·ough September 2001, from 
Dr. Ivins to a friend regarding work: 

June 28, 2000, "Apparently Gore (and maybe even Bush) is 
considering making the anthrax vaccine for the military voluntary, 
or even stopping the program. Unfortunately, since the BioPort 
people aren't scientists, the task of solving their problem has fallen 
on us .. .. . Believe me, with all the stress ofhome and work, your 
e-mail letters to me are valuable beyond what you would ever 
imagine- and they help me keep my sanity .. .. " 

June 29, 2000, "BioPortjust tested its final lot of AVA 
[anthrax vaccine] in a potency test. If it doesn't pass, then there are 
no more lots to test, and the program will come to a halt. That's 
bad for everyone concerned, including us. I'm sure that blame will 
be spread around." 

July 6, 2000, ".1 think the**** is about to hit the 
fan ... bigtime. The final lot of AVA, lot 22, isn't passing the 
potency test, and now there's nothing to back it up. Plus, the 
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control vaccine isn't. working. It's just a fine mess. -are 
spending probably 95% of our time on this." 

September 7, 2001, "I was taken off the Special 
Immunization Program because of what happened last spring, and 
I've just gotten back on it, getting my anthrax and Yellow fever 
shots. We are currently finishing up the last of the AVA, and 
when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until 
we get a new lot. There are no approved lots currently available at 
BioPort ... -as been having us have biweekly meetings on 
the rP A vaccme progress, and on August 29 I went to the Pentagon 
- first time there - to go to a meeting in his place on the vaccine. 
There is a real bag of worms with a new lot of rP A produced by 
the BDP (a private company) for NCI, who is under contract to 
USAMRIID. BDP signed a sub-contract with to produce the rPA 
for a human use vaccine Phase ltrial. They were paid and they 
produced it. Now they are refusing to release it unless the Army 
pays some incredible sum of money for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Atmy refuses 
to do that of course, and everything is in Limbo." 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who had submitted Freedom of Information Act (FOIA) requests to 
USAMRJID seeking detailed information from Dr. Ivins's laboratory notebooks as they related to 
the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. Ivins appeared angry about 
the request providing the following response in an e-mail: "Tell Matsumoto to kiss my ass. 
We've got better things to do than shine his shoes and pee on command. He's gotten everything 
from me he will get." In the mid-1990's, Matsomoto wrote an article that scrutinized Dr. Ivins 
and the use of adjuvants. 

In early 2002, shortly after the anthrax letter attacks, the FDA re~approved the vaccine for 
human use, production at Bioport resumed, and anthrax research at USAMRIID contin~ed 
without interruption. In 2003, Ivins received "the highest honor given to Defense Department 
civilians at a Pentagon ceremony on March 14, 2003" for his work in "getting the anthrax 
vaccine back into production." 
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b. Use of E-mail and False Names to Facilitate an Obsession with 
a Sorority Group Linked to the Location of the Anthrax 
Mailings 

Early investigations revealed the e-mail accotmt Kingbadger7@aol.com as belonging to 
Dr. Ivins. In November of2006 a pen register was estabhshed on this account revealing several 
e-mail communications between four e-mail addresses: Kingbadger7@aol.com, 
bruce.ivins@amedd.anny.mil, goldenphoenixlll@hotmail.com, and 
j immyflathead@yahoo .com. 

January 16, 2008, Dr. Ivins informed investigators that he has used the following e-mail 
address names: Kingbadger7, jimmyflathead, prun~I 1, and Bigsky. 
Additionally, he has used several aliases to include -nd Ivings, and Bruce 
Ivings. 

(1) Use of False Names 

In Marc~-identified four communications that it had previously received 
from Dr. Ivins. ~oes not personally know Dr. Ivins bu~tedly corresponded with 
him by mail. In the letters, Dr. Ivins expressed his support fo~ork and an interest in 
sorority hazing. One of the sororities · which he · · was identified as Kappa 
Kappa Dr. , a "letter to 

y 

known and communicated with Dr. Ivins for 

familiar with each other. On July 30, 2007, ~as interviewed 
regarding P.O. Box 1103, located at College Estates Station, Frederick, Maryland 21702. The 
P.O. Box application (PS Form 1093) revealed that Dr. Ivins rented P.O. Box 1103 on November 

3, also listed on the P.O. Box application card to receive mail-
as shown the P.O. Box application and stated that it had neve~ 

anyw re . d never met, nor had any social or professional association with, a Dr. Ivins. 
However, recognized the name Bruce Ivins because-ad previously mentioned his 
name. The last payment on the P.O. Box was made on No~ 13,2004. A review of Change 
of Address records revealed that P.O. Box 1103 was closed on December 30, 2005 and no 
forwarding address was provided. 

The investigation has shown that over the past 24 years, Dr. Ivins was known to have 
utilized at least two Post Office (P.O.) Boxes to commtmicate with members of the public, to 
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pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box was located at the College Estates Station, Frederick, Maryland 21702. 
Investigations have revealed that the envelopes used in anthrax mailings all contained similar 
print defects. Analyses of the U.S. Postal System records indicate that the above Post Office 
received 1000 envelopes from the same batch of envelopes that contained the unique print 
defects. 

(2) Use of Personal E-mail to Discuss KKG 

The foHowing will show how Dr. Ivins defines the depths of his obsession and 
knowledge of the sorority KKG. Additionally, as previously described above, the letters used in 
the 2001 anthrax mailings were mailed from a blue collection box located at 10 Nassau Street, 
Princeton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, Princeton, New 
Jersey, located on the same side of the street and approximately 60 feet to the right from the blue 
collection box. 

(a) The E-mail Account: 
goldenphoenixlll @hotmail.com 

Investigations into the above e-mail account revealed that Dr. Ivins was the owner said 
account. Pen register informa led activity on this account from April 14, 2007 
through November 30, 2007. information from Hotmail provided the fo llowing 
user identification for the above e-mail address: 

Login: 
Name: 
Address: 
Account Created: 

goldenphoenix 11 1 @hotrnail.com 
Golden Phoenix 
Maryland 21702 
October 01, 2006 

A search of the internet for postings under goldenphoenix 111 identified the following 
posting dated February 20, 2007, on a website at www.abovetopesecret.com: 

Wildswan, you are quite right about what you said about 
KKG. If people look hard enough and dig hard enough, have 
friends, relatives, perhaps financial resources, etc., then they can 
pretty much find out about whatever GLO [Greek Letter 
Organization] they want. Kappas are noted for being lovely, 
highly intelligent campus leaders. Unfortunately, they labeled me 
as an enemy decades ago, and I can only abide by their "Fatwah" 
on me. I like individual Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me 
since the 1960s, and REALLY after me since the late 1970s. At 
one time in my life, I knew more about KKG than any non-Kappa 
that had ever lived. Unfortunately I've forgotten a lot. I've read 
the history of KK.G that was written several decades ago about its 
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founding. Question for you: Did your chapter use the combined 
service, or did you separate your services into the "RedRoom and 
WhiteRoom"? did you use speciai blue or white blindfolds? You 
can reach me at goldenphoenix 111 @hotmail.com ... as a phoenix 
rises from its ashes .. . 

(b) 

Pen register information 
2006 through November 29, 2007. 
foHowing account information for the 

Login Name: 
Alternate E-mail Address: 
Full Name: 
Address: 
Account Created: 

The E-maU Account: 
jimmyflathead@yahoo.com 

· ·ty on the above account from November 04, 
from Yahoo! provided the 

jimmyflathead 
Kingbadger7@aol.com 
Mr. Ed Irving 
Frederick, MD 21 702 
October 13, 2005 

Investigations have revealed instances when this account was used in association with 
Wikipedia to further his obsession with KKG. Wikipedia is an on-line colle.ction of information 
created by the contributions ofWikipedia users. Anyone may contribute to an entry, or article, 
once they set up a Wikipedia account and user name. The articles on Wikipedia are similar to an 
encyclopedia entry, however, the information contributed is not verified and may not be factual. 
Each Wikipedia article has a discussion page for contributors to post comments or questions 
about the contents of the article. Wikipedia users may also communicate directly with each other 
through Wikipedia using their Wikipedia user name. Wikipedia contains articles on the different 
national fraternities and sororities, including an article on KKG. 

One frequent contributor to the KKG entry is identified by the u p.rn,<>rr•P. 

.u ................ , " believed by investigators to be Dr. Ivins. In e-mails to 
Ivins, using his true name and the e-mail address j · o.com, 

r""+""r""""''ri information in the KKG article posted by "jimmyflathead" as his contributions. 
AdditionaUy, when CW-4 opens e-mail fromjimymflathead@yahoo .com, the "from" line on the 
e-mail reads: 

From: Bruce Ivins [mailto:jimrnyflathead@yahoo.com] 

~~Bruce Ivins is j irnmyflathead@yahoo.com and was the sender of the e-mails received 

As cataloged in the history pages for the KKG entry, Dr. Ivins has attempted to post 
derogatory information about the organization and its members as well as confidential 
information known only to KKG's members. Dr. Ivins, as jimmyflathead, frequently "signed" 
his postings on the discussion page as "jf'. Dr. Ivins and other users have previously engaged in 
an "edit war" on the KKG article. An edit war is where a Wikipedia contributor posts 
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information that is later deleted· or changed by another contributor, and the contributors go back 
and forth dekting or changing each others contributions .• observed Dr. Ivins's postings 
and discussions with other users through the Wikipedia d1scuss1on fomm in the KKG article and 
described his actions as follows: 

Every time someone removed information, he added it back, and 
added more negative information along with it. That was his usual 
threat- delete this again and I wi11 add more negative information 
to this site or reveal more secrets. The sheer volume of information 
is that [jimmyflathead] has is more than most members remember. 

Over the course of this edit war, Dr. Ivins provided his personal e-mail address to other 
contrib~tors.e-mail him ~irectly before they removed his contribu~io~s fr~m the site. 
Accordmg t Dr. Ivms "seemed to encourage people to e-mail him directly" and 
described such actwn as counter to the "culture" ofWikipedia, where contributors usually 
communicate with each other through the individual article talk pages or e-mail using their 
Wikipedia user name. By so doing, Dr. Ivins was also keeping.other contributors out of the 
discussions about the KKG article. 

On Janu 
not affiliated 
j imm yfluu .. ~au' 

c. Use of an E-mail Account to Possibly 

(1) The E-mail Account: 

The above e-mail account is the most recently identified account It was discovered when 
the investigation r.ed that Dr. Ivins had placed an order for the magazine .. -
information from revealed account · · , with name Ed Irving ~s·~ 
his jimmyflathead@yahoo.com · 217 2 (Ivins's 
residence), and an e-mail address of information from 
Yahoo! Inc. listed an alternate e-mail 
e-mail address for Dr. Ivins, however, -arne was listed in the 
should be noted tha~s the own~e-mail account •••• 

A pen register was established on this account on December 01, 2007. Subpoenaed 
information from Yahoo! revealed that the account had been accessed on September 25, 2007, 
additionally; they provided the following user identification for the e-mail address: 

20 

I 

014674Anthrax Page 514 of 639



SearchWarrant-08-084M-03.pdf

Login Name: 
Alternate E-mail Address: 
Name: 
Address: 
Account Created: 

d. E-mail Communications Revealing Previous Acts of Concealed 
Identity 

(1) The E-mail Account: bruce.ivins@us.army.mil or 
bruce.ivins@amedd.army .mil 

The investigation has also shown that Dr. Ivins has used the postal system to obscure his 
identity as the true sender of letters, gifts, and packages, by driving to locations outside of the 
Frederick, Maryland area, to reflect different postmarks on the packages. Additionally, this 
information has lead to Dr. Ivins equating his driving habits to those of people who go on walks. 
The following examples show Dr. Ivins use of the postal system, driving habits, and how he 
manipulates the information he provides his wife: 

E-mail February 1, 2001, from Dr. Ivins: "I want to send to 
you a self-addressed (to me) stamped envelope with some money 
in it. Wh~ get it, please send it back to m~ in the mail. Then 
I can tellWIII'what happened and won't be lymg." 

E-mail March 4, 2001, from Dr. Ivins: "The reason I put 
different names on the packages and card is in your message to me 
below .... Then you recognized who sent you everything, despite 
the fact that they weren't sent from Frederick." 

E-mail March 13,2001, from Dr. Ivins: "Then I got your 
e-mail making me wonder if you thought that I was trying to get 
something from you by sending you care packages, Cluistmas or 
birthday gifts, etc. That had me rather worried, so I decided to go 
ahead and send you the things, but from different places and with 
different names. The detergent from Laundry Boy was mailed 
from Virginia during an IPT meeting. The gift certificate and 
birthday card were mailed from Gaithersburg. The jacket- when it 
finally came - was to be mailed from Gaithersburg, but you had . 
already figured out who sent you everything else, so I just went 
ahead and sent it from Frederick." 
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Ivins). However, as described in the following e-~ails, Dr. Ivins admitted responsibility for the 
gift after approximately six moths of denials: '1 

E-mail March 28, 2003, 
tell me that he ed up that he had indeed put th~e •• 
your I find that really, really strange. 

E-mail April 7, 2003, from "Bruce 
told me an interesting thing while we ..... that he 
had, indeed put Why 
did he wait so long to up truth 
when both you and I asked him out right about it? Very odd. 
Sometimes (most of the time) I really don't get his motives behind 
anything he does. And, I think there are motives most of the time. 
It's a little scary actually to think he drove all the way up there in 
the middle of the night just to drop off a package." 

On March 31,2005, during an intervie~Ivins admitted that th~ was a 10 
to 11 hour drive, and that "this was a surprise_ .. Dr. Ivins acknowledged that 1t was a long 
way to drive, and characterized the trip as a "killer drive" because he had two herniated disks in 
his spinal column which made long drives uncomfortable. Dr. Ivins also admitted that he had 
once driven to Gaithersb~ryland, and sent a package to -so a would not 
immediately perceive frorri'tllepostmark that it was a package ~m w"ith a Frederick, 
Maryland postmark. When asked whether he had ever engaged in any similar driving activity, 
Dr. Ivins related that in the late 1990s he occasionally drove roundtrip from Frederick, Maryland 
to Flinstone, (a two hour and 30 minute round trip) where some friends lived. Dr. Ivins did not 
visit his friends on these trips, describing the journeys as just "mindless drives." Dr. Ivins 
equated these drives with the way some people go for a long walk. 

Investigations revealed that Dr. Ivins informed people that he would drive places but tell 
his wife he was in the laboratory, and set back the odometer in his car. This information is 
significant because Dr. Ivins regularly worked at night, and could legitimately use it as an excuse 
with his family to explain his absence from home. 

e. The Capture of E-mails from Bruce Ivins to Bruce Ivins 

(1) The E-mail Account: Kingbadger7@aol.com 

This account is the oldest active personal account identified in the investigation. Pen 
register r. Ivins ~equently uses this _account with a~tiyi,tll~. ~ece~t as ~~?-~ary 04, 
2008. _ . ~formatwtJ:~~ ADL provided the followmg u• 1den;1ficah~n"for the:. 
above e mall ad~ess . , -~"'! ~ . . . 

l 
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Screen Name: 
Name: 
Address: 
Account Created: 

KingBadger7 
Bruce Ivins 

Frederick, NUD 21702 

On multiple occasions, pen registers have captured Dr. Ivins sending e-mails from one of 
his e-mail accounts to another. A recent search of Dr. Ivins's home revealed a printed e-mail 
from KingBadger7@aol.com to Dr. Ivins's work e-mail account discussing the AMERITHRAX 
investigation. More precisely, in the e-mail, Dr. Ivins is attempting to draw attention to two 
other scientists from USAMRIID, · · be responsible for the 
anthrax mailings. Dr. Ivins possible mailers of the 
anthrax letters of2001. This e-mail is dated November 19, · 11 reasons for 
Ivins's theory. Two years later when Ivins was asked who he believed could have accomplished 
the mailings he did name these two individuals, however, he did not explain why he came to this 
conclusion. Additionally, he provided the names of other individuals as wdl. Something he has 
done throughout the course of the anthrax investigation. 

f. An E-mail Communication witti Similar L anguage to the 
Anthrax letters 

E-mail September 26, 2001 , from Dr. Ivins: "Osama Bin Laden has just decreed death to 
all Jews and all Americans." This e-mail is significant because it displays language similar to the 
text of the anthrax letters postmarked two weeks later warning "DEATH TO AMERICA," 
"DEATH TO ISRAEL. II 

g. The Keepsake of Hundreds of Hand-Written or Typed 
Communications by Dr. Ivins 

Recently, a search was conducted at Dr. Ivins's residence. From this search, hundreds of 
hand-written or typed letters to/from Dr. Ivins to/from various members of society were 
collected. The majority of the letters were from the early 1980s through the mid 1990s. Among 
others, Dr. Ivins sent letters to United States Senators as well as various news organizations. 

These seized letters are significant since all of the anthrax-laden letters were sent to 
members of the Media or members of the United States Senate. Additionally, the envelopes of 
the anthrax-laden letters were addressed with a four digit extension to the ZIP code. The 
addition of the four digits showed knowledge by the mailer for reaching a specific person in the 
United States Senate. 

G. Conclusion 

The anthrax letters wer/mailed anon~usly and utilized a fictitious return address for 
the letters mailed to Washington, D.C. Dr. Ivins has engaged in a pattern of sending letters and 
packages with fictitious return addresses in order to mask his identity. Similarly, Dr. Ivins has 
used and continues to use, the internet in ways that also conceal his identity,both in online 
postings, such as Wickipedia, and his specific e-mail accounts, as set forth above. Indeed, he has 
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proven that he can make a 1 0-hour round-trip drive in the middle of the night to deliver a 
package without his family or friends, or even the recipient, becoming aware of this activity. 

Large e-mail providers allow customers to store their communications on their servers for 
as long as they wish. Dr. Ivins's keepsake of hundreds of hand-written or typed letters shows his 
affinity to keep his writings. Additionally, the thousands of e-mails collected from various 
computers of people either associated with USAl\1RIID or Dr. Ivins have revealed case-pertinent 
information. Specifically, Dr. Ivins's fascination with KKG was revealed from e-mail 
communications between coworkers and friends, as well as his own postings on the internet. 

The vast amount of collected e-mails and letters· shoW Dr. Ivin~is predisposed to 
communicate to others, revealing his innermost thoughts and feelings.''; Additionally, various 
evidence also suggests that Ivins is taking steps to conceal his identity when he communicates 
and possibly mimics the identity of others, such as sending letters to the editor of a newspaper in 
the name of another, known individual. 

Based on the foregoing, I submit that there is probable Gause to believe that a search of 
the e-mail accounts described here and in Attachment A, may result in collection of evidence 
relevant to the dissemination of a Weapon of Mass Destruction (anthrax) through the U.S. mail 
system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 1114. 
Specifically, the search may reveal additional computer files, e-mail accounts, or documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings or his possible 
obstruction of the investigation. Furthermore, additional conspirators involved in the attacks 
may be identified. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. 
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The statements contained in this Affidavit are based in part on information 
provided by FBI Special Agents and U.S. Postal Inspectors, on observations made by law 
enforcement agents, and on my experience and background as an FBI Special Agent. I have not 
included each and every fact known to me concerning this investigation. I have set forth only the 
facts that I believe are necessary to establish the necessary foundation for the search warrant. 

Sworn to before me t~~B l 4 ?OQS 
d of · 

GE 

for the District of Columbia 

ALAN KAY 
U.S. MAGISTRATE JUDGE 

j , 
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Special Agent 
Federal Bureau of Investigatio .. 
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ATTACHMENT A 

I. Search Procedure 

a. These search warrants will be presented to Yahoo!, AOL, and MSN Hotmail 
personnel by law enforcement agents. Yahoo!, AOL, and MSN Hotmail personnel will be 
directed to isolate those accounts and files described in Section II below; 

b. In order to minimize any disruption of computer service to innocent third parties, 
Yahoo!, AOL, and MSN Hotmail employees will create exact duplicates of the computer 
accounts and files described in Section II below, including an exact duplicate of all information 
stored in the computer accounts and files described therein: 

c. Yahoo!, AOL, and MSN Hotmail employees will provide the exact duplicates in 
electronic form of the accounts and files described in Section II below and all information stored 
in those accounts and files to law enforcement agents who need not be present during the 
duplication of the files; 

d. Law enforcement personnel will thereafter review the infonnation stored in the 
accounts and files received from the Yahoo!, AOL, and MSN Hotmail employees and then 
identify and copy only the information contained in those accounts and files which is authorized 
to be further copied as described in Section III below; and 

e. Law enforcement personnel will then seal the original duplicate of th accoW1tS and 
files received from Yahoo!, AOL, and MSN Hotmail employees and will not further review the 
original duplicates absent an order of the Court. 

II. Files and Accounts to be Copied by Yahoo! Employees 

a. All electronic mail stored and presently contained in, or on behalf of, the following 
electronic mail addresses and/or individual accounts: 

Yahoo!: 

AOL: kingbadger7[ at] aol[ dot] com 

MSN Hotmail: hotmail[ dot] com 

b. All existing printouts from original storage of all of the electroni mail described 
above in Section II(a); 

c. All transactional information of all activity of the electronic mail addresses and/or 
individual accounts described above in Section II( a), including log files, dates, times, methods of 
connecting, ports, dial-ups, and/or locations; 
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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

Offic·e, Wall Lockers and Laboratory 
Space of Bruce Edwards Ivins, inside 
Buildings 1412 and 1425-ofthe U.S. Army 
McdicaJ Research Institute of Infectious 
Diseases, on Porter Street, Fort Detrick~ MD 

APPLICATION AND AFFIDA VlT 
FOR SEARCH WARRANT 

CASE NUMBER ~~- !/ cJ...! 
-~C::..:h.:.:a.:.:r~l""es~B~._W!.,!....!!i~c~k~e:..;rs~b~a~m~----- being duly swom depose and say: 

1 am a(n) Postallnspec:tor with the U.S. Postal Jnspec:tion Service and have reason to believe 
(Offi,inl Tille) 

that o on the person of or~ on the property or premises known as (n11mc. ck scntnion and or 1oc.Jition) 

the office, wall lockers a nd lAboratory space or Bruce Edwards lvin., inside Buildings 1412 and 1425 or the United 
Stattj Army Medical Research Institute of Infectious Oisea!ies (" USAMRIID" ), located on Porter Street, Fort 
Detrick, MAryland, including (I) wall locker number SS in Room 127 of Buildinj!; 1412, (2) w"lllockcr number 
JOin Room 8301 of Building 1425, (3) office number f 9 of Building 1425, and (4) the biocontainment h•boratory 
areas identifred as Rooms B303, 8313 and 8505 locattd inside 8uildin~ 1425. 

in the Di!itrict of Maryland, there is now concealed 11 certain person or property, namely 
fire~trms and other weapons, b1111istiu vests or other pr:otective gear, and any writings identifying a plan to kill 
witneue..'\ or names of intended victims, or any other relevant documents, notes, photograph. and records in 
various formats, including computer files and other elcc:lronic media, as more fully de..'lcribed in the Attachment. 

which is ('L~tc one l)f more btl$CS for surch Hn(t seizure set forth uod~r Ru le 4 1 (Ill ofche federal Rules of Criminal Procedure) 

evidence relevant to the comminion of an act of terrorism, to include the usc of a weapon of mass destruction 
(.anthrax) and the murder and attempt to murder officers and employee~ of the United States, and threats to 
witnesses involved in, and obstruction of, that invenigation. 
in violation of Title _I_L United States Code, Section(s) 2332a. 1114, and 1512Ca)(2) . The facts to support a finding 
of Probable Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN fNCORPORA TED BY REFERENCE AS IF FULLY RESTATED HEREIN 

Continued on the attached sheet and rnade a part hereo~f. ;JJ;.~ZES NO 

Rachel Carlson Lieber, AUSA Vfll · 
~~~~--~-------------------------u.s. Attorney's Office, wa.~h ington, DC alurc 0 A • 

(202) 353 -8055 Charles B. Wickersham, Postal Inspector 

Date 

Deborah A. Robinson 
llftllad State• Mag1stratt. Judge 

Name Md Title of Jttdiciol Of!iCGr 

United States Postal Inspection Service 

at Washington, D.C. (pursuant to the domestic terrorism search 
warrant provisions of Rule 4 J (b)(3)) 
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A09J(Rcv.S/8S)Searcll Worrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Maner of the Search of 

Office, Wall Locken and Laboratory 
Space of Bruce Edwards Ivins, inside 
Buildings 1_412 and 1425 of the U.S. Army 
Medical Research Institute of Infectious 
Diseases, on Porter Street, Fort Detrick, MD 

SEARCH WARRANT 

TO: Postal Inspector Charles B. Wickersham and any Authorized Officer of the United St.aces 

Affidavit(!) havmg been made before me by P~tallnspector Charle, B. Wickersham who has reason to 
believe that o on the person or ®on the premises known as (name. description and or location) 

the office, wolllockers and ~laboratory space of Bruce Edward!! Ivins in!ide Building~ 1412 and 14l5 o( the 
United State.." Army Medical Research Institute of Infectious Dlseall~ (''USAMR11D")1 located on Porter 
Stred, Fort Detrick, Maryland~ including (I) wall locker number 55 in Room 127 or Building 1412, (2) wall 
locker number 10 in Room 8301 of Building 1425, (3) office numbu 19 or Building 1425, and (4) the 
biocontainment laboratory areas Identified ·.u Rooms 8303, B3J3 and 8505 located iMide Buildtn~ 1425. 

in the Disrrict of Maryland there is now concealed a certaip person or property, namely (describe: 1he pcrsCin or propcny) 

firearm! and (lther weapons1 ballistics vests or other protective gear, and any writings identifying a plu to 
kill witnesses or names or intended victims, or any other relennt documents, note.'l and records in various 
formats, including computer files aod other electronic media, as more rully describtd in the Attachment. 

I am sa\isfied thal the affidevits(s) and any recorded testimony establish probable cause to believe that the person or 
~roperty so d~scribed is now concealed on the person or premises eb~-described and establi~h grounds for the 
1s~uance of th1s warrant. /\ ~ 

YOU ARE HtREBY CO AND ED to smch on o• before _)\,(,~ z.--r f 1---l/U 0 
~IC) 

(not to exceed 10 da the per!ion or place named above for the e:_rsot' or property specified. serving this warrant and 
making the search (in the daytime-6:00A.M. to 10:00 P.M.) U (at any time in the day or night as I find rea:~onable 
cause has been established) and if the person or property be found there to seize same, leaving a copy ofthis warrtlnt and 
receipt for the person or property caken, and prepare a written inventory of the person or property seized and promptly 

"tum th. wa '"'?ide,; •; ~~e/IJ.S. Mag;strate lodge . ., "qoked by law. 

, ••~oocd.io.Washin~!Qn,_OC pur~u~~ t .. 
·- - -·---

A~ I 06(Rcv.5/85) Aflidavit for Search Wcn11nt 

UNITED STATES DISTRICT COURT 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Thomas F. Dellafera, being duly sworn, depose and say: 0 7. - 5 2 4 - M - 0 1 

I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 
a~proximately f»'.en~y-one years. I _pn authorized to investigate crimes involving violations of 
T1tle 18 U.S.C. lfctwn 2332(a) and 1114. 

This affidavit is respectfully submitted, pursuant to the terrorism search warrant provision 
found at Rule 4l(b)(3) of the Federal Rules of Criminal Procedure, in support of an application 
for a warrant to search the following premises and vehicles: 

(1) Frederick, Maryland, a single family residence. The residence 
has white painted wood siding, with a white front door that is located on the right 
side of the front of the home. The front door has an exterior storm door. Left of the 
front door are two windows cased with red shutters. A black railing leads up several 
stairs to the front door where the number are indicated in black above the 
door. The search will include a large white shed; with peeling paint, that is located 
on the rear o&~~:J?ji.B.~~· ... Bruce Edwards Ivins purchased the house__.. 
Investigation has di!ClOse"Cf'·tmo property has been his principle residence since 
September, 2001 . 

(2) Automobile #1: a vehicle with Maryland registratior 1 expiration 
02/11/2009, and Vehicle Identification Number The vehicle 
is described as a 2002 Saturn SLl , blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 9/13/2002 and has been the sole owner, and is the primary user. 

(3) Automobile #2: search a vehicle with Maryland registratio~expiration 
06/25/2008, and Vehicle Identification Number . The vehicle 
is described as a 1993 Honda Civic, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 1 999 and has been the sole owner. The vehicle is primarily used by 
Ivins 's w · and is driven on occasion by Bruce Edwards Ivins. 

( 4) Automobile #3 : A warrant to search a vehicle with Maryland 
expiration 07/01/2009, and Vehicle Identification 
The vehicle is described as a 1996 Dodge van, red, and is registered tot•illl••• 
··-······Frederick, MD. ~urchased the vehicle 
10/1711996, and the vehicle is driven on occasion by Bruce Edwards Ivins. 

(5) Safe Deposit Box #48, located at Farmers & Mechanics Bank, Branch #1, 1305 West 
71

h Street, Frederick, Maryland 21702. The box was originally leased on 06/12/1990, 

and is subscribed to Bruce E. Ivins and : a;ederick, 
Maryland 21702. Available records indicate Bruce E. Ivins and§ accessed 
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\ 
the box during the period 12/07/2004- 07/20/2007. Access records previous to 
12/07/2004 no longer exist. 

As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon ofMass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation of Title 18, United States Code, 
Sections 23 32( a) and 1114, which killed five people and infected at least 17 others. · 

Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force") investigation of the anthrax attacks has led to the identification of Dr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Army Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD, as a person necessitating further investigation for several reasons: 
(1) At the time of the attack~, he was the custodian of a large flask of highly purified anthrax 
spores that possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night laboratory work 
hours around the time of both anthrax mailings; (3) Ivins has claimed that he was suffering 
serious mental health issues in the months preceding the attacks, and told a coworker that he had 
" incredible paranoid, delusionlr thoughts at times" and feared that he might not be able to 
control his behavior; (4) Ivins is believed to have submitted false samples of anthrax from his lab 
to the FBI for forensic analysis in order to mislead investigators; (5) at the time of the attacks, 
Ivins was under pressure at work to assist a private company that had lost its FDA approval to 
produce an anthrax vaccine the Anny needed for U.S. troops, and which Ivins bel:ieved was 
essential for the anthrax program at USAMRJID; and (6) Ivins sent an email tog L til•••••• a few days before the anthrax attacks warning. that "Bin Laden terrorists 
for sure have anthrax and sarin gas" and have "just decreed death to all Jews and all Americans," 
language similar to the anthrax letters warning "WE HAVE THIS ANTHRAX ... DEATH TO 
AMERICA . .. DEATH TO ISRAEL." 

The Task Force submits that a search and forensic swabbing of the Subject Residence and 
Subject Vehicles may reveal forensic or documentary evidence that will assist the investigation 
by linking Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators involved in 
the attacks . The search is for laboratory equipment, tape, ink, paper, textile fibers, Caucasian 
hair, trace bacillus spores, handwriting samples, photocopy samples, and all relevant documents, 
notes and records in various formats, as more fully described in the Attachment to this affidavit. 

Factual Background 

In September and October, 2001, at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the District of Columbia, New York City, and 
Boca Raton, Florida, in violation of Title 18, United States Code, Section 2332(a), which 
prohibits the .use of a Weapon of Mass Destruction. Bacillus anthracis is a Weapon of Mass 
destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 
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States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Columbia. Each of the envelopes contained a handwritten note referencing "9-11-0 1" 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA DEATH TO ISRAEL. ALLAH IS GREAT." The two letters addressed to 
Capitol Hill had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and the 
other eleven people suffered cutaneous anthrax (contracted through the skin). Five of the 
inhalational victims eventually died from their infection: (1) Robert Stevenson, 63, photo editor, 
American Media Inc., Boca Raton, Florida, died on 10/5/2001; (2) Thomas L. Morris, Jr. , 55, 
postal worker, Brentwood Post Office, Washington, D.C., died on 10/21/2001; (3) Joseph P. 
Curseen, Jr., 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001 ; 
(4) Kathy T. Nguyen, 61, hospital employee, New York City, died on 10/3112001; and (5) Ottilie 
Lundgren, 94, Oxford, CT, died on 11 /21 /200 1. Another 31 persons tested positive for exposure 
to anthrax spores. All of the exposures and cases of infection are attributed to the anthrax 
mailings, based on their timing, their location, the place of employment of each individual 
infected, and the identity of the strain of anthrax found in each letter and in the bodies of the five 
deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each of the decedents' 
bodies is the same strain of anthrax found in the threat letters mentioned above. This particular 
strain is commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals 
quantities of Bacillus anthracis can be produced in a scientifi c laboratory, such as those found at 
W1iversities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires particular laboratory equipment 
such as a lyophilizer or other drying device, biological safety cabinet or other containment 
device, incubator, centrifuge, fermentor, and various personal protective gear, described more 
fully in the Attachment to this affidavit. 

Determination of Origin of Anthrax Contained in 2001 Mailings 

The mail attacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark da~es of the recovered letters. Letter:s used in the first attack were 
postmarked on 09/18/2001 and were focused to media establishments located in the New York 

3 

014685Anthrax Page 525 of 639



SearchWarrant-08-429M-03.pdf

area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, DC. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses . Physical 
comparison of the spore powders taken from the Post and Brokaw letters versus the Senator 
Leahy and Senator Daschle letters reveals obvious differences. The spore powders recovered 
from the Post and Brokaw letters were granular and multicolored in consistency, while the 
Senator Leahy and Senator Daschle letters contained fine spore powders that were unifonn in 
color. 

Microscopic examination of the evidentiary spore powders recovered from all four letters 
identified an elemental signature of Silicon within the spores. This Silicon signature had not 
been previously described for Bacillus anthracis organisms. 

Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in '1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (i.e. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 2001 mailings, serve to provide a "DNA fingerprint'' which can, 
and has been used to investigate other Ames isolates collected from laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, sixteen domestic government, commercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories prior to the 

·- --- ----_ _ ____,_. 

received Ames strain Bacillus anthracis isolates or samples from all sixteen domestic 
laboratories, as well as, from laboratories in Canada, Sweden, and the United Kingdom. All 
total, the Task Force has obtained more than 1000 isolates of the Ames strain of Bacillus 
anthracis from these laboratories and archived these isolates in the FBI Bacillus anthracis 
Repository (hereinafter "FBIR"). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FBtR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight iso lates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR.-1 029. 

4 

014686Anthrax Page 526 of 639



SearchWarrant-08-429M-03.pdf

RMR-1029 was stored in the B3 biocontainment suite witrun Building 1425 ofthe United States 
Anny Medical Institute of Infectious Diseases (USAMRIID), Fort Detrick, Maryland. Access to 
the suite is afforded only to those personnel who are approved by the USAMRIID Security, 
Safety, and Special Immunizations Program to have the required background check, training, and 
medical protection (vaccination or personal protective equipment (PPE)). Dr. Bruce Ivins has 
unrestricted access to the suite and has been the sole custodian of RMR-1 029 since it was first 
grown in 1997. 

Bacterial contaminant found in attack letters 

Both of the anthrax spore powders recovered from the Post and Brokaw letters contain 
low levels of a bacterial contaminant identified as a strain of Bacillus subtilis. The Bacillus 
subtilis contaminant has not been detected in the anthrax spore powders recovered from the 
envelopes mailed to either Senator Leahy or Senator Daschle. Bacillus subtilis is a non
pathogenic bacterium found ubiquitously in the environment. However, genomic DNA 
sequencing of the specific isolate of Bacillus subtilis discovered witbjn the Post and Brokaw 
powders reveals that it is genetically distinct from other known isolates of Bacillus subtilis. 
Analysis of the Bacillus subtilis from the Post and Brokaw envelopes revealed that these two 
isolates are identical. · 

Phenotypic and genotypic analyses demonstrate that the R.MR.-1 029 does not have the 
Bacillus subtilis contaminant found in the evidentiary spore powders, which suggests that the 
anthrax used in the letter attacks was grown from the material contained in RMR-1 029 and not 
taken directly from the flask and placed in the envelopes. Since RMR-1 029 is the genetic parent 
to the evidentiary spore powders, and it is not known how the Bacillus subtilis contaminant came 
to be in the Post and Brokaw spore powders, the contaminant must have been introduced during 
the production of the Post and Brokaw spores. Taken together, the postmark dates, the Silicon 
signature, the Bacillus subtilis contaminant, the phenotypic, and the genotypic comparisons, it 
can be concluded that, on at least two separate occasions, a sample ofRMR-1029 was used to 
grow spores, dried to a powder, packaged in an envelope with a threat letter, and mailed to the 
victims. 1 

Envelopes used in the anthrax attacks 

In the 2001 anthrax attacks, four envelopes were recovered. The four envelopes were 
all 6 .Y,. inch federal eagle envelopes. The "federal eagle" designation is derived from the postage 
frank in the upper right-hand corner on the envelope which consists of the image of an eagle 
perched on a bar bearing the initials "USA." Underneath the lettering is the number "34," which 
denotes the postage value of 34¢. The eagle, lettering, and denomination are referred to as the 

1 As the Court may recall from its review, during the course of this six year investigation, the Task Force has from 
time to time obtained search warrants, supported by affidavits establishing probable cause, for the residences and 
vehicles of other · who have come under investigative in the e.g. ••••• 

prior searches in this investigation were conducted 
Task Force developed the genetic assays that led to the identification ofRMR 1029 at USAMRJID as the genetic 
parent of the anthrax used in the 2001 letter attacks. 
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indicia. The eagle and the bar are stamped in blue ink, while the denomination is stamped in 
grey ink. Approximately 45 million Federal eagle 6 -Y/' envelopes were manufactured by 
Westvaco Corporation (now known as MeadWestvaco Corporation) of Williamsburg, 
Pennsylvania, between December 6, 2000 and March 2002. These Federal eagle 6 W' envelopes 
were manufactured exclusively for and sold solely by the U.S. Postal Service between January 8, 
2001 and Jnne 2002. 

Subsequent to the attacks, an effort was made to collect all such envelopes for possible 
forensic examination, including the identification of defects that occur during the envelope 
manufacturing process. As a result of this collection, envelopes with printing defects identical to 
printing defects identified on the envelopes utilized in the anthrax attacks during the fall of2001 
were collected from the Fairfax Main post office in Fairfax, Virginia and the Cumberland and 
Elkton post offices in Maryland. The Fairfax Main, Cumberland, Maryland, and Elkton, 
Maryland post offices are supplied by the Dulles Stamp Distribution Office (SDO), located in 
Dulles, Virginia. The Dulles SDO distributed "federal eagle" envelopes to post offices 
throughout Maryland and Virginia. Given that the printing defects identified on the envelopes 
used in the attacks are transient, thereby being present on only a small population of the federal 
eagle envelopes produced, and that envelopes with identical printing defects to those identified 
on the envelopes used in the attacks were recovered from post offices serviced by the Dulles 
SDO, it is reasonable to conclude that the federal eagle envelopes utilized in the attacks were 
purchased from a post office in Maryland or Virginia. 

0 f the sixteen domestic government, commercial, and university I aboratori es that had 
virulent RMR -1 029 Ames strain Bacillus anthracis material in their inventory prior to the 
attacks, only one lab was located in Maryland or Virginia, where the relevant federal eagle 
envelopes were distributed and sold by the U.S. Postal Service: the USAMRIID facility at Fort 
Detrick, MD. 

Tape, Ink, and Fiber Trace Evidence 

All four of the envelopes containing these letters were taped along the seams ':"'ith 
transparent tape. Due to striation patterns placed on transparent tape as part of the manufacturing 
process, it is sometimes possible to match a piece of suspect tape with the tape roll from which it 
originated. According to FBI Laboratory experts, the envelopes were addressed with a pen 
which dispenses fluid-like ink, rather than the ink typically found in a ball point pen. Due to the 
distinguishing characteristics of ink, which vary by manufacturer, it is sometimes possible to 
match ink writing with the pen or brand of pen used to apply it. Forensic analysis of the tape 
attached to the four envelopes has identified eight different types of fiber attached to the tape: 
black cotton, black wool, black nylon, brown polyester, blue wool, yellow acrylic, red cotton, 
and red acrylic. 

Identification of Collection Box at 10 Nassau Street 

Information gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
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Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S . Postal Service drop box 
that collects mail to be processed at the Hamilton facility. Further forensic examination of the 
contaminated mailbox recovered a number of Caucasian human hairs from inside the box, which 
are suitable for comparison. 

Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbio logist who has worked for 27 years in the 
Bacteriology Division at USAMRIID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate of Philosophy (Ph.D.) degree in Microbiology in 1976, 
aJI from the University of Cincirmati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University of North Carolina (UNC), Chapel Hill. 

A review of USAMRIID records, laboratory notebooks, written protocols, and 
professional publications has shown that Dr. Ivins has worked with Bacillus anthracis at 
USAMRIID since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades . At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importance of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins produced 
large batches of Bacillus anthracis which were required for such challenges - tests in which 
vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years ofworking in the laboratories ofUSAl'v1RIID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall 200 l mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area, and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

Unexplained late night laboratory access 

USAMRIID containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of. 
laboratories used by USAMRIID Bacteriology personnel for research on dangerous animal and 
human pathogens. The flask identified as RMR-1 029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
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door to the cold-side change room, which is secured by a magnetic-lock. A central security 
system monitors and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His 
regular working hours on average consisted of a 7:30a.m. to 4:45p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001; however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 hot Suite. 

The following depicts the comparison of Dr. Ivins's total hours spent at night, after 6 
p.m., in Suite B3 during the years 2000 and 2001: 

35 

30 

25 

~ 20 
= ~ 15 

10 

5 

0 

Night Hours in Suite B3 

1 • 2ooo • 2001 1 

Jan. Feb. Mar. Apr. May June July Aug. Sept. Oct Nov. Dec. 
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The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the Post and Brokaw letters to New York which 
began at 5:00p.m. Monday, September 17,2001 and ended at noon on Tuesday, September 18, 
2001. Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive 
evening shifts prior to the mailings with time spent in Suite B3: 

D ay D t ae T . B ild. 1425 nnem u mg T t 1 T . B3 o a tmem 
Friday September 14 8:54p.m. to 12:22 a.m. 2 hours 15 minutes 
Saturday September 15 8:05 p.m. to 11:59 p.m. 2 hours 15 minutes 
Sunday September 16 6:38 p.m. to 9:52 _p.m. 2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25. 
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The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing of the Daschle and Leahy letters to Washington, D.C. 
which began 3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 
2001. Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of 
the following times in building 1425 with time spent in Suite B3 : 

D ay D ate T' . B 'ld' 1425 T IT' . B3 1mem Ul mg ota 1mem 

Friday September 28 7:16p.m. to 10:59 p.m. 1 hour 42 minutes 

Saturday September 29 8:02p.m. to 11:18 p.m. 1 hour 20 minutes 

Sunday September 30 9:53p.m. to 12:04 a.m. 1 hour 18 minutes 

Monday October 1 9:14p.m. to 10:43 p.m. 20 minutes 

Tuesday October 2 7:24p.m. to 9:39p.m. 23 minutes 

Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 

Thursday October 4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 
Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9, for 15 
minutes, and then October 14, for 1 hour and 26 minutes. 

The investigation has also analyzed the daily schedules, work areas accessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001 . When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different than those o.fthe other researchers, in that he was frequently in Suite B3, where RMR-
1 029 was kept, late at night and on weekends when no other researchers were present in Suite 
B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee was 
present. 

On March 31, 2005, Dr. Ivins was asked by Task Force investigators about his access to 
BJ and could provide no legitimate reason for the extended hours, other than "home was not 
good" and he went there "to escape" from his life at home. A review ofDr. Ivins's and co
workers's laboratory notebooks and projects at the times in question was conducted. The 
investigation determined that Dr. Ivins's role in the experiments were minimal, and did not 
justify the time he spent in B3. Dr. Ivins has admitted to investigators that the research he was 
conducting in 2001 did not require, and aoes not explain, his late night hours in the B-3 
laboratory around the time period of the anthrax mailings. 

Since producing anthrax spore preparations was one ofDr. Ivins 's principal 
responsibilities at USAMRIID, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRIID afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and letters used in the Fall 2001 attacks. 
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Failure to cooperate in providing laboratory samples 

. Dr. Ivins provided two sets of samples of Ames anthrax to 
the FBI which he represented to the I were drawn from RMR-1029. In the first submission in 
February 2002, Dr. Ivins failed to follow the pro 
subsequently notified that the February 2002 samples were unusable due to his 
the protocol. A second set of samples, labeled "Dugway Ames spores- 1997" was provided to 
the FBIR by Dr. Ivins in April of2002. Dr. Ivins declares that he uses the terms "Dugway Ames 
spores- 1997" and RMR-1 029 interchangeably, as they are the same flask of material. Both of 
the April Rl\1R-1 029 samples were submitted for genetic testing and found to be negative for the 
presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suite B3 at 
USAMRIID and identified additional Ames samples of Dr. Ivins 's and others that had not been 
submitted as part of the above mentioned~esponse. Dr. Ivins submitted slants 
prepared from the newly identified samples to the FBIR on April 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1 029 flask itself. All ofthe 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

On June 17, 2004, RMR-1029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction of the FBI. Samples of these FBIR submission were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1 029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31, 2005, Dr. Ivins was informed that the slants of RMR-1 029 material, he 
provided to the FBIR on April 10, 2002 found 
to be genetically distinct from the anthrax contained in the attack letters, and from anthrax 
material recovered by the FBI from the RMR.-1029 flask seized from Dr. Ivins' lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked to explain why he did not submit the 
genetically positive sample which was clearly responsiv~ Dr. Ivins was 
adamant in his response that there had been no omission ~submission, and he 
insisted that he had provided RMR-1 029 to the FBI in his second submission of samples in April 
2002. 
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Knowledge that his stock of anthrax matched the anthrax used in the attack 

On March 31,2005, when Dr. Ivins was informed by FBI agents that RMR-1029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year ago, FBI Special 
Agent Darin Steele told him that R.MR-1029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR-1 029 submission provided by Dr. Ivins in April2002 did not 

. match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and RMR 
1029, until after the June 17, 2004 submission and subsequent laboratory analysis. 

When interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months after the letter attacks, he was aware that his stock of anthrax, RMR -1029, exhibited 
unique morphological similarities to the anthrax·used in the attacks, and that he allegedly learned 
this information from three coworkers at USAMRJID who participated in the forensic analysis of 
the anthrax in the letters. Each of those three coworkers was interviewed by the Task Force, and 
deny disclosing such information to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none ofthese interactions, did Dr. Ivins ever indicate he had knowledge that RMR-1029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1029. To the contrary, Dr. Ivins repeatedly claimed that the anthrax 
used in the attacks resembled that of another researcher at USAMRliD and were dissimilar to the 
Bacillus anthracis Ames organisms maintained in his laboratory, which included RMR-1029. 

Mental health issues and possible motive 

The investigation has shown that in 2000 and through the mailings in 2001, Dr. 
Ivins had mental health issues. Dr. Ivins's mental health issues came to the attention of 
investigators while reviewing e-mails ofUSAMRIID researchers. Through thee-mails it 
was determined that Dr. Ivins was undergoing significant stress in both his home and 
work life. The mental health issues and stress were significant to the extent that Dr. Ivins 
sought professional help from a psychiatrist and was immediately prescribed medication 
that started in February 2000. 

The following are excerpts from e-mails dated April2000 through December 2001, from 
Dr. Ivins to a friend regarding work, home, state of mental health, and use of medication 
(emphasis are as they appeared in thee-mails): 

April 3, 2000, "Occasionally I get this tingling that goes down both arms. 
At the same time I get a bit dizzy and get this unidentifiab le "metallic" taste in my 
mouth. (I'm not trying to be funny,~ It actually scares me a bit.) Other 
times it's like I'm not only sitting at my desk doing work, I'm also a few feet away 
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watching me do it. There's nothing like living in both the first person singular 
AND the third person singular!" 

June 27, 2000, "Even with .the Celexa and the counseling, the depression 
episodes still come and go. That's unpleasant enough. What is REALLY scary is 
the paranoia .... Remember when I told you about the "metallic" taste in my 
mouth that I got periodically? It's when I get these "paranoid" episodes. Of 
course I regret them thoroughly when they are over, but when I'm going tlrrough 
them, it's as if I'm on a passenger on a ride . . .. Ominously, a lot of the feelings 
of isolation - and desolation - that I went through before college are returning. I 
don't want to relive those years again. . . . I've been seeing the counselor once a 
week." 

June 28, 2000, "Apparently Gore (and maybe even Bush) is considering 
making the anthrax vaccine for the military voluntary, or even stopping the 
program. Unfortunately, since the BioPort people aren 't scientists, the task of 
solving their problem has fallen on us ..... Believe me, with all the stress of 
home and work, your email letters to me are valuable beyond what you would 
ever imagine - and they help me keep my sanity .... " 

June 29, 2000, "BioPortjust tested its final lot of AVA [anthrax vaccine] 
in a potency test If it doesn't pass, then there are no more lots to test, and the 
program will come to a halt. That's bad for everyone concerned, including us. 
I' m sure that blame wi 11 be spread around." 

July 4, 2000, "The thinking now by the psychiatrist and counselor is that 
my symptoms may not be those of a depression or bipolar disorder, they may be 
that of a "Paranoid Personality Disorder." 

July 6, 2000, '2 ]j I think the**** is about to hit the fan ... bigtime. The 
final lot of AVA, lot 22, isn't passing the potency test, and now there's nothing to 
back it up . Plus, the control vaccine isn't working. It's just a fine mess. ••• 
are spending probably 95% of our time on this." 

July 7, 2000, in an e-mail, Dr. Ivins offered to be interviewed as a case 
study, as long as it remained anonymous. Dr. Ivins indicated that he did notwant 
to see a headline in the National Enquirer that read, "PARANOID MAN WORKS 
WITH DEADLy ANTHRAX!! f II 

July 23, 2000, "It's been a really stressful week, from all stand points. 
Home, work, and it's not going well with the counselor I'm going to. (She said she 
thinks I'm going to have to ask to get put 
with another counselor or into a group session. . . . Sometimes I think that it's all 
just too much." 
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August 12, 2000, "Last Saturday, as you probably guessed from my email, 
was one of my worst days in months. I wish I could control the thoughts in my 
mind. It 's hard enough sometimes controlling my behavior. When I'm being 
eaten alive inside, I always try to put on a good front here at work and at home, so 
I don't spread the pestilence ... .I get incredible paranoid, delusional thoughts at 
times, and there's nothing I can do until they go away, either by themselves or 
with drugs." 

August 29,2000, ........ are 10% of the Bacteriology Division. 
If we quit, the anthrax program and BioPort would go down the drain. I'm not 
boasting, ... but the three of us have a combined total of 52 years of research 
experience with anthrax. You just can't go out and find someone like.._ 
with their knowledge, skill and abilities. Ain't gonna happen." 

March 4, 2001, "The people in my group just don't pick up on what I try to 
say. They are not into the kinds of problems I bring up, so it's hard for them to 
deal with them. The psychiatrist is helpful only because he prescribes the Celexa. 
He's not that easy to talk to, and he doesn't really pick up on my problems. The 
woman I saw before I went into group wanted to get me put in jaiL That wasn't 
very helpful either. I'm down to a point where there are some things that are 
eating away that I feel I can't tell ANYONE ... . " 

September 7, 2001, "I was taken off the Special Immunization Program 
because of what happened last spring, and I've just gotten back on it, getting my 
anthrax and Yellow fever shots. We are currently finishing up the last of the 
AVA, and when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work until we get a new 
lot There are no approved lots currently available at BioPort . . .. Q 1as been 
having us have biweekly meetings on the rP A vaccine progress, and on August 29 
I went to the Pentagon - first time there - to go to a meeting in his place on the 
vaccine. There is a real bag of worms with a new ·Jot of rP A produced by the 
BDP (a private company) for NCI, who is under contract to USAMRIID. BDP 
signed a sub-contract with to produce the rP A for a human use vaccine Phase I 
triaL They were paid and they produced it. Now they·are refusing to release it 
unless the Anny pays some incredible sum of money for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Army refuses to do that of 
course, and everything is in Limbo." 

September 15, 2001, "I am incredibly sad and angry at what happened, 
now that it has sunk in. Sad for all of the victims, their families, ·their friends. 
And angry. Very angry. Angry at those who did this, who support them, who 
coddle them, and who excuse them." 

September 26, 2001, "Of the people in my "group," everyone but me is in 
the depression/sadness/flight mode for stress. I'm really the only scary one in the 
group. Others are talking about how sad they are or scared they are, but my 
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reaction to the WTC/Pentagon events is far different. Of course, I don't talk about 
how I really feel with them - it would just make them worse. Seeing how 
differently I reacted than they did to the recent events makes me really think about 
myself a lot. I just heard tonight that Bin Laden terrorists for sure have anthrax 

andsaringas. You••••••••••••••••••••• 

In that same September 26, 2001 email, Dr. Ivins states "Osama Bin 
Laden has just decreed death to all Jews and all Americans'' -- language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO 
AMERICA," "DEATH TO ISRAEL." 

On October 16, 2001, in an e-mail, Dr. Ivins's coworker communicated 
the following to a fonner coworker, "Bruce has been an absolute manic basket 
case the last few days." 

December 15, 2001, "I made up some poems about having two people in 
one (me+ the person in my dreams): ... 

I'm a little dream-self, short and stout. 
I'm the other half of Bruce- when he lets me out. 
When I get all steamed up, I don't pout. 
I push Bruce aside, them I'm Free to run about! 

Hickory dickory Doc - Doc Bruce ran up the clock. 
But something then happened in very strange rhythm. 
His other self went and exchanged places with him. 
So now, please guess who 
Is conversing with you. 
Hickory dickory Doc! 

Bruce and this other guy, sitting by some trees, 
Exchanging personalities. 
It's like having two in one. 
Actually it's rather fun!" 

The investigation has revealed that Dr. Ivins was prescribed various psychotropic 
medications including antidepressants, antipsychotics, and anti-anxiety, for his mental health 
issues from 2000 through 2006. 

On July 18, 2007, a forensic psychiatrist completed a detailed review of Dr. Ivins 
insurance billing records for medical appointments and prescriptions. Additionally, this 
psychiatrist was provided with an overview ofDr. Ivins's social habits, interests, and obsessions. 
The forensic psychiatrist stated that based on his experience, if Dr. Ivins was the mailer, it is 
quite possible that Dr. Ivins retained some kind of souvenir or references to the mailing events. 
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Controversy concerning the anthrax vaccine 

Beginning shortly after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
was the focus of public criticism concerning their introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001, as evident by thee-mails above, that same anthrax vaccine was having problems in the 
production phase at Bioport, a private company in Michigan responsible for manufacturing the 
vaccine. The Food and Drug Administration (FDA) had suspended further production at 
Bioport, and the U.S. government, specifically the Department of Defense, was running out of 
approved lots of the vaccine. The situation placed pressilre on select staff members at 
USA1'v1RIID, including Dr. Ivins, who were part of the Anthrax Potency Integrated Product Team 
(IPT). The purpose of the IPT was to assist in the resolution of technical issues that was 
plaguing Bioport's production of approved lots of the vaccines. 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who worked for NBC News had submitted a Freedom offuformation Act 
(FOIA) requests on USAMRIID seeking detailed information from Dr. Ivins's laboratory 
notebooks as they related to the A VA vaccine and the use of adjuvants. On August 28, 2001, Dr. 
[vins appeared angry about the request providing the following response in an e-mail: "Tell 
Matsumoto to kiss my ass. We've got better things to do than shine his shoes and pee on 
command. He's gotten everything from me he will get." 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the A VA 
vaccine for human use, production at Bioport resumed, and anthrax research at USAMRIID 
continued without interruption. As mentioned previously, one of the anthrax letters post marked 
on September 18,2001, was addressed to Tom Brokaw, NBC News in New York. Dr. Ivins 
thereafter received "the highest honor given to Defense Department civilians at a Pentagon 
ceremony on March 14, 2003" for his work in "getting the anthrax vaccine back into 
production." 

Use of false names and fascination with sorority group linked to location of anthrax mailings 

The investigation has shown that over the past twenty-four years, Dr. Ivins was known to 
have utilized at least two Post Office Boxes to communicate with members of the public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P .0. Box, College Estates Station, Frederick, Maryland 21702, was serviced by the 
Frederick Main post office, Frederick, Maryland 21701. Analysis of the USPS shipping records 
indicate the Frederick Main received 1000 6 3/4" Federal Eagle banded envelopes on the same 
day as post offices known to have received envelopes with identical print defects as those seen 
on the envelopes used in the mailings. 

On May 14, 2007, identified four communications that it had previously received 
from Dr. Ivins. 3 does not personally know Dr. Ivins but has repeatedly corresponded with 
him by mail). In Dr. Ivins's first-letter to dated May 8, 1982, he used the return address 
ofP.O. Box 1265, Frederick, Maryland 21702. In the letters, Dr. Ivins expressed his support to 
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ustifying the practice of hazing by it's 
sorority, (KKG). 

On July 9, 2007, the Post Office Box application (PS Form 1093) at the College Estates 
Station, Frederick, Maryland 21702, for P.O. Box 1103, in the name of Bruce E. Ivins was 
obtained. A review ofthe application card revealed that Dr. Ivins rented P.O. Box 11 03 on 
November 12, 1993, providing a military identification and using his Maryland Motor Vehicle 
Administration Drivers License, I-152-098-188-301 as proof of identification. Dr. Ivins 
provided an address Frederick, MD 21702 and telephone numbers of 
':::::;~~,~~ Also listed on the P.O. Box application card to receive mail 
• The last payment on the P.O. Box was made on November 13, 2004. A 
review of Change Address records revealed that P.O. Box 1 I 03 was closed on December 30, 
2005 and no forwarding address was provided. 

On July 30,2007, was interviewed regarding P.O. Box 1103. 
personally know Dr. Ivins but has historically been familiar with his n <U'YlP'-

.as shown the P.O. Box application and stated that it had never rented a P.O. Box anywhere 
and had never met, nor had any social or professional association with a Dr. Ivins. However, 
e•lrecognized the name Bruce Ivins because had previously mentioned his name . 
... indicated tJ that Dr. Ivins harasse:d it in the past, and believed tha~~as 

frightened of Dr. Ivins, resulting from unspecified incidents that occurred prior to-meeting 
-also recalled a vandalism incident that occurred in the months prior to leaving the 

Maryland area wit~ They had awoken one morning in their Gaithersburg apartment to 
find Greek letters spray painted on the fence, sidewalk, and vehicle outside their apartment. 

A copy ofth- Police Report, 
•••was obtained from the Records Division and provid 

On the morning of I I - 3 I b filed a report of vandalism with lice Department. 
3 advised that between 2330 and 0830 hours, unknown subject(s) sprayed the Greek 

symbols for KKG on its front fence, three (3) areas of sidewalk adjacent to its residence, and on 
the rear window ofits 1981 Honda Accord. - advised tha-was a 
member of the sorority KKG in North Carolina four (4) years ago . 
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., ... ,$ • . , This incident is significa.nt because Dr. Ivins's address, after completing 
his Post Doctoral Fellowship at the UNC, Hill in 1978 and prior to moving to Frederick 
in the 19 This is the same town home 
community that esided and exp case ofKKG related vandalism 
before moving out of the state in 1983. 

On April 5, 2007, ecalled that Dr. Ivins had told it that he had maintained a P.O. 
Box for the purpose of corresponding with individuals who had responded to advertisements Dr. 

Ivins had placed in possibly a newspaper or magazine.~-:::::::~~~~ ················-Dr. Ivins told 8 ] that he advertised that 
he possessed a KKG sorority handbook which contained cherished information solely reserved 
for KKG members. CW-4 believed that Dr. Ivins was advertising that he had access to 
privileged information and would be willing to share the secrets with those responding to the 
advertisements. Dr. Ivins admitted to CW -4 that he had broken into a KKG sorority house to 
steal a secret KKG handbook. CW-4 believed that Dr. Ivins had committed this alleged crime 
during his Post Doctorate Fellowship at the UNC, Chapel Hill. 

Dr. Ivins provided CW-4 one ofhis alternate e-mail addresses as 
goldenphoenixlll@hotmail.com. A search of the internet for postings under goldenphoenix111 
identified the following posting dated February 20, 2007, on a website at 
www.abovetopesecret.com: 

"Wildswan, you are quite right about what you said about KKG. If people look 
hard enough and dig hard enough, have friends, relatives, perhaps financial 
resources, etc., then they can pretty much find out about whatever GLO they 
want. Kappas are noted for being lovely, highly intelligent campus leaders. 
Unfortunately, they labeled me as an enemy decades ago, and I can only abide by 
their "Fatwah" on me. I like individual Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me since the 1960s, 
and REALLY after me since the late 1970s. At one time in my life, I knew more 
about KKG than any non-Kappa that had ever lived. Unfortunately I've forgotten 
a lot. I've read the history ofKKG that was written several decades ago about its 
founding. Question for you: Did your chapter use the combined service, or did 
you separate your services into the "RedRoom and WhiteRoom"? did you use 
special blue or white blindfolds? You can reach me at 
goldenphoenixlll@hotmail.com ... as a phoenix rises from its ashes ... " 

This posting is significant in that in his own words, Dr. Ivins defines the depths of his 
obsession and knowledge in the sorority .K.KG. Additionally, as previously described above, the 
letters used in the 2001 anthrax mailings were mailed from a blue collection box located at 10 
Nassau Street, Princeton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, 
Princeton, New Jersey, located on the same side of the street and 60 feet to the right from the 
blue collection box. 
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Connection to "4th Grade, Greendale School" 

The investigation into the fictitious return address on envelopes used for the second 
round of anthrax mailings, "4th GRADE," "GREENDALE SCHOOL," has established a possible 
link to the American Family Association (AF A) headquartered in Tupelo, Mississippi. In 
October 1999, AFA, a Christian organization, published an article entitled "AFA takes Wisconsin 
to court. " The article describes a lawsuit filed in federal court, by the AF A Center for Law and 
Policy (CLP), on behalf of the parents of students at Greendale Baptist Academy. The article 
focuses on an incident that occurred on December 16, 1998, in which case workers of the 
Wisconsin Department of Human Services went to the Greendale Baptist Academy in order to 
interview a fourth-grade student. The case workers, acting on an anonymous tip that Greendale 
Baptist Academy administered corporal punishment as part of its discipline.policy, did not 
disclose to the staff why they wanted to interview the student. The case workers interviewed the 
student in the absence of the student's parents and informed the school staff that the parents were 
not to be contacted. The AFA CLP filed suit against the Wisconsin Department ofHuman 
Services, citing a violation of the parents' Fourth Amendment rights. 

donations were 
made to the AFA in the name of"Mr. and Mrs. Bruce Ivins" on eleven separate occasions 
beginning on December 31, 1993. After an approximate two year break in donations, the next 
donation occurred on November 11, 1999, one month after the initial article referencing 
Greendale Baptist Academy was published in the AFA Journal. It was also discovered that the 
subscription to the AFA Journal, in the name of"Mr. & Mrs. Bruce Ivins," a~ 
Frederick, Maryland 21702, was active until March 2005. 

Frustrations with Members of the United States Senate 

The investigation has shown that Dr. Ivins and his wife, practicing 
Catholics. Their children are graduates of Saint John's at Prospect Hall Catholic High School 
located in Frederick, Maryland. In an e-mail dated, September 26, 2001 , Dr. Ivins states that 
both he and . are actively involved in the church choir. On July 10, 2002, in an e-mail to a 
friend, Dr. Ivins identified his wife,- as the President of the Frederick County Right to 
Life, as well as having connections to many other pro-life/anti-abortion groups. Dr. Ivins later 
states in the same e-mail, "I'm not pro-abortion, I'm pro-life, but I want my position to be one 
consistent with a Christian.'' 

In 2001, members of the Catholic pro-life movement were known to be highly critical of 
Catholic Congressional members who vote'd pro-choice in opposition to the beliefs of the 
Catholic Church. Two of the more prominent members of Congress who fell in this category 
were Senator Tom Daschle, then Senate Majority Leader; and Senator Patrick Leahy, Chairman 
of the Senate Judiciary Committee, both recipients of the 2001 anthrax mailings. In a 
September/October 2001 newsletter from the organization Right to Life of Greater Cincinnati, 
Senator Leahy and Senator Daschle were featured in an article entitled: Pro-Abortion "Catholic" 
Senators ?, wherein a statement declares that these men should no longer be labeled Catholic and 
should be excommunicated for aiding and abetting abortion. During Task Force interviews, 12 
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staff members related that Senator Leahy is pro-choice on the issue of abortion. Three staff 
members stated that Senator Leahy was on a pro-life "hit list" because of his stance on abortion. 

On September 26, 2001, in an e-mail to a friend, Dr. Ivins writes "The news media has 
been saying that some members of Congress and members of the ACLU oppose many of the 
Justice Department proposals for combating terrorism, saying that they are unconstitutional and 
infringe too much on civil liberties. Many people don't know it but the official ACLU position is 
to oppose all metal detectors in airports and schools and other public buildings. It's interesting 
that we may now be living in a time when our biggest threat to civil liberties and freedom doesn't 
come from the govenunent but from enemies ofthe government. Osama Bin Laden has just 
decreed death to all Jews and all Americans, but I guess that doesn't mean a lot to the ACLU. 
Maybe I should move to Canada .... " 

On November 17, 2001, Senator Leahy's Chief of Staff, was interviewed by Task Force 
investigators. The staffer stated that Senator Leahy has drawn fire from some conservative pro
life supporters. The staffer advised that Senator Leahy and Senator Daschle were seen by some 
members of the public as slowing the passage of the P.A.T.R.I.O.T. Act. Se~ator Leahy 
reportedly was criticaf~N:~~.tPf'lt~~e'"b-emeVeafta~ far reaching and 
threatened civil liberties. The staffer also related that Senator Leahy had been criticized by 
conservatives and Republicans for resisting the appointment of Republican appointed judicial 
nommees. 

Bacillus Trace Evidence 

Experts at the FBI's Hazardous Materials Response Unit have found that trace quantities 
of Bacillus anthracis and Bacillus subtilus can be detected using biological swabbing techniques 
similar to those used by United Nations weapons inspectors. Anthrax and Subtilus spores are 
like seeds, which are surrounded by a dense shell capable of enduring extreme environmental 
conditions and temperatures remaining dormant for decades, until such time that nutrients are 
again available and the organism returns to its vegetative cycle of replication. Even .when the 
viability of an anthrax or subtilus spore is destroyed by environmental or other factors, the 
genetic material of the organism will remain preserved within the dense shell of the spore, and 
can be detected by DNA analysis using the Polymerase Chain Reaction (PCR). 

The investigation to date has yielded a diverse array of items contaminated with anthrax 
spores from the letters, such as the previously mention mailbox at 10 Nassau Street in Princeton, 
New Jersey. The contaminated items tenaciously retain anthrax spores on their surfaces, even 
when subjected to the highs and lows of outdoor temperatures, various envirorunental conditions, 
and elements of the weather. The United States Postal Service had great difficulty cleaning the 
two regional postal facilities that processed the anthrax letters. Trace quantities of anthrax spores 
were found to persist in those facilities nearly two years after the attacks, despite repeated efforts 
to eliminate those spores using chlorine dioxide gas and other remediation techniques. 

Taken together, it is reasonable to believe that bacillus anthracis and subtilus spores 
residual from the September and October 2001 mailings may still persis.t in trace amounts inside 
the home or vehicle of the person who mailed them, even six years after the crime. Regardless 
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of their viability, the mechanics of the spore structure protects the DNA of the organism, which 
can be detected using PCR techniques. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search and 
forensic swabbing of the Subject Residence and Subject Vehicles may result in collection of 
evidence relevant to the dissemination of a weapon ofmass destruction (anthrax) through the 
U.S . mail system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 
1114. Specifically, there is probable cause to believe that a search and forensic swabbing of the 
Subject Residence and Subject Vehicles as described in the Attachment to this affidavit, may 
reveal laboratory, makeshift, and dual purpose equipment, or materials, supplies, and protocols 
used in preparation of the deadly anthrax contained in the letters, or may recover trace amounts 
of the non-anthracis Bacillus or the powdered anthrax material remaining in the Subject 
Residences and Vehicles, or may recover textile fibers that match those recovered from the tape 
on the envelopes used in the anthrax mailings, or may recover hairs that match the Caucasian 
hairs recovered from inside the contaminated mail drop box in Princeton, New Jersey, or may 
produce papers, tape, pens, pencils, notes, books, n!tnuals, receipts, financial records, 
correspondence, address books, maps, handwriting samples, photocopy devices, scanners, 
printers, toner or printer cartridges, photocopy exemplars, envelope bands, New Jersey 
addresses, global positioning devices, zip-code information, photographs, computer files, cellular 
phones, phone bills, electronic pager devices, other digital devices, or other documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators 
involved in the attacks. 

Based upon my knowledge, training and experience, my consultations with other criminal 
investigators, persons engaged in criminal activity frequently store, or inadvertently deposit, 
these kinds of items in their homes or automobiles and leave them on the premises for many 
years after a crime, failing to recognize their forensic value and incriminating nature. This 
conclusion is supported by trash covers that have been found in material recently discarded from 
the house. On October 15 and October 22, 2007, trash was recovered from the front of 622 
Military Road, Frederick, Maryland, including receipts from a 1995 purchase as well as other 
documents related to KKG sorority. In my experience, vehicles are often used to store 
documents, maps, receipts, and other papers related to travel that may be relevant to this 
investigation. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed 1Ulder seal until further order of the Court. ~ 1-), h.-r 
~-( ~~ l'<t''j .,..c__ otf -rt'"l"l2.. ~~.,._,'(':(? J2 TO r ?fd'tJ-\- £....,_ :Rv-1"4 JlQJ..Cf", lN :Y 

I rt 7C_.._ A-f/dJo.-v, -r- J" -+-/CLrL J?e.ot.A<!!.s-;- 7C.._ /fvrA.Jr- ;)- w e,.-~7.Q. ~/"5 
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The statements contained in this Affidavit are based in part on information provided by 
FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as an FBI Special Agent. I have not included 
each and every fact known to me concerning this investigation. I have set forth only the facts 
that I believe are necessary to establish the necessary foundation for the search warrant. 

~~ T~OMAS F. DELLAFERA 
Post~l Inspector 
United States Postal Inspection Service 

ocr 3lzoo7 
Sworn to before me this 
__ day of 2007 

·~ // ~JUDGE 
United States District Court 
for the District of Columbia 

DEBORAH A. ROBINSON 
u.s. MAGtsl'RAlEJt.JDGe 

N, C~ark 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

1, Charles B. Wickersham, being duly sworn, depose and say: 

1 have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 
approximately twenty months. I am authorized to investigate crimes involving violations of 
Title 18 U.S.C. Sections 2332(a), 1114, and 1512(a)(2). 

This affidavit is respectfully submitted in support of an application for warrants to search 
the following premises and vehicles, pursuant to the domestic terrorism search warrant provision 
found at Rule 41 (b)(3) of the Federal Rules of Criminal Procedure, in that it involves threats to 
witnesses in, and obstruction of, a domestic terrorism investigation, pending in the District of 
Columbia. 

(1) A warrant to search waH locker number 55~ located in Room J 27, Building 1412, 
United States Anny Medical Research Institute of Infectious Diseases (USAMRIID), 
fort Detrick, Maryland. Wall locker number 55 is labeled "Bruce Ivins", and is 
secured by a combination lock. 

(2) A warrant to search wall locker number 1 0, located in Room B30 1) Bui [ding 1425, 
USAMRIID, Fort Detrick, Maryland. Wall locker number 10 is labeled "Bruce Ivins 
X34927", and is secured by a combination [ock. 

(3) A warrant to search the office area of Dr. Bruce Edwards Ivins, office number 19, 
located in Building 1425, USAMRIID, Fon Detrick, Maryland. 

(4) A warrant to search Dr. Bruce Edwards Ivins's laboratory space in Room B303 , 
. BJ 13 and B505, Building 1425, USAMRIID, fort Detrick, Maryland. 

As discussed below, there is probable cause to believe that a search ofthe aforementioned 
premises may result in the collection of evidence relevant to an ongoing criminal investigation 
into the dissemination of a Weapon of Mass Destruction (anthrax) through the U.S. mail system 
in September 2001 and October 2001 in violation of Title 18, United States Code, Sections 
2332(a) and 1114, which killed five people and infected at least 17 others, and into tampering 
with a witness or informant in connection with that ongoing domestic terrorism ·investigation, in 
violation ofTitle 18, United States Code Section 1512(a)(2). 

Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service (hereinafter 
"Ta.Sk Force") investigation of the anthrax attacks has led to the identification of Dr:. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Army Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD (hereinafter ''USAMRIID''), as a person necessitating further 
investigation for several reasons: ( l ) At the time of the attacks, he was the custodian of a large 
flask of highly purified anthrax spores that possess certain genetic mutations identical to the 
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anthrax used in the attacks; (2) Ivins has been unable to give investigators a.n adequate 
explanation for his late night laboratory work hours arotmd the time cif both anthrax mailings; (3) 
Ivins has claimed that he was suffering serious mental health issues in the months preceding tbe 
anacks, and told a coworker that he had "incredible paranoic4 delusional thoughts at times» and 
feared that he might not be able to control his bchaviqr; (4) Ivins is believed to have submitted 
false samples of anthrax from his lab to the FBJ for forensic analysis in order to mislead 
investigators; (5) at the time of the attacks, [vins was under pressure at work to assist a private 
company that had lost its FDA approval to produce an anthrax vaccine the Anny needed for U.S . 
troops, and which Ivins believed was essential for the anthrax program at USAMRIID; and (6) 
Ivins sent an email to a friend in · a few days before the anthrax attacks 
warning her that "Bin Laden terrorists for sure have anthrax and sarin gas'~ and have 1'just 
decteed death to all Jews and all Americans," language similar to the anthrax letters warning 
"WE HAVE THIS ANTHRAX . .. DEATH TO AMERICA . . . DEATH TO ISRAEL." In his 

· affidavit dated October 3 1 > 2007, submitted in support of an initial search of the residence and 
vehicles of Bruce Edwards Ivins, Supervisory Postal Inspector Thomas F. Delafera described in 
greater detail information regarding Bruce Edwards Ivins, and his probable connection to the 
anthrax mailings. I hereby incorporate this affidavit by reference herein. See Exhibit A. 

Factual Background 

Over tbe course of the past few years, Dr. Ivins has become aware that the Task Force 
considers him a person who warrants further investigation in cormection with the anthrax 
attacks. He has been interv1ewed a number of times by law enforcement throughout the course 
of the nearly seven-year investigation~ most recently in the presence of his attorney on June 9, 
2008. In addition, on November 1, 2007, Task Force agents executed search warrants at his 
residence,· his office at USAMRIID, and his vehicles, for evidence linking him to the anthrax 
attacks, and seized a number of items, including numerous letters to members of Congress and 
the media, along with handguns. Finally, in recent months in particular, he has told co-workers 
and friends that he is a suspect in the investigation, even revealing to one friend a few weeks ago 
that his attorney has told him to prepare to be indicted for the anthrax attacks. 

His most recent statement regarding the attacks came two days ago on Wednesday, July 
9, 2008. While at a group therapy session in Frederick, Maryland, he revealed to the Licensed 
Clinical Social Worker and other members of the group that he was a suspect in this 
investigation. He stated that he was a suspect in the anthrax investigation and that he was angry 
at the investigators, the government, and the system in general. He said he was not going to face 
the death penalty, but instead had a plan to kill co-workers and other individuals who had 
wronged him. He said he had a bullet-proof vest, and a list of co-workers and added that he was . . , 
gomg to obtam a Glock firearm from his son within the next day, because federal agents are 
watching him and he could not obtain a weapon on his own. Based on these statements, the 
Social Worker called the Frederick, Maryland, police department, and they took custody of 
Bruce Edwards Ivins on Thursday, July 10, 2008, for a forensic evaluation at Frederick 
Memorial Hospital, where he remains as of this writing. 
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Further, with respect to bac~yard at the residence, at approximately 10:30 p.m., in early 
June 2008, Bruce Edwards Ivins was observed walking in the rain out into an area of his 
backyard near his back fence. He was then observed making a raking or digging motion in that 
area. Subsequent visual scrutiny of that area revealed that it was an untended area of grass and 
other vegetation. 

Finally, with respect to the three vehicles, over the course of the past several months, 
visual surveillance has been conducted regularly at the residence of Bruce Edwards Ivins a~ 
t& T · \Frederick, Maryland. Such surveillance has revealed that all three vehicles are 
regularly parked in front of the Ivins residence or in the driveway on the property. 

The Task Force submits that a search Subject Residence and Subject Vehicles may reveal 
physical or documentary evidence that will assist the investigation into these threats to witnesses 
related to the anthrax investigation, and obstruction of that investigation. The search is for 
firearms and other weapons, ballistics vests or other protective gear, and any writing~ identifying 
a plan to kill witnesses or names of intended victims, or any other relevant documents, notes_. 
photographs, and records in various formats, inc:luding computer files and other electronic 
media, as more fully described in the Attachment to this affidavit. 

Conclusion 

Based on the foregoing, 1 submit that there is probable cause to believe that a search of 
the Subject Offices and Wall Lockers may result in collection of evidence relevant to the 
investigation of threats to witnesses in, and obstruction of, the investigation into tbe 
dissemination of a weapon of mass destruction (anthrax) through the U.S. mail system in 
September and October 2001 in violation of !8 U.S.C., Sections 1512(a)(2), 2332a and 1114. 
Specifically, there is probable cause to believe that a search of the Subject Residence and 
Subject Vehicles as described in the Attachment to this affidavit, may reveal firearms and other 
weapons, ballistics vests, and writings identifying a plan to kill witnesses, names of intended 
victims, photographs, and other relevant documents. 

Because this affldavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. 

The statements contai.ned in this Affidavit are based in pan on information provided by 
FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as a Postal Inspector. I have not included each 
and every fact known to me concerning this investigation. I have set forth only the facts that 1 
believe are necessary to establish the necessary foundation for the search warrant. 

3 
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Sworn to befor: 
.J4~, day of _ _,.....~~~::;._ 

United States District Court 
for the District of Columbia 

1/ik.nCKERSHAM 
Postal Inspector 
U.S. Postal Inspection Service 
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ATTACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search for the 
items mentioned in the text of the search warrant, including more specifically the following: 

1. Docwnents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related paperwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe a plot lo harm or kill. other individuals, communication which would include but not be 
limited to handwritten notes and drawings, memos and photographs, which would include 
descriptive information such as telephone numbers, addresses, directions, and affiliations and 
contact points of individuals Bruce Edwards Ivins believes may be involvc:d in the investigation 
into the anthrax attacks of 2001 . Note that such documentary material described herein may be 
in printed ot electronic form such as, but not limited to, computer disks. Such computerized and 
other electronic material would constitute contraband, fruits~ instrumentalities or evidence of the 
offenses enumerated herein and in the anached affidavit for search warrant. 

2. Firearms and ammunition, extra magazines, sights, ballistics vests, targets, and 
any other weapon of any kind, and any and all paperwork referencing purchase, maintenance, 
transfer and ownership of any weapon. 

3. Keys, records, or other information pertaining to storage facil ities, safety deposit 
boxes or other location~ where such items set forth in paragraph l and 2 may be stored. 

4. Computer hardware, computer software, computer-related documentation, computer 
passwords and data security devices, records, documents, photos, and materials use to 
communicate, both written, electronic mail, and by any other means directed either to/from 
subject. 

a. Computer hardware is defined as any computer equipment including any electronic 
devices which are capable of analyzihg, collecting, convening, creating, displaying, or 
transmitting electronic, magnetic, optical computer impulses or data. These devices include, but 
are not limited to, computers, computer components, computer peripherals, data-processing 
hardware (such as CPUs, memory typewriters, and self·containcd laptop or notebook 
computers), encryption circuit boards, internal and peripheral storage devices (such as fixed 
disks, external hard disks, floppy disk drives and diskettes , tape drives and tapes and optical 
storage devices), peri.pheraJ input/output devices (such as keyboards, printers, scanners, plotters, 
and video display monitors), related communications devices (such as moderns, cables and 
connections, recording equipment, Ra~dom Access memory (RAM) or Read-o"nly memory 
(ROM) units, automatic dialers, speed dialers, programmable telephone dialing or signaling 
devices, and electronic tone gathering devices), as well as devices, mechanisms, or parts that can 
be used to restrict access to such hardware (such as physical keys and Jocks.) 

b. Computer software is defined as any instructions or programs stored in the form of 
~lectronic, magnetic, or optical media which arc capable of being interpreted by a computer or 
Its ~elated components. These items include, but are not limited to, operating systems, 
apphcation software. utility programs, compilers, intefl'reters, and communications software, as 

[ 1] 
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well as software used to communicate with computer hardware peripherals, either directly or 
indirectly by telephone lines, radio, or other means of transmission. Computer software may 
also include certain data, data fragments, or control characters integral to the operation of the 
computer software. 

c. Computer-related documentation is defined as any written, recorded, printed, or 
electronically-stored material which provjdes instructions or examples concerning the operating 
of a computer system, computer software, and/or any related device, including but not limited to, 
user agreements, software · manuals, and operating procedure guidelines. Sucb documentation 
may also include material which explains or illustrates the configuration or use of any seized 
hardwar.e, software, or related item. 

d. Computer passwords and data security devices are defines as all those devices, 
programs, or data - w~ether themselves or in the nature of hardware or software - that can be 
used, or is designed for use to restrict access to, or faci litate concealment of, any computer 
hardware, software, computer-related documentation, electronic data, records, or materials 
within the scope of this application. These items include, but are not limited to, any data 
security software or information (such as test keys and encryption codes), similar information 
that is required to access computer programs or data or to otherwise render programs or data into 
usable form. 

e. Records, documents, and materials, as used above, includes all the forgoing items of 
evidence in whatever form and by whatever means such records, documents, or material, their 
drafts, or their modifications may have been created or stored, including, but not limited to, any 
handmade form (such writing or drawing), any photographs or negatives, any mechanical form 
(such as printing or typing) or any electrical, electronic, magnetic~ or optical fonn (such as 
floppy diskettes, hard disks, CO-Roms, optical disks, printer buffers, smart cards, thumb drives, 
memory calculators, e.lectronic dialers, or electronic notebooks), as well as printouts or readouts 
from any storage devices. 

f. The term electronic mail is defined as any communications_. including, but not limited 
to, the transfer of signs, signals, writing, images. sounds, data, or intelligence, previously 
received, transmitted, or stored, or prepared in contemplation of transmission) or any 
communications in the process of being received or transmitted, whether stored on any 
electronic media named above or held in temporary, intermediate storage incidental to 
transmission. 

[21 
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ATTACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search and 
forensic swabbing for the items mentioned in the text of the search warrant, including more 
specifically the following: 

1. Any assembled or unassembled Biological Threat Agent (BT A), or trace thereof, and 
any BTA weapon, and/or any incendiary, radiological, nuclear, chemical or booby trap device. 

2. Laboratory equipment used in the production/replication of biological threat agents 
including, but not limited to agar or liquid growth media, media components, anti-foaming 
agents, animal droppings or carcasses, autoclaves, bleach, blenders, live animals and materials 
for their care, cylinder of nitrogen or oxygen, soil, dimethylsulfoxide (DMSO), fennentors, 
grinders, home brewing kits, incubators, inoculating loops, mechanical stirrers/paint stirrers, 
microscopes, microwave for making homemade agar plates, mortar/pestle, milling devices, 
ovens, Petri dishes/improvised glass/plastic cook dishes, pipettes, pressure cookers, Q-tips, roller 
flasks, rubber gaskets/seals, screens, sieves, sodium hydroxide, stains/inks/dyes used to identify 
BTAs, sterilization equipment (Bunsen or alcohol burners/butane torches), swabs, test tubes, 
tissue culture flasks, virus flasks, and other materials. 

3. Personal Protective Equipment/Safety Equipment including, but not limited to, 
biosafety hoods and cabinets (commercial or homemade), masks ( surgical/dust/HEP A), exhaust 
vents, filters (HEPA), gloves, lab coats, _mechanical fans, safety glasses/goggles, shoe covers, 
soap, tubing pipes, and vinegar. 

4. Items used in the weaponization/delivery of biological weapons including, but not 
limited to pens, tape, paper, scissors, envelopes, target addresses, aerosol canisters, agricultural 
or garden sprayers, acetone or other drying agents, baby powder, baking powder, baking soda, 
boxes, commerciaVindustrial powders, copier toner/printer and/or toner/inks, compressed air or 
other gas systems, cornmeal, cornstarch, explosive, hypodermic syringes/needles, jars or flasks 
with gauze on top, oatmeal, powdered milk, salt/pepper, spray bottles, squirt guns, stamps, sugar, 
talcum powder, and other materials. 

5. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related paperwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe production, weaponization, and delivery techniques, directions, maps, diagrams, and 
blueprints of delivery or target locations, communication which would include but not be limited 
to handwritten notes and drawings, memos and photographs, which would include descriptive 
information such as telephone numbers, addresses, affiliations and contact points of individuals 
involved in a conspiracy to acquire, refine, alter, transport, and/or use a biological weapon. Note 
that such documentary material described herein may be in printed or electronic form such as, 
but not limited to, computer disks. Such computerized and other electronic material would 
constitute contraband, fruits, instrumentalities or evidence of the offenses enumerated herein and 
in the attached affidavit for search warrant. 

[1] 
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6. Publications or ·other written materials evidencing knowledge of federal laws 
including those related to biological weapons and other weapons of mass destruction. 

7. Photographs, newspapers, or magazine clippings, travel information, brochures, maps, 
hotel receipts, rental receipts, notes, ledgers, phone numbers, toll records, address books (which 
may be in printed or electronic format), hand-held electronic memo-type notebooks, scanners, 
commercial transportation receipts, and firearms, ammwrition, firearms owners identification 
documents and/or permits and licenses, digital or other types of pagers and all alpha and/or 
numeric data/message stored therein, cellular phones, cordless telephones and their base units, 
caller identification units and all alpha-numeric information and data stored therein, biological 
weapons/agent formulas, biological weapons/agents, and/or recipes, all of which related to the 
construction of biological weapons, or plans to produce, conceal, or use such devices or agents or 
indicated possible confederates involved or possible targets of such weapons. 

8. Any notes, correspondence, memoranda, writings or other documents, regardless of 
storage media, which relate to the production or refinement of biological weapons (including 
anthrax bacteria/spores), or plans to produce, conceal or use such weapons, which items concern, 
among other things, rental agencies, storage facilities, biological/chemical suppliers or outlets for 
necessary biological equipment. Examples of such writings include, but are not limited to, those 
that evidence biological weapons production or predisposition such as sales receipts, invoices, 
shipping records, literature that relates to biological weapons-making or the production of 
biological materials, electronic addresses of sites with biological agent/weapons-making 
information and stored electronic communications, computer passwords or codes, delivery 
devices, and material from which biological weapons can be made from related chemicals and 
materials. 

9. Bank documents and other records and documents pertaining to the expenditure of 
funds for illegal activities, assets and funds used to facilitate illegal activities and assets and 
funds obtained from the conduct of illegal activities. 

10. Cellular and telephone records. 

11. Keys, records, or other information pertaining to storage facilities, safety deposit 
boxes or other locations where assets or contraband may be stored. 

12. Books, videos, pamphlets and any other written, audio, video media advocating 
production, refinement, distribution of biological weapons or other acts of violence or 
criminality. 

13. Destructive devices, weapons of mass destruction or their components or parts and 
any written medium pertaining to their design, use, operation, function, capabilities or other 
attributes. 

14. Records, documents, notes, or other material indicating the use of aliases or false 
identities including birth certificates, driver's licenses, photographs, travel documents or 
passports and miscellaneous items such as permits, registrations, certificates, licenses, and 
badges of all types. 

(2] 
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~ A023(Rev S/85)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

Residence at 
Frederick, Maryland, 
owned by Bruce Edwards Ivins, 
DOB 

SEARCH WARRANT 

CASE NUMBER: ap--f/ 3[) 

TO: Postal Inspector Charles B. Wickersham and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Postal Inspector Charles B. Wickersham who has reason to 
believe that o on the person or t8l on the premises known as {name, description and or location) 

Single Family Residence at • i Road, Frederick, Maryland, backyard of property, and large white 
shed on rear of property, owned by Bruce Edwards Ivins, DOB 

in the District of Maryland there is now concealed a certain person or property, namely (describe the person or property) 

firearms and other weapons, ballistics vests or other protective gear, and any writings identifying a plan to 
kill witnesses or names of intended victims, or any other relevant documents, notes and records in various 
formats, including computer files and other electronic media, as more fully described in Attachment A. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premisezabov -described and establish grounds for the 
issuance of this warrant. =----~ 

YOU A~E HEREBY COMMANDED to search on or before ~j 2- { ,/ 2--0·U U to ate} 

(not to exceed I 0 d person or place named above for the ~rson or property specified, serving this w.arrant and 

making the search ( n the daytime- 6:00 A.M. to I 0:00 P.M.) U (at any time iri the day or night as l find reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy ofthis warrant and 
receipt for the person or property taken, and prepare a written inventory of the person or property seized and promptly 

return this warr t to t undersigned!it1J te!U .S. Magistrate Judge, as require<tJ?¥i~~'<!i· r:- tales ~Jistrict ~?u.rt 
. If} , f for \ill) o1stn~t of Coluil)bla 

--~~~~~~~L~--~~~ ~ ATRUECOPY 
Date and Tim Issue n Washington, DC pursuant to JAI\~ Mi. · ··' Hl -~~~ ·TON, Clerk 
the domestic terrorism search warrant provisions 

or,~~~t'ah A. Robinson 
Un*d StatM Magistrate Judge 

Name and Title of Judicial Officer 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

r, Charles B. Wickersham, being duly sworn, depose and say: 

I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 
approximately twenty months. I am authorized to investigate crimes involving violations of 
Title 18 U.S.C. Sections 2332(a), 1114, and 1512(a)(2). 

This affidavit is respectfully submitted in support of an application for warrants to search 
the following premises and vehicles, pursuant to the domestic terrorism search warrant provision 
found at Rule 4l(b)(3) ofthe Federal Rules of Criminal Procedure, in that it involves threats to 
witnesses in, and obstruction of, a domestic terrorism investigation, pending il} the District of 
Columbia. 

(I) - Frederick, Maryland, a single family residence. The residence 
h~ood siding, with a white front door that is located on the right 
side of the front of the home. The front door has an exterior storm door. Left of the 
front door are two windows cased with red shutters. A black railing leads up several 
stairs to the front door where the number~e indicated in black above the 
door. The search will include a large white shed with peeling paint, that is located on 
the re~erty, along with the backyard. Bruce Edwards Ivins purchased the 
house - Investigation has disclosed the property has been his principle 
residence since September, 200 l. 

(2)~ #1: a vehicle with Maryland registration - · expiration 
-·and Vehic le Identi fication Number 1G8ZH52882Zl l2568 . The vehicle 

is described as I , blue, 4 door sedan, and is registered to Bruce 
Edwards I · , Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle and has been the sole owner, and is the primary user. 

( 4) Automobile #3: A warrant to search a vehicle with Maryland 
expiration- and Vehicle Identification Number 
The vehicle~d as a 1996 Dodge .. ~ . ... -· 

Frederick, MD. purchased the vehic e 
tcle is driven on occasion by Bruce Edwards Ivins. 
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As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may resul t in the col lection of evidence relevant to an ongoing criminal 
investigation into the di ssemination of a Weapon of Mass Destruction (anthrax) through the U.S. 
mail system in September 200 l and October 2001 in violation of Title 18, United States Code, 
Sections 2332(a) and I I 14, which killed five people and infected at least 17 others, and into 
tampering with a witness or informant in connection with that ongoing domestic terrorism 
investigation, in violation ofTitle 18, United States Code Section 1512(a)(2). 

Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force") investigation of the anthrax attacks has led to the identification of Dr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Army Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD (hereinafter "USAMRIID"), as a person necessitating further 
investigation for several reasons: (I) At the time of the attacks, he was the custodian of a large 
flask of highly purified anthrax spores that possess certain genetic mutations identical to the 
anthrax used in the attacks; (2) Ivins has been unable to give investigators an adequate 
explanation for his late night laboratory work hours around the time of both anthrax mailings; (3) 
Ivins has claimed that he was suffering serious mental health issues in the months preceding the 
attacks, and told a coworker that he had "incredible paranoid, delusional thoughts at times" and 
feared that he might not be able to control his behavior; (4) Ivins is believed to have submitted 
false samples of anthrax from his lab to the FBI for forensic analysis in order to mislead 
investigators; (5) at the time of the attacks, Ivins was under pressure at work to assist a private 
company that had lost its FDA approval to produce an anthrax vaccine the Army needed fo r U.S. 
troops, and which I vi · essential for the anthrax program at USAMRIID; and (6) 
Ivins sent an email to few days before the anthrax attacks 
warnin~hat "Bin Laden terronsts sure anthrax and sarin gas" and have "just 
decreed death to all Jews and all Americans," language similar to the anthrax letters warning 
"WE HAVE THIS ANTHRAX ... DEATH TO AMERJCA ... DEATH TO ISRAEL." In his 
affidavit dated October 31, 2007, submitted in support of an initial search of the residence and 
vehicles of Bruce Edwards Ivins, Supervisory Postal Inspector Thomas F. Delafera described in 
greater detail information regarding Bruce Edwards Ivins, and his probable connection to the · 
anthrax mailings. I hereby incorporate this affidavit by reference herein. See Exhibit A 

Factual Background 

Over the course of the past few years, Dr. Ivins has become aware that the Task Force 
considers him a person who warrants further investigation in connection with the anthrax 
attacks. He has been interviewed a number oftimes by law enforcement throughout the course 
of the nearly seven-year investigation, most recently in the presence of his attorney on June 9, 
2008. In addition, on November l , 2007, Task Force agents executed search warrants at his 
residence, his office at USAMRIID, and his vehicles, for evidence linking him to the anthrax 
attacks, and seized a number of items, including numerous letters to members of Congress and 
the media, along with handguns. Finally, in recent months in particular, he has told co-workers 
and friends that he is a suspect in the investigation, even revealing to one friend a few weeks ago 
that his attorney has told him to prepare to be indicted for the anthrax attacks. 

2 
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His most recent statement regarding the attacks came two days ago on Wednesday, July 
9, 2008. While at a group _therapy session in Frederick, Maryland, he revealed to the Licensed 
Clinical Social Worker and other members of the group that he was a suspect in this 
investigation. He stated that he was a suspect in the anthrax investigation and that he was angry 
at the investigators, the government, and the system in general. He said he was not going to face 
the death penalty, but instead had a plan to kill co-workers and other individuals who had 
wronged him. He said he had a bullet-proof vest, and a list of co-workers, and added that he was 
going to obtain a Glock firearm from his son within the next day, because federal agents are 
watching him and he could not obtain a weapon on his own. Based on these statements, the 
Social Worker called the Frederick, Maryland, police department, and they took custody of 
Bruce Edwards Ivins on Thursday, July 10, 2008, for a forensic evaluation at Frederick 
Memorial Hospital, where he remains as of this writing. 

Further, with respect to backyard at the residence, at approximately 10:30 p.m., in early 
June 2008, Bruce Edwards Ivins was observed walking in the rain out into an area of his 
backyard near his back fence. He was then observed making a raking or digging motion in that 
area. Subsequent visual scrutiny of that area revealed that it was an untended area of grass and 
other vegetation. 

Finally, with respect to the three vehicles, over the course of the past several months, 
·sua! surveillance has been conducted regularly at the residence of Bruce Edwards Ivins at

Frederick, Maryland. Such surveillance has revealed that all three vehicles are 
regularly parked in front of the Ivins residence or in the driveway on the property. 

The Task Force submits that a search Subject Residence and Subject Vehicles may reveal 
physical or documentary evidence that will assist the investigation into these threats to witnesses 
related to the anthrax investigation, and obstruction of that investigation. The search is for 
firearms and other weapons, ballistics vests or other protective gear, and any writings identifying 
a plan to kill witnesses or names of intended victims, or any other relevant documents, notes, 
photographs, and records in various formats, including computer files and other electronic 
media, as more fully described in the Attachment to this affidavit. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search of 
the Subject Residence and Subject Vehicles may result in collection of evidence relevant to the 
investigation of threats to witnesses in, and obstruction of, the investigation into the 
dissemination of a weapon of mass destruction (anthrax) through the U.S. mail system in 
September and October 2001 in violation of 18 U.S.C., Sections 1512(a)(2), 2332a and 1114. 
Specifically, there is probable cause to believe that a search of the Subject Residence and 
Subject Vehicles as described in the Attachment to this affidavit, may reveal firearms and other 
weapons, ballistics vests, and writings identifying a plan to kill witnesses, names of intended 
victims, photographs, and other relevant documents. 

J 
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Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. 

The statements contained in this Affidavit are based in part on information provided by 
FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as a Postal Inspector. I have not included each 
and every fact known to me concerning this investigation. I have set forth only the facts that I 
believe are necessary to establish the necessary foundation for the search warrant. 

United States District Court 
for the District of Columbia 

4 

Postal Inspector 
U.S. Postal Inspection Service 
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ATTACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search for the 
items mentioned in the text of the search warrant, including more specifically the following: 

I. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related paperwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe a plot to harm or kill other individuals, communication which would include but not be 
limited to handwritten notes and drawings, memos and photographs, which would include 
descriptive information such as telephone numbers, addresses, directions, and affiliations an~ 
contact points of individuals Bruce Edwards Ivins believes may be involved in the investigation 
into the anthrax attacks of 2001. Note that such documentary material described herein may be 
in printed or electronic form such as, but not limited to, computer disks. Such computerized and 
other electronic material would constitute contraband, fruits, instrumentalities or evidence of the 
offenses enumerated herein and in the. attached affidavit for search warrant. 

2. Firearms and ammunition, extra magazines, sights, ballistics vests, targets, and 
any other weapon of any kind, and any and all paperwork referencing purchase, maintenance, 
transfer and ownership of any weapon. 

3. Keys, records, or other information pertammg to storage facilities, safety deposit 
boxes or other locations where such items set forth in paragraph 1 and 2 may be stored. 

4. Computer hardware, computer software, computer-related documentation, computer 
passwords and data security devices, records, documents, photos, and materials use to 
communicate, both written, electronic mail, and by any other means directed either to/from 
subject. 

a. Computer hardware is defined as any computer equipment including any electronic 
devices which are capable of analyzing, collecting, converting, creating, displaying, or 
transmitting electronic, magnetic, optical computer impulses or data. These devices include, but 
are not limited to, computers, computer components, computer peripherals, data-processing 
hardware (such as CPUs, memory typewriters, and self-contained laptop or notebook 
computers), encryption circuit boards, internal and peripheral storage devices (such as fixed 
disks, external hard disks, floppy disk drives and diskettes, tape drives and tapes and optical 
storage devices), peripheral input/output devices (such as keyboards, printers, scanners, plotters, 
and v ideo display monitors), related communications devices (such as modems, cables and 
connections, recording equipment, Random Access memory (RAM) or Read-Only memory 
(ROM) units, automatic dialers, speed dialers, programmable telephone dialing or signaling 
devices, and electronic tone gathering devices), as well as devices, mechanisms, or parts that can 
be used to restrict access to such hardware (such as physical keys and locks.) 

b. Computer software is defined as any instructions or programs stored in the form of 
electronic, magnetic, or optical media which are capable of being interpreted by a computer or 
its related components. . These items include, but are not limited to, operating systems, 
application software, utility programs, compilers, interpreters, and communications software, as 

[I] 
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well as software used to communicate with computer hardware peripherals, either directly or 
indirectly by telephone lines, radio, or other means of transmission. Computer software may 
also include certain data, data fragments, or control characters integral to the operation of the 
computer software. 

c. Computer-related documentation is defined as any written, recorded, printed, or 
electronically-stored material which provides instructions or examples concerning the operating 
of a computer system, computer software, and/or any related device, including but not limited to, 
user agreements, software manuals, and operating procedure guidelines. Such documentation 
may also include materiaJ which explains or illustrates the configuration or use of any seized 
hardware, software, or related item. 

d. Computer passwords and data security devices are defines as all those devices, 
programs, or data - whether themselves or in the nature of hardware or software - that can be 
used, or is designed for use to restrict access to, or facilitate concealment of, any computer 
hardware, software, computer-related documentation, electronic data, records, or materials 
within the scope of this application. These items include, but are not limited to, any data 
security software or information (such as test keys and encryption codes), similar infoqnation 
that is required to access computer programs or data or to otherwise render programs or data into 
usable form. 

e. Records, documents, and materials, as used above, includes all the forgoing items of 
evidence in whatever form and by whatever means such records, documents, or material, their 
drafts, or their modifications may have been created or stored, including, but not limited to, any 
handmade form (such writing or drawing), any photographs or negatives, any mechanical form 
(such as printing or typing) or any electrical, electronic, magnetic, or optical form (such as 
floppy diskettes, hard disks, CD-Roms, optical disks, printer buffers, smart cards, thumb drives, 
memory calculators, electronic dialers, or electronic notebooks), as wel l as printouts or readouts 
from any storage devices. 

f. The term electronic mail is defined as any communications, including, but not limited 
to, the transfer of signs, signals, writing, images, sounds, data, or intelligence, previously 
received, transmitted, or stored, or prepared in contemplation of transmission, or any 
communications in the process of being received or transmitted, whether stored on any 
electronic media named above or held in temporary, intermediate storage incidental to 
transmission. 

[2J 
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AFFIDAVIT lN SUPPORT OF SEARCH WARRANT 

I, Thomas F. Dellafera, being duly sworn, depose and say: 0 7. .. 5 2 4 ... M - 0 1 
I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 

a~proximately flf.e~~y-one years. I ?ill authorized to investigate crimes involving violations of 
Tttle 18 U.S.C. tfctwn· 2332(a) and 1114. 

This affidavit is respectfully submitted, pursuant to the terrorism search warrant provision 
found at Rule 41 (b )(3) of the Federal Rules of Criminal Procedure, in support of an application 
for a warrant to search the following premises and vehicles: 

( 1) Frederick, Maryland, a single family residence. The residence 
has white painted wood siding, with a white front door that is located on the right 
side ofthe front of the home. The front door has an exterior stonn door. Left of the 
front door are two windows cased with red shutters. A black railing leads up several 
stairs to the front door where the number are indicated in- black above the 
door. The search will include a large white shed; with peeling paint, that is located 
on the rear o~~~~~~ ..... ID:uce Edwards Ivins purchased the house._. 
Investigation has dl!ClOse~t~ property has been his principle residence since 
September, 2001. 

(2) Automobile # 1: a vehicle with Maryland registratiOI & expiration 
02/11/2009, and Vehicle Identification Number The vehicle 
is described as a 2002 Saturn SLl, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, .MD. Bruce Edwards Ivins purchased 
the vehicle 9/13/2002 and has been the sole owner, and is the primary user. 

(3) Automobile #2: search a vehicle with Maryland registratio~expiration 
06/25/2008, and Vehicle Identification Number . The vehicle 
is described as a 1993 Honda Civic, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 1 1999 and has been the sole owner. The vehicle is primarily used by 
Ivins's wife and is driven on occasion by Bruce Edwards Ivins. 

(5) Safe Deposit Box #48, located at Fanners &Mechanics Bank, Branch #1, 1305 West 
7'h Street, Frederick, Maryland 21702. The box was originally leased on 06/12/1990, 
and is subscribed to Bruce E. Ivins and :§ :::~t;ederick, 
Maryland 21702. Available records indicate Bruce E. Ivins and accessed 
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the box during the period 12/07/2004- 07/20/2007. Access records previous to 
12/07/2004 no longer exist. 

As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon ofMass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation of Title 18, United States Code, 
Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 

Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force") investigation of the anthrax attacks has led to the identification of Dr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Anny Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD, as a person necessitating further investigation for several reasons: 
(1) At the time ofthe attack~, he was the custodian of a large flask of highly purified anthrax 
spores that possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night laboratory work 
hours around the time of both anthrax mailings; (3) Ivins has claimed that he was suffering 
serious mental health issues in the months preceding the attacks, and told a coworker that he had 
"incredible paranoid, delusionJt thoughts at times" and feared that he might not be able to 
control his behavior; (4) Ivins is believed to have submitted false samples of anthrax from his lab 
to the FBI for forensic analysis in order to mislead investigators; (5) at the time of the attacks, 
Ivins was under pressure at work to assist a private company that had lost its FDA approval to 
produce an anthrax vaccine the Army needed for U.S. troops, and which Ivins believed was 
essential for the anthrax program at USAMRIID; and (6) Ivins sent an email to•••• ••••••t a few days before the anthrax attacks warning. that "Bin Laden terrorists 
for sure have anthrax and sarin gas" and have 'just decreed death to all Jews and all Americans," 
language similar to the anthrax letters warning "WE HAVE THIS ANTHRAX .. . DEATH TO 
AMERICA ... DEATH TO ISRAEL" 

The Task Force submits that a search and forensic swabbing of the Subject Residence and 
Subject Vehicles may reveal forensic or documentary evidence that will assist the investigation 
by linking Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators involved in 
the attacks. The search is for laboratory equipment, tape, ink, paper, textile fibers, Caucasian 
hair, trace bacillus spores, handwriting samples, photocopy samples, and all relevant documents, 
notes and records in various formats, as more fully described in the Attachment to this affidavit. 

Factual Background 

In September and October, 2001, at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the District of Columbia, New York City, and 
Boca Raton, Florida, in violation of Title 18, United States Code, Section 2332(a), which 
prohibits the !JSe of a Weapon of Mass Destruction. Bacillus anthracis is a Weapon ofMass 
destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 
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States Code, Section t 78. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Columbia. Each of the envelopes contained a handwritten note referencing "9-11 -0 1" 
and warning "WE HAVE THIS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA. DEATH TO ISRAEL. ALLAH IS GREAT." The two letters addressed to 
Capitol Hill had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and the 
other eleven people suffered cutaneous anthrax (contracted through the skin). Five of the 
inhalational victims eventually died from their infection: (1) Robert Stevenson, 63, photo editor, 
American Media Inc., Boca Raton, Florida, died on 10/5/2001; (2) Thomas L. Morris, Jr., 55, 
postal worker, Brentwood Post Office, Washington, D.C., died on 10/21/2001; (3) Joseph P. 
Curseen, Jr., 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001 ; 
(4) Kathy T. Nguyen, 61 , hospital employee, New York City, died on 1 0/3l/2001; and (5) Ottilie 
Lundgren, 94, Oxford, CT, died on l l/21/2001. Another 31 persons tested positive for exposure 
to anthrax spores. All of the exposures and cases of infection are attributed to the anthrax 
:mailings, based on their timing, their location, the place of employment of each individual 
infected, and the identity of the strain of anthrax found in each letter and in the bodies of the five 
deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each of the decedents' 
bodies is the same strain of anthrax found in the threat letters mentioned above. This particular 
strain is commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires particular laboratory equipment 
such as a lyophilizer or other drying device, biological safety cabinet or other containment 
device, incubator, centrifuge, fermentor, and various personal protective gear, described more 
fully in the Attachment to this affidavit. 

Determination of Origin of Anthrax Contained in 2001 Mailings 

The mail attacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark dates of the recovered letters. Letter:s used in the first attack were 
postmarked on 09118/2001 and were focused to media establishments located in the New York 
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area. Tlrree weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, DC. 

In order to fully characterize the tlrreat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the Post and Brokaw letters versus the Senator 
Leahy and Senator Daschle letters reveals obvious differences. The spore powders recovered 
from the Post and Brokaw letters were granular and multicolored in consistency, while the 
Senator Leahy and Senator Daschle letters contained fme spore powders that were uniform in 
color. 

Microscopic examination of the evidentiary spore powders recovered from all four letters 
identified an elemental signature of Silicon within the spores. This Silicon signature had not 
been previously described for Bacillus anthracis organisms. 

Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (i.e. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 2001 mailings, serve to provide a "DNA fingerprint" which can, 
and has been used to investigate other Ames isolates collected from laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, sixteen domestic government, commercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories prior to the 

- - -----
received Ames strain Bacillus anthracis isolates or samples from all sixteen domestic 
laboratories, as well as, from laboratories in Canada, Sweden, and the United Kingdom. All 
total, the Task Force has obtained more than 1000 isolates of the Ames strain of Bacillus 
anthracis from these laboratories and archived these isolates in the FBI Bacillus anthracis 
Repository (hereinafter "FBIR"). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBill.. Of the more than 1000 FBIR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FBIR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR-1029. 
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RMR-1 029 was stored in the B3 biocontainment suite within Building 1425 of the United States 
Anny Medical Institute of Infectious Diseases (USAMRIID), Fort Detrick, Maryland. Access to 
the suite is afforded only to those personnel who are approved by the USAMRIID Security, 
Safety, and Special Immunizations Program to have the required background check, training, and 
medical protection (vaccination or personal protective equipment (PPE)) . Dr. Bruce Ivins has 
unrestricted access to the suite and has been the sole custodian of RMR-1 029 since it was first 
grown in 1997. 

Bacterial contaminant found in attack letters 

Both of the anthrax spore powders recovered from the Post and Brokaw letters contain 
low levels of a bacterial contaminant identified as a strain of Bacillus subtilis. The Bacillus 
subtilis contaminant has not been detected in the anthrax spore powders recovered from the 
envelopes mailed to either Senator Leahy or Senator Daschle. Bacillus subtilis is a non
pathogenic bacterium found ubiquitously in the environment. However, genomic DNA 
sequencing ofthe specific isolate of Bacillus subtilis discovered within the Post and Brokaw 
powders reveals that it is genetically distinct from other known isolates of Bacillus subtilis. 
Analysis of the Bacillus subtilis from the Post and Brokaw envelopes revealed that these two 
isolates are identical. · · 

Phenotypic and genotypic analyses demonstrate that the RMR-1 029 does not have the 
Bacillus subtilis contaminant found in the evidentiary spore powders, which suggests that the 
anthrax used in the letter attacks was grown from the material contained in RMR-1 029 and not 
taken directly from the flask and placed in the envelopes. Since RMR-1 029 is the genetic parent 
to the evidentiary spore powders, and it is· not known how the Bacillus subtilis contaminant came 
to be in the Post and Brokaw spore powders, the contaminant must have been introduced during 
the production of the Post and Brokaw spores. Taken together, the postmark dates, the Silicon 
signature, the Bacillus subtilis contaminant, the phenotypic, and the genotypic comparisons, it 
can be concluded that, on at least two separate occasions, a sample of RMR-1 029 was used to 
grow spores, dried to a powder, packaged in an envelope with a threat letter, and mailed to the 
victims. 1 

Envelopes used in the anthrax attacks 

In the 2001 anthrax attacks, four envelopes were recovered. The four envelopes were 
all 6 :Y.. inch federal eagle envelopes. The "federal eagle" designation is derived from the postage 
frank in the upper right-hand comer on the envelope which consists of the image of an eagle 
perched on a bar bearing the initials "USA." Underneath the lettering is the number "34," which 
denotes the postage value of 34¢. The eagle, lettering, and denomination are referred to as the 

1 As the Court may recall from its review, during the course of this six year investigation, the Task Force has from 
time to time obtained search ~arrants, supported by affidavits establishing probable cause, for the residences and 
vehicles of other · who have come under investigative · · e.g .••••• 

prior searches in this investigation were conducted 
Task Force developed the genetic assays that ted to the identification of RMR l 029 at USAMRIID as the genet1c 
parent of the anthrax used in the 200 I letter attacks. 
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indicia. The eagle and the bar are stamped in blue ink, while the denomination is stamped in 
grey ink. Approximately 45 million Federal eagle 6 W' envelopes were manufactured by 
Westvaco Corporation (now known as MeadWestvaco Corporation) of Williamsburg, 
Pennsylvania, between December 6, 2000 and March 2002. These Federal eagle 6 %"envelopes 
were manufactured exclusively for and sold solely by the U.S. Postal Service between January 8, 
2001 and JlUle 2002. 

Subsequent to the attacks, an effort was made to collect all such envelopes for possible 
forensic examination, including the identification of defects that occur during the envelope 
manufacturing process. As a result of this collection, envelopes with printing defects identical to 
printing defects identified on the envelopes utilized in the anthrax attacks during the fall of2001 
were collected from the Fairfax Main post office in Fairfax, Virginia and the Cumberland and 
Elkton post offices in Maryland. The Fairfax Main, Cumberland, Maryland, and Elkton, 
Maryland post offices are supplied by the Dulles Stamp Distribution Office (SDO), located in 
Dulles, Virginia. The Dulles SDO distributed "federal eagle" envelopes to post offices 
throughout Maryland and Virginia. Given that the printing defects identified on the envelopes 
used in the attacks are transient, thereby being present on only a small population of the federal 
eagle envelopes produced, and that envelopes with identical printing defects to those identified 
on the envelopes used in the attacks were recovereq from post offices serviced by the Dulles 
SDO, it is reasonable to conclude that the federal eagle envelopes utilized in the attacks were 
purchased from a post office in Maryland or Virginia. 

Of the sixteen domestic government, commercial, and university laboratories that had 
virulent R.MR-1 029 Ames strain Bacillus anthracis material in their inventory prior to the 
attacks, only one lab was located in Maryland or Virginia, where the relevant federal eagle 
envelopes were distributed and sold by the U.S. Postal Service: the USAMRIID facility at Fort 
Detrick, MD. 

Tape, Ink, and Fiber Trace Evidence 

All four of the envelopes containing these letters were taped along the seams with 
transparent tape. Due to striation patterns placed on transparent tape as part of the manufacturing 
process, it is sometimes possible to match a piece of suspect tape with the tape roll from which it 
originated. According to FBI Laboratory experts, the envelopes were addressed with a pen 
which dispenses fluid-like ink, rather than the ink typically found in a ball point pen. Due to the 
distinguishing characteristics of ink, which vary by manufacturer, it is sometimes possible to 
match ink writing with the pen or brand of pen used to apply it. Forensic analysis of the tape 
attached to the four envelopes has identified eight different types of fiber attached to the tape: 
black cotton, black wool, black nylon, brown polyester, blue wool, yellow acrylic, red cotton, 
and red acrylic. 

Identification of Collection Box at 10 Nassau Street 

Information gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
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Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. Further forensic examination of the 
contaminated mailbox recovered a number of Caucasian human hairs from inside the box, which 
are suitable for comparison. 

Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRIID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate of Philosophy (Ph.D.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University ofNorth Carolina (UNC), Chapel Hill. 

A review ofUSAMRIID records, laboratory notebooks, written protocols, and 
professional publications has shown that Dr. Ivins has worked with Bacillus anthracis at 
USAMRIID since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importance of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins produced 
large batches of Bacillus anthracis which were required for such challenges - tests in which 
vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years ofworking in the laboratories ofUSAMRIID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall 2001 mailings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area, and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

Unexplained late night laboratory access 

USAMRliD containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of 
laboratories used by USAMRIID Bacteriology personnel for research on dangerous animal and 
human pathogens. The flask identified as R.MR-1 029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
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door to the cold-side change room, which is secured by a magnetic-lock. A central security 
system monitors and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His 
regular working hours on average consisted of a 7:30 a.m. to 4:45p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001 ; however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 hot Suite. 

The following depicts the comparison of Dr. Ivins' s total hours spent at night, after 6 
p.m., in Suite B3 during the years 2000 and 2001: 

35 
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The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the Post and Brokaw letters to New York which 
began at 5:00p.m. Monday, September 17, 2001 and ended at noon on Tuesday, September 18, 
2001. Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive 
evening shifts prior to the mailings with time spent in Suite B3: 

D ay D ate T . B d. 4 5 unem uil mg 1 2 T l T' . B3 ota UDe m 

Friday September 14 8:54p.m. to 12:22 a.m. 2 hours 15 minutes 
Saturday September 15 8:05p.m. to 11:59 p.m. 2 hours 15 minutes 

Sunday September 16 6:38p.m. to 9:52p.m. 2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25. 
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The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing ofthe Daschle and Leahy letters to Washington, D.C. 
which began 3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 
2001. Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of 
the following times in building 1425 wit.h time spent in Suite B3: 

D ay D ate T . B 'ld' 1425 T t J T' . B3 tme m UI ID2 o a 1mem 

Friday SeR_tember 28 7:16Q_.m. to !0:59p.m. 1 hour 42 minutes 

Saturday Sep~tember 29 8:02 p_.m. to 11 :18 p.m. 1 hour 20 minutes 

Sunday September 30 9:53p.m. to 12:04 a.m. 1 hour 18 minutes 

Monday October 1 9:14p.m. to 10:43 p.m. 20 minutes 

Tuesday October 2 7:24p.m. to 9:39p.m. 23 minutes 

Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 

Thursday October 4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 

Friday October 5 7:40 Q.ID. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9, for 15 
minutes, and then October 14, for l hour and 26 minutes. 

The investigation has also analyzed the daily schedules, work areas accessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001 . When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly' 
different than those of the other researchers, in that he was frequently in Suite B3, where RMR-
1 029 was kept, late at night and on weekends when no other researchers were present in Suite 
B3. Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee was 
present. 

On March 31, 2005, Dr. Ivins was asked by Task Force investigators about his access to 
B3 and could provide no legitimate reason for the extended hours, other than "home was not 
good" and he went there "to escape" from his life at home. A review of Dr. Ivins's and co
workers's laboratory notebooks and projects at the times in question was conducted. The 
investigation determined that Dr. Ivins's role in the experiments were minimal, and did not 
justify the time he spent in B3. Dr. Ivins has admitted to investigators that the research he was 
conducting in 2001 did not require, and does not explain, his late night hours in the B-3 
laboratory around the time period of the anthrax mailings. 

Since producing anthrax spore preparations was one of Dr. Ivins's principal 
responsibilities at USAMRIID, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRIID afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and letters used in the Fall 2001 attacks. 
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Failure to cooperate in providing laboratory samples 

Dr. Ivins provided two sets of samples of Ames anthrax to 
the FBI which he represented to were drawn from R.MR-1029. In the first submission in 
February 2002, Dr. Ivins failed to follow the pro Dr. Ivins was 
subsequently notified that the February 2002 samples were e due to 'lure to follow 
the protocol. A second set of samples, labeled "Dugway Ames spores - 1997" was provided to 
the FBffi. by Dr. Ivins in April of2002. Dr. Ivins declares that he uses the terms "Dugway Ames 
spores- 1997" and RMR.-1 029 interchangeably, as they are the same flask of material. Both of 
the April RMR.-1 029 samples were submitted for genetic testing and found to be negative for the 
presence of the four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suite B3 at 
USAMRIID and identified additional Ames samples of Dr. Ivins 's and others that had not been 
submitted as part of the above mentioned~esponse. Dr. Ivins submitted slants 
prepared from the newly identified samples to the FBIR on April 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1029 flask itself. All ofthe 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

. On June 17, 2004, RMR -1029 and the additional Ames samples were submitted to the 
FBIR, by the NMRC, under the direction ofthe FBI. Samples of these FBIR submission were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1 029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31,2005, Dr. Ivins was informed that the slants ofRMR.-1029 material, he 
provided to the FBIR on April 10, 2002 ere found 
to be genetically distinct from the anthrax contained in the attack letters, and from anthrax 
material recovered by the FBI from the RMR-1029 flask seized from Dr. Ivins' lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked to explain why he did not submit the 
genetically positive sample which was clearly responsiv~ Dr. Ivins was 
adamant in his response that there had been no omission ~submission, and he 
insisted that he had provided RMR-1029 to the FBI in his second submission of samples in April 
2002. 
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Knowledge that his stock of anthrax matched the anthrax used in the attack 

On March 31, 2005, when Dr. Ivins was informed by FBI agents that RMR-1029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year ago, FBI Special 
Agent Darin Steele told him that RMR-1029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR-1 029 submission provided by Dr. Ivins in April 2002 did not 

. match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and RMR 
1029, until after the June 17,2004 submission and subsequent laboratory analysis. 

When interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months after the letter attacks, he was aware that his stock of anthrax, RMR-1 029, exhibited 
unique morphological similarities to the anthrax-used in the attacks, and that he allegedly learned 
this information from three coworkers at USAMRIID who participated in the forensic analysis of 
the anthrax in the letters. Each of those three coworkers was interviewed by the Task Force, and 
deny disclosing such information to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions, did Dr. Ivins ever indicate he had Irnowledge that RMR-1029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1 029. To the contrary, Dr. Ivins repeatedly claimed that the anthrax 
used in the attacks resembled that of another researcher at USAMRliD and were dissimilar to the 
Bacillus anthracis Ames organisms maintained in his laboratory, which included RMR -1029. 

Mental health issues and possible motive 

The investigation has shown that in 2000 and through the mailings in 2001, Dr. 
Ivins had mental health issues. Dr. Ivins's mental health issues carne to the attention of 
investigators while reviewing e-mails ofUSAMRIID researchers. Through thee-mails it 
was determined that Dr. Ivins was undergoing significant stress in both his home and 
work life. The mental health issues and stress were significant to the extent that Dr. Ivins 
sought professional help from a psychiatrist and was immediately prescribed medication 
that started in February 2000. 

The following are excerpts from e-mails dated April2000 through December 2001, from 
Dr. Ivins to a friend regarding work, home, state of mental health, and use of medication 
(emphasis are as they appeared in thee-mails): 

April 3, 2000, "Occasionally I get this tingling that goes down both anns. 
At the same time I get a bit dizzy and get this unidentifiable "metallic" taste in my 
mouth. (I'm not trying to be funny, ... It actually scares me a bit.) Other 
times it's like I'm not only sitting at my desk doing work, I'm also a few feet away 
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watching me do it. There's nothing like living in both the first person singular 
AND the third person singular!" 

June 27, 2000, "Even with .the Celexa and the counseling, the depression 
episodes still come and go. That's unpleasant enough. What is REALLY scary is 
the paranoia .... Remember when I told you about the "metallic" taste in my 
mouth that I got periodically? It's when I get these "paranoid" episodes. Of 
course I regret them thoroughly when they are over, but when I'm going through 
them, it's as if I'm on a passenger on a ride. . . . Ominously, a lot of the feelings 
of isolation- and desolation- that I went through before college are returning. I 
don't want to relive those years again. . . . I've been seeing the counselor once a 
week." 

June 28, 2000, "Apparently Gore (and maybe even Bush) is considering 
making the anthrax vaccine for the military voluntary, or even stopping the 
program. Unfortunately, since the BioPort people aren't scientists, the task of 
solving their problem has fallen on us . .... Believe me, with all the stress of 
home and work, your email letters to me are valuable beyond what you would 
ever imagine- and they help me keep my sanity .. .. " 

June 29, 2000, "BioPortjust tested its final lot of AVA [anthrax vaccine] 
in a potency test. If it doesn't pass, then there are no more lots to test, and the 
program will come to a halt. That' s bad for everyone concerned, including us. 
I'm sure that blame will be spread around." 

July 4, 2000, "The thinking now by the psychiatrist and counselor is that 
my symptoms may not be those of a depression or bipolar disorder, they may be 
that of a "Paranoid Personality Disorder." 

· July 6, 2000, ' ) ) I think the**** is about to hit the fan .. . bigtime. The 
final lot of AVA, lot 22, isn't passing the potency test, and now there's nothing to 
back it up. Plus, the control vaccine isn' t working. It's just a fine mess. •••• 
are spending probably 95% of our time on this." 

July 7, 2000, in an e-mail, Dr. fvins offered to be interviewed as a case 
study, as long as it remained anonymous. Dr. Ivins indicated that he did not want 
to see a headline in the National Enquirer that read, "PARANOID MAN WORKS 
WITH DEADLy ANTHRAX!!! II 

July 23, 2000, "It's been a really stressful week, from all stand points. 
Home, work, and it's not going well with the counselor I'm going to. (She said she 
thinks I'm going to have to ask to get put 
with another counselor or into a group session .... Sometimes I think that it's all 
just too much." 
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August 12, 2000, "Last Saturday, as you probably guessed from my email, 
was one of my worst days in months. I wish I could control the thoughts in my 
mind. It's hard enough sometimes controlling my behavior. When I'm being 
eaten alive inside, I always try to put on a good front here at work and at horne, so 
I don't spread the pestilence .. . . I get incredible paranoid, delusional thoughts at 
times, and there's nothing I can do until they go away, either by themselves or 
with drugs." 

August 29,2000, ........ are 10% ofthe Bacteriology Division. 
If we quit, the anthrax program and BioPort would go down the drain. I'm not 
boasting,-. but the tlrree ofus have a combined total of 52 years of research 
experience with anthrax. You just can't go out and find someone like--. 
with their knowledge, skill and abilities. Ain't gonna happen." 

March 4, 2001, "The people in my group just don't pick up on what I try to 
say. They are not into the kinds of problems I bring up, so it's hard for them to 
deal with them. The psychiatrist is helpful only because he prescribes the Celexa. 
He's not that easy to talk to, and he doesn' t really pick up on my problems. The 
woman I saw before I went into group wanted to get me put in jail. That wasn't 
very helpful either. I'm down to a point where there are some things that are 
eating away that I feel I can't tell ANYONE .. . . " 

September 7, 2001, "I was taken off the Special Immunization Program 
because of what happened last spring, and I've just gotten back on it, getting my 
anthrax and Yellow fever shots. We are currently fini shing up the last of the 
AVA, and when that is gone, there's nothing to replace it with. I don' t know 
what will happen to the research programs and hot suite work until we get a new 
lot. There are no approved lots currently available at BioPort ... . 0 has been 
having us have biweekly meetings on the rPA vaccine progress, and on August 29 
I went to the Pentagon - first time there - to go to a meeting in his place on the 
vaccine. There is a real bag of worms with a new lot of rPA produced by the 
BDP (a private company) for NCI, who is under contract to USAMRIID. BDP 
signed a sub-contract with to produce the rP A for a human use vaccine Phase I 
trial. They were paid and they produced it. Now they are refusing to release it 
unless the Army pays some incredible sum of money for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Army refuses to do that of 
course, and everything is in Limbo." 

September 15, 2001, "I am incredibly sad and angry at what happened, 
now that it has sunk in. Sad for all of the victims, their families, their friends. 
And angry. Very angry. Angry at those who did this, who support them, who 
coddle them, and who excuse them." 

September 26, 2001, "Of the people in my "group," everyone but me is in 
the depression/sadness/flight mode for stress. I'm really the only scary one in the 
group. Others are talking about how sad they are or scared they are, but my 
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reaction to the WTC/Pentagon events is far different. Of course, I don't talk about 
how I really feel. with them - it would just make them worse. Seeing how 
differently I reacted than they did to the recent events makes me really think about 
myself a lot. I just heard tonight that Bin Laden terrorists for sure have anthrax 
and sarin gas. You 

In that same September 26, 2001 email, Dr. Ivins states "Osama Bin 
Laden has just decreed death to all Jews and all Americans'.'-- language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO 
AMERICA," "DEATH TO ISRAEL." 

On October 16, 2001, in an e-mail, Dr. Ivins's coworker communicated 
the following to a former coworker, "Bruce has been an absolute manic basket 
case the last few days." 

December 15, 2001 , "I made up some poems about having two people in 
one (me+ the person in my dreams): ... 

I'm a little dream-self, short and stout. 
I'm the other half of Bruce- when he lets me out. 
When I get all steamed up, I don't pout. 
I push Bruce aside, them I'm Free to run about! 

Hickory dickory Doc - Doc Bruce ran up the clock. 
But something then happened in very strange rhythm. 
His other self went and exchanged places with him. 
So now, please guess who 
Is conversing with you. 
Hickory dickory Doc! 

Bruce and this other guy, sitting by some trees, 
Exchanging personalities. 
It's like having two in one. 
Actually it's rather fun! " 

The investigation has revealed that Dr. Ivins was prescribed various psychotropic 
medications including antidepressants, antipsychotics, and anti-anxiety, for his mental health 
issues from 2000 through 2006. 

On July 18, 2007, a forensic psychiatrist completed a detailed review of Dr. Ivins 
insurance billing records for medical appointments and prescriptions. Additionally, this 
psychiatrist was provided with an overview of Dr. Ivins's social habits, interests, and obsessions. 
The forensic psychiatrist stated that based on his experience, if Dr. Ivins was the mailer, it is 
quite possible that Dr. Ivins retained some kind of souvenir or references to the mailing events. 
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Controversy concerning the anthrax vaccine 

Beginning shortly after the first Gulf War and through 2001, USAMRIID and Dr. Ivins 
was the focus of public criticism concerning their introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001, as evident by the e-mails above, that same anthrax vaccine was having problems in the 
production phase at Bioport, a private company in Michigan responsible for manufacturing the 
vaccine. The Food and Drug Administration (FDA) had suspended further production at 
Bioport, and the US. government, specifically the Department of Defense, was running out of 
approved lots of the vaccine. · The situation placed pressure on select staff members at 
USAMRIID, including Dr. Ivins, who were part of the Anthrax Potency Integrated Product Team 
(IPT). The purpose of the IPT was to assist in the resolution of technical is.sues that was 
plaguing Bioport's production of approved lots of the vaccines. 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who worked for NBC News had submitted a Freedom oflnformation Act 
(FOIA) requests on USAMRIID seeking detailed information from Dr. Ivins's laboratory 
notebooks as they related to the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. 
Ivins appeared angry about the request providing the following response in an e-mail: "Tell 
Matsumoto to kiss my ass. We've got better things to do than shine his shoes and pee on 
command. He's gotten everything from me he will get." 

In early 2002, shortly after the anthrax letter attacks, the FDA re-approved the AVA 
vaccine for human use, production at Bioport resumed, and anthrax research at USAMRIID 
continued without interruption. As mentioned previously, one of the anthrax letters post marked 
on September 18, 200 l, was addressed to Tom Brokaw, NBC News in New York. Dr. Ivins 
thereafter received "the highest honor given to Defense Department civilians at a Pentagon 
ceremony on March 14, 2003" for his work in "getting the anthrax vaccine back into 
production." 

Use of false names and fascination with sorority group linked to location of anthrax mailings 

The investigation has shown that over the past twenty-four years, Dr. Ivins was lrnown to 
have utilized at least two Post Office Boxes to communicate with members of the public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box, College Estates Station, Frederick, Maryland 21702, was serviced by the 
Frederick Main post office, Frederick, Maryland 21701. Analysis of the USPS shipping records 
indicate the Frederick Main received 1000 6 3/4" Federal Eagle banded envelopes on the same 
day as post offices known to have received envelopes with identical print defects as those seen 
on the envelopes used in the mailings. 

On May 14, 2007, identified four corrununications that it had previously received 
from Dr. Ivins. does not personally know Dr. Ivins but has repeatedly corresponded with 
him by mail]. In Dr. Ivins 's first letter to dated May 8, 1982, he used the return address 
ofP.O. Box 1265, Frederick, Maryland 21702. In the letters, Dr. Ivins expressed his support to 
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( I work and an interest in sorority hazing. One of the sororities with which he ex 
interest was identified as Kappa Kappa Gamma (KKG). In a letter to··· 
Dr. Ivins enclosed a "letter to the editor" •••• 
dat ustifying the practice of hazing by it's 
sorority, (KKG). 

On July 9, 2007, the Post Office Box application (PS Form 1 093) at the College Estates 
Station, Frederick, Maryland 21702, for P.O. Box 1103, in the name of Bruce E. Ivins was 
obtained. A review ofthe application card revealed that Dr. Ivins rented P.O. Box 1103 on 
November 12, 1993, providing a military identification and using his Maryland Motor Vehicle 
Administration Drivers License, I-152-098-188-301 as proof of identification. Dr. Ivins 
provided an address Frederick, MD 21702 and telephone numbers of 

Also listed on the P .0. Box application card to receive mail 
The last payment on the P.O. Box was made on November 13, 2004. A 

review of Change Address records revealed that P .0. Box 1103 was closed on December 30, 
2005 and no forwarding address was provided. 

On July 30,2007, was interviewed regarding P.O. Box 1103. - does not 
personally know Dr. Ivins but has historically been fami liar with his name

. as shown the P.O. Box application and stated that it had never rented a P.O. Box anywhere 
and had never met, nor had any social or professional association with a Dr. Ivins. However, 
e•lrecognized the name Bruce Ivins because had previously mentioned his name . 
... indicated tJ [ that Dr. Ivins harass~d it in the past, and believed tha~as 

frightened of Dr. Ivins, resulting from unspecified incidents that occurred prior to- meeting 
- also recalled a vandalism incident that occurred in the months prior to leaving the 
Maryland area wit~ They had awoken one morning in their Gaithersburg apartment to 
find Greek letters spray painted on the fence, sidewalk, and vehicle outside their apartment 

A copy ofth- Police Report, 
••• was obtained from the Records Division and provided the following information: 

On the morning o~•••••••• 

I 16 filed a report of vandalism with olice Department. 
I advised that between 2330 and 0830 hours, unknown subject(s) sprayed the Greek 

symbols for KKG on its front fence, three (3) areas of sidewalk adjacent to its residence, and on 
the rear window of its 1981 Honda Accord. - advised that- was a 
member of the sorority KKG in North Carolina four (4) years ago . 
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•~ . ~ This incident is significa.nt because Dr. Ivins's address, after completing 
his Post Doctoral Fellowship at the UNC, Hill in 1978 and prior to moving to Frederick 
in the 198 This is the same town home 
community that case ofKKG related vandalism 
before moving out of the state in 1983. 

On April 5, 2007, ecalled that Dr. Ivins had told it that he had maintained a P .0. 
Box for the pwpose of corresponding with individuals who had responded to advertisements Dr. 

Ivins had placed in possibly a newspaper or magazine.~~:-::;::::~~~~~ 
••••••••••••••••••• Dr. Ivins told. ] that he advertised that 
he possessed a KKG sorority handbook which contained cherished information solely reserved 
for KKG members. CW-4 believed that Dr. Ivins was advertising that he had access to 
privileged information and would be willing to share the secrets with those responding to the 
advertisements. Dr. Ivins admitted to CW-4 that he had broken into a KKG sorority house to 
steal a secret KKG handbook. CW-4 believed that Dr. Ivins had committed this alleged crime 
during his Post Doctorate Fellowship at the UNC, Chapel Hill. 

Dr. Ivins provided CW-4 one of his alternate e-mail addresses as 
goldenphoenixlll@hotmail.com. A search of the internet for postings under goldenphoenixlll 
identified the following posting dated February 20, 2007, on a website at 
www.abovetopesecret.com: 

"Wildswan, you are quite right about what you said about KKG. If people look 
hard enough and dig hard enough, have friends, relatives, perhaps financial 
resources, etc., then they can pretty much find out about whatever GLO they 
want. Kappas are noted for being lovely, highly intelligent campus leaders. 
Unfortunately, they labeled me as an enemy decades ago, and I can only abide by 
their "Fatwah" on me. I like individual Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me since the 1960s, 
and REALLY after me since the late 1970s. At one time in my life, I knew more 
about KKG than any non-Kappa that had ever lived. Unfortunately I've forgotten 
a lot. I've read the history of KKG that was written several decades ago about its 
founding. Question for you: Did your chapter use the combined service, -or did 
you separate your services into the "RedRoom and WhiteRoom"? did you use 
special blue or white blindfolds? You can reach me at 
goldenphoenixll l @hotmail.com ... as a phoenix rises from its ashes ... " 

This posting is significant in that in rus own words, Dr. Ivins defines the depths of his 
obsession and knowledge in the sorority KKG. Additionally, as previously described above, the 
letters used in the 2001 anthrax mailings were mailed from a blue collection box located at 10 
Nassau Street, Princeton, New Jersey. The sorority, KKG, has an office at 20 Nassau Street, 
Princeton, New Jersey, located on the same side of the street and 60 feet to the right from the 
blue collection box. 
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Connection to "41
h Grade, Greendale School" 

The investigation into the fictitious return address on envelopes used for the second 
round of anthrax mailings, "41

h GRADE," "GREENDALE SCHOOL," has established a possible 
link to the American Family Association (AF A) headquartered in Tupelo, Mississippi. In 
October 1999, AF A, a Christian organization, published an article entitled "AF A takes Wisconsin 
to court. " The article describes a lawsuit filed in federal court, by the AF A Center for Law and 
Policy (CLP), on behalf of the parents of students at Greendale Baptist Academy. The article 
focuses on an incident that occurred on December 16, 1998, in which case workers ofthe 
Wisconsin Department of Human Services went to the Greendale Baptist Academy in order to 
interview a fourth-grade student. The case workers, acting on an anonymous tip that Greendale 
Baptist Academy administered corporal punishment as part of its discipline.policy, did not 
disclose to the staff why they wanted to interview the student. The case workers interviewed the 
student in the absence of the student's parents and informed the school staff that the parents were 
not to be contacted. The AFA CLP filed suit against the Wisconsin Department of Human 
Services, citing a violation of the parents' Fourth Amendment rights . 

••••••••• donations were 
made to the AF A in the name of "Mr. and Mrs. Bruce Ivins" on eleven separate occasions 
beginning on December 31 , 1993. After an approximate two year break in donations, the next 
donation occurred on November 11 , 1999, one month after the initial article referencing 
Greendale Baptist Academy was published in the AFA Journal. It was also discovered that the 
subscription to the AFA Journal, in the name of"Mr. & Mrs. Bruce Ivins," a~ 
Frederick, Maryland 21702, was active until March 2005. 

Frustrations with Members of the United States Senate 

The investigation has shown that Dr. Ivins and his wife, practicing 
Catholics. Their children are graduates of Saint John's at Prospect Hall Catholic High School 
located in Frederick, Maryland. In an e-mail dated, September 26, 2001, Dr. Ivins states that 
both he and are actively involved in the church choir. On July 10, 2002, in an e-mail to a 
friend, Dr. Ivins identified his wife,- as the President of the Frederick County Right to 
Life, as well as having connections to many other pro-life/anti-abortion groups. Dr. Ivins later 
states in the same e-mail, ''I'm not pro-abortion, I'm pro-life, but I want my position to be one 
consistent with a Christian." 

In 2001 , members of the Catholic pro-life movement were known to be highly critical of 
Catholic Congressional members who voted pro-choice in opposition to the beliefs ofthe 
Catholic Church. Two of the more prominent members of Congress who fell in this category 
were Senator Torn Daschle, then Senate Majority Leader; and Senator Patrick Leahy, Chainnan 
of the Senate Judiciary Committee, both recipients of the 2001 anthrax mailings. In a 
September/October 2001 newsletter from the organization Right to Life of Greater Cincinnati, 
Senator Leahy and Senator Daschle were featured in an article entitled: Pro-Abortion "Catholicu 
Senators ?, wherein a statement declares that these men should no longer be labeled Catholic and 
should be excommunicated for aiding and abetting abortion. During Task Force interviews, 12 
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staff members related that Senator Leahy is pro-choice on the issue of abortion. Three staff 
members stated that Senator Leahy was on a pro-life "hit list" because of his stance on abortion. 

On September 26, 2001, in an e-mail to a friend, Dr. Ivins writes "The news media has 
been saying that some members of Congress and members of the ACLU oppose many of the 
Justice Department proposals for combating terrorism, saying that they are unconstitutional and 
infringe too much on civil liberties. Many people don't know it but the official ACLU position is 
to oppose all metal detectors in airports and schools and other public buildings. It's interesting 
that we may now be living in a time when our biggest threat to civil liberties and freedom doesn't 
come from the govenunent but from enemies of the government. Osama Bin Laden has just 
decreed death to all Jews and all Americans, but I guess that doesn't mean a lot to the ACLU. 
Maybe I should move to Canada ... . '' 

On November 17, 2001, Senator Leahy's Chief of Staff, was interviewed by Task Force 
investigators. The staffer stated that Senator Leahy has drawn fire from some conservative pro
life supporters. The staffer advised that Senator Leahy and Senator Daschle were seen by some 
members of the public as slowing the passage of the P.A.T.R.I.O.T. Act. Senator Leahy 
reportedly was criticM~~~N:tP.~ . .--~8&:-he"o~ved.~~ far reaching and 
threatened civil liberties. The staffer also related that Senator Leahy had been criticized by 
conservatives and Republicans for resisting the appointment of Republican appointed judicial 
nommees. 

Bacillus Trace Evidence 

Experts at the FBI's Hazardous Materials Response Unit have found that trace quantities 
of Bacillus anthracis and Bacillus subtilus can be detected using biological swabbing techniques 
similar to those used by United Nations weapons inspectors. Anthrax and Subtilus spores are 
like seeds, which are surrounded by a dense shell capable of enduring extreme environmental 
conditions and temperatures remaining dormant for decades, until such time that nutrients are 
again available and the organism returns to its vegetative cycle of replication. Even when the 
viability of an anthrax or subtilus spore is destroyed by environmental or other factors, the 
genetic material of the organism will remain preserved within the dense shell of the spore, and 
can be detected by DNA analysis using the Polymerase Chain Reaction (PCR). 

The investigation to date has yielded a diverse array of items contaminated with anthrax 
spores from the letters, such as the previously mention mailbox at 10 Nassau Street in Princeton, 
New Jersey. The contaminated items tenaciously retain anthrax spores on their surfaces, even 
when subjected to the highs and lows of outdoor temperatures, various environmental conditions, 
and elements of the weather. The United States Postal Service had great difficulty cleaning the 
two regional postal facilities that processed the anthrax letters. Trace quantities of anthrax spores 
were found to persist in those facilities nearly two years after the attacks, despite repeated efforts 
to eliminate those spores using chlorine dioxide gas and other remediation techniques. 

Taken together, it is reasonable to believe that bacillus anthracis and subtilus spores 
residual from the September and October 2001 mailings may still persist in trace amounts inside 
the home or vehicle of the person who mailed them, even six years after the crime. Regardless 
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: 

of their viability, the mechanics of the spore structure protects the DNA of the organism, which 
can be detected using PCR techniques. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search and 
forensic swabbing of the Subject Residence and Subject Vehicles may result in collection of 
evidence relevant to the dissemination of a weapon of mass destruction (anthrax) through the 
U.S. mail system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 
1114. Specifically, there is probable cause to believe that a search and forensic swabbing of the 
Subject Residence and Subject Vehicles as described in the Attachment to this affidavit, may 
reveal laboratory, makeshift, and dual purpose equipment, or materials, supplies, and protocols 
used in preparation of the deadly anthrax contained in the letters, or may recover trace amounts 
of the non-anthracis Bacillus or the powdered anthrax material remaining in the Subject 
Residences and Vehicles, or may recover textile fibers that match those recovered from the tape 
on the envelopes used in the anthrax mailings, or may recover hairs that match the Caucasian 
hairs recovered from inside the contaminated mail drop box in Princeton, New Jersey, or may 
produce papers, tape, pens, pencils, notes, books, nltnuals, receipts, financial records, 
correspondence, address books, maps, handwriting samples, photocopy devices, scarmers, 
printers, toner or printer cartridges, photocopy exemplars, envelope bands, New Jersey 
addresses, global positioning devices, zip-code information, photographs, computer files, cellular 
phones, phone bills, electronic pager devices, other digital devices, or other documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators 
involved in the attacks. 

Based upon my knowledge, training and experience, my consultations with other criminal 
investigators, persons engaged in criminal activity frequently store, or inadvertently deposit, 
these kinds of items in their homes or automobiles and leave them on the premises for many 
years after a crime, failing to recognize their forensic value and incriminating nature. This 
conclusion is supported by trash covers that have been found in material recently discarded from 
the house. On October 15 and October 22, 2007, trash was recovered from the front of 622 
Military Road, Frederick, Maryland, including receipts from a 1995 purchase as well as other 
documents related to KKG sorority. In my experience, vehicles are often used to store 
documents, maps, receipts, and other papers relat~d to travel that may be relevant to this 
investigation. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. ~ 1.2 4-:--
~--( ~~ lef''J K otf -r'I"Q_ ~fiv.-,·~.Jl TO rrtfcn.~ £...._ :f.-U-fLe_ cflcs.cr-,b-~::!Y 
111 74.._ A-tfrfOCA_v, ~ r -.~-:furL /<'LO(..t.~s-:-- .7C,._ /fvrAJ~- ~,- 'fb e.y~7.Q.. ~/"'> 
/.,v(;... r "''-' ...... ~ c.._' C../\ 1 f:')....._<t.. I d.? 7 C>-< ...v~ r:::::::;:> 

. ~ 
t0/'3 ( jtJ? 
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The statements contained in this Affidavit are based in part on information provided by 
FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as an FBI Special Agent. I have not included 
each and every fact known to me concerning this investigation. I have set forth only the facts 
that I believe are necessary to establish the necessary foWldation for the search warrant. 

ocr 3lzoo7 
Sworn to before me this 
__ day of , 2007 

~~ // ~JUDGE 
United States District Court 
for the District of Columbia 

DEBORAH A. ROBINSON 
U.S. MAGisTRATE Jt.IDGe 

~~ 
THOMAS F. DELLAFERA 
Post~! Inspector . 
United States Postal Inspection Service 

N, Clerk 
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Seizure Warrant 

RETURN 
PT FOR ITEMS LEFT WITH 

FILED 

I swear that this inventory is a true and detail property seized by me on the warrant. 
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FD-597 (Rev. 8-11 -94.) Page - +--of __ _ 

UNITED" STATEs-DEPARTMENT OF JUSTICE 
FEDERAL BUREAU OF INVESTIGATION 

Receipt for Property' Received/Returned/Released/Seized 

On (date) J"t,,t\ y I :;A ) ~Oo<£ item(s) llsted below were: 
0 Received From 
0 Retur-ned To 
0 Released To 
"R Seized 

(Street Addres-s),_ 

Received By: 
(Signature) 

- q+-A~ ~~4~~ Rece1ved From: · ~:NL~ ~ (..-""' 
r- - (Signature) 
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ITEMS SEIZED FROM 7112/2008 SEARCH OF IVINS RESIDENCE. ( ROAD 
Seizing Agent: SA Marlo Arredondo collected: 7112/2008 at 1 :40 PM 

Item 1: 

Item 2: 

Item 3 : 

Item 4: 

Item 5: 

Item 6: 

Item 7: 

Item 8: 

"spent bullet round" 
Room J, Andy's room 
Hamper of dirty clothes 
PI Garcia 

"(2) Memorex CDRs 
-BMW Films and Ghost Trailer 
-Mischief 3000 Part 2 & Turbo Busa" 
Room J, upper level bedroom 

SA Adams 

"Alliant Powder 2400, smokeless magnum handgun powder" 
Room K 
In closet by entry on floor 
SA Borsuk 

"scrap paper, white, with telephone #240-388-3013," handwritten 

RoomN 
Table with garden supplies on it, left side of room, on table top 
SA Wylie 

"(4) emails and IMs (2) between Kingbadger7 & FastCoach, emails dated March 
2008'' 

RoomF 
top left shelf, left of fridge 

SA Alexander 

"12 gauge shotgun round" 
RoomJ 
2nd dresser drawer by window 
SA Arredondo 

"Shirmer's Library of Musical Classics; vol. 932; Casorti; The techniques of Bowing" 
Room Foyer 
Closet on very tp shelf in a pile 
SA Arredondo 

"White Sony 3.5 in. floppy disk with 'Amanda Resume' handwritten in blue pen" 
Room N, basement workshop 
In floppy drive of HP Pavilion found in room N 
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Item 9: 

Item 10: 

Item 11: 

Item 12: 

Item 13: 

Item 14: 

Item 15: 

Item 16: 

Item 17: 

SA Smallman 

"plastic baggie with ( 45) .22 caliber rounds" 
Room J, upper level bedroom 
In plastic baggie on top bunk-bed 
SA Adams 

"Live 9mm round, Winchester" 
RoomJ 
On top of clothes dresser by window 
SA Borsuk 

"possible attorney client documents'' 
RoomK 
In laundry hamper (blue) 
SA Rankin 

"5 notebooks/journals with entries from 1997-2003" 
Room L, Amanda's Room 
Top of closet 
SA Rankin 

"3 pages possible attorney client documents" 
RoomF 
cabinet next to refrigerator, 2nd shelf 
SA Rankin 

"4 Pages of possible attorney client documents'' 
RoomK 
on food of bed 
SA Rankin 

"homemade yellow with silver duct tape body armor" 
RoomK 
bedroom closet by entry 
SA Borsuk 

"black bulletproof I ballistic vest Eagle Eye Personal Body Armor, size Medium" 
RoomK 
Bedroom closet by entry 
SA Borsuk 

"HP Pavilion 502N, serial# CN223Al321" 
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Item 18: 

Item 19: 

Item 20: 

Item 21: 

Item 22: 

Item 23: 

Room N, basement workshop 
under pegboard tool wall 

SA Smallman 

"Dell Dimension ESlO desktop cpu, service tag 9C4QR91 
Room B, dining room 
under the desk in the comer 
SA Smallman 

Room P; rear basement room 
on the floor in the door way to room 0 by Mac pointer and monitor 
"Dell Dimension L667R, service tag GFB240B" 
SA Smallman 

"HP pavilion 502N, serial# CN222A23 14" 
Room J, upstairs front bedroom 
on the floor between the desk and the bed, against the wall 
SA Smallman 

"1 box, 55 rounds .40 cal; 
1 box, 50 rounds, .40 cal; 
1 box, 50 rounds, 9mm; 
1 box, 11 rounds, 9mm, loose" 

Room K 
under wooden dresser on left in a brown bag next to Glock 27 carrying case 
SA Wylie 

"stapled papers: 
3 pg - Relapse prediction scale 
8 pg - Identifying and handling social pressure 
4 pg - Seeing that we're all just human 

5 pg - Forming stable relationships 
6 pg - Identifying high risk situations 
7 pg - Relapse prevention group 2 

10 pg - Anger check list" 
RoomK 
In laundry basket on floor in front of closet door by entry 
SA Borsuk 

"handwritten notes ref Cheryl, Bill, and Ann" 
Room K 
left side, head of bed 
PI Garcia 
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' ' 

[tern 24: 

Item 25: 

Item 26: 

Item 27: 

Item 28: 

Item 29: 

Item 30: 

Item 31: 

"1 magazine, 16 rounds, 9rom; 
1 magazine, 14 rounds, 9mm" 
RoomK 
Under wood dresser on left, in Glock 34 carrying case 
SA Wylie 

"Notes on submission & Kristi Friend directions to Kristie Friend." 
RoomK 
Left corner of bed 
PI Garcia 

"blue notebook containing AA notes, notes concerning social workers" 
RoomK 
left corner of bed 
PI Garcia 

"1 magazine, 8 rounds, .40 cal; 
1 magazine, 8 rounds, .40 cal; 
1 magazine, 7 rounds, .22 cal" 
RoomK 
under wood dresser on left in lock 27 carrying case 
SA Wylie 

"1 box containing 17 rounds, .40 cal, hollow points" 
RoomK 
under wood dresser in brown bag next to Glock 27 carrying case 
SA Wylie 

"1 stamp marked 'Protected by Attorney-Client Privilege Paul F. Kemp 301-217-
5664" 
RoomK 
inside lock box on top of wood dresser on left side of room 
SA Wylie 

"Book: Arrowsmith, by Sinclair Lewis" 
RoomK 
first shelf above dresser 
SA Alexander 

"Book: A Madman Dreams fo Turning Machines, by Janna Levin" 
RoomK 
first shelf above dresser 
SA Alexander 
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Item 32: "handwritten note regarding counselor Jean Dooley" 
Room F 
on kitchen table 
SA Alexander 
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'' J 

ATTACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search and 
forensic swabbing for the items mentioned in the text of the search warrant, including more 
specifically the following: 

1. Any assembled or unassembled Biological Threat Agent (BT A), or trace thereof, and 
any BTA weapon, and/or any incendiary, radiological, nuclear, chemical or booby trap device. 

2. Laboratory equipment used in the production/replication of biological threat agents 
including, but not limited to agar or liquid growth media, media components, anti-foaming 
agents, animal droppings or carcasses, autoclaves, bleach, blenders, live animals and materials 
for their care, cylinder of nitrogen or oxygen, soil, dimethylsulfoxide (DMSO), ferrnentors, 
grinders, home brewing kits, incubators, inoculating loops, mechanical stirrers/paint stirrers, 
microscopes, microwave for making homemade agar plates, mortar/pestle, milling devices, 
ovens, Petri dishes/improvised glass/plastic cook dishes, pipettes, pressure cookers, Q-tips, roller 
flasks , rubber gaskets/seals, screens, sieves, sodium hydroxide, stains/inks/dyes used to identify 
BTAs, sterilization equipment (Bunsen or alcohol burners/butane torches), swabs, test tubes, 
tissue culture flasks, virus flasks, and other materials. 

3. Personal Protective Equipment/Safety Equipment including, but not limited to, 
biosafety hoods and cabinets (commercial or homemade), masks (surgical/dust/HEPA), exhaust 
vents, filters (HEPA), gloves, lab coats, mechanical fans, safety glasses/goggles, shoe covers, 
soap, tubing pipes, and vinegar. 

4. Items used in the weaponization/delivery of biological weapons including, but not 
limited to pens, tape, paper, scissors, envelopes, target addresses, aerosol canisters, agricultural 
or garden sprayers, acetone or other drying agents, baby powder, baking powder, baking soda, 
boxes, commercial/industrial powders, copier toner/printer and/or toner/inks, compressed air or 
other gas systems, cornmeal, cornstarch, explosive, hypodermic syringes/needles, jars or flasks 
with gauze on top, oatmeal, powdered milk, salt/pepper, spray bottles, squirt guns, stamps, sugar, 
talcum powder, and other materials. 

5. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related paperwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe production, weaponization, and delivery techniques, directions, maps, diagrams, and 
blueprints of delivery or target locations, communication which would include but not be limited 
to handwritten notes and drawings, memos and photographs, which would include descriptive 
information such as telephone numbers, addresses, affiliations and contact points of individuals 
involved in a conspiracy to acquire, refine, alter, transport, and/or use a biological weapon. Note 
that such documentary material described herein may be in printed or electronic form such as, 
but not limited to, computer disks . Such computerized and other electronic material would 
constitute contraband, fruits, instrumentalities or evidence of the offenses enumerated herein and 
in the attached affidavit for search warrant. 

[ J] 
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6. Publications or other written materials evidencing knowledge of federal laws 
including those related to biological weapons and other weapons of mass destruction. 

7. Photographs, newspapers, or magazine clippings, travel information, brochures, maps, 
hotel receipts, rental receipts, notes, ledgers, phone numbers, toll records, address books (which 
may be in printed or electronic format), hand-held electronic memo-type notebooks, scanners, 
commercial transportation receipts, and firearms, ammunition, firearms owners identification 
documents and/or permits and licenses, digital or other types of pagers and all alpha and/or 
numeric data/message stored therein, cellular phones, cordless telephones and their base units, 
caller identification units and all alpha-numeric information and data stored therein, biological 
weapons/agent formulas, biological weapons/agents, and/or recipes, all of which related to the 
construction of biological weapons, or plans to produce, conceal, or use such devices or agents or 
indicated possible confederates involved or possible targets of such weapons. 

8. Any notes, correspondence, memoranda, writings or other documents, regardless of 
storage media, which relate to the production or refinement of biological weapons (including 
anthrax bacteria/spores), or plans to produce, conceal or use such weapons, which items concern, 
among other things, rental agencies, storage facilities, biologicaVchemical suppliers or outlets for 
necessary biological equipment. Examples of such writings include, but are not limited to, those 
that evidence biological weapons production or predisposition such as sales receipts, invoices, 
shipping records, literature that relates to biological weapons-making or the production of 
biological materials, electronic addresses of sites with biological agent/weapons-making 
information and stored electronic communications, computer passwords or codes, delivery 
devices, and material from which biological weapons can be made from related chemicals and 
materials. 

9. Bank documents and other records and documents pertaining to the expenditure of 
funds for illegal activities, assets and funds used to facilitate illegal activities and assets and 
funds obtained from the conduct of illegal activities . 

tO. Cellular and telephone records. 

11. Keys, records, or other information pertaining to storage facilities, safety deposit 
boxes or other locations where assets or contraband may be stored. 

12. Books, videos, pamphlets and any other written, audio, video media advocating 
production, refinement, distribution of biological weapons or other acts of violence or 
criminality. 

13. Destructive devices, weapons of mass destruction or their components or parts and 
any written medium pertaining to their design, use, operation, function, capabilities or other 
attributes. 

14. Records, documents, notes, or other material indicating the use of aliases or false 
identities including birth certificates, driver's licenses, photographs, travel documents or 
passports and miscellaneous items such as permits, registrations, certificates, licenses, and 
badges of all types. 

[2] 
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A0106(Rev.5/85) Affidavit for Search Warrant 

UNITED STATES DISTRICT COURT 
FOR T'HE DISTRICT OF COLUMBIA 

fn the Matter of the Search of 

FILED 
2002 Saturn SLl, blue, 4 door sedan, 

bearing VIN # ···----~ 
stered to Bruce Edwards Ivins, 

APPLICATION AND AFFIDAVIT 
JUL 11 20~R SEARCH WARRANT 

Frederick, MDJANCY MAYER WHITTINGTON, CLERK 
U.S. DISTRICT COURT 

CASE NUMBER: 

__ C=ho..=a:..:.r..:..:le~s::....:B~ . ...!.W.:_i~c~k~e~rs~h~a~m=------ being duly sworn depose and say: 

I am a(n) Postal Ins pector with the U.S. Postal Inspection Service and have reason to believe 
(Official Title) 

that o on the person of or~ on the property or premises known as (name. description and or location) 

20~e, 4 door seda n, bearing YIN # ••••••• ..,, regis tered to Bruce Edwards Ivins, 
at-· Frederick, MD 

in the District of Maryland, there is now concealed a certain person or property, namely 
firea rms and other weapons, ballistics vests or other protective gea r, and any writ ings identifyi ng a plan to kill 
witnesses or names of intended victims, or any other relevant documents, notes and records in various formats, 
including computer files and other electronic media, as more fully described in Attachment A. 

which is (state one or more bases for search and seizure set forth under Rule 41 (b) of the Federal Rules of Criminal Procedure} 

evidence relevant to the commission of an act of terrorism, to include the use of a weapon of mass destruction 
(anthrax) and the murder and attempt to murder officers and employees of the United States, and to threaten 
witnesses involved in, and obstruct the investigation of, such act of domestic terrorism. 
in violation of Title _18_ United States Code, Section(s) 2332a and 1114 and 1512(a)(2) . The facts to support a 
finding of Probable Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN TNCORPORA TED BY REFERENCE AS IF FULLY REST A TED HEREIN 

Continued on the attached sheet and made a part hereof. i.Jr;ited States D~strlct Court 
For g Distri~t of Columbia 

A TP.U PY Rachel Car lson Lieber, AUSA 
U.S. Attorney's Office, Washington, DC 
(202) 353-8055 

-+-,,(4,.~~~====-~~~~~¥JH.p.:f1fh!(2 ON. C 

~p ' 

at Washington, DC. (pu"uant to the domestic te~· m seQ 
Date Deborah A. Robinson warrant provisions of Rule 41 (b)(3)) 

--Uni---:-kt-d-Sta--te-•.,....,.M=-ag-ls_tr_a_te_J_u_dg_e--=~~~ 
Name and Title of Judicial Officer ~ Signature of Judicial Officer 
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A09J(Rev.5/85)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

fn the Matter of the Search of 

2002 Saturn SLl, blue, 4 doQr sedan, 

bearing VIN # ••••••lit 
registered to 'lruce Edwards Ivins, 
at y Road, Frederick, MD 

SEARCH WARRANT 

CASE NUMBER: oF- tf 3 I 
TO: Postal Inspector Charles B. Wickersham and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Postal Inspector Charles B. Wickersham who has reason to 
believe that o on the person or 181 on the premises known as (name, description and or location) 

2002 Saturn SLI, blue, 4 door sedan, bearing VlN # •••••••• registered to Bruce Edwards 
lvins,at. ~rederick, MD 

in the District of Maryland there is now concealed a cenain person or property, namely (describe the person or property) 

firearms a nd other weapons, ballistics vests or other protective gear, and any writings identifying a plan to 
kill witnesses or names of intended victims, or any other relevant documents, notes and records in various 
formats, including computer files and other electronic media, as more fully described in Attachment A. 

014750Anthrax Page 590 of 639



SearchWarrant-08-431M-03.pdf

A093(Rcv.5/85)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

2002 Saturn SLl, blue, 4 door sedan, 
bearing VlN # •• 

tered to Bruce Edwards Ivins, 
Frederick, MD 

SEARCH WARRANT 

CASE NUMBER: Q 7 - 5 2 5 - ~ - 0 1 

TO: Po·stal Inspector Thomas F. Dellafera and any Authorized Officer of the Uruted States 

Affidavit(s) having been made before me by Postal Inspector Thomas F . Dellafera who has reason to believe 
that D on the person or ~ on the premises known as (name. description and or location) 

2002 Saturn SLI, blue, 4 door sedan, bearing YIN# •••••••• registered to Bruce Edwards 
Ivins, at~rederick, MD 

in the District of Maryland there is now concealed a certain person or property, namely (describe the person or property) 

trace quantities of Bacillus anthracis or simulants thereof, hairs, textile fibers, la b equipment or materials 
used in preparation of select agents, papers, tape, pens, notes, books, manuals, receipts, financial records of 
any type, correspondence, address books, maps, handwriting samples, photocopy samples, photographs, 
computer files, cellular phones, pbone bills, electronic pager devices, other digital devices, or other 
documentary evidence. 

I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises above-des en 'bed and establish grounds for the 

issuance of this warrant. !I D. f ~ . j A . { q 
1 

/,-, kf'\-;]_ 

YOU ARE HEREBY COMMANDED to search on or before -=-"-...::.:...;;_\J"-"'~:.......t"'--='---~.C.:.....:l _ _ _ 
7
__,_ _ _J.:jj_..:._.x.-V) f 

(Doll:) 

(not to exceed I 0 d~s) the person or place named above for the per~~r property specified, serving this warrant and 

making the search U (in the daytime-6:00A.M. to 10:00 P.M.) B(at any time in the day or night as I fmd reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy ofthis warrant and 
receipt for the person or property taken, and prepare a written inventory of the person or property seized and promptly 
return this warrant to the undersigned, U.S. Judge!U .S. Magistrate Judge, as required by law. 

OCT ~ 1 ~"'rt7 ~. J.-, ; VV1 
Date and Time Issu~d in Washington, DC pursuant to 
the domestic Terrorism search warrant provisions 

ofRul~~~'"'' 
~A. ROtiiNSON 

ua MABISJJMTf .H lOGE 

• 

Signature of Judicial Officer 

[EQ1AHA.~ 
.....~~ 

Name and T itle of Judicial Officer ,./ 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT ... 
I, Charles B. Wickersham_, being duly sworn, depose and say:,· 

I have been a Postal Inspector. of the United States PostaJ Inspection Service (USPIS) for 
approximately twenty months. l am authorized to investigate crimes involving violations of 

. Title 18 U.S.C. Sections 2332(a), 11 14, and 1512(a)(2). 

This affidavit is respectfully submitted in support of an application for warrants to search 
the following premises and vehicles, pursuant to the domestic terrorism search warrant provision 
found at Rule 41 (b)(3) of the Federal Rules of Criminal Procedure, in that it involves threats to 
witnesses in, and obstruction of, a domestic terrorism investigation, pending in the District of 
Columbia. 

(1) -Frederick, Maryland, a single family residence. The residence 
~wood siding, with a white front door that is located on the right 
side of the front of the home. The front door has an exterior stonn door. Left of the 
front door ar.e two windows cased with red shutters. A black railing leads up several 
stairs to the front door where the numbers~e indicated in black above the 
door. The search will include a large white shed with peeling paint, that is located on 
the rear of , along with the backyard. Bruce Edwards Ivins purchased the 
house Investigation has disclosed the property has been his principle 

... ~.,. ........ """'", 2 00 1 . 

(2)-ut ·1 #1: a vehicle with Maryland regist · 
and Vehicle Identification Number 

is describe as blue, 4 door sedan, an rs reg1 to Bruce 
Edwards Tvin Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle has been the sole owner, and is the primary user. 

(3) Automobile #2: search a vehicle with Maryland expiration 
-·and Vehicle Identi~cation Number The vehicle 

1s descnbed as a 1993 Honda Ctvtc, blue, 4 door sedan, ts re to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 

• • • t • the vehicle l 2/0 n the sole owner. The vehicle is primarily used 
by Ivins ' s wife and is driven on occasion by Bruce Edwards 
Ivins. 

(4) Automobile #3: 
expiration 
The ve 
Ivins, 
1 0/ t 711 

A warrant to search a vehicle with 
and Vehicle Identification Number 

as a 1996 Dodge 
Frederick, MD. 
e is driven on occasion 
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As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon of Mass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation of Title 18, United States Code, 
Sections 2332(a) and 1114~ which killed five people and infected at least 17 others, and into 
tampering with a witness or informant in connection with that ongoing domestic terrorism 
investigation> in violation of Title 18, United States Code Section 1512(a)(2). 

Overview 

The Federal Bureau oflnvestigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force11

) investigation of the anthrax attacks has led to the identification of Dr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Anny Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD (hereinafter "USAMRIID"), as a person necessitating further 
investigation for several reS.SQI\S: (1) At the time of the attacks, he was the custodian of a large 
flask of highly purified anthr~x spores that possess certain genetic mutations identical to the 
anthrax used in the attacks; (2) Ivins has been unable to give investigators an adequate 
explanation for his late night laboratory work hours around the time of both anthrax mailing~; (3) 
Ivins has claimed that he was suffering serious menta.!,r;p~~ issues in the months preceding the 
attacks, and told a coworker that he bad "incredible paranoid, delusional thoughts at times" and 
feared that he might not be able to control his behavior; ( 4) Ivins is believed to have submitted 
false samples of 8J1thrax·:fr.orp: his lab to the FBI for forensic analysis in order to mislead 
investigators; (5) at the time ~f the attacks, lvins was under pressure at work to assist a private 
company that had lost its FDA approval to produce an anthrax vaccine the Army needed for U.S. 
troops, and which Ivins believed was essential for the anthrax ptogram atUSAMRliD; and (6) 
Ivins sent all. email te · few days berbre the .. anthrax .attacks 
waming4&rhat ''Bin. anthrax and sarin gas" and b~~e ".iust 
decreed death to all Jews a-~~ericans,',) language similar to the anthrax letters warning 
"WE HAVE THIS ANTH~ ·:':': DEATH TO AMERlCA ... DEATH TO ISRAEL." In his. 
affidavit dated October~ 1, 2007 ;·submitted in support of an initial search of the residence and 
vehicles of Bruce Edwards Ivins, Supervisory Postal Inspector Thomas F, Delafera described in 
greater detail information regarding Bruce Edwards Ivins, and his probable connection to the 
anthrax mailings. 1 hereby incorporate this affidavit by reference herein. See Exhibit A. 

Faetual Background 

Over the course of Jepasrf~w ~~~~fs~ -~r. Ivins has become aware that the Task Force 
considers him a person who warrants further investigation in connection with the anthrax 
attacks. He has been interviewed a number of times by law enforcement throughout the CO!l!SC ;~ 
of the nearly ~~ven-yea.r investiga~ion, most recently in the presence of J1.is attorney on Jum{;~·;~ 

1 

2008. In addttlOn, on November I, 2007, Task. Force agents executed search warrants at his · 
residence> his offiy.f:at USAMRII~,.and his vehicles, for evide!f.c~nking him to the anthrax 
attacks, and seized ·a number of items. including numerous letters tl members of Congress and 
the media~ along wjth handguns. Finally, in recent months in particular, he has told co-workers 
and friends that he is a suspect in the investigation, even revealing to one friend a few weeks ago 
that his attorney has told him to prepare to be indicted for the anthrax attacks. 

2 
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His most recent statement regarding the attacks came two days ago on Wednesday) July 
9, 2008. While at a group therapy session in Frederjck, Maryland, he revealed to the Licensed 
Clinical Social Worker and other members of the group that he was a suspect in this 
investigation. He stated that he was a suspect in the anthrax investigation and that he was angry 
at the investigators. the government) and the system in general . He said he was not going to face 
the death penalty, but instead had a plan to kill co-workers and other individuals who had 
wronged him. He said he had a bullet-proof vest, and a list of co~workers, and added that he was 
going to obtain a Glock fireann from his son within the next day, because federal agents arc 
watching him and he could not obtain a weapon on his own. Based on these statements, the 
Social Worker called the Frederick, Maryland, police department, and they ~ook custody of 
Bruce Edwards Ivins on Thursday, July 10, 2008, for a forensic evaluation at Frederick 
Memorial Hospital, where he remains as of this wri ting. 

Further, with respect to backyard at the residence~ at approximately I 0:30p.m., in early 
June 2008~ Bruce Edwards Ivins was ·observed walking in the rain out into an area of his 
backyard near his back fence. He was then observed making a raking or digging motion in that 
area. Subsequent visual scn.ttiny of that area revealed that it was an untended area of grass and 
other vegetation. 

Finally, with respect to the three vehicles, over the course of the past several months, 
visual surveillance has been conducted regularly at the residence of Bruce Edwards Ivins at

Frederick, Maryland. Such surveillance has revealed that all three vehicles are 
gu y par din front of the Ivins residence or in the driveway on the property. 

The Tac;k force submits that a search Subject Residence and Subject Vehicles may reveal 
physical or documentary evidence that will assist the investigation into these threats to witnesses 
related to the anthrax investigation, and obstruction of that investigation. Tile search is for 
firearms and other weapons:·~ballistics vests or other protective gear, and any writings identifying 
a plan to kill witnesses or names of intended victims, or any other relevant documents, notes, 
photographs, and records in various formats, including computer .files and other electronic 
medi~ as more fully described in the Attachment to this affidavit. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search of 
the Subject Residence and Subject Vehicles may result in collection of evidence relevant to the 
investigation of threats to witnesses in, and obstruction of, the investigation into the 
disseminmion of a weapon of mass destruction (anthrax) through the U.S. mail system in 
September and October 2001 in violation of18 U.S.C., Sections 1512(a)(2), 2332a and 1114. 
Specifically, there is probable cause to believe that a search of the Subject Residence and 
Subject Vehicles as described in the Attachment to this affidavit, may reveal firearms and other 
weapons, balJistics vests, and writings identifying a plan to kill witnesses, names of intended 
victims, photographs, and other relevant documents. 

3 
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. · 

Because this affidavit is part of an ongoing investigation that would be j eopardized by 
premature disclosure of information, I further request that this Af'fidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. 

The statements contained in this Affidavit are based in part on information provided by 
FBI Special Agents and U.S . Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as a Postal Inspector. (have not included each 
and every fact known to me concerning this investigation. I have set forth only the facts that I 
believe are necessary to establish the necessary foundation for the search warrant. 

P stal Inspector 
lJ . S. Postal Inspection Service 

.. , .... --·::-.~~·~~ 
.. ,...._ -. . -' 

·-·-: · ... 

....... ":';:....,, ,;- " 
. - ·~·----------·----------~ 
. ·· U.S. MAGISTRATE JUDGE 

United States District Court 
for the District of Columbia 

4 
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AFFIDAVIT IN" SUPPORT OF SEARCH WARRANT 

I, Thomas F. Dellafera, being duly sworn, depose and say: 07.-524·M-01 
I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 

a~proximately ~.en~y-one years. I pn authorized to investigate crimes involving violations of 
T1tle 18 U.S . c. ~fction2332(a) and 1114. 

This affidavit is respectfully submitted, purs·uant to the terrorism search warrant provision 
found at Rule 41(b)(3) of the Federal Rules of Criminal Procedure, in support of an application 
for a warrant to search the following premises and vehicles: 

. . 
(1) Frederick, Maryland, a single family residence. The residence 

has white painted· wood siding, with a white front door that is located on the right 
side of the front of the home. The front door has an exterior storm door. Left of the 
front door are two windows cased with red shutters. A black railing leads up several 
stairs to the front door where the number are indicated in· black above the 
door. The search will include a large white shed; with peeling paint, that is located 
on the rear o[,.~e,.J~Ht.~· .ll.ruce Edwards Ivins purchased the house 
Investigation has d1!CIOse~I~ property has been his principle residence since 
September, 2001. 

(2) Automobile #1: a vehicle with Maryland registratior L exp1ration 
02/11/2009, and Vehicle Identification Number The vehicle 
is described as a 2002 Saturn SLl, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, Iv.ID. Bruce Edwards Ivins purchased 
the vehicle 9113/2002 and has been the sole owner, and is the primary user. 

(3) Automobile #2: search a vehicle with Maryland registratio~expiration 
06/25/2008, and Vehicle Identification Number . The vehicle 
is described as a 1993 Honda Civic, blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 1 999 and has been the sole owner. The vehicle is primarily used by 
Ivins 's · is driven on occasion by Bruce Edwards Ivins. 

(4) Automobile #3: A warrant to search a vehicle with Maryland 
expiration 07/0 l/2009, and Vehicle Identification 
The vehicle is described as a 1996 Dodge van, red, and is registered toijlliill•• 
······-·Frederick, MD. £11 I £purchased the vehicle 
10/17/1996, and the vehicle is driven on occasion by Bruce Edwards Ivins. 

( 5) Safe Deposit Box #48, located at Farmers & Mechanics Bank, Branch # 1, 1305 West 
ih Street, Frederick, Maryland 21702. The box was originally leased on 06/12/1990, 
and is subscribed to Bruce E. Ivins and : d@LFrederick, 
Maryland 21702. Available records indicate Bruce E. Ivins and § .. accessed 
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the box during the period 12/07/2004 - 07/20/2007. Access records previous to 
12/07/2004 no longer exist. 

As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon of Mass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation ofTitle 18, United States Code, 
Sections 2332(a) and 1114, which killed five people and infected at least 17 others. 

Overview 

The Federal Bureau of Investigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force") investigation of the anthrax attacks has led to the identification of Dr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Army Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD, as a person necessitating further investigation for several reasons: 
(1) At the time of the attack~.' he was the custodian of a large flask of highly purified anthrax 
spores that possess certain genetic mutations identical to the anthrax used in the attacks; (2) Ivins 
has been unable to give investigators an adequate explanation for his late night laboratory work 
hours around the time of both anthrax mailings; (3) Ivins has claimed that he was suffering 
serious mental health issues in the months preceding the attacks, and told a coworker that he had 
"incredible paranoid, delusionlt thoughts at times" and feared that he might not be able to 
control his behavior; (4) Ivins is believed to have submitted false samples of anthrax from his lab 
to the FBI for forensic analysis in order to mislead investigators; (5) at the time of the attacks, 
Ivins was under pressure at work to assist a private company that had lost its FDA approval to 
produce an anthrax vaccine the Anny needed for U.S. troops, and which Ivins believed was 
essential for the anthrax program at USAMRJID; and (6) Ivins sent an email to·•••• 
••••••• a few days before the anthrax attacks warning. that "Bin Laden terrorists 
for sure have anthrax and sarin gas" and have 'just decreed death to all Jews and all Americans,'' 
language similar to the anthrax letters warning "WE HAVE THIS ANTHRAX . .. DEATH TO 
AMERICA ... DEATH TO ISRAEL." 

The Task Force submits that a search and forensic swabbing of the Subject Residence and 
Subject Vehicles may reveal forensic or documentary evidence that will assist the investigation 
by linking Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators involved in 
the attacks. The search is for laboratory equipment, tape, ink, paper, textile fibers, Caucasian 
hair, trace bacillus spores, handwriting samples, photocopy samples, and all relevant docwnents, 
notes and records in various formats, as more fully described in the Attachment to this affidavit. 

Factual Background 

In September and October, 2001, at least five envelopes containing significant quantities 
of Bacillus anthracis, were mailed to persons in the District of Columbia, New York City, and 
Boca Raton, Florida, in violation of Title 18, United States Code, Section 2332(a), which 
prohibits the use of a Weapon of Mass Destruction. Bacillus anthracis is a Weapon of Mass 
destruction because it is a bacteria and "biological agent" capable of causing death, disease, and 
other biological malfunction in humans and certain other animals as defined in Title 18, United 
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States Code, Section 178. Bacillus anthracis is classified as a Select Agent, which requires 
special handling and containment protocols as governed by the Centers for Disease Control and 
Prevention (CDC) in Atlanta. The disease caused by Bacillus anthracis is known as anthrax, 
subsequently these terms will be used interchangeably. The letters were addressed to members 
of the national media and to the Capitol Hill offices of two United States Senators located in the 
District of Columbia. Each of the envelopes contained a handwritten note referencing "9-11-0 1" 
and warning "WE HAVE TillS ANTHRAX. YOU DIE NOW. ARE YOU AFRAID? DEATH 
TO AMERICA. DEATH TO ISRAEL. ALLAH IS GREAT." The two letters addressed to 
Capitol Hill had fictitious return addresses. The return address read, "4th GRADE," 
"GREENDALE SCHOOL," "FRANKLIN PARK NJ 08852." 

At least 22 victims contracted anthrax as a result of the mailings. Eleven individuals 
contracted inhalational anthrax (developed from inhaling Bacillus anthracis spores) and the 
other eleven people suffered cutaneous anthrax (contracted through the skin). Five of the 
inhalational victims eventually died from their infection: (1) Robert Stevenson, 63, photo editor, 
American Media Inc., Boca Raton, Florida, died on 10/5/200 l; (2) Thomas L. Morris, Jr., 55, 
postal worker, Brentwood Post Office, Washington, D.C., died on 10/2112001 ; (3) Joseph P. 
Curseen, Jr., 47, postal worker, Brentwood Post Office, Washington, D.C., died on 10/22/2001; 
( 4) Kathy T. Nguyen, 61, hospital employee, New York City, died on 10/3112001; and (5) Ottilie 
Lundgren, 94, Oxford, CT, died on ll /21/2001 . Another 31 persons tested positive for exposure 
to anthrax spores. All of the exposures and cases of infection are attributed to the anthrax 
mailings, based on their timing, their location, the place of employment of each individual 
infected, and the identity of the strain of anthrax found in each letter and in the bodies of the five 
deceased victims. 

The CDC examined isolates of the Bacillus anthracis extracted from the powder 
contained in the letters and compared it to body fluid samples collected from the five decedents. 
The CDC has determined that the strain of Bacillus anthracis found in each of the decedents ' 
bodies is the same strain of anthrax found in the threat letters mentioned above. This particular 
strain is commonly known as the Ames strain of Bacillus anthracis. 

Law enforcement officials have spoken to biological experts who have knowledge and 
training in the field of infectious diseases including anthrax. According to these individuals 
quantities of Bacillus anthracis can be produced in a scientific laboratory, such as those found at 
universities, military research facilities, or other research institutions. Culturing anthrax and 
working safely with dried anthrax spores requires specific training and expertise in technical 
fields such as biochemistry or microbiology. It also requires particular "laboratory equipment 
such as a lyophilizer or other drying device, biological safety cabinet or other containment 
device, incubator, centrifuge, fermentor, and various personal protective gear, described more 
fully in the Attachment to this affidavit. 

Determination of Origin of Anthrax Contained in 2001 Mailings 

The mail attacks are believed to have occurred on two separate occasions, which are 
delineated by the postmark da~es of the recovered letters. Letters used in the first attack were 
postmarked on 09/18/2001 and were focused to media establishments located in the New York 
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area. Three weeks later, letters postmarked 10/09/2001 were sent to two U.S. Senators in 
Washington, DC. 

In order to fully characterize the threat letters and their contents, the Task Force has 
conducted numerous physical (phenotypic) and genetic (genotypic) analyses. Physical 
comparison of the spore powders taken from the Post and Brokaw letters versus the Senator 
Leahy and Senator Daschle letters reveals obvious differences. The spore powders recovered 
from the Post and Brokaw letters were granular and multicolored in consistency, while the 
Senator Leahy and Senator Daschle letters contained fine spore powders that were unifonn in 
color. 

Microscopic examination of the evidentiary spore powders recovered from all four letters 
identified an elemental signature of Silicon within the spores. This Silicon signature had not 
been previously described for Bacillus anthracis organisms. 

Genetic Analysis of the Anthrax Used in the Attacks 

Upon visual inspection of the Bacillus anthracis organisms used in the mail attacks, 
researchers have discovered numerous phenotypic variations, which distinguish it from the 
original Ames anthrax isolated in 1981, which is the earliest known sample. The phenotypic 
variations were identified as differences in morphology (i.e. shape, color, texture) from the 
original Ames anthrax. Changes in morphology can be attributed to individual genetic mutations 
within the Bacillus anthracis DNA. As a whole, the collection of all of the genetic mutations 
found in the anthrax used in the 2001 mailings, serve to provide a "DNA fingerprint" which can, 
and has been used to investigate other Ames isolates collected from laboratories possessing the 
Ames strain. Four individual, highly sensitive, and specific molecular assays capable of 
detecting four of the genetic mutations discovered in the Bacillus anthracis used in the mail 
attacks have been developed and validated. 

Following the mailings, sixteen domestic government, commercial, and university 
laboratories that had virulent Ames strain Bacillus anthracis in their inventories prior to the 

-

received Ames strain Bacillus anthracis isolates or samples from all sixteen domestic 
laboratories, as well as, from laboratories in Canada, Sweden, and the United Kingdom. All 
total, the Task Force has obtained more than 1000 isolates o f the Ames strain of Bacillus 
anthracis from these laboratories and archived these isolates in the FBI Bacillus anthracis 
Repository (hereinafter "FBIR"). 

The four aforementioned molecular assays have been applied to each of the more than 
1000 Bacillus anthracis samples contained within the FBIR. Of the more than 1000 FB.IR 
samples, only eight were determined to contain all four genetic mutations. 

The Task Force investigation has determined that each of the eight isolates in the FB.IR is 
directly related to a single Bacillus anthracis Ames strain spore batch, identified as RMR -1 029. 

4 

014759Anthrax Page 599 of 639



SearchWarrant-08-431M-05.pdf

RMR-1029 was stored in the B3 biocontainrnent suite within Building 1425 ofthe United States 
Army Medical Institute of Infectious Diseases (USAMRIID), Fort Detrick, Maryland. Access to 
the suite is afforded only to those personnel who are approved by the USAMRllD Security, 
Safety, and Special Immunizations Program to have the required background check, training, and 
medical protection (vaccination or personal protective equipment (PPE)). Dr. Bruce Ivins has 
unrestricted access to the suite and has been the sole custodian of RMR-1 029 since it was first 
grown in 1997. 

Bacterial contaminant found in attack letters 

Both of the anthrax spore powders recovered from the Post and Brokaw letters contain 
low levels of a bacterial contaminant identified as a strain of Bacillus subtilis. The Bacillus 
subtilis contaminant has not been detected in the anthrax spore powders recovered from the 
envelopes mailed to either Senator Leahy or Senator Daschle. Bacillus subtilis is a non
pathogenic bacterium found ubiquitously in the environment. However, genomic DNA 
sequencing of the specific isolate of Bacillus subtilis discovered within the Post and Brokaw 
powders reveals that it is genetically distinct from other known isolates of Bacillus subtilis. 
Analysis of the Bacillus sub til is from the Post and Brokaw envelopes revealed that these two 
isolates are identical. · 

Phenotypic and genotypic analyses demonstrate that the RMR-1029 does not have the 
Bacillus subtilis contaminant found in the evidentiary spore powders, which suggests that the 
anthrax used in the letter attacks was grown from the material contained in RMR-1029 and not 
tl;lken directly from the flask and placed in the envelopes. Since RMR -1029 is the genetic parent 
to the evidentiary spore powders, and it is not known how the Bacillus subtilis contaminant came 
to be in the Post and Brokaw spore powders, the contaminant must have been introduced during 
the production of the Post and Brokaw spores. Taken together, the postmark dates, the Silicon 
signature, the Bacillus subtilis contaminant, the phenotypic, and the genotypic comparisons, it 
can be concluded that, on at least two separate occasions, a sample ofRMR-1029 was used to 
grow spores, dried to a powder, packaged in an envelope with a threat letter, and mailed to the 
victims. 1 

Envelopes used in the anthrax attacks 

In the 2001 anthrax attacks, four envelopes were recovered. The four envelopes were 
all 6 ~ inch federal eagle envelopes. The "federal eagle" designation is derived from the postage 
frank in the upper right-hand corner on the envelope which consists of the image of an eagle· 
perched on a bar bearing the initials "USA." Underneath the lettering is the number "34," which 
denotes the postage value of 34¢. The eagle, lettering, and denomination are referred to as the 

1 As the Court may recall from its review, during the course of this six year investigation, the Task Force has from 
time to time obtained search warrants, supported by affidavits establishing probable cause, for the residences and 
vehicles of other · · · who have come under investigative · in the e.g .••••• 

prior searches in this investigation were conducted 
Task Force developed the genetic assays that led to the identification ofRMR 1029 at USAMRliD as the genetic 
parent of the anthrax used in the 2001 letter attacks. 
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indicia. The eagle and. the bar are stamped in blue ink, while the denomination is stamped in 
grey ink. Approximately 45 million Federal eagle 6 W' envelopes were manufactured by 
Westvaco Corporation (now known as MeadWestvaco Corporation) of Williamsburg, 
Pennsylvania, between December 6, 2000 and March 2002. These Federal eagle 6 %" envelopes 
were manufactured exclusively for and sold solely by the U.S . Postal Service between January 8, 
2001 and June 2002. 

Subsequent to the attacks, an effort was made to collect all such envelopes for possible 
forensic examination, including the identification of defects that occur during the envelope 
manufacturing process. As a result of this collection, envelopes with printing defects identical to 
printing defects identified on the envelopes utilized in the anthrax attacks during the fall of2001 
were collected from the Fairfax Main post office in Fairfax, Virginia and the Cumberland and 
Elkton post offices in Maryland. The Fairfax Main, Cumberland, Maryland, and Elkton, 
Maryland post offices are supplied by the Dulles Stamp Distribution Office (SDO), located in 
Dulles, Virginia. The Dulles SDO distributed "federal eagle" envelopes to post offices 
throughout Maryland and Virginia. Given that the printing defects identified on the envelopes 
used in the attacks are transient, thereby being present on only a small population of the federal 
eagle envelopes produced, and that envelopes with identical printing defects to those identified 
on the envelopes used in the attacks were recovereq from post offices serviced by the Dulles 
SDO, it is reasonable to conclude that the federal eagle envelopes utilized in the attacks were 
purchased from a post office in Maryland or Virginia. 

Of the sixteen domestic government, commercial, and university laboratories that had 
virulent RMR-1 029 Ames strain Bacillus anthracis material in their inventory prior to the 
attacks, only one lab was located in Maryland or Virginia, where the relevant federal eagle 
envelopes were distributed and sold by the U.S. Postal Service: the USAMRTID facili ty at Fort 
Detrick, MD. 

Tape, Ink, and Fiber Trace Evidence 

All four of the envelopes containing these letters were taped along the seams with 
transparent tape. Due to striation patterns placed on transparent tape as part of the mrumfacturing 
process, it is sometimes possible to match a piece of suspect tape with the tape roll from which it 
originated. According to FBI Laboratory experts, the envelopes were addressed with a pen 
which dispenses fluid-like ink, rather than the ink typically found in a ball point pen. Due to the 
distinguishing characteristics of ink, which vary by manufacturer, it is sometimes possible to 
match ink writing with the pen or brand of pen used to apply it. Forensic analysis of the tape 
attached to the four envelopes has identified eight different types of fiber attached to the tape: 
black cotton, black wool, black nylon, brown polyester, blue wool, yellow acrylic, red cotton, 
and red acrylic. 

Identification of Collection Box at l 0 Nassau Street 

Information gathered to date suggests that all of the lethal anthrax letters were mailed 
from a single street collection box located at 10 Nassau Street, in Princeton, New Jersey. The 
letters were postmarked on either September 18, 2001 or October 9, 2001 at the same Hamilton 
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Township Regional Postal Facility in Hamilton, New Jersey. The collection box on Nassau 
Street was identified through forensic biological swabbing of every U.S. Postal Service drop box 
that collects mail to be processed at the Hamilton facility. Further forensic examination of the 
contaminated mailbox recovered a number of Caucasian human hairs from inside the box, which 
are suitable for comparison. · 

Dr. Bruce Edwards Ivins 

Dr. Bruce Edwards Ivins is a senior microbiologist who has worked for 27 years in the 
Bacteriology Division at USAMRIID. The Task Force investigation has revealed that Dr. Ivins 
is considered an expert in the growth, sporulation, and purification of Bacillus anthracis. Dr. 
Ivins obtained a Bachelor of Science degree in Bacteriology in 1968, a Master of Science degree 
in Microbiology in 1971, and a Doctorate of Philosophy (Ph.D.) degree in Microbiology in 1976, 
all from the University of Cincinnati. Dr. Ivins then completed a two year Post-doctoral 
Fellowship at the University of North Carolina (UNC), Chapel Hill. 

A review of USAMRIID records, laboratory notebooks, written protocols, and 
professional publications has shown that Dr. Ivins has worked with Bacillus anthracis at 
USAMRIID since 1980. He has personally conducted and supervised Ames anthrax spore 
productions for over two decades. At the time of the anthrax mailings, Dr. Ivins possessed 
extensive knowledge of various anthrax production protocols. Dr. Ivins was adept at 
manipulating anthrax production and purification variables to maximize sporulation and improve 
the quality of anthrax spore preparations. He also understood anthrax aerosolization dosage rates 
and the importance of purity, consistency, and spore particle size due to his responsibility for 
providing liquid anthrax spore preparations for animal aerosol challenges. Dr. Ivins produced 
large batches of Bacillus anthracis which were required for such challenges - tests in which 
vaccinated animals inhale pre-defined doses of anthrax spores to assess the efficacy of the 
anthrax vaccine. 

Dr. Ivins's 20 years ofworking in the laboratories ofUSAMRIID provided him personal, 
hands-on laboratory experience in the production of liquid spore preparations of Bacillus 
anthracis. He has used lyophilizers, biological safety cabinets, incubators, and centrifuges in 
vaccine research. Such devices are considered essential for the production of the highly purified, 
powdered anthrax used in the Fall 2001 mai lings. Dr. Ivins was also very experienced in 
conducting laboratory work in a containment area, and well versed in decontamination 
procedures specifically for Bacillus anthracis. Dr. Ivins's employment at USAMRIID also 
provided protection against anthrax infection at the time of the mailings due to his extensive and 
current anthrax vaccination history. 

Unexplained late night laboratory access 

USAMRIID containment Suite B3 is a Biological Safety Level-3 (BSL-3) suite of. 
laboratories used by USAMRIID Bacteriology personnel for research on dangerous animal and 
human pathogens. The flask identified as RMR-1029 was stored in Suite B3 at the time of the 
letter attacks. Suite access is obtained via a Security Access Control (SAC) badge reader at the 
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door to the cold-side change room, which is secured by a magnetic-lock. A central security 
system monitors and records a time stamp for each SAC badge and keypad request. 

A review of Dr. Ivins's laboratory access records for Building 1425 was assessed to 
determine trends in working hours and evening times (after 6 p.m.) spent in Suite B3. His 
regular working hours on average consisted of a 7:30a.m. to 4:45 p.m. shift, but he would 
periodically return in the evenings, presumably to check on the status of various experiments. 
Beginning in mid-August 2001; however, there was a noticeable spike in Dr. Ivins's evening 
access to the B3 hot Suite. 

The following depicts the comparison of Dr. Ivins's total hours spent at night, after 6 
p.m., in Suite B3 during the years 2000 and 2001: 

35 
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~ 20 
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The investigation examined Dr. Ivins's laboratory activity immediately before and after 
the window of opportunity for the mailing of the Post and Brokaw letters to New York which 
began at 5:00p.m. Monday, September 17,2001 and ended at noon on Tuesday, September 18, 
2001. Beginning on Friday, September 14, Dr. Ivins worked the following three consecutive 
evening shifts prior to the mailings with time spent in Suite B3: 

D ay D t a e T . B ild. 1425 tme m u mg T t IT" . B3 oa tme m 

Friday September 14 8:54p.m. to 12:22 a.m. 2 hours 15 minutes 

Saturday Se~tember 15 8:05 fl.ID. to 11 :59 p.m. 2 hours 15 minutes 

Sunday September 16 6:38 Q:m. to 9:52 _l).m. 2 hours 15 minutes 

After September 16, Dr. Ivins did not enter Suite B3 in the evening again until September 25. 
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The investigation further examined Dr. Ivins's laboratory activity before and after the 
window of opportunity for the mailing of the Daschle and Leahy letters to Washington, D.C. 
which began 3:00p.m. Saturday, October 6, 2001, and ended at noon on Tuesday, October 9, 
2001. Beginning on September 28, Dr. Ivins worked eight consecutive nights which consisted of 
the following times in building 1425 with time spent in Suite B3: 

D ay D ate T' . B 'ld. 1425 T t IT' . B3 1me m Ul mg_ o a 1mem 

Friday September 28 7:16p.m. to 10:59 2_-m. 1 hour 42 minutes 

Saturday Segtember 29 8:02 2_-m. to 11:18 p.m. 1 hour 20 minutes 

Sunday September 30 9:53p.m. to 12:04 a.m. 1 hour 18 minutes 

Monday October 1 9:14p.m. to 10:43 p.m. 20 minutes 

Tuesday October 2 7:24p.m. to 9:39p.m. 23 minutes 

Wednesday October 3 7:25p.m. to 10:55 p.m. 2 hours 59 minutes 

Thursday October 4 6:10p.m. to 10:12 p.m. 3 hours 33 minutes 

Friday October 5 7:40p.m. to 12:43 a.m. 3 hours 42 minutes 

After October 5, Dr. Ivins did not enter Suite B3 in the evening again until October 9, for 15 
minutes, and then October 14, for l hour and 26 minutes. 

The investigation has also analyzed the daily schedules, work areas accessed, and the 
number of hours worked per week of all other researchers assigned to the Bacteriology Division 
who had access to Suite B3 during the months of September and October 2001. When these 
records are compared to Dr. Ivins for the same period, Dr. Ivins's habits are significantly 
different than those o.f the other researchers, in that he was frequently in Sujte BJ, where R.MR-
1029 was kept, late at night and on weekends when no other researchers were present in Suite 
B3 . Additionally, while Dr. Ivins was in Suite B3 at night, no other USAMRIID employee was 
present. 

On March 31, 2005, Dr. Ivins was asked by Task Force investigators about his access to 
B3 and could provide no legitimate reason for the extended hours, other than "home was not 
good" and he went there "to escape" from his life at home. A review of Dr. Ivins's and co
workers's laboratory notebooks and projects at the times in question was conducted. The 
investigation determined that Dr. Ivins's role in the experiments were minimal, and did not 
justify the time he spent in B3. Dr. Ivins has admitted to investigators that the research he was 
conducting in 2001 did not require, and does not explain, his late night hours in the B-3 
laboratory aroWld the time period of the anthrax mailings. 

Since producing anthrax spore preparations was one of Dr. Ivins's principal 
responsibilities at USAMRIID, he had multiple and unfettered opportunities to produce or divert 
Ames strain spores for illegitimate purposes. His access to Suite B3 and USAMRIID afforded 
all of the equipment and containment facilities which would have been needed to prepare the 
anthrax and letters used in the Fall2001 attacks. 
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Failure to cooperate in providing laboratory samples 

Dr. Ivins provided two sets of samples of Ames anthrax to 
the FBI which he represented to the I were drawn from RMR-1029. In the first submission in 
February 2002, Dr. Ivins failed to follow the 
subsequently notified that the February 2002 samples were unusable due to ure to follow 
the protocol. A second set of samples, labeled "Dugway Ames spores - 1997" was provided to 
the FBIR by Dr. Ivins in April of2002. Dr. Ivins declares that he uses the terms "Dugway Ames 
spores- 1997" and RMR-1 029 interchangeably, as they are the same flask of material. Both of 
the April RMR-1 029 samples were submitted for genetic testing and found to be negative for the 
presence ofthe four mutations found in the anthrax used in the attacks. 

On December 12, 2003, an FBI Special Agent accompanied Dr. Ivins into Suite B3 at 
USAMRIID and identified additional Ames samples of Dr. Ivins's and others that had not been 
submitted as part of the above mentioned~esponse. Dr. Ivins submitted slants 
prepared from the newly identified samples to the FBIR on April 7, 2004. 

On the afternoon of April 7, 2004, an FBI Special Agent accompanied Dr. Ivins into 
Suite B3, and seized the original samples Dr. Ivins had used to prepare the slants submitted to 
the FBIR earlier that day. Additionally, the Agent seized the RMR-1 029 flask itself All of the 
samples were secured in the B3 walk-in cold room within a double-locked safe, and sealed with 
evidence tape until such time that they could be transported to the Navy Medical Research 
Center (NMRC), which was under contract by the FBI. 

. On June 17, 2004, RMR-1029 and the additional Ames samples were submitted to the 
FBIR., by the NMRC, under the direction of the FBI. Samples of these FBIR submission were 
sent to the same contracting laboratories for genetic testing. The sample labeled RMR-1029 
tested positive for all four genetic markers, therefore, manifesting the genetic characteristics 
common to the evidence. 

On March 31,2005, Dr. Ivins was informed that the slants ofRMR-1029 material, he 
provided to the FBIR on AprillO, 2002 found 
to be genetically distinct from the anthrax contained in attack letters, and anthrax 
material recovered by the FBI from the RMR-1029 flask seized from Dr. Ivins' lab on April 7, 
2004. Dr. Ivins was confronted with this and was asked to explain why he did not submit the 
genetically positive sample which was clearly responsiv~ Dr. Ivins was 
adamant in his response that there had been no omission ~submission, and he 
insisted that he had provided RMR-1 029 to the FBI in his second submission of samples in April 
2002. 
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Knowledge that his stock of anthrax matched the anthrax used in the attack 

On March 31, 2005, when Dr. Ivins was informed by FB1 agents that RMR-1 029 shared 
genetic similarities with the Ames strain used in the mailings, he indicated that he was already 
aware of this information. Dr. Ivins explained that many months to a year ago, FBI Special 
Agent Darin Steele told him that RMR.-1 029 matched the evidence. 

SA Steele denied having the conversation described by Dr. Ivins above. As indicated in 
previous paragraphs, the RMR.-1 029 submission provided by Dr. Ivins in April 2002 did not 
match genetically or phenotypically. Therefore, neither SA Steele nor any other member of the 
Task Force could make a comparison between the Ames strain used in the mailing and RMR 
1029, until after the June 17, 2004 submission and subsequent laboratory analysis. 

When interviewed again on May 7, 2007, Dr. Ivins told investigators that, within three 
months after the letter attacks, he was aware that his stock of anthrax, RMR-1029, exhibited 
unique morphological similarities to the anthrax used in the attacks, and that he allegedly learned 
this information from three coworkers at USAMRJID who participated in the forensic analysis of 
the anthrax in the letters. Each of those three coworkers was interviewed by the Task Force, and 
deny disclosing such information to Dr. Ivins. 

Over the course of this investigation, Dr. Ivins has been repeatedly interviewed and had 
open access to the law enforcement personnel responsible for investigating the anthrax attacks. 
During none of these interactions, did Dr. Ivins ever indicate he had knowledge that RMR-1029 
had phenotypic similarities to the material used in the anthrax attacks, nor did he suggest that 
investigators analyze RMR-1 029. To the contrary, Dr. Ivins repeatedly claimed that the anthrax 
used in the attacks resembled that of another researcher at USAMRIID and were dissimilar to the 
Bacillus anthracis Ames organisms maintained in his laboratory, which included RMR-1029. 

Mental health issues and possible motive 

The investigation has shown that in 2000 and through the mailings in 2001, Dr. 
Ivins had mental health issues. Dr. Ivins's mental health issues carne to the attention of 
investigators while reviewing e-mails ofUSAMRIID researchers. Through thee-mails it 
was determined that Dr. Ivins was undergoing significant stress in both his home and 
work life. The mental health issues and stress were significant to the extent that Dr. Ivins 
sought professional help from a psychiatrist and was immediately prescribed medication 
that started in February 2000. 

The following are excerpts from e-m ails dated April 2000 through December 2001, from 
Dr. Ivins to a friend regarding work, home, state of mental health, and use of medication 
(emphasis are as they appeared in thee-mails): 

April 3, 2000, "Occasionally I get this tingling that goes down both arms. 
At the same time I get a bit dizzy and get this unidentifiable "metallic" taste in my 
mouth. (I'm not trying to be funny,tllllla It actually scares me a bit.) Other 
times it's like I'm not only sitting at my desk doing work, I'm also a few feet away 
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watching me do. it. There's nothing like living in both the first person singular 
AND the third person singular!" 

June 27, 2000, "Even with.the Celexa and the counseling, the depression 
episodes still come and go. That's unpleasant enough. What is REALLY scary is 
the paranoia .... Remember when I told you about the "metallic" taste in my 
mouth that I got periodically? It's when I get these "paranoid" episodes. Of 
course I regret them thoroughly when they are over, but when I'm going through 
them, it's as if I'm on a passenger on a ride .... Ominously, a lot of the feelings 
of isolation - and desolation - that I went through before college are returning. I 
don't want to relive those years again .. .. I've been seeing the counselor once a 
week." 

June 28, 2000, "Apparently Gore (and maybe even Bush) is considering 
making the anthrax vaccine for the military voluntary, or even stopping the 
program. Unfortunately, since the BioPort people aren't scientists, the task of 
solving their problem has fallen on us ..... Believe me, with aU the stress of 
home and work, your email letters to me are valuable beyond what you would 
ever imagine - and they help me keep my sanity .... " 

June 29, 2000, "BioPortjust tested its final lot of AVA [anthrax vaccine] 
in a potency test. If it doesn't pass, then there are no more lots to test, and the 
program will come to a halt. That's bad for everyone concerned, including us. 
I'm sure that blame will be spread around.'' 

July 4, 2000, "The thinking now by the psychiatrist and counselor is that 
my symptoms may not be those of a depression or bipolar di sorder, they may be 
that of a "Paranoid Personality Disorder." 

July 6, 2000,' II I think the**** is about to hit the fan ... bigtime. The 
final lot of AVA, lot 22, isn't passing the potency test, and now there's nothing to 
back it up. Plus, the control vaccine isn't working. It's just a fine mess. •••• 
are spending probably 95% of our time on this." 

July 7, 2000, in an e-mail, Dr. Ivins offered to be interviewed as a case 
study, as long as it remained anonymous. Dr. Ivins indicated that he did not want 
to see a headline in the National Enquirer that read, "PARANOID MAN WORKS 
WITH DEADLY ANTHRAX!!!" 

July 23, 2000, "It's been a really stressful week, from all stand points. 
Home, work, and it's not going well with the counselor I'm going to. (She said she 
thinks I'm going to have to ask to get put 
with another counselor or into a group session. . . . Sometimes I think that it's all 
just too much." 
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August 12, 2000," "Last Saturday, as you probably guessed from my email, 
was one of my worst days in months. I wish I could control the thoughts in my 
mind. It's hard enough sometimes controlling my behavior. When I'm being 
eaten alive inside, I always try to put on a good front here at work and at home, so 
I don't spread the pestilence .. . .I get incredible paranoid, delusional thoughts at 
times, and there's nothing I can do until they go away, either by themselves or 
with drugs." 

August 29,2000, ....... are 10% ofthe Bacteriology Division. 
If we quit, the anthrax program and BioPort would go down the drain. I'm not 
boasting,-· but the three of us have a combined total of 52 years of research 
experience with anthrax. You just can't go out and find someone like ..... 
with their knowledge, skill and abilities. Ain't gonna happ~n." 

March 4, 2001, "The people in my group just don't pick up on what I try to 
say. They are not into the kinds of problems I bring up, so it's hard for them to 
deal with them. The psychiatrist is helpful only because he prescribes the Celexa. 
He's not that easy to talk to, and he doesn't really pick up on my problems. The 
woman I saw before I went into group wanted to get me put in jail. That wasn't 
very helpful either. I'm down to a point where there are some things that are 
eating away that I feel I can't tell ANYONE .. .. " 

September 7, 2001, "I was taken off the Special Immunization Program 
because of what happened last spring, and I've j ust gotten back on it, getting my 
anthrax and Yell ow fever shots. We are currently fmishing up the last of the 
AVA, and when that is gone, there's nothing to replace it with. I don't know 
what will happen to the research programs and hot suite work tmtil we get a new 
lot. There are no approved lots currently available at BioPort .... 0 has been 
having us have biweekly meetings on the rP A vaccine progress, and on August 29 
I went to the Pentagon - first time there- to go to a meeting in his place on the 
vaccine. There is a real bag ofwonns with a new lot ofrPA produced by the 
BDP (a private company) for NCI, who is under contract to USAMRIID. BDP 
signed a sub-contract with to produce the rP A for a human use vaccine Phase I 
trial. They were paid and they produced it. Now they are refusing to release it 
unless the Army pays some incredible sum of money for lawsuit indemnification 
(about $200,000 per year for the next 50 years). The Army refuses to do that of 
course, and everything is in Limbo." 

September 15, 2001 , "I am incredibly sad and angry at what happened, 
now that it has sunk in. Sad for all of the victims, their families, their friends. 
And angry. Very angry. Angry at those who did this, who support them, who 
coddle them, and who excuse them." 

September 26, 2001, "Of the people in my "group," everyone but me is in 
the depression/sadness/flight mode for stress. I'm really the only scary one in the 
group. Others are talking about how sad they are or scared they are, but my 
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reaction to the WTC/Pentagon events is far different. Of course, I don't talk about 
how I really feel with them - it would just make them worse. Seeing how 
differently I reacted than they did to the recent events makes me really think about 
myself a lot. I just heard tonight that Bin Laden terrorists for sure have anthrax 
and sarin gas. You 

In that same September 26, 2001 email, Dr. Ivins states "Osama Bin 
Laden has just decreed death to all Jews and all Americans': -- language similar to 
the text of the anthrax letters postmarked two weeks later warning "DEATH TO 
AMERICA," "DEATH TO ISRAEL." 

On October 16,2001, in an e-mail, Dr. Ivins's coworker communicated 
the following to a former coworker, "Bruce has been an absolute manic basket 
case the last few days." 

December 15, 2001, "I made up some poems about having two people in 
one (me+ the person in my dreams): .. . 

I'm a little dream-self, short and stout. 
I'm the other half of Bruce - when he lets me out. 
When I get all steamed up, I don't pout. 
I push Bruce aside, them I'm Free to run about! 

Hickory dickory Doc - Doc Bruce ran up the clock. 
But something then happened in very strange rhythm. 
His other self went and exchanged places with him. 
So now, please guess who 
Is conversing with you. 
Hickory dickory Doc! 

Bruce and this other guy, sitting by some trees, 
Exchanging personalities. 
It's like having two in one. 
Actually it's rather fun!" 

The investigation has revealed that Dr. Ivins was prescribed various psychotropic 
medications including antidepressants, antipsychotics, and anti-anxiety, for his mental health 
issues from 2000 through 2006. 

On July 18,2007, a forensic psychiatrist completed a detailed review of Dr. Ivins 
insurance billing records for medical appointments and prescriptions. Additionally, this 
psychiatrist was provided with an overview ofDr. Ivins's social habits, interests, and obsessions. 
The forensic psychiatrist stated that based on his experience, ifDr. Ivins was the mailer, it is 
quite possible that Dr. Ivins retained some kind of souvenir or references to the mailing events. 
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Controversy concerning the anthrax vaccine 

Beginning shortly after the first GulfWar and through 2001, USAMRIID and Dr. Ivins 
was the focus of public criticism concerning their introduction of a squalene adjuvant (or 
additive) to the AVA anthrax vaccine, which was blamed for the Gulf War Syndrome. In 2000 
and 2001, as evident by the e-mails above, that same anthrax vaccine was having problems in the 
production phase at Bioport, a private company in Michigan responsible for manufacturing the 
vaccine. The Food and Drug Administration (FDA) had suspended further production at 
Bioport, and the U.S. government, specifically the Department ofDefense, was running out of 
approved lots of the vaccine. The situation placed pressure on select staff members at 
USAMRIID, including Dr. Ivins, who were part of the Anthrax Potency Integrated Product Team 
(IPT). The purpose of the IPT was to assist in the resolution of technical issues that was 
plaguing Bioport's production of approved lots of the vaccines. 

In the weeks immediately prior to the attacks, Dr. Ivins became aware that an 
investigative journalist who worked for NBC News had submitted a Freedom oflnfonnation Act 
(FOIA) requests on USAMRIID seeking detailed information from Dr. Ivins's laboratory 
notebooks as they related to the AVA vaccine and the use of adjuvants. On August 28, 2001, Dr. 
Ivins appeared angry about the request providing the following response in an e-mail: "Tell 
Matsumoto to kiss my ass. We've got better things to do than shine his shoes and pee on 
command. He's gotten everything from me he will get." 

In early 2002, shortly after the anthrax letter attac-ks, the FDA re-approved the AVA 
vaccine for human use, production at Bioport resumed, and anthrax research at USAMRIID 
continued without interruption. As mentioned previously, one of the anthrax letters post marked 
on September 18, 2001 , was addressed to Tom Brokaw, NBC News in New York. Dr. Ivins 
thereafter received "the highest honor given to Defense Department civilians at a Pentagon 
ceremony on March 14, 2003" for his work in "getting the anthrax vaccine back into 
production." 

Use of false names and fascination with sorority group linked to location of anthrax mailings 

The investigation has shown that over the past twenty-four years, Dr. Ivins was known to 
have utilized at least two Post Office Boxes to communicate with members of the public, to 
pursue obsessions, and possibly engage in the unauthorized use of another person's name. The 
use of the P.O. Boxes is significant because the post office where Dr. Ivins frequented and 
maintained a P.O. Box, College Estates Station, Frederick, Maryland 21702, was serviced by the 
Frederick Main post office, Frederick, Maryland 21701. Analysis of the USPS shipping records 
indicate the Frederick Main received 1000 6 3/4" Federal Eagle banded envelopes on the same 
day as post offices known to have received envelopes with identical print defects as those seen 
on the envelopes used in the mailings. 

On May 14, 2007, identified four communications that it had previously received 
from Dr. Ivins. does not personally know Dr. Ivins but has repeatedly corresponded with 
him by mail] . In Dr. Ivins's first letter to dated May 8, 1982, he used the return address 
of P.O. Box 1265, Frederick, Maryland 21702. In the letters, Dr. Ivins expressed his support to 
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J work and an interest in sorority hazing. One of the sororities with which he 
interest was identified as Kappa Kappa Gamma (KKG). In a letter to~···d~=-====-·· 
Dr. Ivins enclosed a "letter to the editor" I 
d ustifying the practice of hazing by it's 
sorority, (KKG). 

On July 9, 2007, the Post Office Box application (PS Form 1093) at the College Estates 
Station, Frederick, Maryland 21702, for P.O. Box 1103, in the name of Bruce E. Ivins was 
obtained. A review of the application card revealed that Dr. Ivins rented P.O. Box 1103 on 
November 12, 1993, providing a mihtary identification and using his Maryland Motor Vehicle 
Administration Drivers License, I-152-098-188-301 as proof of identification. Dr. Ivins 
provided an address Frederick, MD 21702 and telephone numbers of 

so listed on the P.O. Box application card to receive mail 
The last payment on the P.O. Box was made on November 13,2004. A 

review of Change of Address records revealed that P.O. Box 1103 was closed on December 30, 
2005 and no forwarding address was provided. . 

On July 30, 2007, was interviewed regarding P.O. Box 1103 .... dQes not 
personally know Dr. Ivins but has historically been familiar with his name
.as shown the P.O. Box application and stated that it had never rented a P.O. Box anY'¥here 
and had never met, nor had any social or professional association with a Dr. Ivins. However, 
•• l recognized the name Bruce Ivins because had previously mentioned his name . 
... indicated td £ that Dr. Ivins harassed it in the past, and believed tha~was 

fiightened of Dr. Ivins, resulting from unspecified incidents that occurred prior to- meeting 
- also recalled a vandalism incident that occurred in the months prior to leaving the 
Maryland area wi~ They had awoken one morning in their Gaithersburg apartment to 
find Greek letters spray painted on the fence, sidewalk, and vehicle outside their apartment. 

A copyofth- Police Report, 
•••was obtained from the Records Division and provided the following information: 

On the morning o~•••••••• 

I[ It filed a report of vandalism with Department. 
] advised that between 2330 and 0830 hours, unknown subject(s) sprayed the Greek 

symbols for K.KG on its front fence, three (3) areas of sidewalk adjacent to its residence, and on 
the rear window of its 1981 Honda Accord. .. advised that---. was a 
member ofthe sorority KKG in North Carolina four (4) years ago . 
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•";,;;. • This incident is significa.nt because Dr. Ivins's address, after completing 
his Post Doctoral Fellowship at the UNC, Hill in 1978 and prior to moving to Frederick 
in the I 98 This is the same town home 
community case of KKG related vandalism 
before moving out of the state in 1983. 

On April 5, 2007, ecalled that Dr. Ivins had told it that he had maintained a P.O. 
Box for the pwpose of corresponding with individuals who had responded to advertisements Dr. 

Ivins had placed in possibly a newspaper or magazine.~~:::==~~~~~ 
•••••••••••••••••Dr. Ivins told. I that he advertised that 
he possessed a KKG sorority handbook which contained cherished information solely reserved 
for KKG members. CW-4 believed that Dr. Ivins was advettising that he had access to 
privileged information and would be willing to share the secrets with those responding to the 
advertisements. Dr. Ivins admitted to CW-4 that he had broken into a KKG sorority house to 
steal a secret KKG handbook. CW-4 believed that Dr. Ivins had committed this alleged crime 
during his Post Doctorate Fellowship at the UNC, Chapel Hill. 

Dr. Ivins provided CW-4 one of his alternate e-mail addresses as 
goldenphoenix 111 @hotmail.com. A search of the internet for postings under goldenphoenix 111 
identified the following posting dated February 20, 2007, on a website at 
www.abovetopesecret.com: 

"Wildswan, you are quite right about what you said about K.KG. If people look 
hard enough and dig hard enough, have friends, relatives, perhaps financial 
resources, etc., then they can pretty much find out about whatever GLO they 
want. Kappas are noted for being lovely, highly intelligent campus leaders. 
Unfortunately, they labeled me as an enemy decades ago, and I can only abide by 
their "Fatwah" on me. I like individual Kappas enormously, and love being 
around them. I never choose an enemy, but they've been after me since the 1960s, 
and REALLY after me since the late 1970s. At one time in my life, I knew more 
about KKG than any non-Kappa that had ever lived. Unfortunately I've forgotten 
a lot. I've read the history of KK.G that was written several decades ago about its 
founding. Question for you: Did your chapter use the combined service, or did 
you separate your services into the "Red.Room and WhiteRoom"? did you use 
special blue or white blindfolds? You can reach me at 
goldenphoenixlll@hotrnail.com ... as a phoenix rises from its ashes ... " 

This posting is significant in that in his own words, Dr. Ivins defines the depths of his 
obsession and lmowledge in the sorority K.KG. Additionally, as previously described above, the 
letters used in the 2001 anthrax mailings were mailed from a blue collection box located at 10 
Nassau Street, Princeton, New Jersey. The sorority, K.KG, has an office at 20 Nassau Street, 
Princeton, New Jersey, located on the same side of the street and 60 feet to the right from the 
blue collection box. 
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~onnection to "4th Grade, Greendale School" 

The investigation into the fictitious return address on envelopes used for the second 
round of anthrax mailings, "41

h GRADE," "GREENDALE SCHOOL," has established a possible 
link to the American Family Association (AF A) headquartered in Tupelo, Mississippi. In 
October 1999, AF A, a Christian organization, published an article entitled "AF A takes Wisconsin 
to court. " The article describes a lawsuit filed in federal court, by the AF A Center for Law and 
Policy (CLP), on behalf of the parents of students at Greendale Baptist Academy. The article 
focuses on an incident that occurred on December 16, 1998, in which case workers of the 
Wisconsin Department of Human Services went to the Greendale Baptist Academy in order to 
interview a fourth-grade student. The case workers, acting on an anonymous tip that Greendale 
Baptist Academy administered corporal punislunent as part of its discipline. policy, did not 
disclose to the staff why they wanted to interview the student. The case workers interviewed the 
student in the absence of the student's parents and informed the school staff that the parents were 
not to be contacted. The AFA CLP filed suit against the Wisconsin Department ofHuman 
Services, citing a violation of the parents' Fourth Amendment rights. 

donations were 
made to the AF A in the name of "Mr. and . Bruce Ivins" on eleven separate occasions 
beginning on December 31, 1993. After an approximate two year break in donations, the next 
donation occurred on November 11, 1999, one month after the initial article referencing 
Greendale Baptist Academy was published in the AFA Journal. It was also discovered that the 
subscription to the AFA Journal, in the name of"Mr. & Mrs. Bruce Ivins," a
Frederick, Maryland 21702, was active until March 2005. 

Frustrations with Members ofthe United States Senate 

The investigation has shown that Dr. Ivins and his wife, pract1cmg 
Catholics. Their children are graduates of Saint John's at Prospect Hall Catholic High School 
located in Frederick, Maryland. In an e-mail dated, September 26, 2001, Dr. Ivins states that 
both he and . are actively involved in the church choir. On July 10, 2002, in an e-mail to a 
friend, Dr. Ivins identified his wife,- as the President of the Frederick County Right to 
Life, as well as having connections to many other pro-life/anti-abortion groups. Dr. Ivins later 
states in the same e-mail, "I'm not pro-abortion, I'm pro-life, but I want my position to be one 
consistent with a Christian." 

In 2001, members of the Catholic pro-life movement were known to be highly critical of 
Catholic Congressional members who voted pro-choice in opposition to the beliefs of the 
Catholic Church. Two of the more prominent members of Congress who fell in tills category 
were Senator Tom Daschle, then Senate Majority Leader; and Senator Patrick Leahy, Chairman 
of the Senate Judiciary Committee, both recipients ofthe 2001 anthrax mailings. In a 
September/October 2001 newsletter from the organization Right to Life of Greater Cincinnati, 
Senator Leahy and Senator Daschle were featured in an article entitled: Pro-Abortion "Catholic" 
Senators? , wherein a statement declares that these men should no longer be labeled Catholic and 
should be excommunicated for aiding and abetting abortion. During Task Force interviews, 12 

18 

014773Anthrax Page 613 of 639



SearchWarrant-08-431M-05.pdf

' . 

staff members related that Senator Leahy is pro-choice on the issue of abortion. Three staff 
members stated that Senator Leahy was on a pro-life "hit list" because ofhis stance on abortion. 

On September 26, 2001, in an e-mail to a friend, Dr. Ivins writes "The news media has 
been saying that some members of Congress and members ofthe ACLU oppose many ofthe 
Justice Department proposals for combating terrorism, saying that they are unconstitutional and 
infringe too much on civil liberties. Many people don't know it but the official ACLU position is 
to oppose all metal detectors in airports and schools and other public buildings. It's interesting 
that we may now be living in a time when our biggest threat to civil liberties and freedom doesn't 
come from the government but from enemies of the government. Osarna Bin Laden has just 
decreed death to all Jews and all Americans, but I guess that doesn't mean a lot to the ACLU. 
Maybe I should move to Canada . . .. " 

On November 17, 2001, Senator Leahy's Chief of Staff, was interviewed by Task Force 
investigators. The staffer stated that Senator Leahy has drawn fire from some conservative pro
life supporters. The staffer advised that Senator Leahy and Senator Daschle were seen by some 
members of the public as slowing the passage of the P.A.T.R.I.O.T. A.ct. Se~ator Leahy 
reportedly was criticM~A~~~.tJMI!~~Whi¥b"~V&'I~~ far reaching and 
threatened civil liberties. The staffer also related that Senator Leahy had been criticized by 
conservatives and Republicans for resisting the appointment of Republican appointed judicial 
nominees. 

Bacillus Trace Evidence 

Experts at the FBI's Hazardous Materials Response Unit have found that trace quantities 
of Bacillus anthracis and Bacillus subtilus can be detected using biological swabbing techniques 
similar to those used by United Nations weapons inspectors. Anthrax and Subtilus spores are 
like seeds, which are surrounded by a dense shell capable of enduring extreme environmental 
conditions and temperatures remaining dormant for decades, until such time that nutrients are 
again available and the organism returns to its vegetative cycle of replication. Even .when the 
viability of art anthrax or subtilus spore is destroyed by envirorunental or other factors, the 
genetic material of the organism will remain preserved within the dense shell of the spore, and 
can be detected by DNA analysis using the Polymerase Chain Reaction (PCR). 

The investigation to date has yielded a diverse array of items contaminated with anthrax 
spores from the letters, such as the previously mention mailbox at 10 Nassau Street in Princeton, 
New Jersey. The contaminated items tenaciously retain anthrax spores on their surfaces, even 
when subjected to the highs and lows of outdoor temperatures, various envirorunental conditions, 
and elements of the weather. The United States Postal Service had great difficulty cleaning the 
two regional postal facilities that processed the anthrax letters. Trace quantities of anthrax spores 
were found to persist in those facilities nearly two years after the attacks, despite repeated efforts 
to eliminate those spores using chlorine dioxide gas and other remediation techniques. 

Taken together, it is reasonable to believe that bacillus anthracis and subtilus spores 
residual from the September and October 2001 mailings may still persist in trace amounts inside 
the home or vehicle of the person who mailed them, even six years after the crime. Regardless 
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of their viability, the mechanics of the spore structure protects the DNA of the organism, which 
can be detected using PCR techniques. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search and 
forensic swabbing of the Subject Residence and Subject Vehicles may result in collection of 
evidence relevant to the dissemination of a weapon ofmass destruction (anthrax) through the 
U.S. mail system in September and October 2001 in violation of 18 U.S.C., Sections 2332a and 
1114. Specifically, there is probable cause to believe that a search and forensic swabbing of the 
Subject Residence and Subject Vehicles as described in the Attachment to this affidavit, may 
reveallaboratoty, makeshift, and dual purpose equipment, or materials, supplies, and protocols 
used in preparation of the deadly anthrax contained in the letters, or may recover trace amounts 
of the non-anthracis Bacillus or the powdered anthrax material remaining in the Subject 
Residences and Vehicles, or may recover textile fibers that match those recovered from the tape 
on the envelopes used in the anthrax mailings, or may recover hairs that match the Caucasian 
hairs recovered from inside the contaminated mail drop box in Princeton, New Jersey, or may 
produce papers, tape, pens, pencils, notes, books, ntfnuals, receipts, financial records, 
correspondence, address books, maps, handwriting samples, photocopy devices, scanners, 
printers, toner or printer cartridges, photocopy exemplars, envelope bands, New Jersey 
addresses, global positioning devices, zip-code information, photographs, computer files, cellular 
phones, phone bills, electronic pager devices, other digital devices, or other documentary 
evidence that may link Dr. Bruce Edwards Ivins to the anthrax mailings and identify conspirators 
involved in the attacks. 

Based upon my knowledge, training and experience, my consultations with other criminal 
investigators, persons engaged in criminal activity frequently store, or inadvertently deposit, 
these kinds of items in their homes or automobiles and leave them on the premises for many -
years after a crime, failing to recognize their forensic value. and incriminating nature. This 
conclusion is supported by trash covers that have been found in material recently discarded from 
the house. On October 15 and October 22, 2007, trash was recovered from the front of 622 
Military Road, Frederick, Maryland, including receipts from a 1995 purchase as well as other 
documents related to KKG sorority. In my experience, vehicles are often used to store 
documents, maps, receipts, and other papers related to travel that may be relevant to this 
investigation. 

Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. ~ 1-j /..-;-
?-( le~ ler'j.,_c__ q) 7\""I".Q.. FQ.»t,.-/MJl To rrod"LJ-.. )€_.... XL~HcLt cflQ.u_f',b<> -::.9 

;11 ~.._ A-tf/d2o.-... ~" +?"-r~ te.{)~-A-es> 7C:.,.. ,Av;-A.J--:)- <JC> ey~7.Q.. ~/~ 
bA-1?~-v- "'-I "'~7 7<'>.~'! J) "7 "" ¥j ~'fJi._} __ _ 
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The statements contained in this Affidavit are based in part on information provided by 
FBI Special Agents and U.S. Postai Inspectors, on observations made by law enforcement 
agents, and on my experience and background as an FBI Special Agent. I have not included 
each and every fact known to me concerning this investigation. I have set forth only the facts 
that I believe are necessary to establish the necessary foW1dation for the search warrant. 

OCT 3~ l007 
Sworn to before me this 
_ _ day of , 2007 

//~ 
/" ~JUDGE 

United States District Court 
for the District of Columbia 

DEBORAH A. ROBJNSON 
U.S. MAGISTRATE Jt.10Ge 

~ 
TilOMAS F. DELLAFERA 
Post~l Inspector 
United States Postal Inspection Service 

N, Clerk 
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ATTACHMENT TO A.FFIDA VIT 

The search of the Subject Property and Prem.ises will include a physical search for the 
\terns mentioned in the text of the search warrant, inc luding more specifically the following: 

1. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related paperwork, receipt for purchase of items~ how-to magazines, books and pamphlets which 
describe a plot to harm or kill other individuals, communication which would include but not be 
limited to handwritten notes and drawings, memos and photographs, which would include 
descriptive information such as telephone numbers, addresses, directions~ and affiliations and 
contact points of indjviduals Bruce Edwards ivins believes may be invo lved in the investigation 
into the anthrax anacks of 2001 . Note that such documentary material described herein may be 
in printed or. electronic fonn such as, but not Iimited to, computer disks. Such computerized and 
other electronic material would constitute contraband, froits, instrumentalities or evidence of the 
offenses enumerated herein and in the attached affidavit for search warrant. 

2. Fireanns and ammunition, extra magazines, sights, ballistics vests, targets, and 
any other weapon of any kind, and any and all paperwork referencing purchase, maintenance, 
transfer and ownership of any weapon. 

3. Keys, records, or other infonnation pertammg to storage faci lities, safety deposit 
boxes or other locations where such items set forth in paragraph 1 and 2 may be stored. 

4. Computer hardware, computer software, computer-related documentation, computer 
passwords and data security devices, records, documents, photos, and rnaterials use to 
commw1icate, both written, electronic mail, and by any other means directed either to/from 
subject. 

a. Computer hardware is defined as any computer equipment including any electronic 
devices which are capable of analyzing, collecting, converting, creating, displaying, or 
transmitting electronic, magnetic, optical computer impulses or data. These devices include, but 
are not limited to, computers, computer components, computer peripherals, data-processing 
hardware (such as CPUs, memory typewriters, and self-contained laptop or notebook 
computers), encryption circuit boards, internal and peripheral storage devices (such as fixed 
disks. external hard disks, floppy disk drives and diskettes, tape drives and tapes and optical 
storage devices), peripheral input/output devices (such as keyboards, printers, scanners, plotters, 
and video display monitors), related communications devices (such as modems, cables and 
connections, recording equipment, Random Access memory (RAM) or Read-Only memory 
(ROM) unir.g, automatic dialers, speed dialers, programmable telephone dialing or signaling 
devices, and electronic tone gathering devices), as welJ as devices, mechanisms, or parts that can 
be used to restrict access to such hardware (such as physical keys and locks.) 

b. Computer software is defined as any instructions or programs stored in the form of 
electronic, magnetic, or optical media which are capable of being interpreted by a computer or 
its related components. These items include, but are not limited to, operating systems, 
application software, utility programs, compilers, interpreters, and commW1ications software, as 
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well as software used to communicate with computer hardware peripherals, either directly or 
indirectly by telephone lines, radio, or other means of transmission. Computer software may 
also include certain data, data fragments, or control characters integral to the operation of the 
computer software. 

c. Computer-related documentation is defined as any written, recorded, printed~ or 
electronically-stored material which provides instructions or examples concerning the operating 
of a computer system, computer software, and/or any related device, including but not limited to, 
user agreements, software manuals, and operating procedure guidelines. Such documentation 
may also include material which explains or illustrates the configuration or use of any seized 
hardware~ software_. or related item. 

d. Computer passwords and data security devices are defines a~ all those devices, 
programs, or data - whether themselves or in the nature of hardware or software - that can be 
used, or is designed for use to restrict access to, or facilitate concealment of, any computer 
hardware, software_, computer-related documentation, electronic data, records, or materials 
within the scope of this application. Tbese items include, but are not limited to, any data 
security software or information (such as test keys and encryption codes), similar information 
that is required to access computer programs or data or to otherwise render programs or data into 
usable form . 

e. Records, documents, and materials, ~ used above, includes all the forgoing items of 
evidence in whatever form and by whatever means such records, documents, or material, their 
drafts, or th.eir modifications may have been created or stored, including, but not limited to, any 
handmade fonn (such writing· or drawing): any photographs or negatives, any mechanical form 
(such as printing or typing) or any electrical, electronic, magnetic, or optical form (such as 
floppy diskettes, hard disks, CO-Roms, optical disks, printer buffers, smart cards, thumb drives, 
memory calculators, electronic dialers, or electronic notebooks), as wc!l as printouts or readouts 
from any storage devices . 

f. The term electronic mail is defined as any communications, including, but not limited 
to, the transfer of signs, signals, writing, images, sounds, data, or intelligence, previously 
received, transmitted, or stored_. or prepared in contemplation of transmission, or any 
cornmunications in the process of being received or transmitted, whether stored on any 
electronic media named above or held in temporary, intermediate storage incidental to 
transmission. 
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ATTACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search and 
forensic swabbing for the items mentioned in the text of the search warrant, including more 
specificaHy the following: 

I. Any assembled or unassembled Biological Threat Agent (BT A), or trace thereof, and 
any BTA weapon, and/or any incendiary, radiological, nuclear, chemical or booby trap device. 

2. Laboratory equipment used in the production/replication of biological threat agents 
including, but not limited to agar or liquid growth media, media components, anti-foaming 
agents, animal droppings or carcasses, autoclaves, bleach, blenders, live animals and materials 
for their care, cylinder of nitrogen or oxygen, soil, dimethylsulfoxide (DMSO), fennentors, 
grinders, home brewing kits, incubators, inoculating loops, mechanical stirrers/paint stirrers, 
microscopes, microwave for making homemade agar. plates, mortar/pestle, milling devices, 
ovens, Petri dishes/improvised glass/plastic cook dishes, pipettes, pressure cookers, Q-tips, roller 
flasks, rubber gaskets/seals, screens, sieves, sodium hydroxide, stains/inks/dyes used to identify 
BT As, sterilization equipment (Bunsen or alcohol burners/butane torches), swabs, test tubes, 
tissue culture flasks , virus flasks, and other materials. 

3. Personal Protective Equipment/Safety Equipment including, but not limited to, 
biosafety hoods and cabinets (commercial or homemade), masks (surgical/dust!HEPA), exhaust 
vents, filters (HEP A), gloves, lab coats, mechanical fans, safety glasses/goggles, shoe covers, 
soap, tubing pipes, and vinegar. 

4. Items used in the weaponizationldelivery of biological weapons including, but not 
limited to pens, tape, paper, scissors, envelopes, target addresses, aerosol canisters, agricultural 
or garden sprayers, acetone or other drying agents, baby powder, baking powder, baking soda, 
boxes, commerciaVindustrial powders, copier toner/printer and/or toner/inks, compressed air or 
other gas systems, cornmeal, cornstarch, explosive, hypodermic syringes/needles, jars or flasks 
with gauze on top, oatmeal, powdered milk, salt/pepper, spray bottles, squirt guns, stamps, sugar, 
talcum powder, and other materials. 

5. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related papeiWork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe production, weaponization, and delivery techniques, directions, maps, diagrams, and 
blueprints of delivery or target locations, communication which would include but not be limited 
to handwritten notes and drawings, memos and photographs, which would include descriptive 
information such as telephone numbers, addresses, affiliations and contact points of individuals 
involved in a conspiracy to acquire, refine, alter, transport, and/or use a biological weapon. Note 
that such documentary material described herein may be in printed or electronic form such as, 
but not limited to, computer disks. Such computerized and other electronic material would 
constitute contraband, fruits, instrumentalities or evidence of the offenses enumerated herein and 
in the attached affidavit for search warrant. 
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6. Publications or other written materials evidencing knowledge of federal laws 
including those related to biological weapons and other weapons of mass destruction. 

7. Photographs, newspapers, or magazine clippings, travel information, brochures, maps, 
hotel receipts, rental receipts, notes, ledgers, phone numbers, toll records, address books (which 
may be in printed or electronic fonnat), hand-held electronic memo-type notebooks, scanners, 
commercial transportation receipts, and fireanns, ammunition, firearms owners identification 
documents and/or permits and licenses, digital or other types of pagers and all alpha and/or 
numeric data/message stored therein, cellular phones, cordless telephones and their base units, 
caller identification units and all alpha-numeric infonnation and data stored therein, biological 
weapons/agent formulas, biological weapons/agents, and/or recipes, all of which related to the 
construction of biological weapons, or plans to produce, conceal, or use such devices or agents or 
indicated possible confederates involved or possible targets of such weapons. 

8. Any notes, correspondence, memoranda, writings or other documents, regardless of 
storage media, which relate to the production or refinement of biological weapons (including 
anthrax bacteria/spores), or plans to produce, conceal or use such weapons, which items concern, 
among other things, rental agencies, storage facilities, biologicaVchemical suppliers or outlets for 
necessary biological equipment Examples of such writings include, but are not limited to, those 
that evidence biological weapons production or predisposition such as sales receipts, invoices, 
shipping records, literature that relates to biological weapons-making or the production of 
biological materials, electronic addresses of sites with biological agent/weapons-making 
information and stored electronic corrununications, computer passwords or codes, delivery 
devices, and material from which biological weapons can be made from related chemicals and 
materials. 

9. Bank documents and other records and documents pertaining to the expenditure of 
funds for illegal activities, assets and funds used to facilitate illegal activities and assets and 
funds obfained from the conduct of illegal activities. 

10. Cellular and telephone records. 

11. Keys, records, or other information pertaining to storage facilities, safety deposit 
boxes or other locations where assets or contraband may be stored. 

12. Books, videos, pamphlets and any other written, audio, video media advocating 
production, refinement, distribution of biological weapons or other acts of violence or 
criminality. 

13. Destructive devices, weapons of mass destruction or their components or parts and 
any written medium pertaining to their design, use, operation, function, capabilities or other 
attributes. 

14. Records, documents, notes, or other material indicating the use of aliases or false 
identities including birth certificates, driver's licenses, photographs, travel documents or 
passports and miscellaneous items such as permits, registrations, certificates, licenses, and 
badges of all types. 

[2] 
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\ o 

RETURN 

DATE AND TIME WARRANT EXECUTED PT FOR ITEMS LEFT WITH 

7-/)-;2a:J<? d/5 

SEIZED PURSUANT TO THE WARRANT 

M ;/ems 
~ . 

"': 

FILED 
JUL 1 7 2008 

I swear that th is inventory is a true and of the property seized by me on the warrant. 
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AOIQ6(Rev.S/85) Affidavit for Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

1996 Dodge van, red in color, 
bearing VIN 15X4TK101213, 

red to 

APPLICATION AND AFFIDAVIT 

FILE r:fOR SEARCH wARRANT 

JUL II ZOO~ASE NUMBER: ()f _, 4 _3;}.-;---
NANcv MAYER WHITTINGf 

U.S. DISTRICT cou?/1' CLERK 
---==C~h:..:a:..:r...:l~es~B::.:.._W:...:....:.i~ck=er:..:s;!.!h.:..:a:.:m~----- being duly sworn depose and say: 

I am a(n) Postal Inspector with the U.S. Postal Inspection Service and have reason to believe 
(Official Title) 

that o on the person of or 181 on the property or premises known as (name, description and or location) 

1996 Dodge van, red in color, bearing YIN# 2B4HB15X4TK101213, registered to 
at-Road, Frederick, MD 

in the District of Maryland, there is now concealed a certain person or property, namely 
firearms and other weapons, ballistics vests or other protective gear, and any writings identifying a plan to kill 
witnesses or names of intended victims, or any other relevant documents, notes and records in various formats, 
including computer files and other electronic media, as more fully described in Attachment A. 

which is (state one or more bases for search and seizure set forth under Rule 41(b) of the Federal Rules of Criminal Procedure) 
evidence relevant to the commission of an act of terrorism, to include the use of a weapon of mass destruction 
(anthrax) and the murder and attempt to murder officers and employees of the United St.ates, and to threaten 
witnesses involved in, and obstruct the investigation of, such act of domestic terrorism. 
in violation of Title _lL United States Code, Section(s) 23 32a and 1114 and 1512(a)(2) . The facts to support a 
finding of Probable Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN TN CORPORA TED BY REFERENCE AS IF FULLY RESTATE!:? HEREIN 

Continued on the attached sheet and made a part hereof. 0 
United States District Court 
For~~ District of Columbia 

Rachel Carlson Lieber, AUSA 
U.S. Attorney's Office, Washington, DC 
(202) 353-8055 

Name and Title of Judicial Officer 

ATAUECOPY 
NANCY 11~~...1.1.-'A'~ 

at Washington, D.C. (pursuant to the domestic terrorism search 
warrant provisions of Rule 4l(b)(3)) 
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A093(-Rev.5/85)Search Warrant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

1996 Dodge van, red in color, 
bearingVIN~1213, 

registered to -
_" Road, Frederick, MD 

SEARCH WARRANT 

CASENUMBER: fff.-tf3:?--

TO: Postal Inspector Charles B. Wickersham and any Authorized Officer of the United States 

Affidavit(s) having been made before me by Postal Inspector Charles B. Wickersham who has reason to 
believe that o on the person or 181 on the premises known as (name, description and or location) 

1996 Dodge van, red in color, bearing YIN# 2B4HB15X4TK101213, registered to 
• Road, Frederick, MD 

in the District of Maryland there is now concealed a certain person or property, namely (describe the person or property) 

firearms and other weapons, ballistics vests or other protective gear, and any writings identifying a plan to 
kill witnesses or names of intended victims, or any other relevant documents, notes and records in various 
formats, including computer files and other electronic media, as more fully described in Attachment A. 

/I am satisfied that the affidavits(s) and any recorded testimony establish probable cause to believe that the person or 
property so described is now concealed on the person or premises abo}e-described and. establish grounds for the 

issuance of this warrant. /\ k ~ 

YOU ARE HERE;6Y co MANDED to search on 0' befo'e ~ uj l 'J- I 11-D 
( ate) 

(not to exceed 10 da the person or place named above for the ~son or property specified, serving this warrant and 
making the search (in the daytime-6:00A.M. to I 0:00 P.M.) U (at any time in the day or night as I find reasonable 
cause has been established) and if the person or property be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and prepare a written inventory of the person or property seized and promptly 
return this warrant to the undersigned U.S. Judge/U .S. Magistrate Judge, as required by law. 

Name and Title of Judicial Officer 

United States District Court 
Forth" District of Columbia 

A TRUE 
NANCY M ~l!R \ TTIN • 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Charles B. Wickersham, being duly sworn, depose and say: 

I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 
approximately twenty months. I am authorized to investigate crimes involving violations of 
Title 18 U.S.C. Sections 2332(a), 1114, and 1512(a)(2). 

This affidavit is respectfully submitted in support of an application for warrants to search 
the following premises and vehicles, pursuant to the domestic terrorism search warrant provision 
found at Rule 4l(b)(3) ofthe Federal Rules of Criminal Procedure, in that it involves threats to 
witnesses in, and obstruction of, a domestic terrorism investigation, pending in the District of 
Columbia. 

( 1) I , Frederick, Maryland, a single family residence. The residence 
has white pamted wood siding, with a white front door that is located on the right 
side of the front of the home. The front door has an exterior storm door. Left of the 
front door are two windows cased with red shutters. A black railing leads up several 
stairs to the front door where the numbers.::~re indicated in black above the 
door. The search will include a large whit~ with peeling paint, that is located on 
the rear of the property, along with the backyard. Bruce Edwards Ivins purchased the 
house 03/06/1990. Investigation has disclosed the property has been his principle 
residence since September, 2001. 

(2) Automobile # 1: a vehicle with Maryland registration expiration 
02/11/2009, and Vehicle Identification Number The vehicle 
is described as a 2002 Saturn SLI blue, 4 door sedan, and is reg1ste to Bruce 
Edwards Ivins, Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 9/13/2002 and has been the sole owner, and is the primary user. 

(3) Automobile #2: search a vehicle with Maryland expiration 
06/25/2008, and Vehicle Identification Number . The vehicle 
is described as a 1993 Honda Civic; blue, 4 door sedan, an IS registered to Bruce 
Edwards Ivins,-.Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 12/0~en the sole owner. The vehicle is primarily used 
by Ivins's wife, · and is driven on occasion by Bruce Edwards 
Ivins. 

(4) Automobile #3: A warrant to search a vehicle with Maryland '""'0 .,.,,. .. ,.,.1 

expiration 07/01/2009, and Vehicle Identification 
The is described as a 1996 Dodge van, red, and is 

Frederick, MD. purchased the vehic 
10/17 I 1996, and the vehicle is driven on occasion by ruce Edwards Ivins. 
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As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon of Mass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation of Title 18, United States Code, 
Sections 2332(a) and 1114, which killed five people and infected at least 17 others, and into 
tampering with a witness or informant in connection with that ongoing domestic terrorism 
investigation, in violation ofTitle 18, United States Code Section 1512(a)(2). 

Overview 

The Federal Bureau oflnvestigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force") investigation of the anthrax attacks has led to the identification of Dr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Army Medical Research Institute for Infectious 
Diseases, Fort Detrick, MD (hereinafter "USAMRIID"), as a person necessitating further 
investigation for several reasons: (1) At the time of the attacks, he was the custodian of a large 
flask of highly purified anthrax spores that possess certain genetic mutations identical to the 
anthrax used in the attacks; (2) Ivins has been unable to give investigators an adequate 
explanation for his late night laboratory work hours around the time of both anthrax mailings; (3) 
Ivins has claimed that he was suffering serious mental health issues in the months preceding the 
attacks, and told a coworker that he had "incredible paranoid, delusional thoughts at times" and 
feared that he might not be able to control his behavior; (4) Ivins is believed to have submitted 
false samples of anthrax from his lab to the FBI for forensic analysis in order to mislead 
investigators; (5) at the time of the attacks, Ivins was under pressure at work to assist a private 
company that had lost its FDA approval to produce an anthrax vaccine the Army needed for U.S. 
troops, and which Ivins believed was essential for the anthrax program at USAMRIID; and (6) 
Ivins sent an email to a few days before the anthrax attacks 
warning her that "Bin Laden terronsts r sure anthrax and sarin gas" and have "just 
decreed death to all Jews and all Americans," language similar to the anthrax letters warning 
"WE HAVE THIS ANTHRAX ... DEATH TO AMERICA ... DEATH TO ISRAEL." In his 
affidavit dated October 31, 2007, submitted in support of an initial search of the residence and 
vehicles of Bruce Edwards Ivins, Supervisory Postal Inspector Thomas F. Delafera described in 
greater detail information regarding Bruce Edwards Ivins, and his probable connection to the · 
anthrax mailings. I hereby incorporate this affidavit by reference herein. See Exhibit A. 

Factual Background 

Over the course of the past few years, Dr. Ivins has become aware that the Task Force 
considers him a person who warrants further investigation in connection with the anthrax 
attacks. He has been interviewed a number of times by law enforcement throughout the course 
of the nearly seven-year investigation, most recently in the presence of his attorney on June 9, 
2008. In addition, on November 1, 2007, Task Force agents executed search warrants at his 
residence, his office at USAMRIID, and his vehicles, for evidence linking him to the anthrax 
attacks, and seized a number of items, including numerous letters to members of Congress and 
the media, along with handguns. Finally, in recent months in particular, he has told co-workers 
and friends that he is a suspect in the investigation, even revealing to one friend a few weeks ago 
that his attorney has told him to prepare to be indicted for the anthrax attacks. 
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His most recent statement regarding the attacks came two days ago on Wednesday, July 
9, 2008. While at a group therapy session in Frederick, Maryland, he revealed to the Licensed 
Clinical Social Worker and other members of the group that he was a suspect in this 
investigation. He stated that he was a suspect in the anthrax investigation and that he was angry 
at the investigators, the government, and the system in general. He said he was not going to face 
the death penalty, but instead had a plan to kill co-workers and other individuals who had 
wronged him. He said he had a bullet-proof vest, and a list of co-workers, and added that he was 
going to obtain a Glock firearm from his son within the next day, because federal agents are 
watching him and he could not obtain a weapon on his own. Based on these statements, the 
Social Worker called the Frederick, Maryland, police department, and they took custody of 
Bruce Edwards Ivins on Thursday, July 10, 2008, for a forensic evaluation at Frederick 
Memorial Hospital, where he remains as of this writing. 

Further, with respect to backyard at the residence, at approximately 10:30 p.m., in early 
June 2008, Bruce Edwards Ivins was observed walking in the rain out into an area of his 
backyard near his back fence. He was then observed making a raking or digging motion in that 
area. Subsequent visual scrutiny of that area revealed that it was an untended area of grass and 
other vegetation. 

Finally, with respect to the three vehicles, over the course of the past several months, 
surveillance has been conducted regularly at the residence of Bruce Edwards Ivins a4 

Frederick, Maryland. Such surveillance has revealed that all three vehicles are 
in front of the Ivins residence or in the driveway on the property. 

The Task Force submits that a search Subject Residence and Subject Vehicles may reveal 
physical or documentary evidence that will assist the investigation into these threats to witnesses 
related to the anthrax investigation, and obstruction of that investigation. The search is for 
firearms and other weapons, ballistics vests or other protective gear, and any writings identifying 
a plan to kill witnesses or names of intended victims, or any other relevant documents, notes, 
photographs, and records in various formats, including computer files and other electronic 
media, as more fully described in the Attachment to this affidavit. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search of 
the Subject Residence and Subject Vehicles may result in collection of evidence relevant to the 
investigation of threats to witnesses in, and obstruction of, the investigation into the 
dissemination of a weapon of mass destruction (anthrax) through the U.S. mail system in 
September and October 2001 in violation of 18 U.S.C., Sections 1512(a)(2), 2332a and 1114. 
Specifically, there is probable cause to believe that a search of the Subject Residence and 
Subject Vehicles as described in the Attachment to this affidavit, may reveal firearms and other 
weapons, ballistics vests, and writings identifying a plan to kill witnesses, names of intended 
victims, photographs, and other relevant documents. 
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Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. 

The statements contained in this Affidavit are based in part on information provided by 
FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as a Postal Inspector. I have not included each 
and every fact known to me concerning this investigation. I have set forth only the facts that I 
believe are necessary to establish the necessary foundation for the search warrant. 

United States District Court 
for the District of Columbia 

ostal Inspector 
U.S. Postal Inspection Service 
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A TT.ACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search for the 
items mentioned in the text of the search warrant, including more specifically the following: 

1. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance equipment or its manuals and other 
related paperwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe a plot to harm or kill other individuals, communication which would include but not be 
limited to handwritten notes and drawings, memos and photographs, which would include 
descriptive information such as telephone numbers, addresses, directions, and affiliations and 
contact points of individuals Bruce Edwards Ivins believes may be involved in the investigation 
into the anthrax attacks of 2001. Note that such documentary material described herein may be 
in printed or electronic form such as, but not limited to, computer disks. Such computerized and 
other electronic material would constitute contraband, fruits, instrumentalities or evidence of the 
offenses enumerated herein and in the attached affidavit for search warrant. 

2. Firearms and ammunition, extra magazines, sights, ballistics vests, targets, and 
any other weapon of any kind, and any and all paperwork referencing purchase, maintenance, 
transfer and ownership of any weapon. 

3. Keys, records, or other information pertaining to storage facilities, safety deposit 
boxes or other locations where such items set forth in paragraph 1 and 2 may be stored. 

4. Computer hardware, computer software, computer-related documentation, computer 
passwords and data security devices, records, documents, photos, and materials use to 
communicate, both written, electronic mail, and by any other means directed either to/from 
subject. 

a. Computer hardware is defined as any computer equipment including any electronic 
devices which are capable of analyzing, collecting, converting, creating, displaying, or 
transmitting electronic, magnetic, optical computer impulses or data. These devices include, but 
are not limited to, computers, computer components, computer peripherals, data-processing 
hardware (such as CPUs, memory typewriters, and self-contained laptop or notebook 
computers), encryption circuit boards, internal and peripheral storage devices (such as fixed 
disks, external hard disks, floppy disk drives and diskettes, tape drives and tapes and optical 
storage devices), peripheral input/output devices (such as keyboards, printers, scanners, plotters, 
and video display monitors), related communications devices (such as modems, cables and 
connections, recording equipment, Random Access memory (RAM) or Read-Only memory 
(ROM) units, automatic dialers, speed dialers, _programmable telephone dialing or signaling 
devices, and electronic tone gathering devices), as well as devices, mechanisms, or parts that can 
be used to restrict access to such hardware (such as physical keys and locks.) 

b. Computer software is defined as any instructions or programs stored in the form of 
electronic, magnetic, or optical media which are capable of being interpreted by a computer or 
its related components. These items include, but are not limited to, operating systems, 
application software, utility programs, compilers, interpreters, and communications software, as 
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well as software used to commun.icate with computer hardware peripherals, either directly or 
indirectly by telephone lines, radio, or other means of transmission. Computer software may 
also include certain data, data fragments, or control characters integral to the operation of the 
computer software. 

c. Computer-related documentation is defined as any written, recorded, printed, or 
electronically-stored material which provides instructions or examples concerning the operating 
of a computer system, computer software, and/or any related device, including but not limited to, 
user agreements, software manuals, and operating procedure guidelines. Such documentation 
may also include material which explains or illustrates the configuration or use of any seized 
hardware, software, or related item. 

d. Computer passwords and data security devices are defines as all those devices, 
programs, or data - whether themselves or in the nature of hardware or software - that can be 
used, or is designed for use to restrict access to, or facilitate concealment of, any computer 
hardware, software, computer-related documentation, electronic data, records, or materials 
within the scope of this application. These items include, but are not limited to, any data 
security software or information (such as test keys and encryption codes), similar information 
that is required to access computer programs or data or to otherwise render programs or data into 
usable form. 

e. Records, documents, and materials, as used above, includes all the forgoing items of 
evidence in whatever form and by whatever means such records, documents, or material, their 
drafts, or their modifications may have been created or stored, including, but not limited to, any 
handmade form (such writing or drawing), any photographs or negatives, any mechanical form 
(such as printing or typing) or any electrical, electronic, magnetic, or optical form (such as 
floppy diskettes, hard disks, CD-Roms, optical disks, printer buffers, smart cards, thumb drives, 
memory calculators, electronic dialers, or electronic notebooks), as well as printouts or readouts 
from any storage devices. 

f. The term electronic mail is defined as any communications, including, but not limited 
to, the transfer of signs, signals, writing, images, sounds, data, or intelligence, previously 
received, transmitted, or stored, or prepared in contemplation of transmission, or any 
communications in the process of being received or transmitted, whether stored on any 
electronic media named above or held in temporary, intermediate storage incidental to 
transmission. 
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'li:I.AO I Seizure Warrant 

RETURN 
LEFT WITH 

FILED 

NANCY MAYER WHITIINGTON, CLERK 
f the property seized by me on tl'ie warv.stoiSTRICT COURT 

Subscdbed, sworn to, a~ 
~· 

Judge 
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AO I 06(Rev.5/85) Affidavit for Search Wan ant 

UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

In the Matter of the Search of 

1993 Honda Civic four door sedan, APPLICATION AND AFFIDAVIT 
FOR SEARCH WARRANT bearing VIN 

to B dwards .Ivins, ~ ll E D 
Fredertck, MF 

JUL 11 2008 CASE NUMBER: /)f-t/:?_3 
NANCY MAYER WHITTINGTON, CLERK 

Charles B. Wickersham U.S. Dl~lnKg OO!!mworn depose and say: 

I am a(n) Postal Inspector with the U.S. Postal Inspection Service and have reason to believe 
(Official Title) 

that o on the person of or 181 on the property or premises known as (name, description and or location) 

1993 Honda C 
Edwards Ivins, 

blue in color, bearing YIN # 
Frederick, MD 

in the District of Maryland, there is now concealed a certain person or property, namely 

, registered to Bruce 

firearms and other weapons, ballistics vests or other protective gear, and any writings identifying a plan to kill 
witnesses or names of intended victims, or any other relevant documents, notes and records in various formats, 
including computer files and other electronic media, as more fully described in Attachment A. 

which is (state one or more bases for search and seizure set forth under Rule 41(b) of the Federal Rules of Criminal Procedure) 

evidence relevant to the commission of an act of terrorism, to include the use of a weapon of mass destruction 
(anthrax) and the murder and attempt to murder officers and employees of the United States, and threats to 
witnesses involved in and obstruction of that investigation. 
in violation of Title _JJL United States Code, Section(s) 2332a and 1114 and 1512(a)(2) . The facts to support a 
finding of Probable Cause are as follows: 

SEE ATTACHED AFFIDAVIT HEREIN IN CORPORA TED BY REFERENCE AS IF FULLY REST A TED HEREIN 

Continued ~nd made a part hereof. NO 

United States Distri~t Cour"t 
forthf* District. of Columbia 

A TRUE COPY 
. AY~ TIN ·TON,Ch Rachel Carlson Lieber, AUSA 

U.S. Attorney's Office, Washington, DC 
(202) 3538055 

in my presence 

Date 
Deborah A. Robinson 
Unlled Statea Magistrate Judge 

Name and Title of Judicial Officer 

of Affiant 8 
Char es B. Wickersham, Postal Inspe~cror.G-f7C~~~~(£:~'.a-~=== 
United States Postal Inspection Service 

at Washington, D.C. (pursuant to the domestic terrorism search 
warrant provisions ot: ule 41(b)(3)) 
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~~ 

UNITED ST 

In the Matter of the Search of 

1993 Honda Civic four door seaan, 
bearing YIN 

:a:t~~· ;; to B 

DISTRICT COURT 
OF COLUMBIA 

SEARCH WARRANT 

CASE NUMBER: Df ./ tf 3? 

TO: Postal Inspector Cha ~.!!,_~~~!]J~!!L- and any Authorized Officer of the United States 

Aflidavit(s) having been made befo me'b~y~i~Wn~~~;.;~;;;:~~~~;;;:~ who has reason to 
believe that o on the person or 181 or e p: known as (name. description and or location) 

1993 Honda Civic four door sedan, blue in bearing YIN ~egistered to Bruce 
Edwards Ivins, at d, Fr.,deri~k. MD 

in the District of Maryland there is now cor!ce<!le~ a certain person or property, namely (descnbe the person or property) 

.firearms and other weapons, ballistics vests other protective gear, and any writings identifying a plan to 
kill witnesses or names of intended victims, or other relevant documents, notes and records in various 
formats, including computer files and other el•l•h·onie media, as more fully described in Attachment A. 

I am satisfied that the aflidavits(s) and any rec:orcl~d testimony establish probable cause to believe that the person or 
property so described is now concealed on the or premises abo,.-·described and establish grounds for the 
issuance of this warrant. /\ 

-~uk-J tz__( i ~ 
(D1e) 

(not to exceed 10 days~ person or place for the £!!SOn or property specified, serving this warrant and 

making the searchiSt{in the daytime-6:00A.M. 10:00 P.M.)U (at any time in the day or night as I find reasonable 

YOU ARE HEREBY COMMANDED to 

cause has been established) and if the person orn•n·"••.,_ be found there to seize same, leaving a copy of this warrant and 
receipt for the person or property taken, and a written inventory of the person or property seized and promptly 1m ~i; . 

0
~1 t~he q~ersi ed U.S. .S. Magistrate Judge, as required by law. 

Date a Tinle_lssued in Waship 
the domestic terrorism se:•ft-M~.-11:\n prov1s1ons 

ofRulefl~~(:-)11 A 11~,))/ .. :,. 
'j"L-~Jt... ... ~ ""'~· ~ il.-" - 1 . 
::c"'!,·!~W. ?J),o,.!""t:""4 .<J~,;il9l~tr~U'J ~ .::J~' 

Name and fitle of Judicial Officer 
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AFFIDAVIT IN SUPPORT OF SEARCH WARRANT 

I, Charles B. Wickersham, being duly sworn, depose and say: 

I have been a Postal Inspector of the United States Postal Inspection Service (USPIS) for 
approximately twenty months. I am authorized to investigate crimes involving violations of 
Title 18 U.S.C. Sections 2332(a), 1114, and 1512(a)(2). 

This affidavit is respectfully submitted in support of an application for warrants to search 
the following premises and vehicles, pursuant to the domestic terrorism search warrant provision 
found at Rule 41(b)(3) ofthe Federal Rules of Criminal Procedure, in that it involves threats to 
witnesses in, and obstruction of, a domestic terrorism investigation, pending in the District of 
Columbia. 

( 1) Frederick, Maryland, a single family residence: '[he residence 
has white pain wood siding, with a white front door that is located on the right 
side of the front of the home. The front door has an exterior storm door. Left of the 
front door are two windows cased with re.ers. A black railing leads up several 
stairs to the front door where the numbers re indicated in black above the 
door. The search will include a large white shed with peeling paint, that is located on 
the , along with the backyard. Bruce Edwards Ivins purchased the 

Investigation has disclosed the property has been his principle 
:seotember, 2001. 

(2) a vehicle with Maryland 
and Vehicle Identification N"mnPr' 

SLI, blue, 4 door 
Frederick, MD. Bruce Edwards Ivins purchased 
the sole owner, and is the primary user. 

(3) ~ #2: search a vehicle with 
-_and Vehicle Identification Number 
is described as~; blue, 4 door sedan, and is registered to Bruce 
Edwards Ivins, -Frederick, MD. Bruce Edwards Ivins purchased 
the vehicle 12/0 the sole owner. The vehicle is primarily used 
by Ivins's wife, and is driven on occasion by Bruce Edwards 
Ivins. 

A warrant to search a vehicle with Maryland 
and Vehicle Identification Number 

as a 1996 Dodge 
Frederick, MD. 
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As discussed below, there is probable cause to believe that a search of the 
aforementioned premises may result in the collection of evidence relevant to an ongoing criminal 
investigation into the dissemination of a Weapon of Mass Destruction (anthrax) through the U.S. 
mail system in September 2001 and October 2001 in violation of Title 18, United States Code, 
Sections 2332(a) and 1114, which killed five people and infected at least 17 others, and into 
tampering with a witness or informant in connection with that ongoing domestic terrorism 
investigation, in violation ofTitle 18, United States Code Section 1512(a)(2). 

Overview 

The Federal Bureau oflnvestigation and the U.S. Postal Inspection Service (hereinafter 
"Task Force") investigation ofthe anthrax attacks has led to the identification of Dr. Bruce 
Edward Ivins, an anthrax researcher at the U.S. Army Medical Research ·Institute for Infectious 
Diseases, Fort Detrick, MD (hereinafter "USAMRIID"), as a person necessitating further 
investigation for several reasons: (1) At the time of the attacks, he was the custodian of a large 
flask of highly purified anthrax spores that possess certain genetic mutations identical to the 
anthrax used in the attacks; (2) Ivins has been unable to give investigators an adequate 
explanation for his late night laboratory work hours around the time of both anthrax mailings; (3) 
Ivins has claimed that he was suffering serious mental health issues in the months preceding the 
attacks, and told a coworker that he had "incredible paranoid, delusional thoughts at times" and 
feared that he might not be able to control his behavior; (4) Ivins is believed to have submitted 
false samples of anthrax from his lab to the FBI for forensic analysis in order to mislead 
investigators; (5) at the time of the attacks, Ivins was under pressure at work to assist a private 
company that had lost its FDA approval to produce an anthrax vaccine the Army needed for U.S. 
troops, and which Ivins was essential for the anthrax program at USAMRIID; and (6) 
Ivins sent an email to few days before the anthrax attacks 
warning -hat "Bin Laden terronsts r sure ave anthrax and sarin gas" and have ''just 
decreed death to all Jews and all Americans," language similar to the anthrax letters warning 
"WE HAVE THIS ANTHRAX ... DEATH TO AMERICA ... DEATH TO ISRAEL." In his 
affidavit dated October 31, 2007, submitted in support of an initial search of the residence and 
vehicles of Bruce Edwards Ivins, Supervisory Postal Inspector Thomas F. Delafera described in 
greater detail information regarding Bruce Edwards Ivins, and his probable connection to the 
anthrax mailings. I hereby incorporate this affidavit by reference herein. See Exhibit A. 

Factual Background 

Over the course of the past few years, Dr. Ivins has become aware that the Task Force 
considers him a person who warrants further investigation in connection with the anthrax 
attacks. He has been interviewed a number oftimes by law enforcement throughout the course 
of the nearly seven-year investigation, most recently in the presence of his attorney on June 9, 
2008. In addition, on November I, 2007, Task Force agents executed search warrants at his 
residence, his office at USAMRIID, and his vehicles, for evidence linking him to the anthrax 
attacks, and seized a number of items, including numerous letters to members of Congress and 
the media, along with handguns. Finally, in recent months in particular, he has told co-workers 
and friends that he is a suspect in the investigation, even revealing to one friend a few weeks ago 
that his attorney has told him to prepare to be indicted for the anthrax attacks. 
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His most recent statement regarding the attacks came two days ago on Wednesday, July 
9, 2008. While at a group therapy session in Frederick, Maryland, he revealed to the Licensed 
Clinical Social Worker and other members of the group that he was a suspect in this 
investigation. He stated that he was a suspect in the anthrax investigation and that he was angry 
at the investigators, the government, and the system in general. He said he was not going to face 
the death penalty, but instead had a plan to kill co-workers and other individuals who had 
wronged him. He said he had a bullet-proof vest, and a list of co-workers, and added that he was 
going to obtain a Glock firearm from his son within the next day, because federal agents are 
watching him and he could not obtain a weapon on his own. Based on these statements, the 
Social Worker called the Frederick, Maryland, police department, and they took custody of 
Bruce Edwards Ivins on Thursday, July 10, 2008, for a forensic evaluation at Frederick 
Memorial Hospital, where he remains as of this writing. 

Further, with respect to backyard at the residence, at approximately 10:30 p.m., in early 
June 2008, Bruce Edwards Ivins was observed walking in the rain out into an area of his 
backyard near his back fence. He was then observed making a raking or digging motion in that 
area. Subsequent visual scrutiny of that area revealed that it was an untended area of grass and 
other vegetation. 

Finally, with respect to the three vehicles, over the course of the past several months 
surveillance has been conducted regularly at the residence of Bruce Edwards Ivins at 

.. ,.n,. .. u•v Maryland. Such surveillance has revealed that all three vehicles are 
in front ofthe Ivins residence or in the driveway on the property. 

The Task Force submits that a search Subject Residence and Subject Vehicles may reveal 
physical or documentary evidence that will assist the investigation into these threats to witnesses 
related to the anthrax investigation, and obstruction of that investigation. The search is for 
firearms and other weapons, ballistics vests or other protective gear, and any writings identifying 
a plan to kill witnesses or names of intended victims, or any other relevant documents, notes, 
photographs, and records in various formats, including computer files and other electronic 
media, as more fully described in the Attachment to this affidavit. 

Conclusion 

Based on the foregoing, I submit that there is probable cause to believe that a search of 
the Subject Residence and Subject Vehicles may result in collection of evidence relevant to the 
investigation of threats to witnesses in, and obstruction of, the investigation into the 
dissemination of a weapon of mass destruction (anthrax) through the U.S. mail system in 
September and October 2001 in violation of 18 U.S.C., Sections 1512(a)(2), 2332a and 1114. 
Specifically, there is probable cause to believe that a search of the Subject Residence and 
Subject Vehicles as described in the Attachment to this affidavit, may reveal firearms and other 
weapons, ballistics vests, and writings identifying a plan to kill witnesses, names of intended 
victims, photographs, and other relevant documents. 
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Because this affidavit is part of an ongoing investigation that would be jeopardized by 
premature disclosure of information, I further request that this Affidavit, the accompanying 
Order, and other related documents be filed under seal until further order of the Court. 

The statements contained in this Affidavit are based in part on information provided by 
FBI Special Agents and U.S. Postal Inspectors, on observations made by law enforcement 
agents, and on my experience and background as a Postal Inspector. I have not included each 
and every fact known to me concerning this investigation. I have set forth only the facts that I 
believe are necessary to establish the necessary foundation for the search warrant. 

United States District Court 
for the District of Columbia 

CH 
Postal Inspector 
U.S. Postal Inspection Service 
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ATTACHMENT TO AFFIDAVIT 

The search of the Subject Property and Premises will include a physical search for the 
items mentioned in the text of the search warrant, including more specifically the following: 

1. Documents, memoranda, notes or other writings and equipment which include but are 
not limited to schematics, diagrams, blueprints, surveillance 'equipment or its manuals and other 
related paperwork, receipt for purchase of items, how-to magazines, books and pamphlets which 
describe a plot to harm or kill other individuals, communication which would include but not be 
limited to handwritten notes and drawings, memos and photographs, which would include 
descriptive information such as telephone numbers, addresses, directions, and affiliations and 
contact points of individuals Bruce Edwards Ivins believes may be involved in the investigation 
into the anthrax attacks of 2001. Note that such documentary material described herein may be 
in printed or electronic form such as, but not limited to, computer disks. Such computerized and 
other electronic material would constitute contraband, fruits, instrumentalities or evidence of the 
offenses enumerated herein and in the attached affidavit for search warrant. 

2. Firearms and ammunition, extra magazines, sights, ballistics vests, targets, and 
any other weapon of any kind, and any and all paperwork referencing purchase, maintenance, 
transfer and ownership of any weapon. 

3. Keys, records, or other information pertaining to storage facilities, safety deposit 
boxes or other locations where such items set forth in paragraph 1 and 2 may be stored. 

4. Computer hardware, computer software, computer-related documentation, computer 
passwords and data security devices, records, documents, photos, and materials use to 
communicate, both written, electronic mail, and by any other means directed either to/from 
subject. 

a. Computer hardware is defined as any computer equipment including any electronic 
devices which are capable of analyzing, collecting, converting, creating, displaying, or 
transmitting electronic, magnetic, optical computer impulses or data. These devices include, but 
are not limited to, computers, computer components, computer peripherals, data-processing 
hardware (such as CPUs, memory typewriters, and self-contained laptop or notebook 
computers), encryption circuit boards, internal and peripheral storage devices (such as fixed 
disks, -external hard disks, floppy disk drives and diskettes, tape drives and tapes and optical 
storage devices), peripheral input/output devices (such as keyboards, printers, scanners, plotters, 
and video display monitors), related communications devices (such as modems, cables and 
connections, recording equipment, Random Access memory (RAM) or Read-Only memory 
(ROM) units, automatic dialers, speed dialers, _programmable telephone dialing or signaling 
devices, and electronic tone gathering devices), as well as devices, mechanisms, or parts that can 
be used to restrict access to such hardware (such as physical keys and locks.) 

b. Computer software is defined as any instructions or programs stored in the form of 
electronic, magnetic, or optical media which are capable of being interpreted by a computer or 
its related components. These items include, but are not limited to, operating systems, 
application software, utility programs, compilers, interpreters, and communications software, as 
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well as software used to commun.icate with computer hardware peripherals, either directly or 
indirectly by telephone lines, radio, or other means of transmission. Computer software may 
also include certain data, data fragments, or control characters integral to the operation of the 
computer software. 

c. Computer-related documentation is defined as any written, recorded, printed, or 
electronically-stored material which provides instructions or examples concerning the operating 
of a computer system, computer software, and/or any related device, including but not limited to, 
user agreements, software manuals, and operating procedure guidelines. Such documentation 
may also include material which explains or illustrates the configuration or use of any seized 
hardware, software, or related item. 

d. Computer passwords and data security devices are defines as all those devices, 
programs, or data - whether themselves or in the nature of hardware or software - that can be 
used, or is designed for use to restrict access to, or facilitate concealment of, any computer 
hardware, software, computer-related documentation, electronic data, records, or materials 
within the scope of this application. These items include, but are not limited to, any data 
security software or information (such as test keys and encryption codes), similar information 
that is required to access computer programs or data or to otherwise render programs or data into 
usable form. 

e. Records, documents, and materials, as used above, includes all the forgoing items of 
evidence in whatever form and by whatever means such records, documents, or material, their 
drafts, or their modifications may have been created or stored, including, but not limited to, any 
handmade form (such writing or drawing), any photographs or negatives, any mechanical form 
(such as printing or typing) or any electrical, electronic, magnetic, or optical form (such as 
floppy diskettes, hard disks, CD-Roms, optical disks, printer buffers, smart cards, thumb drives, 
memory calculators, electronic dialers, or electronic notebooks), as well as printouts or readouts 
from any storage devices. 

f. The term electronic mail is defined as any communications, including, but not limited 
to, the transfer of signs, signals, writing, images, sounds, data, or intelligence, previously 
received, transmitted, or stored, or prepared in contemplation of transmission, or any 
communications in the process of being received or transmitted, whether stored on any 
electronic media named above or held in temporary, intermediate storage incidental to 
transmission. 
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DATE AND TIME WARRANT 

SEIZED PURSUANT TO THE WARRANT 

I swear that this inventory is a true and 

RETURN 
FOR ITEMS LEFT WITH 

FILED 

NANCY MAYER WHITIINGTON, 
nt of the property seized by me on the warrant. U.S. DISTRICT COURT 
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