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U.S. Department of Homeland Security
Washington, DC 20528

Homeland      
Security
Privacy Office, Mail Stop 0655

March 4, 2020

SENT VIA E-MAIL TO:  nwessler@aclu.org

Nathan Freed Wessler 
Staff Attorney
American Civil Liberties Union
125 Broad Street
18th Floor
New York, NY 10004-2400

Re:  2020-HQFO-00599

Dear Mr. Wessler:

This acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Department of Homeland Security (DHS), dated February 10, 2020, and seeking seeking the 
following records pertaining to the purchase of cell phone location data by DHS created on or 
after January 1, 2017:

1) All contracts, memoranda of understating, and other agreements with vendors, including but 
not limited to Venntel Inc., concerning government access to or receipt of data from commercial 
databases containing cell phone location information;

2) All communications with Venntel Inc. and all communications discussing or mentioning 
Venntel Inc.;

3) All policies, procedures, guidelines, formal or informal guidance, advisories, directives, 
training materials, presentations, and memoranda concerning:

a) Access to commercial databases containing cell phone location information;
b) Acquisition, processing, retention, use, or dissemination of cell phone location 

information purchased from a commercial vendor;
c) the anonymization and de-anonymization of cell phone location information purchased 

from a commercial vendor;
d) the use of cell phone location information purchased from a commercial vendor in 

civil immigration enforcement actions;
e) the use of evidence in any court applications, trial, hearing, or other proceeding that 

consists of, was obtained from, or was derived from cell phone location information purchased 
from a commercial vendor;
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f) the use of "lead" or "tip" information that consists of, was obtained from, or was 
derived from cell phone location information purchased from a commercial vendor, and;

g) the circumstances under which the government notifies defendants or respondents of 
the use of evidence that consists of, was obtained from, or was derived from cell phone location 
information purchased from a commercial vendor, including notice of the information's 
provenance;

4) All formal legal analysis concerning access to commercial databases containing cell phone 
location information, or the acquisition, processing, retention, use, or dissemination of cell phone 
location information purchased from a commercial vendor, including the application of 
Carpenter v. United States, 138 S. Ct. 2206 (2018), to this information;

5) Records sufficient to show the volume of cell phone location data contained in the commercial 
databases for which DHS, CBP, and ICE have purchased access, and records sufficient to show 
the volume of data that the agencies have accessed from these database;

6) Records sufficient to show the number of times each year that DHS, CBP, and ICE employees 
or contractors have accessed commercial database containing cell phone location information, or 
have used location data obtained from such databases;

7) All records concerning the use of evidence in any court application, trial, hearing, or other 
proceeding that consists of, was obtained from, or was derived from cell phone location 
information purchased from a commercial vendor, including records concerning whether 
defendants or respondents received notice of the government's reliance on such information and 
its provenance.  Your request was received in this office on February 11, 2020.  

After careful review of your FOIA request, we determined that your request is too broad in scope 
or did not specifically identify the records which you are seeking.  Records must be described in 
reasonably sufficient detail to enable government employees who are familiar with the subject 
area to locate records without placing an unreasonable burden upon the agency.  For this reason, 
6 C.F.R. Part 5 §5.3(b) of the DHS FOIA regulations require that you describe the records you 
are seeking with as much information as possible to ensure that our search can locate them with a 
reasonable amount of effort.  Whenever possible, a request should include specific information 
about each record sought, such as the date, title or name, author, recipients, and subject matter of 
the records, if known, or the DHS component or office you believe created and/or controls the 
record.  The FOIA does not require an agency to create new records, answer questions posed by 
requesters, or attempt to interpret a request that does not identify specific records.  

In addition to the information provided, your request description in 1 and 2 should include the 
specific DHS contract numbers of interest.  If such contracts exist, you may find the associated 
contract numbers via the Federal Procurement Data System (FPDS), which is accessible from 
https://www.fpds.gov/fpdsng_cms/; accessed on DATE. The FPDS allows for anyone to register 
and access records pertaining to all federal agency procurement actions, including the ability to 
run a variety of reports based on specified criteria.
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Please be aware that DHS is decentralized and each DHS component has its own FOIA Officer. 
If detailed information on a specific contract is desired, please contact the FOIA Officer at the 
funding component directly with the specific contract number(s).  A list of DHS disclosure 
contacts is available on our website from http://www.dhs.gov/foia-contact-information; accessed 
on DATE.

Please resubmit your request containing a reasonable description of the records you are seeking.  
This is not a denial of your request.  Upon receipt of a perfected request, you will be advised as 
to the status of your request.  If we do not hear from you within 30 days from the date of this 
letter, we will assume you are no longer interested in this FOIA request, and the case will be 
administratively closed.  

Your request has been assigned reference number 2020-HQFO-00599.  Please refer to this 
identifier in any future correspondence.  The status of your FOIA request is now available online 
and can be accessed at: https://www.dhs.gov/foia-status, by using this FOIA request number.  
Status information is updated daily.  Alternatively, you can download the DHS eFOIA Mobile 
App, the free app is available for all Apple and Android devices.  With the DHS eFOIA Mobile 
App, you can submit FOIA requests or check the status of requests, access all of the content on 
the FOIA website, and receive updates anyplace, anytime.

If you have any questions, or would like to discuss this matter, please feel free to contact this 
office at 1-866-431-0486 or at 202-343-1743.

Sincerely,

James Holzer
Deputy Chief Privacy Officer (A)
Deputy Chief FOIA Officer

003
Case 1:20-cv-10083-PGG   Document 1-3   Filed 12/02/20   Page 4 of 29



From: Nathan Wessler
To: foia@hq.dhs.gov
Cc: Ashley Gorski; Adeline Lee
Subject: RE: Department of Homeland Security FOIA 2020-HQFO-00599 Acknowledgment
Date: Monday, March 9, 2020 12:32:56 PM
Attachments: 3.9.20 ACLU response letter to DHS.pdf

To Whom It May Concern,
 
Attached please find the ACLU’s letter responding to DHS’s March 4, 2020, letter stating that the
ACLU’s FOIA request does not adequately describe the requested records. As explained in the
attached, the ACLU disagrees with this characterization, and respectfully asks DHS to process the
request as required by the FOIA statute and regulations.
 
I would be pleased to discuss any questions by phone. I am available at 212-519-7847.
 
Sincerely,
Nathan Wessler
_______________________________________________
Nathan Freed Wessler 
Staff Attorney | Speech, Privacy, and Technology Project
American Civil Liberties Union
125 Broad Street, 18th Floor, New York, NY 10004
212.519.7847
Pronouns: he/him
 
This message may contain information that is confidential or legally privileged. If you are not the intended recipient,
please immediately advise the sender by reply e-mail that this message has been inadvertently transmitted to you
and delete this e-mail from your system.
 
 
 
From: foia@hq.dhs.gov <foia@hq.dhs.gov> 
Sent: Wednesday, March 4, 2020 11:08 AM
To: Nathan Wessler <nwessler@aclu.org>
Subject: Department of Homeland Security FOIA 2020-HQFO-00599 Acknowledgment
 

Good Morning,

The DHS regulation requires that requesters describe the records sought in sufficient detail
to enable DHS personnel to locate them with a reasonable amount of effort. A reasonable
description contains sufficient information to permit an organized, non-random search for
the record based on the component’s filing arrangements and existing retrieval systems.
The regulation also states that to the extent possible, requesters should include specific
information that may assist a component in identifying the requested records, such as the
date, title or name, author, recipient, subject matter of the record, case number, file
designation, or reference number.
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Conversely, requests seeking “all records” without regard to a specific topic or keyword
generate a great deal of material that is unlikely to be of interest to the public or shed light
on the government’s operations but will still need to go through the page-by-page, line-
by-line review process.  Processing these kinds of requests do not provide as much value
to the public and hinder our ability to respond to all FOIA requesters in a timely manner.

Feel free to contact us if you have any additional questions or concerns.
Thank you!

 

Regards,

DHS Privacy Office
Disclosure & FOIA Program
STOP 0655
Department of Homeland Security
245 Murray Drive, SW
Washington, DC 20528-0655
Telephone:  1-866-431-0486 or 202-343-1743 
Fax:  202-343-4011
Visit our FOIA website
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March 9, 2020

James Holzer
Deputy Chief Privacy Officer/Deputy Chief FOIA Officer
Privacy Office, Mail Stop 0655
U.S. Department of Homeland Security
Washington, DC 20528

Re: FOIA No. 2020-HQFO-00599: Response to DHS Privacy 
Office letter dated March 4, 2020

Dear Mr. Holzer,

I write in response to your March 4, 2020, letter (the “Response 
Letter”) stating that the American Civil Liberties Union and American 
Civil Liberties Union Foundation’s (collectively, “ACLU”) FOIA 
request submitted on February 10, 2020 (FOIA Ref. No 2020-HQFO-
00599) (the “Request”), “is too broad in scope or did not specifically 
identify the records which you are seeking.” The Request is attached 
as Exhibit A, and the Response Letter is attached as Exhibit B.

The Response Letter asserts two specific reasons why the Request is 
purportedly deficient:

(1) “Whenever possible, a request should include specific 
information about each record sought, such as the date, title or 
name, author, recipients, and subject matter of the records, if 
known, or the DHS component or office you believe created 
and/or controls the record”; and 

(2) “In addition to the information provided, your request 
description in 1 and 2 should include the specific DHS contract 
numbers of interest.”

Response, Ex. B, at 2. As explained below, these are not proper 
grounds for refusing to conduct a search.

1. To begin, the kind of “specific information” mentioned in the first 
point is not publicly available, because DHS and other agencies have 
not been transparent about their purchase of cell phone location 
information. As explained in the Request, the ACLU learned of DHS’s 
use of this location data from a February 7, 2020, newspaper article. 
Request, Ex. A, at 1-2 (citing Wall Street Journal article, and 
explaining that “[t]his is the first time the media has reported on the 
federal government’s purchase of such data for law enforcement 
purposes.”). That article identified two components of DHS—CBP and 
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ICE—that have been purchasing cell phone location data from one 
particular company, Venntel, Inc. (a subsidiary of Gravy Analytics).
Accordingly, the ACLU directed copies of the Request to the CBP and 
ICE FOIA offices.1 See Request, Ex. A, at 1. But while the Wall Street 
Journal article specifically identified two components of DHS that 
were using one particular vendor to obtain individuals’ cell phone 
location information, there is no reason to believe that CBP and ICE 
are the only DHS components possessing records responsive to the
Request, nor that Venntel is the only company selling the data to DHS.

Indeed, just last week, a new press report identified a different 
company, Babel Street, that is selling individuals’ cell phone location 
data to DHS as part of a service called “Locate X.”2 The article 
explains that “Federal records show that U.S. Customs and Border 
Protection purchased Locate X, and the Secret Service and U.S. 
Immigration and Customs Enforcement also use the location-tracking 
technology, according to a former Babel Street employee.”3 Further, 
according to the article, the U.S. Coast Guard also has active contracts 
with Babel Street, but the public information in those contracts is
insufficient to determine whether the Coast Guard is purchasing 
location data through Locate X, or is purchasing another service 
offered by the company.4

The salient point here is that it is DHS, not the ACLU, which is in the 
position to know which DHS components or offices have created or 
hold the records responsive to the request. The ACLU directed copies 
of the request to the components it knew, based on public reporting, to 
have responsive records. Simultaneously, the ACLU directed a copy of
the Request to the DHS Privacy Office for processing and forwarding 
to other components that would be similarly likely to have responsive 
records. The agency’s regulations specifically explain that “[a] 
requester may also send his or her request to the Privacy Office,” 
which “will forward the request to the component(s) that it determines 
to be most likely to maintain the records that are sought.” 6 CFR 
§ 5.3(a)(2); see also 6 CFR § 5.4 (setting forth internal procedures for 
referrals of requests to other agency components or offices).

Indeed, as an agency subject to FOIA, DHS must search for records 
wherever within DHS they are likely to exist. See, e.g., Zemansky v. 

1 The FOIA tracking numbers assigned by CBP and ICE are CBP-OFO-2020-
033428 and 2020-ICFO-26425.
2 Charles Levinson, Through Apps, Not Warrants, ‘Locate X’ Allows Federal 
Law Enforcement to Track Phones, Protocol, Mar. 5, 2020, 
https://www.protocol.com/government-buying-location-data.
3 Id.
4 Id.
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EPA, 767 F.2d 569, 571 (9th Cir. 1985) (agency must demonstrate 
“that it has conducted a search reasonably calculated to uncover all 
relevant documents”); Judicial Watch v. Dep’t of Justice, 373 F. Supp.
3d 120, 126 (D.D.C. 2019) (“When an agency receives a FOIA 
request, it must search all locations that are reasonably likely to 
contain responsive records.”). Similarly, “[i]t is well-settled that if an 
agency has reason to know that certain places may contain responsive 
documents, it is obligated under FOIA to search barring an undue 
burden.” Valencia–Lucena v. Coast Guard, 180 F.3d 321, 327 (D.C. 
Cir. 1999). When agencies have unreasonably excluded 
subcomponents from their searches, courts have ordered new searches. 
See, e.g., New Orleans Workers' Center for Racial Justice v. 
Immigration & Customs Enforcement, 373 F. Supp. 3d 16, 36-39
(D.D.C. 2019) (ordering new search where agency “ha[d] failed to 
aver that all locations likely to contain responsive records were 
searched” and where the requestor had “identified countervailing
evidence undermining the [agency’s] claim that the offices it chose not 
to search were not likely to have responsive records” (quotation marks 
and alterations omitted)); Rodriguez v. Dep’t of Defense, 236 F. Supp.
3d 26, 36-37 (D.D.C. 2017) (it was “manifestly unreasonable” for 
DOD look no further than the Office of Legal Policy, “when the FOIA 
requests at issue plainly encompassed records that could have been 
located in other subdivisions of DOD”); Natural Res. Def. Council, 
Inc. v. Dep’t of Defense, 388 F. Supp. 2d 1086, 1100-03 (C.D. Cal. 
2005) (ordering new search where agency searched only one office 
and did not forward request to another office that agency knew to be 
lead office in subject area).

At a bare minimum, recent reporting indicates that the Secret Service 
and the Coast Guard are likely to have responsive records, and so the 
DHS Privacy Office must forward a copy of the Request to those 
components. But there is every reason to believe additional 
components of DHS may also possess responsive records, and the 
Privacy Office must forward the Request to those components as well. 
Those components may include: Office of Intelligence and Analysis; 
Office of Operations and Coordination; Privacy Office; Office of Civil 
Rights and Civil Liberties; Office of Strategy, Policy and Plans; Office 
of the Chief Information Officer; Office of Science & Technology; and 
Office of the General Counsel.

2. The Response Letter also rejected the Request on the basis that 
items 1 and 2 of the Request “should include the specific DHS contract 
numbers of interest.” Again, because of the secrecy surrounding 
DHS’s purchase and use of cell phone location information, this 
information is not generally available to the ACLU, but it is manifestly 
available to DHS. As explained above, based on public reporting, the 
ACLU now knows of two companies from which DHS purchases 
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individuals’ cell phone location information: Venntel, Inc. (aka Gravy 
Analytics), and Babel Street. The ACLU does not know if there are 
other companies from which DHS is purchasing similar location data, 
and therefore is not able to identify specific contract numbers for such 
companies. Based on public reporting, the following contract numbers 
may be relevant: HSHQDC17J00525; 70CMSD18P00000127; 
70B04C19F00000802; HSBP1017J00831; 70B04C18F00001093; 
70B04C18F00001093 (P00001); 70CMSD18FR0000226; 
70CMSD19A00000007. This is not a comprehensive list, however, 
and in no way represents the full universe of relevant contracts.

3. More broadly, the Response Letter is incorrect in asserting that the 
Request does not sufficiently describe the records sought. To fulfill the 
FOIA’s “strong presumption in favor of disclosure,” U.S. Dep’t of 
State v. Ray, 502 U.S. 164, 173 (1991), agencies must “‘make . . . 
records promptly available to any person,’ who submits a request that 
‘(i) reasonably describes such records and (ii) is made in accordance 
with [the agency’s] published rules.’” Republican Nat’l Comm. v. 
Dep’t of State, 235 F. Supp. 3d 235, 239 (D.D.C. 2016) (alteration in 
original) (quoting 5 U.S.C. § 552(a)(3)(A)); see also 6 C.F.R. § 
5.3(b).5 Records are reasonably described if the description “enable[s] 
a professional employee of the agency who [i]s familiar with the 
subject area of the request to locate the record with a reasonable 
amount of effort.” Truitt v. Dep’t of State, 897 F.2d 540, 545 n.36 
(D.C. Cir. 1990) (internal quotations omitted); accord, e.g., Marks v. 
U.S. Dep’t. of Justice, 578 F.2d 261, 263 (9th Cir. 1978). “When the 
request demands all agency records on a given subject then the agency 
is obliged to pursue any ‘clear and certain’ lead it cannot in good faith 
ignore.” Halpern v. FBI, 181 F.3d 279, 288 (2d Cir. 1999) (quoting 
Kowalczyk v. Dep’t of Justice, 73 F.3d 386, 389 (D.C. Cir. 1996)).  
Moreover, “[i]n evaluating the description of the records sought and 
defining the scope of the concomitant search, an agency ‘ha[s] a duty 
to construe a FOIA request liberally.’” Republican Nat’l Comm., 235 
F. Supp. 3d at 239 (alteration in original) (quoting People for the 
Ethical Treatment of Animals v. Nat’l Inst. of Health, 745 F.3d 535, 
540 (D.C. Cir. 2014)). Thus, “the government must use ‘some 
semblance of common sense’ in interpreting FOIA requests, and any 
ambiguous FOIA requests must be interpreted ‘liberally.’” Pinson v. 
U.S. Dep’t of Justice, 70 F. Supp. 3d 111, 121 (D.D.C. 2014) (quoting 
Dale v. IRS, 238 F. Supp. 2d 99, 105 (D.D.C. 2002) and LaCedra v. 
Exec. Office for U.S. Attorneys, 317 F.3d 345, 348 (D.C. Cir. 2003), 
respectively).

5 DHS does not argue that the Request fails to follow the agency’s rules, and 
thus that condition has been met. See Response, Ex. B.
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Exhibit A 
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Exhibit B 
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U.S. Department of Homeland Security
Washington, DC 20528

Homeland
Security
Privacy Office, Mail Stop 0655

March 4, 2020

SENT VIA E-MAIL TO:  nwessler@aclu.org

Nathan Freed Wessler 
Staff Attorney
American Civil Liberties Union
125 Broad Street
18th Floor
New York, NY 10004-2400

Re:  2020-HQFO-00599

Dear Mr. Wessler:

This acknowledges receipt of your Freedom of Information Act (FOIA) request to the 
Department of Homeland Security (DHS), dated February 10, 2020, and seeking seeking the 
following records pertaining to the purchase of cell phone location data by DHS created on or 
after January 1, 2017:

1) All contracts, memoranda of understating, and other agreements with vendors, including but 
not limited to Venntel Inc., concerning government access to or receipt of data from commercial 
databases containing cell phone location information;

2) All communications with Venntel Inc. and all communications discussing or mentioning 
Venntel Inc.;

3) All policies, procedures, guidelines, formal or informal guidance, advisories, directives, 
training materials, presentations, and memoranda concerning:

a) Access to commercial databases containing cell phone location information;
b) Acquisition, processing, retention, use, or dissemination of cell phone location 

information purchased from a commercial vendor;
c) the anonymization and de-anonymization of cell phone location information purchased 

from a commercial vendor;
d) the use of cell phone location information purchased from a commercial vendor in 

civil immigration enforcement actions;
e) the use of evidence in any court applications, trial, hearing, or other proceeding that 

consists of, was obtained from, or was derived from cell phone location information purchased 
from a commercial vendor;
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f) the use of "lead" or "tip" information that consists of, was obtained from, or was 
derived from cell phone location information purchased from a commercial vendor, and;

g) the circumstances under which the government notifies defendants or respondents of 
the use of evidence that consists of, was obtained from, or was derived from cell phone location 
information purchased from a commercial vendor, including notice of the information's 
provenance;

4) All formal legal analysis concerning access to commercial databases containing cell phone 
location information, or the acquisition, processing, retention, use, or dissemination of cell phone 
location information purchased from a commercial vendor, including the application of 
Carpenter v. United States, 138 S. Ct. 2206 (2018), to this information;

5) Records sufficient to show the volume of cell phone location data contained in the commercial 
databases for which DHS, CBP, and ICE have purchased access, and records sufficient to show 
the volume of data that the agencies have accessed from these database;

6) Records sufficient to show the number of times each year that DHS, CBP, and ICE employees 
or contractors have accessed commercial database containing cell phone location information, or 
have used location data obtained from such databases;

7) All records concerning the use of evidence in any court application, trial, hearing, or other 
proceeding that consists of, was obtained from, or was derived from cell phone location 
information purchased from a commercial vendor, including records concerning whether 
defendants or respondents received notice of the government's reliance on such information and 
its provenance.  Your request was received in this office on February 11, 2020.

After careful review of your FOIA request, we determined that your request is too broad in scope 
or did not specifically identify the records which you are seeking.  Records must be described in 
reasonably sufficient detail to enable government employees who are familiar with the subject 
area to locate records without placing an unreasonable burden upon the agency.  For this reason, 
6 C.F.R. Part 5 §5.3(b) of the DHS FOIA regulations require that you describe the records you 
are seeking with as much information as possible to ensure that our search can locate them with a 
reasonable amount of effort.  Whenever possible, a request should include specific information 
about each record sought, such as the date, title or name, author, recipients, and subject matter of 
the records, if known, or the DHS component or office you believe created and/or controls the 
record.  The FOIA does not require an agency to create new records, answer questions posed by 
requesters, or attempt to interpret a request that does not identify specific records.  

In addition to the information provided, your request description in 1 and 2 should include the 
specific DHS contract numbers of interest.  If such contracts exist, you may find the associated 
contract numbers via the Federal Procurement Data System (FPDS), which is accessible from 
https://www.fpds.gov/fpdsng_cms/; accessed on DATE. The FPDS allows for anyone to register 
and access records pertaining to all federal agency procurement actions, including the ability to 
run a variety of reports based on specified criteria.
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Please be aware that DHS is decentralized and each DHS component has its own FOIA Officer. 
If detailed information on a specific contract is desired, please contact the FOIA Officer at the 
funding component directly with the specific contract number(s).  A list of DHS disclosure 
contacts is available on our website from http://www.dhs.gov/foia-contact-information; accessed 
on DATE.

Please resubmit your request containing a reasonable description of the records you are seeking.  
This is not a denial of your request.  Upon receipt of a perfected request, you will be advised as 
to the status of your request.  If we do not hear from you within 30 days from the date of this 
letter, we will assume you are no longer interested in this FOIA request, and the case will be 
administratively closed.

Your request has been assigned reference number 2020-HQFO-00599. Please refer to this 
identifier in any future correspondence.  The status of your FOIA request is now available online 
and can be accessed at: https://www.dhs.gov/foia-status, by using this FOIA request number.  
Status information is updated daily.  Alternatively, you can download the DHS eFOIA Mobile 
App, the free app is available for all Apple and Android devices.  With the DHS eFOIA Mobile 
App, you can submit FOIA requests or check the status of requests, access all of the content on 
the FOIA website, and receive updates anyplace, anytime.

If you have any questions, or would like to discuss this matter, please feel free to contact this 
office at 1-866-431-0486 or at 202-343-1743.

Sincerely,

James Holzer
Deputy Chief Privacy Officer (A)
Deputy Chief FOIA Officer
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