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VOLUME V
I N THE UNI TED STATES ARMY

UNI TED STATES

VS.

MANNI NG, Bradley E., PFC COURT- MARTI AL
U S Arny, Xxxx-xx-9504

Headquarters and Headquarters Conpany,

US Arny Grrison,

Joi nt Base Myer-Henderson Hall,

Fort Myer, VA 22211

The Hearing in the above-entitled nmatter was
hel d on Tuesday, June 11, 2013, commencing at 9:30 a.m,
at Fort Meade, Maryl and, before the Honorabl e Col onel
Deni se Lind, Judge.
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DI SCLAI MER

This transcript was nade by a court
reporter who is not the official Governnent reporter,
was not permtted to be in the actual courtroom where
t he proceedi ngs took place, but in a nedia room
listening to and watching |ive audio/video feed, not
permtted to make an audi o backup recordi ng for
edi ti ng purposes, and not having the ability to
control the proceedings in order to produce an

accurate verbatimtranscript.

This unedited, uncertified draft
transcript nmay contain court reporting outlines that
are not translated, notes made by the reporter for
edi ti ng purposes, msspelled terns and nanes, word
conbi nations that do not nmake sense, and m ssing
testi nmony or colloquy due to being inaudible to the

reporter.
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PROCEEDI NGS,

THE COURT: Major Fein, please account
for the parties.

MR. FEIN:. Yes, ma'am Your Honor, al
parties in the court fromlast recess are agai n present,
exceptions are Captain Overgaard and Captain Mdrrow are
absent. Captain von Elten is present.

THE COURT: Are there any issues we need to
address before we proceed?

MR. FEIN: Yes, ma'am A few adm n issues.
First, this norning United States filed what's been
mar ked as appellate exhibit 566, the witness |ist order
of proposed prosecution witnesses. That's an updated
listing fromthe previous.

THE COURT: Al right. Thank you.

MR, FEIN:. Also, ma'am as of 0930 this
norning there are el even nenbers of the nedia in the
nmedi a operations center. There are two stenographers.
There's no one presently in the trailer, although the
trailer is available and the courtroomis not filled to

capacity.
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THE COURT: Al right. Thank you very nuch.

MR COOMBS: Ma'am | would |ike to put on
the record that the governnent has indicated pretty mnuch
fromthis day forward they'll accommobdate the request of
t he stenographers to have one cone in the norning, one
cone in the afternoon session, and that al so the
st enographers will be given a dedicated pass for the
nmedi a operations center.

THE COURT: |Is that correct?

MR FEIN:. Yes, ma'am Also, the United
States' understanding is that the court's preference or

directive is that one of the 70 spots for the nedia wll

actually becone 69 spots and a stenographer will be the
70th spot, so it wll actually not be a nedia spot, it
w || be the stenographer spot. That way the public
affairs wll credential 69 positions, not 70.

THE COURT: That is actually what | did
direct you to do. Any objection to that?

MR. COOMBS: No objection, Your Honor.

THE COURT: Anything el se we need to address?

MR, COOMBS: No, Your Honor.
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MR. FEI N: No, ma' am

THE COURT: Pl ease call your next wtness.

MR FEIN. Ma' am prior to that we' re going
to read sone stipul ati ons.

THE COURT: Can you tell ne who those are?

THE WTNESS: Yes, ma'am Ma'am the first
stipulation is M. Peter Artale, prosecution exhibit
nunmber 70. The next is M. Chanberlin, prosecution
exhi bit 71.

THE COURT: Thank you.

MR. FEIN: Your Honor, stipulation of
expected testinony of M. Peter Artale, dated 9 June
2013.

It is hereby agreed by the Accused, Defense
Counsel, and Trial Counsel, that if M. Peter.

Artale were present to testify during the nerits and
pre-sentenci ng phases of this court-martial, he would
testify substantially as foll ows:

One. | amcurrently enployed by the Arny
Counter-Intelligence Center, ACIC, with the 902nd

Mlitary Intelligence G oup on Fort Meade, Maryl and.
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ACI C produces finished intelligence products for the
intelligence community. It often produces these
products by fulfilling requests for information from
the Arny. It takes finished products and

di ssem nates them on SI PRNET and JW CS

| ama Web Devel oper and the Team Lead of
a team of three software devel opers. | have worked
in this capacity and for ACIC for eight years. Prior
to this position, I worked in web devel opnent for the
Def ense Intelligence Agency, DI A for one year, then
wth Booz Allen on a one year contract with Nationa
CGeo- Spatial Agency. | was a software devel opnent
engi neer and programmer in the Air Force for
twenty-one years. | retired fromthe Air Force as a
Master Sergeant. | also have an Associ ate's degree
i n Conputer Science.

Two. | first becane involved in this
case on approximately 17 March 2010 after ny Branch
Chief, Ms. Jessica Johnson, alerted ne to the
conproni se of U S. Governnent infornmation. M.

Johnson asked if | could use our systemto see who

Provided by Freedom of the Press Foundation




© 00 ~N o o b~ w N PP

N N N T e T e e
P O © 0 ~N o U A W N B O

UNOFFICIAL DRAFT - 6/11/13 Morning Session

had viewed a certain product. | could, as | had
devel oped custom software to track access to
particul ar products. This software captures the
viewer credentials by recording the Internet Protocol
(IP) address and date/tine of access for each user
who views our ACIC work product. It then assigns a
uni que report key to the access event. This occurred
before we were contacted by | aw enforcenent in this
case, as ACIC was notified of the conmprom se of one
of our products in March 2010.

Three. An |IP address is part of the
Transm ssion Control Protocol/Internet Protoco
(TCP/IP). A protocol is the standard | anguage used
to communi cate over a network. TCP/IP is the nost
common "l anguage" that conputers use to conmunicate
over the Internet and so an | P address is the nethod
of identifying a specific conputer on a network.
Only one conputer can be assigned a specific IP
address at one tine. Knowi ng an |IP address allows us
to know whi ch conputer on a given network used our

pr oducts.
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Qur software is a custom product which
in capturing this user and access information,
produces netrics which can be used to see which of
our products are nost popul ar and how our products
are used. The software only | ogged views of the
docunent in the ".asp" format which is the standard
way the product woul d appear on the website. ".asp"
is a comon file format for web pages. This neans
that the software only | ogged views of the web
versi on of the docunent and not the views of the
".pdf" or ".doc" version of the docunment. Likew se,
the 1 ogs do not indicate whether the docunent was
printed or saved, nor do they indicate how | ong an
i ndi vi dual | ooked at the docunent, if at all. W
collect this data normally so we can analyze it to
see where we need to allocate our devel opnent and
mai nt enance resources to best support our internal
and external customers. The information produced by
the tracking software is, therefore, called netrics.

Four. The netrics are pulled when an

engi neer runs a certain query. These queries can be

10
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custom zed to pull only the information the devel oper
wants to see. In this case, we were specifically
interested in tracking every access to a product
titled "WKki Leaks.org-An Online Reference to Foreign
Intelligence Services, Insurgents, or Terrorists
G oups?" Therefore, | searched the product by
determ ning and searching for its product
identification nunber, which is "RB08-0617". The
product identification nunber, which is on the
docunent itself and assigned internally by ACIC, is a
identifier unique to each ACI C product.

Five. This ACIC product "WKkiLeaks. org-
An Online Reference to Foreign Intelligence Services,
| nsurgents, or Terrorists Goups?" is housed on our
website at "acic.north-inscomanny.sml.ml" and is
accessible only via a classified network, such as
SIPRNET. | wote a custom query, by |IP address and
visit tinme, to see every tine this particul ar
docunment was pulled fromthe web server. A custom
query is a nethod of pulling information froma

Dat abase. | pulled these netrics fromny own
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wor kstation. The data is automatically pulled into a
Structured Query Language (SQ.) table. SQ is a
conput er | anguage for extracting and inserting
information in a database. It is a standard conputer
| anguage to interact with databases. Printouts of
SQ queries look |ike an Excel spreadsheet in that it
has col ums and rows; however, it is not as easy to
search and organi ze as an Excel spreadsheet. I,
therefore, digitally cut and pasted the infornmation
fromthe SQL table into an Excel spreadsheet and
saved the data to ny desktop.

| then organi zed the spreadsheets in two
separate manners. The first set is organi zed by
visit date. The second is organized by |IP address
and then visit date. | did not alter the content of
the data in any way when searching for the data,
nmoving it fromthe SQ. table to the Excel
spreadsheet, or while in the Excel spreadsheet. |
nmoved the information and organized it in two
separate manners because it was easier to read. |

then emailed the nmetric data to ny | eadership at ACIC

12
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as request ed.

The data is stored securely on our
servers and is only accessible to the other three web
devel opers on ny team | have no reason to believe
anyone el se would have nodified the logs in any way.
This occurred before we were contacted by
i nvestigators involved in this case, as ACI C was
notified of the conprom se of one of our products in
Mar ch 2010.

Six. In this case, the AC C docunent
concerned was posted in 2008. | pulled the netric
data tracking access to this docunent on 17 March
2010. The nost recent access date listed in the
metric data is 16 March 2010. The data returned
i ncl uded view hits on the docunment up until the
nmorning | ran the data query. The |ogs are broken
down by record key, |IP address, and visit date.

Specifically, the nmetrics tell ne the
foll owi ng about the user |IP addresses who opened the
website containing the product with a product

identification nunber of RB08-0617 in the web page
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format: A user with the | P address 22.225.41. 40
opened the web page on 1 Decenber 2009 at 6:31 PM a
user wth the I P address 22.225.41. 40 opened the web
page on 29 Decenber 2009 at 2:40 PM a user with the
| P address 22.225.41. 40 opened the web page on 1
March 2010 at 6:40 PM and a user with the | P address
22.225.41. 22 opened the web page on 7 March 2010 at
11: 31 PM

Seven. The data for these netrics is
coll ected by our custom software automatically when
soneone clicks on one of our links to use our ACIC
wor kK product. This system captures the tine, date,
and | P address as well as which product is being
accessed and served out to the requester. W know
this data is accurate because there is no human
intervention into the process and because views are
| ogged using specific codes and for specific
pr oduct s.

Finally, while it is possible to nake
manual insertions in netric data output, those

i nsertions cannot be backdated or over-witten. Thi s
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nmeans what ever output data the system produces cannot
itself be altered. Furthernore, at the tinme | pulled
these logs, | did not know to whomthe | P addresses
were attached or the reasons for which the data was
being pulled. | had neither the notivation nor

know edge required to alter the docunent. At no
point prior to pulling the netric |og data, while
pulling the information, or after securing it, did I
ever alter the data in any way.

Eight. M Branch Chief forwarded ny
email wth these netrics to M. Wnston Budram S-6
and Chief Information Oficer of the 902nd M G oup.
M. Budram forwarded the netrics to investigators
after they contacted our office.

Prosecution Exhibit (PE) 63 for
identification is the paper copy of these logs. PE
63 for IDis a printout of the conplete |ogs that I
pulled. | put the title "Views of AC C Product
RB08- 0617. asp” on the top of the Excel spreadsheet.
The title is based on the ACI C product identification

nunmber and the format of the docunent. On the left
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side of every page are the logs that | pulled and
organi zed by visit date. On the right side of every
page are the logs that | pulled and organi zed by IP
address and then visit date.

| believe the informati on on the top of
t he page ("Views of AC C Product RB08-0617. asp"
"Record Key"; "IP Address"; and "Visit Date"), which
is the same as the title and heading i nformati on on
t he spreadsheets that | pulled, was automatically
produced by Excel when the spreadsheets were printed.

Nine. | amthe custodian of the records
mar ked as PE 63 for I D and an enployee famliar with
t he manner and process in which these records are
created and maintai ned, by virtue of nmy duties and
responsibilities. PE 63 for I D was nade at or near
the tinme of the occurrences of the matters set forth
by or frominformation transmtted by, people with
know edge of these matters. PE 63 for ID was kept in
t he course of regul arly conducted busi ness activity.
It was the regular practice of the business activity

to nake the records. The records nmarked as PE 63 for

Provided by Freedom of the Press Foundation
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ID are a true, accurate, and conplete copy of the
ori gi nal docunents.

Your Honor, the United States noves to
admt PE 63 for I D as PE 63.

MR. HURLEY: No objection, ma'am

THE COURT: Al right. Prosecution exhibit
63 is admtted. My | see it, please?

Thank you

MR FEIN. M am stipulation of expected
testinmony of M. Shawn Chanberlin dated 9 June 2013.

It is hereby agreed by the Accused, Defense
Counsel, and Trial Counsel, that if M. Sean Chanberlin
were present to testify during the nerits and
pre-sentenci ng phases of this court-martial, he would
testify substantially as foll ows:

One. | ama Systens Adm nistrator for the S6

shop of the 902nd Mlitary Intelligence (M) Goup on
Fort Meade, Maryland. The 902nd M G oup perforns
counterintelligence functions. M section is
responsi ble for providing I T support for all unit

servers. |In this capacity, | build new servers and
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mai ntain old ones. | have worked in this capacity
for ten years. Before that | was active duty
mlitary for nine years and was a Staff Sergeant when
| left the Arny.

For the last five of ny nine years of
active duty service, | had the Mlitary Cccupati onal

Specialty (MXS) 33W which is Intercept El ectronic

Warfare Systens Repair. |In that capacity, | was a
systens administrator. To fulfill my current
function, | have received Security Plus training and

have certifications in nunmerous M crosoft server
types. | also hold a Bachelor's degree in
I nformati on Systens fromthe University of Phoeni x.
Two. | first becane involved in the
present case in July of 2011 when ny supervisor M.
Robert Conner, the Site Lead for Information
Technol ogy at the 902nd M G oup, requested that |
pull Mcrosoft Internet Infornmation Services (MIYS)
web server audit event logs for the contacting IP
addresses 22.225.41.22 and 22.225. 41. 40 between the
dat es Novenber 2009 and May 2010. MIS are

Provided by Freedom of the Press Foundation
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application |l ogs that are specific to the web server.
Audit logs are a record of the activity that occurs
on the server and enable systemadmnistrators |ike
me to track what users do on the website. Audit | ogs
contain data that is automatically witten to them on
a daily basis.

Here, the audit logs record file activity
on a web server fromthe United States Governnent
conputer assigned to the I P address 199. 32.48. 154, is
a conputer dedicated to processing classified
information at the SECRET level. This is the IP
address for the ACI C website on SI PRNET

Three. This data shows what | P addresses
accessed our systemw thin that date range. An IP
address is part of the Transm ssion Control
Protocol/Internet Protocol (TCP/IP). A protocol is
t he standard | anguage used to conmuni cate over a
network. TCP/IP is the nbst common "Il anguage" t hat
conputers use to communi cate over the Internet. An
| P address is the nethod of identifying a specific

conput er on a networKk.
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Four. An IP address allows us to know
whi ch conputer on a given network accessed our
server. |In this case, | pulled eighteen log files
for the above | P address and date range. The files
are naned the foll ow ng: ex091119.10g; ex091201.1 og;
ex091214.10g; ex091217.10g; ex091221.1 og;
ex091229. 1 0og; ex100207.1o0g; ex100209. 1 og;
ex100211.1 og; ex100214.1o0g; ex100301.1 og;
ex100302. 1og; ex100308.10g; ex100315.1 og;
ex100316. 1 og; ex100317.1o0g, which is the automatic
nam ng conventi on of Mcrosoft based on date.

The files display in text format. The
files contain 86 entries for the I P address of
22.225.41.22 and 28 entries for the |IP address of
22.225.41.40. The first entry for 22.225.41.22 or
22.225.41.40 is 19 Novenber 2010.

Five. These |logs are on our external web
server, which is one of the servers | amresponsible
for maintaining. The web server and the | ogs are
| ocated in what is coomonly referred to as the

"DMZ", which is the area between our internal system

20
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and the SIPRNET. | pulled the data using a search

wi ndow and searching the | P address for the given
date range. Then | searched for the two requested IP
addresses. | then put the files into an internal

i nvestigation folder and had them burned to a disc. |
| ooked at the disc to verify that they were the | ogs
that | pulled.

Six. | amfamliar with these | ogs
because of ny work as a systens adm nistrator. After
| pulled the |ogs, they were burned onto a rewitable
disc by another individual. | reviewed the contents
of the disc to ensure it contained the |logs that |
pul l ed. The disc |abeled "Log Files 902nd M
20 11-0006" contain the logs that | pull ed.
Prosecution Exhibit 64 for ldentification is a copy
of this disc. | attested to the authenticity of these
| ogs on 21 June 2012, BATES nunber: 00449439. |
pulled the logs fromthe server and did not alter the
content of the logs in any way. | have no reason to
bel i eve anyone el se would have nodified the logs in

any way while they are on the server as pern ssions

21
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to the "DVMZ" are very limted.

Your Honor, the United States noves to
admt prosecution exhibit 64 for identification as
prosecution exhibit 64.

MR. HURLEY: WMa'am we have no objection to
that. My | have a second to speak with Major Fein?

THE COURT: Yes.

MR. FEIN:  Your Honor, the United States
requests a brief in place recess.

THE COURT: Go ahead. W're not actually
recessing the court, I"'mgoing to let you do what you
need to do.

MR. FEIN. Yes, ma' am

(BRI EF PAUSE. )

MR, FEIN. Ma'am | have retrieved
prosecution exhibit 71 and consulted wth defense counsel
and there has been one nodification to the stipulation of
expected testinmony. | handed the court reporter PE 71
and | would direct the court to page two.

Your Honor, the top of page two at the end of

the first paragraph or the first partial paragraph, the
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date 19 Novenber 2010 has been nodified to 19 Novenber
2009, and the accused's, Major Hurley's and Major Fein's
initials are annotated on that change.

THE COURT: Al right. WMajor Hurley, does
t he defense agree with this change?

MR. HURLEY: Yes, ma' am

THE COURT: PFC Manni ng?

THE ACCUSED. Yes, nm'am

MR. Von ELTEN: Ma'am the United States
calls Matthew Hosburgh

THE COURT: May | see prosecution exhibit 647
| think | still need to admt that. |Is that better done
at a recess?

MR FEIN. Yes, ma'am 64.

THE COURT: Prosecution exhibit 64 for
identification is admtted.

Excuse ne, Captain von Elten, who is the next
W t ness?

MR. Von ELTEN: WMatthew Hosbur gh
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Wher eupon:
MATTHEW HOSBURGH,
called as a witness, having been first duly sworn
according to law, testified as foll ows:
DI RECT EXAM NATI ON
BY MR Von ELTEN:
Q For the record, you' re Sergeant Matthew
Hosburgh of Denver, Col orado?
A Staff sergeant.
Q Where do you work?
A " mcurrently working for an oil and gas
conpany in Denver, Col orado.
Q And what do you do there?
A | do their IT security.
Q And what does that entail ?
A It entails nonitoring the networks as well as

threat and vul nerability research.

Q And how | ong have you been in this position?
A |'ve been there for about two nonths now, sSir.
Q And what was your position prior to that?

A Prior to that | was a governnent contractor
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where | did basically the sane type of work for
citizenship and i nm gration.

Q And what departnent does citizenship and
i mmgration reside in?

A Department of Honel and Security.

Q And how | ong were you there?

A | was there for three years.

Q And how was the work simlar; what did you do?

A Sane type of thing, nonitoring networks,

| ooking for threats, vulnerabilities and, yeah, that's
basically it.

Q And what did you do prior to that?

A Prior to that I was on active duty in the

Mar i ne Cor ps.

Q And for how | ong were you on active duty?
A For eight years.

Q What was your MOS in the Marine Corps?

A | was a 2651.

Q What is that?

A It's a special intelligence system

adm ni strator.
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Q What training did you receive in that
position?
A | received nunerous mlitary schools as well

as civilian IT security related courses.

Q And what kind of things did that schooling
teach you?

A Everything from system adm ni strati on,
servers, networks, to security, basic security and things
of that nature.

Q What kind of work did being a 2651 entail ?

A Kind of ran the ganmut as far as anything from
you know, managi ng servers and network equi pment to
i nformati on assurance and security accreditation and
threat and vul nerability research

Q What kind of systens did you work on?

A Worked primarily on cl assified network
systens, servers and networks of that nature.

Q And what kind of work did you do on those
classified systens?

A Managed t he systems, provided access to our

users as well as | was in charge of the security of those
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syst ens,

so we had to basically apply policy to those

systenms as well as manage the vul nerabilities and risks

that the systens faced.

gener

Q

A

al

o >» O >» O >

What year did you | eave active duty?

2010.

What is your current mlitary status?

|'"m a reservist.

When did you join the reserves?

| joined in July of 2012.

What do you do in the reserves?

| have the sane MOS so | do the sane type of

work, but I"'mecurrently working as a network

analysis or I'ma network anal yst.

wr ot e

20107

Q

A.
Q

Let's talk a little bit about a report you

Wiere were you stationed in late 2009, early
| was in Stuttgart, Gernany.
And what were you doing there?

| had been stationed there, started out in

Do you renenber attending a conference?

27
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A Yes, sir.
Q What was the conference call ed?
A. It was, the title of the conference was call ed

here be dragons.
Q And who hosted the conference?
A It was hosted by the Chaos Conputer d ub.
THE COURT: \What dragons?
THE W TNESS:. Here be dragons.

Q How el se is the Chaos Conputer Club referred
to?

A It's either known as CCC or C3.

Q How di d you know about C3?

A Through ny research that | was doi ng just
trying to stay ahead of security threats, | noticed that

t he conference was basically in our neck of the woods and

that's how | found out about it.

Q And where was the conference?

A It was in Berlin.

Q And when did the conference occur?

A It was roughly the 26th of Decenber, 2009

through the 30th, if | renenber correctly.
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Q What is the C3 conference?

A So the C3 conference essentially, what it
actually stands for is the Chaos Comruni cati on Congr ess.
It's a conference that basically conbi nes or brings
t oget her peopl e throughout the hacker comrunity, security
researchers and just random people, brings them al
toget her and they tal k about various topics ranging from
security, hacking, political issues. | nean you nane it

and it's probably there.

Q And how often is it hel d?

A It's held yearly.

Q And why did you attend?

A | attended, it was an opportunity to not only

attend a conference that could potentially |I guess show

some security vulnerabilities that we mght be able to

apply to our command, but is also |local and we had sone

extra funds to go travel and go to that conference, so --
How many days was the conference?

Q

A | believe it was five days.

Q And how many days did you attend?
A

| was there for four days. One day was for
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travel .

Q How many peopl e attended the conference?

A Roughly about three to 5,000, | believe.

Q What kind of facility hosted the conference?

A It was your standard just conference center,
mul ti ple roons that could host various tal ks and
present ati ons.

Q And where were the featured presentations
gi ven?

A The featured presentations? Those were
reserved for the bigger roons of the conference center.

Q And about how big was the bigger room how
many people did it seat?

A How many people? Okay. Roughly maybe five to

a t housand peopl e.

Q 500 to a thousand peopl e?

A " msorry. 500, yes, sir.

Q What were sone of the main presentations?
A Sone of the nmain presentations | recal

of f hand they were tal ki ng about, one of the big ones was

W ki Leaks, they tal ked about net neutrality, Tor came up.
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They tal ked about various topics related to GSM cel | phone

networks. A few others, | just can't recall off the top
of ny head.
Q And what | anguage were the tal ks given in?
A They were given in English and sone of them

were al so in German.

Q Let's talk a little bit about the net
neutrality presentati on. How nany speakers gave that
presentation?

A | recall, | believe there was two speakers for

that one. One main presenter though.

Q And how | ong did the presentation |ast?

A That was about an hour if | renenber that one
right.

Q And what is net neutrality?

A Well, net neutrality, the way | see it is a

way to keep the Internet open and free as far as
preventing any issues or |ISPs, Internet service providers
fromregulating it. So their issue or their whole talk
was about we need to keep the Internet open and free

i nstead of having various tiers of regulation on the
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I nt er net.
Q And what was the purpose of the presentation?
MR. HURLEY: Objection, nar'am Hearsay.
THE COURT: Establish a foundation and his
per sonal know edge.
MR. Von ELTEN: It goes to the effect on
listener.
THE COURT: \What was the question?
MR. Von ELTEN. What was the purpose of the
presentation?
THE COURT: Ask for the foundation of
know edge. How does he know that?
BY MR Von ELTEN:

Q How do you know t hat ?

A How do | know what the purpose is? Because
there's a sunmmary of the talk before | went and | had
done sone research about that topic.

Q And where --

THE COURT: Overrul ed.
Q Are where did you do your research?

A Research just on the open Internet.
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Q And what was the purpose of the presentation?
A It was nore about awareness, | renenber that
one. It was in English. The speaker was naki ng a case
for global open Internet, but specifically for sonme of
the issues coming up in France at the tine.
MR. HURLEY: Again, ma'am hearsay. He's
just repeating what the presenter told him
THE COURT: \What are you offering it for?
MR. Von ELTEN. |I'moffering it for, it goes

to explain why he wote his report.
THE COURT: Overrul ed.
BY MR Von ELTEN:
Q Let's tal k about the WkiLeaks presentation.

VWhat room was that in?

A It was in one of the | arger conference roons.
Q About how many peopl e attended the tal k?
A That one was probably closer to a thousand. |

remenber it being pretty full.

Q Who gave the tal k?
A The tal k was given by Julian Assange.
Q And how | ong did M. Assange speak?
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A It was about an hour or so.

Q And how was the talk relevant to your work at
the time in the Marines?

A It was relevant in the sense that | worked
with classified information at the tine.

Q And what was the purpose of the tal k?

A The mai n purpose of the talk was really to
expl ai n what Wki Leaks was and the | aunch of their,
basically their newsite is what | got fromit. They
tal ked about what their intentions were and then
basi cal |y what the system provi ded.

Q And what were their intentions?

A The intentions were they basically were
eliciting support fromthe audi ence and then | guess
anybody listening to the conference to | eak any type of
information, not only classified infornation but
proprietary trade secrets, anything of that nature.

Q | amretrieving prosecution exhibit 43 for
identification, hand this to the w tness.

Do you recogni ze the docunent |'ve handed

you?
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A Yes, sir.

VWhat is it?

> O

This is nmy trip report, after action report |

wote after | cane back fromthe conference.

Q Wien did you wite it?

A | wote it approximately a week after

Q How do you know it's your report?

A Wll, it has ny nane on it and it's in the
format |' mused to.

Q Wiere did you submt it?

A Where did | submt it? | submtted it to

basically nmy chain of command when | got back
Q Retrieving prosecution exhibit 43 for
identification
Retrieving prosecution exhibit 85.

Woul d you please take a minute to review

1A12? | believe it's on the second page.
A Ckay.
Q How often were your reports posted online?
A How of ten were they posted? Good question

because we had just inplenented a new system so we
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didn't really have a frequency of necessarily posting
them a standard procedure for that. Since that new
system it was kind of becane a de facto practice of
posted after the trip.

Q And where were they posted?

A We posted to a Sharepoint portal.

Q And what was the address of that Sharepoint
portal ?

A It was sonething along the lines of MF E dot
USMC dot sm | dot ml. And then your various section be
denoted by a G representing and then a nunber.

Q | s that approximately the address (1 NAUDI BLE) ?

A Yes, sir.
MR. Von ELTEN: Retrieving prosecution
exhi bit 85.
Your Honor, the United States woul d nove to
enter prosecution exhibit 43 for identification into
evi dence.
MR. HURLEY: No objection, ma'am
THE COURT: May | see it, please?

Prosecution exhibit 43 for identification is
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adm tted.
BY MR Von ELTEN:

Q Let's talk a little bit about this report.
How di d you organi ze the report?

A | organized it basically chronologically so
the talks | went to, that's the first talk, and then so

on and so forth throughout the report.

Q What information did you put in the summary
section?
A The summary was generally a description

basically fromthe conference itself, and then if there's
anything | needed to add to neke it, to nmake it nake nore

sense to ny chain of command.

Q And what was, how did you construct the
sections?
A The anal ysis was based off of sone of the

anal ytical work I had done in our section and al so trying

to make that analysis fit within our organization

basi cal | y.
Q What was the purpose of the counter neasure
section?
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A That was basically -- the purpose behi nd that
was to identify if there was a potential threat, security
threat that naybe we were vulnerable to, and then to see
if we could actually fix it, fix that vulnerability.

Q What was the purpose of drafting this report?

A To basically summarize the trip so | could
show t he conmand actually what | did there, and then al so
to rai se sone awareness as far as what the issues | found
there were.

MR. Von ELTEN. Thank you. No further
questi ons, Your Honor.
THE COURT: Cross exam nati on.
MR. HURLEY: Yes, ma' am
CROSS EXAM NATI ON
BY MR HURLEY:

Q Staff Sergeant Hosburgh, good norning
A Good norning, sSir.
Q When it cones to the docunent that you were

just discussing with Captain von Elten, that's a docunent

t hat you w ote?

Provided by Freedom of the Press Foundation




© 00 ~N o o b~ w N PP

N N N T e T e e
P O © 0 ~N o U A W N B O

UNOFFICIAL DRAFT - 6/11/13 Morning Session

39
Q By yoursel f?
A Yes, sir.
Q And it appears to be a reflection of your tine

spent at this conference that you di scussed with Captain

von Elten?

A Yes, sir.

Q It was rendered chronol ogically?

A Yes, sir.

Q The first thing that you covered was net

neutrality?

A Yes, sir.

Q Then W ki Leaks?

A Yes, sir.

Q Then you'll forgive ny conputer ignorance,

exposi ng crypto bugs through reverse engi neering?

A Yes, sir.

Q And that was foll owed by sone other nore
technical topics of the conversation?

A Yes, sir.

Q And you started with paragraph one, as you

were witing you started with paragraph one?
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A Yes.
Q And you wote your report chronologically as
wel | ?
A Chronol ogically, yes, sir.
Q I n your discussion of net neutrality you

mentioned terrorist use of the Internet?

A Yes, sir.

Q And you nentioned that in paragraph one?

A Yes.

Q | n your discussion of WKkilLeaks you did not

mention terrorismor terrorist use of that site, correct?
A Correct, sir.
Q Now, let's tal k about WKki Leaks; the presenter
you said was Jul i an Assange?
A Yes, sir.
Q And he did not nention terrorismin his

presentation?

A Not that | can recall, sir

Q O a desire to help terrorists?

A No, sir.

Q That woul d have been reflected in your report?
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A Yes, sir.
Q W ki Leaks was focused on the public and the

public's access to information?

A Yes, sir.

Q | nsuri ng openness?

A Yes, sir.

Q And keeping the public well infornmed?
A That's what he said, yes, sir.

Q And it wasn't exclusively focused on the
United States?

A It wasn't. They did nention, there was nore
of an enphasis for classified information, however.

Q But it wasn't exclusively focused on

classified i nfornati on?

A Correct, sir.

Q They were interested in trade secrets?
A Yes, sir.

Q And ot her corporate informtion?

A Yes.

Q So you nentioned, let's go back to that

par agraph one, terrorists and the use of the Internet.
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You indicated that terrorists use the Internet?

A Yes, sir.

Q To communi cate with each other?

A Yes.

Q You indicated that an open Internet allows for
hi dden communi cati on?

A | believe | recall that, sir.

Q It's sort of a, you created this idea that an
open network allows for terrorist communi cation on the
| nt ernet.

A Yes, sir, | did.

Q Their conmuni cation with each ot her?

A Yes.

Q From one terrorist to another, and then
potentially fromthere to yet another terrorist?

A Yes, sir.

Q And the point as | understood it -- now, when

there was a discussion of net neutrality, did the
i ndi vidual giving the net neutrality tal k discuss
terrorisnf

A No, sir. That was nore of an anal yti cal
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pi ece.

Q Right. And what you were trying to show in
your analysis was essentially a cost benefit, right?

A Trying to show that if it was open, that
conmmuni cation could still exist, yes, sir.

THE COURT: \Wat commruni cati on?

THE W TNESS: Communi cati on between the
terrorists. GCenerally speaking, that's a very genera
term
BY MR HURLEY:

Q Ri ght. And your point was that applying
filters to the Internet to nake it | ess unneutral, to use
t hat expression, that would, you wei gh what you get from
it wwth limting terrorist comuni cati on agai nst the
costs associated wth making it |ess neutral ?

A Not necessarily a cost in ny mnd. They did
tal k about costs. It was nore along the lines of if it's
so restricted, they' Il just find another conmuni cati on
medi um

Q And in your report you did nention that that,

this making the net | ess neutral would cost noney?
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A Yes, sir.

Q And you indicated also in your report that
there would be the potential for it inpinging on the free
fl ow of speech?

A Yes, sir.

Q I n your report what you didn't say is that
terrorists used the Internet to gather information; is
that idea reflected in your report?

A Not specifically, but maybe nore as a
(I NAUDI BLE), yes, sir.

Q And you didn't say that they used the Internet
to gather information from open source reporting?

A Not specifically.

Q And you didn't say that they used the |Internet
or they use any specific website for this open source
col | ection?

A Correct.

Q The thrust of your point as you were tal king
about net neutrality was terrorists and hiding their
comruni cation on the Internet?

A Yes, sir. Wll, generally.
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Q You were involved in mlitary intelligence
whil e you were on active duty in the Marine Corps?

A Yes, sir.

Q And how | ong were you at intel in CO when you
were in the Marine Corps?

A Approxi mately about three years.

Q And you're famliar with the termintelligence
gaps?

A Yes, sir.

Q And an intelligence gap is sonething we don't
know?

A More or |ess, yes, sir.

MR, HURLEY: No further questions, ma'am

THE COURT: Redirect?

MR. Von ELTEN: Not hing, na'am

THE COURT: Al right. Tenporary or
per manent excusal ?

MR. Von ELTEN:  Tenporary.

THE COURT: Al right. Staff Sergeant
Hosburgh, you are tenporarily excused. Please don't

di scuss your testinony or know edge of the case with
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anyone ot her than the accused or the Iawers in the case
while the trial is still going on.

| do have a question for the governnent. |'m

| ooki ng at governnent exhibits 43 and 44, they appear to
be the same thing, one is redacted and one is not.

MR. FEIN. Yes, ma' am

THE COURT: | have a notion for prosecution
exhibit 43. 1Is that the intent?

MR. FEIN:. The intent was to use it as a
substitute, yes, ma'am

Ma'am read a stipulation of expected
testi nony for Lieutenant Conmander Thomas Hoskins, United
St ates Navy Reserve dated 10 June 2013.

THE COURT: \What exhibit is that?

MR. FEIN: Yes, ma'am Prosecution exhibit
111 Bravo, the uncl assified redacted version.

It is hereby agreed by the Accused, Defense
Counsel, and Trial Counsel, that if Lieutenant Commander
Thomas Hoskins, United States Navy Reserve, were present
to testify during the nerits and pre-sentenci ng phases of

this court-martial, he would testify substantially as
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fol |l ows:
One. | am a Lieutenant Conmander in the
United States Navy Reserves. As a reservist, | am
currently assigned to United States Pacific Fleet. In

1997, | obtained a BS in Marine Transportation and a BS
i n Environnental Science fromthe Massachusetts Maritine
Acadeny. In 2007, | obtained a Masters of Business
Adm nistration fromthe Naval Postgraduate School

Two. | entered active duty in the United
States Navy in 1998 and left active duty in 2009.
Wiile on active duty, | was an F-18 pilot. | joined
the United States Navy Reserves in 2009. | have
| ogged over 1700 hours as a pilot, to include
approxi mately 320 hours of conbat flight time. |
have conpleted the requisite training, to include six
weeks of ground school, one year of primary training
for prelimnary flight instruction, one year of
specialty training after | selected internedi ate
training, and eight nonths of advanced training in
weapons, formation flying, and carrier |anding.

After conpleting that training, | was
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selected to fly F-18s and received ny w ngs.
Thereafter, | conpleted one year of F-18 training
where | received additional training in weapons
usage, high and | ow | evel deploynment of bonbs, and
carrier flying.

As a pilot, | have served as an F-18
di vision conbat | ead. | have operated weapons while
depl oyed i n Af ghani stan and conduct ed reconnai ssance
while deployed in Irag. | have depl oyed three tines
in 2001-02, 2003-04, and 2008 in support of Operation
Enduring Freedom and Qperation Iragi Freedom | have
al so served as a flight instructor for three years.

Three. As a reservist, | currently work
on pl anni ng, which involves concept plans, operations

pl ans, and execution orders. After |eaving active

duty in 2009, | began to work at Booz Allen as a
contractor. Today, | work as a maritine planner for
Booz Allen. Previously, | worked for Booz Allen on

matters related to United States Northern Conmand
USNORTHCOM maritinme division. Currently at Booz
Allen, I work on USNORTHCOM J6 security cooperation.
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In ny work for the J6, | work on security cooperation
bet ween the United States and Mexico. Specifically,
I work on command and control of communicati ons,
conputers, and information, C4l.

Four. | have worked with classified
information in nmy career with Booz Allen and as an
active duty and reservist pilot. As a pilot, |
worked with classified information daily for flights,
m ssi on planning, mssion briefing, and certain
i nformati on about the planes. Previously, | worked
wth classified information in nmny work at Booz Allen
in the J5 pertaining to honel and def ense pl ans, and
pl anni ng and devel opnent of specific plans for
maritine activities, to include work with the United
States Coast CGuard. | have received a one and one
hal f hour Power Point training on classification
procedures and spent about an hour quarterly on
training. | have received derivative classification
training. | have also used classification guides in
my work; | have used the USNORTHCOM cl assification

guide to determne the classification status of

49
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Information. | did not consider the follow ng when
maki ng any determ nation: One. Wat, if any,
O this material was included in open source
reporting and, two, what, if any, of this nmateri al
was avail able in unclassified publications, such as
Arny Regul ations or Field Manual s.

Five. 1In 2011, | was nobilized to United
States Central Command, USCENTCOM | was nobilized
to the J5 planning office, Yenen Branch. Wile in
this position, | worked on country-to-country action
pl ans and worked with the United States Enbassy in
Yenen and the Yeneni mlitary on plans and security
cooper ati on.

Six. Wile nobilized at USCENTCOM | was
tasked t hough the Task Managenent Tool to conduct a
review for classified information. The J5 office
pl ans t hrough the director, who receives taskers.
The director passed the tasker to ne. | received the
subm tted docunents fromthe USCENTCOM JAG offi ce.
My assignnent required ne to determnm ne whether the

subm tted docunents contai ned classified i nformati on
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at the tinme they were conproni sed.

Seven. In ny capacity as the person
tasked with reviewing the submtted docunents, |
revi ewed the docunents for classified USCENTCOM JS
equities. | reviewed approxi mrately 40 docunents
peliaining to United States v. Private First C ass
Bradl ey Manni ng, which the prosecution provided to
USCENTCOM  The docunents provi ded by prosecuti on,
submtted docunments, included, anong others,
docunents from the Conbi ned I nformation Data Network
Exchange Af ghani stan, CIDNE-A, and ot her docunents
related to the AR 1 5-6 investigation of the Farah
i nci dent .

Ei ght. Wen conducting the review, |
| ooked at USCENTCOM cl assification gui des and
Executive Order 13526 and its predecessors. |
revi ewed each submtted docunent line by line for
classified informati on by applyi ng t he USCENTCOM
classification guides. | annotated the basis for
each classification decision in ny sworn decl aration

dated 21 COctober 2011, Bates nunbers:
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00527378-00527397. Prosecution Exhibit 87 for
identification is this declaration. Al docunents
noted in the declaration contained classification
mar ki ngs and were properly classified at |east at the
SECRET | evel, hereinafter "revi ewed docunents".

Ni ne. Based on ny mlitary experience, |
had prior famliarity with the types of docunents and
information | reviewed. During ny deploynents, |
worked with simlar classified infornmation pertaining
to mssion planning, mssion details, weapons
systens, and maps of troop |ocations.

Ten. The revi ewed docunents consisted of
docunents coll ected from Cl DNE- A and ot her docunents
related to the Farah investigation. The reviewed
docunents contained mlitary information, to include
mlitary plans, weapons systens, or operations;
significant activity reports, SigAct; operational
code words when identified with m ssion operations;
SigActs related to fact of and general type of
i nprovi sed expl osive device (IED) attack at specific

| ocation on specific date, which would have been
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known by the eneny that was the subject of that
report; participating units, and details of novenents
of USfriendly forces; concept of operations
(CONOPS), Operation Orders (OPORD), or Fragnmentary
Orders (FRAGOs); vulnerabilities or capabilities of
systens, installations, infrastructures, projects,

pl ans, or protection services relating to national
security; and limtations and vul nerabilities of US
forces in conbat area.

CONOPs are properly classified as
confidential upon execution and can be decl assified
one year after conpletion. Participating units,

i ncludi ng types, vulnerabilities, |ocations,
quantities, readi ness status, deploynents,

redepl oynments, and details of nmovenent of U S. and
friendly forces in operations can be properly

decl assifi ed upon executi on.

El even. | reviewed and determ ned that
21 SigActs from Cl DNE- A contai ned cl assified
i nformati on according to the classification guides

and nmy knowl edge and experience. These revi ewed
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Si gAct reports from CIDNE-A were all marked as
Secret. The reviewed SigActs from Cl DNE- A cont ai ned
nmultiple forms of mlitary information, to include
information related to depl oyi ng qui ck response
forces and code words, reported the effectiveness of
| ED attacks, which would be known to the eneny that
was the subject of that report, report the | ocations
of I ED attacks, which would be known to the eneny
that was the subject of that report, identified | ED
tactics, techniques and procedures (TIPs) for
responding to | ED attacks, identified TIPs for
identifying and neutralizing |EDs, friendly action
reports of finding and cl earing caches, weapons
systenms and capabilities, sources and nethods of
Intelligence engagenent, rules of engagenent, CONOPS,
descriptions of United States forces, TIPs for

m ssi on execution, anticipated eneny reaction,

flexi ble deterrent options, code words, assistance by
| ocal foreign nationals in |ocating suspects, and
details of eneny attacks.

CONOPs are properly classified as
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Confidential upon execution and can be declassified
one year after conpletion. Participating units,
i ncluding types, vulnerabilities, |ocations,
quantities, readi ness status, deploynents,
redepl oynments, and details of nmovenent of U S. and
friendly forces in operations can be properly
decl assifi ed upon execution. The 21 CIDNE-A reports
that contained J5 equities are located in Appellate
Exhi bit 501 and have the Bates nunbers
00377846- 00377846 and 00377888-00377910. These
CIDNE- A reports are contained within
PE 89 for identification.

Twel ve. Additionally, | reviewed the AR
15-6 investigation into a mlitary operation that
occurred in Farah province, Afghanistan on or about 4
May 2009. The AR 15-6 investigation into the Farah
i nci dent was focused on investigating the
ci rcunstances surrounding a large-scale civilian
casualties (ClIVCAS) incident. The incident occurred
in Gharani, which is a village in Farah Province,

Af ghani stan. As noted in PE 90 for identification, |
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found that 13 of the Farah investigati on docunents
contained classified information | believed to be
sensitive and cl assified because the docunents reveal
TI Ps, troop novenents, close air support, troops in
conbat (TIC), and graphics show ng troop novenents.
The Farah investigation docunents that contained J5
Equities are located in AE 501 and have the Bates
nurmber s 00377425- 00377480, 00377496, 00377627,
00377672-00377674 00378029, 00378066, 00378071,
00378079, and 00378082. These docunents are
contained within PE 90 for |ID.

Thirteen. | reviewed PE 66 for ID, a CD
contai ned the video naned "BE22 PAX.wmw". This
vi deo, Charani video, is a video depicting portions
of a mlitary operation in Farah Province,
Af ghani st an, separately fromthe review | conducted
for classified USCENTCOM J5 equiti es.

Fourteen. Wile on active duty from
2007-09, | was the stri ke operations officer
responsi bl e for planning, training, coordinating air

W ng and air-to-ground operations, which invol ved
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coordinating with the Arny ground |iaison for m ssion
coordi nati on of ground targets. In this capacity I
revi ewed video recordi ngs of conbat m ssions. The

vi deos captured flight operations using forward

| ooking infrared radar (FLIR). | reviewed the videos
to ensure the mssion achieved its goal, hit the
target, or reviewed the information captured in a
reconnai ssance capacity. | reviewed hundreds of

t hese videos for validation. The Gharani video is
simlar to the hundreds of videos | reviewed as a
stri ke operations officer.

Fifteen. | reviewed the Gharani video
for sensitive mlitary information. | relied on ny
experience while conducting nmy review for sensitive
and classified information of the Gharani video. In
particular, | relied on ny training and schooling,
experience as a flight instructor, experience with
operati ng FUR systens, and experience revi ew ng
videos that record imgery as presented in the FUR
system

After ny review of the above referenced

57
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docunments for USCENTCOM J5 equities, | forwarded ny
concl usi ons and recommendati ons to Deputy Commander,
USCENTCOM an Original Cassification Authority for
his final determ nation as to whether the information
is properly classified.

Your Honor, the United States noves to
admt prosecution exhibit 87 for identification as
prosecuti on exhibit 87.

MR. HURLEY: No objection.

MR, FEIN:. And the United States noves to
admt prosecution exhibit 66 for identification as
prosecuti on exhi bit 66.

MR. HURLEY: No objection.

THE COURT: Al right. Both exhibits are
adm tted.

May | see prosecution exhibit 66, please?

Al right. Prosecution exhibits 66 and 87
are adm tted.

MR FEIN. M am the United States requests
a brief confort break.

THE COURT: Al right. Any objection?

Provided by Freedom of the Press Foundation




© 00 ~N o o b~ w N PP

N N N T e T e e
P O © 0 ~N o U A W N B O

UNOFFICIAL DRAFT - 6/11/13 Morning Session

59

MR. HURLEY: No, nma' am
THE COURT: Court is in recess until 20
m nutes to el even.
(BRI EF RECESS. )
THE COURT: |Is the governnent ready to cal
t he next w tness?
MR. Von ELTEN: Yes, ma'am United States
recal | s Speci al Agent Mander.
Agent Mander, let ne remi nd you you're still
under oat h.
Wher eupon:
MARK MANDER,
recall ed as a witness, having been previously duly
sworn according to law, testified as foll ows:
CONTI NUED DI RECT EXAM NATI ON
BY MR Von ELTEN:
Q VWhat is an | I R?
A An Il R that's an acronym it stands for
intelligence information report.
Q Who creates an | | R?

A Various mlitary intelligence-Ilike

Provided by Freedom of the Press Foundation




© 00 ~N o o b~ w N PP

N N N T e T e e
P O © 0 ~N o U A W N B O

UNOFFICIAL DRAFT - 6/11/13 Morning Session

60
organi zati ons throughout DOD as well as other agencies
that deal with intelligence typically create them

Q What are sone exanpl es of some of those
agenci es?

A Arny mlitary intelligence, the FBlI creates
them NCS, Air Force Ofice of Special I|Investigations.
There's ot hers.

Q What types of information do they contain?

A They contain all types of intelligence
information relating to counter terrorisminformation,
things involving cyber activities, as well as things
about foreign mlitaries, things like that.

Q And who wites thenf

A Typi cally individuals who are assigned in
mlitary intelligence-like units or other intelligence
type units that are designated to produce those types of
reports.

Q What is the basis of the content in an IIR?

A The basis of the contents can be from sources,

peopl e that provide information, it can be from ot her

mlitary or intelligence organi zations actually observe
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activities for thensel ves and they want to report it and
that's essentially the nmechanismthe intelligence
community uses to share that information to other
el enent s.

Q How are they used broadl y?

A Wll, there's a system and |I'm not super
famliar with it because | do crimnal investigation, but
general | y speaki ng, soneone will produce a report that
contains information or intelligence init. O her
elenments will then see that report and they can then
generate questions or followup questions, which then in
turn produce nore reports.

Q And how are they organi zed?

A Can you be nore specific?

Q Is it like a fact summary, an anal ysis
section, does it vary?

A It probably varies. It depends on the nature

of the information. Sonetines they're very short, naybe
i ke just one or two pages, sonetines they're very |ong,
mul ti pl e pages and they are kind of organized in, they

usual |y have across the top |like a classification, shows
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the section of the distribution of who gives the report.

MR. TOOMAN:  Your Honor, we'll object based
on the record. The witness has said he's not super
famliar with this process to use his words, so we would
obj ect on personal know edge.

A | have seen nmany intelligence reports, but I
don't know all about the process of how they're created.

THE COURT: Al right. Then stop asking
about the process of how they're created. Sustai ned.
BY MR Von ELDEN:

Q Wiere do you find Il Rs?

A There's two systens that | would use to | ook
up IIRs. | believe | can nane the two systens here. One
of themis called Hot R HOT R and |I don't know what
that acronym stands for or if it stands for anything, and
then there's another systemcalled the Multi Medi a
Manager, or they typically call it M3. | know that
there's others.

Q What are sone of the others?

A | don't know the others, | just know that

there are others and that certain systens are based on
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i ke the organi zati ons that produce the reports. So, for
exanple, the DOD reports, nost of themare in Hot R but
if you want to see a report that was published by anot her
organi zation such as like the FBlI, you would use M.

Q What search engine do you use to search for
Il Rs?

A Intelink is one of the systens you can use to
sear ch.

Q Do you use Intelink to search for I Rs?

A Cccasionally. Typically you can also log into
one of the systens | nentioned and then search for the
IIRs that way as well .

Q How are the results displayed in Intelink?

A They're typically displayed kind of simlar to

what Googl e | ooks Iike, sonmewhat simlar.

Q And when have you used || Rs?

A Well, specifically in this case we did | ook
for I Rs that related to Wki Leaks, that keyword.

Q Retri eving prosecution exhibit 99 for
identification. Hand this to the w tness.

THE COURT: Just a m nute. Yes.
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BY MR Von ELTEN:

Q What have | handed you, Agent WMander?

A Thi s appears to be, excuse ne, declassified
version of an II R specifically related to the WKki Leaks
or gani zat i on.

Q And what is it nunbered?

A The nunber is I R 5391001408.

Q And what is the nunbering conventi on based on

your experience?

A The nunbers are broken by spaces. The first
nunber, five, | believe that indicates the genera
organi zati on such as Arny, Navy, Air Force. The second
nunber is a three digit nunber, 391, would be the
specific organization within that service. The fourth
set or, excuse ne, third set of nunbers, it's a four
digit nunber, 0014, would be the serial nunber of the
report. And then the | ast two nunmbers, 08, would be the

year, the two digit year of the report.

Q Wul d you pl ease take a nonment to reviewthe
report?
A Ckay.
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Q What' s an overview of the content?
A Ceneral ly speaking, the content of this IIR

it nore or less spells out that the WKki Leaks
organi zati on was established in Decenmber 2006. Its point
was to encourage the posting of sensitive governnent and
corporate docunents. Describes the organization as a
uncensor abl e Wki pedi a for untraceabl e mass docunent
| eaki ng and analysis. And it al so goes through, gives
nore details as well as nentions a | arge nunber of what
we call mrror sites and it gives a long list of it.

MR TOOVAN. We'll object based on rel evance,
Your Honor.

MR. Von ELTEN: Your Honor, |'mjust having
himlay foundation for the rel evance of the docunent.

THE COURT: What's the rel evance?

MR. Von ELTEN. |1'mgoing to do that right
NOW.

THE COURT: | want you to tell ne.

MR. Von ELTEN: Sorry, ma'am The rel evance
is this docunent, it was a docunent searched for by PFC

Manni ng on I ntelink.
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THE COURT: Overrul ed.

MR. Von ELTEN: Retrieving prosecution
exhibit 99 for identification fromthe w tness and
handi ng the w tness prosecution exhibit 85.

THE COURT: That's now for identification,
right?

MR. Von ELTEN:  Yes, ma'am

THE COURT: Just a m nute.

MR. Von ELTEN. | hand you what is narked as

prosecution exhibit 85.

THE COURT: For identification?

MR. Von ELTEN: No, nm'am

THE COURT: It's admtted?

BY MR Von ELTEN:
Q Pl ease review |l ine 19.

THE COURT: Stop there for just a nonent. |
want to check with the court reporter for the
adm ssibility, prosecution exhibit 85 admtted?

CGo ahead.

Q Where was the search conduct ed?

MR. TOOVAN:. Your Honor, the defense is going
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to object. | believe that this exhibit is computer | ogs.

This isn't a conputer expert. The governnment has not
admtted foundation that this witness can interpret raw
dat a.
THE COURT: Lay a foundation.

BY MR Von ELTEN:

Q Agent Mander, what is your position?

A |'"'m a special agent with the Arny Cl D,
specifically the conputer crine investigative unit.

Q And what type of conputer crinmes do you
I nvesti gat e?

A Ceneral |y speaking, we investigate network

i ntrusion type incidents.

Q Do you review conputer | ogs as part of that
wor k?

A Yes, we do.

Q And what is a | og?

A Alog file is basically a list of activity

that is recorded typically by a conputer or other types
of systens that show what activities occurred.

Q And what kind of activities are recorded?

67
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A Typically the accesses to a conputer system or
per haps maybe traffic that transits Internet device such
as a router or swtch, stuff |ike that.
Q And how often do you review conputer |ogs?
A | used to reviewthemall the tinme. Now not
so much, but | still see themfairly frequently.
Q And how fam liar are you with conputer | ogs?
A Fairly famliar.
THE COURT: Overrul ed.
MR. TOOVAN:  Your Honor, the defense woul d
request the opportunity to voir dire this w tness about
hi s knowl edge of how conputer | ogs are created.
THE COURT: Al right. [1'Il let you go ahead

and do it. Are you finished laying the foundation or do
you have nore foundati on questions?
MR, Von ELTEN: Just a little nore, nma'am
THE COURT: Go ahead.
BY MR Von ELTEN:
Q What was the source identified in line 19?
THE COURT: Wit a mnute. Now he's

interpreting the logs. Do you have foundation to | ay
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with respect to --
BY MR Von ELTEN:
Q Wiat is the search reflected in the | og?
MR FEIN. Ma'am may | have a nonent?
THE COURT: Yes.
( DI SCUSSI ON OFF THE RECORD. )
MR. Von ELTEN: |'m done |laying a foundati on.
THE COURT: Go ahead with the voir dire
respecting foundati on.
VO R DI RE EXAM NATI ON
BY MR TOOVAN:
Q Good norni ng, Agent Mander.
A Good nor ni ng.
Q Agent Mander, what experience do you have wth
I ntelink?
A As a user, |'ve used Intelink to conduct

vari ous searches.

Q Do you know how Intelink was programred? Do
you know how it operates?

A Can you be a little nore specific?

Q Do you know how I ntelink goes about creating
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t hose | o0gs?

A | do not know the specifics about that.

Q Do you know where Intelink stores its data?

A | believe in the local area here in Maryl and.

Q Ckay. Do you have | guess -- what sort of
courses have you taken on conputer forensics?

A |'ve taken at | east three courses, one offered

by CGuidant Software specific to the programthat we use,
it's called EnCase, also taken two courses at the Defense
Cyber Investigations Traini ng Acadeny i nvolving sone of

t hose sane applications as well as other applications.

Q And -- |I'msorry.

A |'ve al so taken a | arge data set acquisition
course that involves the acquisition of |arge anpunts of
dat a.

Q Coul d you be | guess nmaybe offer a little nore

insight into what you learned in the data set acquisition

course?
A Ceneral | y speaki ng, when we conduct
i nvestigations there are tinmes where we will need to get

information fromsay a server. Cenerally a server is a
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type of conmputer that will have | arge anounts of
information on it such as log files as well as storage.
And basically the course taught the students how to
obtain that information and a little bit about how to
interpret it.

Q How | ong was the data set acquisition course?

A |'d have to go back and | ook at ny resune. |
believe it was 40 hours.

Q And how nuch of it was focused on obtaining
data froma | arge data set?

A | woul d have to go back and | ook at the
course, what do they call that, the, with, you know, |ays

out, it's a docunent that usually |ays out how many hours

are spent on which thing? | don't renenber.
Q Syl | abus?
A Yeah, syllabus. There you go.
Q Do you recall if the bulk of that course was

on how to actually obtain the data?

A Again, | would have to go back and review the
syl | abus.
Q Wien did you take that course?
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A | believe that was taken within the last two
years.

Q You talked a little bit at that course you
| earned about how to interpret data. D d you | earn how
to interpret Intelink | ogs?

A Specifically Intelink | ogs were not nentioned
in the course.

Q At that course you | earned how to interpret
logs. Are all logs created equally, that is, do | ogs for
Intelink ook the sane as | ogs for Google or |ogs for
ESPN dot conf

A No. Mbst logs will have sonme uni queness to
them either the formats or the type of data that's
contained in the logs. That will be dependent upon where
you're obtaining the | ogs from

MR. TOOVAN:  Your Honor, we have no further
questions, but we would renew our objection as to this
W t ness's know edge of Intelink |logs and their
i nterpretation.

THE COURT: Al right. Thank you. It's

overr ul ed. Pr oceed.
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CONTI NUED DI RECT EXAM NATI ON
BY MR Von ELTEN:
Q Agent Mander, what docunent is reflected in
line 197
A In line 19 there's an IP address followed by a

date and tine and then foll owed by what appears to be the

actual raw data of what |looks like it's a search on

I ntelink.
Q VWhat is the first | P address?
A In line 19 the I P address is 22.225.41. 40.
Q And what was the search for?
A The search appears to be for an IR and it

| ooks like the IR is the sanme IIR that you previously
showed ne.

MR. Von ELTEN: Your Honor, the United States
noves to admt prosecution exhibit 99 for identification
I nto evi dence.

MR. TOOVAN: No obj ecti on.

THE COURT: Prosecution exhibit 99 for
identification is admtted into evidence.

May | see it, please?
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MR. Von ELTEN: Retrieving prosecution
exhibit 85 fromthe wtness.

THE COURT: Before you do that, what was the
date and tine on |line 19.

THE WTNESS: The date here is, it looks I|ike
it's 14 February 2010, and the tinme is 2334 hours, and it
appears to be G eenwich Mean Tine or Zulu tine.

THE COURT: Thank you.

BY MR Von ELTEN
Q Handi ng the wi t ness prosecution exhibit 99.
Permi ssion to publish.

THE COURT: Go ahead.

Q Agent Mander, can you pl ease read paragraphs
three and four?

A Paragraph three. 1t's unclassified for
official use only paragraph. It read WKki Leaks
subm ssion guides states it, quote, accepts classified
censored or otherwi se restricted material of political,
di plomatic or ethical significance, unquote. The website
provi des suggestions for the anonynous subm ssion of

mat eri al and several nethods of submtting material for
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inclusion to an online database. Methods include
subm ssi on via secure upload, enmail and via discrete
postal network.

Par agraph four is an unclassified for
official use only narked paragraph. Since Decenber '06
nunmer ous cl assified and FOUO docunents have been posted
and continue to be avail able on WkiLeaks dot org site
and its mrrors. Sone of these postings have garnered
the attention of major news nmedia outlets, yet
intelligence reporting has |largely ignored these | eaks.
This report is being issued in an attenpt to raise the
awareness of this threat. Sone of the docunents
di scovered on the Wki Leaks website are |isted bel ow,
col on.

Q Agent Mander, what is a mrror?

A As we discussed yesterday, a mrror is like an
alternate version of a website that generally refl ects
the content of the original site.

Q And what is the purpose of a mrror?

A Wl |, there's nany purposes. Sonetimes use

that for redundancy in case the prinmary website goes
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down, you'll have an alternate that users can --

THE COURT: Yes.

MR TOOVAN. We'll renew our objection from
yesterday that this wtness doesn't have personal
know edge of why a website would use a mrror.

THE COURT: Overrul ed.

THE W TNESS:. So redundancy, or generally
redundancy | guess woul d probably be the best way to say
it.

MR. Von ELTEN. Thank you. No further
questi ons.

THE COURT: Cross exam nati on.

MR. TOOVAN: Yes, ma' am

CROSS EXAM NATI ON
BY MR TOOVAN:
Q Agent Mander, you tal ked about the Intelink

| ogs and you | ooked at those. Fromthe Intelink | ogs you

can't tell if prosecution exhibit 99 was printed,
correct?

A That woul d be correct.

Q You also can't tell if it was saved, a copy
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was saved by the user?

A That woul d al so be correct.

Q You really can't tell if the user of that
parti cul ar machi ne even | ooked at the docunent, correct?

A That's al so correct.

Q You talked a little bit about the contents of
t hat docunent. | guess the docunent tal ked about
W ki Leaks accepting political, diplonmatic and et hical
contributions, correct?

A Yes.

Q It didn't tal k about accepting contributions
that would help a mlitary, correct?

A Can | see the docunent again?

Q |"mgoing to retrieve prosecution exhibit 99
and hand that to the w tness.

A Can you repeat your question?

Q | ' mgoing to go ahead and retrieve the exhibit
fromthe w tness.

A |s it possible that | can keep this while you

ask your question?

Q Sur e.
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You were referred to paragraphs two and three
by the prosecution and they tal ked about W ki Leaks
accepting political, they wanted things that woul d be of
political significance, correct?

A Correct.

Q They be wanted things that would be of
di pl omatic significance?

A Yes.

Q And they wanted things that woul d be of
et hical significance, correct?

A According to that paragraph

Q And not hing in that paragraph suggests that
W ki Leaks was wanting contributions that woul d be of
mlitary significance, correct?

A It doesn't nention mlitary, but it does

menti on governnents and corporations of various

countri es.
Q Ckay. Governnents and corporati ons?
A | guess you could infer mlitary is part of

t he gover nnent.

Q Ckay. Now, that docunent tal ks about a nunber
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of classified materials that were rel eased by WKki Leaks,
correct? You tal ked about that with the prosecution.

A It does, yes.

Q And there's nothing in that docunent that says
that the eneny viewed those rel eases, is there?

A | f you give ne a nonent here.

Q Sur e.

A No, it doesn't specifically nention any
enem es having access to the documents.

MR TOOVAN. Ckay. I'mgoing to go ahead and

retrieve the exhibit fromyou, Agent Mander. Thank you.
And give that back to the court reporter. And no further
guestions, na'am

THE COURT: Redirect.

MR. Von ELTEN:.  Not hi ng, Your Honor.

THE COURT: Al right. Tenporary excusal ?

MR. Von ELTEN: Yes, nm'am

THE COURT: Once again, Agent Mander, you're
tenporarily excused. Sane rules apply as before. Pl ease
don't discuss your testinony or know edge of the case

w t h anyone ot her than counsel or the accused.
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MR FEIN. Ma'am the United States offers to
read a stipul ation.

Ma'am this is prosecution exhibit 112,
stipul ati on of expected testinony for Lieutenant Col onel,
Retired, Martin Nehring dated 10 June 2013.

It is hereby agreed by the Accused, Defense
Counsel, and Trial Counsel, that if Lieutenant Col onel,
Retired, Martin Nehring were present to testify during
the nmerits and pre-sentencing phases of this
court-martial, he would testify substantially as foll ows:

One. | ama retired lieutenant colonel in
the United States Air Force. | have a BS in Petrol eum
Engi neering from New Mexico Institute of Mning and
Technol ogy in 1982. | received a Masters of Public
Admi nistration from Troy University in 1995. | began
serving on active duty in the United States Air Force
in 1985 as a second lieutenant. During ny career, |
spent 12 years on active duty and 16 years in the
California Air National Guard. | retired in 2012.

| deployed to Kuwait in 2001 with the

Third Arny. | also deployed to Kosovo in 2002 for
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weat her operations. |In 2006, | deployed to
Af ghani stan and ran all weather operations in
Af ghani stan. Throughout ny career in the Air Force
as a trained neteorologist, | possessed a Top Secret
cl earance and handl ed Top Secret information. |
handl ed classified informati on at the begi nning of ny
service in 1985 and had training in how to handl e and
identify classified information. | worked with
classified information at all tinmes during ny
mlitary career.

Two. From 2009 to February 2012, |
wor ked at United States Central Command, USCENTCOM
I worked in a Sensitive Conpartnented |Infornmation
Facility, SCIF, at USCENTCOM Initially, | worked at
t he weat her desk. After USCENTCOM di sconti nued the
weat her desk, | was reassi gned under the USCENTCOM
Directorate of Operations J3 as the J3 subject natter
expert, SME, for identifying J3 classified equities
within United States Governnent offici al
docunentation. In this capacity, | was primarily

responsi ble for review ng docunents bei ng processed
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under the Freedom of Information Act, FO A, which
bel onged to or contained informati on from USCENTCOM
J3. For FO A requests, | reviewed the requested
information for classified information to determ ne
whet her the docunent coul d be rel eased under the
FOA Additionally, | conducted review for rel ease
of information to fam |y nenbers of service nenbers
who were killed, wounded, or kidnapped within the
USCENTCOM t heat ers of operations and the nmedia. |
al so conducted separate reviews for coalition
partners because the standards were different for
each. Famly nenbers and the nmedia could only
recei ve uncl assified information. Coalition partners
could receive certain classified information.
Classified information in a docunent could not be
rel eased under the FO A even if the remai nder of the
docunent contai ned publicly available information
because the information is still protected.

Three. In ny capacity as the J3 SME, |
revi ewed docunents pertaining to United States v.

Private First C ass Bradl ey Manning, which the
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prosecution provided to USCENTCOM The docunents
provi ded by the prosecution, submtted docunents,

i ncl uded, anong ot hers, docunents fromthe Conbi ned
Informati on Data Network Exchange Iraq, CIDNE-I, the
Conbi ned I nformati on Data Networ k Exchange

Af ghani st an, ClI DNE-A, other docunents related to the
AR 15-6 investigation of the Farah incident, and a
file nanmed "BE22 PAX. zi p" containing a video naned
"BE22 PAX. wnmv" Char ani vi deo.

Four. | was tasked though the J3 Task
Managenment Tool. | received the submtted docunents
fromthe USCENTCOM JAG office. M assignnent
required me to determ ne whether the submtted
docunents contained classified information at the
time they were conprom sed. | reviewed the docunents
for classified USCENTCOM J3 equiti es.

Five. To determ ne whether submtted
docunments were classified at the tine of conprom se,
| used three classification guides. | used a
USCENTCOM cl assi fication guide dated before Operation
Iraqi Freedom the updated version of that USCENTCOMV

83
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classification guide dated during Operation Iraqi
Freedom and the version of the USCENTCOM
classification guide that was current at the tine |
conducted the classification review

| did not consider the following in
maki ng any determ nation: One, what, if any, of this
mat eri al was included in open source reporting; two,
what, if any, of this material was available in
uncl assi fied publications, such as Arny Regul ati ons
or Field Manuals; and, three, what, if any, of this
mat eri al may have been shared at the tactical |eve
during the key | eader engagenents descri bed bel ow

Six. | applied a process-oriented
approach toward applying the classification guide to
each of the submtted docunents. First, | would
determ ne the date of the docunent and use the
classification guide appropriate for each docunent's
date. | would determ ne the docunment's
classification at the tinme the docunent was creat ed.
Docunments | determ ned that were unclassified were

renmoved fromthe collection of submtted docunents.

84
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In fact, | approached the docunents with a "FO A

m ndset” and tried to ensure each docunent was not
actually classified. | did not presune any docunent
was classified and reviewed each line in each
docunent for classified information.

Seven. Second, | reviewed the docunent
to determine if it was classified at the tine of it
was conprom sed according to the appropriate security
classification guides. | reviewed docunents for
USCENTCOM J3 equities. Docunents contai ning
intelligence were sent to M. Louis Travieso for
further review for USCENTCOM J2 equities. |
conducted a line by line review and revi ewed each
docunent for USCENTCOM J3 equities by applying
speci fic paragraphs of the classification guides from
the appropriate tine period. Were the revi ewed
docunent cont ai ned USCENTCOM J3 equities as
determ ned by the appropriate USCENTCOM
classification guide, | marked the docunent as
containing information | believed to be sensitive and

cl assi fi ed. | annotated the basis for each
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classification decision in ny sworn decl aration dated
19 Cctober 2011, which is Bates nunbers
00527370- 00527377. Prosecution Exhibit 86 for
identification is ny declaration. All docunents
noted in the declaration contained classification
mar ki ngs at the Secret |evel, hereinafter "J3
revi ewed docunents”.

Ei ght. The J3 revi ewed docunents
consi sted of docunents coll ected from Cl DNE- I,
Cl DNE- A, ot her docunents related to the Farah
i nvestigation, and the Gharani video. The reviewed
docunments contained mlitary information, to include
mlitary plans, weapons systens, or operations;
foreign governnment information; significant activity
reports (SigActs); operational code words when
identified wwth m ssion operations; SigActs related
to fact of and general type of IED attack at specific
| ocati on on specific date; participating units,
i ncl udi ng types of vulnerabilities, |ocations,
quantities, readi ness status, deploynents,

redepl oynments, and details of nmovenents of US

86
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friendly forces; concept of operations (CONOPS),
operation orders (OPORD), or fragmentary orders
(FRAGOs); vulnerabilities or capabilities of systens,
installations, infrastructures, projects, plans, or
protection services relating to national security;
and limtations and vul nerabilities of US forces in
conbat area.

Ni ne. CIDNE-I and Cl DNE- A cont ai ned
Si gAct reports. The SigActs were marked as Secret.
Wthin the SigActs, several categories appeared
nmultiple tinmes. These categories include key | eader
engagenents, m ssion report |ogs, reports on
i nprovi sed expl osi ve devices, |EDs, and tactics,
t echni ques, and procedures (TIPsS) in response to
| EDs, and reports and responses for m ssions focused
on duty status-whereabouts unknown ( DUSTWUN) .

Ten. Key | eader engagenents descri bed
i nteractions of nenbers of the mlitary with | ocal
| eaders in Iraq and Afghani stan regardi ng a broad
range of topics. Disclosure of the key | eader

engagenents woul d reveal foreign governnent
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activities, the involvenent of service nenbers with
| ocal foreign |eaders, and the identities of | ocal
| eaders.

El even. M ssion report | ogs descri bed
troop novenents, activities, and engagenents wth
hostile forces. The m ssion report | ogs describe
tactics, troop |locations, weapons and mlitary
equi pmrent used.

Twel ve. | ED reports detail ed the
casualties inflicted on service nenbers, the
| ocations of the attacks, and TIPs for detecting and
responding to | ED attacks. The |IED reports recount
the attacks of hostile forces, troop | ocations, and
the capabilities of United States forces.

Thirteen. DUSTWIN reports stated the
nanes and ot her personal information of kidnapped
service nenbers and the TIPs in response to | ocate
t he ki dnapped service nmenber. The DUSTWIN reports
state troop locations, tactics, encounters by
mlitary forces with hostile forces and foreign

nati onal s.
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Fourteen. The 53 CIDNE-I reports that
contained J3 equities are |ocated in Appellate
Exhi bit 501 and that have the Bates nunbers
00377912- 00377918, 00377921-0377933, 00377935-
00337938, 00377940- 00377949, 00377952- 00377958,
00377960- 00377963, 00377965- 00377980,
00377983- 00377986, 00377988-00378013, and
00378016- 00378026. These CIDNE-|I reports are
contained wwthin PE 88 for ID. The 36 Cl DNE-A
reports that contained J3 equities are | ocated in AE
501 and that have the Bates nunbers
00377846- 00377846, 00377849- 00377856,
00377860- 00377871, 00377874-0037788,
00377886- 00377905, and 00377907-00377910. These
CI DNE- A reports are contained wthin PE 89 for ID.
Fifteen. The J3 reviewed docunents
contain SigAct reports from CIDNE-1 that | determ ned
contained classified informati on according to the
appl i cabl e security classification guides. These
Si gAct reports from CIDNE-1 were all marked Secret.

Additionally, the J3 reviewed docunents contain

89
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Si gAct reports from CIDNE-A that | determ ned
contained classified informati on according to the
applicabl e security classification guides. These

Si gAct reports from CIDNE-1 and Cl DNE- A were al

mar ked Secret. The J3 revi ewed docunents w thin

PE 88 for ID and PE 89 for ID contain nultiple forms
of mlitary information, to include but not
Limted to the following: One, threat of attack in
an area by a specific group; two, confirnmed that a
previously reliable source of intelligence provided
information; three involved direct and indirect fire
reports; four, reported casualties; five reported

| oss of equi pment; six, stated types of weapons
encountered i n an eneny engagenent; seven, reported
the effectiveness of |IED attacks; eight, reported the
| ocations of IED attacks; nine, identified JED Tl Ps
for responding to JED attacks; ten, identified TIPs
for identifying and neutralizing JEDs; eleven,
identified by nane suspects in investigations;

twel ve, identified quick response force nobilization

TIPs; thirteen, i1dentified code words; fourteen,
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involved friendly action reports; fifteen, stated
details of mlitary m ssions; sixteen, naned nultiple
eneny groups; seventeen, reported | ack of casualties;
ei ghteen, reported | ack of | oss of equipnent;

Ni neteen, identified general eneny TIPs; twenty,

i nvol ved an eneny snmall arns fire report; twenty-one,
identified eneny target by nanme; twenty-two, stated
ef fecti veness of eneny actions; twenty-three,
described a mlitary raid; twenty-four, identified
sources and nethods of intelligence collection;
twenty-five, identified responses based on
intelligence gathered; twenty-six, detailed arrest of
a suspect; twenty-seven, stated detention of a
suspect would have a significant inpact on mlitary
operations; twenty-eight, described friendly action
of finding and cl earing caches; twenty-nine, involved
a border operations report; thirty, described a civil
di sturbance; thirty-one, identified unit |ocations;
thirty-two, reported eneny casualties; thirty-three,
stated pl anned unit novenent; thirty-four, stated

details of conbat patrols; thirty-five, described key
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| eader engagenent; thirty-six, assessed effectiveness
of local outreach progranms; thirty-seven, detail ed
ki dnappi ng of a service nenber; and thirty-eight,
described initiation of DUSTWUN procedur es.

Sixteen. Additionally, | reviewed
docunents fromthe AR 15-6 investigation into a
mlitary operation that occurred in Farah province,
Af ghani stan on or about 4 May 2009. The AR 15-6
I nvestigation into the Farah incident was focused on
I nvestigating the circunstances surroundi ng a
| arge-scale civilian casualties, ClVCAS, incident.
The incident occurred in Gharani, which is a village
i n Farah Province, Afghanistan.

The docunents fromthe AR 15-6
I nvestigation that contained J3 equities are | ocated
in AE 501 and that have the Bates nunbers: 00377425-
00377492, 00377496- 00377498, 00377627- 00377637,
00377674- 00377675, and 00378029-00378081. These
docunents are contained within PE 90 for ID. As
noted in PE 90 for ID, | found that these docunents

contained information | believed to be sensitive
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cl assified because they reveal operational
activities, weapons systens, and code words.

Seventeen. As part of ny review of the
Farah docunents, | reviewed a file naned "BE22
PAX. zi p" contai ning a video naned "BE22 PAX wmw"
herei nafter Gharani video. PE 66 for IDis a
CD that contains both files |I reviewed. The Gharan
vi deo depicts portions of a mlitary operation in the
Farah Provi nce, Afghanistan. The CGharani video
reveal s operational code words associated with the
m ssion. The video al so reveal s operati ona
activities including troop novenents and weapons
systens. Finally, the video includes specific
i nformati on contained on the heads-up displ ay.

Ei ghteen. After ny review of the above
ref erenced docunents for USCENTCOM J3 equities, |
Forwar ded ny concl usions and reconmendations to
Deputy Commander, USCENTCOM an Oi gi nal
Classification Authority, for his final determ nation
as to whether the information is properly classified.

Your Honor, the United States noves to

Provided by Freedom of the Press Foundation




© 00 ~N o o b~ w N PP

N N N T e T e e
P O © 0 ~N o U A W N B O

UNOFFICIAL DRAFT - 6/11/13 Morning Session

94

admt prosecution exhibits 88 and 89 for
identification as prosecution exhibits 88 and 89.

MR. HURLEY: No objection, nma'am

THE COURT: Al right. Prosecution exhibits
88 and 89 are adnmitted. My | see them please?

Plaintiff's exhibits 88 and 89 are adm tted.

MR, FEIN. Ma'am the United States nobves to
admt prosecution exhibits 86 and 90 for identification
as prosecution exhibits 86 and 90.

MR. HURLEY: No objection, ma'am

THE COURT: Al right. Prosecution exhibits
86 and 90 are admtted.

MR. Von ELTEN:  Your Honor, | have
prosecution exhibit of M. Jacob G ant.

THE COURT: That's 106?

MR. Von ELTEN: Yes, nm'am

THE COURT: Proceed.

MR. Von ELTEN. It is hereby agreed by the
accused, defense counsel and trial counsel that if M.
Jacob Grant were present to testify during the nerits and

pre-sentenci ng phases of this court-martial, he would
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testify substantially as foll ows:

One. | currently serve as Contract Task Lead
for CCJ6, assigned to the Active Cyber Defense Branch at
U S Central Command's Headquarters USCENTCOM on MacDi ||
Alr Force Base in Florida. 1In this capacity, | am
responsi bl e for conducting various |evels of cyber
operati ons for USCENTCOM and Overseas Areas of
Responsi bility including conmputer network defense
activities, conputer network attack planning and
anal ysis, and the analysis and reverse engi neering of
conputer network exploitation activities in order devel op
ef fecti ve count er neasures.

| amthe |lead for our "in-house" Conputer
Ener gency Response Team CERT. In this capacity, |
performin-depth forensic analysis of CND alerts, flow
analysis, or interpretation of threat information to
i ncl ude security conprom ses, network intrusions, and
mal i ci ous | ogi c outbreaks. | have held this position for
four and a half years. At the tinme of ny involvenent in
this case, | was the Senior | NFOSEC Anal yst with the
I nformati on Assurance Branch of the J6 USCENTCOM | have
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al so been an A watch officer, a senior analyst, and a
senior engineer. | served for two years as an enlisted
ai rman working in technical control and network

engi neeri ng.

Two. | ama certified informati on systens
security professional, C SSP, 2008. | have a Top
Secret/SCl security clearance. | have associate

degrees in Electronic Systens Technol ogy and

Avi oni cs Systens Technology. | ama C sco Certified
Net wor k Associ ate, CCNA, 2003, and a CORE | npact
Certified Professional, CCP, 2013. Sone of the
network security and associated training | have

recei ved includes: MAfee Network Security Platform
Adm ni stration, 2013; ArcSight ESM Use Case

Foundati ons, 2012; EnCase Conputer Forensics 1, 2012;
Arc Sight Logger 5.0 Adm nistration and Operati ons,
2011; Basic Malware Anal ysis Usi ng Responder

Prof essi onal, 2010; Ethical Hacking, 2008; MAfee
Host - Based Security Systens, 2007; I|nformation
Technol ogy Servi ce Managenent, | TSM 2007; and Ci sco
Securing Networks w PI X & ASA, SNPA, 2007.
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Three. | becane involved in this case
for two reasons. From 19-20 August 2010, | was
involved in the collection and transfer of audit | ogs
fromthe USCENTCOM Shar ePoi nt on t he USCENTCOM
SI PRNET web server. At this tine, | was al so
involved in the identification, collection, and
transfer of information housed within that SharePoi nt
site. Qur collection focused on the SharePoi nt
because | had identified it as the |ocation of
charged docunents based upon the SI PRNET web page
address of those docunents.

Furt her, Special Agent John WIlbur, with
whom | was working, was interested in the contents of
t he USCENTCOM JAG f ol der.

Four. The USCENTCOM Shar ePoi nt server is
a tool to create an internet interface that allows
users with access to the site on SIPRNET to
col l aborate, for exanple, by sharing files. The
SharePoint itself is only accessible via SIPRNET, so
a user nust access it via secure systens. At that

time, it was identified at | P addresses

Provided by Freedom of the Press Foundation




© 00 ~N o o b~ w N PP

N N N T e T e e
P O © 0 ~N o U A W N B O

UNOFFICIAL DRAFT - 6/11/13 Morning Session

98

131. 240. 47. 23, for the SharePoi nt database cluster,
131.240.47.6, and 131.240.47.7, for the web portal
front end or the portion accessible by SIPRNET users.
The dat abase as a whol e occupi ed several terabytes of
space. The server supporting it, fromwhich | pulled
the 1 ogs and other information at issue, is

physi cally housed on virtual machines within a
cluster, in a data center, on a storage area network.
Only aut hori zed USCENTCOM Headquarters J-6 personne
are granted access to the facility. The data center
is protected by badge access, cipher |ocks, video
surveil l ance, and an access roster.

Five. The audit logs | referenced herein
are Internet Information Systenms, IS, or Wndows
server log files, which capture the | P address of the
USCENTCOM Shar ePoi nt server. The |ogs do not capture
any renote or external |P addresses. The logs only
capture the dates and tinmes docunents are accessed on
t he SharePoint server, as well as related activity on
t he Shar ePoi nt server.

Six. For collection as evidence by SA

Provided by Freedom of the Press Foundation




© 00 ~N o o b~ w N PP

N N N T e T e e
P O © 0 ~N o U A W N B O

UNOFFICIAL DRAFT - 6/11/13 Morning Session

99

W | bur, these | ogs were pulled by the internet server
mai nt enance team | know this because | was there
when they retrieved the information. These | ogs
saved in a standard text file, or .txt format. |
burned these | ogs onto a hard drive and also onto a
DVD. | know these devices were clean of data because
| personally wiped all information fromthe hard
drive and | aptop, and created the inmage for the hard
drive on which the | ogs were burned. Further, |
performed a hash value match to verify that the | ogs
provi ded were saved accurately onto the disk. The
DVD was red. | marked it with the title A E
under score USR underscore DATA. This DVD cont ai ned
the files CENTCOM underscore Cl E underscore
Shar ePoi nt dash HASH under score NMDSSHAL. pdf,
CENTCOVHQ under score C E underscore SharePoi nt dash
HASH under score NMDSSHAL. t xt, webl. zip, and web2. zi p.
The first two files contain the hash
value information validating the accuracy of the |og
information collected. Wb1l.zip contained the web

|l og data from 1l Decenber 2009 until 30 July 2010,
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pertaining to the USCENTCOM server assigned IP
address 131.240.47.6. Wb2.zip contai ned web | og
data from1 April 2010 until 30 July 2010, pertaining
to the USCENTCOM server assigned to |IP address
131. 240.47.7. Prosecution Exhibit 108 for
Identification are these SharePoint server | ogs.

Seven. After burning the log information
to the DVD, | signed the evidence to SA WI bur using
t he provided DA Form 4137 Evi dence Property Custody
Docunent. The di sk was recorded on a DA Form 4137
| abel ed as docunent nunber 122-10. | recognize this
as Bates nunber 00411111. | know this because |
signed that form and recognize ny signature on it. |
woul d recogni ze the evidence itself because | wote
the | abel on the disk and burned it. | did not alter
the information or the devices on which it was housed
in any way.

Ei ght. The informati on housed on the
Shar ePoi nt server, nentioned previously, was accessed
via SIPRNET and located in the JAG folder on the
USCENTCOM Shar ePoi nt page. W collected this
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information for two reasons. First, collecting this
i nformati on shows what content was originally
avai | abl e on the USCENTCOM server to SIPRNET users.
Second, this information hel ps put the | og data we
coll ected into context.

Nine. | assisted SA WIlbur in collecting
this information fromthe SharePoint server. To
retrieve it, we used two bl ank CCl U SATA hard drives.
I know these are clear hard drives because, in
accordance with USCENTCOM policy, | scanned themfor
mal ware and viruses before they were used to gather
t he evidence. Having found none, | knew they were
sui tabl e for evidence collection. To collect this
informati on, we also used an approved CClIU | aptop. |
hooked this | aptop to the SIPRNET using a CCl Ui ssued
USB cabl e and drive dock. W then connected the
previ ously scanned hard drive to the |aptop. SA
W | bur used that connection to recover the
i nformati on at i ssue.

Ma'am the United States noves to admt

prosecution exhibit 108 for identification as
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prosecuti on exhibit 108.

MR. HURLEY: No objection, ma'am

THE COURT: Al right. My | see it, please?

MR. Von ELTEN.  Your Honor, if we nmay mark
this for the next recess.

THE COURT: That's fine.

MR. Von ELTEN:  Your Honor, | have
prosecution exhibit 72 which is the stipul ated expected
testi nony of special agent John WI bur.

THE COURT: Proceed.

MR. Von ELTEN:. It is hereby agreed by the
Accused, Defense Counsel, and Trial Counsel, that if
Speci al Agent John W/ bur were present to testify during
the nerits and pre-sentencing phases of this
court-martial, he would testify substantially as foll ows:

One. | amcurrently the senior Special Agent
at the conputer forensic unit in the office of the

Speci al I nspector General for the Troubl ed Asset

Relief Program TARP, at the Treasury Departnent. In
this position, | collect and exam ne digital evidence
to support crimnal investigations. | have held this
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position since January of 2012. Previously, | was an
SA for the Departnent of the Arny's Cimna

I nvesti gati on Command, CI D, Conputer Crinmes and

I nvestigative Unit, CCIU | held that position from
June of 2010 to January of 2012. As a CCU SA, |

i nvestigated the unauthorized exfiltration of

classified and sensitive data and the | oss of

personally identifiable information, PlIl, data
worldwi de. | also investigated intrusions into
Arny conputer systens. | currently have over twenty

years of |aw enforcenent experience, fifteen of which
have been primarily devoted to conducting conpl ex
crimnal and adm nistrative cyber-rel ated

i nvesti gati ons.

Two. | have had substantial training to
qualify nme for ny position. | received Departnent of
State | aw enforcenent training in 2005, C D I|aw
enforcenent training in 2002, and Police Oficer
Training in 1990. 1In addition to the
evi dence-handling training included in these courses,

| also attended the Advanced Cri ne Scene

103
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| nvesti gati ons course at the Federal Law Enforcenent
Training Center in dynco, Ceorgia, My 2008.

At the tinme of ny involvenent in this
I nvestigation, ny cyber security and forensic
evi dence experience was extensive. Anpbng ot her
courses, | had attended nultiple courses put on by
Gui dance Software, the nmakers of the EnCase forensic
tool; | had attended the Seized Conputer Evidence
Recovery Specialist Certification Course, Cctober
2001, at the Federal Law Enforcenent Training Center;
and | had attended FT210, W ndows Forensic
Exam nati ons through the Defense Cyber |nvestigations
Trai ni ng Acadeny, DCI TA. Further, | had obtained
training in Law Enforcenent Technol ogy, April
2002, through the University of Pittsburgh; Advanced
Dat a Recovery, March 2001, and Basic Data Recovery,
January 2000, at the National Wite Collar Crine
Center; Operational Information Security |I and |1,
July 2000, at the Defense Information Security
Agency; and Conputer Search and Sei zure, June 2000,
t hrough the FBI Acadeny.
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| have continued to develop ny skills and
expertise. | have attended training in Wndows 7
Forensics at Access Data, Decenber 2010, the Conputer
I nci dent Response Course, April 2011, and a course on
I ntroduction to Networks and Conputer Hardware,
Decenber 2010, through DCI TA

Three. M/ role in this case was to
assist in witness interview ng and data coll ection.
I collected evidence fromthe United States Central
Command USCENTCOM server and fromthe Departnment of
State server

In collecting the USCENTCOM materi als, |
worked with M. Jacob Gant to collect both the

server logs as well as information froma particular

f ol der.

Four. When collecting and handling
evidence, | follow several general procedures. After
collection, | review the evidence property custody
docunent for the appropriate information. | fill out

the date, tine, place of collection and describe the

evidence collected. | record, for exanple, serial

105

Provided by Freedom of the Press Foundation




© 00 ~N o o b~ w N PP

N N N T e T e e
P O © 0 ~N o U A W N B O

UNOFFICIAL DRAFT - 6/11/13 Morning Session

106

nunbers, markings for identification, and condition
description nmatching the associ ated evi dence.
Further, | ensure that the necessary information,
such as date and tine, are properly and accurately
recor ded.

Lastly, | maintain secure custody of the
evidence prior to transferring it to another
individual. 1In addition to follow ng these
procedures, when transferring to or receiving
evi dence from anot her person, | amalso sure to
properly sign, date, and note the reason for the
transfer.

Fi ve. From t he USCENTCOM server, M.
Grant and | collected informati on fromthe
USCENTCOM SharePoint site as well as the audit | ogs
whi ch track access to the site. | was interested in
this information so that investigators could conpare
conprom sed i nformati on regardi ng the Farah
i nvestigation to information on the USCENTCOM server,
and so that investigators could identify conputers

which were used to retrieve potentially conprom sed
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material. Before M. Gant or | accessed, inaged,
searched for, or extracted any information, we needed
speci al authorization from Mz Jones, Chief of Staff,
USCENTCOM CCl U forwarded a formal witten request
through the Ofice of the Staff Judge Advocate to the
USCENTCOM J6 requesting rel ease of this evidence on 9
August 2010. This request was approved on 19 August
2010. The sane day, | worked with M. Gant to
prepare for evidence collection by getting in order

t he equi pnrent we woul d need for collection. M.
Grant ensured that the |l aptop, hard drive, and cabl es
we woul d need were clean of any data and ready for
use.

Six. The follow ng day, M. G ant
collected fromthe J6 shop a DVD containing the audit
| ogs for the USCENTCOM SharePoi nt server. The | ogs
show, anong other things, the date and tinme USCENTCOM
docunents were accessed on the SharePoi nt server,
from Decenber 2009 until August 2010. On 20 August
2010, he signed that evidence over to ne. | took

possessi on using the evidence handling procedures I

107

Provided by Freedom of the Press Foundation




© 00 ~N o o b~ w N PP

N N N T e T e e
P O © 0 ~N o U A W N B O

UNOFFICIAL DRAFT - 6/11/13 Morning Session

108

descri be herein including, but not limted to,
docunmenting it on an Evidence Property Custody
Docunent DA Form 4137, | abel ed as docunent nunber
122-10, Bates nunber 00411111. Later that sane day,
| properly signed that evidence over to the CClU
Evi dence Custodian, Ms. Tamara Mairena. At no point
did | alter the DVD or its contents. | have no
reason to believe it suffered danage or contam nation
in any way.

Seven. In addition to collecting the
|l ogs, | worked further wwth M. Gant to access and
collect informati on fromthe USCENTCOM Shar ePoi nt
col | aborati on space on the USCENTCOM server.
SharePoint is a tool produced by the M crosoft
Corporation to create an internet interface which
al l ows users with access to a SIPRNET website to
col | aborate, for exanple, by sharing files. The
USCENTCOM SharePoint itself is only accessible via
SI PRNET, so a user nust access it via secure systens
and a proper security clearance. The server

supporting it, fromwhich M. Gant pulled the | ogs,
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is on virtual machines within a cluster, in a data
center, on a storage area network Only authorized
USCENTCOM headquarters J6 personnel are granted
access to the facility. The data center is protected
by badge access, cipher | ocks, video surveillance,
and an access roster. This information was | ocated
on SIPRNET in the JAG fol der on the USCENTCOM
SharePoi nt page. M. Gant assisted ne in |locating
it on the system W sat at his workstation to pul
the folder contents. W knew where to focus our
search based on M. Gant's SIPRNET web page address
identifications of the information at issue and
because investigators in the case had cause to
suspect the charged i nformati on was housed in the
USCENTCOM JAG f ol der.

In consultation with investigating
forensi c exam ner SA Dave Shaver, we determ ned the
nost forensically sound way to coll ect the Farah
information itself, as well as infornmation about how
it was accessi bl e on SharePoint, was to navigate

through the series of digital folders to downl oad the

Provided by Freedom of the Press Foundation




© 00 ~N o o b~ w N PP

N N N T e T e e
P O © 0 ~N o U A W N B O

UNOFFICIAL DRAFT - 6/11/13 Morning Session

110

Farah file itself. As we navigated through the
fol der structure on the SharePoint server, we took
screenshots of the contents of each fol der before we
entered the subsequent folder. A screenshot is the
process of obtaining a digital copy of the conputer
screen, simlar to a photograph.

Eight. During the norning of 20 August
2010, | connected, via a USB cable, a CClUissued
Voyager drive dock to the | aptop which accessed the
Shar ePoi nt server via a USB cable. | connected a
400EB Seagate Barracuda, SATA hard drive, serial
nunber 3NFODYJI, to the |aptop using the drive dock
and assigned that drive the letter X Using
M crosoft's Internet Explorer, | navigated to the
SI PRNET web page www. nonrel .cie.centcomsm|.ml.
Fromthis screen, | clicked on the Organization |ink.
| created a screen capture of this page and saved it
in a folder in the Desktop Directory called screen
shots. Fromthis screen, | clicked on the
Special Staff link. | created a screen capture of

this page and saved it in the screen shots fol der.
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Fromthis screen, | clicked on the Judge Advocate
link. | created a screen capture of this page and
saved it in the screen shots folder. Fromthis
screen, | clicked on the JA Docunent Page |ink. |
created a screen capture of this page and saved it in
the screen shots folder. Fromthis screen, | clicked
on the folder icon Investigations. | created a
screen capture of this page and saved it in the
screen shots folder. Fromthis screen, | clicked on
the folder icon Farah. | created a screen capture of
this page and saved it in the screen shots fol der.
The fol der Farah contai ned the follow ng sub-fol ders:
Adm n Material, Briefs, Email, Investigations Tabs,
Repotis and EXSUMs, Tinelines, and Videos. |
navi gated to each of the sub-folders and created a
screen capture for each page then saved it in the
screen shots folder. The screen shots showed how t he
Shar ePoi nt portal was arranged and the path to the
Farah fol der.

Ni ne. Prosecution Exhibit 65 for

identification is a conputer printout that shows the
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file names and their associated paths that we
navigated. It is a printout of a directory listing
showi ng the fil enanes of each file and fol der
contained within the Farah fol der on the USCENTCOM
Server wth individual line nunbers printed to the
left of the listing. It lists the first |evel of
subfol ders within the Farah fol der al phabetically,
and then lists the filenanmes of the first subfol der.
The docunent continues this process of listing
subfol der nanes recursively, until all files and
their filenanes in all subfolders have been |i sted.
Ten. Later in the day on 20 August 2010,
| recreated the folder Farah on the Desktop Directory
of the laptop and included all of the subfol ders that
resided in the Farah folder. | then downl oaded each
i ndividual file contained in the folder Farah into
the sane | ocation inside the recreated Farah fol der
on the Desktop Directory of the | aptop conputer.
After verifying that all of the files downl oaded
correctly, | installed EnCase version 6.14.3 on the

| apt op computer. Using EnCase, | created a |ogica
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evidence file of the folder Farah and all of its
sub-fol ders. The |ogical evidence file was naned
JA-lInvestigations-Farah Folder.LO. An MD5 hash of
46el | 229a5d678cabf 9c3f a6839f 662c was obt ai ned and
recorded. The | ogical evidence file of the folder
Farah was placed in a fol der named EnCase on the root
of the X drive connected to the laptop. | also
copied the recreated Farah folder and all of the
sub-fol ders and placed themonto the root of the X
drive. Subsequently, the folder Screen Shots was

t hen copied and placed on the root of the X drive as
wel | .

El even. \Wen begi nning the process of
navi gati ng through the JAG folder to obtain the Farah
contents, | was not required to enter any |ogin or
password wi ndow on the nmain page. | was able to
navi gate to any page and access all fol ders and
docunents in the docunment |ibrary, including the SJA
I nvestigations folder and the Farah fol der w thout
ever entering any authentication or credenti al

i nfornati on. In the Farah folder, all of the video
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files were password protected, including a file naned
BE22 PAX. zip contai ning a video naned BE22 PAX. wnv.
We therefore al so requested and received the password
to unlock the file nanmed BE22 PAX. zip and the ot her
vi deos from USCENTCOM PE 66 for ldentification is a
CD containing the file named BE22 PAX zip and the
video file named BE22 PAX. wnv. PE 67 for
Identification contains the password for the file
nanmed BE22 PAX. zip which | received from USCENTCOM
Twel ve. Later on 20 August 2010, |
connected a second 400G Seagate Barracuda, SATA hard
drive, serial nunber 3NFOHT(4, to the | aptop using
the drive dock and assigned that drive the letter Y.
I then recreated the process a second time placing
the fol der EnCase, containing the EnCase | ogi cal
evidence file for the folder Farah, the recreated
fol der Farah, and the folder Screen Shots onto the
root of the Y drive. The second evidence drive was
created as a backup in case the first evidence drive
suffered a failure.

Thirt een. | later coll ected as evidence

114
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two SATA hard drives. These SATA hard drives each
contai ned i mages of three folders, EnCase, Farah, and
Screen Shots, copied fromthe USCENTCOM Shar ePoi nt
server | P address 131.240.47.23, which was docunent ed
on Evidence Property Custody Docunent, Docunent
Nunmber 123-10, identified at Bates nunber 00411113.
In processing this material, | handl ed and
transferred the evidence as | have been trained. At
no point did | alter any evidence | collected. |
have no reason to believe this evidence was

contam nated or danmged in any way. On 20 August
2010, | properly signed this evidence over to M.
Tamara Mairena, the CCl U Evidence Custodian. | did

not touch this evidence again.

Fourteen. Finally, | took possession of
firewall logs fromthe Departnent of State from SA
Ron Rock. | took possession of this evidence on 15

Cct ober 2010. He provided this information on a
silver CD marked with the words Wki Leaks DoS
Firewal | Logs 13 COctober 2010. The CD had a red

U S. Governnent Secret sticker on it. | recognize it
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as an official sticker because |I have handl ed
classified informati on before. | handled this

evi dence consistent with procedures as | have been
trai ned and previously descri bed.

Upon taking custody, | checked to ensure
the evidence | was receiving matched the description
on the DA Form 4137, |abeled as DN 151-10,

Ilteml, identified at Bates nunmber 00411151. |
checked the date, tine, and other collection
information. And finally, | signed in the Received
By colum. Wile in possession of this evidence, |
mai nt ai ned positive control. | did not alter the
information on the CD. | have no reason to believe
t his evidence was damaged or contam nated in any way.
On 18 QOctober 2010, | properly signed this evidence
over to Ms. Mairena, the CCl U evidence custodi an. |
did not touch this evidence again. PE 68 for
identification is DN 151-10, Item 1.

And the United States noves to admt
prosecution exhibits 65, 67 and 68 for identification

as prosecution exhibits 65, 67 and 68 respectively.
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MR. TOOVAN: No objection.

THE COURT: My | see them please?

Prosecution exhibits 67 for identification is
adm tted.

Counsel, | have prosecution exhibit 67, but I
have a CD and it says 66.

MR. FEIN:. 66 has al ready been admtted,
am

THE COURT: | know, but there's nothing in
67.

MR FEIN. | will retrieve those two exhibits
fromthe court reporter.

Ma'am there is a docunent marked in this
folder. There is a single page docunent that acconpanies
the CD

THE COURT: And prosecution exhibit 68 is
admtted. 67 is admtted.

Now, | have 44 here, is that another one
that --

MR. FEI N: No, ma' am

Ma'am al so we have found in the bag
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prosecution exhibit 108 earlier that was to be nmarked
prior to the recess.

THE COURT: Prosecution exhibit 108 is
adm tted.

l'"mlooking at the tine. How do the parties
want to proceed?

MR FEIN. Ma'am the United States
recommends we take our |unch recess.

THE COURT: Al right. How long would you
like?

MR, FEIN: Hour and 15 m nutes, nma' am

THE COURT: Al right.

MR FEIN. W're also trying to set up a
phone call for the defense to talk to an certain w tness.
If that happens, we mght ask for nore tinme during the
recess.

THE COURT: Wiat do you think the |ikelihood
of success is in that? Do you just want to nmake it 1:307

MR. COOMBS: No objection to that, ma' am

THE COURT: Court is recessed until 1:30.

( LUNCH RECESS. )
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