Message

From: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Sent: 8/30/2017 9:46:09 PM

To: John Lott [johnrlott@crimeresearch.org]

Subject: RE: Question on timing

Got it. Sorry about that. Here are directions to the NH Institute of Politics at St. Anselm:
http://www.anselm.edu/Academics/Institutes-Centers-and-the-Arts/NH-Institute-of-Politics/About/Directions.htm.
Hope you can make it work — sounds like another nice opportunity.

Thanks,
Andrew

Andrew J. Kossack

Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell:

Email: Andrew.J).Kossack@ovp.eop.gov

From: John Lott [mailto:johnrlott@crimeresearch.org]

Sent: Wednesday, August 30, 2017 5:29 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>
Subject: Re: Question on timing

Thanks, Andrew. Ijust realized that your hearing is in New Hampshire. When you said the Institute of Politics,
I just assumed that it was someplace in DC that I didn’t know about. OK, let me see what I can do about setting
up something remotely with them. For some reason I don’t think that will be an option. They wanted me to
talk about the reciprocity bill that will considered in September.

John R. Lott, Jr., Ph.D.

President

Crime Prevention Research Center
>http://crimeresearch.org<
johnrlott@crimeresearch.org
(484) 802-5373

Crime Prevention

Research Center

crimeresearch.org

On Wednesday, August30, 2017, at Wednesday, August 30, 5:19 PM, Kossack, Andrew J.
EOP/OVP <Andrew.J Kossack{@ovp.eop.gov> wrote:

Hi John,

Sounds like you’re in high demand! You’re on the first panel, and we would certainly anticipate you
being done by noon. The meeting will come to order at 10:00 a.m., so the panel will likely start around
10:30 or so following some introductory remarks. It should be done within 90 minutes and finish by
noon. Is the House R meeting something you could join remotely?



Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

cel: I

Email: Andrew.J.Kossack@ovp.eop.gov

From: John Lott [mailto:johnrlott@crimeresearch.org]

Sent: Wednesday, August 30, 2017 4:22 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Subject: Question on timing

Dear Andrew:

I was just asked to give a talk to the Republican Caucus in the House on September 12th at 12:30
PM. Before you thought that the panel might start at 10 AM. Are we talking about 2 hours or
less from 10 AM to noon?

Thanks.
John

John R. Lott, Jr., Ph.D.

President

Crime Prevention Research Center
>>http://crimeresearch.org<<
johnrlotti@crimeresearch.org
(484) 802-5373

<image001.jpg>



Message

From: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Sent: 8/30/2017 9:19:23 PM

To: John Lott [johnrlott@crimeresearch.org]

Subject: RE: Question on timing

Hi John,

Sounds like you’re in high demand! You’re on the first panel, and we would certainly anticipate you being done by noon.
The meeting will come to order at 10:00 a.m., so the panel will likely start around 10:30 or so following some
introductory remarks. It should be done within 90 minutes and finish by noon. Is the House R meeting something you
could join remotely?

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

cell: IR

Email: Andrew.J.Kossack@ovp.eop.gov

From: John Lott [mailto:johnrlott@crimeresearch.org]

Sent: Wednesday, August 30, 2017 4:22 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>
Subject: Question on timing

Dear Andrew:

I'was just asked to give a talk to the Republican Caucus in the House on September 12th at 12:30 PM. Before
you thought that the panel might start at 10 AM. Are we talking about 2 hours or less from 10 AM to noon?

Thanks.
John

John R. Lott, Jr., Ph.D.

President

Crime Prevention Research Center
>http://crimeresearch.org<
Jjohnrlott(@crimeresearch.org

(484) 802-5373

Crime Prevention

Research Center

-rimeresearcn.org



Message

From: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Sent: 9/10/2017 6:07:39 PM

To: Ronald L. Rivest [rivest@mit.edu]

Subject: Re: quick update

Hi Ron,

Good question - I believe it'll be scenario (2) in your list, but I'm not sure exactly what it will look like yet. I'm
headed to NH this evening and will be scouting the location tomorrow, so I'll give you a clearer picture of the
setup sometime tomorrow.

Thanks!
Andrew

Sent from my iPhone

On Sep 9, 2017, at 4:03 PM, Ronald L. Rivest <rivest@mit.edu™> wrote:

Hi Andrew --

I'm curious about the (physical) format of the panels. Perhaps it is
undecided. Will we be:
(1) presenting from a podium (standing up)
(2) presenting from a panel table (sitting down)
(3) presenting from standing up, but not with a podium (classroom style)
(4) other??

I can do any, of course, but I would find it helpful to know ahead of time
what to expect...

Thanks!

Cheers,
Ron

On Tue, Sep 5, 2017 at 4:58 PM, Kossack, Andrew J. EOP/OVP
<Andrew.J Kossack@ovp.eop.gov> wrote:

Thanks, Ron. Yes, you're right; no need to share anything beyond the presentation unless you decide to
bring something else. That’s completely up to you. The key thing for us is just to ensure whatever is
shared in writing at the meeting is posted in advance.

And yes, that laptop plan sounds good.

If there’s anything else we can do for you between now and the meeting, just let me know. Again, we're
grateful for your participation, and looking forward to it as well!



Thanks again!
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

ce!l: I

Email: Andrew.J.Kossack@ovp.eop.gov

From:;[mailto:_ On Behalf Of Ronald L. Rivest

Sent: Tuesday, September 5, 2017 4:38 PM
To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Subject: Re: quick update

Hi Andrew --

Thanks for this update.

I should have no problem getting to you a final version of my slides

by COB Thursday (or first thing Friday morning).

I am presuming that this is the main thing you'll want/need, and that
other materials (such as attached Powerpoint notes or a separate

testimony document) are optional. Let me know if this is not correct.

I will also presume that I can use my own laptop for the presentation,

but that you'll have another available for backup if needed. I have a



"clicker" for slide advancement on my laptop.

Anthony Stevens will be giving me a ride up to Manchester on Tuesday

morning.

Looking forward to it!

Cheers,

Ron

On Tue, Sep 5, 2017 at 3:39 PM, Kossack, Andrew J. EOP/OVP
<Andrew.J Kossack@ovp.eop.gov> wrote:

Dr. Rivest,

If you've already returned from Lake Tahoe, I hope you had a great trip (if you're still there, I
hope you're still having a great trip!). I just had a couple quick updates I wanted to share with
you.

First, I spoke with Harri Hursti this morning and confirmed his participation on your panel, so
it'll be the two of you plus Dr. Appel. Harri said he might reach out to you to discuss the panel
in more detail, so I wanted to give you a heads up that he might contact you. I hope to be able to
share the full meeting agenda within the next 24 hours as well.

Also, I know the materials deadline has been a moving target, and I apologize again for that
inconvenience. We are currently targeting this Friday to post all presentations and meeting
materials on our webpage, so if you could shoot for sending me any presentations, handouts, or
prepared testimony by COB Thursday (or even at the latest by first thing Friday morning, like
8:00 a.m.), we would really appreciate it. Again, my apologies for the moving target. If this
timeline presents an issue for you, please just let me know and we'll figure something out.

If you have any questions or if I can help with anything else between now and the meeting,
please do not hesitate to let me know.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell: I

Email: Andrew.J Kossack@ovp.eop.gov




Ronald L. Rivest

Room 32-G692, Stata Center, MIT, Cambridge MA 02139
Tel 617-253-5880, Email <rivest@mit.edu>
>>http://people.csail mit.edu/<rivest<

Ronald L. Rivest

Room 32-G692, Stata Center, MIT, Cambridge MA 02139
Tel 617-253-5880, Email <rivest@mit.edu>
>http://people.csail. mit.edu/rivest<




Message

From:

on behalf of Ronald L. Rivest [rivest@mit.edu]

Sent: 9/9/2017 8:02:44 PM

To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Subject: Re: quick update

Hi Andrew --

I'm curious about the (physical) format of the panels. Perhaps it is
undecided. Will we be:
(1) presenting from a podium (standing up)
(2) presenting from a panel table (sitting down)
(3) presenting from standing up, but not with a podium (classroom style)
(4) other??

I can do any, of course, but I would find it helpful to know ahead of time
what to expect...

Thanks!

Cheers,
Ron

On Tue, Sep 5, 2017 at 4:58 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Thanks, Ron. Yes, you're right; no need to share anything beyond the presentation unless you decide to bring something
else. That’'s completely up to you. The key thing for us is just to ensure whatever is shared in writing at the meeting is
posted in advance.

And yes, that laptop plan sounds good.

If there’s anything else we can do for you between now and the meeting, just let me know. Again, we’re grateful for
your participation, and looking forward to it as well!

Thanks again!
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President



ce:: I

Email: Andrew.J.Kossack@ovp.eop.gov

From_[mailto:_ On Behalf Of Ronald L. Rivest

Sent: Tuesday, September 5, 2017 4:38 PM
To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Subject: Re: quick update

Hi Andrew --

Thanks for this update.

I should have no problem getting to you a final version of my slides

by COB Thursday (or first thing Friday morning).

I am presuming that this is the main thing you'll want/need, and that
other materials (such as attached Powerpoint notes or a separate

testimony document) are optional. Let me know if this is not correct.

I'will also presume that I can use my own laptop for the presentation,

but that you'll have another available for backup if needed. I have a

"clicker" for slide advancement on my laptop.

Anthony Stevens will be giving me a ride up to Manchester on Tuesday

morning.

Looking forward to it!



Cheers,

Ron

On Tue, Sep 5, 2017 at 3:39 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Dr. Rivest,

If you've already returned from Lake Tahoe, I hope you had a great trip (if you're still there, I hope you're still
having a great trip!). I just had a couple quick updates I wanted to share with you.

First, I spoke with Harri Hursti this morning and confirmed his participation on your panel, so it'll be the two
of you plus Dr. Appel. Harri said he might reach out to you to discuss the panel in more detail, so I wanted to
give you a heads up that he might contact you. I hope to be able to share the full meeting agenda within the
next 24 hours as well.

Also, I know the materials deadline has been a moving target, and I apologize again for that inconvenience.
We are currently targeting this Friday to post all presentations and meeting materials on our webpage, so if you
could shoot for sending me any presentations, handouts, or prepared testimony by COB Thursday (or even at
the latest by first thing Friday morning, like 8:00 a.m.), we would really appreciate it. Again, my apologies for
the moving target. If this timeline presents an issue for you, please just let me know and we'll figure something
out.

If you have any questions or if I can help with anything else between now and the meeting, please do not
hesitate to let me know.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell: NN

Email: Andrew.J Kossack@ovp.eop.gov

Ronald L. Rivest

Room 32-G692, Stata Center, MIT, Cambridge MA 02139
Tel 617-253-5880, Email <rivest@mit.edu>
>>http://people.csail mit.edu/<rivest<




Ronald L. Rivest

Room 32-G692, Stata Center, MIT, Cambridge MA 02139
Tel 617-253-5880, Email <rivest@mit.edu>
>http://people.csail.mit.edu/rivest<




Message

ron
on behalf of Ronald L. Rivest [rivest@mit.edu

Sent: 9/8/2017 3:29:09 AM
To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Subject: Re: quick update

Attachments: 2017-09-12-rivest-for-pence-kobach.ppt

Hi Andrew --

Attached is the slide deck I intend to use for my presentation on
next Tuesday (9/12) at the PCEI meeting in Manchester. Feel free
to distribute them to the committee members and/or otherwise make
them available to interested parties (including the public).

(The slides have a "minimalist" style I haven't used before -- we'll
see if it works well... In any case, the two references are excellent.)

Let me know if you need anything else.
Thanks for the leeway in getting these to you!

I'll be riding up to the meeting with Anthony Stevens, so I'm sure
we'll be there in plenty of time. ..

See you soon!

Cheers,
Ron

On Tue, Sep 5, 2017 at 4:58 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Thanks, Ron. Yes, you're right; no need to share anything beyond the presentation unless you decide to bring something
else. That’'s completely up to you. The key thing for us is just to ensure whatever is shared in writing at the meeting is
posted in advance.

And yes, that laptop plan sounds good.

If there’s anything else we can do for you between now and the meeting, just let me know. Again, we’re grateful for
your participation, and looking forward to it as well!

Thanks again!
Andrew



Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From:_mailto_ On Behalf Of Ronald L. Rivest

Sent: Tuesday, September 5, 2017 4:38 PM
To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Subject: Re: quick update

Hi Andrew --

Thanks for this update.

I should have no problem getting to you a final version of my slides

by COB Thursday (or first thing Friday morning).

I am presuming that this is the main thing you'll want/need, and that
other materials (such as attached Powerpoint notes or a separate

testimony document) are optional. Let me know if this is not correct.

I'will also presume that I can use my own laptop for the presentation,
but that you'll have another available for backup if needed. I have a

"clicker" for slide advancement on my laptop.

Anthony Stevens will be giving me a ride up to Manchester on Tuesday

morning.



Looking forward to it!

Cheers,

Ron

On Tue, Sep 5, 2017 at 3:39 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Dr. Rivest,

If you've already returned from Lake Tahoe, I hope you had a great trip (if you're still there, I hope you're still
having a great trip!). I just had a couple quick updates I wanted to share with you.

First, I spoke with Harri Hursti this morning and confirmed his participation on your panel, so it'll be the two
of you plus Dr. Appel. Harri said he might reach out to you to discuss the panel in more detail, so I wanted to
give you a heads up that he might contact you. I hope to be able to share the full meeting agenda within the
next 24 hours as well.

Also, I know the materials deadline has been a moving target, and I apologize again for that inconvenience.
We are currently targeting this Friday to post all presentations and meeting materials on our webpage, so if you
could shoot for sending me any presentations, handouts, or prepared testimony by COB Thursday (or even at
the latest by first thing Friday morning, like 8:00 a.m.), we would really appreciate it. Again, my apologies for
the moving target. If this timeline presents an issue for you, please just let me know and we'll figure something
out.

If you have any questions or if I can help with anything else between now and the meeting, please do not
hesitate to let me know.

Thanks again,
Andrew

Andrew J. Kossack

Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell:
Email: Andrew.J Kossack@ovp.eop.gov




Ronald L. Rivest

Room 32-G692, Stata Center, MIT, Cambridge MA 02139
Tel 617-253-5880, Email <rivest@mit.edu>
>>http://people.csail mit.edu/<rivest<

Ronald L. Rivest

Room 32-G692, Stata Center, MIT, Cambridge MA 02139
Tel 617-253-5880, Email <rivest@mit.edu>
>http://people.csail. mit.edu/rivest<




Remarks on Election Integrity
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Outline

4 Goals

4 Challenges

4 Principles

4 Myths

4 Tools

Example: hypothetical NH post-election audit
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Improve Security.




Goal 2/4

Outcomes that are correct.




Goal 3/4

Outcomes perceived correct.




Goal 4/4

Outcomes verifiably correct.
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Challenge 1/4

Secret Ballots.




Challenge 2/4

Diverse voters and elections.




Challenge 3/4

Adversaries!




Challenge 4/4

No free lunches!
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Example: hypothetical NH post-election audit




Principle 1/4

Election integrity is nonpartisan.




Principle 2/4

It takes a thief...




Principle 3/4

Adversaries attack weakest link.




Principle 4/4

Detect and Recover,
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Federal certification ensures
security.




Logic and accuracy testing
ensures security.




“Not connected to internet”
ensures security.




Decentralization ensures
security.
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Tool 1/4

Public verification of
(almost) everything.




Tool 2/4

Voter verification of
their own paper ballots.




Tool 3/4

Compliance audit.




Tool 4/4

Risk-limiting post-election audit.
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Example: hypothetical NH post-election audit




Example: 2016 NH Governor

e Reported outcome:
— 354,040 Sununu
— 337,589 Van Ostern
— 33,234 other
e Margin of victory: 2.4%
* Comparison risk-limiting audit compares
randomly chosen paper ballots with their cast

vote records until “risk limit” (e.g. five
percent) is met.




Sample size

Errors found

Risk

Audit




Sample size

Errors found

Risk




Sample size

Errors found

Risk




Sample size

Errors found

Risk




Sample size 100 200 300

Errors found 0 0 0

Risk 33% 10% 4%

Examining only 300 randomly-chosen ballots
(out of 724,863 cast) achieves our “risk limit” of 5% !




References

e Stark, P.B., and D.A. Wagner, 2012. Evidence-

Based Elections. [EEE Security & Privacy, 10,
33-41.

* Lindeman, M. and P.B. Stark, 2012. A Gentle
Introduction to Risk-Limiting Audits. /EEE
Security & Privacy, 10, 42-49.




The End

Thanks for your attention!




Message

From: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Sent: 9/5/2017 8:58:35 PM

To: Ronald L. Rivest [rivest@mit.edu]

Subject: RE: quick update

Thanks, Ron. Yes, you're right; no need to share anything beyond the presentation unless you decide to bring something
else. That’'s completely up to you. The key thing for us is just to ensure whatever is shared in writing at the meeting is
posted in advance.

And yes, that laptop plan sounds good.

If there’s anything else we can do for you between now and the meeting, just let me know. Again, we’re grateful for
your participation, and looking forward to it as well!

Thanks again!
Andrew

Andrew J. Kossack

Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell;

Email: Andrew.J).Kossack@ovp.eop.gov

From: [ O ©chalf Of Ronald L. Rivest

Sent: Tuesday, September 5, 2017 4:38 PM
To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>
Subject: Re: quick update

Hi Andrew --
Thanks for this update.

I should have no problem getting to you a final version of my slides
by COB Thursday (or first thing Friday morning).

I am presuming that this is the main thing you'll want/need, and that
other materials (such as attached Powerpoint notes or a separate
testimony document) are optional. Let me know if this is not correct.

I'will also presume that I can use my own laptop for the presentation,
but that you'll have another available for backup if needed. Ihave a

"clicker" for slide advancement on my laptop.

Anthony Stevens will be giving me a ride up to Manchester on Tuesday
morning.

Looking forward to it!

Cheers,
Ron



On Tue, Sep 5, 2017 at 3:39 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:
Dr. Rivest,

If you've already returned from Lake Tahoe, I hope you had a great trip (if you're still there, I hope you're still
having a great trip!). I just had a couple quick updates I wanted to share with you.

First, I spoke with Harri Hursti this morning and confirmed his participation on your panel, so it'll be the two
of you plus Dr. Appel. Harri said he might reach out to you to discuss the panel in more detail, so I wanted to
give you a heads up that he might contact you. I hope to be able to share the full meeting agenda within the
next 24 hours as well.

Also, I know the materials deadline has been a moving target, and I apologize again for that inconvenience.
We are currently targeting this Friday to post all presentations and meeting materials on our webpage, so if you
could shoot for sending me any presentations, handouts, or prepared testimony by COB Thursday (or even at
the latest by first thing Friday morning, like 8:00 a.m.), we would really appreciate it. Again, my apologies for
the moving target. If this timeline presents an issue for you, please just let me know and we'll figure something
out.

If you have any questions or if I can help with anything else between now and the meeting, please do not
hesitate to let me know.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel. Office of the Vice President

Email: Andrew.J . Kossack@ovp.eop.gov

Ronald L. Rivest

Room 32-G692, Stata Center, MIT, Cambridge MA 02139
Tel 617-253-5880, Email <rivest@mit.edu>
>http://people.csail. mit.edu/rivest<




Message

From: I

on behalf of Ronald L. Rivest [rivest@mit.edu]

Sent: 9/5/2017 8:38:02 PM

To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Subject: Re: quick update

Hi Andrew --

Thanks for this update.

I should have no problem getting to you a final version of my slides
by COB Thursday (or first thing Friday morning).

I am presuming that this is the main thing you'll want/need, and that
other materials (such as attached Powerpoint notes or a separate
testimony document) are optional. Let me know if this is not correct.

I'will also presume that I can use my own laptop for the presentation,
but that you'll have another available for backup if needed. I have a

"clicker" for slide advancement on my laptop.

Anthony Stevens will be giving me a ride up to Manchester on Tuesday
morning.

Looking forward to it!

Cheers,
Ron

On Tue, Sep 5, 2017 at 3:39 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:
Dr. Rivest,

If you've already returned from Lake Tahoe, I hope you had a great trip (if you're still there, I hope you're still
having a great trip!). I just had a couple quick updates I wanted to share with you.

First, I spoke with Harri Hursti this morning and confirmed his participation on your panel, so it'll be the two of
you plus Dr. Appel. Harri said he might reach out to you to discuss the panel in more detail, so I wanted to give
you a heads up that he might contact you. I hope to be able to share the full meeting agenda within the next 24
hours as well.

Also, I know the materials deadline has been a moving target, and I apologize again for that inconvenience. We
are currently targeting this Friday to post all presentations and meeting materials on our webpage, so if you
could shoot for sending me any presentations, handouts, or prepared testimony by COB Thursday (or even at
the latest by first thing Friday morning, like 8:00 a.m.), we would really appreciate it. Again, my apologies for
the moving target. If this timeline presents an issue for you, please just let me know and we'll figure something
out.

If you have any questions or if I can help with anything else between now and the meeting, please do not
hesitate to let me know.

Thanks again,



Andrew

Andrew J. Kossack

Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell:
Email: Andrew.J Kossack@ovp.eop.gov

Ronald L. Rivest

Room 32-G692, Stata Center, MIT, Cambridge MA 02139
Tel 617-253-5880, Email <rivest@mit.edu>
>http://people.csail. mit.edu/rivest<




Message

From:

on behalf of Ronald L. Rivest [rivest@mit.edu]

Sent: 9/10/2017 6:30:22 PM

To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Subject: Re: quick update

OK; thanks!

Cheers,

Ron

On Sun, Sep 10, 2017 at 2:07 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:
Hi Ron,

Good question - I believe it'll be scenario (2) in your list, but I'm not sure exactly what it will look like yet. I'm
headed to NH this evening and will be scouting the location tomorrow, so I'll give you a clearer picture of the
setup sometime tomorrow.

Thanks!
Andrew

Sent from my iPhone

On Sep 9, 2017, at 4:03 PM, Ronald L. Rivest <rivest@mit.edu™> wrote:

Hi Andrew --

I'm curious about the (physical) format of the panels. Perhaps it is
undecided. Will we be:
(1) presenting from a podium (standing up)
(2) presenting from a panel table (sitting down)
(3) presenting from standing up, but not with a podium (classroom style)
(4) other??

I can do any, of course, but I would find it helpful to know ahead of time
what to expect...

Thanks!

Cheers,
Ron

On Tue, Sep 5, 2017 at 4:58 PM, Kossack, Andrew J. EOP/OVP
<Andrew.J Kossack@ovp.eop.gov> wrote:

Thanks, Ron. Yes, you're right; no need to share anything beyond the presentation unless you decide to
bring something else. That’s completely up to you. The key thing for us is just to ensure whatever is
shared in writing at the meeting is posted in advance.



And yes, that laptop plan sounds good.

If there’s anything else we can do for you between now and the meeting, just let me know. Again, we're
grateful for your participation, and looking forward to it as well!

Thanks again!
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: [ | O Behalf Of Ronald L. Rivest

Sent: Tuesday, September 5, 2017 4:38 PM
To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Subject: Re: quick update

Hi Andrew --

Thanks for this update.

I should have no problem getting to you a final version of my slides

by COB Thursday (or first thing Friday morning).

I am presuming that this is the main thing you'll want/need, and that
other materials (such as attached Powerpoint notes or a separate

testimony document) are optional. Let me know if this is not correct.



I will also presume that I can use my own laptop for the presentation,
but that you'll have another available for backup if needed. I have a

"clicker" for slide advancement on my laptop.

Anthony Stevens will be giving me a ride up to Manchester on Tuesday

morning.

Looking forward to it!

Cheers,

Ron

On Tue, Sep 5, 2017 at 3:39 PM, Kossack, Andrew J. EOP/OVP
<Andrew.J Kossack@ovp.eop.gov> wrote:

Dr. Rivest,

If you've already returned from Lake Tahoe, I hope you had a great trip (if you're still there, 1
hope you're still having a great trip!). I just had a couple quick updates I wanted to share with
you.

First, I spoke with Harri Hursti this morning and confirmed his participation on your panel, so
it'll be the two of you plus Dr. Appel. Harri said he might reach out to you to discuss the panel
in more detail, so I wanted to give you a heads up that he might contact you. I hope to be able to
share the full meeting agenda within the next 24 hours as well.

Also, I know the materials deadline has been a moving target, and I apologize again for that
inconvenience. We are currently targeting this Friday to post all presentations and meeting
materials on our webpage, so if you could shoot for sending me any presentations, handouts, or
prepared testimony by COB Thursday (or even at the latest by first thing Friday morning, like
8:00 a.m.), we would really appreciate it. Again, my apologies for the moving target. If this
timeline presents an issue for you, please just let me know and we'll figure something out.

If you have any questions or if I can help with anything else between now and the meeting,
please do not hesitate to let me know.

Thanks again,



Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell: |

Email: Andrew.J Kossack@ovp.eop.gov

Ronald L. Rivest

Room 32-G692, Stata Center, MIT, Cambridge MA 02139
Tel 617-253-5880, Email <rivest@mit.edu>
>>>http://people.csail. mit.edu/<<rivest<

Ronald L. Rivest

Room 32-G692, Stata Center, MIT, Cambridge MA 02139
Tel 617-253-5880, Email <rivest@mit.edu>
>>http://people.csail mit.edu/<rivest<

Ronald L. Rivest

Room 32-G692, Stata Center, MIT, Cambridge MA 02139
Tel 617-253-5880, Email <rivest@mit.edu>
>http://people.csail. mit.edu/rivest<




Message

From: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Sent: 9/2/2017 1:15:05 AM

To: Harri Hursti [scofield@nordicinnovationlabs.com]

CC: maggie@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Thanks, Harri. Sorry | missed you before you left for your trip, but | appreciate the response. We are grateful for your
willingness to participate on the 1

A call on Tuesday would be great. I’'m open at this point, so feel free to pick a time that works for you and I'll plan on
that. | don’t think it’ll take more than a few minutes.

Safe travels, and I'll look forward to speaking with you next week.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

cenr: I

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Friday, September 1, 2017 6:33 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>
Cc: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Andrew,

Unfortunately I already left for an overseas business trip on Thursday.

I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST - from
morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am available for
calls until 10 am EST.

Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Harri,

Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. 1
wanted to introduce myself and thank you for your willingness to participate in the September 12th meeting in
New Hampshire. [ understand you're just departing for some travel, but would you have any availability for a
quick phone call perhaps sometime today or over the next few days? My work cell is below. I should be free
this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I might be able to step out of a
meeting. Look forward to connecting soon.

Thanks again,



Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel. Office of the Vice President

ce!l: NN

Email: Andrew.J Kossack@ovp.eop.gov




Message

From: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Sent: 9/5/2017 12:41:50 PM

To: Harri Hursti [scofield@nordicinnovationlabs.com]

CC: maggie@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Hi Harri,

Just circling back to see if you'd be available for a call sometime today. I'm still fairly open, so just let me know what
works for you, or feel free to try me on my cell anytime.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

cell: NN

Email: Andrew.J.Kossack@ovp.eop.gov

From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 1, 2017 9:15 PM

To: 'Harri Hursti' <scofield@nordicinnovationlabs.com>
Cc: maggie@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Thanks, Harri. Sorry | missed you before you left for your trip, but | appreciate the response. We are grateful for your
willingness to participate on the i

A call on Tuesday would be great. I’'m open at this point, so feel free to pick a time that works for you and I'll plan on
that. | don’t think it’ll take more than a few minutes.

Safe travels, and I'll look forward to speaking with you next week.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

cel: I

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Friday, September 1, 2017 6:33 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>
Cc: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Andrew,



Unfortunately I already left for an overseas business trip on Thursday.

I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST - from
morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am available for
calls until 10 am EST.

Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Harri,

Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. 1
wanted to introduce myself and thank you for your willingness to participate in the September 12th meeting in
New Hampshire. [ understand you're just departing for some travel, but would you have any availability for a
quick phone call perhaps sometime today or over the next few days? My work cell is below. I should be free
this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I might be able to step out of a
meeting. Look forward to connecting soon.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell: I

Email: Andrew.J Kossack@ovp.eop.gov




Message

From: Louis Calderone [louis@nordicinnovationlabs.com]

Sent: 9/6/2017 6:16:06 PM

To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Subject: RE: Sept. 12th meeting

Andrew

Password: || N

Thank you

Louis Calderone
0212 849 8226
C

From: Kossack, Andrew J. EOP/OVP

Sent: Tuesday, September 5, 2017 4:17 PM
To: Harri Hursti; Louis Calderone

Cc: Margaret MacAlpine

Subject: RE: Sept. 12th meeting

Hi Louis,

Nice to meet you via email. Attached is a form for booking the travel service through the General Services
Administration. We'll just need to get this on file so we can enter Harri into the travel system. Once that's processed,
Harri or you can work directly with GSA's travel agent to book whatever travel he needs.

You can fill out this form and send it back to me, or fax it directly to the GSA using the fax number on the form. If you
email it back to me, you'll probably want to encrypt the PDF and send me a password separately, just to be safe.

If you have any questions, just let me know.

Thanks,
Andrew

Andrew J. Kossack

Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell:

Email: Andrew.J).Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Tuesday, September 5, 2017 3:39 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>; Louis Calderone
<Louis@nordicinnovationlabs.com>

Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: Re: Sept. 12th meeting

Andrew,
Louis,



Louis, Andrew Kossack is Executive Director of Presidential Advisory Commission on Election Integrity. Would you
please take care of any paperwork needed for reimbursement of an upcoming event.

Sco

On Tue, Sep 5, 2017 at 3:56 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Perfect. Talk to you then. Thanks so much.

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Tuesday, September 5, 2017 8:51 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: RE: Sept. 12th meeting

Andrew,

I'will call you today around noon your time.

Sco

On Sep 5, 2017 15:41, "Kossack, Andrew J. EOP/OVP" <Andrew.J Kossack@ovp.eop.gov> wrote:

Hi Harri,



Just circling back to see if you'd be available for a call sometime today. I'm still fairly open, so just let me know what
works for you, or feel free to try me on my cell anytime.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 1, 2017 9:15 PM

To: '"Harri Hursti' <scofield@nordicinnovationlabs.com>
Cc: maggie@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Thanks, Harri. Sorry | missed you before you left for your trip, but | appreciate the response. We are grateful for
your willingness to participate on the i

A call on Tuesday would be great. I'm open at this point, so feel free to pick a time that works for you and I'll plan on
that. | don’t think it’ll take more than a few minutes.

Safe travels, and I'll look forward to speaking with you next week.

Thanks again,

Andrew

Andrew J. Kossack



Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Friday, September 1, 2017 6:33 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Cc: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Andrew,

Unfortunately I already left for an overseas business trip on Thursday.

I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST -
from morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am
available for calls until 10 am EST.

Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:
Harri,

Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. 1
wanted to introduce myself and thank you for your willingness to participate in the September 12th
meeting in New Hampshire. [ understand you're just departing for some travel, but would you have any
availability for a quick phone call perhaps sometime today or over the next few days? My work cell is
below. I should be free this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I
might be able to step out of a meeting. Look forward to connecting soon.

Thanks again,
Andrew



Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J . Kossack@ovp.eop.gov

This email has been checked for viruses by Avast

antivirus software.

>SWWW.avast.com<




Message

From: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Sent: 9/8/2017 12:45:05 PM

To: Margaret MacAlpine [maggie@nordicinnovationlabs.com]

CC: Harri Hursti [scofield@nordicinnovationlabs.com]

Subject: RE: Sept. 12th meeting

Thank you! If we could get it within the next couple hours, that would be ideal just to ensure we’ll have time to post it.
Posting things to our webpage is, like everything else around here, quite a bureaucratic process!

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Margaret MacAlpine [mailto:maggie@nordicinnovationlabs.com]
Sent: Thursday, September 7, 2017 11:31 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>

Cc: Harri Hursti <scofield@ nordicinnovationlabs.com>

Subject: Re: Sept. 12th meeting

Hello Andrew,

Just FYI, Harri will be sending along his presentation as soon as possible, most likely later tonight or early
tomorrow morning.

Best regards,

Margaret MacAlpine

On Wed, Sep 6, 2017 at 2:14 PM, Louis Calderone <louis@nordicinnovationlabs.com> wrote:

Andrew

Please find the EFT Enrollment Form for Harri Hursti. A separate email will follow with password
instructions.

Please contact me if you require any further information.

Regards



Louis Calderone
0O 212 849 8226

C I

From: Kossack, Andrew J. EOP/OVP
Sent: Tuesday, September 5, 2017 4:17 PM
To: Harri Hursti; Louis Calderone

Cc: Margaret MacAlpine

Subject: RE: Sept. 12th meeting

Hi Louis,

Nice to meet you via email. Attached is a form for booking the travel service through the General Services
Administration. We'll just need to get this on file so we can enter Harri into the travel system. Once that's
processed, Harri or you can work directly with GSA's travel agent to book whatever travel he needs.

You can fill out this form and send it back to me, or fax it directly to the GSA using the fax number on the
form. If you email it back to me, you'll probably want to encrypt the PDF and send me a password separately,
just to be safe.

If you have any questions, just let me know.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

ceil: I



Email: Andrew.J Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Tuesday, September 5, 2017 3:39 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>; Louis Calderone
<Louis@nordicinnovationlabs.com>

Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: Re: Sept. 12th meeting

Andrew,

Louis,

Louis, Andrew Kossack is Executive Director of Presidential Advisory Commission on Election Integrity.
Would you please take care of any paperwork needed for reimbursement of an upcoming event.

Sco

On Tue, Sep 5, 2017 at 3:56 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Perfect. Talk to you then. Thanks so much.

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Email: Andrew.).Kossack@ovp.eop.gov




From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Tuesday, September 5, 2017 8:51 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>
Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: RE: Sept. 12th meeting

Andrew,

I'will call you today around noon your time.

Sco

On Sep 5, 2017 15:41, "Kossack, Andrew J. EOP/OVP" <Andrew.J Kossack@ovp.eop.gov> wrote:

Hi Harri,

Just circling back to see if you’d be available for a call sometime today. I'm still fairly open, so just let me
know what works for you, or feel free to try me on my cell anytime.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

celt: I

Email: Andrew.).Kossack@ovp.eop.gov




From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 1, 2017 9:15 PM

To: 'Harri Hursti' <scofield@nordicinnovationlabs.com>
Cc: maggie(@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Thanks, Harri. Sorry I missed you before you left for your trip, but I appreciate the response. We are
ry ¥y 4
grateful for your willingness to participate on the 127,

A call on Tuesday would be great. I’'m open at this point, so feel free to pick a time that works for you and
I'll plan on that. I don’t think it’ll take more than a few minutes.

Safe travels, and I’ll look forward to speaking with you next week.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Cell: I

Email: Andrew.).Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Friday, September 1, 2017 6:33 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>
Cec: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Andrew,

Unfortunately I already left for an overseas business trip on Thursday.



I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST -
from morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am
available for calls until 10 am EST.

Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>
wrote:

Harri,

Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. 1
wanted to introduce myself and thank you for your willingness to participate in the September 12th
meeting in New Hampshire. [ understand you're just departing for some travel, but would you have any
availability for a quick phone call perhaps sometime today or over the next few days? My work cell is
below. I should be free this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I
might be able to step out of a meeting. Look forward to connecting soon.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell: IR

Email: Andrew.J Kossack@ovp.eop.gov

This email has been checked for viruses by Avast

antivirus software.

>Www.avast.com<




Margaret E. MacAlpine

Founding Partner
Nordic Innovation Labs

>www.nordicinnovationlabs.com<




Message

From: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Sent: 9/8/2017 3:36:34 PM

To: Margaret MacAlpine [maggie@nordicinnovationlabs.com]

CC: Harri Hursti [scofield@nordicinnovationlabs.com]

Subject: RE: Sept. 12th meeting

Thanks, Margaret! We will get this posted.
Looking forward to meeting you both on Tuesday.

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

cell: I

Email: Andrew.J.Kossack@ovp.eop.gov

From: Margaret MacAlpine [mailto:maggie@nordicinnovationlabs.com]
Sent: Friday, September 8, 2017 11:13 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>

Cc: Harri Hursti <scofield@ nordicinnovationlabs.com>

Subject: Re: Sept. 12th meeting

Hello Andrew,

I've attached Harri's presentation. Please let me know if there's anything further I can do to help in preparation.
Best regards,

Margaret MacAlpine

On Fri, Sep 8, 2017 at 8:45 AM, Kossack, Andrew J. EOP/OVP <Andrew.J. Kossack@ovp.eop.gov> wrote:

Thank you! If we could get it within the next couple hours, that would be ideal just to ensure we’ll have time to post it.
Posting things to our webpage is, like everything else around here, quite a bureaucratic process!

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov




From: Margaret MacAlpine [mailto:maggie@nordicinnovationlabs.com]
Sent: Thursday, September 7, 2017 11:31 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>

Cc: Harri Hursti <scofield@nordicinnovationlabs.com>

Subject: Re: Sept. 12th meeting

Hello Andrew,

Just FYI, Harri will be sending along his presentation as soon as possible, most likely later tonight or early
tomorrow morning.

Best regards,

Margaret MacAlpine

On Wed, Sep 6, 2017 at 2:14 PM, Louis Calderone <louis@nordicinnovationlabs.com> wrote:

Andrew

Please find the EFT Enrollment Form for Harri Hursti. A separate email will follow with password
instructions.

Please contact me if you require any further information.

Regards

Louis Calderone
0O 212 849 8226

I



From: Kossack, Andrew J. EOP/OVP
Sent: Tuesday, September 5, 2017 4:17 PM
To: Harri Hursti; Louis Calderone

Cc: Margaret MacAlpine

Subject: RE: Sept. 12th meeting

Hi Louis,

Nice to meet you via email. Attached is a form for booking the travel service through the General Services
Administration. We'll just need to get this on file so we can enter Harri into the travel system. Once that's
processed, Harri or you can work directly with GSA's travel agent to book whatever travel he needs.

You can fill out this form and send it back to me, or fax it directly to the GSA using the fax number on the
form. If you email it back to me, you'll probably want to encrypt the PDF and send me a password separately,
just to be safe.

If you have any questions, just let me know.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

el N

Email: Andrew.J Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Tuesday, September 5, 2017 3:39 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>; Louis Calderone
<Louis@nordicinnovationlabs.com>




Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>
Subject: Re: Sept. 12th meeting

Andrew,

Louis,

Louis, Andrew Kossack is Executive Director of Presidential Advisory Commission on Election Integrity.
Would you please take care of any paperwork needed for reimbursement of an upcoming event.

Sco

On Tue, Sep 5, 2017 at 3:56 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Perfect. Talk to you then. Thanks so much.

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Tuesday, September 5, 2017 8:51 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>
Cec: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: RE: Sept. 12th meeting



Andrew,

I'will call you today around noon your time.

Sco

On Sep 5, 2017 15:41, "Kossack, Andrew J. EOP/OVP" <Andrew.J Kossack@ovp.eop.gov> wrote:

Hi Harri,

Just circling back to see if you’d be available for a call sometime today. I'm still fairly open, so just let me
know what works for you, or feel free to try me on my cell anytime.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 1, 2017 9:15 PM

To: 'Harri Hursti' <scofield@nordicinnovationlabs.com>
Cc: maggie(@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting




Thanks, Harri. Sorry I missed you before you left for your trip, but I appreciate the response. We are
ry y Y s
grateful for your willingness to participate on the 127,

A call on Tuesday would be great. I’'m open at this point, so feel free to pick a time that works for you and
I'll plan on that. I don’t think it’ll take more than a few minutes.

Safe travels, and I’ll look forward to speaking with you next week.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Friday, September 1, 2017 6:33 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>
Cc: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Andrew,

Unfortunately I already left for an overseas business trip on Thursday.

I will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST -
from morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am
available for calls until 10 am EST.



Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>
wrote:

Harri,

Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. 1
wanted to introduce myself and thank you for your willingness to participate in the September 12th
meeting in New Hampshire. [ understand you're just departing for some travel, but would you have any
availability for a quick phone call perhaps sometime today or over the next few days? My work cell is
below. I should be free this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I
might be able to step out of a meeting. Look forward to connecting soon.

Thanks again,
Andrew

Andrew J. Kossack

Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell:

Email: Andrew.J . Kossack@ovp.eop.gov
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Message

From: Harri Hursti [scofield@nordicinnovationlabs.com]

Sent: 9/5/2017 7:38:55 PM

To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]; Louis Calderone [Louis@nordicinnovationlabs.com]
CC: Margaret MacAlpine [maggie@nordicinnovationlabs.com]

Subject: Re: Sept. 12th meeting

Andrew,

Louis,

Louis, Andrew Kossack is Executive Director of Presidential Advisory Commission on Election Integrity. Would you please
take care of any paperwork needed for reimbursement of an upcoming event.

Sco

On Tue, Sep 5, 2017 at 3:56 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Perfect. Talk to you then. Thanks so much.

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

cer| N

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Tuesday, September 5, 2017 8:51 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: RE: Sept. 12th meeting

Andrew,

I'will call you today around noon your time.



Sco

On Sep 5, 2017 15:41, "Kossack, Andrew J. EOP/OVP" <Andrew.J Kossack@ovp.eop.gov> wrote:

Hi Harri,

Just circling back to see if you'd be available for a call sometime today. I'm still fairly open, so just let me know what
works for you, or feel free to try me on my cell anytime.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 1, 2017 9:15 PM

To: 'Harri Hursti' <scofield@nordicinnovationlabs.com>
Cc: maggie@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Thanks, Harri. Sorry | missed you before you left for your trip, but | appreciate the response. We are grateful for your
willingness to participate on the 12",

A call on Tuesday would be great. I'm open at this point, so feel free to pick a time that works for you and I'll plan on
that. | don’t think it’ll take more than a few minutes.



Safe travels, and I'll look forward to speaking with you next week.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Friday, September 1, 2017 6:33 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>
Cc: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Andrew,

Unfortunately I already left for an overseas business trip on Thursday.

I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST -
from morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am available
for calls until 10 am EST.

Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Harri,



Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. I
wanted to introduce myself and thank you for your willingness to participate in the September 12th meeting in
New Hampshire. [ understand you're just departing for some travel, but would you have any availability for a
quick phone call perhaps sometime today or over the next few days? My work cell is below. I should be free
this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I might be able to step out of a
meeting. Look forward to connecting soon.

Thanks again,
Andrew

Andrew J. Kossack

Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell:

Email: Andrew.J . Kossack(@ovp.eop.gov




Message

From: Harri Hursti [scofield@nordicinnovationlabs.com]

Sent: 9/6/2017 7:06:41 AM

To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
CC: Margaret MacAlpine [maggie@nordicinnovationlabs.com]
Subject: Re: Sept. 12th meeting

Andrew,

What is the exact name and description of our panel?

Sco

On Tue, Sep 5, 2017 at 3:56 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Perfect. Talk to you then. Thanks so much.

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Tuesday, September 5, 2017 8:51 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.J).Kossack@ovp.eop.gov>
Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: RE: Sept. 12th meeting

Andrew,

I'will call you today around noon your time.



Sco

On Sep 5, 2017 15:41, "Kossack, Andrew J. EOP/OVP" <Andrew.J Kossack@ovp.eop.gov> wrote:

Hi Harri,

Just circling back to see if you'd be available for a call sometime today. I'm still fairly open, so just let me know what
works for you, or feel free to try me on my cell anytime.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 1, 2017 9:15 PM

To: 'Harri Hursti' <scofield@nordicinnovationlabs.com>
Cc: maggie@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Thanks, Harri. Sorry | missed you before you left for your trip, but | appreciate the response. We are grateful for your
willingness to participate on the 128

A call on Tuesday would be great. I'm open at this point, so feel free to pick a time that works for you and I'll plan on
that. | don’t think it’ll take more than a few minutes.

Safe travels, and I'll look forward to speaking with you next week.



Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

ce!:

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Friday, September 1, 2017 6:33 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Cc: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Andrew,

Unfortunately I already left for an overseas business trip on Thursday.

I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST -
from morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am available
for calls until 10 am EST.

Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Harri,

Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. 1
wanted to introduce myself and thank you for your willingness to participate in the September 12th meeting in



New Hampshire. [ understand you're just departing for some travel, but would you have any availability for a
quick phone call perhaps sometime today or over the next few days? My work cell is below. I should be free

this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I might be able to step out of a

meeting. Look forward to connecting soon.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

ce!l

Email: Andrew.J Kossack@ovp.eop.gov




Message

From: Margaret MacAlpine [maggie@nordicinnovationlabs.com]
Sent: 9/8/2017 3:31:15 AM

To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
CC: Harri Hursti [scofield@nordicinnovationlabs.com]

Subject: Re: Sept. 12th meeting

Hello Andrew,

Just FYI, Harri will be sending along his presentation as soon as possible, most likely later tonight or early
tomorrow morning.

Best regards,

Margaret MacAlpine

On Wed, Sep 6, 2017 at 2:14 PM, Louis Calderone <louis@nordicinnovationlabs.com> wrote:

Andrew

Please find the EFT Enrollment Form for Harri Hursti. A separate email will follow with password
instructions.

Please contact me if you require any further information.

Regards

Louis Calderone
0O 212 849 8226

¢ I

From: Kossack, Andrew J. EOP/OVP
Sent: Tuesday, September 5, 2017 4:17 PM
To: Harri Hursti; Louis Calderone

Cc: Margaret MacAlpine

Subject: RE: Sept. 12th meeting



Hi Louis,

Nice to meet you via email. Attached is a form for booking the travel service through the General Services
Administration. We'll just need to get this on file so we can enter Harri into the travel system. Once that's
processed, Harri or you can work directly with GSA's travel agent to book whatever travel he needs.

You can fill out this form and send it back to me, or fax it directly to the GSA using the fax number on the
form. If you email it back to me, you'll probably want to encrypt the PDF and send me a password separately,
just to be safe.

If you have any questions, just let me know.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Email: Andrew.J Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Tuesday, September 5, 2017 3:39 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>; Louis Calderone
<Louis@nordicinnovationlabs.com>

Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: Re: Sept. 12th meeting

Andrew,

Louis,



Louis, Andrew Kossack is Executive Director of Presidential Advisory Commission on Election Integrity.
Would you please take care of any paperwork needed for reimbursement of an upcoming event.

Sco

On Tue, Sep 5, 2017 at 3:56 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Perfect. Talk to you then. Thanks so much.

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Email: Andrew.).Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Tuesday, September 5, 2017 8:51 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>
Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: RE: Sept. 12th meeting

Andrew,

I'will call you today around noon your time.



Sco

On Sep 5, 2017 15:41, "Kossack, Andrew J. EOP/OVP" <Andrew.J Kossack@ovp.eop.gov> wrote:

Hi Harri,

Just circling back to see if you’d be available for a call sometime today. I'm still fairly open, so just let me
know what works for you, or feel free to try me on my cell anytime.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 1, 2017 9:15 PM

To: 'Harri Hursti' <scofield@nordicinnovationlabs.com>
Cc: maggie(@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Thanks, Harri. Sorry I missed you before you left for your trip, but I appreciate the response. We are
grateful for your willingness to participate on the io®

A call on Tuesday would be great. I'm open at this point, so feel free to pick a time that works for you and
I'll plan on that. I don’t think it’ll take more than a few minutes.

Safe travels, and I’ll look forward to speaking with you next week.



Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Friday, September 1, 2017 6:33 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>
Cec: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Andrew,

Unfortunately I already left for an overseas business trip on Thursday.

I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST -
from morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am
available for calls until 10 am EST.

Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Harri,

Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. I



wanted to introduce myself and thank you for your willingness to participate in the September 12th
meeting in New Hampshire. [ understand you're just departing for some travel, but would you have any
availability for a quick phone call perhaps sometime today or over the next few days? My work cell is
below. I should be free this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I
might be able to step out of a meeting. Look forward to connecting soon.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

co.
Email: Andrew.J. Kossack@ovp.eop.gov

This email has been checked for viruses by Avast
antivirus software.
>www.avast.com<

Margaret E. MacAlpine
Founding Partner
Nordic Innovation Labs

¢ I

>www.nordicinnovationlabs.com<




Message

From: Margaret MacAlpine [maggie@nordicinnovationlabs.com]
Sent: 9/8/2017 3:12:52 PM

To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
CC: Harri Hursti [scofield@nordicinnovationlabs.com]

Subject: Re: Sept. 12th meeting

Attachments: WHP.ppt

Hello Andrew,

I've attached Harri's presentation. Please let me know if there's anything further I can do to help in preparation.
Best regards,

Margaret MacAlpine

On Fri, Sep 8, 2017 at 8:45 AM, Kossack, Andrew J. EOP/OVP <Andrew.J. Kossack@ovp.eop.gov> wrote:

Thank you! If we could get it within the next couple hours, that would be ideal just to ensure we’ll have time to post it.
Posting things to our webpage is, like everything else around here, quite a bureaucratic process!

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Margaret MacAlpine [mailto:maggie@nordicinnovationlabs.com]
Sent: Thursday, September 7, 2017 11:31 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>

Cc: Harri Hursti <scofield@nordicinnovationlabs.com>

Subject: Re: Sept. 12th meeting

Hello Andrew,

Just FYI, Harri will be sending along his presentation as soon as possible, most likely later tonight or early
tomorrow morning.



Best regards,

Margaret MacAlpine

On Wed, Sep 6, 2017 at 2:14 PM, Louis Calderone <louis@nordicinnovationlabs.com> wrote:

Andrew

Please find the EFT Enrollment Form for Harri Hursti. A separate email will follow with password
instructions.

Please contact me if you require any further information.

Regards

Louis Calderone
0O 212 849 8226

¢ I

From: Kossack, Andrew J. EOP/OVP
Sent: Tuesday, September 5, 2017 4:17 PM
To: Harri Hursti; Louis Calderone

Cc: Margaret MacAlpine

Subject: RE: Sept. 12th meeting

Hi Louis,



Nice to meet you via email. Attached is a form for booking the travel service through the General Services
Administration. We'll just need to get this on file so we can enter Harri into the travel system. Once that's
processed, Harri or you can work directly with GSA's travel agent to book whatever travel he needs.

You can fill out this form and send it back to me, or fax it directly to the GSA using the fax number on the
form. If you email it back to me, you'll probably want to encrypt the PDF and send me a password separately,
just to be safe.

If you have any questions, just let me know.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Email: Andrew.J Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Tuesday, September 5, 2017 3:39 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>; Louis Calderone
<Louis@nordicinnovationlabs.com>

Cc: Margaret MacAlpine <maggie(@nordicinnovationlabs.com>

Subject: Re: Sept. 12th meeting

Andrew,

Louis,

Louis, Andrew Kossack is Executive Director of Presidential Advisory Commission on Election Integrity.
Would you please take care of any paperwork needed for reimbursement of an upcoming event.



Sco

On Tue, Sep 5, 2017 at 3:56 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Perfect. Talk to you then. Thanks so much.

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

cel

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Tuesday, September 5, 2017 8:51 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>
Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: RE: Sept. 12th meeting

Andrew,

I'will call you today around noon your time.

Sco



On Sep 5, 2017 15:41, "Kossack, Andrew J. EOP/OVP" <Andrew.J Kossack@ovp.eop.gov> wrote:

Hi Harri,

Just circling back to see if you’d be available for a call sometime today. I'm still fairly open, so just let me
know what works for you, or feel free to try me on my cell anytime.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

cen:

Email: Andrew.J.Kossack@ovp.eop.gov

From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 1, 2017 9:15 PM

To: 'Harri Hursti' <scofield@nordicinnovationlabs.com>
Cc: maggie(@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Thanks, Harri. Sorry I missed you before you left for your trip, but I appreciate the response. We are
ry ¥ b
grateful for your willingness to participate on the 127,

A call on Tuesday would be great. I’'m open at this point, so feel free to pick a time that works for you and
I'll plan on that. I don’t think it’ll take more than a few minutes.

Safe travels, and I’ll look forward to speaking with you next week.

Thanks again,
Andrew



Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Friday, September 1, 2017 6:33 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>
Cec: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Andrew,

Unfortunately I already left for an overseas business trip on Thursday.

I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST -
from morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am
available for calls until 10 am EST.

Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>
wrote:

Harri,

Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. 1
wanted to introduce myself and thank you for your willingness to participate in the September 12th
meeting in New Hampshire. [ understand you're just departing for some travel, but would you have any
availability for a quick phone call perhaps sometime today or over the next few days? My work cell is



below. I should be free this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I
might be able to step out of a meeting. Look forward to connecting soon.

Thanks again,
Andrew

Andrew J. Kossack

Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell:

Email: Andrew.J Kossack@ovp.eop.gov
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[NL] nordic

Is our threat model up to date?

... actually it's the wrong threat model

+ People outside of the cyber realm have traditionally considered
the threat to be a dishonest candidate cheating to win
» Nation-state attacker motivations are harder to predict than that
» |If the motivation is just to cause distrust and chaos, it opens new attack vectors

Thinking that hackers cannot do wholesale attacks without the Internet is wrong
» There are many ways to aitack the system on a wholesale basis
from the Internet without real-time Internet connectivity
# 5 Even computer viruses infecting consumer computers outdate
availability of Internet to the consumers

&

+ The tools are cheap and available to all

© 2016 Nordic Innovation Labs. All Rights Reserver. November 22,2016




[NL] nordic

Some attack surfaces

... and sample tools

-+ USB
» Central tabulator computers, voting machines and epolibooks all have these
» Also many voting vendors rely on USB devices in their designs
- WIFi
> Attacker may be able to leverage personal devices present in sensitive locations
as the point {o leverage access
- Barcodes
» Barcodes are used in ballots, and epolibooks can read driving licenses etc

© 2016 Nordic Innovation Labs. All Rights Reserver. November 22,2016




USB is everywhere
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[NL] nordic

USB is everywhere

... and sometimes hiding in a plain sight

. USBiis basically integrated into every device you use
> Computers
> USB memory sticks
> Printers
> (Video)cameras
» Mobile phones

»In voting technology they're used to :

¥, Store encryption keys
» Transfer election results from the central tabulator to the reporting system
> Read and program election information cartridges etc

© 2016 Nordic Innovation Labs. All Rights Reserver.
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[NL] nordic

USB is everywhere

... and it is never ‘just a cable or disk’

. USB device are always conirolled by a miniature computer
> A USB memory stick is an active computer, which responds to the computer’s requests to read / write data
» Even your USB charger is an ‘intelligent’ device which talks with the device to be charged
» If the programming of the USB device cannot be trusted, nothing the device communicates can be trusted
> ... but about half of the devices are reprogrammable
> ... and the computers like to trust them
» ... and the standard has serious flaws, the issues are not bugs
> ... and the devices are unidentifiable from each other
» the serial number is optional and usually non-existent on many of the devices

November 22,2016
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USB is everywhere

... and it can bring many things to the table

. USB device can be from many classes
» Storage
> Printer
» Display
> Camera
> Keyboard
> Mouse

> Network adaptor (wireless, Ethernet, Bluetooth, whatever)

» TV/Radio

> Efcetcetc

© 2016 Nordic Innovation Labs. All Rights Reserver. November 22,2016




[NL] nordic

USB is everywhere

... and it is flexible

. It can have many identities and described functionalities

> [ am your Disk and Keyboard with Mouse
- It can change its mind any time

> USB device can register and de-register itself and the services it provides

» Become a keyboard only 12 hours after been plugged in, and only for 20 seconds

- USB can register to be a display

» ... and ask to be a mirror display of the primary screen

> Now it can see everything you see, and either use it for autonomous attacks or send it o the Master
# 5 ... and it has enough horsepower to OCR the content for attack directing

November 22,2016
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USB is everywhere

... and it can easily take the control to seriously undermine network security

- As a programmable device, USB device is intelligent
» malicious features only after trigger activity observed
- USB device can announce itself to be a network device
> Windows will prefer wireline network connection over wireless
> ... and then some good old Ethernet spoofing and other fun stuff
- Scenario : USB device spoofs Ethernet adapter
» USB device replies to DHCP query with DNS evil server on the Internet, but without default gateway
» Internet traffic is still routed through the normal WiFi connection
» DNS queries are sent to the evil server, enabling a redirection attack
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[NL] nordic

USB is everywhere

... and it can easily take the control to seriously undermine network security

- As a programmable device, a USB device is intelligent
» malicious features only after trigger activity observed
- USB device can present itself tas a network device
> Windows will prefer wireline network connection over wireless
> ... and then some good old Ethernet spoofing and other fun stuff
- Scenario : USB device spoofs Ethernet adapter
» USB device replies to DHCP query with DNS evil server on the Internet, but without the default gateway
» Internet traffic is still routed through the normal WiFi connection
» DNS queries are sent to the evil server, enabling a redirection attack
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About barcodes

... can barcodes assist in a jailbreak?
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About barcodes

.. What is a barcode?

. Abarcode is an optical machine-readable representation of data relating to the object to which it is attached;
.+ Originally barcodes (1D) systematically represented data by varying the widths and spacings of parallel
» Common misconseption : 1D barcodes are safe and limited compared to 2D barcodes

- RTRAMILE

© 2016 Nordic Innovation Labs. All Rights Reserver.
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About barcodes

.. What is a barcode?

. Abarcode is an optical machine-readable representation of data relating to the object to which it is attached;
.« Originally barcodes(1D) systematically represented data by varying the widths and spacings of paraliel
- Many barcode scanners are keyboard emulation device
. Some barcode protocols, like Code 128, supports ASCII control characters
> Almost every barcode scanner supports Code 128 by default
- Almost every barcode scanner has its own additional keyboard emulation features
» Common Hotkeys registered by many programs, like: CTRL+O, CTRL+P can be sent directly
- ADF (Advanced Data Formatting) makes it possible to also send GUI+ keys and for example “right shift”

+ Very often reading a barcode is the equivalent of letting something unknown be typed with the keyboard!

November 22,2016
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Crash into the WiFi world

w i evryuner g@f\ > w(,%

> WIiFi is extremely convenient
» One can set their devices to automatically pair with
the office network and other networks frequently visited
» The devices automatically connect into paired networks

» WiFi is an aftack surface almost always
» [f the target system does not have WiFi, the people
around the system do have wireless devices which
may be useful for the attacker to gain intelligence

and/or a beachhead to carry out an attack 6 C&&ﬁ{{:{s
automodti mi’z\j
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Crash into the WiFi world

WiFi management is not secure

> Management frames :
> Define network SSID, crypto (beacons)
» Control client access (probe request, response)
» Not authenticated
» Not encrypted
> New standards seek to address this in the future

November 22,2016
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Crash into the WiFi world

How does it connect?

» Finding a WiFi network is really easy
» Networks are really noisy (radios are noisy by design)

» Access point beacon talks all the time, up to 10x a second

> Even 'hidden' networks make noise when someone talks to it
» No way to really hide

November 22,2016
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Crash into the WiFi world

How does it connect?

» Clients constantly look for networks to join
» And often tell us every network they'd like to see (every network they are paired with)
» Just as easy fo find as networks
> ... and they get very noisy when they cannot find a network to join
» Also they are very trusting, way too trusting
» If network answers 'l am foo', it must be foo. Right?
» So if an attacker has a stronger radio than your real Access Point
» You may not be talking to who you think you're talking to
» EVilAP also called as Evil Twin or Bad Karma
> Answer ALL probe requests as the ultimate Yes Man
> Are you “Free Public Wifi"? Sure am.
» Are you “My Secure Corporate Network™? Yup!

November 22,2016
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Crash into WiFi world

Disruption can a step on the way

> If one first sets up EvilAP
» ... and then spoofs real AP asking clients to disconnect
> ... and then the clients automatically reconnect

Wek;g&mr

Wietn

W
R

Agtacker
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Thank you!

joriLabs. All Rights Reserver.
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Message

From: Harri Hursti [scofield@nordicinnovationlabs.com]

Sent: 9/5/2017 12:51:02 PM

To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
CC: Margaret MacAlpine [maggie@nordicinnovationlabs.com]
Subject: RE: Sept. 12th meeting

Andrew,

I'will call you today around noon your time.
Sco

On Sep 5, 2017 15:41, "Kossack, Andrew J. EOP/OVP" <Andrew.J Kossack@ovp.eop.gov> wrote:

Hi Harri,

Just circling back to see if you'd be available for a call sometime today. I'm still fairly open, so just let me know what
works for you, or feel free to try me on my cell anytime.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 1, 2017 9:15 PM

To: '"Harri Hursti' <scofield@nordicinnovationlabs.com>
Cc: maggie@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Thanks, Harri. Sorry | missed you before you left for your trip, but | appreciate the response. We are grateful for your
willingness to participate on the T



A call on Tuesday would be great. I'm open at this point, so feel free to pick a time that works for you and I'll plan on
that. | don’t think it’ll take more than a few minutes.

Safe travels, and I'll look forward to speaking with you next week.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Friday, September 1, 2017 6:33 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J).Kossack@ovp.eop.gov>
Cc: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Andrew,

Unfortunately I already left for an overseas business trip on Thursday.

I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST - from
morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am available for
calls until 10 am EST.

Sco



On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Harri,

Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. 1
wanted to introduce myself and thank you for your willingness to participate in the September 12th meeting in
New Hampshire. [ understand you're just departing for some travel, but would you have any availability for a
quick phone call perhaps sometime today or over the next few days? My work cell is below. I should be free
this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I might be able to step out of a
meeting. Look forward to connecting soon.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J. Kossack@ovp.eop.gov




Message

From: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Sent: 9/5/2017 12:56:08 PM

To: Harri Hursti [scofield@nordicinnovationlabs.com]

CC: Margaret MacAlpine [maggie@nordicinnovationlabs.com]
Subject: RE: Sept. 12th meeting

Perfect. Talk to you then. Thanks so much.

Andrew J. Kossack

Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell:

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Tuesday, September 5, 2017 8:51 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>
Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>
Subject: RE: Sept. 12th meeting

Andrew,
I'will call you today around noon your time.
Sco

On Sep 5, 2017 15:41, "Kossack, Andrew J. EOP/OVP" <Andrew.J Kossack@ovp.eop.gov> wrote:

Hi Harri,

Just circling back to see if you'd be available for a call sometime today. I'm still fairly open, so just let me know what
works for you, or feel free to try me on my cell anytime.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President



Email: Andrew.J.Kossack@ovp.eop.gov

From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 1, 2017 9:15 PM

To: 'Harri Hursti' <scofield@nordicinnovationlabs.com>
Cc: maggie@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Thanks, Harri. Sorry | missed you before you left for your trip, but | appreciate the response. We are grateful for your
willingness to participate on the 2™,

A call on Tuesday would be great. I'm open at this point, so feel free to pick a time that works for you and I'll plan on
that. | don’t think it’ll take more than a few minutes.

Safe travels, and I'll look forward to speaking with you next week.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Friday, September 1, 2017 6:33 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Cc: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Andrew,



Unfortunately I already left for an overseas business trip on Thursday.

I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST -
from morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am available
for calls until 10 am EST.

Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Harri,

Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. 1
wanted to introduce myself and thank you for your willingness to participate in the September 12th meeting in
New Hampshire. [ understand you're just departing for some travel, but would you have any availability for a
quick phone call perhaps sometime today or over the next few days? My work cell is below. I should be free
this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I might be able to step out of a
meeting. Look forward to connecting soon.

Thanks again,
Andrew

Andrew J. Kossack

Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell:

Email: Andrew.J Kossack@ovp.eop.gov




Message

From: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]

Sent: 9/5/2017 8:17:53 PM

To: Harri Hursti [scofield@nordicinnovationlabs.com]; Louis Calderone [Louis@nordicinnovationlabs.com]
CC: Margaret MacAlpine [maggie@nordicinnovationlabs.com]

Subject: RE: Sept. 12th meeting

Attachments: EFT_Enrollment_Form.pdf

Hi Louis,

Nice to meet you via email. Attached is a form for booking the travel service through the General Services
Administration. We'll just need to get this on file so we can enter Harri into the travel system. Once that's processed,
Harri or you can work directly with GSA's travel agent to book whatever travel he needs.

You can fill out this form and send it back to me, or fax it directly to the GSA using the fax number on the form. If you
email it back to me, you'll probably want to encrypt the PDF and send me a password separately, just to be safe.

If you have any questions, just let me know.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

cer:

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]

Sent: Tuesday, September 5, 2017 3:39 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>; Louis Calderone
<Louis@nordicinnovationlabs.com>

Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: Re: Sept. 12th meeting

Andrew,
Louis,

Louis, Andrew Kossack is Executive Director of Presidential Advisory Commission on Election Integrity. Would you
please take care of any paperwork needed for reimbursement of an upcoming event.
Sco

On Tue, Sep 5, 2017 at 3:56 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Perfect. Talk to you then. Thanks so much.

Andrew J. Kossack



Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Tuesday, September 5, 2017 8:51 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>
Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: RE: Sept. 12th meeting

Andrew,

I'will call you today around noon your time.

Sco

On Sep 5, 2017 15:41, "Kossack, Andrew J. EOP/OVP" <Andrew.J Kossack@ovp.eop.gov> wrote:

Hi Harri,

Just circling back to see if you'd be available for a call sometime today. I'm still fairly open, so just let me know what
works for you, or feel free to try me on my cell anytime.

Thanks,
Andrew

Andrew J. Kossack



Executive Director, Presidential Advisory Commission on Election Integrity

Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 1, 2017 9:15 PM

To: 'Harri Hursti' <scofield@nordicinnovationlabs.com>
Cc: maggie@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Thanks, Harri. Sorry | missed you before you left for your trip, but | appreciate the response. We are grateful for your
willingness to participate on the 2%

A call on Tuesday would be great. I'm open at this point, so feel free to pick a time that works for you and I'll plan on
that. | don’t think it’ll take more than a few minutes.

Safe travels, and I'll look forward to speaking with you next week.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

cei [

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Friday, September 1, 2017 6:33 PM
To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>




Cc: maggie@nordicinnovationlabs.com
Subject: Re: Sept. 12th meeting

Andrew,

Unfortunately I already left for an overseas business trip on Thursday.

I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST -
from morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am available
for calls until 10 am EST.

Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Harri,
Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. 1
wanted to introduce myself and thank you for your willingness to participate in the September 12th meeting
in New Hampshire. I understand you're just departing for some travel, but would you have any availability
for a quick phone call perhaps sometime today or over the next few days? My work cell is below. I should be
free this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I might be able to step out
of a meeting. Look forward to connecting soon.

Thanks again,
Andrew

Andrew J. Kossack

Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell:

Email: Andrew.J Kossack@ovp.eop.gov




ELECTRONIC FUNDS TRANSFER (EFT) ENROLLMENT FORM

Use this form to enroll in Direct Deposit of your federal payment from the General Services Administration

Privacy Act Statement Collection of this information is authorized by 31 U.S.C. 3332(g), 3325(d) and 7701(c). The information will be
used by the Government to make payments by EFT to a vendor. This information may also be used for income reporting and for
collecting and reporting on any delinquent amounts arising out of a vendor's relationship with the Government. Disclosure of the
information by the vendor is mandatory. Failure to provide the requested information may result in the delay or withholding of

payment to the vendor.

Last Name

First Name

M.1.

Social Security Number (SSN)

Home Address

City

State ZIP

Financial Institution Name

Financial Institution Routing Transit Number (RTN) 9 digits

Depositor Account Number Account Type
[] Checking [ ] Savings
Payee Email Work Phone

Return to Heartland Finance Center, Financial Operations and Disbursement Division

Fax to: 816-823-5415

Finance Helpdesk Phone Number 816-926-7287 or 1-800-676-3690, option 3




Message

From: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
Sent: 9/6/2017 12:15:02 PM

To: Harri Hursti [scofield@nordicinnovationlabs.com]

CC: Margaret MacAlpine [maggie@nordicinnovationlabs.com]
Subject: RE: Sept. 12th meeting

Hi Harri,

The panel is titled, “Electronic Voting Systems and Election Integrity — A Primer.” | should be able to share a full agenda
sometime later today, but if you have any other questions in the meantime, just let me know.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

ce: | NN

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Wednesday, September 6, 2017 3:07 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.).Kossack@ovp.eop.gov>
Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>
Subject: Re: Sept. 12th meeting

Andrew,
What is the exact name and description of our panel?
Sco

On Tue, Sep 5, 2017 at 3:56 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Perfect. Talk to you then. Thanks so much.

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov




From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Tuesday, September 5, 2017 8:51 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: RE: Sept. 12th meeting

Andrew,

I'will call you today around noon your time.

Sco

On Sep 5, 2017 15:41, "Kossack, Andrew J. EOP/OVP" <Andrew.J Kossack@ovp.eop.gov> wrote:

Hi Harri,

Just circling back to see if you'd be available for a call sometime today. I'm still fairly open, so just let me know what
works for you, or feel free to try me on my cell anytime.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov




From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 1, 2017 9:15 PM

To: '"Harri Hursti' <scofield@nordicinnovationlabs.com>
Cc: maggie@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Thanks, Harri. Sorry | missed you before you left for your trip, but | appreciate the response. We are grateful for your
willingness to participate on the T,

A call on Tuesday would be great. I'm open at this point, so feel free to pick a time that works for you and I'll plan on
that. | don’t think it’ll take more than a few minutes.

Safe travels, and I'll look forward to speaking with you next week.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Friday, September 1, 2017 6:33 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Cc: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Andrew,

Unfortunately I already left for an overseas business trip on Thursday.



I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST -
from morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am available
for calls until 10 am EST.

Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Harri,
Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. I
wanted to introduce myself and thank you for your willingness to participate in the September 12th meeting
in New Hampshire. I understand you're just departing for some travel, but would you have any availability
for a quick phone call perhaps sometime today or over the next few days? My work cell is below. I should be
free this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I might be able to step out
of a meeting. Look forward to connecting soon.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell: I

Email: Andrew.J Kossack@ovp.eop.gov




Message

From: Harri Hursti [scofield@nordicinnovationlabs.com]

Sent: 9/6/2017 2:10:56 PM

To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
CC: Margaret MacAlpine [maggie@nordicinnovationlabs.com]
Subject: RE: Sept. 12th meeting

Andrew,

Thanks - just looking if it is possible to prepare few slides before your deadline to send those out.
Sco

On Sep 6, 2017 14:15, "Kossack, Andrew J. EOP/OVP" <Andrew.J Kossack@ovp.eop.gov> wrote:

Hi Harri,

The panel is titled, “Electronic Voting Systems and Election Integrity — A Primer.” | should be able to share a full agenda
sometime later today, but if you have any other questions in the meantime, just let me know.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

cel: I

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Wednesday, September 6, 2017 3:07 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.J).Kossack@ovp.eop.gov>
Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>
Subject: Re: Sept. 12th meeting

Andrew,



What is the exact name and description of our panel?

Sco

On Tue, Sep 5, 2017 at 3:56 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Perfect. Talk to you then. Thanks so much.

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

cei:

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Tuesday, September 5, 2017 8:51 AM

To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Cc: Margaret MacAlpine <maggie@nordicinnovationlabs.com>

Subject: RE: Sept. 12th meeting

Andrew,

I'will call you today around noon your time.

Sco



On Sep 5, 2017 15:41, "Kossack, Andrew J. EOP/OVP" <Andrew.J Kossack@ovp.eop.gov> wrote:

Hi Harri,

Just circling back to see if you'd be available for a call sometime today. I'm still fairly open, so just let me know what
works for you, or feel free to try me on my cell anytime.

Thanks,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Email: Andrew.J.Kossack@ovp.eop.gov

From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 1, 2017 9:15 PM

To: 'Harri Hursti' <scofield@nordicinnovationlabs.com>
Cc: maggie@nordicinnovationlabs.com

Subject: RE: Sept. 12th meeting

Thanks, Harri. Sorry | missed you before you left for your trip, but | appreciate the response. We are grateful for your
willingness to participate on the T2

A call on Tuesday would be great. I'm open at this point, so feel free to pick a time that works for you and I'll plan on
that. | don’t think it’ll take more than a few minutes.

Safe travels, and I'll look forward to speaking with you next week.



Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

ce!:

Email: Andrew.J.Kossack@ovp.eop.gov

From: Harri Hursti [mailto:scofield@nordicinnovationlabs.com]
Sent: Friday, September 1, 2017 6:33 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J.Kossack@ovp.eop.gov>
Cc: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Andrew,

Unfortunately I already left for an overseas business trip on Thursday.

I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST -
from morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am available
for calls until 10 am EST.

Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:

Harri

2

Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. 1
wanted to introduce myself and thank you for your willingness to participate in the September 12th meeting



in New Hampshire. I understand you're just departing for some travel, but would you have any availability
for a quick phone call perhaps sometime today or over the next few days? My work cell is below. I should be
free this afternoon after about 3:00 Eastern. If there's a better time for you earlier, I might be able to step out
of a meeting. Look forward to connecting soon.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Asso

mOfﬁce of the Vice President
Email: Andrew.J.Kossack@ovp.eop.gov

Cell:




Message

From: Harri Hursti [scofield@nordicinnovationlabs.com]

Sent: 9/1/2017 10:32:31 PM

To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]
CC: maggie@nordicinnovationlabs.com

Subject: Re: Sept. 12th meeting

Flag: Follow up

Andrew,

Unfortunately I already left for an overseas business trip on Thursday.

I'will be available for a call over weekend or on Monday / Tuesday. I am currently 7 hours ahead of EST - from
morning to 3 pm EST is suitable time for me any other day except Saturday. On Saturday I am available for
calls until 10 am EST.

Sco

On Fri, Sep 1, 2017 at 7:13 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:
Harri,

Greetings! I am the executive director for the Presidential Advisory Commission on Election Integrity. I wanted
to introduce myself and thank you for your willingness to participate in the September 12th meeting in New
Hampshire. I understand you're just departing for some travel, but would you have any availability for a quick
phone call perhaps sometime today or over the next few days? My work cell is below. I should be free this
afternoon after about 3:00 Eastern. If there's a better time for you earlier, I might be able to step out of a
meeting. Look forward to connecting soon.

Thanks again,
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell: I

Email: Andrew.J Kossack@ovp.eop.gov




Message

From:

on behalf of Ronald L. Rivest [rivest@mit.edu]

Sent: 9/13/2017 1:35:27 AM

To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]; Anthony Stevens [Anthony.Stevens@sos.nh.gov]
Subject: Re: Tomorrow's Meeting

Attachments: 2017-09-12-rivest-for-pacei-nh-mtg.pdf; 2017-09-12-rivest-for-pacei-nh-mtg.ppt

Hi Andrew (with cc to Anthony Stevens) --

Pleasure to meet you today! A very interesting meeting!
Thanks for your help in making it happen.

I'm writing to give you an updated copy of my slides, both in ppt and in

pdf format. The "slides" themselves are unchanged, aside from fixing a typo

(I had "John Sununu" where I should have had "Chris Sununu".) But in addition
to the slides, these now have the "notes" section included, from which I was
reading today as the slides were presented.

If you are posting the slides, feel free to post these instead of (or in addition to)
the slides you already posted. I'm not sure what your "records requirements"
say... You did get the slides themselves in advance, and these slides (aside from
the typo fix) are just the same, with an extension of the slides to include what I
actually said today. Feel free to use them (or post them), or not, as you see best...

Thanks again!

Cheers,
Ron

On Mon, Sep 11, 2017 at 8:25 PM, Ronald L. Rivest <rivest@mit.edu> wrote:
Hi Andrew --

Thanks!
Any further guidance on the time we will have available for our presentations?
I just timed mine, which came in at 17 minutes... ??

Cheers,
Ron

On Mon, Sep 11, 2017 at 7:40 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:
Dear Presenters,

Welcome to New Hampshire! Here are a few details for tomorrow's meeting.

Please try to arrive at St. Anselm's by 8:30 a.m. The address is 8 St. Anselm Drive, Manchester, NH 03102. The
Institute's auditorium is near the corner of St. Anselm Drive and Rockland Avenue.



Parking is limited, so please make every effort to use cabs, other public transportation, or carpool. I have
attached a parking pass for those who will be driving. If you do not have the ability to print this parking pass,
please call me or Ron Williams (Ron's cell isﬂ when you arrive and we can bring one out to you.

Again, for your reference, meeting materials are posted here: https://www.whitehouse.gov/presidential-
advisory-commission-election-integrity-resources.

If you have any questions or concerns, please call.

Thanks again!
Andrew

Andrew J. Kossack

Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell:

Email: Andrew.J Kossack@ovp.eop.gov

From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 8, 2017 2:22 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>
Subject: Meeting Materials for Sept. 12th

Thank you again for participating in the Presidential Advisory Commission on Election Integrity's meeting on
September 12th. We look forward to your presentation.

I've attached the meeting materials for next week's meeting for your review. Please let us know if there are any
issues with your materials, or if you have any additional materials you'd like to present to the Commission.
We're in the process of posting the attached materials now, and will need to post any additional materials before
close of business today.

If you have any questions, please let me know.

Again, thank you!

[el 617-253-5880. Email <rivest@mit.edu>
>http://people.csail mit.edu/<rivest




Ronald L. Rivest

Room 32-G692, Stata Center, MIT, Cambridge MA 02139
Tel 617-253-5880, Email <rivest@mit.edu>
>http://people.csail. mit.edu/rivest<
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I'd like to begin by thanking the committee co-chairs Mike Pence and Kris
Kobach, as well as NH SOS Bill Gardner, for inviting

me to testify today. My name is Ron Rivest. [ am an Institute Professor at MIT,
specializing in computer security, algorithms, cryptography, and election
integrity. [ have founded two companies in the security area.

I served on TGDC, advisory to the Election Assistance Commission, from 2004--
2009, and was chair of the subcommittee on security and transparency. Iam a
member of the CalTech/MIT Voting Technology Project, and on the Board of
Verified Voting.
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I've arranged my remarks on election integrity into five sections,

on goals, challenges, principles, myths, and tools, and a final section illustrating
a hypothetical post-election audit on the most recent race for Governor in the
state of NH.



Outline

4 Goals
4 Challenges

4 Principles

4 Myths

4 Tools

Example: hypothetical NH post-election audit

Let's start with four goals.



Improve Security.

At the highest level, we wish to improve security of our voting systems. Security
means, among other things, that every eligible voter is able to vote, is able to cast
a vote as intended, and that election outcomes are accurate. [take a "process
view" of voting: voting is not a "problem to be solved", but a "process to be
continually improved". The way that the FAA manages airline security is a
possible role model, since security against attack is a major concern in both
cases. But voting is different: unlike air flight, a major voting disaster might be
"silent": the wrong person might be elected and no one knows. One goal is thus
to ensure that there are no such "silent disasters".



Let us focus on getting outcomes that are correct. Suppose we had a magic
trained gorilla who, given a pile of ballots, would pick out one with the majority
winner. We'd be getting the right answer, but... would this continue to happen?
Computers are alot like this "magic gorilla"... Stalin said, "The people who cast
the votes decide nothing. The people who count the votes decide everything."
Do we have to trust a gorilla? Or a computer?



For democracy to work, election outcomes must not only be correct, but must
also be perceived to be correct. In particular, the loser and his/her supporters
have to be convinced that they "lost fair and square". A gorilla isn't very
convincing. Neither is a computer. Folks often trust that election outcomes are
correct because they trust election officials, their procedures, and the vendors of
voting computers. But such trust is hard to come by, and in any case is generic
rather than specific to a particular election outcome.



So, we refine this goal once again. The ideal would be to allow each particular
election outcome to be verified by anyone, including the losing candidates. Such
verification requires credible evidence. Thus, an election must produce not only
correct outcomes, but also convincing evidence that those outcomes are correct.
I'll say that again, since it is perhaps my most important point. An election must
produce not only correct outcomes, but also convincing evidence that those
outcomes are correct. One form of credible evidence is a carefully curated paper
trail consisting of voter-verified paper ballots.

~a
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Let's look at four challenges to achieving these goals.



The most severe challenge to election security is ... the secret ballot. It is
sensible to run an election so that no one can tell how a voter voted, even if the
voter wishes it; this prevents vote-buying. Most countries have secret-ballot
elections; the US has had them since the 1890s. But once ballots are decoupled
from the identities of their voters, they are subject to manipulation and even
wholesale replacement. The secret ballot thus distinguishes voting from say
banking, where the identities of the parties to a transaction are always recorded in
the audit trail.



Diverse voters and elections. US elections are incredibly ambitious. FElections
are complex due to poll-site voting, vote-by-mail, provisional ballots, support for
voters with disabilities, large ballots, complex voting methods such as IRV, and
voter registration databases. Election integrity methods must produce evidence
for correct election outcomes for all of these complexities.

10



Adversaries!

We've always had adversaries---mostly insiders trying to stuff the ballot box.
Today our voting systems are also under attack from foreign states and foreign
actors. Moreover, these adversaries may be exceptionally well staffed, well-
funded, and persistent. Bob Morris, Sr. (NSA) said, "You will always
underestimate the amount of time and effort an adversary will devote to breaking
your system." We should think of an Adversary not as a couple guys in a garage,
but as an army of thousands of well-trained military folks who work 24/7 for
years to disrupt and destroy American democracy. We can put a man on the
Moon, if no one is shooting at us. We can elect a President, but only if our
election systems can withstand attack. Moreover, no individual should be
assumed to be above suspicion. The evidence should still show that the election
outcome is correct, without having to trust any particular individuals or
computers.

11



No free lunches!

Election integrity doesn't come for free. Evidence must be generated, collected,
and evaluated. Improved integrity may incur greater cost, may yield slower
results, and may impact usability. Additional mechanisms for security will
increase overall system complexity. Tradeoffs are inherent in any voting system.
In the end, we still "want our lunch" -- that is, we want verifiably correct election
outcomes. Research helps guide the way for doing so with minimal negative
impact.
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What principles might we keep in mind as we try to resolve these conflicts and
achieve our goals?



Election integrity is nonpartisan. Democracy is a blessing we all enjoy,
independent of party. The party that is "in" one year may be "out" on the next
election. Adversaries may favor one side or the other, and that may change. I
wouldn't be surprised to hear that Putin is now supporting the Democrats. We
need to ensure that the mechanics of democracy run well and run fairly, without
manipulation by anyone, no matter which party is running the country.

14



"It takes a thief... to catch a thief."

As I tell my students: to achieve security, you must "think like an Adversary".
Harri Hursti and Professor Appel, on this panel, are among the best in the world
at doing so. Events such as the recent DefCon "Voting Village" and the 2007
California "Top to Bottom Review" show how quickly and effectively some
recent voting systems can be compromised. Thinking like an Adversary involves
considering chance of success, chance of detection, and cost. An adversary may
favor "wholesale fraud" (changing thousands of votes in a computer) over "retail
fraud" (buying or changing votes one at a time).

15



An Adversary is most likely to find a "weakest link" and exploit it. It may be
easier to corrupt a vendor than to corrupt 8000 election jurisdictions. It may be
easier to corrupt a voter-registration database than to corrupt the tabulation
system. Software is notoriously fragile: avoting system may have millions of
lines of code (more than there are voters!), many of which may be "weak links".
(Commercial code routinely has several bugs per thousand lines of code, in spite
of best efforts.) That is why we might think of software as "the gorilla", and aim
for voting systems that are "software independent” (where we don't have to trust
the gorilla).

16



Security mechanisms come in two forms: "prevention" and "detection".
Prevention mechanisms try to keep bad things from happening. "Detection”
mechanisms try to detect when something bad has happened. Both mechanisms
are good and may be used together, but prevention methods frequently fail
silently. A detection mechanism can tell you something has gone wrong, and
allow you to invoke an associated "recovery" method. As we shall see, a post-
election audit is an excellent and simple detection mechanism, with a full hand
recount serving as the associated recovery method.
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Let's move on to "myths". Itis way too easy to infer that a voting system is
secure, based on false assumptions or erroneous rules of thumb.

15



eral certification
security.

Myth number one: Federal certification ensures security. I was chair of the
TGDC "Security and Privacy" subcommittee from 2004--2009; I have some
understanding of the certification process. The current certification process is
better than nothing, but is hardly an assurance of security, any more than a
military parade inspection ensures that an army is ready for battle. Furthermore,
there is little or nothing done to check that the voting system software running is
even the voting system software that was certified. You can't trust a voting
system just because it is certified.

19



Myth number two: Logic and Accuracy Testing ensures security. Before an

election, officials check that a voting system is capable of correctly tabulating a
"test deck" of sample ballots. As Professor Appel has argued, such a test is more
of a sanity check than any proof that the system is secure. A voting system may

easily pass such a logic and accuracy test and then miscount or mis-record the
actual ballots.

20



ecurity.

Myth number three: "Not connected to the internet" ensures security. This is
perhaps the most dangerous myth. First of all, folks often don't realize that
services such as fax and phone are now done "over the internet". Second, it is
not only what happens on Election Day that is important. Are any of these
machines connected to the Internet on other days? Perhaps to update their
software? What about other computers of election officials or vendors? And the

Stuxnet attack on Iranian nuclear sites, shows that even disconnected computers
may be attacked successfully.

21



Myth number four: Decentralization ensures security. It is often said that US
voting is hard to attack because it is so decentralized. Yes, there are many
jurisdictions (7858 according to Brace). But only 462 jurisdictions account for
2/3 of the voters. Moreover, an Adversary may have good polling data, just like
the parties do, and be able to "target" attacks on key swing states and
jurisdictions. Also, a large well-funded Adversary with thousands of staff may be
able to devote two or three attackers per jurisdiction. Finally, every election --
even small ones -- deserve protection!
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What tools are available? Fighting fraud requires systems that generate evidence
when fraud occurs, and procedures that use such evidence to detect fraud and
recover from it. Let's look at four such tools.

23



Public verification of (almost) everything. To maximize public confidence that
election outcomes are correct, almost all the evidence generated during an
election should be available for public review. The only exception is for
evidence that shows how individual voters voted. We must preserve the secret
ballot. Evidence should not be withheld as "proprietary" or available only in
opaque formats. When the evidence is tangible -- as with paper ballots -- it may
be that not every voter will be able to review the evidence, but that proxies and
representative of the parties and candidates may do so.

24



Tool 2/4

Voter verification of
their own paper ballots.

The public can't verify everything. In particular, only a voter knows how he/she
intended to vote. The best way to allow voters to verify that their intentions are

correctly captured is to use a paper ballot that the voter reviews before casting it.

By contrast, DREs only provide a software interface to the actual vote storage --
and such an interface may say it is recording the voter's choices while it is
actually recording something else. Inote that within the last few days Virginia

decided to scrap its DREs in favor of voter-verified paper ballots. A good move.

25



As we have seen: election integrity is all about the evidence.

The purpose of a compliance audit is to provide assurance that evidence is

credible: the number of cast ballots is correct, a secure chain of custody has been
maintained, and so on.

26



Finally, we get to my favorite tool: arisk-limiting post-election audit. A risk-
limiting audit 1s designed to provide assurance that a reported election outcome
is supported by the evidence, where the evidence 1s a collection of voter-veritied
paper ballots. The audit uses statistics, looking at randomly sampled ballots until
the desired level of assurance is achieved. A specified "risk limit" (say five
percent) bounds the chance that an incorrect reported election outcome won't be
detected and corrected (by a full hand count). A risk-limiting audit can be
incredibly efficient, examining only ahandful of randomly-selected ballots
before terminating, if the reported outcome is correct and the margin of victory is
not tiny.
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Let's look at an example.

28



Example: 2016 NH Governor

* Reported outcome:

- 337,588 Cheis Van Ostern
- 33 234 others

+ Margin of victory: 2.4%

* Comparison risk-limiting oudit compares
randomly chosen paper ballots with their cast
vote records until "risk imit” {e.g. five
percent] is met,

Consider the 2016 race for Governor of NH.

Chris Sununu reportedly had roughly 354,000 votes, Chris Van Ostern had
338,000, and others had 33,000. The margin of victory was 2.4%. Suppose we
had wished to audit this race, using a "comparison risk-limiting audit", where
each

randomly-chosen paper ballot is compared with its corresponding
electronic record, until our target "risk limit" (five percent)

was met.

29



Audit

Sample size
Errors found
Risk

We start sampling, noting where the scanner made errors recording the paper
ballots. As we go, we compute the "risk" -- the chance that an incorrect election
outcome wouldn't have been detected.



Audit

Sample size 100
Errors found 0
Risk 33%

After sampling 100 ballots, we have zero errors, but have a risk level of thirty-
three percent. There is a 33% chance that if Chris Van Ostern really won, we
wouldn't have detected it. This is too high!



Audit

Sample size 100 200
Errors found 0 0
Risk 33% 10%

After sampling another 100 ballots, we still have no
errors detected. The measured risk has dropped to ten

percent. Since our risk limit is five percent, we keep going.



Audit

Sample size 100 200 300
Errors found 0 0 0
Risk 33% 10% 4%

We examine another 100 ballots, bringing the total number of
ballots examined to 300. Our measured risk drops to four percent,

and we can stop the audit! We can confirm Sununu as the winner!

33



Audit

Sample size 100 200 300
Errors found 0 0 0
Risk 33% 10% 4%

Examining only 300 randomly-chosen ballots
(out of 724,863 cast) achieves our “risk limit"” of 5% !

We see that a risk-limiting audit can be astonishingly

efficient. Here we looked at only 300 ballots,

which is less than one out of every 1000 ballots cast.

Surprisingly, with the same margin of victory, we would

expect to have to examine the same number (300)

of randomly-selected ballots, even for an audit of the entire US.
The size of the audit doesn't scale with the number

of cast votes. It does scale inversely with the margin of victory,
so a very close election requires more work (as one would expect)

to confirm the reported election outcome.

34
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I highly recommend these two papers, on evidence-based elections and risk-
limiting audits, for more discussion and details.
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Thanks for your attention!

Remember -- it's all about the evidence!
A voting system should not only produce the correct
result, but should produce evidence capable of revealing

fraud, when fraud has occurred. Voter verified paper ballots, coupled with post-
election audits, are today's "best practice".

Thanks for your attention!
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I'd like to begin by thanking the committee co-chairs Mike Pence and Kris Kobach, as well as NH SOS Bill Gardner, for
inviting

me to testify today. My name is Ron Rivest. | am an Institute Professor at MIT, specializing in computer security,
algorithms, cryptography, and election integrity. | have founded two companies in the security area.

I served on TGDC, advisory to the Election Assistance Commission, from 2004--2009, and was chair of the subcommittee
on security and transparency. | am a member of the CalTech/MIT Voting Technology Project, and on the Board of
Verified Voting.
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I've arranged my remarks on election integrity info five sections,
on goals, challenges, principles, myths, and tools, and a final section illustrating a hypothetical post-election audit on the
most recent race for Governor in the state of NH.
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Let's start with four goals.



Improve Security.

At the highest level, we wish to improve security of our voting systems. Security means, among other things, that every
eligible voter is able to vote, is able 1o cast a vote as intended, and that election outcomes are accurate. |take a
"process view" of voting: voting is not a "problem to be solved”, but a "process to be continually improved". The way that
the FAA manages airline security is a possible role model, since security against attack is a major concern in both cases.
But voting is different: unlike air flight, a major voting disaster might be "silent": the wrong person might be elected and no
one knows. One goal is thus to ensure that there are no such "silent disasters".



s0al 2/4

Outcomes that are correct.

Let us focus on getting outcomes that are correct. Suppose we had a magic trained gorilla who, given a pile of ballots,
would pick out one with the majority winner. We'd be getting the right answer, but... would this continue to happen?
Computers are a lot like this "magic gorilla"... Stalin said, "The people who cast the votes decide nothing. The people who
count the votes decide everything." Do we have to trust a gorilla? Or a computer?



oal 3/4

Outcomes perceived correct.

For democracy to work, election outcomes must not only be correct, but must also be perceived fo be correct. In
particular, the loser and his/her supporters have to be convinced that they "lost fair and square”. A gorilla isn't very
convincing. Neither is a computer. Folks often trust that election outcomes are correct because they trust election
officials, their procedures, and the vendors of voting computers. But such trust is hard to come by, and in any case is

generic rather than specific to a particular election outcome.



oal 4/4

Outcomes verifiably correct.

So, we refine this goal once again. The ideal would be to allow each particular election outcome to be verified by anyone,
including the losing candidates. Such verification requires credible evidence. Thus, an election must produce not only
correct outcomes, but also convincing evidence that those outcomes are correct. I'll say that again, since it is perhaps my
most important point. An election must produce not only correct ocutcomes, but also convincing evidence that those
outcomes are correct. One form of credible evidence is a carefully curated paper trail consisting of voter-verified paper
ballots.
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Let's look at four challenges to achieving these goals.



Challenge 1/4

Secret Ballots.

The most severe challenge to election security is ... the secret ballot. It is sensible to run an election so that no one can
tell how a voter voted, even if the voter wishes it; this prevents vote-buying. Most countries have secret-ballot elections;
the US has had them since the 1890s. But once ballots are decoupled from the identities of their voters, they are subject
o manipulation and even wholesale replacement. The secret ballot thus distinguishes voting from say banking, where the
identities of the parties to a transaction are always recorded in the audit trail.



Challenge 2/4

Diverse voters and elections.

Diverse voters and elections. US elections are incredibly ambitious. Elections are complex due to poll-site voting, vote-by-
mail, provisional ballots, support for voters with disabilities, large ballots, complex voting methods such as IRV, and voter
registration databases. Election integrity methods must produce evidence for correct election outcomes for all of these

complexities.



Challenge 3/4

Adversaries!

We've always had adversaries-—mostly insiders trying to stuff the ballot box. Today our voting systems are also under
attack from foreign states and foreign actors. Moreover, these adversaries may be exceptionally well staffed, well-funded,
and persistent. Bob Morris, Sr. (NSA) said, "You will always underestimate the amount of time and effort an adversary will
devote to breaking your system." We should think of an Adversary not as a couple guys in a garage, but as an army of
thousands of well-trained military folks who work 24/7 for years to disrupt and destroy American democracy. We can put
a man on the Moon, if no one is shooting at us. We can elect a President, but only if our election systems can withstand
attack. Moreover, no individual should be assumed to be above suspicion. The evidence should still show that the
election outcome is correct, without having to trust any particular individuals or computers.



Challenge 4/4

No free lunches!

Election integrity doesn't come for free. Evidence must be generated, collected, and evaluated. Improved integrity may
incur greater cost, may yield slower results, and may impact usability. Additional mechanisms for security will increase
overall system complexity. Tradeoffs are inherent in any voting system. In the end, we still "want our lunch" -- that is, we
want verifiably correct election outcomes. Research helps guide the way for doing so with minimal negative impact.
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What principles might we keep in mind as we try to resolve these conflicts and achieve our goals?



Principle 1/4

Election integrity is nonpartisan.

Election integrity is nonpartisan. Democracy is a blessing we all enjoy, independent of party. The party thatis "in" one
year may be "out" on the next election. Adversaries may favor one side or the other, and that may change. | wouldn't be
surprised to hear that Putin is now supporting the Democrats. We need to ensure that the mechanics of democracy run
well and run fairly, without manipulation by anyone, no matter which party is running the country.



Principle 2/4

It takes a thief...

"It takes a thief... to catch a thief."

As | tell my students: to achieve security, you must "think like an Adversary". Harri Hursti and Professor Appel, on this
panel, are among the best in the world at doing so. Events such as the recent DefCon "Voting Village" and the 2007
California "Top to Bottom Review" show how quickly and effectively some recent voting systems can be compromised.
Thinking like an Adversary involves considering chance of success, chance of detection, and cost. An adversary may
favor "wholesale fraud" (changing thousands of votes in a computer) over "retail fraud” (buying or changing votes one ata
time).



Principle 3/4

Adversaries attack weakest link.

An Adversary is most likely to find a "weakest link" and exploit it. It may be easier to corrupt a vendor than to corrupt 8000
election jurisdictions. It may be easier to corrupt a voter-registration database than to corrupt the tabulation system.
Software is notoriously fragile: a voting system may have millions of lines of code (more than there are voters!), many of
which may be "weak links". (Commercial code routinely has several bugs per thousand lines of code, in spite of best
efforts.) That is why we might think of software as "the gorilla", and aim for voling systems that are "software
independent" (where we don't have to trust the gorilla).



Principle 4/4

Detect and Recover,

Security mechanisms come in two forms: "prevention” and "detection”. Prevention mechanisms try to keep bad things
from happening. "Detection” mechanisms fry to detect when something bad has happened. Both mechanisms are good
and may be used together, but prevention methods frequently fail silently. A detection mechanism can tell you something
has gone wrong, and allow you to invoke an associated "recovery” method. As we shall see, a post-election auditis an
excellent and simple detection mechanism, with a full hand recount serving as the associated recovery method.
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Let's move on to "myths". Itis way too easy to infer that a voting system is secure, based on false assumptions or
erroneous rules of thumb.



yth 1/4

Federal certification ensures
security.

Myth number one: Federal certification ensures security. | was chair of the TGDC "Security and Privacy" subcommittee
from 2004--2009; | have some understanding of the certification process. The current certification process is better than
nothing, but is hardly an assurance of security, any more than a military parade inspection ensures that an army is ready
for battle. Furthermore, there is little or nothing done to check that the voting system software running is even the voting
system software that was certified. You can't trust a voting system just because it is certified.



yth 2/4

Logic and accuracy testing
ensures security.

Myth number two: Logic and Accuracy Testing ensures security. Before an election, officials check that a voting system is
capable of correctly tabulating a "test deck” of sample ballots. As Professor Appel has argued, such a test is more of a
sanity check than any proof that the system is secure. A voting system may easily pass such a logic and accuracy test

and then miscount or mis-record the actual ballots.



yth 3/4

“Not connected to internet”
ensures security.

Myth number three: "Not connected to the internet” ensures security. This is perhaps the most dangerous myth. First of
all, folks often don't realize that services such as fax and phone are now done "over the internet”. Second, itis not only
what happens on Election Day that is important. Are any of these machines connected to the Internet on other days?
Perhaps to update their software? What about other computers of election officials or vendors? And the Stuxnet attack
on lranian nuclear sites, shows that even disconnected computers may be attacked successfully.



yvth 4/4

Decentralization ensures
security.

Myth number four: Decentralization ensures security. Itis often said that US voting is hard to attack because itis so
decentralized. Yes, there are many jurisdictions (7858 according to Brace). But only 462 jurisdictions account for 2/3 of
the voters. Moreover, an Adversary may have good polling data, just like the parties do, and be able to "target" attacks
on key swing states and jurisdictions. Also, a large well-funded Adversary with thousands of staff may be able to devote
two or three attackers per jurisdiction. Finally, every election -- even small ones -- deserve protection!



Outline

4 Goals
4 Challenges

4 Principles

4 Myths

4 Tools

Example: hypothetical NH post-election audit

]

What tools are available? Fighting fraud requires systems that generate evidence when fraud occurs, and procedures
that use such evidence to detect fraud and recover from it. Let's look at four such tools.



Tool 1/4

Public verification of
(almost) everything.

Public verification of (almost) everything. To maximize public confidence that election outcomes are correct, almost all the
evidence generated during an election should be available for public review. The only exception is for evidence that
shows how individual voters voted. We must preserve the secret ballot. Evidence should not be withheld as "proprietary”
or available only in opaque formats. When the evidence is tangible -- as with paper ballots -- it may be that not every
voter will be able 1o review the evidence, but that proxies and representative of the parties and candidates may do so.



Tool 2/4

Voter verification of
their own paper ballots.

The public can't verify everything. In particular, only a voter knows how he/she intended to vote. The best way to allow
voters to verify that their intentions are correctly captured is to use a paper ballot that the voter reviews before casting it.
By contrast, DREs only provide a software interface to the actual vote storage -- and such an interface may say it is
recording the voter's choices while it is actually recording something else. | note that within the last few days Virginia
decided to scrap its DREs in favor of voter-verified paper ballots. A good move.



Tool 3/4

Compliance audit.

As we have seen: election integrity is all about the evidence.
The purpose of a compliance audit is to provide assurance that evidence is credible: the number of cast ballots is correct,
a secure chain of custody has been maintained, and so on.



Tool 4/4

Risk-limiting post-election audit.

Finally, we get to my favorite tool: a risk-limiting post-election audit. A risk-limiting audit is designed to provide assurance
that a reported election outcome is supported by the evidence, where the evidence is a collection of voter-verified paper
ballots. The audit uses statistics, looking at randomly sampled ballots until the desired level of assurance is achieved. A
specified "risk limit" (say five percent) bounds the chance that an incorrect reported election outcome won't be detected
and corrected (by a full hand count). A risk-limiting audit can be incredibly efficient, examining only a handful of randomly-
selected ballots before terminating, if the reported outcome is correct and the margin of victory is not tiny.
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Let's look at an example.



Example: 2016 NH Governor

e Reported outcome:
— 354,040 Chris Sununu
— 337,589 Chris Van Ostern
— 33,234 others
e Margin of victory: 2.4%
* Comparison risk-limiting audit compares
randomly chosen paper ballots with their cast

vote records until “risk limit” (e.g. five
percent) is met.

Consider the 2016 race for Governor of NH.

Chris Sununu reportedly had roughly 354,000 votes, Chris Van Ostern had 338,000, and others had 33,000. The margin
of victory was 2.4%. Suppose we had wished to audit this race, using a "comparison risk-imiting audit”, where each
randomly-chosen paper ballot is compared with its corresponding

electronic record, until our target "risk limit" (five percent)

was met.



Audit

Sample size

Errors found
Risk

We start sampling, noting where the scanner made errors recording the paper ballots. As we go, we compute the "risk" --
the chance that an incorrect election outcome wouldn't have been detected.



o T 100
Errors found 0

After sampling 100 ballots, we have zero errors, but have a risk level of thirty-three percent. There is a 33% chance that if
Chris Van Ostern really won, we wouldn't have detected it. This is too high!



o 11111 100 -
Errors found 0 0
Risk . 33% 10%

After sampling another 100 ballots, we still have no
errors detected. The measured risk has dropped to ten
percent. Since our risk limit is five percent, we keep going.




200

e e 100
Errors found 0

10%

We examine another 100 ballots, bringing the total number of

ballots examined to 300. Our measured risk drops to four percent,
and we can stop the auditt We can confirm Sununu as the winner!




o 100 o0 T 300
Ercorsfoond 0 o, 0
Risk . ny 4%

Examining only 300 randomly-chosen ballots
(out of 724,863 cast) achieves our “risk limit” of 5% !

We see that a risk-limiting audit can be astonishingly

efficient. Here we looked at only 300 ballots,

which is less than one out of every 1000 ballots cast.

Surprisingly, with the same margin of victory, we would

expect to have to examine the same number (300)

of randomly-selected ballots, even for an audit of the entire US.
The size of the audit doesn't scale with the number

of cast votes. It does scale inversely with the margin of victory,
S0 a very close election requires more work (as one would expect)
to confirm the reported election outcome.
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The End

Thanks for your attention!

Remember -- it's all about the evidence!

A voting system should not only produce the correct

result, but should produce evidence capable of revealing

fraud, when fraud has occurred. Voter verified paper ballots, coupled with post-election audits, are today's "best practice".

Thanks for your attention!



Message

From:

on behalf of Ronald L. Rivest [rivest@mit.edu]

Sent: 9/13/2017 3:05:41 AM

To: Kossack, Andrew J. EOP/OVP [Andrew.).Kossack@ovp.eop.gov]; Anthony Stevens [Anthony.Stevens@sos.nh.gov]
Subject: Re: Tomorrow's Meeting

Attachments: 2017-09-12-rivest-for-pacei-nh-mtg.pdf; 2017-09-12-rivest-for-pacei-nh-mtg.ppt

Hi Andrew --

Sorry, but another (similar) typo fixed: Colin Van Ostern's first
name is Colin, not Chris. Here are the fixed slides...

Thanks!

Cheers,
Ron

On Tue, Sep 12, 2017 at 9:35 PM, Ronald L. Rivest <rivest@mit.edu™> wrote:
Hi Andrew (with cc to Anthony Stevens) --

Pleasure to meet you today! A very interesting meeting!
Thanks for your help in making it happen.

I'm writing to give you an updated copy of my slides, both in ppt and in

pdf format. The "slides" themselves are unchanged, aside from fixing a typo

(I had "John Sununu" where I should have had "Chris Sununu".) But in addition
to the slides, these now have the "notes" section included, from which I was
reading today as the slides were presented.

If you are posting the slides, feel free to post these instead of (or in addition to)
the slides you already posted. I'm not sure what your "records requirements"
say... You did get the slides themselves in advance, and these slides (aside from
the typo fix) are just the same, with an extension of the slides to include what I
actually said today. Feel free to use them (or post them), or not, as you see best...

Thanks again!

Cheers,
Ron

On Mon, Sep 11, 2017 at 8:25 PM, Ronald L. Rivest <rivest@mit.edu> wrote:
Hi Andrew --

Thanks!
Any further guidance on the time we will have available for our presentations?

I just timed mine, which came in at 17 minutes... ??



Cheers,
Ron

On Mon, Sep 11, 2017 at 7:40 PM, Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov> wrote:
Dear Presenters,

Welcome to New Hampshire! Here are a few details for tomorrow's meeting.

Please try to arrive at St. Anselm's by 8:30 a.m. The address is 8 St. Anselm Drive, Manchester, NH 03102. The
Institute's auditorium is near the corner of St. Anselm Drive and Rockland Avenue.

Parking is limited, so please make every effort to use cabs, other public transportation, or carpool. I have
attached a parking pass for those who will be driving. If you do not have the ability to print this parking pass,
please call me or Ron Williams (Ron's cell is ||| | | | D when you arrive and we can bring one out to you.

Again, for your reference, meeting materials are posted here: https://www.whitehouse.gov/presidential-
advisory-commission-election-integrity-resources.

If you have any questions or concerns, please call.

Thanks again!
Andrew

Andrew J. Kossack
Executive Director, Presidential Advisory Commission on Election Integrity
Associate Counsel, Office of the Vice President

Cell: NN

Email: Andrew.J Kossack@ovp.eop.gov

From: Kossack, Andrew J. EOP/OVP

Sent: Friday, September 8, 2017 2:22 PM

To: Kossack, Andrew J. EOP/OVP <Andrew.J Kossack@ovp.eop.gov>
Subject: Meeting Materials for Sept. 12th

Thank you again for participating in the Presidential Advisory Commission on Election Integrity's meeting on
September 12th. We look forward to your presentation.
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