UNCLASSIFIED//FOR OFFICIAL USE ONLY

(U//F0OUO) OPEN SOURCE INTELLIGENCE REPORT (OSIR)

DEPARTMENT OF HOMELAND SECURITY
OFFICE OF INTELLIGENCE AND ANALYSIS
OPEN SOURCE INTELLIGENCE REPORT
NOT FINALLY EVALUATED INTELLIGENCE

(U//F0OUO) WARNING: THIS IS AN INFORMATION REPORT THAT CONTAINS RAW
UNEVALUATED INFORMATION. THIS REPORT 1S UNCLASSIFIED//FOR OFFICIAL USE ONLY.

(U//FOU0) This information is provided for intelligence and lead purposes
only. This information may not be used as the basis for any U.S. legal
process, including but not limited to: presentation to any U.S. Grand/Petit
jJjuries or administrative bodies; incorporation into affidavits or other
documents relating to subpoenas, search, electronic surveillance, or arrest
warrants; and/or as evidence in criminal prosecutions without the prior
written authorization of DHS Headquarters.

(U//FOU0) This product contains U.S. person information that has been deemed
necessary for the intended recipient to understand, assess, or act on the

information provided. It should be handled in accordance with the recipient®s
intelligence oversight and/or information handling procedures.

(U//F0OUO) SERIAL: 0SIR-4001-0691-20

(U//FOU0) SUBJECT: Social media video provides TTPs on how to interfere with
the U.S. National Guard during riots.

(U//F0OUO) SUMMARY: TikTok user [USPER]weilrdsappho posted a video providing
TTPs on how to interfere with the U.S. National Guard during riots.

(U//FOUO) DATE OF ACQUISITION: 31 MAY 2020

(U/7/F0OUO) ACQUISITION CODE: U0010

(U//F0UO) U.S. PERSONS INFORMATION (Y/N): YES

(U//FOUO) REQUIREMENT: 902644352; EEI-82574

(U//FOUO) TOPIC: DHS-1A-TER.2, DHS-IA-TER.3; HSEC-8.1, HSEC-8.8

(U//F0OUO) COUNTRY OR NONSTATE ENTITY: USA

(U//FOUO) DATE OF INFORMATION: 29 MAY 2020

(U//F0OUQ) SOURCE NUMBER: DHS-04001-02532

(U//FQUO) SOURCE DESCRIPTION: A video sharing website user. This is a new
source whose information has not been validated.

(U//FQOUQ) SOURCE CONTEXT: A video sharing website user. This source made a
video with tips on how to riot. Online content is in the English language.
(U//FOU0) TEXT:

1. (U//FOUO) SOURCE DATA:
Platform: TikTok
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Username: [USPER] [AT]weirdsappho

2. (U//FOUO) Source posted a video with the text "info regarding riOting
[small tilde]national guard[small tilde] edition”™ at the beginning of the
video and "also: always remember to conceal your identity you"re stronger in
numbers™ at the end (See Attachment). The video is made up of several social
media posts that state the following:

--"thank god they"re bringing in the army...i would be heartbroken if someone
disabled a tank by putting water balloons filled w sticky liquids (esp some
sort of sugar/milk/syrup combo) into a glass jar and throwing it at the
windshield, rendering it inoperable support our troops [heart emoji]".

-- A photo of a tank with two areas circled with the caption, "For those who
don"t know, here"s what you"re aiming at."

-- A photo of a High Mobility Multipurpose Wheeled Vehicle (HMMWV) with the
caption, "Oh and uh. Not sure who needs to hear this, but these guys don"t
require keys to operate.™

-- A photo of the inside of a High Mobility Multipurpose Wheeled Vehicle
(HMMWV) with the caption, "That cool switch there turns it on when you push
it to the right. Middle is run. And the gear shift is in its normal spot.
Automatic transmission. Isn"t that cool?" A user responded to this post with
“"first flip it to the middle position. 2 lights above will go on including
the one directly above the starter switch which is labeled WAIT. Wait. once
the WAIT light extinguishes, flip the switch all the way to the right and
you"re off".

--"a mixture or cornstarch, black paint, cornsyrup, oil and soap would be
really hard for our troops to clean off..."

(U//FOUO) COMMENTS: Misspellings and punctuation within quotes are unique to
Source material.

(U//FOUO) PREP: OSRN-053

(U//FOU0) POC: Direct feedback, evaluations, comments, and follow on
collection requests to the Current and Emerging Threats Center (CETC), Open
Source Collection Operations (0SCO) by accessing the OSIR evaluation link at
Intelink-U (https://intelshare.intelink.gov/sites/dhs-osco/), Intelink-S
(https://intelshare.intelink.sgov.gov/sites/dhs-osco/), or Intelink-TS
(https://intelshare.intelink.ic.gov/sites/dhs-osco/). Contact CETC 0SCO at
202-447-3688 or via e-mail at: CETC.0SCO@hq.dhs.gov, CETC.0SCO@dhs.sgov.gov,
or CETC.0SCO@dhs.ic.gov.

DISSEMINATION
(U//FOUO) AGENCY: FBI

(U/7/FOUO) DHS COMPONENTS: CBP; CIS; FEMA; ICE; TSA; USCG; USSS

(U//FOUO) STATE/LOCAL: All Field Ops

(U//F0OUO) ATTACHMENTS: See attached.
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(U) WARNING: The following information is releasable to the governments of
Australia, Canada, United Kingdom, and New Zealand. It may be discussed with
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appropriately cleared members of the Australian, Canadian, British, and New
Zealand governments who have a need to know this information in accordance
with their official duties. Further dissemination to other countries is not
authorized without prior approval of the originator.

(U) SERIAL: 04001-0691-20

(U//REL USA, FVEY) TikTok user [USPER]weirdsappho posted a video providing
TTPs on how to interfere with the U.S. National Guard during riots.

(U) INTELLIGENCE PURPOSES ONLY: This information is provided only for
intelligence purposes and is intended for developing potential investigative
leads. It may not be used in any way that will expose intelligence sources or
methods. Any attachments separated from this report are publicly available
information and are not classified.
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