








infidelity. Shortly thereafter, KAZZELBACH moved out of their shared apartment. Both
KAZZZELBACH and J K. continued to work at Bankers Life until in or about September 2016,
when KAZZELBACH was asked to resign from the company.

7. Based on the investigation, a;::ﬁ as my knowledge, training, and experience, |
believe that, shortly after KAZZELBACH moved out of the apartment he shared with J.K.,
KAZZELBACH began a year-long scheme to harass J.K. by compromising several of her personal
online accounts, forging policy cancellation letters on behalf of her clients, and filing false reports
with various police departments that ultimately resulted in J.K. being wrongfully arrested and
incarcerated on multiple occasions before charges against her were dismissed by state authorities.

COMPROMISE OF J.K.’S ACCOUNTS

8. On July 27, 2016, less than two months after her relationship with KAZZELBACH
ended, JK. contacted the Anne Arundel County Police Department (“AACPD"™) to report
suspicious activity within her Yahoo, Instagram, and Facebook accounts. J.K. reported that she
attempted to log into her Yahoo e-mail account, | N @ yahoo.com, and discovered that
the password had been changed without her knowledge. J.K. then attempted to log into her
Instagram account and found that the user name had been changed to “Jvvwhore,” and that the
password had also been changed. J.K. then logged into her Facebook account and discovered that
the text “You took my boyfriend” had been added under her profile photo. J.K. reported that she

believed her accounts had been accessed by KAZZELBACH’s new girlfriend.

0. Records associated with J.K.’s Instagram account revealed the following login

information:
Time Stamp IP Address
7/27/2016 16:52:28 UTC 107.77.202.198
7/27/2016 16:56:56 UTC 107.77.202.198
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10.  J.K. subsequently identified other suspicious activity on accounts she held with
Nelnet, Apple, BB&T, and TurboTax, including some activity that investigators later traced to the
same IP address, 107.77.202.198. The suspicious activity included locked accounts, changes in
profile information, changed user names, and changed passwords.

11.  For example, records obtained from Nelnet, which serviced J.K.'s student loans,
revealed that, on July 25, 2016, J.K.’s mailing address, phone number, and e-mail address were
changed through her online account to the following:

898 Airport Road

Glen Burnie, MD 21060
(410) 760-6020

I, @ 2h00.com.

12.  Pursuant to a search warrant issued by this Court, Yahoo provided account records
that included a July 25, 2016, e-mail from Nelnet to} R @yahoo.com, confirming a

password change for Nelnet.com.

13.  JK.’s legitimate Yahoo e-mail account was || I @yahoo.com, not

I @yahoo.com. Based the investigation described below, | believe that
KAZZELBACH created the R < y2hoo.com account to faciitate the compromise
of J.K.’s real accounts.

14.  For example, Yahoo records relating to|j R @yahoo.com reflect the

following account registration information:

Registration IP Address: 50.197.5.245
Account Created: 7/25/2016 20:32:57 GMT
Alternate Communication Channels: 1 (410) 818-7105 (verified).'

! When provider records indicate that a phone number is “verified,” that means the provider in
some way authenticated that phone number as being associated with the individual accessing the
account. For instance, most providers will send a text message code to the phone number. The
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15.  Records provided by AT&T indicated that, between November 2011 and May
2017, the subscriber to the phone number (410) 818-7105 was “Mustafa Kazzalbach.” who is
AHMAD KAZZELBACH’s uncle.

16,  Public records also revealed that IP address 50.197.5.245 was registered to Internet
Service Provider (“ISP”) Comcast Cable Communications Inc. (“Comcast™). Comcast’s records
indicate that this was a “static [P” address. A static [P address is a permanent IP address assigned

by an ISP to a customer, whose IP address does not change over time unless it is affirmatively

modified by the ISP. Comcast’s static IP address history reflects as follows:

IP Address Grant Date (UTC) Expiration Date (UTC)
50.197.5.245 4/10/2013 23:59:59 7/3/2018 00:00:00

Subscriber Name: Bankers Life and Casu
Service Address: 898 Airport Park Rd, 210 —-A, Glen Burnie, MD 21061.

17. [P addresses 50.197.5.245 and 107.77.202.198 were also used in connection with
suspicious activity that took place in J.K.’s Apple account in late July 2016. J.K.’s Apple account

records reflect the following Apple ID and iForgot (a password-reset application) activity:

Time Stamp Account Name App Client IP Credential ID

7/25/2016 T Apple ID |50.197.5.245

20:30:30 GMT | yahoo.com yahoo.com

7/25/2016 B . |AppleID [50.197.5245 | G

20:30:30 GMT | yahoo.com [ yahoo.com
125/2016 B | Apple ID | 50.197.5.245

20:30:30 GMT | yahoo.com yahoo.com

7/25/2016 B | AppleID |50.197.5.245

20:33:59 GMT | yahoo.com

7/25/2016 I Apple ID |50.197.5.245
20:34:14 GMT | yahoo.com yahoo.com

I

yahoo.com

individual with access to that code will then enter the code when logged into the account. Once
complete, the provider will have “verified” the phone number with that account.
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712712016 G | ifozot 501975245 [TE: |

17:27:56 GMT | yahoo.com yahoo.com
7/29/2016 @ iForgot 107.77.202.198 —'{g}
13:17:25 GMT | yahoo.com yahoo.com

18.  On July 29, 2016, at 13:22:53 GMT, less than six minutes after the iForgot activity

identified in the preceding paragraph, KAZZELBACH sent the following picture to J.K.’s iPhone:

sesoo ATET LTE @D AN A% N

-— Z] htips.//appleid apple.co (K :

Account »
Security >
Devices >
Payment >
Newsletters >
Sign Out

This image is a screenshot of J.K.’s Apple account that could have been accessed only by someone
with the ability to log into her account after its credentials had been changed.

19. Pursuant to a search warrant issued by this Court, Yahoo provided account records
that included a July 29, 2016, e-mail from Apple tol I @ yahoo.com, confirming a
password reset for J.K.’s Apple account.

20.  Based on these records, your Affiant believes that: (1) on July 25, 2016, using IP
address 50.197.5.245, KAZZELBACH changed J.K.’s Apple Account Name from

I @)y 2hoo.com to 2y 2hoo.com, and (2) on July 27 and July 29,

2016, using IP addresses 50.197.5.245 and 107.77.202.198, respectively, KAZZELBACH
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changed JK.s Apple Credential ID from _@yahnn.cum to

I @ yahoo.com, and conducted an account password reset.’

21.  According to records provided by BB&T, IP address 50.197.5.245 also was used
to access J.K.’s BB&T account on September 1, 2016. On September 9, 2016, J.K.’s BB&T
account was locked after multiple unsuccessful logins.

22.  Finally, J K. reported suspicious activity regarding her TurboTax account, the

records of which reflect the following failed logins on October 1, 2016:

Action Code Create Date Remote IP Details (abbreviated)

Login Failed 10/1/2016 6:04 107.77.204.7 Location Pasadena, MD
True 1p 71.244.237.141; proxy

Login Failed 10/1/2016 6:04 107.77.204.7 Location Pasadena, MD
True ip 71.244.237.141; proxy

23.  Based on training and experience, I know that “True_ip” data reflects the actual IP
address of a user attempting to access the account through a proxy server at the date and time
indicated in the log data. | also know from training and experience that cyber criminals typically
utilize proxy servers to obfuscate their true location and identity.

24.  Public records revealed that [P address 71.244.237.14] was registered to ISP MCI
Communications Services, Inc. d/b/a Verizon (“Verizon™). Records provided by Verizon revealed
that between June 29 and October 13, 2016, IP address 71.244.237.141 was assigned to the

following subscriber:

Customer Name: KEZZALBACH HICHAM
Account Address: 1040 VENA LN, PASADENA, MD 21122.

2 Based on information and belief, an “Account Name™ is what appears on an account as the user’s
profile name. A “Credential ID” is the identifier used to validate the account password for logging

into an account.



25.  As the investigation described below revealed, law enforcement later discovered
that, in September 2016, IP address 71.244.237.141 also was used to create a billing profile for
KAZZELBACH’s own iTunes account.

PURPORTED CLIENT CANCELLATION LETTERS

26. In or about August 2016, two cancellation letters were faxed to Bankers Life
purportedly from two separate clients of J K., hereafter referred to as VICTIM 1 and VICTIM 2.
The cancellation letters were typed and contained what appeared to be typed, as opposed to
handwritten, signatures. As a result, VICTIM 1°s health insurance policy with Bankers Life was
cancelled.

27.  VICTIM 1 and VICTIM 2 were interviewed in or about April 2018. VICTIM 1
and VICTIM 2 were separately shown the cancellation letter purportedly authored by each of them
and submitted to Bankers Life. Both VICTIM 1 and VICTIM 2 denied authoring, signing, or
submitting the letter that purported to be from each of them. VICTIM 1 advised that, as a result
of the policy cancellation, VICTIM 1 was required to pay the underlying policy premium, in
addition to the regularly scheduled monthly payment. As a result, VICTIM 1°s checking account
was overdrafted.

28. In or about April 2017, the Bankers Life office in Glen Burnie, Maryland, received
an envelope that was returned to sender due to insufficient postage. The envelope was addressed
to Bankers Life’s processing office, with a return address of the Bankers Life office in Glen Burnie.
The envelope was opened and found to contain cancellation letters for four policies, some of which
belonged to clients of J.K. None of the policies ultimately were cancelled.

29.  The envelope returned to Bankers Life was submitted to the FBI Laboratory for

forensic examination, including examination for nuclear deoxyribonucleic acid (“DNA™). That
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examination yielded a mixture of DNA containing male DNA, and was deemed suitable for
comparison purposes. Accordingly, the requested search warrant would permit law enforcement
to obtain a sample of DNA from KAZZELBACH to compare that sample with the mixture
recovered from the envelope containing the four policy cancellation letters.
CHARGES AGAINST KAZZELBACH

30. On August 22, 2016, KAZZELBACH entered his and J.K.’s previously shared
apartment and attempted to remove belongings. J.K. was notified by the building’s management
company and returned to the residence; eventually, AACPD was summoned.? J.K. subsequently
identified numerous personal belongings as missing, and filed theft and harassment charges against
KAZZELBACH. Asaresult, a criminal summons issued for KAZZELLBACH on August 25, 2016.
The charges eventually were placed on the ster docket on December 7, 2016. KAZZELBACH
later admitted to law enforcement that he had attempted to remove items from J.K.’s apartment in
August 2016, but claimed that he did not take any of her belongings.

31. On September 14, 2016, J.K. and a new boyfriend/roommate reported to AACPD
that a number of items had been stolen from their apartment, which was the same one in which
KAZ....BACH had previously resided. In response, burglary and theft charges were filed against

KAZZELBACH and, on September 15, 2016, a warrant issued for KAZZELBACH’s arrest.

3 Later that day, KAZZELBACH filed a Petition for Protection from Domestic Violence against
J.K. in the District Court of Maryland for Anne Arundel County (case number D-07-FM-16-
001773). In the Petition, KAZZELBACH alleged that J.K. had directed violent threats and actions
against him. KAZZELBACH listed his home address as 1040 Vena Ln, Pasadena, MD 21122,
and provided (410) 370-9022 as his home phone number. J.K. also filed a Petition for Protection
from Domestic Violence that same day; the Petition was never granted. KAZZELBACH,
however, was granted a Temporary Protective Order, and a Final Protective Order hearing was
scheduled for August 29, 2016. On August 29, 2016, however, KAZZELBACH’s Petition was
dismissed by Judge Laura M. Robinson, who found that KAZZELBACH had not carried his

burden of proof.
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KAZZELBACH was arrested and made his initial appearance in the District Court of Maryland
for Anne Arundel County that same day, and bonded out of custody.* KAZZELBACH later
admitted to law enforcement that he had removed items from J.K.’s apartment in September 2016,
but claimed the items were his.

32.  On September 30, 2016, J.K. received a text message from a Florida-based number,
(305) 504-7458, stating, “Prepare yourself for what’s coming |l the last 3 months were just
the beginning. 1 have bigger plans for you ] 1 love how easily manipulated you can be”.

33.  (305) 504-7458 is a Voice Over Internet Protocol (“VOIP”) number registered to
an entity named Neutral Tandem Florida, LLLC. From training and experience, I know that VOIP
numbers are utilized to make calls over an Internet connection as opposed to using a standard
phone line, and are frequently used by individuals attempting to disguise their identities. Google
Voice, for example, provides telephone and text communications services through VOIP.

FALSE CHARGES AGAINST J.K.

34.  Based on the investigation, | believe that, beginning no later than December 2016,
and continuing through at least May 2017, KAZZELBACH engaged in a course of conduct to
harass J.K. by obtaining protective orders against J.K. and then filing multiple police reports
falsely alleging that J.K. had violated those orders through email and text communication with
KAZZELBACH, including what appeared to be communication through SMS and iMessage.
KAZZELBACH’s conduct ultimately resulted in the issuance of at least six individual warrants
for J.K.’s arrest, as well as her incarceration at detention facilities in January and June 2017.

35. On December 10, 2016, KAZZELBACH filed a Petition for Protection from

Domestic Violence against J.K. in Anne Arundel District Court (case number 0701-SP05954-

* The charges eventually were placed on the ster docket on December 7, 2016.
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2016). In the Petition, KAZZELBACH alleged that he had received violent threats from J.K. via
text message and social media, and that J.K. had physically abused him as well.

36. The same day, December 10, 2016, KAZZELBACH was granted an Interim
Protective Order against J.K., with a Temporary Protective Order hearing scheduled for
December 13, 2016. KAZZELBACH was granted the Temporary Protective Order, and a Fi |
Protective Order hearing was scheduled for December 29, 2016.

37. Before that hearing took place, however, on December 22, 2016, KAZZELBACH
filed an application for statement of charges against J.K. in Anne Arundel District Court.
KAZZELBACH alleged that J.K. had continued to harass and threaten him in violation of the
Temporary Protective Order. The same day, an arrest warrant issued for J.K. on charges of
harassment, destruction of property, and two counts of violating a protective order (case number
D-07-CR-16-012195). KAZZELBACH listed his home address as 1040 Vena Ln, Pasadena, MD
21122, and provided (443) 875-9604 as his telephone number.

38. On December 23, 2016, AACPD responded to a call for service at
KAZZELBACH’s residence. KAZZELBACH advised the responding officer that J.K. had
violated the Temporary Protective Order issued against her. KAZZELBACH showed the officer
text messages allegedly sent by J.K., threatening his life and referencing their December 29, 2016,
court date. On December 24, 2016, the officer submitted an application for statement of charges
against J.K. in Anne Arundel District Court (case number D-07-CR-16-009234). J.K. was charged
with violation of a protective order, arson threat, and harassment. The same day, a warrant issued
for J.K.’s arrest.

39, On December 24, 2016, AACPD responded again to KAZZELBACH’s residence

in reference to a violation of a protective order. KAZZELBACH showed a responding officer a
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2016 (case number D-07-CR-16-009237). On January 4, 2017, J.K. made her initial appearan
in the District Court of Maryland for Baltimore County on the December 22 warrant and both
December 24, 2016, warrants, and was held without bond pending a commitment hearing.

44. Also on January 4, 2017, AACPD responded again to KAZZELBACH’s residence
in reference to a violation of a protective order. KAZZELBACH advised the responding officer
that J.K. had messaged him twice that day and that he had an active Protective Order against her.
KAZZELBACH showed the officer messages allegedly sent by J.K. via text and e-mail, some of
which purported to be threats against KAZZELBACH’s life. Later that day, the responding officer
submitted an application for statement of charges against J.K. in Anne Arundel District Court (case
number D-07-CR-17-000673). As a result, J.K. was charged with violation of a protective order,
harassment, and electronic mail harassment. On January 5, 2017, yet another warrant issued for
J.K.’s arrest.

45. However, on January 4, 2017, at the time that KAZZELBACH alleged he received
threatening text and e-mail messages from her, J.K. was in custody and did not have access to her
computer or iPhone. Toll records associated with KAZZELBACH’s cell phone, ending in 9604,
also reflect no text communication between J.K. and KAZZELBACH that entire day.

46. On January 5, 2017, J.K. was released from commitment by Baltimore County and
transferred to the custody of Anne Arundel County based on two of the warrants: (1) alleging
violation of a protective order, issued on December 28, 2016 (case number D-07-CR-16-012534);
and (2) alleging violation of a protective order, harassment, and electronic mail harassment, issued
on January 5, 2017 (case number D-07-CR-17-000673). The same day, J.K. made her initial

appearance in Anne Arundel District Court on the December 28, 2016, and January 5, 2017,
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50.  On February 24, 2017, AACPD responded again to KAZZELBACH's residence in
reference to a protective order violation. KAZZELBACH stated that, on February 22, 2017, he
received a text message allegedly from J.K. again threatening his life. Later that day, the
responding officer submitted an application for statement of charges in Anne Arundel District
Court charging J.K. with violation of a protective order (case number D-07-CR-17-003503). The
same day, an arrest warrant issued for J.LK. On March 1, 2017, the arrest warrant was recalled, and
on March 3, 2017, yet another criminal summons issued.

51.  In or about March 2017, a prosecutor from the State’s Attorney’s Office for Anne
Arundel County asked for permission to download KAZZEIL.LBACH’s iPhone in connection with
the investigation of his complaints. KAZZEL.BACH refused to consent to a full download of his
iPhone, but stated that he would permit a restricted download. The prosecutor advised
KAZZELBACH that, if he did not permit a full search of his phone, the charges against J.K. would
be dismissed.

52. On May 12, 2017, the prosecutor was notified that KAZZELBACH would not

allow for a full search of his phone.
53. On May 14, 2017, KAZZELBACH went to AACPD’s headquarters, where he met
with an officer. KAZZELBACH advised the officer that he had a valid Protective Order against

J.K. and that, on May 12, 2017, he received a message that purported to be sent from J.K.’s work

e-mail address:_@bmkcrslifﬂ,mm. Later that day, the officer filed an application

for statement of charges in Anne Arundel District Court charging J.K. with violation of a protective
order (case number D-07-CR-17-002021). The same day, another warrant issued for J.K.’s arrest.

54. OnMay 15, 2017, cases D-07-CR-16-012195, D-07-CR-16-009234, D-07-CR-16-

009237, D-07-CR-16-012534, D-07-CR-17-000673, D-07-CR-17-000064, D-07-CR-17-000074,
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and D-07-CR-17-003503—each relating to alleged violations of protective orders and other related
charges against J.K. in Anne Arundel County—were dismissed nolle prosequi. The same day,
KAZZELBACH walked into the BCPD and reported that J.K. had violated the Anne Arundel
County Protective Order, alleging again that J.K. had sent him a threatening message from her
work e-mail account.

55. On May 17, 2017, KAZZELBACH again walked into tt BCPD and reported a
Protective Order violation, alleging that J.K. sent him a message on May 16, 2017, using her work
e-mail account.

56. On May 18, 2017, cases D-07-CR-17-000704 and D-07-CR-17-002021, the two
remaining Anne Arundel County cases against J.K., were dismissed nolle prosequi.

57.  On May 24, 2017, a BCPD detective met with KAZZELBACH. KAZZELBACH
advised the detective that J.K. had continued to violate the Protective Order. In support,
KAZZELBACH deséribed messages that he allegedly received from J.K.’s work e-mail account
on April 22, and May 23, 2017.

58.  On June 14, 2017, KAZZELBACH filed a report with the BCPD alleging witness
intimidation based on the messages that J.K. allegedly sent on April 22, 2017. On June 16, 2017,
a BCPD detective filed a statement of charges alleging violation of a protective order and witness
intimidation. Pursuant to these charges, J.K. was arrested by BCPD on June 22,2017, and was
transferred to the Baltimore County Detention Center. The following day, J.K appeared before a
judge and was granted release with home detention and electronic monitoring.

BCPD INVESTIGATION
59.  BCPD subsequently conducted its own investigation. During the course of the

investigation, BCPD detectives reviewed toll records associated with KAZZELBACH’s phone,
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Vena Ln Pasadena, MD 21122 were KAZZELBACH’s phone number and address in
September 2016.

64. On June 28, 2017, KAZZELBACH appeared at BCPD and signed a form
authorizing BCPD to search his iPhone. BCPD imaged the iPhone, but found almost no data on
it. The phone did, however, contain messages that KAZZELBACH allegedly received from J.K.'s
work and personal e-mail accounts, as well as a message that KAZZELBACH purportedly sent to
J.K.’s work e-mail address on June 28, 2017, asking J.K. to not contact him again.

65. KAZZELBACH's phone also contained as a contact the phone number (410) 818-
7105, which had been verified by the user who registered | R @yahoo.com. In
KAZZELBACH's phone, the number (410) 818-7105 was associated with the contact name
“Mott” and the email address “mkazzelbach@gmail.com.” Based on the investigation, | believe
that “Mott” is Mahmoud Kazzelbach, AHMAD KAZZELBACH’s brother.

66. J.K. also appeared at BCPD on June 28, 2017. J.K. was Mirandized, waived her
rights, and agreed to be interviewed. During her interview, ].K. denied making any of the changes
to her online accounts referenced above, and denied ever communicating any threats to
KAZZELBACH.

67. On June 29, 2017, J.K. signed a form authorizing BCPD to search her iPhone. A
review of J.LK.’s phone did not reveal any successful or attempted text or e-mail communication
with KAZZELBACH on the occasions that KAZZELBACH reported to law enforcement having
received messages from J.K. J.K.’s phone did, however, contain data reflecting ordinary, unrelated
usage.

68.  On August 1, 2017, KAZZELBACH was Mirandized. waived his rights, and was

interviewed by BCPD and the FBI.
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him that the site could be used to spoof e-mail addresses.® I know from training and experience,
and this investigation, that emkei.cz is a website that, free of charge, allows a user to send an email,
including with attachments, to any recipient, in which the email appears as though it originates
from any email address and name entered by the user.

THE T *GET LOCATIONS

73.  As further described below, physical surveillance and information from the
Maryland Department of Transportation, Motor Vehicle Administration (“MVA”) both indicate
that KAZZELBACH has been associated with the TARGET PREMISES from at least August 22,
2016, through January 9, 2019:

a. On August 22, 2016, KAZZELBACH filed a Petition for Protection from
Domestic Violence against J.K. in Anne Arundel District Court (case number D-07-FM-16-
001773). In the petition, KAZZELBACH listed his home address as 1040 Vena Lane, Pasadena,
MD 21122, the TARGET PREMISES.

b. On October 12, 2018, during physical surveillance of the TARGET
PREMISES, agents observed a 2016 Toyota Rav-4, bearing Maryland license plate 3CK9225 and
registered to KAZZELBACH, located on the street in front of the residence. The same day, agents
also observed a male matching the description and photograph of KAZZELBACH from MVA
records exiting the TARGET PREMISES and departing in the aforementioned 2016 Toyota Rav4.

c. As of January 8, 2019, MVA records listed the TARGET PREMISES as

KAZZELBACH’s address. The following day, on January 9, 2019, during physical surveillance

6 “Spoofing” refers to the technique of using computer software to send an email that appears to
be sent from another account, or to send a text message that appears to be sent from another phone
number.
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of the TARGET PREMISES, an agent observed a 2016 Toyota Rav-4, bearing Maryland license
plate 3CK9225 and registered to KAZZELBACH, located on the street in front of the residence.

74. On October 12, 2018, agents observed KAZZELBACH walking from the TARGET
PREMISES to his vehicle carrying a cell phone.

75.  Based on my training and experience, I know that individuals who engage in
computer hacking, aggravated identity theft, and cyberstalking often store evidence, fruits, ar or
instrumentalities of their crimes at their residences. This evidence can be in paper or electronic
form.  Furthermore, individuals who use electronic devices and electronic modes of
communication (including, but not limited to, e-mail) in furtherance of their illegal activities often
keep these devices in private places, including at their residences and on their person. As further
described below, computers and other electronic storage media often contain files or remnants of
files for months or even years. For all of these reasons, I respectfully submit that evidence, fruits,
and/or instrumentalities of the target offenses will be located at the TARGET LOCATIONS.

COMPUTERS, EI " "TRONIC STORAGE, *™D FORENSIC ANALYSIS

76.  As described above and in Attachment B, this application seeks permission to
search for items that might be found at the TARGET LOCATIONS, in whatever form they are
found. One form in which they might be found is data stored on a computer’s hard drive or other
storage media. Thus, the warrant applied for would authorize the seizure of electronic media or,
potentially, the copying of electronically stored information, all under Rule 41(e)(2)(B).

77.  Probable cause. 1 submit that, if a computer or storage medium is found at the
TARGET LOCATIONS, there is probable cause to believe those records will be stored on that
computer or storage medium, for at least the following reasons:

a. Based on my knowledge, training, and experience, I know that computer
files or remnants of such files can be recovered months or even years after they have been
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Therefore, I respectfully request issuance of the above-described criminal complaint, arrest
warrant, and warrants to search the TARGET LOCATIONS, including the person of Ahmad

KAZZELBACH, for the items listed in Attachment B.

Respectfully submitted,

Michdel Fowler, Special Agent

Federal Bureau of Investigation

Subscribed an'd'SWOrn; to before me on January , 2019.

- -4‘
é\lllbu S1A1ES MAUILS LKA TE JUDGE
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If, after performing these procedures, the directories, files, or storage areas do not reveal
evidence of obtaining information from a protected computer, intentional damage to a protected
computer, cyberstalking, aggravated identity theft, or other criminal activity, the fu er search of
that particular directory, file or storage area, shall cease.



AT™*CHMENT ™ * -
Property to Be Seized

A sample of the deoxyribonucleic acid (‘DNA”) of the person identified in Attachment A-
2 (KAZZELBACH), to be collected from him via a buccal or oral swab in accordance wi
established procedures and to be analyzed forensically in accordance with tl  applicable valid
established procedures.









d. evidence of the attachment to the COMPUTER of other storage devices or
similar containers for electronic evidence;

€. evidence of counter forensic programs (and associated data) that are
designed to eliminate data from the COMPUTER;

f. evidence of the times the COMPUTER was used;

g. passwords, encryption keys, and other access devices that may be necessary
to access the COMPUTER;
h. documentation and manuals that may be necessary to access the

>UTER or to conduct a forensic examination of the COMPUTER;

i contextual information necessary to understand the evidence described in
this attachment.
5. Routers, modems, and network equipment used to connect computers to the
internet.
6. With respect to the search of any of the items described above which are stored in

the form of magnetic or electronic coding on computer media or on media capable of being read
by a computer with the aid of computer-related equipment (including CDs, DVDs, thumb drives,
flash drives, hard disk drives, or removable digital storage media, software, or memory in any
form), the search procedure may include the following techniques (the following is a non-exclusive
list, and the government may use other procedures that, like those listed below, minimize the
review of information not within the list of items to be seized as set forth herein, while permitting
government examination of all the data necessary to determine whether that data falls within the
items to be seized):

a. surveying various file “di tories” 1d the individual files they contain
(analogous to looking at the outside of a file cabinet for markings it contains and opening a drawer
believed to contain pertinent files);

b. “opening” or curiously reading the first few “pages” of such files in order
to determine their precise contents;

c. “scanning” storage areas to discover and possibly recover recently deleted
files;

d. “scanning” storage areas for deliberately hidden files; or

e. performing key word searches or other search and retrieval searches through

all electronic storage areas to determine whether occurrences of language contained in such storage
areas exist that are intimately related to the subject matter of the investigation.

If, after performing these procedures, the directories, files, or storage areas do not reveal
evidence of obtaining information from a protected computer, intentional damage to a protected

IN



computer, cyberstalking, aggravated identity theft, or other criminal activity, the further search of
that particular directory, file or storage area, shall cease.



