
MEMORANDUM OF UNDERSTANDING 

BETWEEN 

THE FEDERAl. BUREAU OF INVESTIGATION 
CRIMINAL JUSTICE INFORMATION SERVICES DIVISION 

AND 

THE IOWA DEPARTMENT OF TRANSPORTATION MOTOR VEHICLE DIVISION 

CONCERNING THE SEARCH OF PROBE PHOTOS AGAINST THE 
IOWA DEPARTMENT OF TRANSPORTATION MOTOR VEHICLE DIVISION 

PHOTO REPOSITORY 

I. PURPOSE 

The pu1p0&e of lhis Memorandum of Understanding (MOU) la to document the 
agreed responslbllitles and functions of the Parties with reaped to conductJng 
searches of the Iowa Depar1ment of Transportation (DOT) Motor Vehicle Division 
(MVD) facial recognition (FR) photo l'l!posltory, which contains d!M!r's license 
(DL) and non-operator Identification card photos. These searches wiH be 
performed ror Iha purpose of comparing FBI Facial Analysis, Comparison, and 
Evaluation (FACE) Services Unit probe photos against photos housed In the 
l<ma DOT-MVD'II FR photo repository and obtaining Information that will 
advance acllve FBI lnveallgaUons, app,ehend wanted fuglllvas or known or 
approprlalely suspected terrorists, and locale missing pergona nationwide. A 
probe photo refe111 to the photo of the subject of an active FBI Investigation that Is 
submitted for search against a photo reposllory, The anllclpalad raault of that 
search will be a photo gallery of potential matches. These poeential matches 
(candidates) will be foiwarded lo Iha FBI. The FBI FACE Services Unit wlll lhen 
parfonn comparisons of the candidate photo{11) against the probe photo(s) to 
dete,mine their value as lnll88tlgallve leads. 

II. PARTIES 

A. The FBI, Criminal Justlce Information Services (CJIS) Division, Biometric 
Services Section (BSS), FACE Services Unit provides Investigative support to 
FBJ field offices and headquartenl divisions. The CJIS Division, through Its 
Assistant Director, Is the FBl's point of contact (POC) for lhls MOU. For 
certain day-to-day operations of Iha adlvitles described by this MOU, the 
FBl'a POC with the Iowa DOT-MVD win be the FACE Services Unlt'a 
management and Its Management and Program Analysts. 
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B. The Iowa DOT-MVD Is responsible for the admlnlstraUon of the Iowa DL 
syslem and ar::companylng photo reposltoiy. The DOT-MVD operale1 the FR 
program lhal proces&e& photo lemplatea of Iowa DL and no~ralor 
Identification cards. The Iowa DOT-MVD POC Is Iha Iowa DOT-MVD Motor 
Vehicle Enlorcement Officer. For certain day-to-day operations of the 
actMtles described by this MOU, the FACE Services Unll will conlact the 
Iowa DOT-MVO POCs Tina Lewis or Paul Steier. 

Ill. AUTHORmEs 

A. The FBI enters Into this MOU pursuant to Title 28, United States Coda 
(U.S.C.) Sacllons 533 and 534; Trtle 28, Code of Federal Regulation& Section 
0 ,85; Title 42, U.S.C. section 3n1; and Trtte 18, u.s.c. Chaplar 123. 

B. The Iowa DOT-MVD Is authorized lo share DL lnformallon with the FBI for 
authorized law enforcement purposes pursuant to llUa 18. U.S.C. Section 
2721 (b)(1). 

C. The Iowa OOT-MVD enters lnlo this MOU pursuant to Iowa Code Section 
321.11. 761 IAC (Iowa Administrative Code) 4.9(24), and 761 IAC-415.4 

IV. BACKGROUND INFORMATION 

A. General (nfoonatlon; The FACE Services Unit provides a facial recognition 
service in which FBI special agents, or olher authorized FBI peraonnel. 
submit to Iha FBI CJIS Olvlalon a photo of lhe subject of an active FBI 
lnvestlgaUon. These probe photos are compared to photographs In 
databases authorized for use by the FBI (I.e., FR databases mainlalned by 
state motor vehlcle deparimenta/agencles, law enforcement, or other 
government agencies). The number of candidates produced and provided lo 
the FACE Services Unit as a result of these searches Is dependent upon the 
searching threshold set by the Iowa DOT-MVO. 

B, The lnlenl of this service Is not lo provide a positive Identification, but to 
provide the FBI special agent with an lnvesligattw lead and analysis lo 
support that lead. The FBI will utilize Iha Iowa DOT-MVD FR photo repository 
to supplement lnfonnallon provided by existing FBI photo database searches. 

V, SPECIFIC RESPONSIBILITIES 

A. ThaFBlwlll: 

1. Have each FACE Services Unit employee who will submit probe 
photos complete a Certifllld Motor Vehicle Record Raquesl fonn 
provided by the DOT-MVD. This form wlll be renewed every two 
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years. The FACE Servlcea Unit will notify the DOT-MVD regarding 
new employees who will submit probe photos or ir an emtlng 
employee will no longer be aubmiWng probe photos. 

2. Submit probe photos, via Law Enforcement Online (LEO),lo-LEO 
&-mall, to the Iowa DOT.MVD for the purposes of comparing the probe 
photos with photos In the Iowa DOT-MVD FR photo repository. The 
LEO is accredited and approved by the FBI for senaitlve-but­
UnclassHied law enforcement Information. 

3, Manually analyze, compare, and evaluate the returned candlda!e 
photo gallery against the probe pho!o to determine the one or two 
most-likely candidates. 

4. Ir necessary, request additional biographical Information associated 
with each photo determined to be a most-likely candidate via a aecure 
email communlcallon. 

5. Submit the photo(s) of the most-likely candklate(s) to be aean:hed 
agalnat the Next Generation Identification Interstate Photo System In 
order to; 

a, locate any addi!lonal photos and aasoclated arrest lnfonnallon 
relating lo the most-likely candidate(&). 

b. Identify addillonal polenllal candidates and 8S$0ciated 
Information. 

The reeull11 of this sean:h will be compared and analyzed against the 
original probe pholo(s). Once the analysis is complete, the one or two 
most-likely candidate photos, along with their associated lnfonnallon, 
will be provided to the requesting FBI apeclal agent a& an Investigative 
lead. 

6. Store photo Images and text associated with the mo&l·likely candidate 
to the probe In the FBI case management system for record keeping 
purposes. 

7. Immediately destroy all other unused gallery photos and associated 
Information. 
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B. The Iowa DOT-MVD wlll: 

1. Apply ror a LEO e-mall account through the LEO Operations Unit. 

2. Template the FACE Services Unit-submitted probe photo and run It 
against the Iowa DOT-MVD FR photo reposllory. 

3. Retum electronic photos, DL number and/or per&onal ldentllication 
card number of all posalble candidates lo the FACE Sen,lces Unit via 
LEOe-mall. 

4. Ensure that only aulhorlzed Iowa DOT-MVD personnel will handle 
requests submitted by lhe FBI CJIS Division. Authorized Iowa DOT­
MVD personnel rarer to penionnel Who are currently trained to perfonn 
FR queries against the Iowa DOT-MVD FR photo raposltory for law 
enforcement purposes. NamBS of these predetermined Iowa DOT· 
MVD personnel will be submitted to the FBI CJIS Division for the 
purpose of the FACE Servlcaa Unit ealabllahlng and maintaining 
communication& contact with lhose Iowa DOT.MVO personnel who will 
be providing services to the FACE Se/Vices Unit. The names of this 
pradetennlned list will be reviewed and updated periodlcally lo ensure 
new authorized employees are added to the 11st and remove 
employees who are no longer authorized. 

5. Upon request, furnish the following Information associated with the 
candidale(s) provided lo the FACE Services Unit DL or identification 
card number, name, date of birth, hair color, eye color, &ex, height, and 
all address informallon. 

8. After completing ils response to the FACE Services Unit request, In a 
secure manner, Immediately and permanently dispose of all FACE 
Services Unit supplied probe photos, along with the FACE Services 
Unit's image search request. 

7. Ensure that photos received from the FACE Services Unit will not be 
electronlca!Jy tranamilted by any inlernal or external Iowa DOT·MVD 
systems, except as necessary to effectuate this agreement. 

8. Prohibit the sharing and/or dissemination of any lnfonnation associated 
with FBI FACE Services' requests beyond the authorized Iowa DOT· 
MVO personnel unless required by Iowa state law. If sharing or 
dlsaemlnatlon la required, the Iowa DOT-MVD wtN noUJy FBI FACE 
Services Unit as ,oon as possible and before the releaae or the 
lnrormallon. 
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VI. PRIVACY AND SECURITY 

A. The inrormation involved In this MOU may Identify U.S. persona, whose 
Information Is protected by lhe Privacy Act of 1974. The FBI WIii ensure lhal 
all such information will be handled lawfully pursuant lo the pn:,viaions 
thereof. Conversely, the Iowa DOT-MVD WIii compty with ils own slale"s 
privacy laws. 

B. For purposes of this MOU, Personally Identifiable Information (PII) ia 
defined as lnfonnallon which can be used lo distinguish or trace an 
Individual's ldenlily, Including any personal lnformallon which Is llnked or 
linkable lo a specific lndlvldual. Examples of PII are name, socfal security 
number, date of birth, place of birth, citizenship, mother's maiden name. and 
photographs, fingerprints, and other biometrics. 

C. Each party lhal discloses PII Is responsible for maklng reasonable efforts to 
ensure that the Information disclosed is accurate, complete, timely, and 
relevanl 

D. Each party will Immediately report to the other party each instance In which 
lnronnation received from the other party Is used, disclosed, or accessed Jn 
an unauthorized manner (including any Information losses or breaches). 

E. All transmlsslo111J of pn:ibes submitted by the FACE SelVices Unit to lha 
Iowa MVD and responses returned to the FACE Services Unit WIii be made 
through a LEO-to-LEO e-mail connaclion. 

F. The Iowa MVO will ensure user accounts and authorities granted lo Its 
paraonnel are maintained In a cununl end secure "need-lo-know" &talus. 

G. Both FBI requests end Iowa MVD responses will contain PII, and LEO e­
mail la approved and authorized to ensure security of Information contained 
in these transmissions. 

H. All facial lmagea determined by the FACE Services Unit not to be a most­
likely candldale, along with all assoclaled textual Information, will be 
di6posed via confidential trash. Textual information can Include biographic 
lnfonnallon such as: name, address, dale of birth, height, weight, eye color, 
DL /pe111onal Identification card number, and signature. 

I. Photo Images of the most-likely candidale win be retained by lhe FACE 
Services Unit In the FBI case management system for record-keeping 
purposes. All olhers will be destroyed by lhe FACE SeJVices Unll 
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J. The lnformaUon and/or documents provided by Iowa MVD to the FACE 
Services Unit will contain PII about persons retained In Iha Iowa MVD FR 
system. The FACE Services Unit will use this information for 
lawful/authorized purposes only. 

K. Each party shall be responsible for Iha safeguatdlng of any equipment used 
by II to aa::eas records, and shall limit access lo authorized users and 
members within each chain of command who have been property Instructed 
BB to their duties and responslbHitles under this MOU, on a need to know 
the Information basis. 

L Each party shall implement procedures to ensure that such equipment Is 
located In specific non-public areas under their access control and to 
prevent Information, including any printed copies of recotds, from belng 
viewed by lndlvlduals not authorized to use the equipment and/or not 
authorized to have access to th·s lnfotmatfon. 

vu. EFFECT OF THIS AGREEMENT 

A. This MOU Is not Intended, and should not be construed, lo create any right 
or benefit, substantive or procedural, enforceable by law or otheiwise 
against any of the parties, their parent agencies, Iha United Stales, or the 
officers, employees, agents, or other aasoclated personnel thereof. The 
parties will seek to iusolve any disputes regarding this MOU by mutual 
consultation. 

B. This MOU m not en obfigatlon or commitment of funds, nor a basis for 
transfer of funds, but rather Is a basic statement of the understanding 
between the parties of the matters desct1bed herein. Unleaa otherwise 
agreed In writing. each party shall bear 115 own costs In relation to this MOU. 
Expendituius by each party will be subject lo Its budgetary processes and to 
the avallabllily of funds and resources pursuant to applicable laws, 
iugulatlons, and pollcles. The parties expressly acknowledge that the 
language In this MOU In no way Implies that funds will ba made available for 
such expenditures. 

C. This MOU does not constitute an agreement for any party to assume or 
walve any liability or claim under any applicable law. 

D. Each party Is iusponslbla for ensuring that Information II discloses wa& not 
knowingly obtained or maintained in violation of any law or pollcy applicable 
to the disclosing party, and that infomlatlon ls only made available to the 
receiving party as may be permittad by laws, regulations, policies, or 
procedures applfcable lo the dlacloslng party. 
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E. Each party will provide appropriate training regarding the responsibilities 
under this MOU to individuals whose lnfonnalion-sharing acllvities are 
covered by the provisions of this MOU. 

VIII. EFFECTIVE DATE, MODIACATION. AND TERMINATION 

A. This agreement shall be effective when executed by all of the parties and 
wtll continua In affect until terminated. This agreement may be modified at 
any time by written consent of all parties. 

B. This MOU may be terminated, wtth respect to any party, at any time upon 
written notice of withdrawal to an other parties. Any party desiring to 
withdraw from this MOU wtll endeavor to provide such written notification to 
all parties al least thirty (30) days prior to withdrawal. This MOU win be 
reviewed annually lo ensure that the terms remain current, complete, and 
relevant. 

C. This MOU, In eight distinct sections, is the exclusive statement of the parties 
with respect lo its subject matter and aupel3edes any and all prior 
agreement, negotiations, representations, and/or propoaalll, written or 
verbal, relating to its subjecl matter. 
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FOR THE FEDERAL BUREAU OF INVESTIGATION 

David Cuthbert110n 
Assistant Director 
Criminal Justica lnfonnallon 
Services Division 

1/4ltv 
Date 

FOR THE IOWA DEPARTMENT OF TRANSPORTATION MOTOR VEHICLE 
DIVISION 

Mark Lowe' ( 
Director ' 
Motor Vehicle Division 
Iowa Department ofTranaportation 

/_/; 6 /"' 
Date , 
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