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AQ 106 (SDNY Rev. 01/17) Application for a Search Warrant

UNITED STATES DISTRICT COURT

for the
In the Matter of the Search of )
(Briefly describe the properiy to be searched ) :
or identify the person by name and address) ) Case No. S117 Cr. 548 (PAC)
See Attachment A g
)

APPLICATION FOR- A SEARCH AND SEIZURE WARRANT

L, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify the  person or describe the
property io be searched and give its location):

located in the Southern District of New York , there is now concealed (identify the

person or describe the property to be seized):

See Attached Affidavit and its Attachment A

The basis for the search under Fed. R. Crim. P. 41(c) is (check one or more):
& evidence of a crime; .
@ contraband, fruits of crime, or other items illegally possessed;
& property designed for‘use, intended for use, or used in committing a crime;
{3 a person to be arrested or a person who is unlawfully restrained.

The search is related to a violation of’

Code Secz;ion(s) , Offense Description(s)

18 U.S.C. §§ 401- 793: Contempt of court; unlawful disclosure of classifled information; unauthorized computer
! y access; obstruction of justice; smuggling contraband into prison; illegal acts related fo

1030; 1503; 1791; 2252A 1y pc;rnography.
The application is based on these facts:

See Altached Affidavit and its Attachment A

E{ Continued on the attached sheet.

o Delayed notice of 30 days (give exact ending date if more than 30 days: ) is requested
under 18 U.8.C. § 31034, the basis of which is set forth on the attached sheet

. .-—_..,

/ﬂf;plzcant s\l‘gnalure

/'
Jeffrey David Dfmaldsor' FBI Special Agent
R Prmrefi 'mme amd title

-1
- 1
|

Sworn to before me and signed in my presence. EERRS R

|

Date: 10/06/2018 ’*Ml@m
. . ] Judge 's signature
City and state:  New York, NY - The Honorable Paut A. Crotty, U.S.D.J.

Printed name and title

JAS 021206
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

In the Matter of the Applicatibn of the United | TO BE FILED UNDER SEAL

States of America for a Search and Seizure : A :

Warrant for a Compact Disc Located at the : Agent Affidavit in Support of
- Federal Burcau of Investigation’s New York : Application for Search Warrant

Field Office, 26 Federal Plaza, New York, New :

York ‘ :

SOUTHERN DISTRICT OF NEW YORK) ss.:
JEFF D. DONALDSON, 1t.)eing duly sworn, deposes and says:

1. Introduction
A. Affiant

1. I am a Special Agent of the Federal Bureau of Investigation (“FBI”) assigned to the.
New York Field Office, and have been employed by the FBI since 2010. I am currently Aassigned
to’ a squad responsible for counterespionage matters and have. worked in the field of
counterintelligence from 2010 to present. In the course of my duties as a Special Agent, I am
responsible for investigating offenses involving espionage and related violations of law, including
unauthorized retention, gathering, transmitting or losing classified documents or materials;
unauthorized removal and retention of classified documents or materials; illegally écting in the
United States as a foreign ageﬁt; othe;' national security offenses; and the v-making of false
statements. Asaresult of my invol\_rement in espioﬁage investigations and investigations involving
the unauthorized disclosure or retention of classified information, as well as my traiping in
_counterintell_igence operations, I am familiar with the tactics, niethods, and techniques of United
States persons wﬁo possess, or have possessed a Unﬁ:ed States Government security clearance apd

may choose to harm the United States by misusing their access to classified information, ¥ am also
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familiaf, though my training and experience with the use of computers in criminal activity and the
foreﬁsic analysis of electronically stored information.

2. I'make this Affidavit in support of an application pursuant to Rule 41 of the Federal
Rules of lCriminai Procedure for a warrant to search and seize materials contained on a compact
disc curréntly in the possession of the Federal Burcau of Investigation (f‘FBI”) in New York, New
York (the “CD*):; As descri‘bed in additional detail below, on October 3, 2018, law enforcement
officers éearched the Metropolitan Correctional Center (“MCC™) p@‘suént to a search warrant
signed by the Court on October 2, 2018 (the “MCC Search Warrant”). The MCC Search Warrant
and underlying affidavit are attached to this apioiication as Exhibit A and are incorporated by
reference, including' the defined terms identified therein.

3. Pursuant to the MCC Search Warrant and a subsequent search warrant obtained on
October 3, 2018, law enforcement officers reviewed documents (the “Schulte Cell Documents™)
collected from a cell formerly inhabited by Joshua Adam Schulte, among others. Among the
Schulte Cell Documents was a document that listed multiple potential passwords for three
encrypted messaging accounts (“Encrypted Account-1,” “Encrypted Account-2,” _“Encr);pted
Account-3,” togetilér the “Encrypted Accoﬁnts”). On October 5, 218, an FBI S.pecial Agent
who-is not a member‘ of the Schulte prasecution team accessed the Encrypted Accounts and
downloaded their contents onto the CD. This search warrant seeks authorization for law
enfc}rcemenf officers on the Schulte prosecution team to review the CD and seize any evidence of
the Subject Offenses, defined below,

4. This Affidavit is based upon my persoﬁal knowledge; my review of dﬂcﬁxnents and
other evidence; my conversations with- other law enforcement petsonﬁél; and my {raining,

experience and advice received concerning the use of computers in criminal activity and the
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forensic analjsis of electronically stored information. Because this Affidavit is being submitted
-for the limited purposé of establishing probable c.ause, it does not include all the facts that I have
learned duriﬁg the course of my investigation. Where the contents of documeﬁts and the ﬁctions,
statements, and éonversations of others are reported'herein, they are reported in substance and in
part, except where otherwise indicated.

B. The CD to Be Searched

5. The CD is a’silver and white compact disc bearing the marking “2018.10.5” and
“65C-NY-2142433.” The CD is currently located at the FB’s New York Field Office, 26 Federal
Plaza, New York, New York.

C. The Su_bject Offenses

6. For the reasons detailed below, I believe that there is probable cause that the Schulte
Documents coniain evidence, fruits, and instrumentalities of Title 18, United States Code, Sectibns
401 (contempt of court), 793 (unlawfu[ 'disclosiu'e of classified information}, 1030 (unauthorized
computer access), 1503 (obstruction of justice), 1791 {smugglin;g,r contraband into a federal -
detention facilitsr) and 2252A (illegal acts related to child pornography); as well as conspiracies
and attempts to violate these provisions and aiding and abetting these offenses (the “Subject
~Offenses”).

IL. . Probable Cause and Request to Search

7. Based on my training, experience, and participation in this investigation, és well as

my convessations with others, I have learned, among other thmgs', that:
a On October 3, 2018, I and other law enforcement officers executed the
MCC Search Warra;nt. P;ior to the éearch, MCC officials had removed the Schulte Cell
Documents, aﬁmng other things, from Schulte’s former cell and stored them in an official office

at the MICC.
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b. . Among ‘.che Schulte Cell Doéuments is a document that reﬂects the names .
of the Enerypted Accounts, as well as potential passwords for the Encrypted Accounts (the
“Password Document”). The' Passwotrd Document is attached as Exhibit B.

c. The Encrypted Accounts are enérypted email accounts housed by a foreign
service provider known as ProtonMail Secure Message, which according to its website is based in
Switzerland. Encrypted Account-1 is the account named annoni204@protonmail.com;
‘Encrypted Account-2 is the account named presumedguilty@protonmail.com; and Encrypted
Aceount-3 is the account named freejasonbourne@protonmail.com.

d; Asreflected on the P‘assword Document, the names of Encrypted Account-
1 and Encrypted Account-3 appear without “@protonmail.c.;om.” Nevertheless, the Government
previously identified Encrypted Account-1 through pictures frém the CS Account, two of which~
are included in this affidavit. In addition, the name of Enerypted Account-3 appears on the
pasgword document below Encrypted Account-1, which supported that Encrypted Account-3 is
a ProtonMail account. Moreover, on another one of the Schulte Cell Documents the name of
- Enerypted Account-3 appears just above “@protonmail.com.” Below the name of Encrypted
Accﬁ.unt—-3 are a series of Wilé;t appear to be draft Twitter messages that purport to bé from third-
parties with knowledge: of Schulte’s alleged innocence. (Twitter is a social media messaging
- service that allows users fo post messages known as “tweets” online.) |

8. Based on my training, experience, and participation in this investigation, as well as
my review of documents in the CS Account, which belongs to a prisoner who while at the MCC
observed and documentéd Schulte and Omar Amanat using the Contraband Cellphones, I have

learned, among other things, that:
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Case 1:17-cr-00548-PAC Document 98-7 Filed 06/18/19 Page 7 of 56

a. The Schulté Cellphone was used to send enctypted messages using

Encrypted Account-1 to third parties. The below image reflects one of those communications:

b. Another image from the CS Account apr;ears to show that Encrypted
Agcount-l was used to receive potentially classified information from another email account
believed to be used by Schulte. The image below, dated September 18, 2018, appears to depict. a
September 1, 2018 raessage from Conj Khyas to Encrypted Account-l.‘ The message contains
no body text and attaches a large (14.8 megabytes) pdf file whose full title is not displayed. The
displayéd title is “Schulte _Ha . _Notes.pdf,” Which appears to be a reference to the information

contained in the Pro Se Bail Motion.

1 On October 3, 2018, the Government obtained a search warrant for the Conj Khyas account. The
search warrant was served on the provider and the Government- is awaiting the returns.

5
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9. Based on my training, experience, and participation in this investigation, as well as

my revie_w of the Schulte Cell Documents, [ have lgarned, among other things, that:
a. - Schulte discussed setting up and using the Enerypted Accounts to send
potentially classified information to third parties. For example, Schulte stated: |
- “I thought I convinced him [Schulte’s father] to setup av protonmail
email acct for me to upload the articles,” which is potentially a reference to the Schuite Artioles;
if. “Create new protonmail: presumedguiity@protonmail.com.ti. e.,
Encrypted Account-2] . . . migrate wordpress to protonmail.” According to the website

WordPress.com, WordPress “allows you to build a website that meets your unique needs. Starta

blog, business site, portfolio, online store, or anything else you can imagine.”

JAS_ 021212
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iii.  “The way is clear. I will set up a wordpress of
joshschu}te.wordpress.c‘om and presumptionofinnocense. wordpress.com. From here, I will stage
my iﬁformation war: . .. The presumptioh of innocence blog will conte;in my 10 articles . ..”

iv. “Yesterday I started cleansing the phone & in the process setup a
new protonmail which I ﬂmsfeﬁed the wordpress too {sic].”

b. Schulte also discussed potentially disclosing classiﬁed information to
foreign countries if the Government does not pay him restitution for allegedly falsely accusing him
of crimes. For example, Schulte stated: “If govt doesn’t pay me $50 billion in restitution &
prosecute the criminals who lied to the judge and presented this BS case then I will visit every
country in the world and bear witness to the treachery that .i's the USG [United States Government].
1 will look to breakup diplomatic felationslﬁps, close embassies, and US occupation across the
world & finally i‘eve-rse uUs Jingoism.’-’ |

10. Based on my training, experience, and participation in this investigation, as well as
on Iﬁy conversations with others, including an FBI Special Agent who is not a member of the
Schulte prosecution team (the “Wéll Agent”), | have learned, amdng other things,' that:

| a. On Qctober 5, 2018, the Wall Agent used the passwords on the Password
Document to access the Encrypted Accounts. _

b. Once the Wall Agent accessed the-Encrypted Accounts, the Wall Agent

downloaded the contents of the Emnerypted Accounts to the CD.
. III. Evidence, Fruits, and Instrumentalities on the CD

{1.  Based on my training, éxperience_, aﬁd participation in this investigation, I know

that inmate phone cqlls at federal detention facilities, like the MCC, are recorded. Thus, inmates

at times atiempt to smuggle contraband electronic devices into the MCC, such as the Contraband
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Cellphones, in order to covertly communicate with others While in pi‘ison. I also know that inmates
will use such electronic devices to access emails accounts, like the Encrypted Accounts, that will
" allow them to communicate discreetly, including about criminal conduct., As a result, the fact that
Schulte setup aqd used the Encfypted Accounts to send or receive communications, oh its own,
demonstrates that the account likely contains communications evidencing crimes, including ‘;he
Subject Offenses.
| 12, Based on the foregoing, and based on my training and experience, 1 know that
Schulte has us&_:d the Coniraband Cellphones to, among other things, accesé, Fnerypted Acconnt-
1. I dlso _know that Schulte discussed using the Encrypted Accounts, incluciing Encrypted
Account-2, to io‘ad documents created by WordPress. 1 also know that Schulte referenced
Encrypted Account-3 on at least two pages of the Schulte Cell Documents, and on one page
drafted pux_’ported messages below the name of Encfypted Account-3. As a result, there is
probable cause to believe that the Enerypted Accounts contain evidence, fruits, and
instrumentalities of the Subject Offenses, as more fully described in Section II of Attachments A- .
1 and A-2 to the requested warrants. For example, there is probable cause to believe that the
Encrypted Accom;ts will contain evidence of communications involving Amanat and Schulte’s
attempt to x‘nanufacture evidence in advance of Amanat’s sentencing. Sifnilarly, there is probable
cause to believe that the Encrypted Accounts will also contain evidence of communications
Schulte had over the Coniraband iPhones, which—like the Pro Se Motion and the Schﬁlte
Articles—are likely to contain classified information or information protected by the Schulte
Protective Order. Moreover, I submit that there is probable cause to believe that the Encrypted
Accounts will also contain evidence of potential child pornography offenses and obstruction of

justice. In particular, Schulte has made certain aﬂegations in his Pro Se Bail Motion with respect
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to the child pornography crimes with which he is charged, which constitute evidence of the charged-
offenses.
-13. Based on the foregoing, I believe the Encrypted Accounf_s are Iikély to contain,
among other things, the following information: |
a. Evidence of the identity(ies) of the user(s) of the Encrypted Accounts and
| the Contraband Celiphones, as well as other coconspirators in contact with the Contraband
Cellphones; 7
b. | Evidence relating to the geolocation of the users of the Emcrypted
Acéounts at times relevant to the Subject Offenses; .I.
c. Evidence relating to the participation in the Subject Offenses by the CS,
Séhulte, Amanat, and others using or in communication with the Encrypted Accounts;
d. Evidence concerning financial institutions and transactions used .by the
users of the En¢rypted Accounts in fﬁrtheranée of the Subject Offenses;
e. Conﬁnuﬁioations evidencir;g crimes, including the Subject Offenses; .
f. Evidence of aﬁd relating to computers or other online accounts and facilities
(such as additional-‘email addresses) controllred or maintained by the user(s) of the Contraband
Cellphones or Encrypted Accounts; and |
| g Passwprds or other informétion needed to access any such compulers,
accounts, or facilities. |
14. ' Based on the foregoing, I believe there is probable cause to search the CD-—

including the contents of the Encrypted . Accounts—to seize the information identified in the

foregoing paragraph.
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IV. Conclusion and Ancillary Provisions
150 Based on the foregoing, I respectfully request the court to issue éwarrant to search
and seize the items and information specified in Attachment A to this Affidavit and to the Search
and Seizure Warrant ‘ |
16.  In light of the confidential nature of the continuing investigation, I respectfully
requést that this Affidavit be maintained under seal until the Court orders otherwise.
T 0D (.
- JEWF D. DONALISSON

Special Agent
Federal Bureau of Investigation

Sworn to before me on
this 6th day of October 2018

THE HONORABLE PAUL A, QRQTTY
UNITED STATES DISTRICT JUDGE

SOUTHERN DISTRTCT QE NEW, YURK

10
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Aftachment A
L Identification of the CD to Be Searched

The CD is a silver and white compact disc beéring the marking “2018.10.5” and f‘65C-
NY-2142433.” The CD is currently located at the FBI’s New York Field Office, 26 Federal Plaza,
New York, New Y(_)rk.- The CD contains the contents of three encryptéd email accounts
(“Encrypted Account-1,” “Encrypted Acco_unt—Z,” and “Encrypted Account-3,” together the
- “Fncrypted Accounts”).

The Encrypted Accounts are encrypted email accounts downloaded to the CD from a
foreign service provider known as ProtonMail Secure Message, which according to its website is
based in Switzerland. Enerypfed Account-1 is the account named annon1204@protonmail.com;
Encrypted Account-2 is the account named presumedguilty@protonmail.com; and Encrypted
Account-3 is the account named freejasonbourne@protonmail.com.

1L Execution of the Warrant

Law enforcement agents are permitted to execute the search warrant at any time in the day
or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after
the execution of the search.

II. Items to Be Searched and Seized
A, Evidence, Fruits, and Instrumentalities of the Subject Offenses

The CD may be searched for the seizure of the following evidence, fruits, and
instrumentalities oft Title 18, Unifed States Code, Sections 401 (contempt. of court); Title 18,
United States Code, Section 793 (unlawful disclosure of classified information); Title 18, United
States Code, Section 1030 (unauthorized computer access), Title 18, United States Code, Sec-t'ion
1503 (obstruction of justice), Title 18, United States Code, Section 1791 (smuggling contraband

into a federal detention facility) and Title 18, United States Code, Section2252A (illegal acts
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related to child pomoéraphy); as well as conspiracies and attempts to !violate these provisions and .
aiding and a-betting these offenses (the “Subject Offenses™), including:

a. Evidence of the identity(ies) of the user(s) of the Encrypte& Accounts and
~ contraband cellphones in the Metropolitan Correctional Center (the “Contraband Cellphones™), as
~ well as other coconspirators in contact with the Encrypted ‘Accounts and/or Contraband
Cellphones;

| b.. Evidence relating to the geolocation of the users of .the Encrypted
Accounts at times relevant to the Subject Offenses; | |

c. Evidence relating to the participation in the Subject Offenses by Schulte,
Omar Amanat, and others using or in communication with the Encrypted Accounts and/or
Contraban_d Cellphon’es; |

Vd. Evidence concenﬁng financial institutions and transactiqns-used by the
users of the Encrypted Accounts and/or Contraband Cellphones in furtherance of th¢ Subject
Offenses; |

c. Communications evidencing ctimes, inclﬁding the Subject Offenses;

f. Evidence of and relating to computers or other online accounts and facilities
(such as additional email addresses) controlled or maintained by the. user(s) {}f the Encrypted
Accounts and/or Contraband Cellphones; and

g. | Passwords ot other information needed to access any electronic devices like

the Contraband Cellphones or facilities like the Enerypted Accounts.
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 EXHIBIT A
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AQ 106 {SDNY R.r.v. 01/17) Application for a Search Warrant

UNITED STATES DISTRICT COURT
‘ for the

18 MAG 8377

Case No. S117 Cr. 548 (PAC)

be

In the Matter of the Search of

(Briefly describe the property io be seqrched
or identify the person by name and address) -

See Attachment A

Pt

APPLICATION FOR A SEARCH AND SEIZURE WARRANT

. 1, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of petiniy that I have reason to believe that on the following person or property fidentify the person or deseribe the

property lo be searched and give its location):

District of New York , there is now concealed (dentify the

located in the Southern
person or describe the properiy o be seized).

- See Attached Affidavit and its Attachment A

The basis for the search under Fed. R. Crim. P, 41{c) Is (check one or more); '

® evidence of a crime;
contraband, fruits of crime, or other items illegally possessed;

@ property designed for use, intended for use, or used in commitiing a crime;

7 a person to be arrested ot a petson who is unlawfully restrained.
The search is telated to a violation of:
Code Section(s) Offense Description(s)

. 18 U.8.C. §§ 401; 793; 1030; Gontempt of court; unfawful disclosure of dlassified information; unauthorized computer
access; wire fraud; obsfruction of justice; smuggling contraband into prison; illegal acts

1343; 1503; 1791, 2252A related to child pornography.
The application is based on these facts:
See Altached Affidavit and its Attachment A
® Continued on the attached sheet. .
. )is requested

o Delayed notice of 30 days (give exact ending dafe if more than 30 days:
under 18 U.S.C. § 31038, the basis of which is set forth on tie attached sheqt

/14@

Jeffrev Dawd Donaldson FDI ,‘.,..ecEal Agent
- Pr inted name a‘nd . | ";

" Sworn to before me and signed in my presence. |
. ! 0/;9& 05 : . i M
/ . , &4/ &z

L --z-n/ l LJ"\.
,,g{ppliuant * szgnature .

Date: . 46/0q72018

; - .h’:ciée 5 s!gna{w e
City and stater New York, NY ‘ The Honorable Paul A. Crotiy,.U.8.D.J,
' . . Printed name and title

JAS 021220
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In the Maiter of the Application of the United : TO BE FILED UNDER SEAL
States of America for a Search Warrant for the : v

Premises Known and Described as 7 South Unit, ;- " Agent Affidavit in Support of
7 North Unit, Including the Cells Located In : Application for Search Warrant

Those Units, and the Education Department’s :
Law Library on the Second Floor, iocated in :
Metropolitan Correctional Center, 150 Patk Row,
New York, New York 10007, as well as Any :
Closed Containers/Tiems Contained im the :
Premises :

SOUTHERN DISTRICT OF NEW YORK) ss.:
JEFE D. DONALDSON, being duly sworn, deposes and says:

L Introduction
"A. Affiant
1. Tam a Special Agent of the Federal Bureau of Investigation (“FBI”) assigned to the

New York F ]:.fﬁld Office, and have been employed by the FBI since 2010. I am currently assigned‘
to a squad responsible for .couﬁterespionage matters and have worked in the field of .
counterintelligence from 2010 to preseﬁt. In the course of my dutieé as a Special Agent, I am

_ responsible for fuvestigating offenses involving espionage and related violations of law, including
unauthorized retention, gathering, transmitting or losing classified documents or materials;

- unauthorized reméval and retention of classified documents or materials; illegally acting in the
United States as a foreign agent; other national security offenses;  and the making of faisé
statements, Asa rf:sult of my involvement in espionage investigations and investigations ipvolving
the unauthorized disclosure or retention of classified information, as well as my training in
counterintelligence opefations, T am familiar with the tactics, methods, and techniques of United

States persons who possess, or have possessed a United States Government security clearance and

JAS 021221



Case 1:17-cr-00548-PAC Document 98-7 Filed 06/18/19 Page 18 of 56

may choose to harm the United States by misusing their access to classified hlfomation. Tamalso
familiar, though my training and experience with fhe use of computers in criminal activity and the
forensic analysis of elecironically stored information.

2, Imake this Afﬁdavit in sapport .of an application pursuant to Rule 41 of the Federai
Rules of Criminal Procedure for a second warrant to searcﬁ the premises specified below (the
“Subject AI’remisas”) for the items and informe;tion described in Attachment A. This Affidavit is
based upon my personal knowledge; my review of documents and other evidence; my
conversations with éther law enforcement personnel; and my training, experience and advice
received céncemmg the use of computers in criminal éctivity and the forensic analysis of
electronically stored information (“ESF”). Because this Affidavit is being submitted for the limited |
purpose of establishing probable cause, it does not include all the facts that I have learned during
fhe course of my nvestigation. Whefa the contents of documents and the actio.ns_, statements, and
conversations of others are reported herein, they are reported in Sﬁbstance and in part, except where
omegvéise indicated. | | |

B. The Subject Premises
3. The Subject Premises is particularly described as the 7 South Unit (“Unit-17), 7‘

North Unit (“Unit-2"), including the cells Jocated in those units, aﬁd the Education Department’s
law library on the second floor (the “Law Library,” together with “Unit-1” and “Unit-2,” the
“Subject Premises”) located in Metropolitan Correctional Center, 150 Park Row, New York, New

York 10007,

C. The Subject Offenses

4. - Forthereasons detailed below, I believe that there is probable cause that the Subject
Premises contain evidencc, ﬁfuits, and instrumentalities of Title 18, United States Code, Sections '

401 (contempt of court), 793 (unlawfu! disclosure of classified information); 1030 (unautﬁdrizad
2
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computer access), 1343 (wire fraud), 1503 (obstruction of justice), 1791 (sm;lggling contraband

into a federal detention facility) and 2252A (illegal acts related to child pornogfaphy); as well as

' éonspiracies and attempts to violate these provisions and aiding and abetting these offenses, amonf;
other statutes (the “Subject éffenses”).

D; Terminclogy _

5. The term “computer,” as used herein, is defined as-set fo-rth m 18 U.K8.C.
§ 1030¢)(L).

6. The terms “recbrds,” “documents,” and “materials” include all information
recorded in any form, visual or oral, and by any means, whether in handmac_le form (including, but
nof limited to, writings, drawings, paintings), photogtaphic form (including, but not limited to,
microfilm, microﬁche, prints, slides, negatives, videotapes, motion picfures, photocopies) or
electrical, eiectronic or magnetic form (including, but not limited to, tape recordings, cassettes,
compact discs, electronic or magngtic storage devices suclll‘as floppy diskettes, ha,rd disks, CD-
ROMs, digital video disks (DVDs), Personal Digital Assistants (PDAs), Multi Media Cards’
(MMCs), memarty sticl_{s, optical discs, printer buffers, smart cards, zflemory calculators, electronic
dialers, Bernoulli drives, or electronic notebooks, as well as digital data files and printouts or
readouts from any magnetic, electrical or electronic storage device), as well as the equipment
needed to record such information {including but not limited to cameras and video recording and
storage devices). |
AII. Probable Cause and Request to Search

A, Overview

7. As described in further detail below, through this application, the Government
seeks a warrant to seatch the Subject Premises for two iPhones one with IMEI 358793052665161

- and one with IMEI 354444064445994 (the “Contraband iPhones™); a Samsung cellphone with
3 .
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IMEI number 357073084445432 and/or Serial Number R58J61Q0JCD (the “Schulte Cellphone,”
together with the Contraband iPhones, the “Contraband Cellphones™); and copies of éertahl
docments ﬁritten by Joshua Adam Schulte {the “Schulte Documents™).! Schulte-—who has been.
indicted f"or, among other things, posséssion of child pornography and unlawful disclosure of
classified information—and anothpr inmate, Omar Amanai—who was convicted at trial of various
forms of fraud, including securities ﬁ'aud—have; been usiflg the Contraband Cellphones that were
smuggled into the MCC to, among other things, fabricate evidence and disseminate information
that is either protected by a court-entered protective c'nfder or that is classified.
B. Béckgmund on Amanat and Schulte’s Detention at the MCC
8. Based on my training and experience, my participation in this investigation, and
my conversations with other law enforcement agents and o;shers, and my review of reports preﬁared _
- by others, including other FBI agents, I have learned, among other things, that: |

a. Between in or about 2012 and Novémber 2016, Schulte was employed by
the Centra] Intelligence Agenc.;y {the “C]'A”).‘ |

b. At the CIA, Schulte worked at a specific group (the “CIA Group”) that,
among other things, developed computer applications that the CTA used to gather intelligence
abroad. |

¢ A.s part of his work, Schulte developed specialized skills in, among other
things, hacking computers and computer networks and sectetly obtaining datalﬁ'om_ compters and
computer rietworks.

d..  In or about November 2016, Schulte resigraéd from the CIA. Prior fo his

resignation, Schulte had disclosed to other CIA employees that he was angry at what he perceived

! One of the Contraband iPhones was seized by the MICC on or about September 26, 2018.

4
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to be ﬁis mistreatment Ey CIA management in connection with a dispute Schulte had had with
another CIA employee.v , |
e Begitning on or about Maxch 7, 2017 through in or about November 2017,
the website. wikileaks.org (“WikiLeaks™) pubﬁshed information from the CIA Group at which
Schulte previously worked (?:he “Leak™). The Leak appears to be the largest unauthorized public
disclosure of CIA. information in the history of the agency. A
f. 6n or shout Augﬁst,zﬁl, 2017, the FBL afrestgd Schulte for, among other
things, possession of clﬁld pornography, ﬁased on, in part, the FBI’s discovery of approximately
10,000 images of apparent child pornography on a i)ersonal desktop computer used by Schulte.
| g Schulte was initially released on bail on or about September 15, 2017, over
tﬂc Government’s objection. Schulte’s bail was revoked, however, in connection with his violation
of his bail conditions, in particular, restrictions on his use of computers or the Internet, Schulte’s
' aétions includc&, among other things, using an onihc ﬁetwmk that allows for anonymous browsing
of the Internet. Schulte has been detained at the MCC since on or .aboﬁt December 14, 201’?.
h. On or about June 18, 2018, fhe Government filed a superseding indictment
that, in addition fo containing the original child pomogrﬁphy charges, also charged Schulte with
violations of, among other statutes, Title 18, United States Code, Sections 793 and 1030, in

connection with the Leak,

i The Government has procuced to Schulte certain search warrant affidavits
(the “Schulte Search Warrant Affidavits”) pursuant to a protective order entered by the Court on
or about September 1 8, 2017 (the “Schulte Protéctive Order™). Based on the terms of the protective

order, Schulte and his. defense team were not permitted to disclose the Schulte Search Warrant
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Affidavits or the information contained in them to anyone not involved in the preparation of
Schulfe’s defense,

9.  Based on r.ny tt‘ammg and experience, my partiéipation in this investigation, my
review of reports and other documents prepared by others, and my conversations vérith other iaw
enforcement agents and others, including an FBI agent involved in an carlier investigation _and
prosecuﬁon of Aﬁmat, 1 have learned, among other things, that:

a. - Onor about July 13, 2016, the Government filed a superseding indictlﬁen?:
charging Amanat with wire fraud, conspiracy to commit wire frand, aiding and -a'befting investment
advisor frand, and conspiracfr to commit securities fraud.

b. I Amanat vx;as arrested that day and re]ea’s;:d oh bai} on or about July 22,2016.

. c. On or about December 26, 2017, Amanat was convicted on all counts after

a jury trial before the Honorable Paul G. Gardephe. -

d. Amanat has been detained at the MCC since on or about December 26, -

2017.

e. Amanat is curreitly scheduled to be sehtent_zed on ot about October 18, 2018
although that sentencing date may be adjourned because of requests by defense counsel for Amanat
and his co-defendant, Kaleil Isaza Tuzman, for 8 Fatico hearing. Isaza Tuzman was also convicted

on or about December 26, 2017 qnd is curtently-on bail pending sentencing.

f, Amanat’s brother and co-defendant, Irfan Amanat, is sc;hedulqd 1o proceed
to trial before Judge Gardephe on October 22, 2018, on charges of wire fraud, conspiracy to
commit wire frand, aiding and abeiting investment adﬁsor fraud, and conspitacy to comniit

securities fraud.
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10 Based on my training and experience, my pammpatxon in this investigation, my
conversations with other law enforcement agents and others and my review of reports and
recorded telephone conversations, I have learned, among other things, that:

a. Schulte and Amanat are cellmates at the MCC, and are housed in Unit-1.2
b During recorded teiephone convetsations from the MCC,? Schulte has
stated that he and Amanat are friends and that Schuite is helping Amanat with a teport that will

- help to prove Amanat’s alleged ionocence.

C. Schulte’s Violation of the Schulte Protective ()rder and Disclosure of Classified
Tnformation While at the MCC

11.  Based on my training and experience, my conversations with other law enforcoment
agents and others, my participation in this investigation, and my review of reports and recorded

conversations, I have learned, among other things, that:

a. In or a,-b'out April 2018, in recorded calls from the MCC, Schulté discussed
with members of his family his dasjre to talk to members of the media about his case. Schulte also
_indicated that he had written sever_al documents, which he called “articles,” that discusscd his case
(the _“Sbhulte Articies”) and which he wanted to be disseminated to the media. It appears ﬁfrom the

calls that at least some of the Schulte Asticles may have been provided to one or more members

of the media.

b. In oi; about April 2018, in 2 recorded call from the MCC, Schulte spoke with
an individual who appeared to be & member of the media. During the call, Schulte discussed the

information contained in one of the Schulte Search Warrant Affidavits and why he felt that

2 understand that based on some of the conduct described in this Affidavit, MCC officials may
move Schulte to another part of the MCC so that he is no longer Amanat’s cellmate.

3 All conversations or documents referenced in this Affidavit are described in substance and in
patt. '
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' information was inaccurate. When asked if the information he was discussing wés classified,
Schulte responded that it was not classified, but that it w&g protected by the “protective order.”
Nevertheless, Schulte continued to disclose information found in one of the Schulte .S'earch
Warrant Affidavits. |

c. On or about May 15, 2018, the Washington Post and the New York Times
published articles about Schulte’s case, in which they indicated that their reporters had learned of
information contained in at least one of the Schulte Search Warrant Affidavits.

d. On or about.May 21, 2018, at the Government’s request, the Court held a

conference to address Schulte’s violation of the Schulte Protective Order. During the hearing, thé

Government noted, among other things, that it had reviewed recordings of calls Schulte had

participated in from the MCC.

e.  On or about June 20, 201‘8, at ‘hi.s érraignment on the superseding
indictment, Schulté submitted a handwritten pro se bail motion to the Court (the “Pro Se Bail
| Motion,”%m@w@mw&wﬂ ’5{?0

£ The day after Schulte submitted thé Pro Se Bail Motion, the Government
informed Schulte’s counsel that the Pro. Se Bail Motion was undergoing a review by the CIA to

defermine whether it contained classified information.

8. It appears that after the Government informed Schulte’s counsel about the
classification review, Schulte may have sent the Pro Se Bail Motion to an attotney and his parents.
h. The CIA has reviewed the Pro Se Bail Motion and the Schulte Articles, and

has determined that the Pro Se Bail Motion and at least one of the Schulte Articles contain

classified information.

f The Schulte Documents are more particularly described in Attachment -A@ an o/ rne /Q4é

Gné/ Fhe 5(_;/; g/lrf,Z/f_g, | /SQ
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D. Ainanat’s Fabrication of Evidence During His Trial

12.  Based on my training and experience, my participation in this investigation, and
my conversatioﬁs with other }aw enforcement agents and others, including an FBI agent involved
in a prior investigation and prosecution of Amanat, ] have learned, among other things, the
following:

a. Duing his trial, Amanat soc;ght to introduce, among otherl things,

approximately five emails (the “Amanat F ahricated Emails™), four of which were admiited initially

several in redacied form.

b. . In response, during two hearings held outside the presence of the jury vas
well as.in & rebuftal case before the jury, the Government submitted evidence showing that the
Amanat Fabricated Emails had béen faked By Amanat, iﬁolﬁding, among other things:

i Bvidence of discrepancies in header information, including time
stamps associated with the Amanat ! abricated Emails and other emails infroduced at trial.
ii. Evidence that certain of the Amanat Fabticated Emails were not

found in certajn email accounts or on elestronic media used by the purported recipients of the

emails,

iii. Evidence that-thé Amanat Fabricated- Emails were inconsistent with
other contemiporaneous and inculpatory communications invelving Amanat.
i;v. An email communication between Amanat and his brother and co- -
‘ defenflant,- Irfan Amanat, coneerning how fo delete emails from a certain email account.
v. Expert testimony from an experienced FBI Special Agent assigned
to a cyber squad that Four of the five Amanat Fabricated Emails were fake and/or were not serit on
the date and titne on which they appeared to have been sent. A

c. As noted above, Amanat was convicted by the jury of all coﬁnts.
9 .
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E. Schulte and Amanat Arrange to have Cellphones Smuggled into the MCC
13. I have participated in an interview of an inmate at the MCC who was housed in
Unit-1 with Amanat and Schulie until recently (the “CS”).° During that interview, the CS reported
that, among othet things: |
| a. For the past several -months, the CS has been paid by Amanat to store a.nd
charge the Contraband Cellphones.
b, The Confraband Cellphbnes‘ were smuggled into the MCC and proteetedi
from detection through a network of visitors to the facility, inmates, and correctional officers.
c. For a time, the CS was tasked with storing and chargirig the Coniraband

Cellphones in the CS’s cell. During that time-period, the CS also knew the passwords for the

devices.

d. At some point, Schulte decided that he no longer wanted the CS to know
the password for the Schulte Cellphone or to store it. Since around that time, the Schulte Cellphone

has been stored in other inmates® cells.

e. Schulte told the CS that Schulte had implemented certain security protocols
with respect to the Schulte Cellphone, such as changing the cellphone’s unique device identifier
and enabling a function by which all the data on the Schulie Cellphone would be deleted if

someone other than Schulte tried to access the phorie.

f. Prior to Schulte’s retrieval of the Schulte Cellphone, the CS would regularly

take soreenshots of messages and recorded videos involving the Contraband Cellphones, The CS

5 The CS is facing immigration and narcotics trafficking charges, and is cooperating in the hops
of receiving a more lenient sentence and potentjally immigration benefits. As described in this
Affidavit, the CS’s information has been at least partly corroborated by, among other things, a
seizute of at least one contraband cellphone. ' :

10
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subsequently stored those screenshots in an email account the CS created (the “CS Account™).

Based on these messages and the CS’s conversations with Schulte and Amanat, the CS understood

that, among other things:

i, Schulte and Amanat were using the Contraband Cellphones in
conniection with the creation of some sortof report that would be submitted to Amanat’s sentencing

judge (Judge Gardephe) to show that the Amanat Fabricated Emails were allegedly real.
| | ii. The CS also recalled a commﬁnicat‘ion over at least one of the |
Contraband Cellphones relating to “Vault 7,” which is ﬂ}s name used by WikiLeaks for the Leak.
g Amanat and Schulte also discussed their need to have the Contraband

Cellphones with them when they accessed discovery at the Law Library.

h, During the interview, the CS consented to the search of the CS Account,

and provided not only fhe name of the CS Account,-but also the password for it.

14, Based on my participati;m in this investigation, con%/ersations with other
participants in the investigation, an& my review of reports prepared during the investigation, I have
leérned, among other things, that: |

a. Unit-1 and Unit-2 are on the same floor of the MCC and are connected by

a corridor.

b. . Although inmates from the two units are prohibited from interacting with
each other in the corridor between Unit-1 and Unit-2, inmates are, attimes, able to meet briefly in

that space.

c. On ot about on or about September 26, 2018, MCC officials recovered one
of the Contraband iPhones from Unit-1. ¥t does not appear, however, that the other Coniraband

Cellphones have been recovered by.MCC officials yet.

11
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d - The search for the ofher Contiaband Cellphones is ongoing, and has
included, among other things, searching multiple cells in Unit-1, including Schulte and Amanat’s

cell, and cells in proximity to their cell.

F. Evidence of Schulie’s and Amanat’s Ilegal Activity Using the Contraband
¢ Cellphones _

15.  Based on my review of the CS Account, my participation in this investigation,
conversations with other participants in the investigation, and my review of reports prepeared
during the investigation, I have learned, among other things, that:

2. The CS Account contains approximately 450 electronic files (including
videos and photographs) of the Contraband Cellphones. These files inchidé, among other things,
video recordings of Schulte and Amanat using the Contraband Cellphones and screenshots (or
images) of communications rec_eived and/or sent using the Contraband Ceilphon‘es in connection .
with Schulte’s and Amanat;'s intende?d fabrication of evidence and/or dissemination of materials
protected by the Protective Order or that appear clagsified, including the Schulte Documents.

b.  Below are séveral still images taken from videos rettiéved from the CS

Account that show Schulte and Amanat using the Contraband Cellphones in the MCC:
Video 1 (Image 1)

12
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Case 1

13
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Video 2 age 1

Video 2 (Image 2)

14
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c. Below are images from the CS Account reflecting communicationé using

the Contraband Cellphones: .

i The image below from one of the Contraband Cellphones appeats

to be a draft report prepared by Schulte and Amanat related to the fabricated emails from Amanat’s

trial.

15
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ii. The image below from one of the Contraband Cellphones appears

to be an email deseribing an excerpt from one of the Schulte Articles:

16 .
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. The image belowis a screeﬁshot of what appears to be an email sent
over one of the Contrgband Cellphones. “Protonmail” is an encrypted email service based abroad,

and the file “Schulte Fla... Notes.pdf” appears to be a reference to the information contained in

the Pro Se Bail Motion.

17
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v, The image below is a screenshot of one of the Contraband
Cellphones that depicts certain applicétions that have been downloaded to the phoné, including

“Secure De]etef” and “IShredder™:

i8
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G. Probable Cause Justifying Search of ESI

16.  Based on the foregoing, and based on my training and experience, I know that
Amanat and Schulte have used (or are using) the Contraband Cellphones to, among other things,
create documents »and communicate with others outside the MCC. Moreover, like individuals -
engagea in any otherrkind of activity, individuals who engage in the Subject Offenses store records
relating to their ﬂlegal- activity and to persoﬂs involved with them in that activity on electronic
devices such as the Coniraband Cellphones. Such recotds can include, for example logs of enline
“chats” with co-conspirators; email correspondence; contact information of co-conspirators, .
including telephone numbers, email aiddrcsses, and identifiers for instaﬁt messaging and social
medial accounts; stolen financial and ,persqnal‘ identification data, including bank account
numbers, credit.card numbers, and names, addresses, telephone numberé, and social sracurity‘
numbers of other individuals; and/or records of illegal transactions using stolen financi,él and. |
personal identification data, Individuals engaged in criminal activity often store sucﬁ records in
order to, among other things, (1) keep track of co—conspirators; contact information; (2) keep a
record of illegal transactions for future reference; (3} keep an accounting of illegal proceeds for
putposes of, among other things, dividing ﬁlOlSB proceeds with co-—conspirato.rs; and (4) store stolen
data for future exp!éitation. »

17.  As a result, there is probable cause to believe that the Contraband Cellphones
contain some or all of the following: |

a. The phone numbers associated with ﬂm Confreband Cellphones, as well as .
call log information of phoﬁe numbers of incoming and outgoing, and missed or unanswered calls

to and from the Contraband Cellphones;

b, Addtess books and cantact lists stored on the Contraband Cellphones o its

memory card(s) ;
19
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c. Voicemail messaées, opened or unopened, related to the Suﬁject Offenses;

d. Evidence concerning the; i'dentity or location of the owner(s) or ﬁser(s) of
the Contraband Cellphones; |

e. = Fvidence concerning the ideniity and/or Iocatic;n of the individual(s)
involved in the commission of the Subject Offenses;

f.©  Evidence of communications among, or conceming,Apal*t‘icipants in or
witnesses fo the commission of the Subject Offenses; |

g. Contact information of co-conspirators and witnesses to the commission of
the Subject Offenses, including teléphone numbers, email addresses, and identifiers for instant

. messaging and social media accounts;

h. Text, data, “chats,” MMS (“Multimedia Messaging Service”) messages,
SMS (“Short Message Service”) messages, FaceTime messages, and. e~mail messages, any
attachments 1o those messages, such as digital photographs and videos, and any associated
infonﬁatidn, such as the phone number or e-mail address from which the message was sent,
~ pertaining to the Subject Offenses;
| i Digital photographs and videos related to the Subject Offenses;
I Browsing history, websites visited, and inter_ne;t searchés conducted on the
| Contraband Cellphones related to the Subject Offenses.
* 18. Basedon my training and experience, I also know that, where computers are used
in furtherance of criminal activity, evidence of the criminal activity can often be found months or
even years after it occurred. This is typically true becanse:

s Electronic files can be stored on a hard drive for years at little or no cost and users thus
have little incentive to delete data that may be useft] to consult in the future.

20
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o Tyen when a user does choose to delcte data, the data can often be recovered months
or years later with the appropriate forensic tools. When a file is “deleted” on a home
computer, the data contained in the file does not actually disappear, but instead remains
on the hard drive, in “slack space,” until it is overwritten by new data that catmot be
stored elsewhere on the computer. Similarly, files that have been viewed on the Internet
are generally downloaded into a temporary Internet directory or “cache,” which is only
overwritten as the “cache” fills up and is replaced with more recently viewed Intexnet
pages. Thus, the ability to retrieve from a hard drive or other electronic storage media
depends less on - when the file was created or viewed than on a particular user’s
operating system, storage capacity, and - computer habits.

« Tn the event that a user changes computers, the user will typically transfer files from
the old computer to the new computer, so as not to lose data. In addition, users-often

Jeep backups of their data on electronic storage media such as thumb drives, flash
memory cards, CD-ROMs, or portable hard drives. :

19.  Based on the foregoing, I respectfully submit there is probable cause to believe that
Schulte and Amanat are engaged in the Subject Offenses, and that evidence of this criminal activity
is likely to be found in the Subject Premises and on the Coritraband Cellphones, -

1L Procedures for Searching ESI
A, Exem‘tion of Warrant for ESI
20.  Fedetal Rule of Criminal Procedure 41(e)(2)(B) provides that a warrant to seatch
for and séize property “may authorize the seizure of electronic storage media. or the seizure or
copying of electronically stored information . . . for later review.” Consistent with Rule 41, this
application requests agthoﬁzation to seize any computer devices and storage modia and transport

‘them to an appropriate law enforcement facility for review. This is typicelly necessary for a number

of reasons:

¢ First, the volume of data on computot devices and storage media is often impractical
for law enforcement personnel to review in its entirety at the search location.

o Second, because computer data js particularly vulnerable to inadvertont or intentional
modification or destruction, computer devices are ideally examined in a controlled
environment, such as a law enforcement laboratory, where trained petsonnel, using
specialized software, can make a forensic copy of the storage media that can be
subsequently reviewed in a manner that does not change the underlying data.

21
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» Third, there are so many types of computer hardware and software in use today that it
can bo impossible to bring to the search site all of the necessary technical manuals and
specialized personnel and equipment potentially required to safely access the
undetlying computer data. '

o Fourth, many factors can complicate and prolong recovery of data from a computer
device, including the increasingly common use of passwords, encryption, or other
features or configurations designed to protect ot conceal data on the computer, which
often take considerable time and resources for forensic personnel to detect and resolve.

B. Review of ESK

21.  Following seizqre of any cellphones and/or the creation of forensic image copies, _
law enforcement personuel {who may include, in addition to law enforcement officers and agents,
'attorneys forthe government, 'attorney support staff, agency personnel assisting the government in
this investigation, and outside fechnical experts under government control) will reviev&lr the EST

contained therein for information responsive to the warrant.

22,  In conducting this review, law enforcement persorinel may use various techuiques
to determinie which files or other ESI contain evidence ot fiuits of the Subject Offenses. "Such

technigues may include, for example:

o surveying directories or folders and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

» conducting a file-by-file review by “opening” or reading the first few “pages” of such
files in order to determine their precise contents (analogous to performing a cursory
examination of each doeument in a file cabinet to determine its relevance);

e “scanning” storage areas to discover and possibly recover recently deleted data or
deliberately hidden files; and

¢ porforming eleotronic keyword searches through afl electronic 'storage areas to
determine the existence and location of data potentially related to the subject matter of

the investigationS; and

6 Keyword searches alone are typica}iy inadequate to detect all relevant data. For one thing,
keyword searches work only for text data, yet many types of files, such as images and videos, do
not store data as searchable text. Moreover, even as to toxt data, there may be information propetly
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e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whiom the computer was used.

23.  Law enforcement personnel will make reasonable efforts to restrict their search to
data falling within the categories of. evidence specified in the warrant. Depend,iﬁg cn the
circumstances, hoﬁever, law enforcerﬁent personnel may need to conducta completé roview of all
the BSI from seized devices or storage media to evaluate its contents and to locate all data
responsive to the warrant. o

C. Return of EST

24.  If the Government determines that the electronic devices are no longer necessary
to refrieve and preserve the data, and the devices themselves are not subject to sefzure pursuant to
Federal Rule of Criminal Procedure 41(c), the Government will return these items, upon request.
Computer data that is encrypted or unreadable will not be returned unless law enforcement
peréonpel have determined that the data is not (i) an instrumentslity of the offense, (if) a fruit of
the ctiminal activity, (iif) gon&aband, (iv) otherwise unlawfully possessed, or (v) evidence of the

Subject Offenses.

subject to seizure but that is not captured by a keyword search because the information does not
contain the keywords being searched,
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IV. Conclusion and Ancillaxy Provisions

‘ 25 Based on the foregoing, I respectfully request the court to issue g watrant to search
and seize the items and information specified in Attachment A to this Affidavit and to the Search -
aﬁd Seizure Warrant. . ‘

26. In light of the confidential nature of the continuing investigation, I respectfully
request that this Affidavit be maintained under seal uniil the Court orders otherwise.

/VJ’)L,

JEFF 5. DONALDSON
Speclal Agent
Federal Bureau of Investigation

Swofn 10 before me on
this st C51:131 of Qctober 2018
Q"

/ Wm S
THBHONORABLE PAUL A.CRO ITY

UNITED STATES DISTRICTJUDGE, ', ~ =
SOUTHERN DISTRICT OF NEW YORK ,
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Attachment A
L Preinises to be Searched—Subject Prerﬁises

The premises to be searched (the “Subject Premises™) is described as folinws., and includes

~ all Jocked and closed containers found therein:

The Subjeet Premises is particularly described as the 7 South Unit, 7 North Unit, including
the cells located in those units, and the Education Depattment’s law library on the second
floor of the building, located in Metropolitan Cortectional Center, 150 Patk Row, New

York, New Yori 10007,

1I. Execution of the Warrant

Law enforcement agents are permitted to execute the search warrant at any time in the day
ot night. Upon the exeoution of this warrant, notice will be provided at or as scon as possible after

the execution of the search.

. TIiemsto Be Searched and Seized
A. Evidence, Fruits, and Instrumentalities ofvthe_ Subjeet Offenses

The iterns to be se;r;n'ched and/or seized from the Subject Pgemises include the folloﬁing
evidence, ﬁuits, and instrumentalities of: Title 18, United States Code, Sections 401 (contempt of
court); Title 18, United States Code_, Section 793 (unlawful disclosure of classiﬁe& ,informati_on);v
Title 18, United States Code, Section 1030 (unauthotized computer access), Title 18, United States
Code, Section 1343 (wiré fraud), Title 18, United States Code, Section 1503 (obstruction of
justice), Title 18, United States Code, Section 1791 (smuggling contraband into a federal detention
facility) and T: itle 18, United States Code, Secti(’m 2252A (illegal acts reiat'e,d to child
pornography); as well as conspiraéies' and attempts to violate these provisiéns and siding and
abetting these offenses, among other statates (the “Subject Offenses”)

1. A Samsung cellphone w1th IMEIL 357073084445432 and/or Serial Number

R58J61Q0JCD (the “Schulte Cellphone .
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2. AniPhone cellphone with IMEI 358793052665161 (“iPhone-17);
3. An iPhone cellphone with IMEI 354444064445994 (“iPhone-2,” together with
iPhone-1 and the Schulte Cellphone, the “Coniraband Cellphones™).

4. Evidence pertaining to the smuggling in of the Contraband Cellphones.

5. Bvidence concerning the identity or location of, and communications with, any co~
conspirators.
6. Any and all notes, documents, records, correspondernce, or materials, in any format

and medium (including, but not limited to, énvelopes, letters, papers, ‘e-mail messages, chat logs
and electronic messages, othef digital data files and web cache information, and handwritten
notes), pertaining to the unauthorized retention, gathéring, and iransmission of classified
documents or materials, and the unauthorized removal and retention of classifiéd documents or

matefials, and, in particular, the documents bearing the following titles or descriptions:

a. Atticle 1: “Prestumiption of Tnnocence: A petition for redress of grievances™
b. Axticle 2: “Presumption of Innocenice: A loss of citizenship”
c. Axticle 3: “Presumption of Innocence: Do you want to play a game”

d. Atticle 4: “Presumption of Innocence: Detention is not punishment”

e. Atticle 5: “Presumption of Innocence: Ihnocent until proven Wealthy™
f. Atticle 6: “Presumption of Innocence: Can you afford to be accused?”
g. Article 7: “Presumption of Innocetics: A proposed solution”

h. Article 8: ;‘f’resumption of Innocence: Origins”

i, Article 9; “, . . unalicnable Rights, that among these ate Life, Liberty and

the pursuit of Happiness”
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7. Evidénce of the Subject Offenses on the Contraband Celiphﬁnes, including:

a. The phone numbers associated with the Contraband Cellphones, as well as
call log infotmation of phone numbers of incoming and outgoing, and missed or unanswered calls
to and from the Contraband Cellphones; | |

b. Address books and contact lists stored on the Contraband Cellphones or its
mepory card(s);

c. Voicemail messages, opened ot unopened, related to the Subject Offenses;

d. Evidence concerning the identity or location of the owner(s) or user(s) of

the Contraband Cellphones;

e. Evidence concerning the identity and/or location of the individual(s)
involved in the commission of the Subject Offenses;
-f. Evidence of communications among, or concerning, participants in or

witnesses to the commission of the Subject Offenses;

o Contact information of co-conspirators and witnesses to the commission of
the Subject Offenses, including telephone pumbers, email addresses, and ideniifiers for instant

messaging and social media accounts;

h. Text, data, “chats,” MMS (“Multimedia Messaging Service”) messagos,
SMS (“Short Message Setvice”) messages, FaceTime messages, and e-mail messages, any
attachments to those messages, such as digital photogtaphs and videos, and any associated

information, such as the phone number or e-mail address from which the message was sent,

pettaining to the Subject Offenses;
i,  Digital photogtaphs and videos related to the Subject Offenses;
3
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j . Browsmg hlstory, websites visited, and internet searches conducted on the
Contraband Cellphones related to the Subjec’s Offenses.

8. If law enforcement personnel seize the Contraban& Cellphoneé, ;che_ personnel will
search the device within a reasonable amount of time, not to exceed 60 days from the date of
execution of the warrant, If, after such a search has been conducted, it ié determined that a
computer or device contains any data listed iﬁparagraphg 2 and 3, the Government will retain the
computer or device. Ifit ié determined that the computer(s) or device(s) are no longer necessary
to retrieve and preserve the data, and tﬁe items are not subject to seizure pursuant to Federal Rule
of Cummal Procadure 41 (b) such materials and/or eqmpment will be returned within a reasonable
time. In any event such materials and/or equipment shall be 1eturned no later than 60 days from
the e;xecutian of this warrant, unless further agplication is made to the Court.

B.  Search and Seizure of Electronically Stored Information

The items to be seatched and seized from thé Sﬁbject Premises also inelude any cellphones
that may contain any electronically stored information .falling within fthe categories set forth in
| Section IILA of this Attachment above, Aincluding, but not limited to, desktop and laptop
compﬁters, disk drives, modems, thumb drives, personal digital assistants, smart phones, digital
cameras, and scanners. - The items to be searched and seized from the Subject Premises also
include:

1. | Any items or records neadeci to access the data stored on any seized or copied .
‘computer devices or storage media, including but not limited to any physical keys, encryption

- devices, ot records of login credentials, passwords, private encryption keys, or similar infotmation.
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2. Any items or tecords that may facilitate a forensic examination of the computer
devices or storage media, including any hardware ot software manuals or other informaﬁon
concerning the configuration of the seized or copied computer devices or stbrage media.

3. Any evidence coﬁceming the persons with access to, control over, ot ownetship of
the seized or copled computer devices or storage media.

C.  Review of ESI

Following seizure of any computer devices'and storage media and/or the creation of
forensic image copies, law enforcement personnel (including, in addition to law enforcement
officers and agents, and depending on the nature of the ESI and the status of the investigation and
related proceedings, attorneys for the govemmént, attorney support staff, agency petsonitel
assisting fhe government in ‘this investigation, and outside technicall experts under government"
control) are autho.rizad to review thie BESI contained therein for information responsive to the

warrant.

In conducting this review, law enfotcement personnel may use various techniques,

including but not limited to:
» surveying various file “directories” and the individual files they contain (anafogous to

looking at the outside of a file cabinet for the markings it contains and opening a drawer

believed to contain pertinent files);

» opening or cursorily reading the first few "pﬁges" of such files in order to deteimine

their precise contents;

» scanning storage areas to discover and possibly recover recently deleted filos;

e scanning storage areas for deliberately hidden files; -
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o porforming key word searches throngh all electronic storage areas to determine whether
occurrences of language cbntamed in such storage areas exist that are inﬁmately related
{0 the subject matter of the investigation; and |

o making reasonable efforts to utilize comimter saarch. methodol’ogy to search orly for

files, documents, or other electronically stored information within the categories

identified in this Attachment.
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A0 93 (SDNY Rev. 01/17) Scarch and Sefzure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New Yok

18 MAG 8

Case No. S117 Cr. 548 (PAC)

3377

n the Matter of the Search of .

(Hiriefly describe tHe properiy fo be sezig’ched
or identify the person by name and address)

See Attachment A

N N et N N

SEARCH AND SEIZURE WARRANT

~To:  Any authorized law enforcement officer

An application by & federal law enforcement officer or an attorney for the government requests the search
- of the following person or property located in the Southern Distriet of New York
(identfy the person or describe the praperiy to be searched and give its location).

See Altachment A

The person or property to be searched, desctibed above, is believed to conceal (identify the person or deseribe the properiy
to be seized}:
Ses Altachment A

" The search and seizure are related to violation(s) of finsert statuory citations):
Tille 18, United States Code, Sections 401 {contempt of caurt), 793 (unlawiul disclosure of classified Information); 1030 {unautherized computer access), 1343
(wire fraud), 1503 {obstruction of justice), 1787 (smuggling contraband into-a faderal detention facility} and 22524 {illegal acts related to ¢hild poraography)
I find that the- afﬁdawt(s), or-any recorded testlmony, establish probable cause to search and seize the person or

propexrty. t .
YOU AR COMMANDED to execute this warrant on or before October 15, 2018
: {not to exceed 14 days)

o at any time in the day or night as I find reasonable cause has been
A established,

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, ot from whose premises, the property was taken, or leave the Copy and receipt at the
place where the property was taken. \. ! f" e

The officer execufing this warrant, or an officer present during the execui;mn of fhe Watrant ‘mnst Drepare an

niventol y as requited by law and promptly return this warrant asid inveatory to 111,‘* Clerk Fihe Coutt. /}C

¥ Upon its return, this warrant and inventory should be filed under seal Ly thio Glerk o;[’ the Cowt,,
Ce U.,JEJ Tiitials

(7 in the daytime 6:00 a.m. to 10 p.m.

‘\,e

. : ,
o 1 find that imraediate notification may have an adverse result listed in 18 !Uf 8,C.8. 2’1’05 ( exoept for, deiay
of trial), and authorize the officer executing this warrant to delay notice to the pér: son WhO or whage propeﬁy, will be
searched or seized (check the appropriate box) Hior 30 days (rot to exceed 30).". Sy Y
Cuntil, the facts fustifying, the later spemﬁr-' c}ate of U

. 1y i T Ve
Date and time issued: %1 L6tY @Wég‘f
G) /ﬁm T Wge’s slgnatire
New Yorl, NY - The Honerable Paul A. Crotty, U.S.D.J.

Printed name and title

41

City and state:
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AC 93 (SDNY Rev, 01/17) Search and Selzure Warant (Page 2)

Return

Cage No.:
. §1 17 Cr. 548 (PAC)

Date and time wartant executed: -

Copy of warrant and inventory left with:

Inventory made inthe presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under vpenalty of perjury that this inveﬁtory is correct and was refurned along with the original watrant

to the Cowtt.

Date: -

Executing officer's signature

Printed name and title
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Attachment A
L Premises to be Searched—Subjeet Premises

The premises to be searched (the “Subject Pretises”) is described as follows, and includes

all locked and closed containers found therein:

The Subject Premises is particularly described as the 7 South Unit, 7 North Unit, iﬁcluding
the cells located in those units, and the Fducation Department’s law library on the second
floor of the building, located in Metropolitan Correctional Center, 150 Park Row, New

York, New York 10007.

IL Execution of the Warrant

Law enforcement agents are permitted to execute the search warrant at any time in the day
or night. Upon the execution of this wartant, notice will be provided at or as soon as possible after

the execution of the search,

III.  Ftems to Be Searched and Seized -

A.  Tvidence, Fruits, and Instrumentalities of the Subject Offenses

The items to.be searched and/or seized from the Subject Premises include thé'follomdng
evidence, fruiis, and instrumentalities of: Title 18, United States Code, Sections 401 (contempt of
court); :Iitle 18, United States Code, Section 793 (unlawful disclosure of classified information); _
* Title 18, United Stétes Code, Section 1030 (unawthorized computer access), Title 18, United States
Code, Section 1343 (wire fiaud), Title 18, United States Code, Sectiori 1503 (obstruction of
justice), Title 18, United States Code, Sectibn 1791 (smuggling contraband into a federal.detention
facility) and Title 18, United States Code, Section 2252A. (illegal acts relatad to child
pornogtaphy); as well as conspiracies and attempts to violate these provisions and aiﬂing and
abetting these offenses, among other statutes (the “Subject Offenses™): -

1. A Samsung cellphone with IMEI 357073084445432 and/or Serial Number

R58161Q0JCD (the “Schulte Cellphone™).
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2. An iPhone cellphone with IMEI 358793052665161 (“iPhone-17);
3. An iPhone celiphone with IMEI 354444064445994 (“iPhone-2,” together with
_ iPhone-~1 and the Schulte Cellphone, the “Contraband Cellphones™).

4, Evidence pertaining to the smuggling in of the Contraband Cellphones.

5. Evidence concerning the identity or location of, and communieations with, any co-
conspirators.
6. Any and all notes, documents, records, correspondence, or materials, in any format

and medium (including, but not limited to, envelopes, letters, papers, e-mail messages, chat logs
and electronic messages, other digital data files and web cache information, and handwritten
notes), pertaining to the unauthorized retention, gathering, and transmission of classified
documents or matetials, and the unauthotized removal and retention of classified documents or

matetials, and, in particular, the documents bearing the following titles or descriptions:

a. Article 1: “Presumption-of Innocence: A petitién for redress of grievances”
b. Article 2: “Presumption of .Innocence: A loss of citizenship”

6. Article 3: “Presumption of Innocence: Do you wantto play a game”

d. Article 4 “Presumpti«jml of Innocence: Detention is not punishment”

e Article 5: “Presumption of Innocence: Innocent until proven Wealthy”

'f.- Article 6: “Presumption of Innocence: Can you afford to be accused?”
& Article 7; “Presumption of Tnnocence: A proposed solution”

h. Article 8 “Presumption of Tnnocence: Origins"v

A Article 9: “. . . unalienable Rights, that arnong these are Life, Liberty and

the pursuit of Happiness”
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7. Fvidence of the Subject Offenses on the Céntraband Cellphones, including:

a.  The phone numbers associated with the Contraband Cellphones, as well as
call log information of phone numbers of incoming and outgoing, and missed or unanswered calls

to and from the Contraband Cellphones;

b. Address books and contact lists stored on the Contraband Cellphones or its

. memiory card(s);
c. - Voicemail messages opened or unopened related to the Subjact Offenses;
d. Ev1dsnce concetning the identity or location of the owner(s) or user(s) of

the Contraband Cellphones;

e, Evidence concerning the identity and/or location of the individual(s)
involved in the commission of the Subject Offenses;
f . Tvidence of communications among, or concerning, participants in ot

withesses 1o the commission of the Subject Offenses;

g. Contact information of co-conspirators and witnesses to the comimission th
the ,Subject Offenses, including telephone numbers, email addresses, and identifiers for instant
messaging and social medié .accounts;

| h.  Text, data, “chats,” MMS (“Multimedia Messaging Se‘rviée”). messages,
SMS (“Short Message Service”) messages, FaceTime 'messages., and e-mail mess‘a-ges; any
attachments to those messages, such as digital photographs and videos, and any associated

‘ information, such as the phone number or e-mail addrf_:ss from which the message Was. sent,
pertaining to the quject Offenses;

i,  Digital pliotographs and videos related to the Subject Offenses;
, , :
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iR Browsmg history, websites v1sxted and internet searches conducted on the
Contraband Cellphones related to the Subjeot Offenses.

8. If law enforcement persannel seize the Contraband Celiphones, the personnel will
search the device within & reasonable amount of time, not to exceed 60 days from the date of
execuﬁon of thle warrant. If, after such a search has been conducted, it is determined that a
computer or device contains any data listed in paragraphs 2 and 3, the Government will refain the
c.:omputer or device. If it is determined that the comﬁtrter(s) or device(s) are no longer necessary
to 1'etrif;,ve and preserve the data, and the items are not subject to seizure pursuant to Federal Rule
of Criminal Procedure 41(b}, such materials and/or equipment will be returned withina reasonable
time. In any event, such matérials andf'or equipment shall be returned no later than 60 days from
the execution of this warrant, unless further application is made to the Coutt.

B. Search and Seizure of Electronically Stored Information

The items to be searched and seized from the Subject Premises afso include any cellphones
that may contain any electronically stored infofmation falling within the categories set forth in
Section iII.A of ﬂﬁs ‘Aftachment above, including, but not limited to, desktep and laptop
computers, disk drives, modems, thumb drives, petsonal digital agsistants, smart phones, digital .
cameras, and scanners. The items to be searched and seized from the Subject Pi'emises a_lso :
include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption

devices, or records of login credentials, passwords, private encryption keys, or similar information.
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2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals‘ ar other infor_mation
concernfng the qﬁnﬁguration of the seized or copied computer devices or storage media.

3, Any evidence concerning the persons with access to, control over, or ownership of
the 'seized or copied computer devices or stcraée media. |

C. Review of ESI

FoIloﬁing seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement persqrinel (including, in addition to law enforcement
officers and agénts, and depending on tﬁe natore of the ESI and the sta_tué of the investigation and
related proceedings, attorneys for the govermment, attorney support staff, agency personnel
assisting the government in this investigation, and outside technical experts under government
control) are authorized to review the ESI contained therein for information -rcsponsive.to léhe

warrant.

In conducting this review, law enforcement personnel may use various techniques,

including but not limited to:

s smveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer

 believed to contain perfinent files);

» opening or cursorily reading the first few "pages” of such files in order to determins

their precise comtents;

* scanning storage areas to discover and possibly recover recently deleted files;

. seanning storage areas for deliberately hidden files;
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o petforming key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

e making reasonable efforts to utilize computer search methodology to search mﬁy for

files, documents, or other elecironically stored information within the categories

identified in this Astachment,
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EXHIBIT B
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