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TO THE MAYOR, CHAIR OF THE COMMITTEE ON PUBLIC
SAFETY, CITY COUNCIIL, CITY CLERK, CITY TREASURER,
AND RESIDENTS OF THE CITY OF CHICAGO:

The Office of Inspector General's (OIG) Public Safety Section has issued a review of the
Chicago Police Department’s (CPD or the Department) so-called “gang database.”
Rather than a unified standalone system, as publicly perceived, the Department has,
over time, built a patchwork of data systems, visualization tools, and computer
applications where gang information has been entered, stored, and accessed. OIC's
review found that: 1) CPD lacks sufficient controls for generating, maintaining, and
sharing gang-related data; 2) CPD's gang information practices lack procedural
fairness protections; 3) CPD’'s gang designations raise significant data quality
concerns; and 4) CPD’'s practices and lack of transparency regarding its gang
designations strain police-community relations..

Chicago’'s communities, police, and elected officials are engaged in an ongoing
discussion about how CPD collects, maintains, uses, and shares gang-related data.
Public forums, media coverage, litigation, and academic studies have deliberated on
the topic, but a lack of clarity around what is known as CPD’s “gang database”
remained. As soon as the Public Safety section of the Office of the Inspector General
(OIG) became operational in 2017, OIG began fielding concerns from members of the
public about the “gang database.” Those concerns included the accuracy of the
information, the length of time such information is maintained, and the potential life-
altering impact the use of such information can have on individuals, particularly
young Black or African American and Latinx men.!

Consistent with many of the concerns raised to OIG by members of the public, our
review concluded that CPD's current gang information systems present certain risks
that, if left unaddressed, will continue to undermine public trust and confidence in
the police and, because of the broad perception and the lived experience of many,
that the current system causes significant collateral consequences for individuals and
communities.

TOf the 134,242 individuals designated as gang members in Gang Arrest Cards over the past 20 years,
Black or African American and Latinx males comprise 91.3%.
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More specifically, CPD’'s gang information contains incomplete and contradictory
data. OIG's analysis of data from CPD's Gang Arrest Cards found numerous instances
in which individuals are listed with blank or conflicting Identification Record numbers,
birthdates, and other classifications. OIG identified records in which individuals had
birth dates prior to 1901, and other records in which an individual's age was listed as
zero. Over 15,000 individuals designated as gang members by CPD had no specific
gang membership listed and no reason provided for why the individual was listed as a
gang member. Individuals designated as gang members are not notified of their
designation and have no ability to appeal the designation. CPD does not regularly
review, correct, or purge inaccurate gang information; those with inaccurate
designations have no opportunity to clear their name and mitigate the impact of
incorrect or outdated gang designations. Ultimately, CPD’'s gang designations are
permanent and inescapable. Once designated, an individual is listed as a gang
member in CPD’s systems forever.

Additionally, some entries in the “gang database” raise serious concerns about how
CPD officers perceive and treat the people with whom they interact. OIG found that
CPD officers entered occupations for individuals on gang arrest cards that included
“‘SCUM BAG,” “BUM," “CRIMINAL," “BLACK," “DORK," “LOOSER [sic],” and “TURD." Such
entries demonstrate CPD’s lack of controls around its data entry practices and how
such information systems can be employed to demean and dehumanize members of
the pubilic.

CPD shares its “gang database” information with over 500 external agencies,
including immigration and criminal justice agencies. CPD lacks sufficient control and
oversight of external agencies’ access and use of this information. This unchecked
and widespread use—more than one million gang-related queries by external
agencies in the past ten years—may contribute to a variety of negative consequences
for individuals and communities.

Furthermore, CPD's practices and lack of transparency regarding its gang
designations have strained police-community relations. Community members
reported personal accounts to OIG in which their experiences of CPD's “gang
database”-related strategies—including misidentification, harassment, obstacles to
immigration, and racial profiling—furthered the historical divide between themselves
and the police and contributed to inequities, especially in communities of color.?
Community members expressed concerns that the “gang database” serves as a
mechanism for “criminalizing people in certain neighborhoods.” Personal accounts of
these experiences can be viewed on OIC’s website at www.igchicago.org.

2 Thirteen of the City's 77 community areas account for over 50% of Gang Arrest Cards produced. All 13 of
these community areas are on the South and West Sides of Chicago. Austin, North Lawndale, Humboldt
Park, and South Lawndale collectively account for approximately 24% of all Gang Arrest Cards produced.
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To address these concerns, OIG provided 30 recommendations to encourage CPD to
evaluate the utility of tracking gang designations for the Department’s violence
reduction efforts and to immediately address the risks associated with collecting,
maintaining, and sharing unverified and potentially damaging information. Key
recommendations for CPD include:
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evaluating — in partnership with stakeholders — whether collecting,
maintaining, sharing, and using gang information best serves violence
reduction efforts in the City;

requiring evidentiary support for the assignment of gang designations;
codifying processes for reviewing gang designations;

notifying individuals that they have been designated as a gang member;
establishing processes for contesting or appealing one’s gang designation;
regularly reviewing gang designations to identify inaccurate or outdated
designations;

developing a means to purge inaccurate or outdated information;
establishing formal agreements with external agencies and regularly audit
their use of CPD's gang information; and

providing regular public reports on CPD's collection, storage, use, and sharing
of gang-related data.

In its response to this report, CPD agreed with OIC's findings, largely concurred with
many of OIC's recommendations, and partially concurred or disagreed with others.
CPD acknowledged that its gang information policies, practices, and technology had
impeded the Department'’s ability to maintain updated and relevant information. In
its response, the Department proposed the development of a new system to collect
and store gang information, the Criminal Enterprise Database (CED). As proposed by
the Department, the CED will be a single, unified system that ensures the inclusion of
updated and vetted information, purging of outdated gang information, and a
process for members of the public to ascertain and appeal their designation as a
gang member or affiliate. CPD also indicated that the new system will incorporate
regulations on sharing gang information with third parties.

While the Department has signaled intentions to reform its gang-related technology
and information practices, CPD'’s response and proposed measures diverge from
OIC’s recommendations in several critical ways. First, CPD states that it has already
conducted an internal evaluation, affirmed the utility of collecting gang information,
and drafted policies for a new system. By doing so, CPD has missed an opportunity to
collaborate and enhance the legitimacy of its reforms. OIG encourages CPD to
partner with community stakeholders and to participate in a community-based
stakeholder committee to reform its gang information practices. A more robust,
proactive approach to community engagement will likely be necessary to overcome
the level of mistrust and alienation that currently shapes the relationship between
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police and communities. CPD's response also deviates from OIG’'s recommendations
with the proposal of an appeals process that involves several substantive barriers and
no additional protections for juveniles.

As the City and the Chicago Police Department embark on a historic period of reform
in the context of a consent decree, court monitor, and new administration, the
recommendations of this report—along with the reforms to which CPD has
committed—present an opportunity to diminish the division between police and the
communities they serve. In Chicago, where unconstitutional policing has
disproportionately impacted communities of color, the need for transparency and
meaningful community input is all the more critical.

Moreover, although the police currently play a role in keeping communities safe
through enforcement strategies, every stakeholder OIG spoke to—including
members of CPD—indicated that stopping violence requires more resources—such
as violence prevention workers; equitable opportunities for education, employment,
and housing; and access to mental healthcare resources. CPD, City Council, and the
Mayor’'s Office must undertake holistic and comprehensive actions to enhance
violence reduction efforts and they must include community voices.

OIG thanks CPD for its cooperation during this evaluation. We also extend our
gratitude to the community members and organizations, local and national law
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