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UNITED STATES DISTRICT COURT

for the
Southern District of New York

186 2964

In the Matter of the Search of

(Briefly describe the property to be searched
or identify the person by name and address)

Loews Regency Hotel, 540 Park Avenue, Room
1628

APPLICATION FOR A SEARCH AND SEIZURE WARRANT

1, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that [ have reason 1o believe that on the following person or property (identify the person or describe the
property to be searched and give its location):

Loews Regency Hotel, 540 Park Avenue, Room 1628, a Suite that Encompasses Rooms 1628, 1629, and 1630 New York, New York 10065

} located-in-the————Southern- District.of New York. . , there is now concealed (identify the

person or describe the property to be seized).

See Attached Affidavit and its Attachment A

The basis for the search under Fed. R. Crim. P. 41 (c)is (checl one or more):
E’gvidence of a crime;
@ Contraband, fruits of crime, or other items illegally possessed;
B”f)’roperty designed for use, intended for use, or used in committing a crime;
{3 a person to be arrested or a person who is unlawfully restrained.

The search is related to a violation of:

Code Section(s) Offense Description(s)

18 USC 371,1005, 1014, 1343, Conspiracy, false bank entries, false statements to a financial
1344; 52 USC 30116 and 30109 jtitution, wire fraud, bank fraud, and illegal campaign contributions

The application is based on these facts:
See Attached Affidavit and its Attachment A

IZf Continued on the attached sheet.

1 Delayed notice of _ 30 _ days (give exact ending date if more than 30 days: ) is requested
under 18 U.S.C. § 3103a, the basis of which is set forth on the attached sheet.

'

5 I
Lo

Sworn to before me and signed in my presence. T
. s fy

pate:  HA[| PR U P N
e Judge’ssignature 0 o

)

City and state: New York, NY noreblt  Herm  Pimean

17T

Printed name and title 1
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

In the Matter of the Application of the United TO BE FILED UNDER SEAL
States of America for a Search and Seizure

Warrant for the Premises Known and Described Agent Affidavit in Support of
as Loews Regency Hotel, 540 Park Avenue, Application for Search and Seizure
Room 1628, a Suite that Encompasses Rooms Warrant

1628, 1629, and 1630 New York, New York
10065, and Any Closed Containers/Items
Contained Therein

Reference No. 2018R00127

SOUTHERN DISTRICT OF NEW YORK) ss.:

: _ Special Agent, Federal Bureau of Investigation, being duly sworn,

deposes and says:

I. Introduction

A. Affiant

2. On or about April 8, 2018, the Honorable Henry B. Pitman, United States
Magistrate Judge, issued a search and seizure warrant for the premises known and described as
Loews Regency Hotel, 540 Park Avenue, Room 1728, New York, New York 10065, and Any
Closed Containers/Items Contéined Therein. The warrant and my supporting affidavit (the
“Affidavit”) are appended hereto. The Affidavit is incorporated herein by reference in its entirety

as Exhibit A.

2017.08.02
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3. On or about April 9, 2018, based upon a conversation with another law enforcement
agent who spoke to an employee of Loews Regency Hotel, I learned that Michael Cohen is in fact
staying in Room 1628 (in a suite encompassing rooms 1628, 1629, and 1630) (collectively, “Room
1628”), not Room 1728. Accordingly, I respectfully submit the attached amended warrant
pursuant to Rule 41 of the Federal Rules of Criminal Procedure for the following Subject Premises:
Loews i{egency Hotel, 540 Park Avenue, Room 1628, New York, New York 10065, and Any
Closed Containers/Items Contained Therein (“Subject Premises-4”). For the reasons detailed in

the Affidavit and herein, I believe that there is probable cause to believe that Subject Premises-4

entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344 (bank fraud)
(collectively, the “Bank Fraud Offenses”), 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1)
(illegal campaign contributions) (the “Campaign Finance Offenses”), and 18 U.S.C. §§ 371
(conspiracy as it pertains to the other Subject Offenses) (collcctivély, the “Subject Offenses™).

4. Based on the foregoing, I respectfully request the court to issue a warrant to seize
the items and information specified in Attachment A to this affidavit and to the Search and Seizure

Warrant.

2017.08.02
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5. In light of the confidential nature of the continuing investigation, I respectfully
request that this affidavit and all papers submitted herewith be maintained under seal until the

Court orders otherwise.

Special Agent
FBI

LE [ ol

Sworn to beforemeon 77> 7 -
9th day of April, 2018 ’

,7 /Z”‘W_Wf %—/I/ﬁ ey
HON. HENRY B. PITMAN
UNITED STATES MAGISTRATE JUDGE

2017.08.02
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ATTACHMENT A
1. Premises to be Searched—Subject Premises-4

The premises to be searched (“Subject Premises-4”) are described as follows, and include
electronic devices, and all locked and closed containers found therein:

Room 1628 (a suite encompassing rooms 1628, 1629, and 1630) (collectively, “Room
1628”), located inside the Loews Regency Hotel at 540 Park Avenue, New York, New York
10065. The building is a luxury hotel located on Park Avenue and 61st Street. Subject Premises-
4 is located on the 16th floor of the hotel.

II. Ttems to Be Seized
A. Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be seized from Subject Premises-4 are evidence, fruits, and instrumentalities

of violations of 18 U.S.C. §§ 371 (conspiracy, as it pertains to the other Subject Offenses), 1005
(false bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344
(bank fraud), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign
contributions) (the “Subject Offenses”), described as follows:

a. Evidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest in taxi medallions, and any associated debts or
liabilities, to others, including to _md/or entities associated with him.

¢. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LLC, including any documents that
indicate the nature and purpose of payments made to or from Essential Consultants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants.

e. Evidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and purpose of payments made to or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates.

f. Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from January 1,
2013 to the present.

g. Evidence relating to agreements, loans, and/or financial transactions between

Cohen and S nd/or entities controlled by _

2
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_‘ and any payments by-to Cohen, from January

1, 2012 to the present.

0. Communications with others, including I and/or ather accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the
present.

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity associated with an account at.a
financial institution; the source of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present.

q. Evidence of Cohen’s intent as it relates to the Subject Offenses under investigation.

B. Search and Seizure of Electronically Stored Information

The items to be seized from Subject Premises-4 also include any computer devices and
storage media that may contain any electronically stored information falling within the categories
set forth in Section ILA of this Attachment above, including, but not limited to, a MacBook Pro,
any other desktop and laptop computers, any Apple iPhone or other cellphone or smartphone

3
2017.08.02
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices
or storage media, this warrant also authorizes the copying of such devices or media for later review.

The items to be seized from Subject Premises-4 also include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption
devices, or records of login credentials, passwords, private encryption keys, or similar information.

2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information
concerning the configuration of the seized or copied computer devices or storage media.

3. Any evidence concerning the identities or locations of those persons with access to,
control over, or ownership of the seized or copied computer devices or storage media.

C. Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the government, attorney support staff, agency
personnel assisting the government in this investigation, and outside technical experts under
government control) are authorized to review the ESI contained therein for information responsive
to the warrant.

In conducting this review, law enforcement personnel may use various techniques to locate
information responsive to the warrant, including, for example:

e surveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few “pages” of such files in order to determine
their precise contents;

e scanning storage areas to discover and possibly recover recently deleted files or
deliberately hidden files;

e performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related

to the subject matter of the investigation; and

e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.

2017.08.02
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Law enforcement personnel will make reasonable efforts to search only for files,
documents, or other electronically stored information within the categories identified in Sections
ILA and ILB of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the EST from seized devices or storage media if necessary to evaluate its
contents and to locate all data responsive to the warrant.

Additionally, review of the items described in this Attachment shall be conducted pursuant to”
established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to
address potential privileges.

2017.08.02




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 9 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 10 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 11 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 12 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 13 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 14 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 15 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 16 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 17 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 18 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 19 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 20 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 21 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 22 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 23 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 24 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 25 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 26 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 27 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 28 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 29 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 30 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 31 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 32 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 33 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 34 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 35 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 36 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 37 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 38 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 39 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 40 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 41 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 42 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 43 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 44 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 45 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 46 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 47 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 48 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 49 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 50 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 51 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 52 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 53 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 54 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 55 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 56 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 57 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 58 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 59 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 60 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 61 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 62 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 63 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 64 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 65 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 66 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 67 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 68 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 69 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 70 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 71 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 72 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 73 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 74 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 75 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 76 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 77 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 78 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 79 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 80 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 81 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 82 of 201




Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 83 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 84 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 85 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 86 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 87 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 88 of 201



Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 89 of 201

A0 93 (SDNY Rev. 05/10) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

In the Matter of the Search of

(Briefly describe the property fo be searched
or identify the person by name and address)

Case No.

Loews Regency Hotel, 540 Park Avenue, Room 1728,
New York, New York 10065, and any closed
containersfitems contained therein, See Attachment D

SEARCH AND SEIZURE WARRANT

To: - Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search

of the following person or property located in the Southem District of New York

(identify the person or describe the property to be searched and give its Jocation):
Loews Regency Hotel, 540 Park Avenue, Room 1728, New York, New York 10065, and any closed containers/items

contained therein, See Attachment D

The person ot propetty to be searched, described above, is believed to conceal (identify the person or describe the
property to be seized):

See Attachment D

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or
propetty. ’ :
YOU ARE COMMANDED to execute this warrant on or before L\ -3>—13

(not to exceed 14 days)

# in the daytime 6:00 am.to 10 p.m. [ atany time in the day or night as I find reasonable cause has been
established.

Unless delayed notice is authotized below, you must give a copy of the watrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an

inventory as required by law and promptly return this warrant and inventory to the Clerk of the Coutt.
Upon its return, this wartant and inventory should be filed under seal by the Cletk of the Court.

USMJ Initials

7 1 find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this wattant to delay notice to the person who, or whose property, will be
searched ot seized (check the appropriate box) [Jfor days (not to exceed 30).
Tuntil, the facts justifying, the later specific date of

Date and time issued: L’\'AE""S 7 ?Ff{ 6;—@‘1. /§/ H‘Cﬁ C;/ g' Q(f'%' VALY

Judge's signature

City and state: ~ New York, NY Hon. Henry B. Pitman, U.S. Magistrate Judge
: Printed name and title
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A0 93 (Rev. 01/09) Search and Seizure Warrant (Page 2)

Return

Case No.: Date and time watrant executed: Copy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any petrson(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original watrant
to the Court.

Date:

Executing officer’s signafure

Printed name and litle
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ATTACHMENT D

1. Premises to be Searched—Subject Premises-4

The premises to be searched (“Subject Premises-4”) are described as follows, and include
electronic devices, and all locked and closed containers found therein:

Room 1728 located inside the Loews Regency Hotel at 540 Ptk Avenue, New York, New
York 10065. The building is a luxury hotel located on Park Avenue and 61st Street. Subject
Premises-4 is located on the 17th floor of the hotel.

I1. Items to Be Seized
A. Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items-to-be-seized from Squ cct]?ﬁemisesﬁ.are/,cvidence; fruits, and instrumentalities

of violations of 18 U.S.C. §§ 371 (conspiracy, as it pertains to the other Subject Offenses), 1005
(false bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344
(bank fraud), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign
contributions) (the “Subject Offenses”), described as follows: '

a. FBvidence relating to Sterling National Bank, Melrose Credit Unton, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer anv interest in taxi medallions, and any associated debts or
liabilities, to others, including to . ad/or entities associated with him.

c. Bvidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Bvidence relating to Essential Consultants, LLC, including any documents that
indicate the nature and purpose of payments made to or from Essential Consultants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants,

e. BEvidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and purpose of payments made to or from Michael D, Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates. -

£, Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from January 1,

2013 to the present.

o Fvidence telating to apreements, loans, and/or financial transactions between

Cohen and_md/or entities controlled by _

13
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and any payments by -to Cohen, from January

1, 2012 to the present.

0. Communications with othets, including i and/or other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the

present,

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity associated with an account at a
financial institution; the soutce of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present. '

q. BEvidence of Cohen’s intent as it relates to the Subject Offenses under investigation.
B. Search and Seizure of Electronically Stored Information
The items to be seized from Subject Premises-4 also include any computer devices and

storage media that may contain any electronically stored information falling within the categories
set forth in Section ILA of this Attachment above, including, but not limited to, a MacBook Pro,

any other desktop and laptop computers, any Apple iPhone or other cellphone or smartphone

14
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{

belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices
or storage media, this warrant also authorizes the copying of such devices or media for later review.

The items to be seized from Subject Premises-4 also include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media; including but not limited to any physical keys, encryption
devices, or records of login credentials, passwords, ptivate encryption keys, ot similar information.

2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information
concerning the configuration of the seized or copied computer devices or storage media.

3. Any evidence concerning the identities or locations of those persons with access to,

contro1“overjcfownership*ofthe"seized*orfc()pied-computerfdeviees—oltstoragefmedia.

C. Review of EST

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the government, attorney support staff, agency
personnel assisting the government in this investigation, and outside technical experts under
government control) are authotized to review the ESI contained therein for information responsive

to the warrant.

In conducting this review, law enforcement pers onmel may use various techniques to locate
information responsive to the warrant, including, for example:

e surveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer

believed to contain pertinent files);

» opening or cursorily reading-the first few “pages” of such files in order to determine
their precise contents;

e scanning storage areas to discover and possibly recover recenily deleted files ot
deliberately hidden files;

e performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related

to the subject matter of the investigation; and

e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.

15
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Law enforcement personnel will make reasonable efforts to search only for files,
documents, or other electronically stored information within the catégories identified in Sections
ILA and II.B of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its

contents and to locate all data responsive to the warrant.

Additionally, review of the items described in this Attachment shall be conducted pursuant to
established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to

address potential privileges.
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

In the Matter of the Application of the United TO BE FILED UNDER SEAL
States of America for a Search and Seizure

Warrant for the Premises Known and Described Agent Affidavit in Support of
as Loews Regency Hotel, 540 Park Avenue, Application for Search and Seizure
Room 1628, a Suite that Encompasses Rooms Warrant

1628, 1629, and 1630 New York, New York
10065, and Any Closed Containers/Items
Contained Therein

Reference No. 2018R00127

SOUTHERN DISTRICT OF NEW YORK) ss.:

_SpeciaLAgent,-EederaLBureau_oihwestigation,_ybeing duly sworn,

deposes and says:

1. Introduction

A e

2. On or about April 8, 2018, the Honorable Henry B. Pitman, United States
Magistrate Judge, issued a search and seizure warrant for the premises known and described as
Loews Regency Hotel, 540 Park Avenue, Room 1728, New York, New York 10065, and Any
Closed Containers/Items Contained Therein. The warrant and my supporting affidavit (the
“Affidavit”) are appended hereto. The Affidavit is incorporated herein by reference in its entirety

as Exhibit A.
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3. On or about April 9, 2018, based upon a conversation with another law enforcement
agent who spoke to an employee of Loews Regency Hotel, I learned that Michael Cohen is in fact
staying in Room 1628 (in a suite encompassing rooms 1628, 1629, and 1630) (collectively, “Room
1628”), not Room 1728. Accordingly, I respectfully submit the attached amended warrant
pursuant to Rule 41 of the Federal Rules of Criminal Procedure for the following Subject Premises:
Loews Regency Hotel, 540 Park Avenue, Room 1628, New York, New York 10065, and Any
Closed Containers/Ttems Contained Therein (“Subject Premises-4). For the reasons detailed in

the Affidavit and herein, I believe that there is probable cause to believe that Subject Premises-4

contains evidence, fruits, and instrumentalities of Violations of 18 U.S.C. §§ 1005 (false bank
entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344 (bank fraud)
(collectively, the “Bank Fraud Offenses”), 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)X(1)
(illegal campaign contributions) (the “Campaign Finance Offenses”), and 18 U.S.C. §§ 371
(conspiracy as it pertains to the other Subject Offenses) (collectively, the “Slibject Offenses™).

4, Based on the foregoing, I respectfully request the court to issue a warrant to seize
the items and information specified in Attachment A to this affidavit and to the Search and Seizure

‘Warrant.
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5. In light of the confidential nature of the continuing investigation, I respectfully
request that this affidavit and all papers submitted herewith be maintained under seal until the

Court orders otherwise.

Special Agent
FBI -

Sworn to before me on

9th day of April, 2018

| o o
2] Yeney B 8boan
HON. HENRY B.PITMAN
UNITED STATES MAGISTRATE JUDGE
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ATTACHMENT A

I. Premises to be Searched—Subject Premises-4

The premises to be searched (“Subject Premises-4”) are described as follows, and include
electronic devices, and all locked and closed containers found therein:

. Room 1628 (a suite encompassing rooms 1628, 1629, and 1630) (collectively, “Room
1628”), located inside the Loews Regency Hotel -at 540 Park Avenue, New York, New York
10065. The building is a luxury hotel located on Park Avenue and 61st Street. Subject Premises-
4 is located on the 16th floor of the hotel.

II. Items to Be Seized

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be seized from Subject Premises-4 are evidence, fruits, and instrumentalities
of violations of 18 U.S.C. §§ 371 (conspiracy, as it pertains to the other Subject Offenses), 1005
(false bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344
(bank fraud), and 52 US.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign
contributions) (the “Subject Offenses™), described as follows:

a. Evidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer anv interest in taxi medallions, and any associated debts or
liabilities, to others, including to ind/or entities associated with him.

c. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LLC, including any documents that
indicate the nature and purpose of payments made to or from Essential Consultants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants.

e. Evidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and purpose of payments made to or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates.

f. Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records from January 1,
2013 to the present.

o. Evidence relating to agreements, loans, and/or financial transactions between

Cohen and _and/or entities controlled by t_
, 2
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and any payments by-to Cohen, from January

1
1

1, LV L4 LU LUV PLUVOLLLL,

0. Communications with others, including _and/or other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the
present.

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity associated with an account at a
financial institution; the source of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present.

q. Evidence of Cohen’s intent as it relates to the Subject Offenses under investigation.

B. Search and Seizure of Electronically Stored Information

The items to be seized from Subject Premises-4 also include any computer devices and
storage media that may contain any electronically stored information falling within the categories
set forth in Section IL.A of this Attachment above, including, but not limited to, a MacBook Pro,
any other desktop and laptop computers, any Apple iPhone or other cellphone or smartphone

3
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices
or storage media, this warrant also authorizes the copying of such devices or media for later review.

The items to be seized from Subject Premises-4 also include: °

1. Any items or records needed to access the data stored on any seized or copied
computer -devices or storage media, including but not limited to any physical keys, encryption
devices, or records of login credentials, passwords, private encryption keys, or similar information.

2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information
concerning the configuration of the seized or copied computer devices or storage media.

3. Any evidence concerning the identities or locations of those persons with access to,
control over, or ownership of the seized or copied computer devices or storage media.

C. Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forenSic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the government, attorney support staff, agency

personnel assisting the government in this investigation, and outside technical experts under
~ government control) are authorized to review the ESI contained therein for information responsive
to the warrant.

In conducting this review, law enforcement personnel may use various techniques to locate
information responsive to the warrant, including, for example:

e surveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few “pages” of such files in order to determine
their precise contents;

e scanning storage areas to discover and possibly recover recently deleted files or
deliberately hidden files;

o performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and '

e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.

2017.08.02
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Law enforcement personnel will make reasonable efforts to search only for files,
documents, or other electronically stored information within the categories identified in Sections
II.A and IL.B of this Attachment. However, law enforcement personnel are authorized to conduct -
a complete review of all the EST from seized devices or storage media if necessary to evaluate its
contents and to locate all data responsive to the warrant.

Additionally, review of the items described in this Attachment shall be conducted pursuant to
established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to
address potential privileges.

2017.08.02
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IV. Conclusion and Ancillary Provisions

73.  Based on the foregoing, I respectfully request the cowrt to issue a wartant to seize
the items and information specified in Attachments A, B, C,D,E andF to this affidavit and to the

Search and Seizure Warrants.

74, Tn light of the confidential nature of the continuing investigation, 1 respectfully

request that this affidavit and all papers submitted herewith be maintained under seal until the

Coutt orders otherwise.

Special Agent
‘ A FBI

Sworn to before me on
8th day of April, 2018

/c/ anw B. Pt nan

{1ON. HENRY B. PITMAN
UNITED STATES MAGISTRATE JUDGE
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AO 93 (SDNY Rev. 05/10) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

In the Matter of the Search of

(Briefly describe the property to be searched
or identify the person by name and address)

Case No.

Loews Regency Hotel, 540 Park Avenue, Room 1728,
New York, New York 10065, and any closed
containers/items contained therein, See Attachment D

... SEARCHANDSEIZURE.WARRANT_ S

To: - Any authorized law enforcement officer

“An application by a féderal law enforcement officer or anattorney for the government requests the searclt
of the following petson or property located in the Southern Disirict of New York

(identify the person or descitbe the property to be searched and give its location):
Loews Regency Hotel, 540 Park Avenue, Room 1728, New York, New York 10065, and any closed containers/items

contained therein, See Attachment D
The petson or property to be searched, described above, is believed to conceal (identify the person or describe the
property to be seized):
See Attachment D

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or
property. o ’ ,
YOU ARE COMMANDED to execute this warrant on or before Lk ~32-18

(110t to exceed 14 days)

& in the daytime 6:00 am. to 10 p.m. (3 at any time in the day or night as I find reasonable cause has been
established. :

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property .
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken. ‘

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an

inventory as required by law and promptly return this warrant and inventory to the Clerk of the Cout.

Upon its return, this warrant and inventory should be filed under seal by the Clerk of the Couit.
USMJ Initials

1 I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
seatched or seized (check the appropriate box) [Jfor days (rot to exceed 30).
Cuntil, the facts justifying, the later specific date of

Date and time issued: é{*“‘gﬂ%g 7-’95( %;se"\- [;‘;!{ H?Iﬁg‘tf g, Q;’E' ALY

i Judge's signature

City and state: ~_New York, NY Hon. Henry B. Pitman, U.S. Magistrate Judge

Printed name and title
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AQO 93 (Rev. 01/09) Search and Sejzure Warrant (Page 2)

Return

Case No.: Date and time warrant executed: Copy of watrant and inventory Jeft with:

Inventory made in the presence of :

Tnventory of the property taken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original watrant
to the Court.

Date:

Executing officer’s signaiure

Printed name and title
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ATTACHMENT D

1. Premises to be Searched—Subject Premises-4

The premises to be searched (“Subject Premises-4”) are described as follows, and include
electronic devices, and all locked and closed containers found therein:

Room 1728 located inside the Loews Regency Hotel at 540 Park Avenue, New York, New
Yotk 10065. The building is a loxury hotel located on Park Avenue and 61st Street. Subject
Premises-4 is located on the 17th floor of the hotel. :

D—Ttems-to-Be-Seized

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be seized from Subject Premises-4 ate evidence, fruits, and instrumentalities
of violations of 18 U.S.C. §§ 371 (conspiracy, as it pertains to the other Subject Offenses), 1005
(false bank entries); 1014 (false statements to a financial institition), 1343 (wire fraud), and 1344
(bank fraud), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign
contributions) (the “Subject Offenses™), described as follows: '

a. Evidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest in taxi medallions, and any associated debts or

liabilities, to others, including tc_and/or entities associated with him.

c. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
_ with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LLC, inclnding any documents that
indicate the nature and purpose of payments made to or from Essential Consultants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants,

e. Evidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and purpose of payments made to or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates. -,

f. Hvidence relating to Cohen’s net worth, avaijlable cash and cash eqnivalents,
monthly and annual income, income soutces, and other assets, whether held personally or throngh
entities, inclnding tax returns, personal financial statements, and bank records, from January 1,

2013 to the present.
o Fvidence telating to agreements, loans, and/or financial transactions between

Cohen and and/or entities controlled by

13
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and any paymetits by -to Cohen, from January

Ly 4VLL L LY pLvDULLE

o. Communications with others, inoluding_and/or other accountants, -
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the

present,

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account ot loan at
that financial institution; the natute of any business or entity associated with an account at a
financial institution; the source of funds flowing into an account; ot the purpose or natute of any

' financial transactions involving that financial institution, from January 1, 2013 to the present. '

q. Evidence of Cohen’s intent as it relates to the Subject Offenses under investigation.

B. Search and Seizure of Electronically Stored Information

The items to be seized from Subject Premises-4 also include any computer devices and
storage media that may contain any electronically stored information falling within the categoties
set forth in Section ILA of this Attachment above, including, but not limited to, a MacBook Pro,
any other desktop and laptop computers, any Apple iPhone or other cellphone 6r smartphone

14
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{

belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices
or storage media, this warrant also authorizes the copying of such devices or media for later review.

The items to be seized from Subject Premises-4 also include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media; including but not limited to any physical keys, encryption
devices, or records of login credentials, passwords, private encryption keys, or similar information.

2. Any items or records that may facilitate a forensic examination of the computer

devicesor-storige-media;including any-hardware-or-software-manuals- or-other-information:
concerning the configuration of the seized or copied computer devices or storage media.

3*.*7*AA-ny—evidence—concerning—the«idenﬁtiesforflocations,of—.those,persons,with,accass.to, :

control over, or ownership of the seized or copied computer devices or storage media.

C. Review of ESI

Following seiznre of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the government, attorney support staff, agency
personnel assisting the government in this investigation, and outside technical experts under
eovernment control) are authorized to review the BSI contained therein for information responsive

to the warrant.

In conducting this review, law enforcement personnel may use vatious techniques to locate
information responsive to the warrant, including, for example:

s surveying various file “directoriés” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer

believed to contain pertinent files);

e opening or cursorily reading the first few “pages” of such files in order to determine
their precise contents;

e scanning storage areas to discover and possibly recover recently deleted files or
deliberately hidden files;

e performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

e reviewing metadata, system information, configuration files, registty data, and any
other information reflecting how, when, and by whom the computer was used.

15
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Law enforcement personnel will make reasonable efforts to gearch only for files,
documents, ot other electronically stored information within the categories identified in Sections
LA and ILB of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its

contents and to locate all data responsive to the warrant.

Additionally, review of the items described in this Attachment shall be conducted pursuant to
established procedures designed to collect evidence in a mannet reasonably designed to protect
any attorney-client or other applicable privilege. When approptiate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to

address-potential-privileges. S —

16
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IV. Conclusion and Ancillary Provisions ‘

73.  Based on the foregoing, I respectfully request the court to issue a warrant to seize
the items and information specified in Attachments A, B, C, D, E and ¥ to this affidavit and to the
Search and Seizure Warrants.

74.  TIn light of the confidential nature of the continuing investigation, I respectfully
request that this affidavit and all papers submitted herewith be maintained under seal until the

Court orders otherwise.

Special Agent
FBI

Sworn to before me on

8th day oprnl 2018 !?/ TELErI 2

;/w »”“/Mﬂ? A j// é’hﬁ?,

HO}V H’ENRYB PITMAN
UNI D STATEb MAGISTRATE JUDGE
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A0 93 (SDNY Rev, 05/10) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

18 MAG 2968

Case No.

In the Matter of the Search of

(Briefly describe the property to be searched
or identify the person by name and address)

Loews Regency Hotel, 540 Park Avenue, Room 1628,
New York, New York 10065, and any closed
containers/items contained therein, See Attachment A

SEARCH AND SEIZURE WARRANT

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Southern District of New York

(identify the person or describe the property to be searched and give its location):
Loews Regency Hotel, 540 Park Avenue, Room 1628 (a suite encompassing rooms 1628, 1629, and 1630)
(collectively, “Room 1628"), New York, New York 10065, and any closed containers/items contained therein, See
Attachment A
The person or property to be searched, described above, is believed to conceal (identify the person or describe the

property to be seized):

See Attachment A nl - |

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or
property. ‘ |

YOU ARE COMMANDED to execute this warrant on or before b F o 7

- (ot | to exceed 14 days) ’
# in the daytime 6:00 a.m. to 10 p.m. 3 at any time in the day or night as 1 find reasonable cause has been“
established. « ;

Unless delayed notice is authorized below, you must give a copy of the warrant and a‘recejpt_‘ fm the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Cout.
O3 Upon its return, this watrant and inventory should be filed under seal by the Clerk of the Court. _

USMJ Imtzals

[ I find that immediate notification may have an adverse result listed in 18 U.S.C. § ’7705 (except for deiay
of trial), and authorize the officer executing this warrant to delay notice to the person who or whese property, wlll be.
searched or seized (check the appropriate box) Mfor days (rot to exceed 30). RN , k

Cluntil, the facts justifying, the later specific udz’jlté p’f

s

R .
L /‘? . o

Date and time issued: ¥-79-14 ey A m/’?f; .
}p ‘9 f;?ggrg o7 Judge’ ss1gnature ' ! |
City and state: ~ New York, NY Hon. Henry B. Pitman, U.S. Magtstrate Judqe

Printed name and title
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A0 93 (Rev. 01/09) Search and Seizure Warrant (Page 2)

Return

Case No.: Date and time warrant executed: | Copy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant
to the Court.

Date:

Executing officer’s signature
&

Printed name and title
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ATTACHMENT A
I. Premises to be Searched—Subject Premises-4

The premises to be searched (“Sﬁbject Premises-4") are described as follows, and include
electronic devices, and all locked and closed containers found therein:

Room 1628 (a suite encompassing rooms 1628, 1629, and 1630) (collectively, “Room
1628”), located inside the Loews Regency Hotel at 540 Park Avenue, New York, New York
10065. The building is a luxury hotel located on Park Avenue and 61st Street. Subject Premises-
4 is located on the 16th floor of the hotel.

II. Items to Be Seized

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be seized from Subject Premises-4 are evidence, fruits, and instrumentalities
of violations of 18 U.S.C. §§ 371 (conspiracy, as it pertains to the other Subject Offenses), 1005
(false bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344
(bank fraud), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign
contributions) (the “Subject Offenses™), described as follows:

a. Evidence relating to Sterling National Bank Melrose Credlt Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest in taxi medallions, and any associated debts or
liabilities, to others, including to and/or entities associated with him.

c. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LLC, including any documents that
indicate the nature and purpose of payments made to or from Essential Consultants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants.

e. Evidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and purpose of payments made to or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates.

f. Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from January 1,
2013 to the present.

g. Evidence relating to agreements, loans, and/or financial transactions between

Cohen and [ and/or entities controlled by _
2 ‘ -
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, and any payments by_to Cohen, from January

1, 2012 to the present.

o. Communications with others, including_and/or other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the
present.

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity associated with an account at a
financial institution; the source of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present.

q. Evidence of Cohen’s intent as it relates to the Subject Offenses under investigation.

B. Search and Seizure of Electronically Stored Information

The items to be seized from Subject Premises-4 also include any computer devices and
storage media that may contain any electronically stored information falling within the categories
set forth in Section II.A of this Attachment above, including, but not limited to, a MacBook Pro,
any other desktop and laptop computers, any Apple iPhone or other cellphone or smartphone

3
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices
or storage media, this warrant also authorizes the copying of such devices or media for later review.

The items to be seized from Subject Premises-4 also include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption
devices, or records of login credentials, passwords, private encryption keys, or similar information.

2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information
concerning the configuration of the seized or copied computer devices or storage media.

3. Any evidence concerning the identities or locations of those persons with access to,
control over, or ownership of the seized or copied computer devices or storage media.

C. Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the government, attorney support staff, agency
~ personnel assisting the government in this investigation, and outside technical experts under
government control) are authorized to review the ESI contained therein for information responsive
to the warrant.

In conducting this review, law enforcement personnel may use various techniques to locate
information responsive to the warrant, including, for example:

e surveying various file “directories” and the individual files they contain (analogous to
looking at the outside.of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few “pages” of such files in order to determine
their precise contents;

e scanning storage areas to discover and possibly recover recently deleted files or
deliberately hidden files;

e performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.

2017.08.02
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Law enforcement personnel will make reasonable efforts to search only for files,
documents, or other electronically stored information within the categories identified in Sections
II.A and ILB of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its
contents and to locate all data responsive to the warrant.

Additionally, review of the items described in this Attachment shall be conducted pursuant to
established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to
address potential privileges.
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Case 1:18-cr-00602-WHP Document 43-2 Filed 03/19/19 Page 196 of 201

AQO 93 (SDNY Rev. 05/10) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

In the Matter of the Search of

(Briefly describe the property to be searched

or identify the person by name and address) Case No.

Loews Regency Hotel, 540 Park Avenue, Room 1628,
New York, New York 100685, and any closed
containers/items contained therein, See Attachment A

SEARCH AND SEIZURE WARRANT

R g N g e

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Southern District of New York

(identify the person or describe the property to be searched and give its location). )
Loews Regency Hotel, 540 Park Avenue, Room 1628 (a suite encompassing rooms 1628, 1629, and 1630)
(collectively, “Room 1628"), New York, New York 10065, and any closed containers/items contained therein, See

Attachment A :
The person or property to be searched, described above, is believed to conceal (identify the person or describe the

property to be seized):

- See Attachment A

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before //t"" ‘ {;f—“ (Q&a
" (ot to exceed 14 days)

# in the daytime 6:00 a.m. to 10 p.m. (7 at any time in the day or night as I find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court.

O Upon its return, this warrant and inventory should be filed under seal by the Clerk of the Court.
‘ USMJ Initials

(1 I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box) [Ifor days (not to exceed 30).

Cluntil, the facts justifying, the later specific date of

Date and time issued: L& -4 """’6 T& GV / 4}{ Hf\’\(\/ % Q?’\'ﬁ‘“’\

i [ Judge’s signature

City and state: ~ New York, NY Hon. Henry B. Pitman, U.S. Magistrate Judge

Printed name and title
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AO 93 (Rev. 01/09) Search and Seizure Warrant (Page 2)

Return

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant
to the Court.

Date:

Executing officer’s signature

Printed name and title
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ATTACHMENT A
I. Premises to be Searched—Subject Premises-4

The premises to be searched (“Subject Premises-4”) are described as follows, and include
electronic devices, and all locked and closed containers found therein:

Room 1628 (a suite encompassing rooms 1628, 1629, and 1630) (collectively, “Room
1628”), located inside the Loews Regency Hotel at 540 Park Avenue, New York, New York
10065. The building is a luxury hotel located on Park Avenue and 61st Street. Subject Premises-
4 is located on the 16th floor of the hotel.

I1I. Items to Be Seized

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be seized from Subject Premises-4 are evidence, fruits, and instrumentalities
of violations of 18 U.S.C. §§ 371 (conspiracy, as it pertains to the other Subject Offenses), 1005
(false bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344
(bank fraud), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign
contributions) (the “Subject Offenses™), described as follows:

a. Evidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present. '

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer anv interest in taxi medallions, and any associated debts or
liabilities, to others, including to ind/or entities associated with him.

¢. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LLC, including any documents that
indicate the nature and purpose of payments made to or from Essential Consultants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants.

e. Evidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and purpose of payments made to or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates.

f. Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from January 1,
2013 to the present. '

g. Evidence relating to agreements, loans, and/or financial transactions between
Cohen and _and/or entities controlled by

2
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A and any payments by

1, 2012 to the present.

-to Cohen, from January

o. Communications with others, including_and/or other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the
present.

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity associated with an account at a
financial institution; the source of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present.

q. Evidence of Cohen’s intent as it relates to the Subject Offenses under investigation.

B. Search and Seizure of Electronically Stored Information

The items to be seized from Subject Premises-4 also include any computer devices and
storage media that may contain any electronically stored information falling within the categories
set forth in Section IL.A of this Attachment above, including, but not limited to, a MacBook Pro,
any other desktop and laptop computers, any Apple iPhone or other cellphone or smartphone
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices
or storage media, this warrant also authorizes the copying of such devices or media for later review.

The items to be seized from Subject Premises-4 also include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption
devices, or records of login credentials, passwords, private encryption keys, or similar information.

2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information
concerning the configuration of the seized or copied computer devices or storage media.

3. Any evidence concerning the identities or locations of those persons with access to,
control over, or ownership of the seized or copied computer devices or storage media.

C. Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the government, attorney support staff, agency

personnel assisting the government in this investigation, and outside technical experts under
- government control) are authorized to review the ESI contained therein for information responsive
to the warrant.

In conducting this review, law enforcement personnel may use various techniques to locate
information responsive to the warrant, including, for example:

e surveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few “pages” of such files in order to determine
their precise contents;

® scanning storage areas to discover and possibly recover recently deleted files or
deliberately hidden files;

o performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.
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Law enforcement personnel will make reasonable efforts to search only for files,
documents, or other electronically stored information within the categories identified in Sections
ILA and II.B of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its
contents and to locate all data responsive to the warrant.

Additionally, review of the items described in this Attachment shall be conducted pursuant to
established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to
address potential privileges.
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