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AO 106 (Rev. 06/09) Application for a Search Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

I8 MAG 2969

APPLICATION FOR A SEARCH WARRANT

In the Matter of the Seaich of

riefly describe the property to be searched
(gr identify the persoj; bﬁfzrams aitd qddress)

Four Premises and Two Electronic Davices, See
Atiached Affidavit and Riders

et Yt g St et

I, a federal law enforcement officer or an attorney for the government, request a search warrant and statc uadcr
. penalty of pegjury that I have reason to belicve that on the following person ot property (idemify the person or describe the

P rﬁ%ﬁl%?ébﬁﬁfgg?gegdl qﬂvﬁvﬁigcrﬂ%ﬁ%nﬁevices. See Attached Affidavit and Riders

located in the -Southern _ District of New York , there is now concealed (idenzify the

person or describe the property io be seized).

PLEASE SEE ATTACHED AFFIDAVIT AND RIDERS.

The basis for the search under Fed. R. Crim. P. 41(c) i8 (check one or more):
of evidence of a crime;
dcontraband, fruits of crime, or other items itlegally possessed;
o property designed for use, intended for use, or used in commitiing a crime;
£ a person to be arrested or a person who is unlawfully restrained.

The search is related to 2 violation of:

Code Section ense Description
18 U.8.C. s 371, 1005, 1014,  Conspiracy, false bank entries, false statements to a financial institution,
1343 and 1344, and wire fraud, bank fraud, and )
52 USC 30116 and 30109 ilegal campaign contributions

The application is based on these facts:
PLEASE SEE ATTACHED AFFIDAVIT AND RIDER.

ﬁ( Continued on the attached sheet.

1 Delayed notice of days (give exact ending date if more than 30 days: }is requested
under 18 U.S.C. § 31034, the basis of which is set forth on the attached sheet.

Printed hame 'arp.‘-ti-t!e
Sworn to before me and signed in my presence. e L
Ay AR

Diy g

T Judge’s signawre

Date: 04/08/2018

Hon. Heniry 8. Pitman ,U.S. Magistrate Judge
Printed name and tifle '

City and state: __ A/ s YORIK i fisecyie) ¢
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_Case 1:18-cr-00602-WHP Document 43-1

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK
In the Matter of the Application of the United :
States of America for a Search and Seizure :
Warrant for the Premises Known and Described :
as (1) 502 Park Avenue, New :
York, New York 10022, (2) Michael Cohen’s :
Office at 30 Rockefeller Plaza, 23rd Floor, New -
York, New York 10112, (3) Safe Deposit Box # :
Located at the TD Bank Branch at 500 Park :
Avenue, New York, New York 10019, and (4) :

—————— Lyews Regency Hotel,; 540-Park-Av enue, Room———-=~ -

1728, New York, New York 10065, and Any :
Closed Containers/Ttems Contained Therein, and :
the Electronic Devices Known and Described as -

(1) an Apple iPhone with Phone Number I
B and (2) an Apple iPhone with Phone :
Number | , :
Reference No. 2018R00127

SOUTHERN DISTRICT OF NEW YORK) ss.:

Application for Search and Seizure

Filed 03/19/19 Page 2 of 269

TO BE FILED UNDER SEAL

Agent Affidavit in Support of

Warranit

_Special Agent, Federal Bureau of Investigation, being duly sworn,

deposes and says:

L Introduction

A. Affiant

2.

Rules of Criminal Procedure for a warrant to search the premises specified below (the “Subject

2
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1 make this Affidavit in support of an application pursuant to Rule 41 of the Federal
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Premises”) and the electronic devices specified below (the “Subject Devices”) for, and to seize,
the items and information described in Attachments A, B, C, D, Eand F. This affidavit is based
upon my personal knowledge; my review of docutnents and other evidence; my conversations with
other law enforcement persomnel; and my training, experience and advice received concerning the
use of electronic devices in criminal activity and the forensic analysis of electronically stored

information (“ESI”). Because this affidavit is being submitted for the limited purpose of

e ~—getablishimg-probable cause, it does not include-all-the*facts-that-Thave learned-during the-course--

of my investigation. Where the contents of documents and the actions, statements, and
conversations of others arc reported herein, they are reported in substance and in part, except where
otherwise indicated.

B. The Subject Premises and Subject Devices

3. Subject Premises-1, Subject Premises-2, Subject Premises-3 and Subject Premises-
4 (collectively, the “Subject Premises™) are particularly described as:
a. Subject Premises-1 is Apa:hnent.located inside the building at 502
Park Avenue, New York, New York 10022, The building located at 502 Park Avenue is a 32-
ftoor brick residential building. Subject Premises-1 is located on the,-ﬂoor of the b_L_Iilding.
Based on my review of New York City property records, I have learned that Michael Cohen and
Laura Cohen own Subject Premises-1.! Additionally, as described below, Subject Premises-1 is
Cohen’s full-time residence.
b. Subject Premises-2 is an office located on the 23rd floor of the building at

30 Rockefeller Plaza, New York, New York 10112. The building located at 30 Rockefeller Plaza

1 As noted infira, 1 have learned that on or about October 28, 2015, Cohen transferred Subject
Premises-1 into a trust.

3
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is a 66-floor office building that spans the entire block between Sixth Avenue and Rockefeller
IPlaza. Subject Premises-2 is located on the 23rd floor of the building inside of the offices of the
law firm Squire Patton Boggs. The office is assigned to Michael Cohen. As described below,
Michael Cohen works and conducts meetings at Subject Premises-2.

c. Subject Premises-3 is a safety deposit box located inside the TD Banlc

branch location at 500 Park Avenue, New York, New York 10019. Based on my review of records

ten inches in size, and is marked as box - The safety deposit box is in the name of Michael
Cohen and Laura Cohen,

d. Subject Premises-4 is Room 1728 located inside the Loews Regency Hotel
at 540 Park Avenue, New York, New York 10065. The building is a luxury hotel located on Park
Avenue and 61st Street. Subject Premises~4 is locaied on the 17th floor of the hotel. Based on my
review of emails obtained pursuant to sea:rﬁh warrants described below, I have learned that on or
about January 5, 2018, Cohen received an email from an employee of Loews Regency, which
included a price quote for a long-term stay suite based on a three-month stay from January 8 to
April 8, 2018.2 On or about January 29, 2018, Cohen sent an email to a Loews Regency employee,
stating, in pertinent part: “I just spoke to my wife and she has scheduled the move for Thursday.
Please matk down that we will be taking possession on Thursday, February 1st.” Based on my
review of cell phone location data, I have learned that, over the past 24 hours, two ceflular phones

used by Cohen have been located in the vicinity of Subject Premises-4. In particular, on or about

2 Although the quoted price contemplated a three-month stay from January 8 to April 8, it appears
that Cohen did not move in until February 1, and as of today, April 8, cellphone location
information demonstrates that Cohen’s cellular phones are in still in the vicinity of Subject
Premises-4.

4
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maintained by TD Bark; Thave learned that thé-safety-deposit box-is-approximately-five-inches by———— -~
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April 8, 2018, law enforcement agents using a “iriggerfish” device identified Room 1728 as the

room within the hotel in which the Subject Devices are most likely present.’

e. Therefore, 1 believe that Cohen is temporarily residing in Subject
Premises-4.
4, Subject Device-1 and Subject Device-2 (collectively, the “Subject Devices™) are
particularly described as:

_ Based on my review of records niaintained by AT&T, I have learned that Subject
Device-1 is subscribed to Michael Cohen. Based on my review of cellphone location information
maintained by AT&T, 1 have learned that Subject Device-1 is presently located in the Southern
District of New Yorlk.

b. SubjectDevice-2 is an Apple iPhone serviced by AT&T with the telephone number

_Based on my review of records maintained by AT&T, 1 bave learned that Subject
Device-2 is subscribed to Michael Cohen. Based on my review of cellphone location information
maintained by AT&T, I have learned that Subject Device-2 is presently located in the Southern
District of New York.

c. Based on my training, experience, and research, and from consulting the
manufaciurer’s Iand service providers’ advertisements and product technical specifications
available online, I know that the Subject Devices have capabilities that allow them to, among other

things: make and receive telephone calls; save and store contact information; send and receive

3 Based on my conversations with these agents, [ understand that it is also possible that the Subject
Devices are one floor below, in Room 1628, However, as noted, | understand that Cohen received
a price quote for a long-term stay suite and is residing there with his family. Based on my
conversations with FBI agenis conducting surveillance, I understand that Room 1728 appears to
be a suite, whereas Room 1628 appears to be a standard room.

5
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emails and text messages; download and run mobile telephone applications, including encrypted
call and messaging application such as WhatsApp, Signal, and Dust; take, send, and receive
pictures and videos; save and store notes and passwords; and store documents.

C. The Subject Offenses

5. For the reasons detailed below, I believe that there is probable cause o believe that

the Subject Premises and Subject Devices contain evidence, fruits, and instrumentalities of

violations-of +8-U:8:C—§§-1005- (false-bank-eniries); 1014-(false—statements -to -a financial
institution), 1343 (wire fraud), and 1344 (barik fraud) (collectively, the “Bank Fraud Offenses”),
52 U.S.C. §§ 30116()(1)(A) and 30109(d)(1)(AX1) (illegal campaign contributions) (the
“Campaign Finance Offenses™), and 18 U.S.C. §§ 371 (conspiracy as it pertains to the other
Subject Offenses) (collectively, the “Subject Offenses”).

D. Prior Applications

6. The FBI and the United States Attomey’s Office for the Southern District of New
York (“USAO™) have been investigating several courses of criminal conduct by Michael Cohen.
Coben is an aitorney who currently holds himself out as the personal attomey for President Donald
Trump, and who previously served for over a decade as an executive in the Trump Organization,
an international conglomerate with real estate and other holdings.

7. In connection with an investigation then being conducted by the Office of the
Special Counsel (“SCO”), the FBI sought and obtained from the Honorable Beryl A. Howell, Chiefl
United States District Judge for the District of Columbia, three search warrants for emails and
other content information associated with two email accounts used by Cohen, and one search

warrant for stored content associated with an iCloud aceount used by Cohen. Specifically:

2017.08.02
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a. On or about July 18, 2017, the FBI sought and obtained a search warrant for
emails in the account -@gmail.com (the “Cohen Gmail Account”) sent or received
between January 1, 2016 and July 18, 2017 (the “First Cohen Gmail Warrant”).

b. On or about August 8, 2017, the FBI sought and obtained a search warrant
for content stored in the iCloud account associated with Apple ID I @ gmail.com (the

“Cohen iCloud Account” and the “Cohen iCloud Warrant”).

R co (*)n“or-about—November---1'3';20-1—7’-;--thc~F-BI--soughi and- obtained-a- search
warrant for emails in the Cohen Gmail Account sent or received between une 1, 2015 and
November 13, 2017 (the “Second Cohen Gmail Warrant”).

d. On or about November 13, 2017, the FBI sought and obtained a seafch
watrant for emails in the account -- (the “Cohen MDCPC Account™) sent or
received between the opening of the Cohen MDCPC Account® and November {3, 2017 (the “First
Cohen MDCPC Warrant™).

8. The SCO has since referred certain aspects of its investigation into Cohen to the
USAO, which is working with the FBI’s New York Field Office. As part of that referral, on or
about February 8, 2018, th.c SCO provided the USAO with all non-privileged emails and other
content infarmation obtained pursuant to the First Cohen Gmail Warrant, Second Cohen Gmail

Wartant, and Cchen MDCPC Wartant. On or about March 7, 2018, the SCO provided the USAO

4 Based on my review of this warrant and the affidavit in support of it, I know that the warrant did
not specify a time period, but the affidavit indicated that, pursuant to court order, the service
provider had provided non-content information for the Cohen MDCPC Account that indicated that
the account contained emails from the approximate period of March 2017 through the date of the
watrant.

2017.02.02
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with all non-privileged content obtained pursuant to the Cohen iCloud Warrani®> A filter team

T TN AT | e

working with the SCO had previously reviewed the content produced pursuant to these warrants
for privilege.

9, On or about February 28, 2018, the USAO sought and obtained search warrants for
emails in the Cohen Gmail Account and the Cohen MDCPC Account, among other accounts, sent 3

or received between November 14, 2017 and February 28, 2018 {the “Third Cohen Gmail Warrant”

aiid the “Second Cohenm MDCPC-Warrant”)—The comtent produced- pursnant to these-warrants is——-- - —-— -t

subject to an ongoing review for privilege by an SDNY filter team.

10.  The emails search warrants described above are referred to collectively as the

“{ohen Email Warrants.”

11.  On or about April 7, 2018, the USAO and FBI sought and obtained a warrant for

prospective and historical cellphone location information for Subject Device-1 and Subject

Device-2. On or about April 8, 2018, the USAO and FBI soughi and obtained authority to employ
an electronic technique, commonly known as a “triggerfish,” to determine the location of Subject '

Device-1 and Subject Device-2.

II. Probable Canse
A. Overview

12.  The United States Attorney’s Office for the Southern District of New York and FBI
are investigating, among other things, schemes by Target Subject Michael Cohen (a) to defrand

multiple banks from in or about 2016 up to and including the present, and (b) to make an illegal

5 The SCO had previously provided a subset of this non-privileged content on or about Febrnary

2,2018. |
§ On or about February 28, 2018 and April 7, 2018, the USAO and FBI sought and obtained Rule ‘
4] search wartants authorizing the search of emails and content obtained pursuant to previously |
- issued warrants for additional subject offenses. ' |

8
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campaign contribution in October 2016 to then-presidential candidate Donald Trump. As noted,

TS R TR A S 3R e

Cohen is an attorney who currently holds himself out as the personal attorney for President Donald
Trump, and who previously served for over a decade as an executive in the Trump Organization,
an international conglomerate with real estate and other holdings.

13.  The investigation has revealed that Cohen has made affirmative mi srepreseintations

in and omitted materia) information from financial statements and other disclosures that Cohen

——-providedto—nultiple banks—in—conmection- with-a—transaction—-intended to-relieve Gohen of — —s

L
k
L

approximately $22 million in debt he owed on taxi medallion loans from the banks. As set forth
in detail below, in these financial statements, and in his oral and other written statements to these
banks, Cohen appears to have (i) intentionally misrepresented his ability to pay cash by failing to
disclose cash he began receiving in 2017 from new consulting ﬁork; (if) significantly understated
his fotal holdings of cash and cash equivalents; (iif} failed to disclose tens of thousands of dollars
he received in monthly interest income, and (iv) failed to inform the banks from which he was
seeking debt relief that he had agreed to make a $3.8 million cash payment to a third party, I
_in connection with -1cquisition of tﬁe taxi medallions securing Cohen’s
debt. By making these misrepresentations and material omissions, Cohen avoided Iﬁalchlg

monthly payments on his loans, and attempted to fraudulently induce the banks to relieve him of

certain rcpayment obligations and personal guarantees that Cohen and his wife had signed.

2017.08.02
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15. Based on my review of emails obtained from the Cohen Email Warrants,

information obtained pursuant to the iCloud Warrant, and documents produced pursuant to
subpoenas, as well as my review of public sources, T have learned that Cohen has used the Subject
——Premises to-(a) receive-documents related-to-the-transaction-intended-to-relieve Cohen- of-his-taxi— -~ -

medallion debt, (b) receive documents and/or conduct meetings related to his consulting work, (c}

receive documents and/or conduct meetings relating to his finances and assets, some of which, as L

aoted above and as detailed further herein, he has concealed from the banks in connection with the

refinancing of his taxi medalion debr, () FN———

- and (e) house and operate electronic devices that were utilized in connection with, among

other things, the taxi medallion transaction, Cohen’s consulting work, and ]_
Specifically, as described below, Subject Premises-1 likely contains evidence concerning Cohen’s
taxi medallion loans, his negotiations with banks, his personal finances, his consulting worlk, his
tax returns, and . 2 well as electronic devices containing such evidence, :

all of which consfitute or contain evidence of the Subject Offenses. Additionally, as described

below, Subject Premises-2 likely contains evidence relating to Cohen’s consulting work, his
finances, and_ as well as electronic deviees containing such evidence.
Subject Premises-3, as described below, likely contains evidence relating to Cohen’s assets and
finances, including assets that may not have been disclosed to banks in connection with the

refinancing of Cohen’s taxi medallion debt or documents refating to such assets, and documents

or evidence related to _ Subject Premises-4 likely contains electronic

10
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devices, including Subject Device-1 and Subject Device-2, which themselves contain evidence of
the Subject Offenses, including concerning Cohen’s taxi medallion loans, his negotiations with
banks, his personal finances, his consulting work, his tex returns, and _
Accordingly, and as set forth in more detail below, there is probable cause to believe that the
Subject Premises and Subject Devices will include evidence of the Subject Offenses.

B. Probable Cause Regarding Subjects’ Commission of the Subject Offenses’

~— —=-—The Bank-Frand-Scheme—- - -

(i} Cohen’s Statements o Sterling National Bank

16.  As set forth in detail below, in 2014, Cohen, through LLCs controlled by him and
his wife, Taura Cohen, entered into a series of loans from Sterling National Bank (“Sterling”) and
the Melrose Credit Union (*Melrose™), secured by taxi medallions, for approximately $20 million.
Though entered into by LL.Cs, the loans were also secured by petsonal guarantees in the names of
boih Cohen and his wife. Over time, as the taxi industry weakened and the medallions lost value,
Cohen sought to renegotiate the terms of those loans and/or relieve himself from their obligations,
including the personal guarantees. As patt of that effort, Cohen made a series of representations
to Sterling and Melrose about his net worth, assets, available cash and income, among other things.
Specifically, based on my review of records maintained by- Sterling and Melrose, and public
sources conceming the taxi industry and the value of taxi medallions, as well as my participation

in interviews with a Sterling executive vice-president (the “Sterling Employee-1”") and two other

7 In the following recitation of probable cause, I frequently refer to phone calls or text messages
involving Cohen. The text messages described herein as sent or received by Cohen were all scnt
or received from the telephone numbers associated with Subject Device-1 or Subject Device-2.
The vast majority of the phone calls described herein made or received by Cohen were made or
received by the telephone numbers associated with Subject Device-1 or Subject Device-2, although
in certain limited instances Cohen used a landline or other phone.

1
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Sterling employees (“Stetling Employee-2” and “Sterling Empldyee-S”), [ have learned, among

other things, the following:

a. Taxi medallions are small metal plaques affixed to taxis. Without a medallion, it
is illegal to operate a taxi in cities with medallion systems, such as New York City. Cohen and his
wife own multiple LLCs that collectively own 32 faxi medallions (each LLC owns two

medallions).? Cohen’s purchase of these New York taxi medallions was originally financed by

o5t froDT ‘Capital One-bank; for-which-the-medallions: served-as-collateral—Cohen-was not a-taxi— . .-
operator, and leased his medallions to a third party. That third party made monthly payments to
Cohen, who in turn used some of those proceeds to make his monthly loan payments to Capital
One.
b. In eatly 2014, Cohen became a customer of Sterling when he sought to refinance a

mortgage on a tental property that he owned. In or around April 2014, Cohen raised with Sterling

the prospect of refinancing his taxi medallion loans, which were then at Capital One. By in or about
September 2014, Cohen began negotiating a lending transaction with Sterling that would allow
Cohen to pay off his loans at Capital One and borrow more money from the then-increase in value
of the medallions. According to Sterling Employee-1, in 2014, prior to the recent upheaval in the
taxi industry—as a result of the emergence of ride-sharing services, such as Uber—taxi medallion
loans were viewed by banks and investors as safe, short term credits, as the matket value of taxi
medallions was consistently rising. Consequently, taxi medallion loans—like the loans held by

Cohen—were frequently refinanced at increasing amounts as the value of the medallions rose.

According to Sterling Employee-1, borrowers typically cashed out the increase in the loan amount L

8 One of these companies, Mad Dog Cab Corp., was jointly owned by Sondra Cohen, who I
believe is Cohen’s mother.

et e e T | T T
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and used the additional funds for other purposes. Cohen appears to have followed this approach in
2014, when he agreed to refinance his medallion loans for approximately $22 million, which—
according to letters from Capital One in Sterling’s files—was greater than his previous debt at
Capital One Bank ($21 million, of which $14.6 million was a line of credit to Cohen). This allowed
Cohen to cash out the proceeds from the transaction.

c. Based on my review of records maintained by Sterling, I have learned that on or

about December 8; 2014 each-of Cohen’s sixteen taximedallion LECs entered-intoloan-agreements
and promissory notes with Sterling for the principal sum of $1,375,000, with repayment due on
December 8, 2016. Each loan was signed by Michael or Laura Cohen, depending on who was the
sole shareholder of the LLC. The address listed for each of the LLCs was the address for Subject
Premises-1. The loans were also each secured by a security agreement, dated the same day, making
the medallions collateral for the notes. To give Sterling additional security, Michael and Laura
Cohen signed personal guarantees and confessions of judgﬁent, giving Sterling the right to pursue
collection against the Cohens’ personal assets were their corporations to default under the loan
agreements. The personal guaranty agreements stated that the LLCs had offices at the address for
Subject Premises-1, and contained a notice provision that stated that any notices required by the
agreements should be mailed to Subject Premises-1. In total, Sterling agreed to lend approximately
$22 million to the Cohens’ companies.

d. Pursuant to participation agreements, Sterling transferred 45 percent of Cohen’s

taxi medallion debt to Melrose.”

9 Melrose, which had a business principally focused on taxi medallion loans, is now in
conservatorship by the National Credit Union Administration (“NCUA”).

13
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e. In evaluating Cohen’s requésted refinancing of the taxi medallions, Stetling (and
Melrose, consistent with its participation in the deal) conducted due diligence. At Sterling’s
request, Cohen provided Sterling with a statement of financial condition, dated August 1, 2014
(the “August 2014 Financial Statement”), which indicated that Cohen had $100,740,000 in total
assets, $23,550,000 in total liabilities, and a net worth of $77,190,000.'° From my review of a

Sterling credit memorandum, dated September 29, 2014, 1 know that Sterling viewed the

transaction favorably because, accounting for loan payments; cash-flowsfrom the medallions-were—— -

projected to be positive, the value of the collateral (as estimated by Sterling) exceeded $42 million,
and the net worth of Cohen—who was the direct obligor under the guarantee agreements—was
over $77 million. An internal Sterling credit and risk rating analysis report, dated October 20,
2014, recommended approval of the loans for substantially the same reasons.

f. Based on my review of records maintained by Sterling and public sources, I have
learned that over time, the collateral backing Cohen’s loans (taxi medallions) lessened in value due
to the rise inride-sharing companies. Additionally, Cohen began falling behind on loan payments
to Sterling and Melrose. 1know from records maintained by Sterling and an interview with Sterling
Employee-2 that, beginning in or around September 2015, Cohen told Stetling, in sum and
substance, that the individual leasing Cohen’s medallions had fallen behind in making payments to
Cohen, and that as a result, the monthly cash flow from his taxi medallions had been reduced,
leaving him with a shortfall of approximately $16,000 each month. For instance, I have reviewed
an email from Sterling Employee-2, dated September 9, 2015, summarizing a call with Cohen—

which according to the email and toll records for Cohen’s cellphone occurred on September 8,

10 Cohen subsequently provided Sterling with a revised statement of financial condition, also
dated August 1, 2014, which reported assets of $99,420,000, total liabilities of $23,550,000, and a
net worth of $75,870,000.

14
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2015—during which Cohen told Sterling Employee-2, in sum and substance, about his cash flow
problems and a monthly shortfall of approximately $16,000. In thai same email, Sterling
Employee-2 commentcd that despite Cohen’s statements, his personal financial information
“indicatefd] a strong ability to make up the difference in payments.” Cohen, however, according
to Sterling Employee-2, pushed the bank for a reduction in Cohen’s monthly payments.

g. From my teview of records maintained by Sterling and my participation in an

interview wiﬂT_Si:Elﬁ?g"Eﬁﬁlﬁyﬁ,—I‘havc—lemed‘mat- Cohen-and-Stetling-Employee-2. spoke. .-

again on September 28, 2015, and that during the call Cohen stated, in sum and substance, that the
individual to whom Cohen leases the medallions had again reduced monthly payments to Cohen. 1
lnow from my review of records maintained by Sterling that between in or about September 2015
and November 2015, Stexling raised the possibility—both internally and with Cohen—of Cohen
posting his real estate holdings, petsonal residence, or some other collateral as additional security
for the banks.!! According fo these records, however, Cohen resisted these requests. From my
review of loan documents and records maintained by Sterling, { know that in or about November
2015, as a result of ‘Cohen’s representation that he was not earning sufficient returns on his
medallions to cover monthly interest payments, Sterling and Melrose agreed to amend their loans
with Cohen by, among other things, reducing the interest rate Cohen paid to Melrose and extending
the loan maturity date o December 8, 2017.

h. 1know from interviews with Stetling Employee-1 and Sterling Employee-2, as well
as emails | have reviewed, that in or aboui October 2016, Cohen told Sterling Employee-1 that

Cohen had a potential buyer of his taxi medallions, named I who would agree to

1t Based on my review of property records, I know that on or about October 28, 2015, around
the time period when Sterling raised the possibility of Cohen posting his personal residence—
Subject Premises-1--as collaieral, Cohen transferred Subject Premises-1 into a trust.

15
2017.08.02

[

A TTRTI = oo P £ e e s e e rEe oo e e



Case 1:18-cr-00602-WHP Document 43-1 Filed 03/19/19 Page 16 of 269

|

assume Cohen’s debt with Sterling and Melrose. Based on my review of records maintained by

Sterling, as well as the interviews with Sterling Employee-1 and Sterling Employee-2 referenced

above, I know that by or before October 2016, Cohen had entered into ne gotiations to sell his sixteen

E
corporate taxi medallion entities to MMM L
for the balance of the loans, which at the time was $21,376,000. 1know from my review of records

maintained by Sterling, and my participation in an interview with Sterling Employee-2, that as a

condition-6f thetransfer-of the-medallion-loans—and- beeause-Sterling-was-unfamiliar _with- S

_-—Ster]ing requested that Cohen make a substantial principal payment on the loan, of

T T T T T T T A R S T R T e

approximately one million dollars, prior to the transfer. Cohen rejected this request initially. But
on or about I anuary 31,2017, Cohen told Sterling Employee-1, in sum and substance, that he would
make a one million dollar principal reduction payment in order to move forward with the medallion
transfer deal with - Indeed, in an email sent by Cohen to Sterling Employee-2 on or
about February 22, 2017, Cohen confirmed that he “agreed to pay down 1 million from the loan
amount,”

i. Pursuant to the participation agreements between Sterling and Melrose, Sterling L
was required to secure Melrose’s agreement to participate in the transfer of the taxi medallion debt :
from Cohen to _ On or about April 17, 2017, Sterling sent a memorandum to
Melrose summarizing the terms of the proposed transaction, and noting the requirement that
Melrose agree to the terms. On or about May 2, 2017, Sterling Employee-1 told S
that Melrose had agreed to the deal in principle, and that Sterling would be sending the parties a
term sheet shortly.

j. In order for the banks to conduct diligence and evaluate the proposed fransaction

fully, they requested financial information from the parties. On or about June 7, 2017, Sterling
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Employee-1 emailed Cohen to request an “updated personal financial statement,” completed
jointly with Cohen’s wife, and Cohen’s most recent federal income tax returm. On or about June
8, 2017, Cohen emailed Sterling Employee-1 a Sterling personal financial statement fﬁrm that had
been filled out by hand, which referenced a statement of financial condition, dated May 1, 2017
(the “May 2017 Financilal Statement™) that was also attached. The May 2017 Financial Statement

included a cover letter from Cohen’s accountant, _ stating, in sum and substance, that

~~the information i the statcm'cnt-came-ﬂ‘om-€ol1cn-and-that-'1ad--not—een-ﬁ-rmed~its—aceur—acy—-- :

or completeness. The May 2017 Financial Statement stated that Cohen had total assets of
$41,955,000, total liabilities of $39,130,000, and a net worth of $2,825,000. The May 2017
Financial Siatement indicated that Cohen’s assets were comptised of $1,250,000 in cash,
$26,155,000 in closely held companies (such as the taxi medallion entities and his real estate
holdings), $3,200,000 in real estate investments, and his $11,000,000 personal residence.!

k. Based on my review of reports of law enforcement interviews of Sterling
Employee-1, T have learned that Sterling Employee-1 reviewed the May 2017 Financial Statement
with Cohen to, among other things, verify its accuracy, and Sterling Employee-1 asked Cohen about
spcci_ﬁc line items on the financial statement, including the cash amount, value of medallions, and
total liabilities. Cohen stated to Sterling Employee-1, in sum and substance, that the May 2017
Financial Statement was accurate.

1. On or about.August 16, 2017, Stetling Empioyee—l emailed Cohen and ,-

I, attaching a non-binding term sheet memorializing the potential transaction between

12 Based on my review of Cohen’s financial statements, I know that the precipitous decline in
assets from his 2014 financial statement to his 2017 financial statements can be explained
primarily by reported depreciation in the value of Cohen’s real estate assets and medallion
investments.
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Sterling, Melrose, Cohen, and - The term sheet included a cover letter addressed

to Cohen at Subject Premises-1. The parties negotiated the provisions of the term sheet and, on or

about September 3, 2017, Sterling Employee-1 sent J_md Cohen a copy of the
executed term sheet. According to the term shcct,_would botrow $20,000,000
from Sterling and Melrose, to be secured by the medallions that -Has to acquire from

Cohen.

i, A% part of the agroement; according to the term:-sheet; $15265;9 13 inprineipal (which—— - = -

is what would remain after the $20,000,000 payment on the ouistanding loan balance) would be
repaid by Cohen and the two banks, with Cohen paying fifty percent and the banks dividing the
remaining half of the balance. Based on my review of an internal Sterling credit memorandum,
dated October 4, 2017, the parties reached a preliminary agreement that Cohen would pay $632,956
of the remaining $1,265,912 principal loan balance, and Sterling and Melrose would absorb
$357,167 and $275,789, respectively, in the form of charge-offs. According to Sterling Employee-
1, Stetling was willing to divide the repayment of the ouistanding principal balance—despite its
prior insistence that Cohen make 2 principal pay-down of at least one million dollars—because
Cohen represented on a telephone call with Sterling Employee-1, in sum and substance, that he had
insufficient liquidity to pay the full outstanding principal balance. As partofthe agreetﬁent, Sterling
and Melrose also agreed to relieve Cohen and his wife of the personal guarantees that they made
on behalf of the LLCs. Thus, after completing the ‘-transaction, Cohen would no longer
have had any outstanding obligations to Sterling or Melrose.

n. Based on my review of emails sent by Sterling employees, I have learned that
because the uansacﬁon between the partics was subject to full credit underwriting by Sterling and

Melrose (as well as Melrose’s regulators at NCUA), in August and September 2017, Sterling

18
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required and requested additional financial statements and tax refutns for Cohen and ‘-
for its credit underwriting process. In response to Sterling’s requests, on or about September 25,
2017, Cohen emailed Sterling Employee-2 a copy of his 2016 tax return. The tax return listed
Cohén’s mailing address as Subject Premises-1. Additionally, on or about October 5, 2017, Cohen
re-sent Sterling Employee-2 a copy of his May 2017 Financial Statement. A day later, on October

6, 2017, Cohen emailed Sterling Employee-2 a statement of financial condition, dated September

3072017 (the “September-2017-Financial Statement™ .—--———--—L =

o. Like the May 2017 Financial Statement, the September 2017 Financial Statement
in¢luded a cover letter from-, Cohen’s accountant, stating, in sum and substance, that
ihe information in the statement came from Cohen, and that -Jad not confirmed its accuracy
or completeness. The September 2017 Financial Statement stated that Cohen had total assets of
$33,430,000, total liabiiities of $45,630,000, and a negative net worth of $12,200,000.1 Notably,
unlike Cohen’s May 2017 Financial Statement, the September 2017 Financial Statement
represented to Sterling that Cohen had a negative net worth. The September 2017 Financial
Siatornent indicated that Cohen’s assets were comptised of $1,250,000 in cash, $17,630,000 in
closely held companies (including the taxi medallion entities and his real estate holdings),™

$3,200,000 in real estate investments, and his $11,000,000 personal residence (which, for the first

13 Based on my review of Cohen’s financial statements, I know that this further decline in
assets can be explained primarily by reported depreciation in the value of Cohen’s real estate assets
and medallion mvestments.

14 Notably, the September 2017 Financial Statement valued each of Cohen’s thirty-two New

York taxi medallions at approximately $180,187.50, which was considerably less than the
$650,000 valuation ascribed to each medallion in the Cohen- I term sheet.
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time, he indicated was held by a trust).® The September 2017 Financial Statement included assets
and liabilities not held in Cohen’s name, such as various entities associated with his taxi medallions
and some of his real estate investment enfities.

p. From my participation in an interview with Sterling Employee-2, and my review of
records maintained by Sterling, I have also learned that around the time Cohen provided Sterling

with these financial statements—i.e., in or around September 2017—Cohen stopped paying

2. Cohen informed Sterling, in sum and substance, that he had insufficient funds to pay the monthly
principal and interest payments on his medallion loans. By in or about December 2017, Sterling
and Melrose had not been paid approximately $276,937.92 in monthly principal and interest
payments on the medallion loans. Based on Cohen’s financial condition as conveyed in the
Septerber 2017 Financial Statement, and his delinquency in making payments to Sterling, among
other things, the bank’s credit underwriting committee determined (and memorialized in a
December 2017 memorandum) that the Cohcn—‘- transaction was favorable for the bank

— that is, that-would be a better borrower than Cohen.

g. On or about December 26, 2017, Sterling sent Cohen a demand letter requesting
the immediate receipt of pasi-due loan payments. The demand letter was addressed to Cohen at
Subject Premises-1. On December 29, 2017, Sterling sent Cohen a letier stating that he was in
default under the loans between Sterling and Cohen’s medallion corporations. The notice of
default was addressed to Cohen at Subject Premises-1. Cohen did not make an immediate payment

on the loans, but ingtead sent an e-mail to Sterling Employee-1 on or about January 24, 2018,

15 Based on my Teview of property records maintained by the City of New York, and my
participation in an interview with I 1 know that in 2015, Cohen transferred his residence to
atrust. He did not disclose that transaction to -or Sterling until in or about September 2017.
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stating that during the closing of the Cohen-- transaction, Cohen would “bring all

payments up 1o date as well as deposit the payofT differential.” Cohen also requested by email on
January 24, 2018, that at the closing of the Cohen-‘- transaction, Sterling provide a letter
stating that all of Cohen’s debts have been satisfied and that Cohen’s personal guarantees of the *

medallion loans had been terminated.

r. The Cohen--transaction, however, did not close. On or about January

— --------——---——29,—20-1-8,—thc--'-*-attorney-emailcd--aﬁorneys—for—Sterling--and~stated—that£at-ﬂ1is—time——-i' e
there is no deal with Michael Cohen. Some of the numbers have changed and we are not prepared

to go forward.”

B i Do T

s. Based on my participation in the interview with Sterling Employee-2 and my
review of records maintained by Sterling, I know that after the Cohen--:leal fell apart,
Sterling assigned Cohen’s loans to Sterling Employee-3, who specializes in collecting on :
defaulting loans. From my participation in an interview with Sterling Employée-B, my review of
telephone call notes taken by Sterling Employee-3, and my review of telephone records, I know |
that Sterling Employee-3 spoke several times to Cohen on or r;lbout January 30, 2018 about payiné
down and/or restructuring Cohen’s outstanding taxi medallion loans. On the calls, which in total i
{asted more than an hour, Cohen stated in sum and substance that he did not have more than
$1,250,000 to pay toward the medallion loans. On the call, in the course of reviewing the failed

Cohen-- transaction, Sterling Employee-3 questioned Cohen about the price

-vas 1o have paid for each medallion, and whether there was a side agreement between

Cohen and - Cohen denied that there was any side agreement with e

t. On or about January 31, 2018, Cohen emailed Sterling Employee-3 and proposed

T [ U P T e ey g,

paying $500,000 to bring the loans current and $750,000 to bring the principal balance to
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$20,500,000. Cohen also suggested revised monthly interest payment amounts. The signature
block on the email indicated that Cohen’s address was the addvess for Subject Premises-2. On or
about January 31, 2018, Sterling Employee-3 responded to Cohen and stated, in sum and
substance, that Cohen would need to pay the entirety of the overdue payments and pay down the
principal balance of the loan to $20,000,000 {in total, a payment of approximately $1,750,000),

and would need to make larger monthly interest payments.

“[playment of $1.250m which ALL can be used to pay down principal, if [Sterling] will waive

past duc amounts,” but stated “I do NOT have more than the $1.250m.” (Emphasis in original.}
Cohen also stated, in sum and substance, that he had insufficient financial resources to post
additional collateral ot pre-fund monthly payments. The signature block on the email indicated
that Cohen’s address was the address for Subject Premises-2. Based on my participation in an
interview with Sterling Employee-3, T have learned that since January 30, 2018, Sterling has
continued to renegotiate the medallion loans with Cohen based on Cohen’s representations about
his current financial position. In particular, according to Sterling Employee-3, Cohen and Sterling
have an agreement in principal to restructure Cohen’s loans based in part of Cohen’s agreement to
make a principal payment of approximately $750,000, to make a payment of $500,000 to become
current on interest payments, and to post $192,000 in cash collateral for his future monthly
payments on the loan. Cohen also agreed to pledge an interest he had in a property. Sterling
Employee-3 has stated that had Coheﬁ indicated he had more than $1,250,000 available to hitn,
Sterling would have, among other things, negotiated for a larger reduction to the principal amount

of the loan.
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(i) Cohen Made Matevial Misrepresentations About His Finances io Banks

Cohen Concealed from Sterling and Melrose Cash Derived from Consulting Work

17.  As set forth in detail below, despite multiple written and oral representations by
Cohen to Sterling (and, by extension, Meirose'®) that he had insufficient funds to pay down the
principal balance of the medallion loans, make monthly interest payments, or pay past-due

amounts, it appears that between 2016 and the present, Cohen opened and maintained baok

_ageounts-at.- First-Republic Bank (“FirstRepublic?),-and then received_millions_of _dollars_in
consulting payments in these accounts, which he did not disclose to Sterling. Cohen set up these
accounts and received these funds during the very period in which he made disclosures to Sterling
about his personal finances (including his assets and liabilities) and his ability to make payments
on the medallion loans. In these disclosures to Sierling—and despite being asked about these bank
accounts by his accountant—Cohen misled the bank by claiming he had insufficient liquidity to
satisfy his obligations or meet the bank’s demands, while withholding information about these
ongoing revenue streams and liquid financial assets at First Republic.

18.  Specifically, based on my review of documents and bank records produced
pursuant to a subpoena hy First Republic, and my participation in and review of reports of
interviews with a First Repubiic sales manager (“First Republic Employee-1") and a First Republic
senior managing director (“First Republic Employee-2”), | have learned, among other things, the

following:

16 Based on my review of a report of an interview conducted with an employee of Melrose, I

have learned that, pursuant to the participation agreement between Sterling and Melrose, Cohen’s

finanecial statemerits and other records in Sterling’s possession were forwarded to Melrose so that
Melrose could make a determination as to whether to approve of the Cohen-
transaction. Based on my review of reports of interviews with Melrose employees, 1 also Know
that Cohen called employees at Melrose regarding the Cohen-_!:ransaction.
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a. Cohen and his wife have been customers of First Republic since approximately
June 2011. Cohen controls several checking and Joan accounts at First Republic, some in his own
name and others in the names of corporate entities. According to Fitst Republic’s know-your-
customer records on Cohen,!” his primary physical address is the address for Subject Premises-1.
b. On or about October 26, 2016, in Manhattan, New York, Cohen opened a new

checking account at First Republic in the name of Essential Consultants LLC (the “Essential

~ Consultnis Account”y. Colien was the only avthiotized signatory-on the account—According-to—

account opening documents, the primary address for Essential Consultants LLC was the address
for Subject Premises-1, When Cohen opened the Essential Consultanis Account, First Republic
Employee-1 conducied an in-person interview of Cohen. In response to a series of know-your-
customer questions about the purpose of the account—the answers fo which First Republic
Employee-1 entered into a form'®—Cohen stated, in sum and substance, that he was opening
Essential Consultants as a real estate consulting company to collect fees for mvestment consulting
work, and all of his consuliing clients would be domestic individuals based in the United States.
Cohen also stated, in sum and substance, that his purpose in seiting up the account was to keep the
revenue from his consulting business—which he said was not his main source of income-—separate
from his personal finances. As set forth below, there is probable cause to believe that Cohen’s
statements about the intended purpose of the account and source of funds for the account were

false. Specifically, as described below, the account was not intended to receive—and does not

7 Cortain financial institutions are required to conduct such procedures pursuant to the Bank
Secrecy Act and its implementing regulations. See 31 U.S.C. § 5318; 31 C.F.R. § 1020.220.

18 First Republic Employee-1 first filled out the form on the day he interviewed Cohen, Ociober
26, 2016. On or about December 19, 2016, at the request of bank compliance personnel, First
Republic Employee-1 updated the form to add more detail about Cohen’s statements.
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appear to have received—money in connection with real estate consulting worl; in addition, the
account has received substantial payments from foreign sources.

c. 1know from my review of First Republic bank records that wete scheduled by an

FBI forensic accountant that after Cohen opened the Essential Consultants Account, Cohen
received payments into that account from foreign businesses and entities that do not reflect the

stated client profile for the residential and commercial real-estate consulting services. Specifically,

ffom iy Feview of the Essential-Consultants Account-schedule-and-public-sources; 1-know-th¢ —————— .
following:

i. Beginning on or about January 31, 2017, Cohen began receiving monthly

payments of $83,333 into the Essential Consultants Account from an entity called Columbus Nova
LLC. According to public sources, Columbus Nova is an investment management firm controlled
by Renova Group, an industrial holding company based in Zurich, Switzerland that is controlled
by Russian national Viktor Vekselberg. From January 2017 to August 2017, the Essential
Consultants Account received seven payments totaling $583,332.98 from Columbus Nova LLC.

ii. Beginning on or about April §, 2017, the Essential Consultants Account

PRI S e e s

began receiving payments from Novartis Investments, SARL, which 1 believe to be the in-house
financial subsidiary of the Swiss phatmaceutical company Novartis International AG (“Novartis™).
Between April 2017 and February 2018, the Essential Consultants Account received eleven wire
payments from a Swiss bank account held in the name of Novartis, each in the amount of $99,980, i
for a total of $1,099,780.

iii. Beginning in or about April 2017, the Essential Consultants Account started
receiving wire payments from a bank account associated with the telecommunications company

AT&T Inc. (“AT&T”). Specifically, on or about April 14, 2017, AT&T sent $100,000 to the

25

2017.08.02



Case 1:18-cr-00602-WHP Document 43-1 Filed 03/19/19 Page 26 of 269

Rssential Consultants Account and, from in or about June 2017 to in or about January 2018, the
Essential Consultants Account received ten $50,000 payments from AT&T. In total, AT&T sent
$600,000 to the Essential Consultants Account.

jv. On or about May 10, 2017, June 9, 2017, July 10, 2017, and November 27,
2017, the Essential Consultants Account received four deposits in the amount $150,000 (totaling

$600,000) from a bank account in South Korea. The account holder from which the money was

sent is Korea Aerospace [ndustries Ttdo(“KAL”): "‘K‘M—iS"a—South"-Koreaabased—company---that---

produces and sells fixed-wing aircraft, helicopter aircraft, and satellites to the United States
Department of Defense, among other customers.

v. On or about May 22, 2017, the Essential Consultants Account received a
$150,000 deposit from an account at Kazkommertsbark, a Kazakhstani bank. The listed account
holder at Kazkommertsbank was a second Kazakhstani bank named BTA Bank, AO. A message
accompanying the wire payment indicated that the payment was a “monthly consulting fee as per
Inv BTA-101 DD May 10, 2017 consulting agreement W/N DD 08 05 2017 CNTR W/NDD
08/05/2017.”

vi. Intotal, from on or about January 31, 2017 to on or about February 1, 2018,
the Bssential Consultants Accaunt received approximately $3,033,112.98 in transfers and checks
from the aforementioned entities. As of u;)n or about January 10, 2018, the balance in the Essential
Consultants Account was $1,369,474.23. Cohen’s withdrawals from the Essential Consultants
account reveal that it was used for largely personal purposes, including to pay, among other things,
American Express bills and fees from “the Core Club,” a private social club in New York.

d. On or about April 4, 2017, Cohen opened another new checking account at First

Republic, this one in the name of Michael D. Cohen & Associates, P.C. (the “MDC&A Account”).
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Cohen was the only authorized signatory on the account. According to account opening
documents, the primary address for MDC&A Account was the address for Subject Premises-1.
Among other things, the MDC&A Account received ten wire transfers and one check from an
account in the name of Squire Patton Boggs, a law firm. As noted above, Subject Premises-2 is
Jocated inside the New York office of Squite Patton Boggs. In total, from on or about April 5,

2017, to on o about January 2, 2018, the MDC&A Account received $426,097.70 in deposits, and

tlﬁ'baiano6"hﬂhe“ﬁb‘c‘0unfas‘of]anuary—2,—20I—S,—was--$-344;54-1~.3—5.—As—-diseussed-be]ew—,—@ohan
never disclosed any of the balance in the Essential Consultanis or MDC&A accounts to Sterling
during the negotiations with respect to the - fransaction or the subsequent loan
refinancing negotiations, including in his May 2017 Financial Statement and September 2017
Financial Statement.

19.  Based on my review of emails that were seized pursuant to the Cohen Email
Warrants, and my review of repotts of interviews with employees of AT&T and Novartis, it
appears that the aforementioned payments to the Essential Consultants Account and MDC&A
Account were for political consuiting work, including consulting for international clients on issues
pending before the Trump administration. Specifically, from my review of emails from the Coben
Gmail Account, the Cohen MDCPC Account, and public sources, 1 have learned the following:

a. On or about April 28, 2017, Cohen sent an email to an individual whom I believe
is affiliated with KA, In the email, Cohen attached a “Consulting Agreement” between KAT and
Bssential Consultants dated as of about May 1, 2017, The agreement indicates that Essential
Consultants had the address of Subject Premises-2. The document indicates that Essential
Consultants would render “consulting and advisory services, as requested” by KAI, and that KAI

would pay Essential Consultants “a consulting fee of One Million Two Hundred Thousand
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($1,200,000.00) US Dollars,” disbursed through eight $150,000 installments between May 2017
and December 2017. I have also reviewed invoices in amounts of $150,000 that Cohen emailed
t0 an individual whom I believe is affiliated with KAL At the top of the invoices the address listed
for Essential Consultants is the address for Subject Premises-2.

b. On or about May 8, 2017, Cohen sent an email to an individual whom I believe is

affiliated with BTA Bank. The signature block on Cohen’s email listed “Essential Consultants

T1.C” and “Michael D. Cohen & Associates, PC”’arrd‘pr'ovided-the~address~for—Subj ect Premises- .- |

9. In the email, Cohen attached a document purporting to be a “Consulting Agreement” between
BTA Bank and Essential Consultants dated as of about May 8,2017. The agreement indicates that
Essential Consultants had the address of Subject Premises-2. The document indicates that
Essential Consultants would render “consulting and advisory services” to BTA Bank, and that
BTA Bank would pay Essential Consultants “a consulting fee of One Million Eight Hundred
. Thousand ($1,800,000.00) US Dollars,” disbursed through monthly payments of $150,000. On ox
about May 10, 2017, Cohen sent an email to an employée of BTA Bank, and attached to the email
an invoice to BTA Bank in the name of Essential Consultants, with the address of Subject Premises-
2. The invoice contemplated a $150,000 payment to Essential Consultants for a “monthly
consulting fee.”

c. On or about January 23, 2017, Cohen appears to have entered into a consulting
agreement with AT&T, which contemplates that Essential Consultants “shall render qonsulting and
advisory services to [AT&T]” and that AT&T would “advise [Essential Consultants] of those issues

“and matters with respect to which AT&T Services desires [Essential Consultants]’s assistance and
advice.” The agreement indicates that Essential Consultants had the address of Subject Premises-

1. The contract calls for AT&T “to pay the Consultant for his services . . . a consulting fee of Fifty
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Thousand ($50,000) Dollars . . . per month.” Based on my review of reports of interviews with
AT&T employces, I have learned that AT&T retained Cohen to consult on political issues,
inciuding net neutrality, the merger between AT&T and Time Warner, and tax reform.

4. On or about March 1, 2017, Cohen appcars to have entered into a contract between
Novartis and Essential Consultants, which provides that Essential Consultants will “provide

consulting and advisory services to Novartis on matters that relate to the repeal and replacement of

the Affordable Care Act ifi e~ US—and™ any “other—issues—mutually—agrecable—to- [Essential I
Consultants] and Novartis.” The contract provides for a “consulting fee of One Million Two

Hundred Thousand ($1,200,000) US dollars,” to be paid to Essential Consultants in equal monthly

installments over the course of a year. Based onmy review of reports of interviews with Novatis
employees,  have leatned that Novartis retained Cohen to provide political #onsulting services and
to gain access to relevant policymakers in the Trump Administration.

e. In or about February 2017, Cohen began negotiating the terms of a “strate gic
alliance” with Squire Patton Boggs. On or about March 4, 2017, Squire Pation Boggs emailed

Cohen a “strategic alliance agreement.” Under the terms of the agreement, Cohen agreed to

generate business for the law firm, and Squire Patton Boggs agreed to pay to Cohen “an annual
strategic alliance fee of $500,000, payable in twelve (12) equal monthly installments.” Squire i
Patton Boggs also agreed to provide Cohen with “dedicated and segregated office space in [Squire

Patton Boggs’s] New York and Washington D.C, offices, which office space shall be physically

separate from [Squire Patton Boggs’s] offices and have locked doors and its own locked file
cabinets.” On or about April 3, 2017, Squire Patton Boggs anpounced on its website that is had
formed a “strategic alliance” with Michael D. Cohen & Associates and would “jointly represent

clients.”
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20.  Despite the significant amount of money that Cohen received into the Essential
Consultants Account and the MDC&A Account, and the cash balance m both accounts, Cohen did
not disclose that information to Stetling or Melrose. Specifically, based on my review of documents
provided by - (as noted above, Cohen’s accountant at the time), my participation in an

eries it N it aces o

have learned the following:

- a. In or-about-May- -20'1—7,—- met-with-Cohen-at- Subject-Premises-2._At. the
meeting, Cohen told - in sum and substance, that he had set up a law practice called Michael
D. Cohen & Associates P.C., and a consulting company called Essential Consultants LI.C. Cohen
told - in sum and substance, that he expected to earn $75,000 per month in connection with
his law practice, and that he expected gross revenues for the consulting business to be between five
and six million dollars annually.

b. In or about October 2017, if not carlier, JIMIvas preparing a personal financial
statement for Cohen. On or about October 6, 2017, -scnt an email to Cohen in which *-
wrote that “[a]ttached is a draft of the new PFS as of September 30, 2017” and attached a draft of
the September 2017 Financial Statement. The draft statement reflected that as of September 30,
2017, Cohen had only $1,250,000 in cash, total assets of approximately $33,430,000 (comprised of
taxi medallion interests, real estate interests, and his personal residence and property), and liabilities
of approximately $45,630,000, leaving 'hi_m purportedly over $12 million in debt. In the same email,
-luestioned Cohen, in sum and substance, about the fact that the financial statement did not
list any value associated with either the Essential Consultants Account ot the MDC&A Account:

“[w]e did not add any value for you[r] two operating entities — Michael D. Cohen & Associates
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POC [sic] and Essential Consultants LLC. Please advise whether or not these should be disclosed
and what value.”

c. On or about October 6, 2017, Cohen called -3y telephone—which is reflected
on toll records for Cohen’s cellphone—and told - in sum and substance, not to include
Essential Consultants or MDC&A in the September 2017 Financial Statement because they had no

value. On or about October 6, 2017, following the call with- Cohen, using the Cohen

Account, respomﬁdﬁ-"éfﬂail witlr the-answer “[IJooks good-to-me:>-Cohennever- directed
B0 make any changes to his cash position as listed in the September 2017 Financial
Statement. In a letter dated October 6, 2017, addressed to -, Cohen stated, “I have reviewed
the attached statement of financial condition and find it to be correct and consistent with the
representations that I made to your firm. The attached is an accurate reflection of my assets,
liabilities and net worth (deficit) as of September 30, 2017.” Attached to that letter was the
September 2017 Financial Statement, which, as noted above, was then transmitted to Sterling in
connection with the proposed taxi medallion transaction between Sterling, Cohen, and \
21.  Based on my review of a report of an interview with Sterling Employee-1, I have
learned that Cohen did not disclose his income stream from Essential Consultants to Sterling
Employee-1 or, to his knowledge, anyone else at Sterling. According to Sterling Employee-1,
knowledge of such an income stream would have affected Sterling’s demands during the
negotiations, particularly with respect to the amount of a principal paydown of Cohen’s debt.

Cohen Understated His Available Cash

72,  Tn addition to withholding the existence of his Essential Consultants income from
Sterling and Melrose, it appears that Cohen also substantially understated his available cash and

cash equivalents in his financial disclosures. Specifically, [ know from my review of the September
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2017 Financial Statement that Cohen provided to Sterling that Cohen represented that he had
$1,250,000 in cash as of September 30, 2017. T also know that on or about January 30, 2018, ina
telephone call with Sterling Employee-3, and on February 1, 2018, in an email to Sterling
Employee-3, Cohen represented that he did not have more than $1,250,000 in cash. But, from my
review of a summary of bank records that were scheduled by forensic accountants, 1 have learned

that Cohen had approximately $5,000,000 in cash and cash equivalents as of September 30, 2017

Additionally, as of February 1, 2018, Colien-had-approximately -$6,000,000-in-cash-and- cash.
equivalents. Specifically, from my review of the account schedule and bank records, L have learned
the following:

a. Cohen has three checking and/or savings accounts at Capital One Bank, one of
which is in his wife’s name. As of September 30, 2017, Cohen had $1,105,680.35 in his savings
account, and $1,262,982.29 in total in the three accounts at Capital One Bank. As of February 1,
2018, Cohen had a total of $1,389,245.78 in these accounts.

b. Cohen h-as three accounts at Morgan Stanley in his name. As of September 30,
2017, the combined total in cash and cash equivalents in those three accounts was $1,270,600.41.
As of February 1, 2018, Cohen had $1,284.996.13 in these accounts.

c. AsofSeptember 30,2017, Cohen had $260,689.18 in an account at Signature Bank.
As of February 1, 2018, Cohen had $261,517.55 in this account.

d. Tn addition to the Essential Consuitants Account and MDC&A Account at First
Republic, Cohen also had two joint checking accounts with Laura Cohen at First Republic. In total,
as of September 30, 2017, Cohen had at least $1,876,209.27 in total in his four accounts at First

Republic. As of February 1, 2018, Cohen had $3,332,992.95 in these accounts.
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e. Cohen has an account at Bethpage Credit Union with $25,931.39 in it as of
September 30, 2017.

f. As of September 30, 2017, Cohen had $17,542.54 in accounts at Sterling.

g. Cohen has two accounts at TD Bank—one in his name and one held jointly with his
wife. Cohen also has a safety deposit box at TD Bank—Subject Premises-3. The safety deposit

box was opened on December 13, 2017 in the names of Michael and Laura Cohen.

h-—Intotal;-as-of September-3 0,~20~1~7,fGohen—hadAat»least~—$4;7—1f3;935;087in—hisraeeounts
at Capital One Bank, City National Bank, Signature Bank, Sterling Bank, Bethpage Credit Union,
First Republic, and Morgan Stanley. As of February 1, 2018, Cohen had $6,268,732.59 in his
accounts at Capital One Bank, City National Bank, Signature Bank, First Republic, and Morgan
Stanley."

23.  Accordingly, based on the foregoing, it appears that Cohen’s written and oral
representations to Sterling and Melrose that he did not have more than $1,250,000 were false, and
that Cohen withheld information regarding approximately $5 million in funds from Sterling and
Melrose in order to secure favorable terms in his renegotiation of his medallion loan. Based on
my participation in an interview with Sterling Employee-2, and my review of reports of interviews
with Sterling Employee-1 and two Melrose employees, it is my understanding that that Sterling
and Melrose would view Cohen’s understating of his assets as material to its decision whether to

renegotiate Cohen’s medallion loans and on what terms, or to its decision whether approve of the
transfer of those loans to -

19 Based on my review of the account schedules described above, I know that, as of the date of this
affidavit, the account balances for TD Bank have not yet been included in the schedule for either
date and the account balances for Sterling National Bank and Bethpage Credit Union have not yet
been included in the schedule for February 1, 2018. Thus, to the extent that these accounts have
positive balances, Cohen’s total balances in fact were even higher on these dates.
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Cohen Has Unreported Interest Income

24.  Itappears that Cohen also hid from Sterling interest income that he was receiving in
connection with a six million dollar loan he made to another individual. Specifically, I know from
my review of the May 2017 Financial Statement and September 2017 Financial Statement that
Cohen provided to Sierling that Cohen did not disclose that he had made a note receivable in the

amount of approximately $6 million, or that he was earning approximately $60,000 per month in

e evest-income- i connettion-with-that-loan—But, from-my-review.of a summary-of bank records. .-

that were reviewed by another law enforcement agent, my review of property records and
documents obtained pursuant to the Cohen Email Warrants, and my participation in an interview

with N | have learned the following:

a. Based on my review of property records, I have learned that on or about March 12,
2012, Cohen agreed to lend _—1pproximately
$2.,000,000.2° Tt appears that the promissory note was unsecured by any real property. On or about
April 28, 2014, Cohen and- amended ihe promissory note, and restructured the loaﬁ to
increase the principal amount to approximately $5,000,000. Under the terms of the amended
promissory note, the loan was secured by I apartment in _, Florida. On
or about April 8, 2015, Cohen and -rcstated the promissory note to increase the principal
amount to $6,000,000.2!

b. Based on my review of a copy of the restated note, which was obtained pursuant to

the Cohen Email Warrants, I have learned that under the terms of the amended and restaied

2 [ Jeamed from Getzel that [
2l The note states that the loan is to _ husband and wite,
jointly and severally. For ease of reference, I refer simply to * -1erem
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promissory note, Cohen’s loan to [ an interest-only loan, and that the principal balance
of the loan bears interest at an annual rate of 12.25 percent. [ also know that the amended and
restated promissory note includes a schedule of payments that require -to pay Cohen
approximately $61,250 per month beginning in April 2015 and ending in April 2019. The note also
requires tha1-'cpay the principal balance of $6,000,000 on April 28, 2019.

¢. Based on my review of bank records, I have learned that, consistent with the terms

I T e S

-~ ——————of- the—amended—and-restatéd—promissory--not ,——---hasn-nmade—monthly---payments_of
approximately $61,250 since April 2015. Specifically, based on my review of records maintained
by Capital One Bank, I have learned that from April 2015 to October 2015, Cohen received checks

from an entity called_. totaling $61,250 per month, which he

deposited into his personal bank account at Capital One Bank.?? It appears from my review of bank

records and public sources that [JIMis the owner of SRR

From my review of records maintained by Capital One Bank, [ have also learned that since October
2015, Cohen has received checks from an entify called 1_. totaling
$61,250 per month, which he deposited into his personal bank account at Capital One Bank, It

appears from my review of bank records and public sources that - s also the owner of Jll
D In total, it appears that Cohen receives approximately $735,000 per year

in interest payments from -

d. Based on my review of Cohen’s May 2017 and September 2017 Financial
Statements, my review of his 2015 and 2016 tax returns obtained via subpoena and from the Cohen

‘Email Warrants, and my participation in an interview with - 1 have learned that Cohen did

22 Iy April 2015, Cohen received a pro-rated payment. For all months thereafter, the total payment
equaled $61,250, but [ ften made the payment in multiple checks.
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not disclose this interest income he was receiving from -to Sterling or Melrose, or list it
on his tax refurns. I have also learned that while this interest income is taxable, Cohen did not tell
-—his accountant-—about the income, and -only learned about the income because he r
bogan doing M caxes in 20175 .

35.  Accordingly, based on the foregoing, it appears that Cohen’s representations to

Sterling and Meirose that he did not have more than $1,250,000 were false, and that Cohen

secure favorable terms in his renegotiation of his medallion loan.

Cohen Had a Side Agreement With -

26.  As set forth in detail below, during the course of Cohen’s negotiations to sell his
inferest in taxi medallions and the associated debt t0 _ Cohen not only
misrepresented his financial position to Sterling, but also failed to disclose a side agreement he
had negotiated with[INE: it appears that -,grced to pay an above-market price
for Cohen’s taxi cab medallions, and in exchange, Coben agreed to pay _lpproximate ly
$3.8 million in cash. Specifically, from my review of documents produced pursuant to a subpoena
by Sterling, and my participation in interviews with Sterling Employee-l, Sterling Employee-2,

and Sterling Employee-3, I have learned, among other things, the following:

4. On or about September 5, 2017, an executed term sheet was circulated by Sterling
Employee-1 to Cohen and - The term sheet listed Cohen’s address as the address for
Subject Premises-1, According to the term sheet, _would borrow $20,000,000

from Sterling and Melrose, to be secured by the medallions that _was to acquire from

B Accordingly, this interest income—which should have been reported as such on Cohen’s tax
returns—is included herein in calculations of Cohen’s true cash position.
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Cohen. At a price of $20 million for thirty-two taxi medallions, the proposed transaction valued
cach medallion as worth $625,000. The term sheet also contemplated a $1,265,913 pay-down of
the principal balance of the loan. The term sheet made no mention of a $3.8 million payment from
Cohen to NN or any other form of payment or financial transaction between the parties.

b. Additionally, an internal Sterling credit memorandum, dated October 4, 2017,

describing the terms of the Cohen—'-transaction and the new loan to [ did

not mention any payments from C(Sh’en‘t()‘_'includingAaf$—3TS‘millionfpayment._The

memorandum also noted that the “loan amount of $20MM indicates a $625M purchase price per
medallion” but “it is recognized that this is not in line with current market values.” Indeed,
according to an internal Sterling memorandum dated February 5, 2018, in the month of January
2018, taxi medallions sold for amounts ranging from $120,000 to $372,000. According to Sterling
Employee-1 and Sterling Employee-2, they were never told that -1greed to a purchase
price of $625,000 in exchange for a lump sum payment from Cohen, or that Cohen would make

any payment to -

c. On or about January 30, 2018, Sterling Employee-3 asked Cohen whether Cohen
had a side agreement with _:o pay -a sum of money for entering into the
medallion transaction.‘ Sterling Employee-3 asked Cohen about such an arrangement because,
according to Sterling Employee-3, the price that -Was paying for each medallion
appeared to be well above the market price. Cohen stated, in sum and substance, that he had no
side agreement—and never had a side agreement—with -

27.  While Cohen and_ did not disclose any payment from Cohen to

_in communications with Sterling, it appears that such a payment was contemplated.

Indeed, based on my review of records maintained by -and my participation in an interview
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e o R

with -I have learned the following, in substance and in part, regarding the proposed side

payment from Cohen to_

a. On or about September 19, 2017,- prepared a memorandum for Cohen

entitled, “Sale of NYC Medallion Entities and Debt Assumption” {the “-Memorandum”).
The -Memorandum summarized the proposed transaction between Coben and _

in part, as follows: ‘“Michael and Laura Cohen will transfer ownership of their 13 NYC medallion

| "éhfities to a Buyer who will assume kit bank indebtedness; upon the- [Cohens’} paying.down.the. ...

debt portfolio of the 13 entities by $500,000 and a cash payment {0 the Buyer of $3,800,000.7%

b. According to -Cohen told him the parameters of the deal, including the
payment of $3,800,000 to -but-:lid not know where Cohen was going o obtain
$3,800,000 fo pay - As noted above, Cohen had more than $5,000,000 in cash and

cash equivalents as of September 2017, but had only disclosed in his September 2017 Financial

Statement that he had $1.25 million in cash.

28.  Based on my review of records taintained by Sterling (as well as Melrose, the bank

with the participating interest in the loans) and reports of interviews of represeniatives of Sterling

(and Melrose), 1 have seen no evidence that Sterling, Melrose, or any other financial institution lk

involved in the potential deal with Cohen and -was aware of the planned $3.8 million

side payment from Cohen tc-

The Tlegal Campaign Contribution Scheme

% The reference to thirteen medallions appears to be an error by - Cohen and his wife :
together owned sixteen corporations, which in tumn owned 32 taxi medallions. '
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C. Probable Cause Justifying Search of the Subject Premises and Subject Devices

45.  Based on the foregoing, my review of records produced pursuant to subpoenas and
the Cohen Email Wartants, and the iClond Warrani, and my training and experience, there is
probable cause to believe that the Subject Premises and Subject Devices have been used in
furtherance of the Subject Offenses and are likely to contain instrumentalities, evidence, and fiuits
of the Subject Offenses. Specifically, there is probable cause to believe that Cohen permanently
resides at Subject Premises-1 and, at least in part, works at both Subject Premises-1 and Subject
Premises-2, and that those locations contain evidence relating to the Sterling taxi medallion

transaction, Ciohen’s assets, Cohen’s consulting work for Essential Consultants LLC, and his

_ Additionally, there is probable cause to believe that Subject Premises-3
contains evidence of Cohen’s assets and_ Finally, there is probable cause

to believe that Subject Premises-4, inn which Cohen is temporarily residing, contains electronic
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devices, including Subject Device-1 and Subject Dévice-z, which, in turn, contain evidence of the
Subject Offenses, such as evidence relating to the Sterling taxi medallion transaction, Cohen’s
assets, Cohen’s consulting work for Essential Consultants LL.C, and _

46.  First, there is probable cause to believe that Cohen lives and operates his businesses,
at least in part, at Subject Premises-1. Specifically, from my review of property records, I know

that Michael Cohen and Laura Cohen own (in trust) Subject Premises-1. From my review of

~ Cohen’s tax returiis, T know he 1ists lis primeary tesidence as Subject Premises-1. Additionally,
from my review of emails produced pursuant to the Cohen Email Warrants, I know that Cohen
routinely refers to Subject Premises-1 as his home. For example, on or about September 28, 2017
and October 6, 2017, Cohen emailed individuals that his home address is the address for Subject
Premises-1. I also know from my review of emails that Cohen receives package delivery
notifications that list Cohen’s address as the address for Subject Premises-1. Cohen has also
provided the addtess of Subject Premises-1 as the address for Essentic;:l Consultants and Michael
D. Cohen & Associates, P.C. For example, the certificates of incorporation and accouit opening
documents at First Republic for both entities list their addresses as the address for Subject
Premises-1. See supra 1Y 18(b), 18(d). The consulting agreement between Essential Consultants
and AT&T also indicated the address for Essential Consultants is the address for Subject Premises-
1. See supraq 19(c).

47.  There is also probable cause to believe that Subject Premises-1 is likely to contain
instrumentalities, evidence, and fruits of the Subject Offenses. Specifically, from my review of
emails produced pursuant to subpoena and the Cohen Bmail Warrants and iCloud Warrant, as well

asmy training and experience, I know the following:
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a. According to records maintained by Sterling, the address for all of Cohen’s taxi
medallion LLCs is the address for Subject Premises-1. See supra 16(c). Additionally, the
medallion toan documents indicate that any mailings related to the loans should be sent to Subject
Premises-1. See id. Based on my training and experience, as well as my review of public sources,
I know that individuals keep records of properties and assets in which they have ownership

interests. Accordingly, I submit that Subject Premises-1 likely contains evidence of Cohen’s

ownetship of the taxi medallion LLCs; the-revenue-that-those-medallions--generate;- and--the
{ransaction with Sterling in 2014 to re-finance the medallion loans that were then with Capital One
Bank.

b. From my review of records maintained by Sterling, 1 also know that Sterling
addressed documents relating to the -transaction and Cohen’s attempts to modify the
terms of the medallion loans to Subject Premises-1. For instance, Sterling addressed the
transaction term sheet, see supra § 16(1), and its demand letter and notice of default, see supra g
16(q), to Subject Premises-1. Accordingly, Subject Premises-1 likely contains evidence
concerning the -transaction and Cohen’s negotiations with Sterling. Some of those
records——such as records relating to a payment from Cohen to -—Werc concealed from
Sterling and cannot be obtained via subpoena to Sterling. Additionally, even where documents
were sent to Cohen by Sterling (and therefore are available from Sterling via subpoena), the fact
that they may be found in Subject Premises-1 will be relevant to Cohen’s possession or knowledge
of the documents.

¢. From my review of records maintained by First Republic, I know that Coben
provided the address for Subject Premises-1 as the mailing addresses for the Essential Consultants

Account and MDC&A Account. See supra 11 18(b), 18(e). Accordingly, it is likely that Subject
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Premises-1 contains records relating to the Essential Consuliants Account and MDC&A Account,
including, among other things, account opening documents, bank statements, documents provided
as part of the know-your-customer process, any notes made by Cohen when he was opening the
accounts, wire transfer records, and canceled checks. Even where these records can be obtained
from First Republic, the fact that they may be found in Subject Premises-1 will be relevant to,
among other things, Cohen’s ownership of the accounts, ot his knowledge of transactions or the

existence of funds ifl accounts. T e

d. Based on my review of records maintained by Capital One Bank, TD Bank, Morgan
Stanley, City National Bank, Signature Bank, and Bethpage Credit Union, I know that Cohen
provided the address for Subject Premises-1 as the mailing for his accounts at each of these
financial institutions. Accordingly, it is likely that Subject Premises-1 contains records relating to
these accounts, including, among other things, bank statements that list account balances. The
existence of these records in Subject Premises-1 will be relevant to, among other things, Cohgn’s
ownership of the accounts and his knowledge of the balances in these accounts.

e. Additionally, Cohen may have records of other bank accounts or assets that were
ot disclosed to Sterling and are not presently known by law enforcement. For example, as
dcsbribcd above, Cohen has received interest income since 2015 that he has not disclosed to
Sterling or paid taxes on. Also, on Cohen’s August 2014 Financial Statement, see suprd 1 16(e),
he disclosed $10,000,000 in “investmenis in overscas entities.™? The value of these investments
was omitted from subsequent financial statements. However, for the reasons outlined above, there

is probable cause to believe that Cohen omitted the value of those investmenis from his 2017

30 Based on my participation in an interview with Sterling Employee-3, I have learned ihat
Cohen told Sterling Employee-3 that the reference o “ipvestments in overseas entities” on his
2014 Financial Statement was to serve merely as a “placehoider” for potential future investments.
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financial statements in order to understate his assets. As Subject Premises-1 is Cohen’s ptimary
residence and he uses Subject Premises-1 as the mailing address for bank records, there is probable
* cause to believe that account statements for wnknown bank accounts or assets concealed from
Sterling are likely to be found m Subject Premises-1.

. Based on my review of records maintained by AT&T and produced pursuant to the

Cohen Email Warrants, T know that the address Cohen provided to AT&T for Essential Consultants

is the address for Subject Premises- 1. See supra J 19(C). Therefore, there-is-probable-cause-to
believe that Subject Premises-1 will contain evidence concerning the operation of Essential
Consultants or money that Cohen received, through Egsential Consultants, from AT&T.
Additionally, because Cohen used the address for Subject Premises-1 for at least one consulting
arrangement involving Essential Consultants, there is probable cause to believe that Subject
Premises-1 may contain records of other consulting arrangements that Cohen, through Essential
Consultants, has with other individuals or entitics.

g. Based onmy review of records maintained by -iccounting firm, and emails
produced pursuant to the Cohen Email Warrants, 1 have learned that l-accounting firm sent
documents to Subject Premises-1 and used the address for Subject Premises-1 as the address listed
on Cohen’s personal and corporate tax returns. See supra § 16(n). For instance, on or about
October 6, 2017, an employee at-accounting firm emailed Cohen that she had sent
Cohen’s September 2017 Financial Statement by FedEx to Cohen’s attention. Accordingly,

Cohen’s tax records are likely to be found in Subject Premises-1.

h. Based on my review of bank records and publicly-available documents, I know that
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i Based on my review of emails produced pursuant to the Cohen Email Warrants and

iCloud Warrant, 1 know that Cohen used at least one Apple iPhone, an Apple iPad Mini, and a

Macﬁook Pro to access his i1Clond account.” Based on Fﬁ)Tcifichf‘lﬁcation'recofds—providedby -
Apple pursuant to the iCloud Warrant, I know that electronic devices linked to Cohen’s iCloud
account were used at Subject Premises-1 to, among other things, place telephone calls and backup
files to Cohen’s iCloud account. Accordingly, there is probable cause to believe that Subject
Premises-1 contains electronic devices, including certain Apple pfoducts, that for reasons
discussed below are likely to contain evidence of the Subject Offenses.

j. Bascd on my review of emails produced pursuant to the Cohen Email Warrants, I
understand that Subject Premises-1 recently sustained water damage to cerfain pdrts of the
premises, and that Cohen has engaged contractors to perform certain remediation work on the
premises. In addition, as set forth above, 1 believe that Cohen and his family are temporarily
residing at Subject Premises-4 in the Loew’s Regency Hotel, which is approximately two blocks
from Subject Premises-1. However, based on my review of a work order sent to Cohen’s email
by a coniracior, 1 understand that the first phase of the work order called for the contractor to “Pack
& Remove all items & fumishings in Living Room, Kitchen, Sons Room & Dining Room” and
store them off-site. In addition, based on my review of drawings sent to Cohen by the coniractor,
it appears that the work is primarily being done in these rooms. Thus, I believe that the

construction — to the extent it is still ongoing — would not necessarily have caused Cohen to move

62
2017.08.02

B e e e

B TR TE P PRy Lo CHIPI EAPUL T LR Fh R

[T e S TP LN FER TN T



Case 1:18-cr-00602-WHP Document 43-1 Filed 03/19/19 Page 63 of 269

all documents or evidence responsive to the warrant out of Subject Premises-1, because it docs not
appear that work is being done to the portion of Subject Premises-1, such as a home office or
Cohen’s own room, where such documents or evidence would most likely be found.*

48.  Second, there is probable cause to belicve that Coben uses Subject Premises-2 as
office space, and also that Subject Premises-2 contains certain electronic devices. Specifically,

from my review of the “strategic alliance agreetnent” between Squire Patton Boggs and Cohen,

and my réview of The press release on Squire Patton Boggs’ s website; Tknowthat-Cohenhas-an
office at Subject Premises-2. See supra 1§ 18(d), 19(¢). Indeed, Thave learned that pursuant to
Cohen’s agreement with the law firm, he has “dedicated and segregated office space” in Squire
Patton Boggs’s offices on the 23rd floor of 30 Rockefeller Plaza, and that the space is “physically
separate” from the firm’s offices and has “locked doors and its own locked file cabinets.” See
supra 4 19(¢). Additionally, I know that under the terms of the agreement, Cohen agreed to
“arrange for [his] own computer server system that is not connected to [Squire Patton Boggs’s}]
computer network system.” I know from my participation in an interview with -who met
Cohen at Subject Premises-2 in 2017, that Subject Premises-2 is an office with a door, it appears
to be used only by Cohen, and .it contains, among othér things, a computer and paper files.
According to - when -saw Cohen at Subject Premises-2, he had two cellular
telephones in Subject Premises-2. Ialso know from my review of emails produced pursuant to the

Cohen Email Warrants that Cohen uses the address for Subject Premises-2 in the signann‘e block

31 As noted below, based on my training and experience, I believe that individuals who travel or
stay in hotels for short-term periods commonly bring some items with them, such as portable
electranic devices or sensitive items, meaning that Cohen has likely taken some evidence from
Subject Premises-1 to Subject Premises-4. Nevertheless, given the temporary nature of Cohen’s
stay at Subject Premises-4 and the scope of the work being done at Subject Premises-1, I believe
it is unlikely that Cohen has taken a/f evidence that would be subject to seizure out of Subject
Premises-1.
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on his emails. Based on my review of notes of a call between Cohen and First Republic Employee-
2 (which notes were taken by another First Republic employee, who was participating in the call
and taking notes), I know that, on or about November 15, 2017, Cohen told First Republic
Employee-2 that he had a new office at 30 Rock. Moreovet, I know from an article in Vanity Fair
published on or about February 14, 2018, that Cohen was interviewed by the magazine in Subject
Premises-2 in or about Febrnary 2018.

4977 TH#re i§ also probable cauise 1o believe that-Subject Premises=2-is likely-to-contain-
instrumentalities, evidence, and fruits of the Subject Offenses. Specifically, from my review of
emails produced purstant to subpoena and the Cohen Email Warrants and iCloud Warrant, as well
as my training and experience, I know the following:

a. According to records maintained by Sterling, when Cohen was emailing with
Sterling Employee-3 in 2018 about a modification to his existing loan from Sterling, Cohen listed
his address in his email as the address for Subject Premises-2. See supra Y 16(), 16(n).
Accordingly, Subject Premises-2 likely contains evidence concerning Cohen’s loan modification
negotiations with Sterling.

b. Based on my review of records obtained pursuant to the Cohen Email Warrants, I
know that the address Cohen provided to KAT and BTA for Essential Consultants is the address
for Subject Premises-2. See supra 1§ 19(a), 19(b). Therefore, there is probable cause fo believe
that Subject Premises-2 will contain evidence concerning the operation of Essential Consultants
or money that Cohen received, through Essential Consultants, from KAI and BTA, among other
entities with which Cohen had a consulting arrangement, Additionally, based on my review of
emails sent in 2018 that were obtained pursuant to the Cohen Email Warrants, I know that Cohen

continues to enter into consulting arrangements through Essential Consultants, and agreements
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relating to those arrangements indicate that Essential Consultants is locaied at Subject Premises-
2. Additionally, because Cohen used the address for Subject Premises-2 for multiple consulting
artangements involving Hssential Consultants, there is probable cause to believe that Subject
Premises-2 may contain records of other unknown consulting arrangements that Cohen has with
other individuals or entities.

c. Based on my review of tecords mainiained by -wcounting firm, and emails

produced pursuant to the Cohen Email Warrants, as well a5 Ty participation-in-an-interview-with-———--- oo

I have learned that -visited Subject Premises-2 to meet with Cohen about his taxes.
See supra § 20(a). At that meeting, -:liscussed with Cohen whether Cohen should disclese
Rssential Consultants on his personal financial statement o banks. According, there is probable
cause to believe that Subject Premises-2 will contain evidence relating to Cohen’s {axes, or notes
of his conversation with - Moreover, the fact that Cohen used Subject Premises-2 for a
meeting regarding his personal financial matters provides probable cause to believe that documents
and information regarding his finances will be found in Subject Premises-2.

d. Based on my participation in an interview with -I know that Cohen maintains
a computer in Subject Premises-2. From my review of IP data produced pursuant to a subpoena
and pen register to Google, it appears that Cohen is logging into his Gmail account from Subject
Premises-2. Accordingly, there is probable cause to believe that Subject Premises-2 contains
electronic devices, that for reasons discussed below are likely to contain evidence of the Subject
Offenses.

e. Based upon my training and experience, 1 have learned that individuals who
maintain businesses typically keep records relating to the business—such as contracts with clients

and records of payments—at the business’ identified location. 1 am not aware of any addresses
p Y
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associated with Essential Consultants other than Subject Premises-1 and Subject Premises-2.
Accordingly, there is probable cause to believe that Subject Premises-1 and Subject Premises-2
will contain business records for Essential Consultants.

50,  Third, there is probable cause to believe that Subject Premises-3 is likely to contain
instrumentalities, evidence, and fruits of the Subject Offenses. In particular:

a. As noted above, Cohen has two bank accounts at TD Bank. In or about November

2017, as Cohen was receiving substantial income fromi consulting work-—=which e did motdisclos
to Sterling—Cohen opened the safety deposit box at TD Bank, which is Subject Premises-3. In
light of the aforementioned evidence that Cohen conceals assets, including assets at TD Bank,
there is probable cause to believe that Subject Premises-3 contains financial assets, objects of value
and/or documents relating to such assets or objects of value that Cohen likely did not disclose to
Sterling. Indeed, based on my training and experience, 1 am aware that people often conceal
valuable items in safety deposit boxes. Accordingly, there is probable cause to believe that Subject

Premises-3 will contain evidence of the Bank Fraud Offenses.
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51.  Based on my review of emails obtained pursuant to the Cohen Email Warrants and
cell phone location information, I believe that Cohen is temporarily residing in Subject Premises-
4. See supra 14 3(d). There is also probable cause to believe that Subject Premises-4 contains

instrumentalities and evidence of the Subject Offenses, including, the following:
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33 As noted above, Subject Premises-3 is approximately five inches by ten inches, Accordingly, I
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do not believe that it would fit a large volume of hard copy documents; however, a small number
of hard-copy documents, or a large volume of documents contained on a flash drive or other
portable storage device, would fit in Subject Premises-3.
67
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b. As described above, at the time Cohen moved to Subject Premises-4, he was also
in the midst of ongoing negotiations with Sterling regarding the refinancing of his medatlion debts.
For cxgmple, on January 30, 2018, Cohen had a lengthy phone call with Sterling Employee-3 about
his finances and the proposed restructuring, and on February 1, 2018, Cohen sent an email to
Sterling Employee-3 claiming that he did not have more than $1.25 million in cash. See supra 11

16(u). Thus, there is probable cause that Cohen took at least some documents and evidence relating

o his ongoing negotiations with Sterling with hii ic Subject Prentises—4, ifi Grder to reference and
consult them in connection with these negotiations.

c. As described abdve, Cohen used at least one Apple iPhone, an Apple iPad Mini,
and a MacBook Pro o access his iCloud account, and these electronic devices linked to Cohen’s
iCloud account were used at Subject Premises-1 — Cohens’ permanent residence — to place
telephone calls and backup files to Cohen’s iCloud account. See supra 19 47(i). Although Cohen’s
stay at Subject Premises-4 is temporary, based on my training and experience 1 know that
individuals who travel or stay in hotels for short-term periods commonty bring portable electronic
devices with them, such as cellular phones, tablets, or laptops. Accordingly, there is probable
cause to believe that Subject Premises-4, where Cohen currently appears to be residing, contains
electronic devices, including Subject Device-1, Subject Device-2, and/or certain Apple products,
that for the reasons discussed herein are likely to contain evidence of the Subject Offenses.

d. Moreover, as set forth above, based on cellphone location information I know that
Subject Device-1 and Subject Device-2 were in the vicinity of Subject Premises-4 as recently as
this morning (April 8, 2018). As set forth above, there is probable cause io believe that Cohen
used the Subject Devices in furtherance of the Subject Offenses, including to communicate with

Sterling employees regarding the medallion transaction, with First Republic employees regarding
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the Hssential Consultants Account, with his accountant regarding his finances, and with

52.  Although Cohen appears to be residing currently in Subject Premises-4, it is

unknown whether Cohen will be physically present within Subject Premises-4 at the moment the
warrant sought herein are executed. If Cohen is within Subject Premises-4 at that moment, Subject

Device-1 and Subjeci Device-2 — his cellphones — will lilely also be within Subject Premises-4.

If Cohen is not within Subject P T iscsA at fhat monent, the devices will Hiely be omhis persons -

wherever he is located (which, based on location data for Subject Device-1 and Subject Device-2

as recently as today, is likely to be in the Southern District of New York). As such, this warrant
secks separate authority to seize Subject Device-1 and Subject Device-2, in the event that those
devices are not located within Subject.Prcmiscs-df (or another Subject Premises) at the moment the
warrants sought herein are executed.

D. Probable Cause Jusiifying Search of ESI

$3.  Based on the foregoing, there is probable cause to believe that Subject Premises-1,
Subject Premises-2 and Subject Premises-4 contain electronic devices that are likely to contain
evidence, fruits, and instrumentalities of the Subject Offenses (and, as set forth above, that Subject i:
Device-1 and Subject Device-2 arc themselves electronic devices that are likely to contain
evidence of the Subject Offenses). Specifically, based on my review of information produced-
pursuant to the Cohen Email Watrants, the iCloud Warrant, and subpoenas, as well as pen register

data, T submit that there is probable cause that Subject Premises-1 contains an Apple iPad Mind, a

MacBook Pro, and has, at various times, contained Apple cellphones; similarly, there is probable

i
i
;

cause that Subject Premises-2 contains a computer and has, at various times, contained Apple
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cellphones. These devices are likely to include evidence, fruits, and instrumentalities of the
Subject Offenses for the following reasons:

a. As described throughout this affidavit, Cohen used email to send and receive
communications related to the Subject Offenses. In particular, Cohen used email to send and

receive communications with Sterling, First Republic:- the entities to which he is providing

consulting serviccs_among others. While some of these emails have

" already been obtained Via subpoenas afid seareh warrancs, T koow fiom may (raiing aind experience
that individuals can and do delete emails from their Internet-based inboxes but retain copies of
those emails on their hard drives. [ alse know that individuals often bave multiple email accounts,
some of which may not be known to law enforcement, and as a result electronic devices can be a
unigue repository of all emails relevant to certain Subject Offenses. Indeed, from my involvement
in this investigation, I know that Cohen had an email account with the Trump Organization, but
the USAO and FBI have not been able to obtain the contents of that account to date. Thus, emails
relevant to the Subject Offenses are likely stored on electronic devices in Subject Premises-1,
Subject Premises-2 and/or Subject Premises-4.

b. Additionally, Subject Premises-1, Subject Premise-2 and Subject Premises-4 likely
contain electronic copies of documents relevant to the Subject Offenses. Indeed, 1 know from my
training and experience that individuals often retain copies of imporiant documents on their
computers or other electronic devices capable of storing information, including cellphones (such
as the Subject Devices) and tablets. Here, there are a number of documents that Cohen has likely
retained that will be relevant to the Subject Offenses. Fot example, electronic devices may include

documentation of Cohen’s true net worth, a listing of his assets, an accounting of his available
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cash, consulting agreemenis with third partics, and ._

among other evidence of the Subject Offenses.

c. Third, I know from my review of emails obtained pursuant to the Cohen Email

‘Watrants that Cohen sent up online banking with First Republic. Based on my training and
experience, 1 know that individuals who set up online banking often receive electronic notices

concerning financial transactions and, on occasion, save records of their financial transactions to

their devices. .Accdi‘(_l_iﬁg'iy,m there is probable cause to believe that Cohen’s éelectronic devices -
contain evidence of banking activity, including the existence of bank accounts or assets that Cohen t_
did not disclose to Sterling or Melrose.

d. Fourth, from my teview of records produced by Apple, 1 know that Cohen

commmunicates using texi message as well as encrypted communications applications. These
applications that Cohen has downloaded onto a phone include, but are not limited to, WhatsApp,

Signal, and Dust. I know from my review of toll records and text messages that, in particular,

Cohen communicated with -Ls'mg these encrypted applications. Accordingly, there is
probable cause to believe that Cohen’s cellphones — the Subject Devices — will contain encrypted
messages that are not otherwise accessible relating to the Subject Offenses.

54. Based on my training and experience, I know that individuals who engage in

financial crimes commonly use computers to comimunicate with bo-conspirators, keep financial
ledgers, and retain fraudulent documents. As a result, they often store data on iheir computers
related to their illegal activity, which can include logs of online or cellphone-based “chats” with
co-conspirators; email correspondence; comntact information of co-conspirators, including
telephone numbers, email addresses, and identifiers for instant messaging and social medial

accounts; bank account numbers; and/or records of uses of funds.
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335,

Based on my training and.experience, I also know that, where computers are used

in furtherance of criminal activity, evidence of the criminal activity can often be found months or

even years after it occurred. This is typically true because:

Electronic files can be stored on a hard drive for years at little or no cost and users thus
have little incentive to delete data that may be useful to consult in the future.

Even when a user does choose to delete data, the data can often be recovered months
or years later with the appropriate forensic tools. When a file is “deleted” on a home
computer, the data contained in the file does not actually disappear, but instead remains

56.

on the hard drive, in “slack space,” until it is overwritten by new data that cannot be
stored elsewhere on the computer. Similarly, files that have been viewed on the Internet
are generally downloaded into a temporary Internet directory or “cache,” which is only
overwritten as the “cache” fills up and is replaced with more recently viewed Inicrnet
pages. Thus, the ability to retrieve from a hard drive or other electronic storage media
depends less on when the file was created or viewed than on a particular user’s
operating system, storage capacity, and computer habits.

In the event that a user changes computers, the user will typically transfer files from
the old computer to the new computer, so as not to lose data. In addition, users often
keep backups of their data on electronic storage media such as thumb drives, flash
memory cards, CD-ROMs, or portable hard drives.

Based on the foregoing, I respectfully submit there is probable cause to believe that

Cohen engaged in the Subject Offenses, and that evidence of this criminal activity is likely to be

found in the Subject Premises, on computers and electronic media found in the Subject Premises,

and on the Subject Devices. In particular, there is probable cause to believe that the Subject

Premises and Subject Devices will contain evidence, fruits, and instramentalities of violations of

the Subject Offenses, as more fully described in Section II of Attachments A, B, C, D, Eand F to

the proposed warrants, including the following:

a. Bvidence necessary to establish the occupancy or ownership of the Subject

Premises, including without limitation, utility and telephone bills, mail envelopes, addressed

correspondence, bank statements, identification documents, and keys.

2017.08.02

b. Evidence relating to Sterling, Melrose, and/or taxi medallions.
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¢. Pvidence relating to a plan, proposal, or agreement for Cohen and/or entities
associated with him to transfer any interest in taxi medallions, and any associated debts or
liabilities, to others, including to _ndfor entities associated with him.

d. Evidence relating to a plan, proposal, or agreement 10 modify loans that Cohen has
with Sterling and/or Melrose.

e. Evidence relating to Essential Consuttants, LLC, including any documents that

indicate the nature and purpose of payments made to or from Essential Corisalfants or the nature
of any work done by Cohen or any othet individunals in connection with Essential Consultants.

£ Bvidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and purpose of payments made to or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates.

g. Evidence relating to Cohen’s nei worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through

entities, including tax returns, personal financial statements, and bank records.

h. Evidence relating to agreements, loans, and/or financial fransactions between

Cohen and_ and any payments by-:o Cohen.
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p. Communications with others, includinand/or other accountants,

velating to Cohen’s bank accounts, taxes, debts, and/or finances;

q. Communications, records, documents, and other files reflecting  false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity associated with an account at a
financial institition; the source of fimds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution;

r. Evidcnf;e éf Coﬂen:s 1ntent a; it ;'ell..ates to the Sul:;j‘-ect- bffcnses und;r iﬁvcsti-gai;ion.
TIL. Procedures for Searching ESI

A. Execution of Warrant for ESI

57  Federal Rule of Criminal Procedure 41(e)(2)(B) provides that a warrant to search

for and seize property “may authorize the seizure of electronic storage media or the seizure or
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copying of electronically stored information . .. for later review.” Consistent with Rule 41, this
application requests authorization to seize any computer devices and storage media and transport
them to an appropriate law enforcement facility for review. This is typically necessary for a number
of reasons:

o First, the volume of data on computer devices and storage media is often impractical
for law enforcement personnel to review in its entirety at the search location.

e Second, because computer data is particularly vulnerable to inadvertent or intentional

modification or destruction, comptuter devices are ideally examined in a controlled
environment, such as a law enforcement laboratory, where trained personnel, using
specialized software, can make a forensic copy of the storage media that can be
subsequently reviewed in a manner that does not change the underlying data.

e Third, there are so many types of computer hardware and software in use today that it
can be impossible to bring to the search site all of the necessary technical manuals and
specialized personnel and equipment potentially required to safely access the
underlying computer data.

e Fourth, many factors can complicate and prolong recovery of data from a computer
device, including the increasingly common use of passwords, encryption, or other
features or configurations designed to protect or conceal data on the computer, which
often take considerable time and resources for forensic personnel to detect and resolve.

58 As discussed herein, Squire Patton Boggs is a functioning law firm that conducts

legitimate business unrelated to Cohen’s commission of the Subject Offenses. Subject Premises-
3 is an office located inside of Squire Patton Boggs’s New York office. In order to execute the
warrant in the most reasonable fashion, law enforcement personnel will attempt to investigate on
the scene of what computers or storage media, if any, must be seized or copied, and what computers
or storage media need-not be seized or.copied. Law enforcement personnel Wﬂl speak with Squire
Patton Boggs personnel on the scene as may be appropriate to determine which files and electronic
devices within Subject Premises-2 belong to or were used by Cohen. While, based on the
foregoing, it does not appear that Cohen shared electronic devices or a server with Squire Patton

Boggs, where appropriate, law enforcement personnel will copy data, rather than physically seize
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computers, to reduce the extent of any disruption of Squire Patton Boggs’s opetations, If, after
inspecting the seized computers off-site, it is determined that some or al.l of this equipment is no
longer necessary fo retrieve and preserve the evidence, the Government will return it.

59 Additionally, because Cohen is an attorney, and claims to setve as a personal
attomey for Trump, the review of evidence seized from the Subject Premises and Subject Devices

will be conducted pursuant to established sereening procedures to ensure that the law enforcement

xnl;;rsonnel involved in thc investigation, including attorneys for the Governnient; collect-evidence

in a manner reasonably designed to protect any attorney-client or other applicable privilege. When
appropriate, the procedures will include use of a designated “filter team,” separate and apart from
the investigative team, in order to review potentially privileged communications and determine
which communications to release to the investigation and prosecution team.

B. Accessing EST on the Subject Devices

60.  As described above, the Subject Devices are both Apple brand devices.

61. 1 know from my iraining and experience, as well as from information found in

publicly available materials including those published by Apple, that some models of Apple

devices such as iPhones and iPads offer their users the ability to unlock the device via the use of a
fingerprint or thumbprint (collectively, “fingerprint”) in lieu of a numeric or alphanumeric
passcode or password. This feature is calied Touch ID. Talso know that the Apple iPhone X offers
its users the ability to unlock the device via the use of facial recognition (through infrared and
visible light scans) in lilcu of a numetic or alphanumeric passcode or password. This feature is
called Face II.

62.  If a user enables Touch ID ona given Apple device, he or she can register up to 3
fingerprints that can be used to unlock that device. The user can then usﬁ any of the registered
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fingerprints to unlock the device by pressing the relevant finger(s) to the device’s Touch ID sensor,
which is found in the round button (often referred to as the “home” button) found at the bottom
center of the front of the device. If a user enables Face ID on a given Apple device, he or she can
unlock the device by raising the iPhone to his or her face, or tapping the screen. In my training
and experience, users of Apple devices that offer Touch ID or Face ID often enable it because it is

considered to be a more convenient way to unlock the device than by entering a numeric or

alphanumeric passcode or password, as well as a more secure way to protect the device’s contents.

63.  Insome circumstances, Touch ID or Face ID cannot be used to unlock a device that
has either security feature enabled, and a passcode or password must be used instead. ‘These
circumstances include: (1) when the device has just been turned on or restarted; (2) when more
than 48 hours has passed since the last time the device was unlocked; (3) when the passcode or
password has not been entered in the last 6 days, and the device has not been unlocked via Touch
ID in the last 8 hours or the device has not been unlocked via Face ID in the last 4 hours; (4) the
device has received a remote lock command; or (5) five unsuccessful attempts to unlock the device
via Touch ID or Face ID are made.

64.  The passcodes or passwords that would unlock the Subject Devices are not known
to law enforcement. Thus, it will likely be necessary to press the fingers of the user of the Subject
Devices to the devices’ Touch ID sensor, or hold the Subject Devices in front of the user’s face to
activate the Face ID sensor, in an attempt to unlock the devices for the purpose of executing the
search authorized by this warrant. Attempting to unlock the relevant Apple devices via Touch ID
with the use of the fingerprints of the user, or via Face ID by holding the device in front of the
user’s face, is necessary because the government may not otherwise be able to access the data

contained on those devices for the purpose of executing the search authorized by this watrant.
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65.  Based on these facts and my training and expetience, it is likely that Cohen is the
user of the Subject Devices, and thus that his fingerprints are among those that are able to unlock
the Subject Devices via Touch ID or his face is able to unlock the Subject Devices via Face 1D.

66.  Although I do not know which of a given user’s 10 fingerprints is capable of
unlocking a particular device, based on my training and experience 1 know that it is common fora

user to unlock a Touch ID-enabled Apple device via the fingerprints on thumbs or index fingers.

n The ovent that law enforcement is unable fo unlock the Subject Devices as described above
within the five attempts permitted by Touch ID, this will simply result in the device requiring the
entry of a passwoi'd or passcode before it can be unlocked.

67.  Ialso know from my training and experience, and my review of publicly available
materials published by Apple that Apple brand devices, such as the Subject Devices, have a feature
that allows 2 user to erase the contents of the device remotely. By logging into the Internet, the
user or any other individual who possesses the user’s account information can take steps to
completely wipe the contents of the device, thereby destroying evidence of criminal conduct, along
with any other information on the device. The only means to prevent this action is to disable the
device’s ability to connect to the Internet immediately upon seizure, which requires either access
to the device itself to alter the settings, or the use of specialized equipment that is not consistently
available to law enforcement agents at every arrest.

68.  Due to the foregoing, 1 request that the Court authorize law enforcement to press
the fingers {including thumbs) of Cohen to the Tonch ID sensors the Subject Devices, or hold the
Subject Devices in front of Cohen’s face, for the purpose of attempting to unlock the Subject

Devices via Touch ID or Face [D in order to search the contents as authorized by this warrant.
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C. Review of ESI

69.  Following seizure of any computer devices and storage media and/or the creation
of forensic image copies, law enforcement personnel (including, in addition to law enforcement
officers and agents, and depenéling on the nature of the ESI and the status of the investigation and
related proceedings, attorneys for the government, attomey support staff, agency personnel

assisting the government in this investigation, and outside technical experts under government

1 P R v

|

controly will review the ESI containéd théreif for information responsive to the WarTant. -

70.  In conducting this review, law enforcement personnel may nse various techniques
to determine which files or other ESI contain evidence or fruits of the Subject Offenses. Such
techniques may include, for example:

« surveying directories or folders and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

o conducting a file-by-file review by “opening” or reading the first few “pages” of such
files in order to determine their precise contents (analogous to performing a cursory
examination of each document inn a file cabinet to determine its relevance);

¢ “scanning” storage areas to discover and possibly recover recently deleted data or
deliberately hidden files; and

o performing elecironic keyword searches through all electronic stbrage arcas to
determine the existence and location of data potentially related to the subject matter of
the investigation®; and

o reviewing metadata, system information, configuration files, regisiry data, and any
other information reflecting how, when, and by whom the computer was uged.

34 Keyword searches alone are typically inadequate to detect all relevant data. For one thing,
keyword searches work only for text data, yet many types of files, such as images and videos, do
not store data as searchable text. Moreover, even as to text data, there may be information properly
subject to seizure but that is not captured by a keyword search because the information does not
contain the keywords being searched.

79
2017.08.02




Case 1:18-cr-00602-WHP Document 43-1 Filed 03/19/19 Page 80 of 269

71.  Law enforcement personnel will make reasonable efforts to restrict their search to

LT

data falling within the categories of evidence specified in the warrant. Depending on the
circumstances, however, law enforcement personnel may need to conduct a complete review of all

the ESI firom seized devices or storage media to cvaluate its contents and to locate all data

S

responsive to the warrant.

D. Return of ESI

72, If the Government determines {iat the electichic devices are no-longer necessary — -~

to retrieve and preserve the data, and the devices themselves are not subject to seizure pursuant to

T T PTTTI £ en, Re” BT TR p e

Federal Rule of Criminal Procedure 41(c), the Government will return these items, upon request.

Computer data that is encrypted or unreadable will not be returned unless law enforcement
personnel have determined that the data is not (i) an instrumentality of the offense, (i) a fruit of

the criminal activity, (iii) contraband, {iv) otherwise unlawfully possessed, or (v) evidence of the

Subject Offenses.

R T
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IV. Conclusion and Ancillary Provisions

73.  Based on the foregoing, T respectfully request the court to issue a warrant to Seize

the items and information spec

Search and Seizure Warrants.

74.  Tn light of the confidential nature of the continning investigation, I respectfully

request that this affidavit and all papers submiticd herewith be maintained under seal until the

ified in Atiachments A, B, C,D,E and F to this affidavit and to the -

Court orders otherwise.

#

Special Agent
FBI

Sworn to before me on

8ih day of April, 2018 £ T£¢# e

__...;)._i*"““"" —— ‘-"" g
HON; HENRY 8. PITMAN - 4
UNITED STATES MAGISTRATE JUDGE

|
v :
. [
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ATTACHMENT A
1. Premises to be Searched—Subject Premises-1

The premises to be searched (“Subject Premises-17) are described as follows, and include
electronic devices, and all locked and closed containers found therein:

Apartment .located inside the building at 502 Park Avenue, New York, New York
10022. The building located at 502 Park Avenue is a 32-floor brick residential building. Subject
Premises-1 is located on the IERNDHT the building.

I1. Items toc Be Sgized

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses o

The items to be seized from Subject Premises-1 are evidence, fruits, and instrumentalities
of violations of 18 U.S.C. §§ 371 (conspiracy, as it pertains to the other Subject Offenses), 1065
(false bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344
(bank fraud), and 52 US.C. §§ 301 16(2)(1}A) and 30109(d)(1}AX!) (illegal campaigh
contributions) (the “Subject Offenses™), described as follows:

a. BEvidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest in taxi medallions, and any associated debts or
liabilities, to others, including to _andfor entities associated with him.

¢. Bvidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Bvidence relating to Essential Consultants, LLC, including any documents that
indicate the nature and purpose of payments made to or from Essential Consultants or the naiure
of any work done by Cohen or any other individuals in connection with Essential Consultants.

e. Evidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and purpose of payments made (o or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Coben & Associates.

{ Evidence relating to Cohen’s net wotth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from January 1,
2013 to the present.

g. Evidence relating to agreements, loans, and/or financial transactions between

Cohen and (I I dor entities controlled by the I
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1, 2012 to the present.

0. Communications with others, including_andf’of other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the

present.

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entify associated with an account at a
finaneial institution; the source of funds flowing inte an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present.

q. Evidence of Cohen’s intent as it relates to the Subject Offenses under investigation.

B. Search and Seizure of Electrovicaily Stored Information

The items to be seized from Subject Premises-1 also include any computer devices and
storage media that may contain any electronically stored information falling within the categories
set forth in Section IL.A of this Attachment above, including, but not limited to, a MacBook Pro,
any other desktop and laptop computers, arly Apple iPhone or other cellphone or smartphone

3
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices
or storage media, this warrant also authorizes the copying of such devices or media for later review,

The items to be seized from Subject Premises-1 also include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys. encryption
devices, or records of login credentials, passwords, private encryption keys, or similar information.

2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information

e concerning the-configuration-of the seized-or-copied-computer. devicesorstoragemedia. ..

3. Any evidence concerning the identities or locations of those persons with access to,
control over, or ownership of the seized or copied computer devices or storage media.

C. Review of EST

Following setzure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the government, attorney support staff, agency
personnel assisting the government in this investigation, and outside technical experts under
government control) are authorized to review the ESI contained therein for information responsive
to the warrant.

Tn conducting this review, law enforcement personnel may use various techniques to locate
information responsive to the warrant, including, for example:

s surveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

« opening or cursorily reading the first few “pages” of such files in order to determine
their precise conients;

» scauning storage arcas to discover and possibly recover recently deleted files or
delibetately hidden files;

o performing key word searches through all elecironic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related

to the subject mater of the investigation; and

e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.
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Law enforcement personnel will meke reasonable cfforts to search only for files,
documents, or other electronically stored information within the categories identified in Sections
1L.A and 1L.B of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the ESI from seized devices or storage media if necessary fo evaluate its
contents and o locate all data responsive to the warrant.

Additionally, review of the items described in this Attachment shall be conducted pursnant
to established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to address
potential privileges.
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ATTACHMENT B

L Premises to be Searched-—Subject Premises-2

The premises to be scarched (“Subject Premises-2") are described as follows, and include
electronic devices, and all locked and closed containers found therein:

An office belonging to or assigned to Michael Cohen located on the 231d floor of the
building at 30 Rockefeller Plaza, New York, New York 10112, inside of the offices of the law firm
Squire Patton Boggs. The building located at 30 Rockefeller Plaza is a 66-floor office building
that spans the entire block between Sixth Avenue and Rockefeller Plaza.

I, Ytems to Be Seized -

A. FEvidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be seized from Subject Premises-2 are evidence, fruits, and instrumentalities
of violations of 18 U.S.C. §§ 371 (conspiracy as it pertains fo the other Subject Offenses), 1005

(false bank entries), 1014 (false statements i0 a financial institution), 1343 (wire fraud), and 1344 -

(bank fraud), and 52 US.C. §§ 30116(a)(1)(A) and 30109(d)(1)(AX1) (illegal campaign
contributions) (the “Subject Offenses”) described as follows:

a. Fvidence relating to Sterling National Bank, Melrose Credit Union, and/or faxi
medallions, from January 1,2013 to the present.

b. Fvidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest i1 taxi medallions, and any associated debts or
liabilities, to others, including to _mchr or entities associated with him.

c. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LLC, including any documents that
indicate the nature and purpose of payments made 1o or from Essential Consultants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants.

e. Evidence of income to Michael D. Cohen & Associates, including any documents
that indicate the pature and purpose of paymenis made to o from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates.

f  Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returms, personal financial statetrients, and bank records, from January 1,

2013 to the present.

o " Evidence relating to agreements, loans, and/or financial transactions between
Cohen andlARIR LM M g ncor eniities controlled by
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1, 2012 to the prcserit.

o. Communications with others, including RN and/or other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the
present.

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business ot entity associated with an account at a
financial institution; the source of finds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from Janvary 1, 2013 to the present.

q. Evidence of Cohen’s intent as it relates to the Subject Offenses under investigation.

B. Search and Seizure of Elcctronically Stored Information

The items to be seized from Subject Premises-2 also include any computer devices and
storage media that may contain any electronically stored information falling within the categories
set forth in Section ILA of this Aitachment above, including, but not limited to, any desktop and
laptop computers, any Apple iPhone or other cellphone or smariphone belonging to Michael Cohen
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or in his possession, portable hard drives, disk drives, thumb drives, and personal digital assistants.
In lien of seizing any such computer devices or storage media, this warrant also authorizes the
copying of such devices or media for later review.

The items to be scized from Subject Premises-2 also include:

l. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption
devices, or records of login credentials, passwords, private encryption keys, or similar information.

2. Any items or records that may facilitate a forensic examination of the computer

devices or storage media, including any hardware or software manuals of other information

concerning the configaration of the seized ot copied computer devicesorstorage-media:

3. Any evidence concerning the identities or locations of those persons with access to,
control over, or ownership of the seized or copied computer devices or storage media.

C. Review of ESI

Following scizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attomeys for the government, attorney support staff, agency
personnel assisting the government in this investigation, and outside technical experts under
government control) are authorized to review the ESI contained therein for information responsive
to the warrant.

In conducting this review, law enforcement personnel may use various techniques to locate
information responsive to the warrant, including, for example:

o sutveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few “pages” of such files in order to determine
their precise contents; .

s scanning storage areas to discover and possibly recover recently deleted files or
deliberately hidden files;

» performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage arcas exist that are intimately related

to the subject matter of the investigation; and

e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.
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Law enforcement personnel will make reasonable efforts to search only for files,
documents, or other electronically stored information within the categories identified in Sections
T1.A and T1.B of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its
contents and to locate all data responsive to the warrant.

B

Additionally, review of the items described in this Attachment shall be conducted pursuant
to established procedures designed to collect evidence in a manner reasonably designed to protect !
any attorney-client or other applicable privilege. When appropriate, the procedures shall include i
use of a designated “filter team,” separate and apart from the investigative team, in order to address
potential privileges.

i
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ATTACHMENT C
1. Premises to be Searched—Snbject Premises-3

The premises to be searched (“Subject Premises-3") are described as follows, and include
all locked and closed containers found therein:

A safe deposit box located inside the 1D Bank branch location at 500 Park Avenue, New
York, New York 10019, marked as box # The safe deposit box is in the name of Michael
Cohen and Laura Cohen.

TL. Items to Be Seized

A. FEvidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be seized from Subject Premises-3 are evidence, fruits, and instrumentalities
of violations of 18 U.S.C. §§ 371 (conspiracy as it pertains to the other Subject Offenses), 1005
(false bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344
(bank fraud), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d}(1)}A)1} (iliegal campaign
contributions) (the “Subject Offenses”), described as follows:

L. Evidence relating to Michael Cohen’s net worth, available cash and cash
equivalents, assets, monthly and annual income, and income sources, from January 1, 2013 to the

10
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9. Any portable electronic storage device.

R. Search of Seized Electronic Devices

Probable cause exists to search any seized electronic storage device for the items set

forth in Section II(A)(1)-(8), above.

— __C.__Reﬁew Of ESI e

Following seizute of any electronic storage device, law enforcement personnel (which may
include, in addition to law enforcement officers and agents, attorneys for the government, attorney
support staff, agency personnel assisting the government in this investigation, and outside
technical experts under government control) are authorized to review the EST contained therein for
information responsive to the warrant.

In conducting this review, law enforcement personnel may use various techniques to locate
information responsive to the warrant, including, for example:

s surveying various file “directories” and the individual files they contain (analogous 1o
Jooking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to coniain pertinent files);

e opening or cursorily reading the first few “pages™ of such files in order to determine
their precise contents;

e scanning storage areas fo discover and possibly recover recently deleted files or
deliberately hidden files; .

s performing key word searches through all electronic storage areas to determine whether
oceutrrences of language contained in such storage arcas exist that are intimately related
to the subject matter of the investigation; and

e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.

Law enforcement personnel will make reasonmable efforts to search only for files,
documents, or other elecironically stored information within the categories identified in Sections
ILA and ILB of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the ESI from seized devices if necessary to evaluate its contents and to
locate all data responsive io the warrant.

Additionally, review of the items described in this Attachment shall be conducted pursuant to
established procedures designed to collect evidence in a mammer reasonably designed to protect

11
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any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigaiive team, in order to address

potential privileges.

E
;
f
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ATTACHMENT D
1. Premises to be Searched—Subject Premises-4

The premises to be searched (“Subject Premises-4") are described as follows, and include
clectronic devices, and all locked and closed containers found therein:

Room 1728 located inside the Loews Regency Hotel at 540 Park Avenue, New York, New :
York 10065. The building is a luxury hotel located on Park Avenue and 61st Street. Subject
Premises-4 is located on the 17ih floor of the hotel.

Ii. Items to Be Seized

A. Evidenee, Fruits, and Instrumentalities of the Subject Offenses

The items to be seized from Subject Premises-4 are evidence, fiuits, and instrumentalities
of violations of 18 U.S.C. §§ 371 (conspiracy, as it pertains to the other Subject Offenses), 1003
(false bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344
(bank fraud), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(l ¥A)(1) (illegal campaign
contributions) (the “Subject Offenses™), described as follows:

e T I RR TR TR e s

a. Evidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest in taxi medallions, and any associated debts or
liabilities, to others, including to_mdlor entities associated with him.

¢. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LL.C, including any documents that
indicate the nature and purpose of payments made to or from Essential Consuliants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants.

e. Evidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and purpose of payments made to or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates.

f. Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from January 1,
2013 to the present.

%
E
I
&
i
£
;

g. Evidence relating to agreements, loans, and/or financial transactions between

Cohen and N an dor entities controlled by [
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I ey payments by [0 Coben, from January

1, 26 12 to the presen't;

o. Communications with others, including I and/ox other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the

present.

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity associated with an account at a
financial institution; the source of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present.

q- Evidence of Cohen’s intent as ii relates to the Subject Offenses under investigation.

B. Search and Seizure of Electronically Stored Information

The items to be seized from Subject Premises-4 also include any computer devices and
storage media that may contain any electronically stored information falling within the categories
cet forth in Section TI.A of this Atiachment above, including, but not limited to, a MacBook Pro,
any other desktop and laptop computers, any Apple iPhone or other cellphone or smartphone

14
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, poriable hard drives, disk
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices
or storage media, this warrant also authorizes the copying of such devices or media for later review.

The itemns to be seized from Subject Premises-4 also include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption
devices, or records of login credentials, passwords, private encryption keys, or similar information.

2. Any items ot records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information

concerning the configuration of the seized or topied computer devices orstorage media. e

3. Any evidence concerning the identities or locations of those persons with access to,
control over, or ownership of the seized or copied computer devices or storage media.

C. Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the government, attorney support staff, agency
personnel assisting the government in this investigation, and outside technical experts under
government control) are authorized to review the ESI coniained therein for information responsive
to the warrant.

Tn conducting this review, law enforcement personnel may use vatious techniques to locate
information responsive to the warrant, including, for example:

« surveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and apening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few “‘pages™ of such files in order to determine
their precise contents;

e scanning storage areas to discover and possibly recover recently deleted files or
deliberately hidden files;

o performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

« reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.

15
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Law enforcement personnel will make reasonable efforts to search only for files,
documents, or other electronically stored information within the categories identified in Sections
I1.A and T1.B of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the ESI from seized devices or storage media if necessary (o evaluate its
contents and to locaie all data responsive to the warrant.

Additionally, review of the items described in this Attachment shall be conducted pursnant to
established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to
address potential privileges.

16
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ATTACHMENT E
1. Device Subject to Search and Seizure —~ Subject Device-1

The device that is the subject of this search and seizure warrant (“Subject Device-1") is
described as follows:

An Apple iPhone serviced by AT&T with the telephone number-

During the execution of this search warrant, law enforcement personnel are authorized to
depress the fingerprints and/or thumbprints of Michael Cohen onto the Touch ID sensor of Subject

Device-1, or hold Subject Device-1 in front of Cohen’s face to activate the Face ID sensot, in order

to gain access to the contents of any such device as aiithorized by this warrant.
II. Review of ESI on the Subject Device

Law enforcement personnel (including, in addition to law enforcement officers and agents,
and depending on the nature of the EST and the status of the investigation and related proceedings,
attorneys for the government, attorney support staff, agency personnel assisting the government in
this investigation, and outside technical experts under government control) are authorized to
review the ESI contained on Subject Device-1 for evidence, fruits, and instrumentalities of
violations of 18 U.S.C. §§ 371 (conspitacy as it pertains to the other Subject Otfenses), 1005 (false
bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344 (bank
fraud), and 52 U.S.C. §§ 30116(a)(1)}A) and 30109(d)(1)(A)(1) (illegal campaign contributions)
(the “Subject Offenses”) described as follows:

a. Evidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest in taxi medallions, and any associated debts or
liabilities, to others, inchiding to_and;’or entities associated with him.

_ c. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LLC, including any documents or
communications that indicate the nare and purpose of payments made to or from Essential
Consultants or the nature of any work done by Cohen or any other individuals in connection with
Essential Consultants.

¢. Evidence of income to Michael D. Cohen & Associates, including any documents
or communications that indicate the nature and purpose of payments made to or from Michael D.
Cohen & Associates, or evidence of the purpose of accounts opened in the name of Michael D.
Cohen & Associates.
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f. Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from January 1,

2013 to the present.

g, Evidence relating to agreements, loans, and/or financial transactions between
Cohen and K and/or entities controlled by

and any payments by [ o Cohen, from January

1, 2012 to the present.

0. Communications with others, including_ and/or other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the

present.

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity associated with an account at a
financial institution; the source of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present.
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If the Government determines that Subject Device-1 is no longer necessary to retrieve and
preserve the data on the device, and that Subject Device-1 is not subject to seizure pursuant fo
Federal Rule of Criminal Procedure 41(c), the Govemnment will return Subject Device-1, upon

request.

Additionally, review of the items described in this Attachment shall be conducted pursuant
to established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to address

potential privileges.
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ATTACHMENT F
1. Device Subject to Search and Seizure — Subject Device-2

The device that is the subject of this search and seizure warrant (“Subject Device-2") is
described as follows:

An Apple iPhone serviced by AT&T with the telephone numbcr_

During the execution of this search warrant, law enforcement personnel are authorized to
depress the fingerprints and/or thumbprints of Michael Cohen onto the Touch ID sensor of Subject

_ Device-2, or hold Subject Device-2 in front of Cohen’s face to activate the Face 1D sensor, in order

to gain access to the contents of any such device as authorized by this warrant.

. Review of ESI on the Subject Device

Law enforcement personnel (including, in addition to law enforcement officers and agents,
and depending on the nature of the ESI and the status of the investigation and related proceedings,
attorneys for the govertment, attorney support staff, agency personnel assisting the government in
this investigation, and outside fechnical experts under government control) are authorized to
review the ESI contained on Subject Device-2 for evidence, fruits, and instrumentalities of
violations of 18 U.S.C. §§ 371 (conspiracy as it periains to the other Subject Offenses), 1005 (false
bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344 (bank
fraud), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign contributions}
(the “Subject Offenses™) described as follows:

a. Evidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present. :

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest in taxi medallions, and any associated debts or
liabilities, to others, including to and/or entities associated with him.

c. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LLC, including any documents ot
communications that indicate the nature and purpose of payments made to or from Essential
Consultants or the nature of any work done by Cohen or any other individuals in connection with
Essential Consultants.

e. Evidence of income to Michael D. Cohen & Associates, including any documents
or communications that indicate the nature and purpose of paymenis made to or from Michael D.
Cohen & Associates, or evidence of the purpose of accounts opened in the name of Michael D.
Cohen & Associates.

20
2017.08.02

e i e = e e

T T

1T T e T



Case 1:18-cr-00602-WHP Document 43-1 Filed 03/19/19 Page 101 of 269 o .

f Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from January 1,
2013 to the present,

o Evidence relating to agreements, loans, and/or financial transactions belween
Cohen and and/or entities controlled by

and any payments by [N 0 Cohen, from January

1, Z2U1.2 10 NG Prosenl.

LU TUUUOLL TOPPGLELLLE DO UNGLILGEILD, G WORLLEPAIEAL UL L MR/ LD L

0. Communications with others, including and/or other accountants, :
relating to Cohen’s bank accounts, taxes, debts, and/or finances, irom January 1, 2013 to the

present.

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity associated with an account at a
financial institution; the source of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 1o the present.

E
;

semy s
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If the Government deternines that Subject Device-2 is no longer necessary to retrieve and
preserve the data on the device, and that Subject Device-2 is not subject to seizure pursuant to
Federal Rule of Criminal Procedure 41(c), the Government will return Subject Device-2, upon

request.

Additionally, review of the items deseribed in this Attachment shali be conducted pursuant
to established procedures designed to collect cvidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege. ‘When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order {0 address

potential privileges.

22
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AOD 106 (Rev. 06/09) Application for a Search Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

In the Matter of the Search of

(’Briéﬂy describe the property to be seqrched

or identify the person by name and address) Case No.

Four Premises and Twa Electronic Devices, See
Attached Affidavit and Riders

APPLICATION FOR A SEARCH WARRANT

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under

__penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the _

prapertyla be searched aad give fis Ipcatlonls oo See Attached Affidavit and Riders

located in the Southemn District of - New York , there is now concealed (identify the

person or describe the property 1o be seized):

PLEASE SEE ATTACHED AFFIDAVIT AND RIDERS.

The basis for the search under Fed. R. Crim. P. 41{¢) is (check one or more):
&(evidence of a crime;
® contraband, Truits of ctime, or other items illegally possessed;
Efproperty designed for use, intended for use, or used in committing a crime;
(3 a person to be arrested or a person who is unlawfully restrained.

The search is related to a vielation of:

Code Section Offense Description
18 U.8.C. s 371, 1005, 1014, Conspiracy, false bank entries, false statements to a financial instifution,
1343 and 1344, and wire fraud, bank fraud, and
52 USG 30116 and 30109 illegal campaign confributions

The application is based on these facts:
PLEASE SEE ATTACHED AFFIDAVIT AND RIDER.
Gf Continued on the attached sheet.

O Delayed notice of  days {give exact ending date if more than 30 days: ) is requested
under 18 U.S.C. § 31034, the basis of which is set forth on the attached sheet.

Printed name and titlz

Sworn to before me and signed in my presence.

Date: 04/08/2018 / ‘)/ H‘fh {y 6 P‘ii"’?"_ﬂ4

Jﬂdge 's signature

City and stafe: Nc*w \{c:( K, N ‘/ Hon. Henry B. Pitman, U.S. Magistrate Judge
_ / —

Printed name and title

B e
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IV. Conclusion and Ancillary Provisions

73, Based on the foregoing, I respectfully request the court to issue a warrant to scize
the items and information specified in Attachments A, B, C,D,E and I to this affidavit and to the

Search and Seizure Warrants.

74.  In light of the confidential nature of the continuing investigation, I respectfully

request that this affidavit and all papers submitted herewith be maintained under seal until the

T '—_—_COUIT"OYdGrS_Ot}ICFWiSf}'.'""' T . o

Sworn to beforc me on
8th day of April, 2018

/f/ Hfi\i‘v B. ¥it rian | | J

HON. HENRY B, PITMAN
UNITED STATES MAGISTRATE JUDGE _
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AD 83 (SDNY Rev. 45/1(7) Search and Seizure Warant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

In the Matter of the Search of
{Brigfly describe the property lo be searched

)
: ) : y
or ldentific the person by name and address) ) Case Np. 6 9
502 Park Avenue, Apartment [ New York, New Yerk g]- 8 M AG 2 9
10022, and any closed containers/ftems contained ) —

therein, See Attachment A
SEARCH AND SEIZURE WARRANT

~To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Sauthern District of New York

(fdeniffy the perso or describe the pron=vtv to be searched and give its location):
502 Park Avenue, Apartmsnt .New York, New York 10022, and any closed containersfitems contained therein,

See Attachment A

The person or property to be searched, described above, is believed to conceal (idemify ihe person or describe the
properiy lo be seized):

See Attachment A

I find that the affidavit(s), or any recorded testimony, establish probable cause to sem‘h =md seme the person or
property. R

YOU ARE COMMANDED to execute this warrant on or before ~ __ _ !J‘ . N2y ,@ '
. _ S " (ol teexceed {4 dc.:.:.S‘)
# inthe daytime 6:00 a.m. te 10 p.m. O at any time in the day or mgn-. as I f nd- reasonable cause hns been
) established. S :

Unless delayed notice is authorized below, you must give a copy of the warran, and ar ecelpt for the yroperty
taken to the person from whom, or from whose premises, the property was taken, or Teave the copy and % %';npt at the
place where the property was taken. :

The officer executing this warrant, or an officer present during the execution oi: the wamrt, ‘muist prepare an
inventory as required by law and plomptly return this warrant and inventory to the Clerk of the Court.
Upon its refura, this warrant and inventory shoitld be filed under seal by the Clerk of the Cout.

¥ 1 find that immediate notification may have an adverse result listed in 18 10.8.C, § 2705 (except for delay
of trial), and authotize the officer executing this warrant to delay notice to the pemcn who, or whose property, will be

searched or seized (check the apprapriate box) Mor days {not to excead 30)' :
Ountil, the facts Jusnfymg, thc }ater spec:ﬁc date of
Date and time issued: Lf~ 5~ ¢ /; u’{f’t ;«y} | -éw"’/;"/a?’f ﬁ'—'\nﬂ,
?J—-&)j‘pﬂf o i / Judge ssrgmfme .
City and state:  New York, NY l—'on Herw B, Pltma n, J_i M_agg_t@tg_dudqe

P; m!eff Fiame (md fitle
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AC 93 {Rev. D109} Search and Seizura Warrant (Page 2)

Return

Case No.: Date and time wamant executed; Copy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification !

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant
to the Court.

Date:

Execuiing officer 's signature

Printed name and title

=
k
L
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ATTACHMENT A ' 1
I. Premises to be Searched—Subject Premises-1 ;

The premises to be searched (“Subject Premises-17) are described as follows, and include
electronic devices, and all locked and closed containers found therein;

Apartment-locatcd inside the building at 502 Park Avenue, New York, New Yorlc
10022, The building located at 502 Park Avenue is a 32-floor brick residential building. Subject
Premises-1 is located on the -of the building,

II. liems to Be Seized

Ar—Evidence; Fruits; and-Instrumentalities- of the-Subjeét-Offénses

|
The items to be seized from Subject Premises-1 are evidence, fruits, and instrumentalities i
of viclations of 18 U.S.C. §§ 371 {conspiracy, as if pertains to the other Subject Offenses), 1005 E
(false bank entries), 1014 (false statements to a financial mstitution}, 1343 (wire fraud), and 1344
(bank frand), and 52 U.S.C. §§ 30116(@)(1)(A) and 30109(d)L)(AX1) Gllegal campaign
contributions) (the “Subject Offenses”), described as follows:

a, Evidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 {o the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest in taxi medallions, and any associated debts or
liabilities, to others, including to _andfor entities associated with him.

c. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Bvidence relating to Essential Consultants, LLC, including any documents that
indicate the nature and purpose of payments made to or from Essential Consultants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants,

e. Dvidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and purpose of payments made to or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates.

f. Ewvidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, fiom January 1,
2013 to the present.

g. Evidence relating to agreements, loans, and/or financial transactions between

Cohen and _mdfor entities controlled by NN

2

E
'

2017.08.02



Case 1:18-cr-00602-WHP Document 43-1 Filed 03/19/19 Page 208 of 269

and any payments by-to Cohen, from January

1, 2012 to the present.

0. Commumications with others, including _ and/or other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from, January 1, 2013 to the
present. '

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an accoumt or loan at
that financial institution; the nature of any business or entity associated with an account at a
financial institution; the source of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present.

q. Evidence of Cohen’s intent asit relates to the Subject Offenses under investigation.

B. Search and Seiznre of Electronically Stored Information

The items to be seized from Subject Premises-1 also include any computer devices and
storage media that may contain any elecfronically stored information falling within the categories
set forth in Section ILA of this Attachment above, including, but not limited to, a MacBook Pro,
any other desktop and laptop computers, any Apple iPhone or other cellphone or smartphose

3
2017.08.02
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard dtives, disk
drives, thumb drives, and personal digital assistants, In lieu of scizing any such computer devices
or storage media, this warrant also authorizes the copying of such devices or media for later review.

The items to be seized from Subject Premises-1 also include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption
devices, or records of login credentials, passwords, private encryption keys, or similar information.

2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information
concerning the configuration of the seized or copied computer devices or storage media,

3. Any evidence concerning the identities or locations of those persons with aceess to,
control over, er ownership of the seized or copied computer devices or storage media.

C. Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the government, attorney support staff, agency
personnel assisting the government in this investigation, and outside technical experts under
government control) are aufhorized to review the ESI contained therein for information responsive
to the warrant.

In conducting this review, law enforcement personnel may use various techniques to locate
information responsive to the wartant, including, for example:

o surveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinct for the markings it contains and opening a drawer
believed to contain pertinent files);

& opening or cursorily reading the first few “pages” of such files in order to determine
their precise contents; '

e scanning stofagc areas to discover and possibly recover recently deleted files or
deliberately hidden files;

- » performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage arcas exist that are intimately related
to the subject matter of the investigation; and

» reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.

2017.08.02
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Law enforcement persomme! will make reasonable efforts to search only for files, L
documnents, or other electronically stored information within the categorics identified in Sections
IT.A and IL.B of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the EST from seized devices o1 storage media if necessary to evaluate its
contents and to locate all data responsive to the wazrant,

Additionally, review of the items described in this Attachment shall be conducted pursuant !
to established procedures designed to collect evidence in a manner reasonably designed to protect f
any attorney-clicnt or other applicable privilege. When appropriate, the procedures shall include 5
use of a designated “filter team,” separate and apart from the investigative team, in order to address
potential privileges.

e g e T L L4 e mmmie e e g s gL,
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AQ 93 (SDNY Rev. 05/10) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southem District of New York

In the Matter of the Search of

(Briefly describe the property fo be searched

vr identilv the person by rame and address) Case No.

502 Park Avenue, Apartment- New York, New York
10022, and any closed containers/items contained
therein, See Attachment A

SEARCH AND SEIZURE WARRANT

“To:  Any authorized [aw enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Southern District of New York

(identify the person or describe the property to be searched and give jts location).
502 Park Avenue, Apartment Il New York, New York 10022, and any closed containersfitems contained therein,
See Attachment A

The person or property to be searched, described above, is believed to onceal (identify the person or describe the
property lo be sefzed): )

See Attachment A

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before L‘\ - é-é-"" \3
' . frot fo excead 14 days)
# in the daytime 6:00 am.to 10 pm.  [F atany time in the day or night as I find rcasonable cause has been
' established.

Unless delayed notice is authorized below, you must give a copy of the wartant and a receipt for the property
taken to the person from whom, or from whose premises, the property was talen, or leave the copy and receipt at the
place where the propeity was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court.
Upon its return, this warrant and inventory should be filed under seal by the Clerk of the Court.

USMT Initials

(3 1 find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 {(except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box) OHor days (not to exceed 3G).

Ountil, the facts justifying, the later specific date of

Date and time issued: "-\——3-'(3 7'4"\9,)1- /C,/ "'L(n(‘y f) p "rﬂe.u\

Judee's sionature

City and state:  New York, NY - Hon. Henry B. Pitman, U.S. Magistrate Judge

Printed name and ttle
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Return

Case No.:

Date and time warrant execufed:

Copy of warrant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

T ol TITCPICI P IRTEP IR A

Certiftcation

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant

to the Court,

Date:

Executing officer’s signuiure

Printed name and tifle
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ATTACHMENT A
I. Premises to be Searched—Subject Premises-1

The premises to be searched (“Subject Premises-17) are described as follows, and include
electronic devices, and all locked and closed containers found therein:

Apartmem-located inside the building at 502 Park Avenue, New York, New York
10022. The building located at 502 Park Avenue is a 32-floor brick residential building. Subject
Premises-1 is located on thel B of the building.

II. Items to Be Seized

A. _Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be seized from Subject Premises-1 are evidence, fruits, and instrumentalities
of violations of 18 U.S.C. §§ 371 (conspiracy, as it pertains to the other Subject Offenses), 1005
(false bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344
(bank fraud), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign
contributions) (the “Subject Offenses™), described as follows:

a. Bvidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest in taxi medallions, and any associated debts or
liabilities, to others, including to _a.nd/ or entities associated with him.

c. Bvidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LL.C, including any documents that
indicate the nature and purpose of payments made to or from Essential Consultants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants.

e. EBvidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and purpose of payments made to or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates.

f. Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from January 1,
2013 to the present.

g. Evidence relating to agreements, loans, and/or financial transactions between

Cohen and MR SRR o criies controled by

2
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I . it by [ Cohen, from Ty

1, 2012 to the present.

o. Communications with others, including and/or other accounfants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the
present.

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity associated with an account at a
financial institution; the source of funds flowing into an account; or the purpose ot nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present.

g. Evidence of Cohen’s intent as it relates to the Subject Offenses under investigation.

B. Search and Seizure of Electronically Stored Information

The items to be seized from Subject Premises-1 also include any computer devices and
storage media that may contain any electronically stored information falling within the categories
set forth in Section ILA of this Attachment above, including, but not limited to, a MacBook Pro,
any other desktop and laptop computers, any Apple iPhone or other cellphone or smartphone

3
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices
or storage media, this warrant also authorizes the copying of such devices or media for later review.

The items to be seized from Subject Premises-1 also include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption
devices, or records of login credentials, passwords, private encryption keys, or similar information.

2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information
concerning the configuration of the seized or copied computer devices or storage media.

3. Any evidence concerning the identities or locations of those persons with access to,
control over, or ownership of the seized or copied computer devices or storage media.

C. Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the government, attorney support staff, agency
personnel assisting the government in this investigation, and outside technical experts under
government control) are authorized to review the ESI contained therein for information responsive
to the warrant.

In conducting this review, law enforcement personnel may use various techniques to locate
information responsive to the warrant, including, for example:

e surveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few “pages” of such files in order to determine
their precise contents;

e scanning storage areas to discover and possibly recover recently deleted files or
deliberately hidden files;

o performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.

2017.08.02
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Law enforcement personnel will make reasonable efforts to search only for files,
documents, or other electronically stored information within the categories identified in Sections
I1.A and ILB of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its
contents and to locate all data responsive to the watrant.

Additionally, review of the items described in this Attachment shall be conducted pursuant
to established procedures designed to collect evidence in'a manner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to address
potential privileges.
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AD 9 (SDNY Rev. 05/10) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

18M G 2969

CaSe No.

In the Matter of the Search of

{Briefly describe the properiy lo be searched
or idertify the person by name and address)

Michael Cohen's Office at 30 Rockefeller Plaza, 23rd
Floor, New York, New York 10112, and any closed
containersfitems contalned therein, Sea Attachrment B

SEARCH AND SEIZURE WARRANT

To:  Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the foflowing person or property located in the Southem Distriet of New York.

{identify the persont or describe the properiy te be searched and give its focatiorn):
Michael Cohen’s Office at 30 Rockefeller Plaza, 23rd Floor, New York, New Yori 10112, and any closed
containersfitems contained thersin, Sea Attachment B

The person or property to be searched, described above, is believed to conceal fidensify the person or describe the
property lo be seized):

See Attachment B

1 find that the affidavit(s), or any recorded festimony, cstablish probable cause to Sﬂamh and seue’th.e pcrson or

property, s
YOU ARE COMMANDED to execute this warrant on or before if i ? 3’“‘: ¢ f L
} moi lo exceed 14 dtns) :

# inthe daytime 6:00 a.m. o 10 p.m. 3 at any fime in the day or night assl ﬁnd 1easonable bﬁUaﬁ ha:: bcen
established. SR e
Unless delayed notice is authorized below, you must give a copy of the waman{ and a receipt for the prope,rty
taken to the person from whom, or from whose premises, the property was taken, or leave the ccpy ancl recelpt at the
place where the properfy was taken, . . .

The officer executing this warrant, or an officer present during the execution of the warrant must prepare an
inventory as required by law and prompily retarn this warrant and invertory te the Clerk of the Court.
Upon its returh, this warrant and inventory should be filed under seal by the Clerk of the Court.

USMY Indtials

3 I find that immediate notification may have an adverse result listed in 18 US.C. § 2705 (except for delay
of trial), and authorize the officer excouting this warrant to delay notice to the person who, or whose property, will be
searched or seized (check fhre appropriate box) Olfor days ¢not 10 exceed 30).

Cluntil, the facts justifying, the later specific date of

Datc and time issued: =7 f
TSy fm
City and state:  New York, NY Hon .Hg'i_r\.rB Pltrra !! S istrate Judae

il “ted namie-ane’ title
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AD 93 (Rev. 01/09) Search and Seizure Warrant {Page 2)

Return

Case No.: Date and time warrant executed: Copy of waitant and Inventory left with:

Inventory made in the presence of :

Inventory of the propetty taken and name of any person(s) seized:

;
i o
i
i '
E
: E
: _
il o
F
H L
;

Pl
Certification
I declare under penalty of perjury that this inventory is correct and was retwrned along with the original wartant
o the Court.
Date: /

Exzoting officer’'s signofire

Printed nome aned fitle
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ATTACHMENT B
I. Premises to be Searched—Subject Premises-2

The premises to be searched (“Subject Premises-2") are described as follows, and include
electronic devices, and all locked and closed containers found therein:

An office belonging to or assigned to Michael Cohen located on the 23rd floor of the
building at 30 Rockefeller Plaza, New York, New York 10112, inside of the offices of the law firm
Squire Patton Boggs. The building located at 30 Rockefeller Plaza is a 66-floor office building
that spans the entire block between Sixth Avenue and Rockefeller Plaza.

11, Items to Be Seized

A. Evidence, Fruits, and Instramentalities of the Subject Offenses

The items 1o be seized from Subject Premises-2 are evidence, fruits, and instrumentalities

of violations of 18 U.S.C. §§ 371 (conspiracy as it pertdins to the other Subject Offenses), 1005

(false bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344
(bank frand), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d}1)XA)(1) (illegal campaign
coniributions) (the “Subject Offenses™) described as follows: '

a. Bvidence relating to Sterling National Bank, Meliose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him io transfer any interest in taxi medallions, and any associated debts or
liabilities, to others, including to md/or entities associated with him,

¢. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LLC, including any documecnts that
indicate the nature and purpose of payments made to or from Essential Consultants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants.

e. Bvidence of income to Michael D. Cohen & Associates, including any documenis
that indicate the nature and purpose of payments made to or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D, Cohen & Associates.

{ Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entitles, including tax returns, personal financial statements, and bank records, from January 1,
2013 1o the present. :

g Rvidence relating to agreernents, loans, and/or financial transactions between
Cohen and

6
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and any payments by '_to Cohen, from January

1, 2012 to the present.

o. Communications with others, including I nd/or other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from Janvary 1, 2013 to the
present,

. p. Communications, rtecords, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the natue of any business or entity associated with an account at 2
financial institution; the source of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from Jannary 1, 2013 to the present.

q. Evidence of Cohen’s intent as it relaies to the Subject Offenses under investigation.

B. Search and Seizuye of Electronically Stored Information

The items to be seized from Subject Premises-2 also include any computer devices and
storage media that may contain any electronically stored information falling within the categories
set forth in Section II.A of this Attachment above, including, but not limited to, any desltop and
Japtop computers, any Apple iPhone or other cellphone or smartphone belonging to Michael Cohen

7
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or in his possession, portable hard drives, disk drives, thurmb drives, and personal digital assistants.
In lieu of seizing any such computer devices or storage media, this warrant also authorizes the
copying of such devices or media for later review.

The items to be seized from Subject Premises-2 also include:

I Any items or records needed to access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption
devices, orrecords of login credentials, passwords, private encryption keys, or similar information,

2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or sofiware manuals or other information

concerning the configuration of the seized or copied computer devices or storage media.

3. Any evidence concerning the identities or locations of those persons with access to,
control over, or ownership of the seized or copied computer devices or storage media.

C. Review of EST

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the povernment, attorney support staff, agency
personnel assisting the government in this investigation, and outside techmical experts under
govermment control) are autiorized to review the ESI contained therein for information responsive
to the warrant,

In conducting this review, law enforcement personnel may use various techniques to locate
information responsive to the warrant, including, for example:

* surveying various file “directories™ and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few “pages” of such files in order to deterinine
their precise contents;

e scanning storage arveas to discover and pogsibly recover recently deleted files or
deliberately hidden files;

o performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related

to the subject matter of the investigation; and

e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.

2017.08.02
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Law cnforcement persomncl will make reasonable efforts to search only for files,
documents, or other electronically stored information within the categories identified in Sections
II.A and ILB of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its
contents and to locate all data responsive to the warrant.

Additionally, review of the items described in this Attachment shall be conducted pursuant
to established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege, When appropriaie, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order io address
potential privileges.

2017.08.02
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AO 93 (SDNY Rev. 05/10) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

In the Matter of the Search of
(Briefly describe the property fo be searched

or identify the parson by name and address) Case No.

Michael Cohen's Office at 30 Rockefeller Plaza, 23rd
Floor, New York, New York 10112, and any closed
contafners/items contained thereln, See Attachment B

SEARCH AND SEIZURE WARRANT

i

To: Any authorized law enforcement officer

An application by a federal law cnforcement officer or an attorney for the government requests the search
of the following person or property located in the Southern Districtof _  New York

(idertify the person or describe the property to be searched and give its location).
Michael Cohen's Office at 30 Rockefeller Plaza, 23rd Floer, New York, New York 10112, and any closed
containersfitems contained therein, See Attachment B

The person or property to be searched, described above, is believed to conceal (identify the person or describe the
property to be seized), ’

See Attachment B

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or
property. :

YOU ARE COMMANDED to execute this wasrant on or before Lk - )' é'_ ‘ \E

fnot to excead 14 days)

# in the daytime 6:00 am. to 10 p.m. O at any time in the day or night as I find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an

inventory as required by law and promptly return this warrant and inventory to the Clerk of the Couri.
Upon its return, this warrant and inventory should be filed under seal by the Clerk of the Court.

USMJ Initials

O 1 find that immediate notification may have an adverse resulf listed in18 US.C. § 2705 (except for delay
of trial}, and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate boxy Ofor days (rot to exceed 30).

Muntil, the facts justifying, the later specific date of

Date and time issued: “\“B"‘5 ?:{"l [H"- /‘}/ HTI\PV ﬁ P!"‘ﬂ‘"\

Judge s sighature

City and state:  _New York, NY Hon. Henry B. Pitman, U.S. Magistrate Judge

Printed name and title
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Return

Case No.:

Date and tiime warrant executed;

Copy of warrant and inventory left with:

Invemiory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant

to the Court.

Date:

Exeeuting officer’s signature

Printed name and title
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ATTACHMENT B
I. Premises to be Searched—Subject Premises-2

The premises to be searched (“Subject Premises-2”) are described as follows, and include
electronic devices, and all locked and closed containers found therein:

An office belonging to or assigned to Michael Cohen located on the 23rd floor of the
building at 30 Rockefeller Plaza, New York, New York 10112, inside of the offices of the law firm
Squire Patton Boggs. The building located at 30 Rockefeller Plaza is a 66-floor office building
that spans the entire block between Sixth Avenue and Rockefeller Plaza.

II. Items to Be Seized

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be seized from Subject Premises-2 are evidence, fruits, and instrumentalities

of violations of 18 U.S.C. §§ 371 (conspiracy as it pertains to the other Subject Offenses), 1005

(false bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344
~(bank fraud), and 52 U.S.C. §§ 30116(2)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign
contributions) (the “Subject Offenses™) described as follows:

a. Evidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest in taxi medallions, and any associated debts or
liabilities, to others, including to [ nd/or entities associated with him.

c. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LL.C, including any documents that
indicate the nature and purpose of payments made to or from Essential Consultants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants.

e. Evidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and purpose of payments made to or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates.

f. Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from January 1,
2013 to the present.

g. BEvidence relating to agreements, loans, and/or financial transactions between

Cohen and _and/or entities controlled by [N

6
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and any payments by -to Cohen, from January

1, 2012 10 the present.

0. Communications with others, mcluding _andfor other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 {o the
present.

. p. Communications, records, documents, and other files reflecling false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or enfity associated with an account at a
fnancial institution; the source of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present.

q. Evidence of Cohen’s intent as it relates to the Subject Offenses under investigation.,

B. Search and Seizure of Electronically Stored Information

The items to be seized from Subject Premises-2 also include any computer devices and
storage media that may contain any electronically stored information falling within the categories
set forth in Section ILA of this Attachment above, including, but not limited to, any desktop and
laptop computers, any Apple iPhone or other cellphone or smartphone belonging to Michael Cohen
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or in his possession, portable hard drives, disk drives, thumb drives, and personal digital assistants.
In lieu of seizing any such computer devices or storage media, this warrant also authorizes the
copying of such devices or media for later review.

The items to be seized from Subject Premises-2 also include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption
devices, or records of login credentials, passwords, private encryption keys, or similar information.

2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information
concerning the configuration of the seized or copied computer devices or storage media.

3. Any evidence concerning the identities or locations of those persons with access to,
control over, or ownership of the seized or copied computer devices or storage media.

C. Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the government, attorney support staff, agency
personnel assisting the government in this investigation, and outside technical experts under
government control) are authorized to review the ESI contained therein for information responsive
to the warrant. ‘

In conducting this review, law enforcement personnel may use various techniques to locate
information responsive to the warrant, including, for example:

e surveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few “pages” of such files in order to determine
their precise contents;

e scanning storage areas to discover and possibly recover recently deleted files or
deliberately hidden files;

o performing key word searches‘through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.
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Law enforcement personnel will make reasonable efforts to search only for files, ]
documents, ot other electronically stored information within the categories identified in Sections
IL.A and IL.B of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the ESI from seized devices or storage media if necessary to evaluate its
contents and to locate all data responsive to the warrant,

Additionally, review of the items described in this Attachment shall be conducted pursuant
to established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to address
potential privileges.
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AQS3 {(SDNY Rev. 05/10) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New Yoik

~

Case No. D
Safp Deposit Box I ocated at the TD Bank Branch at

500 Parlkc Avenue, Mew York, New York 10019, and any
closed containers/iterns contalined therein, Ses Att. G R§' M AG-

In the Matter of the Search of

(Brigfly describe the property to be searched
or identifys the person by name mid address)

LT S -

SEARCH AND SEIZU

To: Any authorized law cnforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search

of the following person or property located in the Sauthern Distiict of New York

(Tdertify flzz parson or dacevibe the properly 1o be searched and give its location):
Safe Deposit Box ~ocated at the TD Bank Branch at 500 Park Avetiue, New York, New York 10019, and any
closed containers/items contained thereln,See Aftachment C

The person or property to be searched, described above, is believed to conceal (fdenif the person or describe the
property 1o be seized)

See Aftachment C

I find that the affidavii(s), or any recorded testimony, establish probable cause to search and seize the person or

property.

. ey
YOU ARE COMMANDED to execute this warrant on or before e‘*’ i N 3

(irnr fo avcge-’f 4 c’rys)

# inthe dayiime 6:00 am.to 10pm. [ at any {ime in the day or mghf as'I ﬁnﬂ reamnable caise has been

established.

Unless delayed notice is authorized below, you must give a copy of the Warr ant znd a re{:eip‘r for the property
taken to the person from whom, or from whose premises, the property was takf*m, m Iaava the c(apy aud recmut at the
place where the property was taken. L L . i

The officer executing this warrant, or an officer present during the executlon of the walrant, mus‘t prepare an
inventory as required by law and promptly retutn this warrant and inventory to the Cler aﬂhe (owt. -
Upon its retum, this warrant and inventory should be filed under seal by the Clevk of the Cowurt,

USMS biitials

7 I find that iminediate notification may have an adverse result listed in 13 U.8.C. § 2705 (except for delay

of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be

searched or seized (vheck the appropriate boxp Ofor __ days (ot o exveed 3¢).
Oluntil, the facts justifying, the later specific date of . R I
Date and time issued: i e ? [ Ly Aﬁfﬁw«m 3
g Tiy . Auidge ”’gmm‘ . e ) ,
City and state:  New York NY Hon. Henry B. Pitman, U.G.! ggjgt(gjg_,[g_d .

Pristed nome a:m’ i‘iﬂe

‘
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Return

Case No.: , Daie and time warran! executed:

Copy of wartant and inventory left with:

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Ceriification

to the Court.

Date:

[ declarc under penalty of perjury that this inventory is correct and was refurned atong with the original warant

Exscwfng officer’s sighature

Primted name and tife
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ATTACHBMENT C
I. Premises to be Searched—Subject Premises-3

The premises to be gearched (“Subject Premises-3”) are described as follows, and include
all locked and closed containers found therein:

A safe deposit box located inside the TD Bank branch location at 500 Park Avenue, New
York, New York 10019, marked as box -The safe deposii box is in the name of Michael
Cohen and Laura Cohen.

1. Ttems to Be Seized

A —Evidenc'é,—lﬁ*uits;aﬁd-lnstrumelitalitiear of the-Subject Offenses

The items to be seized from Subject Premises-3 are evidence, fruits, and instrumentalities
of violations of 18 U.S.C. §§ 371 (conspiracy as it pertains to the other Subject Offenses), 1005
(false bank enfries), 1014 (false statements to a financial institation), 1343 (wire fraud), and 1344
(bank fraud), and 52 U.S.C. §§ 30116@)(1)(A) and 30109(d)(1)(A)1) (illegal campaign
contributions) (the “Subject Offenses™), described as follows:

1. Evidence relating to Michael Cohen’s net worth, available cash and cash
equivalents, assets, monthly and annual income, and income sources, from January 1, 2013 to the
present. '

10
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9. Any portable electronic storage device,

B. Search of Seized Elecironic Deviees

Probable cause exists to search any seized electronic storage device for the items set
forth in Section I(A)(1}-(8), above.

C. Review of ESI

include, in addition to law enforcement officers and agents, attorneys for the government, attorney
support staff, agency persomnel assisting the government in this investigation, and outside
technical experts under governmenit control} are authorized to review the ESI contained therein for
information responsive to the warrant.

In conducting this review, law enforcernent personnel may use various techniques to locate
information responsive to the warrant, inchuding, for example:

s surveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few “pages™ of such files in order to determine
their precise contents;

e scanning storage areas to discover and possibly recover recently deleted files or
deliberately hidden files; :

e performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

o reviewing metadata, systemn information, configuration files, registvy data, and any
other information reflecting how, when, and by whom the computer was used.

Law enforcement personnel will make reasonable efforts to search only for files,
documents, or other electronically stored information within the categories identified in Sections
TI.A and I1.B of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the ESI from seized devices if necessary to evaluate its contents and to
locate all data responsive to the warrant.

Additionally, review of the items described in this Attachment shall be conducted pursyant to
established procedures designed to collect cvidence in a manner reasonably designed to protect
11

2017.03.02
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any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to address |
potential privileges. |

=

12
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AOQ 53 (SDNY Rev. 05/10) Search and Seizure Warrant

UNITED STATES DISTRICT COURT
for the
Southern District of New York

Nt

In the Matter of the Search of
(Briefly describe the property to be searched

or identify the person by name and address) Case No.

Safe Deposit Box :.-I_ocated at the TD Bank Branch at
500 Park Avenue, New York, New York 10019, and any
closed containersfitems contained therein, See Att. C

SEARCH AND SEIZURE WARRANT

i

Tor  Any authorized Jaw enforcement officer R e .

An application by a federal law enforcement officer ot an attorney for the government requests the search ’
of the following person or property Tocated in the Southem District of New York L

(identify the person or ¢ he the property to be searched and give its location)!
Safe Deposit Box ; Located at the TD Bank Branch at 500 Park Avenue, New York, New York 10019, and any
closed containersfitems contained therein, See Attachment C

The person or property o be searched, described above, is believed to conceal fidentifis the person or describe the
property bo be seized):

See Attachment C

I find thal the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before L*—d—é-"' {E
| _ : {not to exceed 14 days)
& in the daylime 6:00 a.m. to 10 p.m. O at any time in the day or night as I find reasonable cause has been
established.

AT e e s RS 4 Eegge © e+ e e e e S e e e g

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court.
Upon its return, this warrant and inventory should be filed under seal by the Clerk of the Court.

USMJ Imtiafs

O I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
ol trial}, and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be’
searched or seized (check the appropriate box) [for days (not 1o excead 30).

Mhntil, the facts justifying, the later specific date of .

Date and time issved:  “A=%~{§ 744{)!\ /4/ HTI\('Y ﬂ Vf'l'ﬂ'n

" Judge’s signature

City and state:  New York, NY Hon. Henry B. Pitman, U.S. Magistrate Judge

Printed name and title
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AQ 93 (Rev. 01/09) Search and Seizure Warrant (Page 2)

Return !5

Case No.: Date and time warrant executed:, Copy of warrant and inventory left with: ;
Inventory made in the presence of :
Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned aleng with the original warrant
to the Court.

Date:

Executing officer’s signmure f

Printed name and title E
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ATTACHMENT C
I. Premises to be Searched—Subject Premises-3

The premises to be searched (“Subject Premises-3") are described as follows, and include
all locked and closed containers found therein: '

A safe deposit box located inside the 'I'D Bank branch location at 500 Park Avenue, New
York, New York 10019, marked as box -[‘he safe deposit box is in the name of Michael
Cohen and Laura Cohen,

II. Ttems to Be Seized

“A._Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be seized from Subject Premises-3 are evidence, frvits, and instrumentalities
of violations of 18 U.S.C. §8§ 371 (conspiracy as it pertaing to the other Subject Offenses), 1005
(false bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344
(bank fraud), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1XA)1) (llegal campaign
contributions) (the “Subject Offenses™), described as follows:

1. Evidence relating to Michael Cohen’s net worth, available cash and cash
equivalents, assets, monthly and annual income, and income sources, from January 1, 2013 to the
present,

10
2017.08.02
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Y. Any portable electronic storage device.
B. Search of Seized Electronic Devices
Probable cause exists to search any seized electronic storage device for the items set
- forth in Section II(A)(1)-(8), above.

C. Review of ESI

_Following seizure of any electronic storage device, law enforcement personnel (which may

include, in addition to law enforcement officers and agents, attorneys for the government, attorney
support staff, agency personnel assisting the government in this investigation, and outside
technical experts under government control) are authorized to review the ESI contained therein for
information responsive to the warrant.

In conducting this review, law enforcement personnel may use various techniques to locate
information responsive to the warrant, including, for example:

e surveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few “pages” of such files in order to determine
their precise contents;

e scanning storage areas to discover and possibly recover recently deleted files or
deliberately hidden files;

e performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.

Law enforcement personnel will make reasonable efforts to search only for files,
documents, or other electronically stored information within the categories identified in Sections
IL.A and II.B of this Attachment. However, law enforcement personnel are authorized to conduct
a complete review of all the ESI from seized devices if necessary to evaluate its contents and to
locate all data responsive to the warrant.

Additionally, review of the items described in this Attachment shall be conducted pursuant to
established procedures designed to collect evidence in a manner reasonably designed to protect

11
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any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to address
potential privileges. %

12
2017.08.02



£y .
Case 1: 1% -cr-00602-WHP Document 43-1 Filed 03/19/19 Page 239 of 269

AQ 33 (SDNY Rev, 05/10) Search and Seizore Warrant

UNITED STATES DISTRICT COURT

for the
Sonthern District of New Yorl

In the Matter of the Search of ) C

{Briefly describe the property to be searched
or identify the person by name and address) Case No.

Loews Regency Hotsl, 540 Park Avenue, Room 1728,
New York, New York 106065, and any closed

containersfitems contained therain, See Attachment D
SEARCH AND SEYZURE WARRANT

1 e T R B At 1

“To: Any authorized law enforcement officor

An application by a federal Iaw enforcement officer or an aftorney for the government requests the search
of the following person or property located in the Southern District of New Yark

(idensify the persen or describe fie property lo be searched aind give its Tocation):
Loews Regency Hotel, 540 Park Avenue, Room 1728, New York, New York 10065, and any closed contalners/items
contalned therain, See Aftachment D

The person or property to be searched, described ahove, is believed to conceal (denify the person or describe the
properiy io be seized):

See Aftachment D

1 find that the affidavit(s}, or any recorded testimony, establish probable cause to semc‘l and sm;e t‘w pel so1 or
property. ;

YOU ARE COMMANDED to executa this warrant on or before l’éﬁ - 2 “J’ /J

v mo.f to-exceed 14 days)
@ inthe daytime 6:00 a:m. to 10 p.m. ¥ at any time in the day or night as J ﬁnd reasonab]e cause hag be»sn
established. N
Unless delayed notice is authorized below, you must give a copy of the Warram ahd a lecclpt fol thc pwperty
taken to the person from whom, or from whose premises, the property was taken, or leave thc ccpv aqd roce1p’s at the
place where the property was taken. _ :

The officer executing this warrant, or an officer present during the execution of the Warr-aﬁt,' ntust prepare an
inventory as required by law and promptly refurn this warrant and inventory to the Clerk of the Court.
Upen iis return, this warrant and inventory should be filed under seal by the Clerk of the Cotnt.

USMJ Initials

0 1{ind that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer exocuting this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box) Hor days fiior to exceed 30). e

BJuntil, the facts justifying, the later spemﬁc d.r[e nf

.'_(' .\ Lo

Date and time issued: g~ pf 7 .éf—g,,,,_..,._} S gl we-w'-w,'. N
Ty 1,7? V4 Jua’ge rwgnamm o
City and state:  New York, NY Hgn, Henry B, Eit*'nan,.

Prinwdwne P nﬂe P

SRR PRLE T g
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A093 (Rev. 61/09) Search and Seizure Warrant (Page 2}

Return

Case No.: Date and time warrant executed: Copy of warrant and inventory Ieft with:

Inventory made in the presence of

Inventory of the property taken and name of any person(s) scized:

Cerfification

I declare under penaity of perjury that this inventory is correct and was retinred along with the original warrant ,
to the Court. : :

Date:

Executing officer’s signalure

Piinted name and title

g
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ATTACHMENT D
I. FPremises to be Searched—Subject Premises-4

The premises to be searched (“Subject Premises-4”) are described as follows, and inciude
electronic devices, and all locked and closed containers found therein:

Rootn 1728 located inside the Loews Regency Hotel at 540 Park Avenue, New York, New
York 10065. The building is a luxury hotel located on Park Avenve and 61st Street. Subject
Premises-4 is located on the 17th floor of the hotel.

I, Yiems to Be Seized

- A. Evidence, Fruits, an& Instrumentalities of the Subject Offenses -

The items to be seized from Subject Premises-4 are evidence, fruits, and instrumentalities
of violations of 18 U.5.C. §§ 371 {conspiracy, as it pertaing to the other Subject Offenses), 1005
{false bank entries), 1014 (false statemenis to a financial institution), 1343 (wire fraud), and 1344
(bank fraud), and 52 U.S.C. §§ 30116()(1)}A) and 30109(d)(1)}(AX1) (illegal campaign
contributions) (the “Subject Offenses™), described as follows:

a. Evidence relating to Stetling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Bvidence relating to a plan, proposal, or agreement for Michael Coben and/or
entities associated with himn to fransfer anv interest in taxi medallions, and any associated debts or
liabilities, to others, including to and/or entities associated with him.

c. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose,

d. Evidence relating to Essential Consultants, LLC, including any documents that
indicate the nature and purpose of payments made to or from Essential Consultants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants.

e. Bvidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and parpose of payments made to or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates.

f. Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income gources, and other assets, whether held personally or through
entities, including tax retarns, personal financial statements, and bank records, from January 1,
2013 to the present.

g, Evidence telating to agreements, loans, and/or financial transactions between

Cohen and [ :nd/or entities controlled by

13
2017.08.02
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, and any payments by - Cohen, from January

1, ZU1 4 10 1he present.

0. Communications with others, including _andz’or other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances; from January 1, 2013 o the
present, -

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity assoctated with an account at a
financiel institution; the source of funds flowing into an agcomt; or the purpose or nature of any
financial transactions involving that financial institution, fiom January 1, 2013 to the present.

g. Evidence of Cohen’s intent as it relates to the Subject Offenses under investigation.

B. Search and Seizure of Electronically Stored Information

The items to be seized from Subject Premises-4 also include any computer devices and
storage media that may contain any electronically stored information falling within the categaries
set forth in Section ILA of this Attachment above, including, but not limited to, a MacBook Pro,
any other desktop and laptop computers, any Apple iPhone or other celiphone or smattphone

14
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk
drives, thumb drives, and personal digital assistants. In lieu of seizing any such computer devices
or storage media, this warrant also autharizes the copying of such devices or media for later review.

The items to be seized firom Subject Premises-4 also include:

1. Any items or records needed to access the daia stored on any seized or copied
computer devices or storage media; including but not limited fo any physical keys, encryption
devices, or records of login credentials, passwords, private encryption keys, or similar information.

2. Any items or records that may facilitate & forensic examination of the computer
devices or storage medla, including any hardware or software manuals or other information
concerning the configuration-of the seized or copied computer devices or storage media,

3. Any evidence concerning the identities or locations of those persons with access to,
control over, or ownership of the seized or copied computer devices or storage media.

C. Review of EST

Following seiziwe of any computer devices and storage media and/or the creation of
forensic image copies, lJaw enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the government, aitorney suppoit siaff, agency
personnel assisting the government in this investigation, and outside technical experts under
government control) are authorized to review the ESI contained therein for information responsive
10 the warrant.

In conducting this review, law enforcement personnel may wse varions techniques to Jocate
information responsive to the warrant, incfuding, for example:

« surveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few “pages” of such files in order to determine
their precise contents;

» scanning stotage areas to discover and possibly recover recently deleted files or
deliberately hidden files;

 performing key word searches throngh all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

s reviewing mctadata,. system information, copfiguration files, regisixy data, and any
other information reflecting how, when, and by whom the computer was used.

15
2017.08.02
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Law enforcement personnel will make reasonable effoits to search only for files,
documents, or other electronically stored information within the categories identified in Sections
1L.A and ILB of this Attachment. Howevex, law caforcement personnel are authotized to conduot
a complete review of all the IESI from seized devices or storage media if necessary to cvaluate its
contents and to locate all data responsive to the warrant.

Additionally, review of the items described in this Attachment shall be conduoted pursuant o
established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative teain, in order to
address potential privileges.

TR T e, 3] e e s e e
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AQ 93 (SDNY Rev. 05/10) Search and Seizure Wamant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

In the Matter of the Search of

(Briefly describe the property fo be searched

or identify the person by name and address) Case No.

Loews Regency Hotel, 540 Park Avenue, Room 1728,
New York, New York 10065, and any closed
containersfitems contained therein, See Attachment D

SEARCH AND SEIZURE WARRANT

e Nt g’ g’ S e’

To: ~ Any authotized law enforcement otficer

An application by a federal law enforcement officer or an attorney for the government requests the seurch
of the following person or property located in the Southern District of New Yark

(identify the person or describe the property to be searched and give its Iocation):
Loews Regency Hotel, 540 Park Avenue, Room 1728, New York, New York 10065, and any closed containers/items
cohtalned therein, See Attachment D

The person or property to be searched, described abowve, is believed to conceal (identify the person or describe the
property to be seized).

See Attachment D

I find that the aﬂidawt(s) or any recorded testimony, establish probable cause to search and seize the person or
property.
YOU ARE COMMANDED to exccute this warrant on or before q B )—;# lE
{not to exceed 14 days)

# in the daytime 6:00 am. to 10 p.m. O at any time in the day or night as I find reasonable cause has been
established.

Unless delayced notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly retum this warrant and inventory to the Clerk of the Court.
Upon is refurn, this wamrant and inventory shoyld be filed under seal by the Clerk of the Court.

USMJ Initials

O I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the uppropriate box) Mor days fnot 1o exceed 30).

CTuntil, the facts justifying, the later specific date of

Date and time issued: ,’\'—E"|K 7-'“( a;-ﬂ- /5/ Hrhf“f g ?"fu“'\m\

Judge's signature

City and state: _New York, NY Hon. Henry B. Pitman, U.S. Magistrate Judge

Printed name and title

AT M T e h e e AT o+ e meeamiee e e e e e
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AO 93 (Rew, 01/09) Search and Seizure Warrant (Page 2)

Reifurn

Case No.: - [ Date and time warrant executed: Copy of warrant and inventory left with:

Inventary made in the presence of

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant
to the Court.

Date:

Executing officer’s signature

Printed name and title
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ATTACHMENT D

I. Premises to be Searched—Subject Premises-4

The premises to be searched (“Subject Premises-4”) are described as follows, and include
electronic devices, and all locked and closed containers found therein:

Room 1728 located inside the L.oews Regency Hotel at 540 Park Avenue, New York, New
York 10065. The building is a luxury hotel located on Park Avenue and 61st Street. Subject
Premises-4 is located on the 17th floor of the hotel.

II. Ttems to Be Seized

A Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be seized from Subject Premises-4 are evidence, fruits, and instrumentalities
of violations of 18 U.S.C. §§ 371 (conspiracy, as it pertains to the other Subject Offenses), 1005
(false bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344
(bank fraud), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign
contributions) (the “Subject Offenses™), described as follows:

a. Evidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer anv interest in taxi medallions, and any associated debts or
liabilities, to others, including to and/or entities associated with him.

c. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LL.C, including any documents that
indicate the nature and purpose of payments made to or from Essential Consultants or the nature
of any work done by Cohen or any other individuals in connection with Essential Consultants.

e. Evidence of income to Michael D. Cohen & Associates, including any documents
that indicate the nature and purpose of payments made to or from Michael D. Cohen & Associates,
or evidence of the purpose of accounts opened in the name of Michael D. Cohen & Associates. -

f. Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from January 1,

2013 to the present.

g. BEvidence relating to agreements, loans, and/or financial transactions between

Cohen and_and/or entities controlled by _

13
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, and any payments by -to Cohen, from January

1, 2012 to the present.

o. Cemmunications with others, including_md/or other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the
present, '

p. -Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity associated with an account at a
financial institution; the source of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the pregent.

q. Evidence of Cohen’s intent as it relates to the Subject Offenses under investigation.

B. Search and Seizure of Electronically Stored Information

The items to be seized from Subject Premises-4 also include any computer deviees and
storage media that may contain any electronically stored information falling within the categories
set forth in Section ILA of this Attachment above, including, but not limited to, a MacBook Pro,
any other desktop and laptop computers, any Apple iPhone or other cellphone 6r smartphone
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belonging to Michael Cohen or in his possession, an Apple iPad Mini, portable hard drives, disk
drives, thumb drives, and personal digital assistants. Ih lieu of seizing any such computer devices
or storage media, this warrant also authorizes the copying of such devices or media for later review.

The items to be seized from Subject Premises-4 also include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media; including but not limited to any physical keys, encryption
devices, or records of login credentials, passwords, private encryption keys, or similar information.

2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information
concerning the configuration of the seized or copied computer devices or storage media.

3. Any evidence concerning the identities or locations of those persons with access to,
control over, or ownership of the seized or copied computer devices or storage media.

C. Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (which may include, in addition to law
enforcement officers and agents, attorneys for the government, attorney support staff, agency
personnel assisting the government in this investigation, and outside technical experts under
government control) are authorized to review the ESI contained therein for information responsive

to the warrant.

In conducting this review, law enforcement personnel may use various techniques to locate
information responsive to the warrant, including, for example:

e surveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few “pages” of such files in order to determine
their precise contents;

e scanning storage areas to discover and possibly recover recently deleted files or
deliberately hidden files;

e performing key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

s reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whom the computer was used.

15
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Law enforcement personnel will make reasonable efforts to search only for files,
documents, or other electronically stored information within the categories identified in Sections
[T.A and IL.B of this Attachment. However, law enforcement personnel are authorized to conduct
a compleie review of all the ESI from seized devices or storage media if necessary to evaluate its
contents and to locate all data responsive to the warrant.

Additionally, review of the items described in this Attachment shall be conducted pursuant to
established procedures designed to collect evidence in a inanner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to
address potential privileges.
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AD 93 (SDNY Rev, 05/10) Search und Seizure Warant

- UNITED STATES DISTRICT COURT

for the
Southern District of New Yoik

In the Matter of the Search of ) 6 £
{Briefly describe the property to be searched ) A z 9 b 9
or identify the person by name and adiiress) ) CdSe No. :
)

An Apple iPhone with Phone Number _

See Attachment £

SEARCH AND SEIZURE WARRANT

Tor A'ny anthorized law entorcament officer

An application by a federal law enforcement officer or an attorney for the government requests the search

of the following person or property located in the Southern District of New York
(identify the person or describe the properiy fo be seonchod aud aive jis focation):
An Appie IPhone with Phone Number | , See Attachment E

The person or property to be searched, described above, is believed to conceal (identifi; the person ar describe the
proper(y io be seized):

Ses Attachment E

1find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or
property.

AR |

YOU ARE COMMANDED to execute this warant on or before - %t ™= s i 5
Lo (i 9 eceed 14 days)
#f in the daytime 6:00 am.to 10 pm. (7 at any time in the day or higiit & 1 find reasondble saise has been
established, R AL C
Unless delayed notice is authorized below, you must give a copy of thé wagrarit and'a recsipt for the property
taken to the person from whom, or from whose premises, the property was taken, .or leave the copy #ad receipt at the
place where the property was taken. ‘. : R

The officer exeeuting this warrant, or an officer present during the execitivki of the wartant, must prepare an

inventory as required by law and promptly retura this warrant and inventory to the Clerk of the Gt
Upon its return, this wanant and inventory should be filed under seal by the Clerk of the Court.

USMT Initials

O I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized jeheck the apprapriate box} [for days {not fo exceed 36). P

Ountil, the facts justifying, the lqt«_&i‘fsp‘a{ﬁi'ﬁicjf q;fate, of o

¢

Date and time issued: Y55 ’? FE i -—7'{: e
7' £t pm ,'// - Judge ‘s sipnature
" 4 F e, R o .

a0 qo_..J_.,l-.‘ o : :
City and state: _New York, NY Hon. Henty B, Pitiman. U.S. Magistrate Judge
- Pitintan.. Magisirs

T Printed nenbe and tifle
. I ! L !
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AQ 83 {Rev. 01/09) Search and Scizurc Warrant (Page 2)

Retarn

Case No.: Date and time warrant executed: Copy of warrant and inventory left with;

Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inveniory is correct and was returned along with the original warrant
to the Cowt.

Date:

Executing offfcer's signatiure

Primed name and title
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ATTACHMENT E
I. Device Subject to Search and Seizure — Subject Device-1

The device that is the subject of this search and seizure warrant (“Subject Device-1") is
described as follows:

An Apple iPhone serviced by AT&T with the telephone number _

During the cxccution of this séarch warrant, law enforcement personnel are authorized to
depress the fingerprints and/or thumbprints of Michael Cohen onto the Touch ID sensor of Subject
Device-1, or hold Subject Device-1 in front of Cohen’s face to activate the Face ID sensor, in order
to gain access to the contents of any such device as authorized by this warrant,

II. Review of ESI on the Subject Device

Law enforcement personnel (including, in addition to law enforcement officers and agents,
and depending on the nature of the ESI and the status of the investigation and related proceedings,
attorneys for the government, attorney support staff, agency personnel assisting the government in
this investigation, and outside technical experts under governmernt control) are authorized to
review the ESI contained on Subject Device-1 for evidence, finits, and instrumentalifies of
violations of 18 U.S.C. §§ 371 (conspiracy as it pertains to the other Subject Offenses), 1005 (false
bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344 (bank
fraud), and 52 U.S.C. §§ 30116(a}(1)(A) and 30109(d)(1)(AX1) (illegal campaign contributions)
(the “Subject Offenses™) described as follows:

a. Evidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence rclating to a plan, proposal, or agreement for Michael Cohen and/or
entitics associated with him to transfer anv interest in taxi medallions, and any associated debts or
liabilities, to others, including to and/or entities associated with him.

¢. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LLC, including any documents or
communications that indicate the nature and purpose of payments made to or from Essentia]
Consultants or the nature of any work done by Cohen or any other individuals in connection with
Essential Consultants,

e. Evidence of income to Michacl D. Cohen & Associates, including any documents
o1 communications that indicate the nature and purpose of payments made to or fiom Michael D.
Cohen & Associates, or evidence of the purpose of accounts opened in the name of Michael D.
Cohen & Associates.
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f. Evidence relating to Colen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from Janvary 1,
2013 to the present.

g. Evidence relating to apreements, loans, and/or financial transactions between
and/or entities controlled by

.and any payments by SN to Cohen, from January

Cohen and

1, U1 210 The present.

0. Communications with others, including md/or other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the
present.

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity associated with an account at a
financial institution; the source of funds flowing into an account; or the purpese or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present.
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R s i T e = e

" Ifthe Government determines that Subject Device-1 is no longer necessary to refrieve and

preserve the data on the device, and that Subject Device-1 is not subject to seizure pursuant to |
Federal Rule of Criminal Procedure 41(c), the Government will return Subject Device-1, upon 1o
request. :

Additionally, review of the items described in this Attachment shall be conducted pursuant
to established procedures designed to collect evidence in a manner reasonably designed to protect :.
any attorney-client or other applicable privilege. When appropriate, the procedures shall include : i
use of a designhated “filter teamn,” separate and apart from the investigative team, in order to address :
potential privileges.
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AC 93 (SDNY Rev. 05/10) Scarch and Seizre Warmant

UNITED STATES DISTRICT COURT +

for the f
Southern District of New York

In the Matter of the Search of

(Brigfly describe the properiy to be searched
oF identify the person by name and address)

An Apple iPhone with Phone Nurmber _

See Attachment E

Case No. -

A e

SEARCH AND SEIZURE WARRANT

CTUTTTTe! T Any althiorized 13w enforcement officer T

An application by a federal law enforcement officer or an attorney for the government requests the search

of the following person or property located in the Southem District of New York
(identify the person or describe the property (o basamalad zad oive jis focation):
An Apple iPhone with Phone Number , See Attachment E

The person or property to be searched, described above, is believed to conceal (identifi the person or describe the
property in be seized).

Seo Attachment E

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or

property.
YOU ARE COMMANDED to execute this warrant on or before q - )-)- - lR
(not to exceed 14 days)
# in the daytime 6:00 a.m. to 10 p.m. {J at any time in the day or night as I find reasonable cause has been

established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer excouting this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court.
Upon its retarn, this warrant and inventory should be filed under seal by the Clerk of the Count,

USMJ Iitials

O I find that immediate notification inay have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box) for days (not tv exceed 30,.

DOuntil, the facts justifying, the later specific date of

Date and time issued: £4-¥-{& 759 p-". /4 { ch Iy 6 ﬁ):'}' Viewn 3
L ! { Judee s signature :
City and state:  New York, NY Hon, Henry B. Pitman, U.S. Magistrate Judge

Privted name and title



Case 1:18-cr-00602-WHP Document 43-1 Filed 03/19/19 Page 257 of 269

AO 93 (Rev. 01/09) Bearch and Seizure Warrant (Page 2)

Return

e g e gt e e

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:

Inventory made in the presence of : i

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inventory is eorrect and was refurned along with the original warrant
to the Couit.

Date:

Executing officer’s signature

Pristted name and fitte
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ATTACHMENT E
I. Device Subject to Search and Seizure — Subject Device-1

The device that is the subject of this search and seizure warrant (“Subject Device-17) is
described as follows:

An Apple iPhone serviced by AT&T with the telephone number _

During the execution of this séarch warrant, law enforcement personnel are authorized to
depress the fingerprints and/or thumbprints of Michael Cohen onto the Touch ID sensor of Subject
Device-1, or hold Subject Device-1 in front of Cohen’s face to activate the Face ID sensor, in order
to gain access to the contents of any such device as authorized by this warrant.

II. Review of ESI on the Subject‘Device

Law enforcement personnel (including, in addition to law enforcement officers and agents,
and depending on the nature of the ESI and the status of the investigation and related proceedings,
attorneys for the government, attorney support staff, agency personnel assisting the government in
this investigation, and outside technical experts under government control) are authorized to
review the ESI contained on Subject Device-1 for evidence, fruits, and instrumentalities of
violations of 18 U.S.C. §§ 371 (conspiracy as it pertains to the other Subject Offenses), 1005 (false
bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344 (bank
fraud), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign contributions)
(the “Subject Offenses™) described as follows:

a. Bvidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest in taxi medallions, and any associated debts or

liabilities, to others, including to I ind/or entities associated with him.

c. Bvidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose. ’

d. Evidence relating to Essential Consultants, LL.C, including any documents or
communications that indicate the nature and purpose of payments made to or from Essential
Consultants or the nature of any work done by Cohen or any other individuals in connection with
Essential Consultants.

e. Evidence of income to Michael D. Cohen & Associates, including any documents
or communications that indicate the nature and purpose of payments made to or from Michael D.
Cohen & Associates, or evidence of the purpose of accounts opened in the name of Michael D.
Cohen & Associates.
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f. Evidence rclating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from January 1,
2013 to the present.

AT Y gf L pemie e eeemnineem

g. Evidence relating to agreements, loans, and/or financial transactions between
Cohen and S, /o1 entities controlled by

R, and any payments by [N to Cohen, from January

1, 2012 to the presemt.

o. Communications with others, including md/or other accountants,

relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the
present.

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purpose of an account or loan at
that financial institution; the nature of any business or entity associated with an account at a
financial institution; the source of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present.

. 18
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If the Government determines that Subject Device-1 is no longer necessary to retrieve and
preserve the data on the device, and that Subject Device-1 is not subject to seizure pursuant to
Federal Rule of Criminal Procedure 41{c), the Government will return Subject Device-1, upon
request.

Additionally, review of the items described in this Attachment shall be conducted pursuant
to established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to address
potential privileges.
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A0 93 (SDNY Rev. 05/10) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

In the Matter of the Search of

(Briefly describe the property to be searched
or fdentify the person by name and addvess)

An Apple iPhone with Phone Number_

See Attachment F
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SEARCH AND SEIZURE WARRANT v \

To:  Any authonzed Taw enforcement officer

An application by a federal lTaw enforcement officer or an attorney for the govermnment requests the search

of the following person or property located in the Southetn District of New York :
fidentify tfie person or describe the property fo hasaauahod and ~ive ity location): i
An Apple iPhone with Phone Number See Attachment F

The person or property to be searched, described above, is believed to conceal (tdentify he person or describe the
properiy to be seized): i

See Attachment F

I'find that the affidavit(s), or any recorded test!mony, sstablish probable cause to seamh and SBIZG tae persun or

property. . e o

YOU ARE COMMANDED to execute this warrant on or before & ""-""'-" v ’( g L N L :
: "'no! (o erceed I4 aﬂ;!s) ' :
& in the daytime 6:00 a.m. to 10 p.m. 3 atany time in the day or night as 1 ﬁncl "eAsonabIe cause lnas been
establlshe(i AR o _

Unless delayed notice is authorized below, you must give a copy of the warrant and a rccmpt for the plopbrty
taken fo the person from whom, or from whose premises, the property was taken, or leave the copy and 1ccemt at f,he
place where the property was taken. S :

‘The officer executing this warrant, or an officer present during the execution of the wmrant must pnepare an
mventory as required by law and promptly return this warrant and inventory to the Clerk of the Court. :

Upon its return, this watlant and inventory should be filed under seal by the Clerk of the Court.
USMT Inftials ’

O 1 find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or scized (eheck the appropriate boxy I for days (ot to excee 30), .

(Juntil, the facts justifying, the later spemﬁc cate of

Date and time issued; o~ £~/ 5 f? L w""uj /J .
7 FYP /J}cdgr ssegnm«ew - B o ;
City and state: _New Yorlk, NY Hon Henry B. Pitmgn, u S, M gggj_ ie Judqe o

Priied name a.ird Hiie

-
E

R VLA . PO A NS




Case 1:18-cr-00602-WHP Document 43-1 - Filed 03/19/19 Page 262 of 269

ATTACHMENT ¥
1. Device Subject to Search and Seizure —~ Subject Device-2

The device that is the subject of this search and seizure warrant (“Subject Device-27) is
described as follows:

An Apple iPhone serviced by AT&T with the telephone number _

During the execution of this search warrant, law enforcement personnel are authorized to
depress the fingerprints and/or thumbprints of Michael Cohen onto the Touch 1D sensor of Subject
Device-2, or hold Subject Device-2 in front of Cohen’s face to activate the Face ID sensor, in order
to gain access to the contents of any such device as authorized by this warrant.

IR

II. Review of ESI on the Subject Device

Law enforcement personnel (including, in addition to law enforcement officers and agents,
and depending on the nature of the EST and the status of the investigation and related proceedings,
attorneys for the government, attorney support staff, agency personnel assisting the government in
this investigation, and outside technical expeits under government control) are authorized to
review the ESI contained on Subject Device-2 for evidence, fiuits, and instrumentalities of
violations of 18 U.5.C. §§ 371 (conspiracy as it pertains to the other Subject Offenses), 1005 (false
bank entries), 1014 (falsc statements to a financial institution), 1343 (wire fraud), and 1344 (bank
fraud), and 52 U.S.C. §§ 30116(@)(1)(A) and 30109(d)(1)(AX(1) (illegal campaign contributions)
(the “Subject Offenses”) described as follows:

a. Evidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest in taxi medsllions, and any associated debts or
Habilities, to others, including to _mdfor entities associated with him.

¢. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Bvidence relating to Essential Consultants, LLC, including any documents or
communications that indicate the nature and purpose of payments made to or from Essential
Consultants or the nature of any work done by Cohen or any other individuals in connection with
Essential Consultants.

e. EBvidence of income to Michael D. Cohen & Associates, including any documents
or communications that indicate the nature and purpose of payments made to or from Michael D.
Cohen & Associates, or evidence of the purpose of accounts opened in the name of Michael D,
Cohen & Associates.
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f. Evidence relating to Cohen’s net worth, available cash and cash equivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from Janvary 1,
2013 to the present.

g. Evidence relating to agresments, loans, andfor f{inancial transactions between
and/or entities conirotled by

Cohen and
) and any payments by_to Cohen, from January

1, 2012 to the present,

o. Communications with others, including and/or other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from Janvary 1, 2013 to the
present. '

p. Communications, records, documents, and other files reflecting false
representations to 4 financial institution related to the intended purpose of an account or loan at
that financial institution; the natore of any business or entity associated with an account at a
financial institution; the source of funds flowing into an account; or the purpose or natwre of any
financial transactions involving that financial institution, from Januyary 1, 2013 to the present.
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if the Government determines that Subject Device-2 i no longer necessary to retrieve and
preserve the data on the device, and that Subject Device-2 is not subject to seizure pursnant to
Federal Rule of Criminal Procedure 41{c), the Government will return Subject Device-2, upon
request.

Additionally, review of the items described in this Attachment shafl be conducied pursuant
to established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-clietit or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to address
. potential privileges.
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AO 93 (SDNY Rev. 05/10) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

In the Matter of the Search of

(Briefly describe the property o be searched
or identify the person by name and address)

An Apple iPhone with Phone Number-
See Attachment F

SEARCH AND SEIZURE WARRANT

Case No.

e e

[o:  “Any authorized |aw enforcement officer — ) T

An application by a federal law enforcement officer or an altorney for the government requests the search

of the following person or property located in the Southern District of New York
(identify the person or describe the property to hepocscted aud cive jis location).
An Apple iPhone with Phone Number yee Attachment F

The person or property to be searched, described above, is believed to conceal (identify the person or describe the
propery 1o be seized);

See Attachment F

1 find that the affidavit(s), or any recorded testimony, establish probable cause to search and scize the person or
property.

YOU ARE COMMANDED to cxecute this warrant on or before A~y V8

{not fo exceed 14 days)

# in the daytime 6:00 aun. to 10 p.m. O at any time in the day or night as I find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court.
Upon its retusn, this warrant and inventory should be filed under seal by the Clerk of the Court.

USM.T Inftials

(7 I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 {except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the approprm:‘e box) Ofor _days (not io exceed 30).

Cuntil, the facts justifying, the later specific date of

Date and time issued: ‘A~%{E 77 f"l&rn /4 { H‘z'p.ly 6 P ~ Viewn

[ Fudge’s signature

City and state:  New York, NY Hon. Henry B. Pitman, U.S. Magistrate Judge

Frinted name and title
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AD 93 (Rev. 01/09) Search and Seizure Warrant {Page 2)

Return

Case No.: Date and time warrant executed; Copy of warrant and inventory left with:

Tnventory made in the presence of

Inventory of the property taken and name of any person(s) seized:

et

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant
to the Court.

Date:

Executing officer’s signature

Printed name and titie
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ATTACHMENT F
I. Device Subject to Search and Seizure — Subject Device-2

The device that is the subject of this search and seizure warrant (“Subject Device-2”) is
described as follows:

An Apple iPhone serviced by AT&T with the telephone number _

During the execution of this search warrant, law enforcement personnel are authorized to
depress the fingerprints and/or thumbprints of Michael Cohen onto the Touch ID sensor of Subject
Device-2, or hold Subject Device-2 in front of Cohen’s face to activate the Face ID sensor, in order
to gain access to the contents of any such device as authorized by this warrant.

L. Review of ESI on the Subject Device

Law enforcement personnel (including, in addition to law enforcement officers and agents,
and depending on the nature of the ESI and the status of the investigation and related proceedings,
attorneys for the government, attorney support staff, agency personnel assisting the government in
this investigation, and outside technical experts under government control) are authorized to
review the ESI contained on Subject Device-2 for evidence, fruits, and instrumentalities of
" violations of 18 U.S.C. §§ 371 (conspiracy as it pertains to the other Subject Offenses), 1005 (false
bank entries), 1014 (false statements to a financial institution), 1343 (wire fraud), and 1344 (bank
fraud), and 52 U.S.C. §§ 30116(a)(1)(A) and 30109(d)(1)(A)(1) (illegal campaign contributions)
(the “Subject Offenses™) described as follows:

a. Evidence relating to Sterling National Bank, Melrose Credit Union, and/or taxi
medallions, from January 1, 2013 to the present.

b. Evidence relating to a plan, proposal, or agreement for Michael Cohen and/or
entities associated with him to transfer any interest in taxi medallions, and any associated debts or
liabilities, to others, including to_ and/or entities associated with him. '

c. Evidence relating to a plan, proposal, or agreement to modify loans that Cohen has
with Sterling and/or Melrose.

d. Evidence relating to Essential Consultants, LLC, including any documents or
communications that indicate the nature and purpose of payments made to or from Essential
Consultants or the nature of any work done by Cohen or any other individuals in connection with
Essential Consultants.

e. Evidence of income to Michael D. Cohen & Associates, including any documents
or communications that indicate the nature and purpose of payments made to or from Michael D.
Cohen & Associates, or evidence of the purpose of accounts opened in the name of Michael D.
Cohen & Associates.
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f. Ewvidence reclating to Cohen’s nct worth, available cash and cash cquivalents,
monthly and annual income, income sources, and other assets, whether held personally or through
entities, including tax returns, personal financial statements, and bank records, from January 1,
2013 to the present. -

g. Evidence relating fo agreements, loans, and/or financial transactions between

and/or entities controlled by [N

and any payments by [ to Cohen, from January

Cohen an¢

1, 2012 10 the present.

0. Communications with others, including_mdfor other accountants,
relating to Cohen’s bank accounts, taxes, debts, and/or finances, from January 1, 2013 to the
present.

p. Communications, records, documents, and other files reflecting false
representations to a financial institution related to the intended purposc of an account or loan at
that financial institution; the nature of any business or entily associated with an account at a
financial institution; the source of funds flowing into an account; or the purpose or nature of any
financial transactions involving that financial institution, from January 1, 2013 to the present.
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If the Government determines that Subject Device-2 is no longer necessary to retrieve and
preserve the data on the device, and that Subject Device-2 is not subject to seizure pursuant to
Federal Rule of Criminal Procedure 41(c), the Government will return Subject Device-2, upon
request.

T e v s e et

i

Additionally, review of the items described in this Attachment shall be conducted pursuant
to established procedures designed to collect evidence in a manner reasonably designed to protect
any attorney-client or other applicable privilege. When appropriate, the procedures shall include
use of a designated “filter team,” separate and apart from the investigative team, in order to address
potential privileges. '

s g

B el B
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