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RCI Mobile consists of sophisticated, discreet & proven Mobile Phone Applications compatible
with most of today’s modern smart phone devices. RCI Mobile is capable of obtaining nearly
every mobile phone activity and reporting it silently & remotely to a secure & easy to use remote
web panel.

Universal Web Panel | Our user friendly web panel can be installed on nearly any LAMP server
in a matter of minutes. Installation can be performed by our team, or the panel can be packed
for self-install by your IT Team. Key Features Include:
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User Friendly Dashboard View for quick device/user insights

Keyword search feature - search for any keywords in your web panel account data and
view the results nicely organized and structured. Keyword search can be performed
across users and multiple data types including call logs, images, chats, sms, contacts,
emails & more.

100% secure & private with 99.99% uptime

View live GPS Details (when app is configured to do so) on a map, including past GPS
history.

Geo Tagged Data points

Cell ID & Network/WiFi Location capable (when GPS is not available, plugs into the most
popular Cell ID DB's)

Sortable Data

Bulk Download Options

Remotely Configure Application Settings directly from your Panel Account

Set custom avatars for each user/device in the system

Set a GPS Leash/Fence for the target device and receive an SMS or Email alert when
the device enters or leaves the area

Panel connectivity has been optimized to prevent flooding

Media files are compressed when possible before uploading

Full Remote License & Settings Management

Optional Fall Back Server Configuration Available

Offline Data Access

Support for multiple admins with flexible permissions levels

Schedule Application Settings
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Below is a list of remote commands waiting to be transmitted to the target device. Once the application receives the commands, they will be removed from the list.
Galls Name Command Text Date & Time Status Action
Messaging No commands in the queue.
Chat 4 Send acommand
Media Please use the form below to send a command to the target device.
Location =
Choose Command VALY TNENE)]
s Contact Upload current GPS to Web
onacs Get SMS GPS Locations
Command Format: Enable TRa
Office Disable TRa
Retrieve Settings
Service credentials Start Recording
Stop Recording
Mobile Device Enable Auto settings download
Disable Auto settings download
E o —

Figure 4 Remote Commands View

RCI Mobile runs on the majority of Today’s Smart Phone Devices. Deployment literally takes
seconds. Simply browse to our automatic device detecting URL which will automatically prompt
you to install, accept the default device installation prompts and you’re done. Alternatively send
the target device a simple link via Email or SMS (which can be masked using various social
engineering methods). RCI Mobile comes pre-configured with your desired settings and from
there can be controlled & configured 100% remotely. Available Features vary based on the
device & OS and are listed below.
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C1IN230I125 | ANDROID OS 2.3 & above
(Installation via automatic device detecting URL).
Installation file can mimic customers preferred application.
Install Trojan by Single URL —Exploits or Silent SMS

FEATURE OVERVIEW
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Record Live Calls (On many Android Models & OS versions root typically not required )
Discreet Running Application that is virtually undetectable even by tech savvy mobile
users

Automatically runs on device reboot

Auto On GPS - Tracks GPS even if it's turned off in the Device Settings

Uninstall Prevention (New! No Root Required!)

Responds to silent Remote Commands allowing you to remotely trigger audio, photos &
video recording

Live, On Demand Audio Monitoring that’s 100% undetectable. Live Audio can be
optionally recorded and will merge in any call making it the best audio monitoring feature
available.

Optional Automatic deletion of uploaded media

Automatically restarts itself even when shut down by the OS

Report Incoming & Outgoing Call Logs (Caller Number/Contact Name, Time & Date)
Report Sent & Received SMS / TXT Message Logs (Sender Number/Contact Name,
Time & Date)

Report New Contacts

Report GPS Location or Cell ID Details (when GPS is not available) that can be viewed
on a map or sent as a Google Maps formatted URL via SMS. GPS can be reported at it's
own set interval independent of the reporting interval

Upload Newly Taken Photos

Upload Newly Taken Videos

Record VolIP Calls

Report Whatsapp Chats

Report Whatsapp Audio Notes/Chats

Report BBM Messages

Report Telegram Messages

Report Facebook Activity

Report Facebook Photos

Report Snapchats (Chats, Video, Photos including Self Destructing — requires root)
Report Calendar Activity

Report Website Activity

Report Viber, Skype, Twitter, VKchat, Telegram, Wechat Chats

Remotely Configure Settings from Web Panel

Robust Set of SMS commands for general application interaction & configuration
Manage Settings Remotely via Web Panel

Display Wifi Status

Display Mobile Data Status

Display Bluetooth Status

Display Mobile network

Display Device storage

Display Active device

Last connection Status
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Current Upload Event Display
Used Disk status

Report Wifi Hostspot

Report Chrome

Report Firefox
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REMOTE FEATURES/COMMANDS:
Reboot the device
Uninstall application
Send debug log

ADDITIONAL FEATURES:
Remote Screenshots
Spy Call (remote listen in)
Hide Root / Block Root from other Apps/Services
Uninstall Prevention
View/Block Running Applications list
Schedule Application Settings
Live Real-Time Ambient Audio Streaming/Intercept
Remote, Automatic Application Updates (Requires Root)

DATA REPORTING OPTIONS

v" Upload data to secure remote web panel
v' Send data to a preset Email Address

v" Report Data in instantly Real time

v" Report Data at a scheduled time

v Upload Media on WiFi Only

Hardware Requirement: Xeon Processor with 128GB RAM, 2 TB HDD with Internet

% iPhone | iOS+ (non-Jailbreak) - 6.1.3 & above (Installation via automatic device detecting
URL - Requires Apple Developer Certificate, We provide for clients) Installation file can mimic
any application.

Also Install by Exploit —single URL or silent SMS
FEATURE OVERVIEW

Report SMS Logs

Report Contacts

Report Calendar

Report Email (Gmail, Outlook)
Display Wifi Status

Display Mobile Data Status
Display Bluetooth Status
Display Mobile network
Display Device storage

LU
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Display Active device

Last connection Status

Display Battery Level

Device Model

Current Upload Event Display

Used Disk status

Report GPS

Report Cell ID

Network Location

Recent Device Location

Report GPS COORDINATES LIST

Display GPS LEASH

Display GPS Route

Wifi Access Point

Report Facebook

Report Skype Chats & Calls

Report Whatsapp Chats & Calls

Remotely trigger Whatsapp message sending to any number or contact
Report Wechat

Report VK chat

Report Shoto Chat

Report Telegram

Report Viber

Report FB Messenger

Report BBM chat

Report Snapchat

Report Chrome

Report Gmail

Remotely trigger Push Notification

Remotely Trigger Various Dialogs for Password/Credential Collection
Installs directly through a simple URL (no Cydia required)
Ability to package application to appear as any other application
* Additional 3rd party app tracking can be added upon request

N N N N N N N N N e e e N N N N NN

REMOTE FEATURES/COMMANDS:
Upload current GPS to Web
Get SMS GPS Locations
Start Recording
Stop Recording
Send WhatsApp Message
Take a photo with the front camera
Take a screenshot and upload it

ADDITIONAL FEATURES:
Report Photos
Report Video
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Spy Call (remote listen in)
Skype Voice Call recording

SPECIAL FEATURE:-
Schedule Application Settings

DATA REPORTING OPTIONS

v" Upload data to secure remote web panel
v' Send data to a preset Email Address
v Report Data in instantly Real time

Hardware Requirement: Xeon Processor with 128GB RAM, 2 TB HDD with Internet



