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Sir,

I have the honour to refer to your Note of today's
date regarding proteéction of classified 1.nformation
exchangéd between oﬁr two Governments.

The proposals @ade thereln are acceptable to.Her
Majesty's Government in the United Kingdém.

fhe t&pes of infprmation designafed'by my Governmenﬁ
to which the arrahgements would abply are'ail information
furnishea by.Her Majesty}s Government in the United Kingdom
'anc_i- classiried "chfidential", "Secret" or "Top Secr;t".

I avall myself of this opportunity to renew to you,

Sir, the assurances of my highest consideration.

The Honorable .Dean Rusk,
Department of State,

: Washington, D.C.
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" Annex of Gezeral Eecurlty Proccdures [BELEASE N FULL]

1., Official information siven & security classificatioa by
pitaer of our two Goveranents or by agreerent of cur twe Covernments
end furnished by either Covernment to the other through Government
chanrels will be assigned a clossification by eppropriate suthorities
of the reéeivim Government whica will assure a éepree of protection
egrivelent to or grester than that required by the Gevernment m-o
niohing the informetions

2, e seciplent Covernment ¥111 not use such infor=stion for
other thaa the purposes for vhich 1t was furniched and uill not

_ discloss sucﬂ information to a third Covernuent without the prior
consent of the Coverarent which furaished the ini‘onmtién.

3., With vespect to such information furnisied in conaection
with cohtracts zede by either Covermment, $ts ugencies, or privé:ta
entitles or individunls Imtmi:x its territory vwith thw oiz—r;ar covern=
went, its agencies, or private entities or individuals within its
territory, the Government of the country in viaich nerfomsmanice wnder
the cartreet is taking place will essuﬁe regponsivilicy for e,d:ninis-‘
tering psecurity uea.mrés for the protection of such@_i_giqdf “infore
matien in accordance with standerdés and mquirenénts viiich are Ma
istared by that Covernmeat 1a the caese of contractuel arrangements
involving information it originated of the saze seéurity classificaticon,

\ Prior to the release of any such information whica is classified
qowmm. or higher to any contractor or prospective contrector,
the Governmeant considérin:; release of the jiuformatioa will unders

teke to ensure that such coatrusctor or prospef:tive contractor and
his facility bave the cepability to protact the cleseified infors
nation adequately, will great en appropriste facility clearaance to
this effect, and will undertakte, 1a eccordance with national prage~

- tice, to grant eppropriste security clearsnces for all personnsl vhoso

duties wuld require access to the elassified information.
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4, fim recipient Govermment will olso:

e Inzure that fll wrsons having eccess to ‘such class zied
inrorration ara informed of tnelr reaponaibil.iti:es to protect
the informéion in accorderce witi spplicchle laws.

‘be  Carry cut security inspections of facilities within its
territory walch are engs;ed m contracta dnvolving such classie
fied information. '

. Asé;.m thot access io su'ch clessified 1uforqaation et
facilitics escribed fn suiparagreph b is lizited to those persons
who require 1t for cfficial purposes. Ia thie comection, a
request for authorization to visit such a fucility When access
t0 the clasaificd 1:&’-31‘&;1;103 is iavolved will be subnlited to
the eppropriete dopartzent or sgency of ths JEO'\'erz:amnt wrere the
Cacility As Joecated by on ajency designated for tonis purpose
by the other Covarnment, zud the reuest will izcluds g ststee
zent of the security cleavence and cfficial status of the
visitor end of the necesszity for the visit. ‘¥Ylanket asthorizge

“tions for visits over extended périods B2y be srranged. The
Government to vhich the request is submttea’ w11l be responsible
for edvising t}ve coatroctor of the pmposed vigit and for

.a.uthorizln;' the vicit to be m.de.

5« Costs incurred in ccndacting s«curity imvestizationa oy .. -
inspeetions required hereunder will ':ot be sub.ject to relxbursement..

6. Clossifiad informniion and materisl will te tramsferved
: Snly on o éovpmmnt-fﬁogovernmnt bésis. .

Ts Tha Coverapent which is the recipient of material produced .
under contmt in the territcry of the otaer sovernzant mmertskne
to protect classified information containsd therein in the same manner

a8 it protects its ovn classified inforwation.
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-SECURITY PROCEDURES FOR INDUSTRIAL OPERATIONS BETWEEN THE
MINISTRY OF DEFENCE OF THE UNITED KINGDOM AND THE DEPARTMENT
OF DEFENSE OF THE UNITED STATES (INDUSTRIAL SECURITY ANNEX)

1. PURPOSE

a. The following procedures have been developed to implement the
provisions .0of the General Security Agreement between the Government of the
United States and the Government of the United Kingdom, entered into on
April 14, 1961, as amended. That agreement provides for thé safeguarding
of all classified information exchanged between the governments. This

- Annex will apply to those cases in which contracts, subcontracts,
pPrecontract negotiations or other government approved arrangements
involving classified information of either or both countries, hereinafter
referred to as classified contracts, are placed or entered into by or on
behalf of the Government of the United Klngdom (UK) in the United. States
(US) or in the UK or by or on behalf of the Government of the Un;ted
States in the UK or in the US.

b. This Annex will not apply in the case of contracts that will
involve access to information that would not be releasable under
applicable national disclosure policies. Firms which are under the
ownership, control, or influence of .a third party country are not eligible
to be awarded classified contracts. Requests for exception to this
requirement may be considered on a case-by-case basis by the releasing
government. Such requests should identify the source; the extent and

other pertinent particulars of the forexgn ownership, control or
influence.

UK G
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C. For the purpose of this Annex classified information is that
official information which has been determined to require, in.the
interests of national security of the owning or releasing government,
protection against unauthorized disclosure and which has so been
designated by appropriate security authority. This embraces classified
information in any form, be it oral, visual or in the form of material.
Material may be any document, product or substance on, or in which,
information may be recorded or embodied. Material shall encompass
everything regardless of its-physical character or makeup including
documents, writing, hardware, equipment, machinery, apparatus, devices,
models, photographs, recordings, reproductions, notes, sketches, plans,
prototypes, designs, configurations, maps and letters, as well as all
other products, substances or materials from which information can be
derived. :

2. GENERAL

Upon receipt of classified information furnished under this Annex, the
receiving government! shall undertake to afford the information with
substantially the same degree of security

1 .
a. The term "government" as used in this Annex for the United States
refers to the Department of Defense; Department of Defense agencies;

the Departments of the Army, Navy, and Air Force: and the National
Aeronautics and Space Administration.

b. The term "government" as used in this Annex for the United Kingdom
refers to the Ministry of Defence (including the Central Staffs, the
Navy, Arm and Air Force Departments and the Procurement Executive).

2
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protection as$ afforded it by the releasing government. The receiving
government shall be responsible for information so received while it is
within its territorial jurisdiction and while it is possessed by or '
furnished to persons authorized to visit abroad pursuant to this
arrangement. The United States Defénse Investigative Service (DIS) and the
Directorate of MOD Security (D MOD Sy) of the UK Ministry of Defence will
assume responsibility for administering security measures for a classified
contract awarded to industry for performance in their respective countries
under the same standards and requirements as govern the protection of
their own classified contracts.

a.  Inspection. The designated government agency shall ensure that
necessary- industrial security inspections are made of each contractor
facility engaged in the performance of; or in negotiations for, a
classified Contract.

- b. Security Costs. Costs incurred in conducting security
investigations or inspections shall be borne by the government rendering
the service. Costs incurred by either of the two governments through
implementation of other security measures, including costs incurred
through the use of the diplomatic courier service or any other authorized
official courier service, will not be reimbursed. There shall be
provisions in classified contracts for security costs to be incurred under
thHe contract, such as special costs for packing, transport and the like,
which shall be borne by the party for whom the service is required under
the contract. If, subsequent to the date of .contract, the security
classification or security requirements under the contract

UK
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UK

are changed, and the security costs or time required for delivery under

the contract are thereby increased or decreased, the contract price,

delivery schedule, or both, and any other provisions of the contract that

" may be affected shall be subject to an equitable adjustment by reason of
such increased or decreased costs. Such equitable adjustments shall be
accomplished under the appropriate provisions in the contract governing
changes.

C. Security Clearances. Clearances of contractor facilities and
individuals that will possess or be authorized access to classified
information shall be processed aCCOrding to the pertinent regulations of
the country having responsibility for administering security measures for
the classified contract. .

d. Orientation. The designated government agency shall ensure that
contractors or subcontractors having access to the classified information
are furnished instructions setting forth their responsibility to protect
the information in accordance with applicable laws and regulations.

e. Transmission. Transmission of classified information and material
shall be made only through representatives designated by each of the
governments. This procedure is commonly known as transmission through
government-to-government channels. As an exception, the US may transmit

- classified material directly to a firm located in the US which is under
the ownership, control, or influence of a UK entity, and the UK may
transmit such information directly to a firm in the UK which is under the
ownership, control, or influence of -a US entity provided such firms have

- been granted a reciprocal security clearance
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under Appendix C of this Annex and the information is determined to be
releasable under the national disclosure policy of the relea51ng
government. ‘

(1) For each classified contract, the contractor shall be
informed of the channels of transmission to be used.

(2) Material shall be prepared for transmission in accordance
with the regulations of the country from which the material is to be
dispatched.

f. Public Release of Information. Public release by a contractor or
subcontractor of any information pertaining to a classified contract shall
in the US be governed by the Department of Defense Industrial Security
Manual {DoDISM), DoD 5220.22-M, and in the UK by "Security in Industry".
In the case of a UK facility with a US classified contract, initial prior
review and approval shall be governed by "Security in Industry"” with final
approval by the appropriate US authority. In the case of a US facility
with a UK classified contract, initial prior review and approval shall be
governed by the DoDISM with final approval by D MOD Sy.

g. Marking. The responsible agency of the sending government
shall mark classified information with its appropriate classi
fication marking and the name of the country of origin prior to
transmittal to the receiving government. Upon receipt, the
information shall be assigned an equivalent classification and
so marked by the recipient government agency as follows:
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Pt

April 14, 1961

(RELEASE IN FULL|

Excallencys
X heve ‘?Lhe Lonor 50 refer to recent discussions betimen
representa’tiw.fes of our z'ea;')ective Governuspts concerainy the desiras. -
bil?»’by ol extending to ell clessiiled infom'atiou-éxchs\.ngad ﬁe’cveen
our tw (overnreats the same peinciples vhich our Covemu:snts heve
egreed "i‘ro é;;\ply in gafeguerding clacsifled ini‘oma?ion covered.by
the Securlty Agverment by the fsrties to the ):-.'ortﬁ Atlanbic Ireety,
trgpr::;fc:i % tkz.: Borth Atlsntic Council oa Jamuery ‘6, 1250, aed the
Basic Principlés end Hindlmum C‘:»andarus ¢t éecx_zrii:y, s'pprovei vy the
- Counatl on March 2, 1555 {iA70 Pocuzent Coi(55)15(Finsl)), and ;;:e
fesurity Ag_me:r;mt betieen the Un..'Ltc-.:d Gtatas ond United Kingdom
C‘hiéfs of stéff_ spproved in e&ggust 3948, |
Hecopnizing thet
Eﬁe Nonorsble

Sir Yerold Caccla, GeCoMeGo, KeCoVa00,

Dritich Amba.aaador..
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c e
T'ecognizing that 1m3te§tioa of ell claseified int_‘of:.ation COTm
ranicated diract)y or iadiroctly be't};tean our govermxwata is esagnt}a.l
to the national pafety end security Qf both our countries, I have
The honer to cuszgest the following rmvual understanding for tae

protection of such information, awuwely, that the recipients

@e W1l mot relesse the lnformation to & third Covernment witiout

the ayoroval of thae relessing Government.

De 'F?iJJ. wndarizze 10 afvoxrd the i:xi‘ornation‘m'.‘catmwiall;{ the
ceme degree of protection efforded it by the selcesing
Governmeat.

¢s Ll not use the informstion for otker than the purpose
civen. -

d.‘ Vi1l respect privato rights, such as patents, copyrights,

or trade pecrets wiich are .in'volve& in the inforzation.
Hothing in the arramge:n.nt prepased in this 4mte’ gaall be neld
to impair exi.stix;g exyeenents and arraa‘,c;.ugnte ;i‘o;: séi‘eguaxding
claszgified military inforuation or to epply to informatica for which
gpeclal pzfovision has .be.an iz2dy, such a&s atomic einergy inforuwation
vnich the United Ststos desiguates ms Restrictzd Dauta. Gubject to
this quelificetion, the errougement proposed in ﬂ.!;.I_aia nwotse m;.nld

apply to all informotion furnished by the United States Goverament

1

g _ .
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end claspified "Confidential”, "Secret”, or "Top Secret” and to.

such Information designated by Nler Majesty's Covernment in the
United Kinzdom £ coming within the purviev of this arrengemeut.

'Eh_a deteils regarding channels of cormunication and the epplie
cat‘ior.z of ;:ba forsgoing principles would be the pubject of technical
erransersnte between appropriate aa;ncies of our rszpactive'covern-
nents.

it thé foregp;ns 19 ecceptuble to your Govermmant, 1 proposs
that thig note and your reply to taet effect, designsving the types
of information your Covernment wiches covered, shall Le regzarded
85 phcing on :.;epord the mtual undeyetanding ;-eac%led beticen the
Goveraents onAtbis'éatter vhich ;hall tecoms effecgiva as from
the date of your ;eﬁly.

Acccpt; Eﬁcel;ency, the 1enewsd agsurﬂnces';f uy highest cone

v . dlderation.

Por the Seeretary of State:

Ivan B, White
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