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remotely. powered on the Pagliano Server and confirmed for Mills that no

additional data existed on any server equipment, as all data was migrated to the PRN

Server V¥-367.368

364.365.364

(U/AESHO) Investigation indicated that on March 25, 2015, PRN held a conference call with
President Clinton's staff. ****™ In his interviews with the FBL, ndicated that sometime
between March 25-31, 2015, he realized he did not make the e-mail retention policy changes to
Clinton's clintonemail .com e-mail agcount that Mills had requested in December 2014.*"" In his
FBI interview on February 18, 2016 indicated that he did not recall conducting
deletions based upon this realization.”’” In a follow-up FBI interview on May 3, 2016

indicated he believed he had an “oh shit” moment and sometime between March 25-31, 2015
deleted the Clinton archive mailbox from the PRN server and used BleachBit to delete the
exported .PST files he had created on the server system containing Clinton's e-mails.*”
Investigation found evidence of these deletions’™ and determined the Datto backups of the PRN
Server were also manually deleted during this timeframe.’”” Investigation identified a PRN work
ticket, which referenced a conference call among PRN, Kendall, and Mills on March 31,
2015.7*" PRN's attorney advised] not to comment on the conversation with Kendall
based upon the assertion of the attormey-client privilege.””

U/AFOHO) Investigation identified a March 9, 2015 e-mail to PRN from Mills, of which
was a recipient, referencing the preservation request from the Committee on

Benghazi. " dvised during his February 18, 2016 interview that he did not recall
seeing the preservation request referenced in the March 9, 2015 e-mail.*™® During his May 3,
2016 intewiew,ljndicated that, at the time he made the deletions in March 2015, he
was aware of the existence of the preservation request and the fact that it meant he should not
disturb Clinton's e-mail data on the PRN Server.™ blso stated during this interview,
he did not receive guidance from other PRN personnel, PRN's legal counsel, or others regarding
the meaning of the preservation request,”® Mills stated she was unaware thaf ad
conducted these deletions and modifications in March 2015.** Clinton stated she was also
unaware of the March 2015 e-mail deletions by PRN.**

3. (UAFOHO) Results of FBI Review of Clinton E-mails Stored and Transmitted on
Personal Server Svstems

A. (U FOC) Quantities of Clinton's i-mails Recovered from Personal Server Systems

(UAFOH6) To date, the FBI has recovered from additional data sources and reviewed
approximately 17,448 unique work-related and personal e-mails” from Clinton's tenure
containing Clinton's hdr22(@clintonemail com™* e-mail address that were not provided by

* (L/HPeE0) FBI {orensically idemificd deletions from the PRI Server on March 8. 2015 of PST files not associated with
Climon's e-mail account or domain, and other senver data.

“ (L AFOEEY These approximately 17348 ¢-mails were determingd to be unigue from the c-mails provided by Williams &
Connolly as pant of Clinton's production to the FBIL through a distinctive Intemet Message ID. These files do not include
documents or partial e-mail files without an Imernet Message [D in the meladaia,

(LTS The approximate 17448 ¢-mails may comain chains of e-mails in which Clinton is noi on the most recem "To.”
“From,” "CC." or "BCC linc.

Page 19 of 47

SECRETHORCOMNEOTOR)

HRC-19

bl
b3
B7E

b6
b7C

be
BC

bé
biC

bl
b3
b7E



Case 2Qa&seiNY-88-MHBb- Ik uDeouiént BB8 OBiEL IRY/F2AHE 2Rageo31Paies|D #:91
SEC RN

Williams & Connolly as part of Clinton's production to the FBI, including e-mails from January
23, 2009 through March 18, 2009,%%°

B. (U #6664 Classification Portion Markings in F-mail Recovered from Personal Server
Systems

(UAFOTO) The FBI identified three e-mail chains, encompassing eight individual e-mail
exchanges to or from Clinton's personal e-mail accounts, which contained at least one paragraph
marked “(C),” a marking ostensibly indicating the presence of information classified at the
CONFIDENTIAL level. "% The emails contained no additional markings, such as a header
or footer, indicating that they were classified. State confirmed through the FOIA review process
that one of these three e-mail chains contains information which 1s currently classified at the
CONFIDENTIAL level ““** State determined that the other two e-mail chains are currently
UNCLASSIFIED.*™*" State did not provide a determination as to whether any of these three e-
mails were classified at the time they were sent.

(UAFOHO) When asked about the e-mail chain containing “(C)” portion markings that State
determined to currently contain CONFIDENTIAL information, Clinton stated she did not know
what the “(C)” meant at the beginning of the paragraphs and speculated 1t was referencing
paragraphs marked in alphabetical order. 4dd-392 Clinton identified 2 “CONFIDENTIAL” header
and footer (inserted in the document by the FBI prior to the interview) and asked if the “(C)”
related to the “CONFIDENTIAL” header and footer.™* Clinton did not believe the content of the
e-mail was classified and questioned the classification determination.” When asked of her
knowledge regarding TOP SECRET, SECRET, and CONFIDENTIAL classification levels of
USG information, Clinton responded that she dld not pay attention to the “level” of classification
and took all classified information seriously.”

(. (U000 Classified Information Found in Clinton's F-mails on Personal Server
Systems

(U/Ae86) FBI and USIC classification reviews identified 81 e-mail chains containing
approximately 193 individual e-mail exchanges™ that were classified from the
CONFIDENTIAL to TOP SECRET levels at the time the e-mails were drafted on
UNCLASSIFIED systems and sent to or from Clinton's personal server. Of the 81 e-mail chains
classified at the time of transmittal, 68 remain classified. Twelve of the e-mail chains, classified

U (| RS According to Climon's campaign website. Clinion only provided Staie her work-telaied ¢-mails dated afier March
18. 2009 E-mails from January 21. 2009 10 March 18, 200% were not producced to State or the FBI by Williams & Connolly.
According (o Samuelson and Mills. ihey were unable o locate Clinton's e-mails from this period. The ¢-mails from this time
period were nol provided to them by PRN, and they belicved the c-mails were not backed up on any senver. [nvestigation
determined some of Clinton' s c-mails from January 23. 2009 10 March 17, 2009 were captured through a Datto backup on Junc
292013, However. the ¢-mails obtained are likely only a subsct of the e-mails seai or received by Clinton during this time
period.

EU/HPEEE) The ihree e-mail chains comtaining the portion mark of “(C)” are not considered as pan of the group of c-imails
classified throngh the FBI classification review becausce State has not responded to the FBI request for classification
determinations for these ¢-mails,

W UHESEE) Carlier in her FBI interview, when asked what the classification marking “(SBU)" meant, Climon comeetly stated
Sensitive But Unclassificd.

B (U/Heea Duc 10 the limiied insight imo other USG and personal e-mail accounts. the imvestigation was unable 10 determing
if c-maiis from the classificd c-mail chains were forwarded to other USG or personal c-mail addresses.
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by State as SECRET or CONFIDENTIAL, were not among the approximately 30,000 e-mails
provided to State and the FBI by Williams & Connolly. In addition to State classified equities,
the investigation determined the 81 e-mail chains contained classified equities from 5 other
USIC agencies: the CIA, DOD, FBI, National Geospatial-Intelligence Agency (NGA), and
National Security Agency (NSA).
(S8/FOEA) The 81 classified e-mail chains contained 8 e-mail chains classified TOP SECRET,
37 e-mail chains classified SECRET, and 36 e-mail chains classified CONFIDENTIAL at the
time they were sent. Of these e-mail chains, 7 e-mail chains contained information associated
with a Special Access Program (SAP) and 3 e-mail chains contained Sensitive Compartmented
Information (SCI).™ Of the 81 classified e-mail chains, 36 e-mail chains were determined to be
Not-Releasable to Foreign Governments (NOFORN) and 2 were considered releasable only to
Five Allied partners (FVEY), E;
Sixteen of the e-mail chains, classitied at the time the e-mails were sent, were downgraded in
current classification by USIC agencies.
(S//OCAHT
- (S/OERW
- (S/OENF
- (S/ERE
bl
- (S/eEAH b3
I |
- (S/roEME
- (S/IOEMNH
- (S//ochlE
(U/AHE0) The State FOIA process identified 2,093 e-mails currently classified as
CONFIDENTIAL or SECRET. Of these e-mails, FBI investigation identified approximately 100
e-matls that overlapped with the 193 e-mails (80 e-mail chains) determined through the FBI
M L #4583 One of the TOP SECRET/SCI c-mails was downgtaded 10 a current elassification of SECRET/REL TO USA.
FVEY by the owning agency during a FOlA-rclated review.
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classification review to be classified at the time sent. All except one of the remaining 2,093 e-
mails were determined by the State FOIA process to be CONFIDENTIAL, with one e-mail
determined to be SECRET at the time of the FOIA review 88" State did not provide a
determination as to whether the 2,093 e-mails were classified at the time they were sent.

(U/AeH8) The FBI investigation determined Clinton contributed to discussions in four e-mail
chains classified as CONFIDENTIAL, three e-mail chains classified as SECRET/NOFORN,
and four e-mail chains classified as TOP SECRET/SAP. Investigation identified 67 instances
where Clinton forwarded e-mails to either State personnel o or printing that were
identified as classified CONFIDENTIAL or SECRET through either the State FOIA process or
FBI classification determination requests.

b6
b7cC

(U/A0B0) FBI investigation determined at least 32 classified e-mail chains transited both the

personal e-mail account of Clinton and the personal e-mail accounts of Abedin, Mills, Sullivan,

of ____ ]"One of these e-mails was TOP SECRET/SCI at the time of transmission, and is o
currently considered SECRET//REL TO USA, FVEY, five were classified as bic
SECRET//NOFORN and one as SECRET both when sent and currently; two were classified

SECRET when sent and are CONFIDENTIAL currently; one was classified as SECRET when

sent and 1s UNCLASSIFIED/FOUO currently; 16 were classified CONFIDENTIAL both when

sent and currently, five were CONFIDENTIAL when sent and UNCLASSIFIED//FOUO

currently; and one was CONFIDENTIAL when sent and UNCLASSIFIED currently "

Investigation determined at least 80 e-mails from the 2,093 e-mails deemed classified through

the %tate_llfOIA process were sent to or from the personal accounts of Abedin, Mills, Sullivan, or

D (U TS Withess Statements Related to Classified F--mails Found on Clinton's
Personal Server Systents

(UHAFEH0O) The FBI interviewed multiple officials who authored and/or contributed to e-mails,
the content of which has since been determined to contain classified

information, *7-397:398:399-400.401 402,403,404 405406407408 {105 el ovees responsible for initiating
classified e-mail chains included State Civil Service employees, Foreign Service employees,
Senior Executive Service employees, Presidential appointees, and non-State elected officials.

(U//FeH0) During FBI interviews, the authors of these e-mails provided context surrounding
the e-mails in question as well as reasons for sending the e-mails on unclassified systems.

S UHPE0) Investigation determined the following types of c-mails were not included in the list of 2.093 c-mails classified
through the Statc FOIA review: TS/SAP c-mails: c-mails not produced to State by Williams & Connolly: formerly classificd c-
mails now considered UNCLASSIFIED: and classified c-mails improperly released during FOLA production,

M ¢ FeRE) Two attachments labeled as SECRET through State FOIA process were not tracked as separate classificd
documents in the FBI's classification review.

“{U/FeE8) Die to the limited insight into other USG and personal e-mail accounts, FBI investigation was unablc to determing
if ¢-mails from classified c-mail chains were forwarded to other personal e-mail

B¢ /e In addition to the personal accounts of Abedin, Mills, Sullivan, anqﬁscwn classificd c-mail chains were bé
initially drafied in or sent from the privaie c-mail accoumns of five non- individnals. (o include Kerry and Blumenihal, b7C
W (C/FEE8) Personal e-mail accounts of Abedin, Mills. Sullivan, anﬁappcarcd in the "To.” “From.” or "C{" ling of

the c-mail. Imvestigation was not ablc to detcrmine if additional personal accounts were blind carbon copied {BCC™).
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Individuals who worked in the State Bureau of Public Affairs" often accessed classified
information to understand the context of unclassified information that was to be disseminated
publicly.* The Public Affairs officials primarily relied upon reporting from country desk
officers to generate talking points and believed the country desk officers were experienced in
protecting sensitive information within their reporting. '’ The Public Affairs officials were also
responsible for notifying State leadership of impending reports by the news media regarding
sensitive or controversial topics.*'! Furthermore, a former DOD official explained that he sent an
e-mail, since deemed to contain classified information, in order to quickly coordinate public
affair;sl responses by State and DOD with respect to a specific incident referenced 1n the e-

mail.” "

(U/AFOHO) Individuals, including those in the State Operations Center (Ops Center), ™" who
were responsible for passing information to high-level State officials, worked to identify and
disseminate the information they deemed critical for review by State leadership.*'**" These
individuals noted that such information was generally sent on State unclassified e-mail systems
because of the need to quickly elevate information at times when the intended recipients did not
all have immediate access to classified e-mail accounts, ™*!*1°

(U/FEH6) Investigation 1dentified seven e-mail chains comprised of 22 e-mails on Clinton's
server classified by the USIC as TOP SECRET/SAP. State Department officials, both in
Washington, D.C. and overseas, were briefed into the SAP and communicated both internally
and with other USIC officials about the program.™'*'%*1?#2 Only internal State e-mails
regarding the SAP were forwarded to Clinton, all of which were sent to Clinton' s server by
Sullivan, Clinton and Sullivan engaged in discussions regarding the SAP in four of the seven e-
mail chains,

(S//0eAHN Durine FRI interviews State employees explained the context for why classified

material was sent and provided reasons to explain why they did not
believe ipformation in the e-mails was classified 2! #2124

[stated that]

il stated the right method of communication was whichever method allowed for
The Tastest possible dissemination of the message.”™* He also stated that information he received
from other USG agencies was “technically probably classified” but that “you can't do business

M (L/FOB8) According 1o State' s website. the Burcan of Public Affairs “cngages domestic and intcrnational media o

commuicate timely and acenrate information with the goal of furthering US forcign policy and national security mterests as well
as broadening understanding of American values.”

" UHAEES) The Cps Center is staffed 24 hours a day and constantly monitors reporting from State cables. other USG
agencies. and open source nows outlets for information of interest 1o State leadership,

" (LIRS Individuals who inputied classified information into e-nail chains o pass 1o high-level State officials indicated
that at times they were relyving on information that others had summarized and provided to them
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that way.” * When interviewed by the FBI, authors of the e-mails stated that they used their
best judgment in drafting the messages and that i1t was common practice at State to carefully
word e-mails on UNCLASSIFIED networks so as to avoid sensitive details or “talk aronnd’
classified information ** 143243 stated the information in the

former| |

declined to comment on the e-mails.”'] l’eferenced news articles claiming e-mails on
Clinton's server were over-classified, but after seeing the e-mails (juring the interview, stated he
“now understood why people were concerned about this matter.”* Sullivan indicated he had no

reason to believe any State employee ever intentionally mishandled classified information. ™’

(S//oeA¥F) The FBL interviewed four USIC executives stationed both in the United States and
overseas| [4"8‘4"("“”'“' The USIC

executives reviewed thel |e-mail chains which transited Clinton's personal e-mail account
and assessed that some of the e-mail chains should be considered classified >+ |

I-Hu

However, two of the USIC executives

Tnterviewed said some of thel |

(S//6EAF) A majority of the USIC executives interviewed expressed concerns with how State

handled| -0 According to a LISIC execntive who ha?.tmms.ta.mu.ed_mﬂﬁaﬁ
State employees were aware of the sensitivities |45

(U/AH6) On April 9, 2016, Mills, who served as Chief of Staff to Clinton at State between
2009 and 2013, was interviewed by the FBI. During this interview, Mills was provided seven e-
matls which contained information later determined to be classified. While Mills did not
specifically remember any of the e-mails, she stated that there was nothing in them that
concerned her regarding their transmission on an unclassified e-mail system.** Mills also stated
that she was not concerned about her decision to forward certain of these e-mails to Clinton.*
In reviewing e-mails related to the SAP referenced above, Mills explained that some of the e-
mails were designed to inform State officials of media reports concerning the subject matter and
that the information in the e-mails merely confirmed what the public already knew. ™’

(U//EeB0) The FBI interviewed Sullivan on February 27, 2016. Sullivan, who between 2009
and 2013 served at State first as the Deputy Chief of Staff for Policy and then as the Director of
Policy Planning, communicated extensively with Clinton by e-mail. Their communications
included both e-mails written by Sullivan and e-mails written by others that Sullivan forwarded
to Clinton. During the interview, the FBI asked Sullivan to review approximately 14 e-mails
Sullivan sent or received on unclassified systems that were later determined to contain classified
information up to the TOP SECRET/SAP level. Sullivan did not specifically recall the e-mails,
aside from recognizing some of them from the materials released pursuant to FOIA litigation, but
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provided reasons why the e-mails may have been sent by him or others on unclassified
systems.™" With respect to the SAP, Sullivan stated that it was discussed on unclassified systems
due to the operational tempo at that time, and State employees attempted to talk around classified
information.* Sullivan also indicated that, for some of the e-mails, information about the
incidents described therein may have already appeared in news reports.** Furthermore, Sullivan
stated that his colleagues at State worked hard while under pressure and used their best judgment
to accomplish their mission.™®" When forwarding e-mails, Sullivan relied on the judgment of the
individuals who sent the e-mails to him to ensure that the e-mails did not contain classified
information.** Sullivan did not recall any instances in which he felt uneasy about information
conveyed on unclassified systems, nor any instances in which others expressed concerns about
the handling of classified information at State °°**

(S/HAOCANE) Sullivan was also asked about an e-mail exchange between him and Clinton in
which, on the moming of June 17, 2011, Clinton asked Sullivan to check on the status of talking
points she was supposed to have received.*™ Sullivan responded that the secure fax was
malfunctioning but was in the process of being fixed. Clinton instructed Sullivan that if the
secure fax could not be fixed, he should “turn [the talking points] into nonpaper [with] no
identifying heading and send nonsecure.” *** State uses the term “non-paper” to refer to a
document which 1s authorized for distribution to a foreign government without explicit
attribution to the U.S. government and without classified information. Sullivan did not recall
this specific e-mail but believed that Clinton's request indicated that she would have wanted him
to make an unclassified version of the dociiment summarize the contents and then send it to her

on a non-secure fax **

(U/ABEE3 On April 5, 2016, Abedin, who served as Deputy Chief of Staff to Clinton at State
between 2009 and 2013, was interviewed by the FBI. When asked about an e-mail subsequently
determined to contain CONFIDENTIAL information, Abedin noted that she had only conveyed
the information from the e-mail and had not originated it."’" She also stated that she relied upon
the sender to properly mark the e-mail for classification purposes and did not take it upon herself
to question the sender's judgment as to such marking P-*"!

(UAFEH8) Investigation determined Sidney Blumenthal, a former political aide to President
Clinton and an informal political advisor to Clinton during her tenure at State, had direct e-mail
contact with Clinton during her tenure at State. FBI investigation identified at least 179 e-

% UHTFEEE) Abedin and Mills also provided similar responscs when asked about State sccurity practices regarding classified
information,

PPPUHFEEO) Alihongh Abedin was a party to c-mails comtaining information that has since been deiermined to be classified,
duc (o the nature of her position at Siaie. Abedin was not regularhy included in the ¢-mail chains {discussed in this section of the
memorandum} about which Sullivan and Mills were questiongd. Abedin's position ai State did not consisicaily invohve hier
participation in substantive pelicy decisions, and she was not a regnlar uscr of classified c-mail systems.
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mails™ that Blumenthal sent to Clinton containing information in memorandum format. The
State FOIA process identified 24 memos from Blumenthal that contained information currently
classified as CONFIDENTIAL and one as SECRET both when sent and currently.*’**” The FBI
interviewed Blumenthal on January 7, 2016. According to Blumenthal, the content of the
memos, which addressed topics to include Benghazi and foreign political developments, was
provided to him from a number of different sources to include former USIC employees and
contacts, as well as contacts within foreign

governments, V7473476477 ATRATYI0 AL IRLIRS SIIBSIR0T T oo contained a notation of
“CONFIDENTIAL"™ and then often included a source summary statement™* similar to those
frequently found in USIC intelligence products. ™ ****" Blumenthal indicated he was not tasked
to provide this information to Clinton; rather, he provided 1t because he deemed the information
helpful, which Clinton occasionally acknowledged via e-mail.*”! Clinton often forwarded the
memos to Sullivan asking him to remove information identifying Blumenthal as the originator
and to pass the information to other State employees to solicit their input.***** According to e-
mails between Clinton and Sullivan, Clinton discussed passing the information to the White
House, other USG agencies, and foreign governments, #*1%

15 (] 66 Clinton's Statements Kelated to Classified E-mails IFound on Her Personal
Server Systems

(S/FOEMNTE) On July 2, 2016, the FBI interviewed Clinton. Clinton was aware she was an
Original Classification Authority (OCA) at State; however, she could not recall how often she
used this authority nor could she recall any training or guidance provided by State.*® Clinton
could not give an example of how the classification of a document was determined; rather she
stated there was a process in place at State before her tenure, and she relied on career foreign
service professionals to appropriately mark and handle classified information.*’ Clinton
believed information should be classified when it relates t0| |the use of
sensitive sources, or sensitive deliberations.'” When asked whether she believed information
should be classified if its unauthorized release would cause damage to national security, Clinton
responded “vyes, that is the understanding.”*"’

(X /OEANF) Clinton did not recall receiving any e-mails she thought should not have been on an
unclassified system.™ She relied on State officials to use their judgment when e-mailing her and
could not recall anyone raising concerns with her regarding the sensitivity of the information she
received at her e-mail address.”" The FBI provided Clinton with copies of her classified e-mails
ranging from CONFIDENTIAL to TOP SECRET/SAP and Clinton said she did not believe the
e-mails contained classified information. *** Upon reviewing an e-mail classified
SECRET//NOFORN dated December 27, 2011, Clinton stated no policy or practice existed

W (U APOTO) The FBI obtained 177 of Blumenihal's memos from the c-mails provided by Williams & Connolly as part of
Clinton's production io the FBI, The FBI recovered iwo additional memos during the invesiigation from BlackBerry backups
provided by Cooper: Statc did not provide a classification detcrminaiion on those additional memos.

U /H0e) According 10 Blumenthal, "CONFIDENTIAL™ meant the memo was personal in nature and did aot refer 1o
ciassified USG informmation.

5 (L UEQLGD According 1o Blumenthal. the individual who provided the content for a number of the memos anthored the source
snnumary statcments {caveats provided regarding the sonrce of nformation) in the menos.

" L/ [nvestigation was unable (o determing if amy of Blumenthal's memos were forwarded to the White House. or 10
other USG ageneics and forcign povernments. as Sullivan's OpeniNet soud items were not present in the data provided by Staie to
the FBL
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related to communicating around holidays, and it was often necessary to communicate in code or
do the best you could to convey the information considering the e-mail system you were
using.* In reference to the same e-mail, Clinton believed if the foreign press was to obtain
information from that e-mail, it would not cause damage to the US Government.”"* When asked,
Clinton recalled being briefed on SAP information but could not recall any specific briefing on
how to handle SAP information.*” Clinton stated she knew SAP information was of great
importance and needed to be handled carefully. "™

F. (U FEHE) Gaps in Clinton F-mail Recovered from Personal Server Systems

(U//FOT0) There were no e-mails provided by Williams & Connolly to State or the FBI dated
from January 21, 2009 to March 18, 2009. FBI investigation identified an additional 18 days
where Clinton did not provide State any responsive e-mail. FBI investigation determined 14 of
the 18 days where Clinton did not provide State any responsive e-mail correspond with e-mail
outages affecting Clinton's personal server systems as a result of both Hurricane Irene™ and
Hurricane Sandy™™ . FBI investigation indicated other explanations for gaps in Clinton's e-mail
production could include user deletion prior to PRN's transfer of Clinton's e-mails for review, or
flaws in the archiving and sorting process used to generate the responsive production to State.

4. (U/FOYH0O) Results of the FBI Investigation and Analvsis of Cvber Intrusion Potential

A. (U FOO) Cyber Analysis of Clinton's Personal Server Systems

(U/FOTO) FBI investigation and forensic analysis did not find evidence confirming that
Clinton's e-mail server systems were compromised by cyber means. The FBI's inability to
recover all server equipment and the lack of complete server log data for the relevant time period
limited the FBI's forensic analysis of the server systems. As a result, FBI cyber analysis relied,
in large part, on witness statements, e-mail correspondence, and related forensic content found
on other devices to understand the setup, maintenance, administration, and security of the server
systems.

(U/fFOBO Investigation determined Clinton's clintonemail com e-mail traffic was potentially
vulnerable to compromise when she first began using her personal account in January 2009, It
was not until late March 2009, when the Pagliano Server was set up and an SSL certificate™"
was acquired for the clintonemail com domain—providing encryption of login credentials, but
not e-mail content stored on the server—that access to the server was afforded an added layer of
secur"ity.fm‘jng The certificate was valid until September 13, 2013, at which time PRN obtained a
new certificate valid until September 13, 2018.>"

(U/E0H90) During his December 22, 2015 FBI interview, Pagliang recalled a conversation with

at the beginning of Clinton' s tenure, in which hdvised he would not be

L AReEE) The {irst of two extended omages occurted from Anguosi 28 10 30, 2011 (3 davs) as a result of [Turricane lrene,
M {U/FEES) The sccond extended ontage ocenrred from October 30, 2012 1o November 9, 2012 {11 days) as a result of
Hurricane Sandy,

R L IFEEE) According 1o FBI forensic analysis. there was 0o SSL ceriificaie on the Pagliano Senver between March 19,
20039, when the nmil service was operational. and March 2% or 30. 2009, when the SSLU certificate was installed on the senver.
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rised if classified information was being transmitted to Clinton's personal server.”

urther recommended that e-mail transiting from a state. gov account to the server

¢ sent through a Transport Layer Security (TLS)™ tunnel.”** Pagliano advised that the
transition to TLS never occurred.” '* The FBI was unable to forensically determine if TLS was
implemented on the Pagliano Server.

(U/FeH6) When asked about the maintenance and security of the server system he
administered, Pagliano stated there were no security breaches, but he was aware there were many
failed login attempts, which he referred to as brute force attacks. “*"* He added that the failed
attempts increased over the life of the Pagliano Server, and he set up the server's logs to alert
Cooper when they occurred.”" Pagliano knew the attempts were potential attackers because the
credentials attempting to log in did not match legitimate users on the system.”"* Pagliano could
not recall if a high volume of failed login attempts emanated from any specific country.”*

(U/AFBH0) In an attempt to thwart potential attacks, Pagliano set up Internet Protocol (IP)
filtering®™™ on the firewall and tried to review the firewall log files once a month.”'” After the
Pagliano Server was established, Cooper put Pagliano in contact withI: a United
States Secret Service (USSS) agent, who recommended Pagliano also perform outbound filtering
of e-mail traffic.*'® Pagliano further considered, but ultimately did not implement, a Virtual
Private Network (VPN)* or two-factor authentication®™ to better secure administrative access
to the server system by him and Cooper.”'” The FBI forensically determined that Remote
Desktop Protocol (RDP)** was enabled on the Pagliano Server and was used by Pagliano,
Cooper, and later PRN, for remote administration of the server.*™® While the availability of RDP

(L) TLS is a protocol that ensures privacy between communicating applications, such as web browsing. c-mail. and instant-
messaging, with their nsers on thie Internet, TLS casures that no ihird-party cavesdrops on the iwo-way communication, TLS is
the successor to SSL and is considercd more securc.

YL According o the Siate OLG repont. State policy {12 FAM 544 3) siipulates normal day -to-day operations musi be
conducted on an authorized sysiem. In the abscnce of a device. such as a Statc OpenlNet terminal. employees can send most
Seasitive But Unelassificd (SBL) information nnencrypied via the Imerngt ondy when necessary. with the knowledee that the
nature of the transmission lends itsclf to nnanthorized access, however remote that chance might be. Furthermore. in Angust
2008. 12 FAM 682 2-5 was amended and mandated that SBU information on non-Depaniment-owned systems at non-
Departimental facilitics had to mect certain critgria, Emplovees had 1o: 13 ensure that SBU information was encnypied: 23 destroy
SBU information on their personally owned and managed contputess and remosabic media when the files are no longer required:
and 3) implemeni encrypiion certificd by the National Instituie of Science and Technology (NIST). among other things. Alihough
12 FAM 682 2-5 was further amended in 2004, 2011, 2014, and 2013, the basic requitcmenis did not change.

“ {10} A bruie force atiack is a irial-and-crror meihod used 1o obtain information. such as a password or personal ideaiification
number (PIN). In a brute foree attack, passwords may be atticmpied mannalily or automated softwarc can be nsed Lo gencraic a
large mumber of consecutive gnesses as o the targeied informaiion,

w8 17y [P filicring is the practice of identifying and manually blocking [P addrcsses bascd on the identification of paticras that
arc indicative of a potemial attack.

BB (1) VPN is a privaie ngtwork that runs on op of a laraer network 10 provide aceess 1o shared network resources. which may
of may not include the physical hard drives of individual computess. as in the case of Remote Deskiop Protocol (RDP). VPN
offers an additional laver of security by encrvpting the data traveling o the privaie ngtwork before sending it over the [nigrngt,
Data is then decrypted when i ieaches the private nctwork.

(L) Two-factor authentication is a meihod of confirming a user's claimed identity by wiilizing a combination of two differem
componcnts. ofien sometling the nser knows and something the nser has—such as a RSA keyfob/token.

4884 (1) RDP is a proprictary protocol developed by Microsoft that allows a user (o remotely connect (o another compuier over a
network connection (o view the compuicr and control it remotely, RDP is implemenied in every version of Windows starting with
Windows XP.
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on a server is convenient for remote access, the FBI is aware of known vulnerabilities®™*
associated with the protocol.

(UAFoH0

| [“*~“" Pagliano recalled finding “a
virus,” but could provide no additional details, other than it was nothing of great concern.™> FBI
examination of the Pagliano Server and available server backups did not reveal any indications
of malware. ™

(U//FOT0) On January 9, 2011, Cooper sent Abedin an e-mail stating someone was attempting
to “hack” the server, prompting him to shut it down.””’ Cooper sent Abedin another e-mail later
the same day stating he had to reboot the server again.>™ The FBI's investigation did not identify
successful malicious login activity associated with this incident.™

(U/Ae56n The FBI' s review of available Internet Information Services (IIS) web logs showed
scanning attempts from external IP addresses over the course of Pagliano's administration of the
server, though only one appears to have resulted in a successful compromise of an e-mail
account on the server ¥ Forensic analysis noted that on January 5, 2013, three IP addresses
matching known Tor™ exit nodes were observed accessing a user e-mail account on the
Pagliano Server believed to belong to President Clinton staffer] |FBI
investigation indicated the Tor user logged in t(i e-mail_account and browsed e-mail
folders and attachments.”"*** When asked during s her interview stated to the FBI she is
not familiar with nor has she ever used Tor software.* FBI investigation to date was unable to
identify the actor(s) responsible for this login or hov:%m credentials were
compromised.™

(U//FOS) Forensic analysis of alert e-mail records automatically generated by CloudJacket
revealed multiple instances of potential malicious actors attempting to exploit vulnerabilities on
the PRN Server. FBI determined none of the activity, however, was successful against the

335
Server.

(U/FOB0) Following the March 3, 2015 New York Times article publicly revealing Clinton's
use of personal e-mail to conduct government business, ™ the FBI identified an increased
number of login attempts to the PRN Server and its associated domain controller 288 > Forensic
analysis revealed none of the login attempts were successful. FBI investigation also identified an

Ly

(L) Older versions of RDP had a vulnerability in ihe meihod used 1o encnvpt RDP sessions, While securily patches. if applicd.
have remedied these vulnerabilities. exposing RDP to dircet connections conld allow remote attackers the opportunity 1o gucss
login credentials,

MYy 1) Tor is free softwarc allowing end uscrs to direct their Internet traffic through a group of voluntcer-operated servers around
the world in order 1o conceal their location and [nternet usage,

BEEE (L) A domain controller is a Microsofi server that responds 1o sccurity authentication requesis (logins. chocking permissions.
ctc.) within a Windows domain.
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‘WR
increase in unauthorized login attempts into the Apple iClou account likely associated with
Clinton's e-mail address™ during this time period. Investigation determined all potentially
suspicious Apple iCloud login attempts were unsuccessful. ™ Additionally, PRN made various
network changes to the PRN Server around March 7, 2015, to include disabling the server's
public-facing VPN page and switching from SSL protocol to TLS to increase security.™ Staff
also discussed the possibility of conducting penetration testing™ against the PRN Server to
highlight vulnerabilities in the network.™ The FBI interviewed an employee of the company
with which PRN had discussed the issue. The employee stated that the topic was broached but
that penetration testing against the PRN Server, ultimately, did not happen.™!

d libhi

B. (U +666) Cyber Analysis of Clinton's Mobile Devices

(UAFOTO) The FBI does not have in its possession any of Clinton's 13 mobile devices which
potentially were used to send e-mails using Clinton's clintonemail com e-mail addresses. As a
result, the FBI could not make a determination as to whether any of the devices were subject to
compromise. Similarly, the FBI does not have in its possession two of the five iPad devices
which potentially were used by Clinton to send and receive e-mails during her tenure, >*7*-74-2%
The FBI forensically examined two of the three iPads™"* it obtained and found no evidence of
cyber intrusion.***

¢ (U 6 Cyber Targeting of Clinton's Personal F-mail and Associated Acconnts

(S//HOEMNF) Investigation identified multiple occurrences of phishing and/or spear-phishing e-
mails sent to Clinton's account during her tenure as Secretarv of Stage ™

(S//FEAH) Clinton received another phishing e-mail, purportedly sent from the personal e-mail
account of a State ofﬁcial] | The e-majl contained a potentially malicious

link.™ Clinton replied to the e-mail stating, “Is this really from you? I was
worried about opening it!”’*] |
In a separate incident Abedin sent an e-mail tg indicating Clinton was

Wi ¢ /PO Apple iClond is a cloud storage medinm available 1o uscrs of Apple products. Clinton is known to have nscd
Apple iPads during ihe course of her tenure. and hdi22 ¢ clinionemail com was likely used as her AppielD 10 set up a new Apple
device.

TA{U/MOEe) While the NYT article did not reveal Clinton’s c-mail address—and by default the domain name—it is very likely
those who tried 10 gain access o the relaicd Apple iClond account scarched for and found the ¢-mail address in open sources,
News articles from 2013 comained a screcnshot of Blumenthal' s comnmnication with “hde22.” thereby divulging Clinton's -
mail alias, Oiher ouilets meaiioned the domain name in articles but withheld Clinion's ¢-mail alias, Clinton's full e-mail address
counld therefore hasc been ascertained through piccing together varions sonrces.

¢y Penetration testing. mote commonly known as pentesting. is the practice of testing a compuicr system, network. o1 web
application to find vnlncrabilitics that an attacker couid cxploit.

M (U MREHEE)) The third iPad ihe FBI obiained was not actually used by Clinton, Shortly afier it was purchased. it was given as
a gift 10 a member of her staffl and therefore the FBI did not forensically examing ihe device,

L) RAT is a picee of software that facilitates remotc opcration of a computer system.
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worried “someone [was] hacking into her email” given that she received an e-mail from a known
associate containing a link to a website with pornographic material.>™ There is no

additional information as to why Clinton was concerned about someone hacking into her e-mail
account, or if the specific link referenced by Abedin was used as a vector to infect Clinton's

21 device] l

o IOpen source
information indicated, if opened, the targeted user's device may have been infected, and
informa_t{i(?y} 1would have been sent to at least three computers overseas. including one in ]
Russia. ™"

D. (U FOTC) Potential Loss of Classified Information

(U//FOT0) On March 11, 2011, Boswell sent a memo directly to Clinton outlining an increase
since January 2011 of cyber actors targeting State employees' personal e-mail accounts.™ The
memo included an attachment which urged State employees to limit the use of personal e-mail

for official business since “some compromised home systems have been reconfigured by these
actors to automatically forward copies of all composed e-mails to an undisclosed recipient.”>"

Clinton' s immediate staff was also briefed on cybersecurity threats in April and May 2011.7%

(S//GEANE

(S/reendt

ENITHIEN

(L) In order for malicious executables 10 be effective. the targeied host device has 1o have ihe correct program/applications
mstalled. If, for example, the host is munning an older version of Adobe but the exploit being used is newer, there is a chance the
host will not be infected because the exploit was unable (o execuie using the older version of the program,

LY A drop” account. in this case. is an c-mail account controlled by forcign evber actors and which senves as the recipient
of anto-forwarded c-nails from victint acconnts.
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(U//FOF6) On or about March 14, 2013, Blumenthal's AOL e-mail account was compromised

by Marcel Lehel Lazar, aka Guccifer, a Romanian cyber hacker. Lazar disseminated e-mails and

attachments sent betweenﬁhmﬂm@mﬂ.mﬂmmmmmm.

broadcastineg companv | RiE
I [** One of the

screenshots captured a list of 19 foreign policy and intelligence memos authored by Blumenthal

for Clinton.” The content of one of the memos on the list was determined by State to be

classified at the CONFIDENTIAL level. "M azar was extradited from Romania to the United
States on March 31, 2016.7”!

(U/ABB0) Between April 25, 2016 and May 2, 2016, Lazar made a claim to FOX News that he
used information from Blumenthal' s compromise as a stepping stone to hack Clinton's personal
server.””? On May 26, 2016, the FBI interviewed Lazar, who admitted he lied to FOX News
about hacking the Clinton server.””” FBI forensic analysis of the Clinton server during the
timeframe Lazar claimed to have compromised the server did not identify evidence that Lazar
hacked the server.” An examination of log files from March 2013 indicated that IP addresses
from Russia and Ukraine attempted to scan the server on March 15, 2013, the day after the
Blumenthal compromise, and on March 19 and March 21, 2013 595° However, none of these
attempts were successful, and it could not be determined whether this activity was attributable to

Lazar ™

k. (U O General Cyber Analysis Conducted
(S//eEAd The FBI conducted general cyber research and analysis of e-mail addresses 1]:;
and user accounts associated with the clintonemail com and presidentelinton.com domains. bé
i b7C
b7E

(U/FEH6) FBI extracted the Thread-Index®® and Message-IDPP values for each identified

confirmed classified e-mail relevant to this investigation. The values were extracted from the e-

mail headers® in order to develop specific electronic signatures that could be used when

searching for exact references in large data repositories. In an effort to identify whether any

confirmed classified e-mails may have been compromised through computer intrusion methods,

the FBI conducted signature-based searches in available databases, to includel:“. The BiE
FBI also provided the unique identifiers to other government agencies, and one entity

2998 (1) A Thread-Index value is a nnique. alphanumeric. Microsoft Ontlook-centric ficld found in an c-mail's icader. The

idemtifict is used to track c-mail thrcads {or comversations). Each time there is a reply or fonvard in the c-mail thread. Cutlook—

if it 15 the e-mail clieni being used—will append additional alphanumeric characters 1o the e-mail's oniginal Thread-Index value,

PRY ¢y A Message-ID is a unique identificr found in an c-mail’s header. Message-1Ds arc required to have a specific format and

be globally unique. Unlike Thread-Index values. Message-IDs are unique io every individual e-mail. regardless of whether two ¢-

nails belong to the same thicad {or conversation}.

W9 ¢y A header picccdcs lhc bod\ (conlcm lC\l) of'm ¢-mail. and contains lings (metadata) that identify particular routing

mformation. Fj ; oy, while others are optipnal

L HPOEO | b7&
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S R] bl
= b3
responded. ™ To date, the signature-based searches in USG databases have not identified the s

+ &0
relevant e-mails.”

#5 (U MBS The TBI provided the Excentive Office of the President {GOP). State Cyber Thrcat Analysis Division {CTAD?),
and State's Information Resource Burcau (IRB) with Thread-Index and Messaze-1D values, CTAD found no record of tie
signatures provided. EQP stated they conld only scarch "To,” "T'rom.” and ~Suobject” lines, as did Statc IRB. Scparately, in an
atiempt to identify whether confirmed classified e-mails resided in unidentified ¢-mail provider accounts. or wheilier identified
acconnts forwarded or replicd to the classificd messages. the FBI cxplored the possibility of shanng Thicad-Index Valuc and
Message-1Ds with e-mail service providers of inicrest, Google was asked if ihey could scarch those header ficlds in its datasct.
The company stated it does not index Thread-Index values. which is the identifier the FBI was mosi imerested in. as it would
have provided insight into the extent the messages were fonvarded.
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