
IMPACT 

Users are unable to access the www.justice .gov website at this time. 

EXECUTIVE OVERVIEW 

On January 19, 2012, the United States Department of Justice (DOJ) 
reported to US-CERT a Distributed Denial of Service (DDoS) attack 
against their public-facing website. US-CERT sensors also detected DDoS 
activity against the website. According to open source reporting, the 
hacker group Anonymous claimed responsibility for the attack in 
"retaliation for Megaupload". 

Earlier today, DOJ released an indictment charging the leaders of 
file-sharing website Megaupload with engaging in a racketeering 
conspiracy, conspiring to commit copyright infringement, conspiring to 
commit money laundering and two substantive counts of criminal copyright 
infringement . DOJ also seized and took down the Megaupload website. 

DHS ROLE 

US-CERT provided feedback to DOJ and FBI on potential impacts before the 
takedown and blowback was expected. US-CERT also provided an analyst 
on-site to support . US-CERT reached out to DOJ SOC requesting more 
information on the attack and to provide any assistance requested . 
US-CERT contacted NCS asking them to reach out to ISP vendors advising 
them to watch for UDP traffic towards the justice .gov site. US-CERT 
sensors also detected the DDoS activity. 

INTERAGENCY I PRIVATE SECTOR ROLE 

DOJ coordinated with DHS before taking down the Megaupload website . OOJ 
and DHS prepared a joint Public Service Announcement on the website take 
down which was released via the US-CERT portal to designated 
authorities . OOJ is currently attempting to mitigate effects of the 
DDoS. 

PRESS ACTIVITY 

Widespread coverage. 

SOURCE : 

http://rt.com/usa/news/anonymous-doj-universal-sopa-235/ 

http://www.washingtonpost.com/blogs/federal-eye/post/justice-department
web-site-goes-down-after-feds-seize-megaupload/2012/01/19/giQAd2GpBQ_blo 
g. html 

REQUIREMENT: 

PIR #6 - Successful denial-of-service (natural or manmade) of any 
Department, Agency, or critical asset, to include major infrastructure 
of any foreign government. 

Respectfully, 
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Warning: This document is tJI4flASSII"IEB//f6~ 6FFICIAL tJ~! ONLy· 
(U//FOUO). It contains information that may be exempt from public 
release under the Freedom of Information Act (5 u.s .c. 552). It is to 
be controlled, stored, handled, transmitted, distributed, and disposed 
of in accordance with the Department of Homeland Security (DHS) policy 
relating to FOUO information and is not to be released to the public or 
other personnel who do not have a valid "need-to-know" without prior 
approval of an authorized DHS official. 

ONCLASSIFIED//FOR OFFIC!At ~5! ONLY 
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Shlossman, Amy 

From: Shlossman, Amy 
Sent: 
To: 
Cc: 
Subject: 

The official NSSE dec for NATO? Chicago is saying they may need to start drawing down Fed 
funds as early as May 1 when the Occupy protest start, but I thought the NSSE was limited to 
a specific event/ date range? Thx. 
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Shlossman, Amy 

From: 
Sent: 
To: 
Subject: 

Boogaard, Peter 
Tuesday, February 28, 2012 7:50PM 
Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 
Michael Hastings 
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To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 
Subject: Michael Hastings 
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To : Kroloff, Noah; Col burn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 
Subject: Michael Hastings 
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Shlossman, Amy 

From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 10:00 PM 
To: Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 

Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 

Thanks. 

Original Message -- -- 
From: Callahan, Mary Ellen 
Sent: Tuesday, February 28, 2012 09 : 58 PM 
To: Sandweg., John; Boogaard., Peter; Kroloff, Noah; Colburn, Brent; Chandler., Matthew; 
Shlossman., Amy; Grossman, Seth 
Subject: RE: Michael Hastings 

Concur. 

-- ---Original Message- - - -
From: Sandweg, John 
Sent : Tuesday., February 28., 2012 9:57 PM 
To: Boogaard, Peter; Callahan., Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman., Seth 
Subject: Re: Michael Hastings 

Based on all the other ongoing related issues., this seems appropriate. 

Original Message 
From: Boogaard, Peter 
Sent: Tuesday, February 28., 2012 09:40 PM 
To: Sandweg, John; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 

Caitlin durkovich 

Original Message 
From: Sandweg., John 
Sent: Tuesday, February 28., 2012 09:36 PM 
To: Boogaard., Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject : Re: Michael Hastings 

Who in NPPD? 

Original Message ----
From: Boogaard., Peter 
Sent: Tuesday, February 28., 2012 09:34 PM 
To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 
Sandweg, John; Grossman, Seth 
Subject: Re: Michael Hastings 
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Kroloff, Noah 

From: Shlossman, Amy 
Sent: 
To: 
Cc: 
Subject: 

The official NSSE dec for NATO? Chicago is saying they may need to start drawing down Fed 
funds as early as May 1 when the Occupy protest start, but I thought the NSSE was limited to 
a specific event/ date range? Thx. 
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Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that. 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 
National Protection and Programs Directorate U.S. Department of Homeland Security 

Original Message ----
From: Durkovich, Caitlin 
Sent: Tuesday, February 28, 2012 07:52 PM 
To: ~Davis, Robert M; Spaulding, Suzanne; 
Cc: 111111111111111 Epley, Veronica; Flores, Gina 
Subject: RE: Statement 

Beland, Michael 

Can we get the link to the blog post? Need to understand the context. 

-----Original Message----
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 7:50 PM 
To: Davis Robert · Spaulding, Suzanne; Beland, Michael 

Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
tatement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 

Original Message ----
From: Davis, Robert M 
Sent: Tuesday, February 28, 2012 07:48 PM 
To: ~e; Beland, Michael 
Cc: 111111111111111 Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 

Suzanne and Mike, 

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 

Here is the link: 

http://wwwl.rollingstone.com/extras/13637_DHS%20IP%20Special.pdf 

Please let me know if this is ok. 

Bob 
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Original Message ----
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 07:31 PM 
To: Davis, Robert M 
Subject: Statement 

let me know when you have a draft. Thanks man 
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Shlossman, Amy 

From: Kroloff, Noah 
Sent: Tuesday, February 28, 2012 11 :13 PM 
To: Sandweg, John; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 

Cc: ~ Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
~ary Ellen; Shlossman, Amy 

Subject: Re: Statement 

Where r we on this 

Original Message 
From: Sandweg, John 
Sent: Tuesday, February 28, 2012 10 :26 PM 
To: ~Spaulding, Suzanne; Durkovich, Caitlin; Beland, 
Cc: 111111111111111 Epley, Veronica; Flores, Gina; Flynn, William; 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 

Michael; Davis, Robert M 
Hess, David; Grossman, 

Subject: Re: Statement 

Definitely think that the more we can push back on any inaccuracies the better. 

That said, assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 

+ Noah and Amy. 

Original Message 
From: Boogaard, Peter 
Sent : Tuesday, February 28, 2012 10:21 PM 
To: ~e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
Cc: 111111111111111 Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, John; Callahan, Mary Ellen 
Subject: Re: Statement 

Also looping MEC. 

Original Message 
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 10:19 PM 
To: -auldin Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
Cc : Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, John 
Subject: Re: Statement 

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed. 

From: 
Sent: 
To: 

Original Message -- - -
Spaulding, Suzanne 
Tuesday, February 28, 2012 10:04 PM 

tlin; Boogaard, Peter; Beland, Michael; Davis , Robert M 
Epley, Veronica; Flores, Gina; Flynn, William; Hess, 

Statement 
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Original Message ----
From: Beland, Michael 
Sent: Tuesday, February 28, 2012 07:55 PM 
To: ich Caitlin; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 
Cc: Epley, Veronica; Flores, Gina; Flynn, William 
Subject: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that. 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 

Protection and Programs Directorate U.S. Department of Homeland Security 

Original Message ----
From: Durkovich, Caitlin 
Sent: Tuesday, February 28, 2012 07 : 52 PM 
To: ~Davis, Robert M; Spaulding, Suzanne; 
Cc: 111111111111111 Epley, Veronica; Flores, Gina 
Subject: RE: Statement 

Beland, Michael 

Can we get the link to the blog post? Need to understand the context. 

-----Original Message----
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 7:50 PM 
To: · Spaulding, Suzanne; Beland, Michael 
Cc: Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject : Re : Statement 

If we are going this route, we need to oush back stronger . We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership . 

Original Message ----
From: Davis, Robert M 
Sent: Tuesday, February 28, 2012 07:48 PM 
To: ~e; Beland, Michael 
Cc: 111111111111111 Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 

Suzanne and Mike, 

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 
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Sent: Tuesday, February 28, 2012 07:31 PM 
To: Davis, Robert M 
Subject: Statement 

let me know when you have a draft. Thanks man 
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Original Message ----
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2912 97:59 PM 

. ·--. ···------ ------------

To: Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John 
Subject: Michael Hastings 
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To: Callahan, Mary Ellen; Sandweg, John; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 

Thanks. 

Original Message ----
From: Callahan, Mary Ellen 
Sent: Tuesday, February 28, 2012 09:58 PM 
To: Sandweg, John; Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject: RE: Michael Hastings 

Concur. 

-----Original Message----
From: Sandweg, John 
Sent: Tuesday, February 28, 2012 9:57 PM 
To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 

Based on all the other ongoing related issues, this seems appropriate. 

Original Message ----
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 09:40 PM 
To: Sandweg, John; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 

Caitlin durkovich 

Original Message 
From: Sandweg, John 
Sent: Tuesday, February 28, 2012 09:36 PM 
To: Boogaard, Peter; Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; 
Shlossman, Amy; Grossman, Seth 
Subject: Re: Michael Hastings 

Who in NPPD? 

Original Message ----
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 09:34 PM 
To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 
Sandweg, John; Grossman, Seth 
Subject: Re: Michael Hastings 

Final statement is below. 
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Original Message -- --
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 09:01 PM 
To: Callahan, Mary Ellen; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 
Sandweg, John; Grossman, Seth 
Subject: Re: Michael Hastings 

I don't think we lose too much with privacy standards. 

Original Message - - - -
From: Callahan, Mary Ellen 
Sent : Tuesday, February 28, 2012 08:59 PM 
To: Boogaard, Peter; Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; 
Sandweg, John; Grossman, Seth 
Cc: Callahan, Mary Ellen 
Subject: RE: Michael Hastings 

I will reach out to the NPPD privacy officer to start to engage on compli ance with this 
issue. 

- ----Original Message----
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 8:54 PM 
To : Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

Confirming with nppd leadership right now. 

Original Message - - --
From: Kroloff, Noah 
Sent: Tuesday, February 28, 2012 08:52 PM 
To: Boogaard, Peter; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

I think this is pretty good. Is it accurate? 

Original Message ----
From: Boogaard, Peter 
Sent : Tuesday, February 28, 2012 08:46PM 
To : Kroloff, Noah; Colburn, Brent; Chandler, Matthew; Shlossman, Amy; Sandweg, John; 
Grossman, Seth; Callahan, Mary Ellen 
Subject: Re: Michael Hastings 

Proposed statement. Thoughts? We may want to add in something about all of the information 
gathered coming from open source media . 
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Original Message ----
From: Kroloff, Noah 
Sent: Tuesday, February 28, 2012 11:12 PM 
To: Sandweg, John; Boogaard, Peter; Spaulding, Suzanne; Durkovich, Caitlin; Beland, Michael; 
Davis Robert M 
Cc: Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 

, Mary Ellen; Shlossman, Amy 
Re: Statement 

Where r we on this 

Original Message 
From: Sandweg, John 
Sent: Tuesday, February 28, 2012 10:26 PM 
To: ~Spaulding, Suzanne; Durkovich, Caitlin; Beland, 
Cc: 111111111111111 Epley, Veronica; Flores, Gina; Flynn, William; 
Seth; Callahan, Mary Ellen; Kroloff, Noah; Shlossman, Amy 
Subject: Re: Statement 

Michael; Davis, Robert M 
Hess, David; Grossman, 

Definitely think that the more we can push back on any inaccuracies the better. 

That said, assuming he isn't going to pull down the blog post, with other similar privacy 
related issues out there, we need a clear statement that explains that this report was 
drafted in violation of our privacy standards. 

+ Noah and Amy. 

Original Message 
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 10:21 PM 
To: -auldin Suzanne; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
Cc: Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, John; Callahan, Mary Ellen 
Subject: Re: Statement 

Also looping MEC. 

Original Message 
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 10:19 PM 
To: ~e; Durkovich, Caitlin; Beland, Michael; Davis, Robert M 
Cc: 111111111111111 Epley, Veronica; Flores, Gina; Flynn, William; Hess, David; Grossman, 
Seth; Sandweg, John 
Subject: Re: Statement 

Looping Sandweg and Grossman. I think we need to move forward with the statement we proposed. 

Original Message ----
Spaulding, Suzanne 
Tuesday, February 28, 2012 10:04 PM 

in; Boogaard, Peter; Beland, Michael; Davis, Robert M 
Epley, Veronica; Flores, Gina; Flynn, William; Hess, David 

ement 

2 



(b) (6)

(b) (5)

(b) (5)

(b) (5)



(b) (6)

(b) (6)

(b) (6)

(b) (6)
(b) (6)
(b) (6)

(b) (5)

(b) (5)

(b) (5)

(b) (5)



(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)
(b) (6)
(b) (6)

(b) (5)

Original Message ----
From: Beland, Michael 
Sent: Tuesday, February 28, 2012 07:55 PM 
To: Durkovich Caitlin; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 

Epley, Veronica; Flores, Gina; Flynn, William 

+ Mr Flynn . I want to confirm that it was indeed on HSIN, and I am working that. 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 

Protection and Programs Directorate U.S. Department of Homeland Security 

Original Message ----
From: Durkovich, Caitlin 
Sent : Tuesday, February 28, 2012 07:52 PM 
To: ~Davis, Robert M; Spaulding, Suzanne; 
Cc: 111111111111111 Epley, Veronica; Flores, Gina 
Subject: RE: Statement 

Beland, Michael 

Can we get the link to the blog post? Need to understand the context . 

-----Original Message- - -- 
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 7:50 PM 
To: · Spaulding, Suzanne; Beland, Michael 
Cc: Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject : Re : Statement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 

Original Message -- - -
From: Davis, Robert M 
Sent: Tuesday, February 28, 2012 07 :48 PM 
To: ~e; Beland, Michael 
Cc: 111111111111111 Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 

Suzanne and Mike, 

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 

Here is the link: 
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http://www1.rollingstone.com/extras/13637_DHS%20IP%20Special.pdf 

Please let me know if this is ok. 

Bob 

Original Message ----
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 07:31 PM 
To: Davis, Robert M 
Subject: Statement 

let me know when you have a draft. Thanks man 
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To: n; Boogaard, Peter; Davis, Robert M; Spaulding, Suzanne 
Cc: Epley, Veronica; Flores, Gina; Flynn, William 
Sub ect: Re: Statement 

+ Mr Flynn. I want to confirm that it was indeed on HSIN, and I am working that. 

Michael Beland 
Chief of Staff 
Office of Infrastructure Protection 

tection and Programs Directorate u.s. Department of Homeland Security 

Original Message ----
From: Durkovich, Caitlin 
Sent: Tuesday, February 28, 2012 07:52 PM 
To: ~Davis, Robert M; Spaulding, Suzanne; 
Cc: 111111111111111 Epley, Veronica; Flores, Gina 
Subject: RE: Statement 

Beland, Michael 

Can we get the link to the blog post? Need to understand the context. 

-----Original Message----
From: Boogaard, Peter 
Sent: Tuesday, February 28, 2012 7:50 PM 

Robert · Spaulding, Suzanne; Beland, Michael 
Epley, Veronica; Flores, Gina; Durkovich, Caitlin 

Su ect: Re: Statement 

If we are going this route, we need to oush back stronger. We never approved of this approach 
and the individuals who piblished it did so without approval from nppd leadership. 

Original Message ----
From: Davis, Robert M 
Sent: Tuesday, February 28, 2012 07:48 PM 
To: ~e; Beland, Michael 
Cc: 111111111111111 Boogaard, Peter; Epley, Veronica; Flores, Gina; Durkovich, Caitlin 
Subject: Re: Statement 

Suzanne and Mike, 

Rolling Stone has posted a blog with a link to a document with the DHS seal and nppd/ ip 
markings that was posted to HSIN without approval. Here is the draft statement I would like 
to send to opa asap. 

Here is the link: 

http://wwwl.rollingstone.com/extras/13637_DHS%20IP%20Special.pdf 

Please let me know if this is ok. 

Bob 
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Original Message ----
From : Boogaard, Peter 
Sent: Tuesday, February 28, 2012 07:31 PM 
To: Davis, Robert M 
Subject: Statement 

let me know when you have a draft. Thanks man 
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