IMPACT
Users are unable to access the www.justice.gov website at this time.
EXECUTIVE OVERVIEW

On January 19, 2012, the United States Department of Justice (DOJ)
reported to US-CERT a Distributed Denial of Service (DDoS) attack
against their public-facing website. US-CERT sensors also detected DDoS
activity against the website. According to open source reporting, the
hacker group Anonymous claimed responsibility for the attack in
"retaliation for Megaupload”.

Earlier today, DOJ released an indictment charging the leaders of
file-sharing website Megaupload with engaging in a racketeering
conspiracy, conspiring to commit copyright infringement, conspiring to
commit money laundering and two substantive counts of criminal copyright
infringement. DOJ also seized and took down the Megaupload website.

DHS ROLE

US-CERT provided feedback to DOJ and FBI on potential impacts before the
takedown and blowback was expected. US-CERT also provided an analyst
on-site to support. US-CERT reached out to DOJ SOC requesting more
information on the attack and to provide any assistance requested.
US-CERT contacted NCS asking them to reach out to ISP vendors advising
them to watch for UDP traffic towards the justice.gov site. US-CERT
sensors also detected the DDoS activity.

INTERAGENCY / PRIVATE SECTOR ROLE

DOJ coordinated with DHS before taking down the Megaupload website. DOJ
and DHS prepared a joint Public Service Announcement on the website take
down which was released via the US-CERT portal to designated
authorities. DOJ is currently attempting to mitigate effects of the
DDosS.

PRESS ACTIVITY

Widespread coverage.

SOURCE:

http://rt.com/usa/news/anonymous-doj-universal-sopa-235/
http://www.washingtonpost.com/blogs/federal-eye/post/justice-department-
web-site-goes-down-after-feds-seize-megaupload/2012/01/19/g1QAd2GpBQ_blo
g.html

REQUIREMENT :

PIR #6 - Successful denial-of-service (natural or manmade) of any

Department, Agency, or critical asset, to include major infrastructure
of any foreign government.

Respectfully,
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----- Original Message -----

From: Boogaard, Peter

Sent: Tuesday, February 28, 2012 07:31 PM
To: Davis, Robert M

Subject: Statement

let me know when you have a draft. Thanks man
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Sent: Tuesday, February 28, 2012 ©7:31 PM
To: Davis, Robert M
Subject: Statement

let me know when you have a draft. Thanks man
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