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This is an action under the Freedom of Information Act (“FOIA”), 5 U.S.C. § 552.  

Plaintiff seeks injunctive and other appropriate relief, including the expedited processing and 

release of agency records requested by Plaintiff from Defendant United States Customs and 

Border Protection. 

 Plaintiff, by and through his attorneys, alleges as follows:   

 

PARTIES 

1.  Plaintiff Kevin Poulsen is an individual residing in San Francisco, California, and is a 

full-time journalist with Wired News, an online news magazine based in San Francisco, 

California, that reports on technology, culture, business and politics. 

2.  Defendant United States Customs and Border Protection (“CBP”) is a federal agency 

within the Department of Homeland Security, a department of the Executive Branch of the 

United States Government, with its headquarters located in Washington, D.C.  CBP is an agency 

within the meaning of 5 U.S.C. § 512(f). 

 

JURISDICTION AND VENUE 

 3.  This Court has both subject matter jurisdiction over this action and personal 

jurisdiction over the parties pursuant to 5 U.S.C. §§ 552(a)(4)(B), 552(a)(6)(E)(iii).  This Court 

also has jurisdiction over this action pursuant to 28 U.S.C. § 1331 and 5 U.S.C. §§ 701-706.  

Venue is proper in this district under 5 U.S.C. § 552(a)(4)(B). 

 

GENERAL ALLEGATIONS 

4.  Upon information and belief, a United States Customs and Border Protection 

computer system stopped operating normally on August 18, 2005. 

5.  On August 19, 2005, the Associated Press reported: “Travelers arriving in the United 

States from abroad were stuck in long lines at airports nationwide when a virus shut down an 

U.S. Customs and Border Protection computer system for several hours, officials said.” 

Case3:06-cv-01743-SI   Document1   Filed03/07/06   Page2 of 27



 

COMPLAINT FOR INJUNCTIVE RELIEF 

 -2- 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

Associated Press, Customs Computer Virus Strands Travelers (Aug. 19, 2005) available at 

http://www.msnbc.msn.com/id/9002733/.  (See attached Exhibit A). 

6.  The article cites Homeland Security spokesman Russ Knocke as saying that “the virus 

impacted computer systems at a number of airports Thursday night, including those in New 

York, San Francisco, Miami, Los Angeles, Houston, Dallas and Laredo, Texas,” and cites CBP 

spokesman Zachary Mann as saying that “[t]he computer problem originated in the database 

systems located in Virginia and lasted from around 6 p.m. until about 11:30 p.m.”  

7.  By letter dated August 22, 2005, Plaintiff requested from Defendant CBP “any 

documents (including but not limited to electronic records) detailing, describing, or concerning 

the August 18th, 2005 failure of a CBP computer system used to process passengers arriving on 

international flights, which failure resulted in delays in admitting international travelers in 

several U.S. airports, including those in Miami, New York, and San Francisco.”  (See attached 

Exhibit B). 

8.  Plaintiff asked for expedited processing of his request pursuant to 5 U.S.C. § 

552(a)(6)(E), noting that he is a person “primarily engaged in disseminating information” and 

that there existed an “urgency to inform the public concerning actual or alleged Federal 

Government activity.”   

9.  In support of his request for expedited processing, Plaintiff wrote: “The failed 

computer was reportedly responsible for security screening of international travelers entering the 

U.S.  If, in fact, it fell prey to a computer virus, this would suggest strongly that a federal 

government computer system providing a vital security function was not adequately protected 

from outside attacks, and could be subject to continuing and serious compromises.  The safety of 

U.S. borders is a matter of obvious and urgent interest to the public.” 

10.  On September 23, 2005, a month after Plaintiff’s initial request was made, Plaintiff 

received a telephone call from Erlinda Byrd, who identified herself as an employee of CBP’s 

Office of Public Affairs and confirmed receipt by CBP of Plaintiff’s request.   
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11.  Erlinda Byrd told Plaintiff that CBP officials believed that a search for the records 

requested by Plaintiff would not produce any records which CBP would release to Plaintiff.  

Byrd asked Plaintiff if he would voluntarily withdraw his request, and Plaintiff refused. 

12.  Upon information and belief, CBP had not conducted a search for records as of 

September 23, 2005. 

13.  On December 9, 2005, Plaintiff contacted CBP by telephone to ascertain the status of 

his request, and a CBP employee informed him that his request had been forwarded for 

processing on September 8, 2005 to CBP’s Office of Information and Technology.   

14.  Plaintiff then called CBP’s Office of Information and Technology, and spoke with 

Diane Hundertmark, who identified herself as the CBP official responsible for processing 

requests made under the FOIA within the Office of Information and Technology.  Hundertmark 

told Plaintiff that she could not locate any record of his request.  

15.  By letter dated December 9, 2005, Plaintiff notified CBP that he had not received a 

response to either his request for expedited processing or his request for records, and also related 

the details of his conversations with Erlinda Byrd and Diane Hundertmark.  (See attached 

Exhibit C).   

16.  Plaintiff concluded, “I’m confident that your agency would not simply discard a 

lawful FOIA request because of the inconvenience of fulfilling it.  Please take every effort to 

ascertain the status of my request, and provide me with an initial determination and a response to 

my request for expedited processing by the end of the year.” 

17.  In an article published on December 15, 2005, CNET News.com cited a Homeland 

Security spokesman as saying that “contrary to some initial reports, there was no evidence that 

[the August 18, 2005 computer failure] was caused by a virus.”  Anne Broache & Declan 

McCullagh, Aging Computers Hobble Homeland Security, CNET News.com (December 15, 

2005), at http://news.com.com/Aging+computers+hobble+ Homeland+ Security/2100-7348_3-

5995856.html.  (See attached Exhibit D). 
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18.  Upon information and belief, officials have not accounted for the discrepancy 

between the initial statement made by a Homeland Security spokesman in August and the 

subsequent statement by a Homeland Security spokesman made in December.   

19.  On January 31, 2006, five months after the initial request, Plaintiff received an 

undated letter from CBP’s Office of Information and Technology denying his request for 

records.  The letter informs Plaintiff that his request for records was “reviewed and considered,” 

but it was “determined that additional information pursuant to the incident beyond what has 

already been provided to the media is exempt from disclosure in its entirety pursuant to 5 USC 

552 (b)(2) as it is related solely to the internal administrative practices of [CBP].”  The letter 

does not provide an estimate of the volume of the requested matter.  (See attached Exhibit E). 

20.  The typed signature at the bottom of the denial letter names Cristin C. Fair, the Chief 

of Staff of the Office of Information and Technology, as the sender, but the letter is signed by 

Diane C. Hundertmark.   

21.  Upon information and belief, CBP did not conduct a search for records prior to 

sending the denial letter. 

22.  By letter dated February 2, 2006, Plaintiff appealed CBP’s denial of his request and 

CBP’s failure to respond to his request for expedited processing in accordance with both the 

appeal procedure given in the denial letter from the Office of Information and Technology and 

applicable CBP regulations.  (See attached Exhibit F). 

23.  As grounds for his appeal, Plaintiff stated that CBP: 

(A) Wrongly withheld records by citing an inapplicable exemption; 

(B) Failed to provide records containing information that has been made public, 

even though there is an “intensified” public need for the records in light of “the 

media’s inconsistent reporting;” 

(C) Did not conduct an adequate search for records; 

(D) Failed to comply with the statutory time limits regarding responses to requests 

made under the FOIA; and 

(E) Failed to make a determination on Plaintiff’s request for expedited processing.   
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24.  Upon information and belief, Plaintiff’s appeal letter was received by CBP on 

February 3, 2006. 

25.  To date, Defendant CBP has not responded to Plaintiff’s appeal. 

26.  Plaintiff has exhausted the applicable administrative remedies. 

27.  Defendant CBP has wrongfully withheld the requested records from Plaintiff. 

 
CAUSE OF ACTION 

 
 

COUNT ONE – FAILURE TO MAKE REAONABLE EFFORTS TO SEARCH 
5 U.S.C. § 552(a)(3)(C) 

 

28.  Plaintiff incorporates by reference the allegations in Paragraphs 1- 27 as if fully set 

forth in this Paragraph. 

29.  Upon information and belief, Defendant CBP did not “make reasonable efforts to 

search for the records” requested by Plaintiff as required by 5 U.S.C. § 552(a)(3)(C). 

30.  Plaintiff has exhausted the applicable administrative remedies. 

31.  Plaintiff is entitled to injunctive relief requiring Defendant CBP to process 

immediately the requested records in their entirety. 

 
 

COUNT TWO – FAILURE TO COMPLY WITH STATUTORY TIME LIMITS 
5 U.S.C. §§ 552(a)(6)(A)(i), 552(a)(6)(A)(ii), 552(a)(6)(E)(ii)(II)  

 

32.  Plaintiff incorporates by reference the allegations in Paragraphs 1-31 as if fully set 

forth in this Paragraph. 

33.  Defendant CBP failed to respond to Plaintiff’s request for expedited processing, in 

violation of 5 U.S.C. § 552(a)(6)(E)(ii)(II). 

34.  Defendant CBP failed to timely respond to Plaintiff’s request for records, in violation 

of 5 U.S.C. § 552(a)(6)(A)(i). 

35.  Defendant CBP failed to respond to Plaintiff’s administrative appeal, in violation of 

5 U.S.C. § 552(a)(6)(A)(ii).  

36.  Plaintiff has exhausted the applicable administrative remedies. 
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37.  Plaintiff is entitled to injunctive relief requiring Defendant CBP to immediately 

release the requested records in their entirety. 

 
 

COUNT THREE – WRONGFUL WITHHOLDING OF RECORDS 
5 U.S.C. § 552(b)(2) 

 

38.  Plaintiff incorporates by reference the allegations in Paragraphs 1-37 as if fully set 

forth in this Paragraph. 

39.  Defendant CBP wrongfully withheld from release an unspecified number of 

responsive records under 5 U.S.C. § 552(b)(2), claiming that the information contained in those 

records “is related solely to the internal administrative practices of this agency.”  

40.  Upon information and belief, the matter at issue is not “related solely to the internal 

personnel rules and practices of [CBP],” and should not be subject to an exemption under 5 

U.S.C. § 552(b)(2). 

41.  Plaintiff has exhausted the applicable administrative remedies. 

42.  Plaintiff is entitled to injunctive relief requiring Defendant CBP to release the 

requested records in their entirety. 

 
 

COUNT FOUR – ARBITRARY AND CAPRICIOUS AGENCY ACTION 
5 U.S.C. § 552(a)(4)(F) 

 

43.  Plaintiff incorporates by reference the allegations in Paragraphs 1-50 as if fully set 

forth in this Paragraph. 

44.  The circumstances surrounding Defendant CBP’s withholding of records from 

Plaintiff “raise questions whether [CBP] personnel acted arbitrarily or capriciously with respect 

to the withholding” under 5 U.S.C. § 552(a)(4)(F).  The relevant circumstances include, but are 

not limited to, the following: 

(A) CBP failed to respond to Plaintiff’s request for expedited processing; 

(B) CBP failed to respond within the statutory time limit to Plaintiff’s request for 

records; 
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(C) CBP failed to respond to Plaintiff’s appeal; 

(D) CBP employee Erlinda Byrd requested that Plaintiff withdraw his request for 

records; 

(E) CBP employee Diane Hundertmark told Plaintiff that his request could not be 

located; 

(F) Upon information and belief, CBP officials did not conduct a search for the 

records requested by Plaintiff; 

(G) Upon information and belief, CBP officials misplaced Plaintiff’s request for a 

period of time; and  

(H) Upon information and belief, CBP officials did not make reasonable efforts to 

process Plaintiff’s request under 5 U.S.C. § 552, et seq. 

45.  Plaintiff has exhausted the applicable administrative remedies. 

46.  Plaintiff is entitled to a written finding that the circumstances surrounding the 

withholding of records raise questions whether agency personnel acted arbitrarily or capriciously 

with respect to the withholding. 
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REQUESTED RELIEF 

 WHEREFORE, Plaintiff prays that this Court: 

 1.  Order Defendant CBP to process immediately the requested records in their entirety; 

2.  Order Defendant CBP, upon completion of such processing, to disclose the requested 

records in their entirety and make copies available to Plaintiff; 

 3.  Issue a written finding that the circumstances surrounding the withholding raise 

questions whether agency personnel acted arbitrarily or capriciously with respect to the 

withholding, and refer the matter to the Special Counsel for investigation; 

4.  Award Plaintiff his costs and reasonable attorney’s fees incurred in this action; and 

 5.  Grant other such relief as the Court deems just and proper. 
 
 
 
Dated: March 7, 2006    Respectfully submitted, 
 
       
 
           
      Lauren Gelman, State Bar No. 228734 

Jennifer Stisa Granick, State Bar No. 168423 
Megan Adams, Certified Law Student 
CENTER FOR INTERNET & SOCIETY 
CYBERLAW CLINIC 
Crown Quadrangle 
559 Nathan Abbott Way 
Stanford, California 94305-8610 
Telephone: (650) 724-3358 
Facsimile: (650) 723-4426 
E-mail: gelman@stanford.edu 
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