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Northcrn District of California //)
tllpitcd States of- America

V .

Donald Ryan Austin
Defendant

AItREST W ARRANT

Any authorized law enforcement officer

Y()U ARE COMMANDED to arrest and bring before a United Statcs magistrate judge without tlnnecessary delay'
(name (z-/pf?r-vfprl fo br rgrrcà'fe#,z Donald Ryan Austin

who is accused ()f an offense or violation based on the following document filed with the
court:

(X) lndictrrlent ( ) Superseding lndictment ( ) lnfbrmation ( ) Superseding Information ( ) Complaint

( ) Probation Violation Petition ( ) Supervised Release Violatioll Petition ( ) Violatioll Nutic.e ( ) Order of the Couf't

This offense is briefly described as follows:

1 8: l030(a)(5)(A) - lntcntional 'l-ransmissiqn Causing Damage to a Protectcd Computer

Date: Junc 23. 20 16

C ity and state: San F ranc isco, (?.a ! i fordia

MARI J. JESrINS
/!.$'.$. ?,f t'l't.Lff t'-latj/'ir çï. t? ?- '.î' .$. i'jir /1 t.7 kr îkr ?- é?

M . Jenkins? Deputy (7- ltrk

Printrd zftzrrlc urtd tit ?t:

flate:
f rresling olf- f cer îç signalurez .
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DONM ,D RYANZAUSTIN;

VENUE: San Francisco
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J . . DEFENDANT)
f

INDICTM ENT ?

a 
'

l 8 U.S.C. #: 1030(a)(5)(A) and (c)(4)(B)(i)'- IntentlonalTmnsmission C ausing::
Damage to a Protected Computeq 18 U.S.C. j l030(i) and (i) Forfeitmv''

A true bilk'

#

Ofeman'

Filed in ope coud 11*. 2 3 ' day ofv
. (V
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7

8 UNITED STATES DISTRICT COURT

9 NORTIIERN DISN CT OF CALIFORNIA
' 
. y 7 ,j ' v

10 SAN FRANCISCO DW ISION
.A.%k&':Ju<..V1z.z ' w t* $ .' s * l ' ' ' e' ' . . .' l . . . . .' ;.-'..<

'

. .>.- ''.

1 1 g j, j,: $ .g'. g g' $. yjj .;),UNITED STATES OF AMERICA, ) CASE NOk . u ,,q
12 ' )

Plaintc  ) VIOLATION; 18 U.S.C. j 1030(a)(5)(A) *d,.)
13 ) (c)(4)(B)(i) - htenuoM .Tmnqml'ssioscame r.: '

v. ) Damage to a Protected Computer; 18 U.S.C.
14 ) 9 1030(i) and () - Forfeiture.

DONALD RYAN AUSTW , )15 
) su  FRANCISCO VENUE

Defendnnt )16 
) UNDER SEAI.
)17 
)

18

19 IN D I C T M E N T

20 n e Czrand Jury chqrges:

21 At a1l times relevant to tbis Indice ent:

22 'IH E LINUX OPERA'H NG SYSTEM

23 1. Linux waq an operating system, which is soâware that enables a computer to functioa

24 M d allows a mser to nm applicaéons on the computer. Millions of business, govemment academic, and

25 personal computers ran the Linux operating system .

26 2. n e Linux k= el was the core piece of so> are in the Linu  operating system. The

27 Linux kem el was a basic set of ine lctioiu for a computer plus a collection of optional ine lcion

28 m odules.

INDICTM RNT
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I

1 3. n e Linux kernel was siopen source sohwam '' menning that its source code was available

2 for anyone to view and modify. n e source code was the list of computer ins% ctions written in a
g

3 language readable by hum=s.

4 'DIE LINUX ORGANIZATIONS

5 4. n e Linux Kemel.orge zation was a nonprost orgnnluéon w11 oëces in San Josek:

6 Califonzia- lt operated a websitej wwm kernel.orgf 9om Which it disi buted the Linux kernel, Interzptrl''

7 users could download versions of the Linux kernel âom the wwm kemel
.org website pllmlmnt to a freel,

8 joitware licensek.

9 L' 5. The.lainux Foundaion was a sepo te nonproft orgnolgmtion w1t11 oflkesiin S* v
. 

, 

''
. 
.. 

r .' 
. 
- y. . :. 

2 
.L. jL...

' 

: 
''

C 10 Fe cisco, Californimrn e Linux Fèundauon encouraged' the development of open source soAwareanélk' '

1 1 promoted the Linux operae g.system: n e Linux Foundauon alsa managed the Linux Kemelt

12 Orgnnivntion u d provided tlnancial,. stnmng, apd teclmical support fo: the operation of the;

13 wwwmkem el.org websitek

14 6. n e Linux Kernel Orgmlizauon Md Linux Fètmdaoon leued mzd operated'a numberof''

15 servers in order to host tIIe.LiIIUX kem el and the wwm kem el
.org website. A server was a Omputerthatt'

16 managed access to network resources by othercomputirs'. Some of the servers hosted copies of th+ '

17 Linux kemel M d some pmvided other website functions;
.

18 : 7. P.A. was a memberof the Linux Fotmdadon TecY cal Advisory Board and founder of è'

19 the Linux Kemel Orgnnlyldonk

20 8. J.H. was a system ndmlnis% tor for the Linux Kemel Organizationk

21 TI'IE DEFENDANT'S AW ACKS ON:

22 SERW RS CONNECTED TO '11IE LINUX ORGANIZATIONS

23 9. 'Fhe Phalanx rootkit was a piece of malicious soH are that established a ttbackdooe' on a

24 computer, allowing an unautbon'ged penon to access the computer with full ndminisH éve privileges
u

25 An a> ker cotlld use the backdoor to cormect to the infected computer via SSH
, which is a protocol that

26 allows secure remote,login and cona l of a computer
. n e rootkit a1* enabled an unauthon'lM  N zson'

27 to inenll additional software on.the iafectH  computen

28 10. n e Ebury trojan was a piece of malicious software tbnt harvested the credentials of

INDICM NT
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i

1 authorized tksen who logged in via SSH to 
an infected computer. n e Ebuv kojan colleded the

2 credentials and trnnAmitted them over the l
ntemet to an outside computer conûolled by the pers

on who:3 i
nstalled the malicious soN are

.

4 11. 'fhe d
.efendnnt DONALD RYAN AUSTIN ($WUSTW '')

, used credendals belono gètol:
5 an individual, J.H., to gain tmautho:zed access to servers bel

ono g to the Linux Foundations theLiàuxi'
6 Ktrnel Org=izatiow and P

.A. AUSTIN installed the Phalnnx rootkit and E'b
ury kojo on several oft

7 thost servers, causing dnmage without authoriz-qtion. AUS'XN also used the llnnuthorized ndminl- d
vér,9 

privileges to make other changes to the serv
ers; such ms inseeing messages 0

. t would automadcall/tf9 di
splay when#the servers:restarted; One of AUSTW '

S goals was to gaia access,to th: soN ares.
10 Ystributed through the wwmkemelkorgw

ebsitet

11 COUNT ONE; (18 U.S.C. 9 1030(a)(5)(A) - Intenional Transmission of lnformatgon
; Code. or

12 Command Causing Damage to a Protect
ed Computer)

13 12. 'Fhe factllnl allegations of Pa
ram phs One through Eleven are re-alleged and inc

orporated!14 
as if fully set forth herek

15 13. n e Linux Fotmdation lemsed 
a seweri known aa uOdin1

,'' in connection with th+ ;
16 operadon of the www

.kemel.org website; n e Odinl sewer was co
nnected to the lntemet avd located ins

17 San Jose, Californiak:

18 . 14. Stu ing on or about Au
gust 13. 2011 and continuing through on or about S

eptember 1,1
9 20119 in the Northem DisG d of Califomi

a and elsewhere, the defendnnt

20 DONM D RYAN AU
S'I'W 9

21 knowingly caused the kansmission of a 
progrm  infonnatiow co' de, and comman; and, as a result of

22 such conduct intentionally caused dnmage with
out authorizaion to a protected computer; that is

,23 AUSTW  knowingly tmnsmitt
ed a progm  Zfo= ation

, code, and command to the Odinl server and

24 thereby caused Hm age without authodzxti
ow K d tàe ofense caused loss to a person dlm'ng 

a one year25 
period 9om the defendnnt's couv  of cond

ud G ecting a protected computer agm gae
g at least

26 $5,000 in vatue. AlI in violation of Title 18
, United Sfnles Code, Sedions 1030(a)(5)(A) and

27 (c)(4)(B)(i).

2: //

INDICTMENT
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l

1 COUNT TWO: (18 U.S.C. j 1030(a)(5)(A) - Intentional TnmKmission of Info= atiow Code. or

2 Command Causing Damage to a Protected Computer)

3 15. n e fachlnl allegations of Paragraphs One through Eleven are re-alleged and incprpomted?

4 as if fully set'fohh here.

5 16. n e Linux Foundauon leased a serverk H own as içzeusl,'' in connecdon with thev

6 opee on of the wwmkernel.org websitek n e Zeusl server was connected to the htemet an4 lokatel W :

7 San Jose, Califomim

8 :' 17. Startingion or about August 13, 2011 and continuing through on or about Septemberlk
, $

.
' 
... 
'
. i' j .. . .. j . .y .9 2011

, in theNèe eraDistrict of Califùmia and elsewhere; the defendnnk. :).)'? .
,
,

. , 
. 
' 

.. ) : $Jèr':: . s .T - . .J J . . .a :. J. :è. . .6: DONALD RYAN,AUS'IRN ( 'j
, :t10 #. 

. .
. 
' 

. .
.. ... 

. r;. r. :'

. 
. J r

qq t11 u owingly cause thvkansmission of à propamk informauoni code; = d, commandj and,. as a resultpfn

12 àuùb èondùct intenenally caused tlnmage:withùùt authorization to a proiecte compuier; mai ivt j ; y '
, . .. . , 

, )).,j.. y t.y ., . y .. , 
.

13 AUSH N knowinglytmnsmittdd a propmn; i'nformstionk code; and command tethe Zeusl'. sewer 1 dl'?1
: 
'

14 thereby caused dnmage without authorizadonk, and the oflbnse caused loss to a person d!1 Hng aconèy- fk

15 period 9om the defendant's co= eof conduct afeèting a protected' computer agpegnflng at 1e- ?' ( ' '

16 $5,000 iavalue. M1 in violation of Title 18, Uùited States Codei SectioM 1030(a)(5)(A) and:

17 (c)(4)(B)(i)k

18 COUNT 'IMREE: (18 U.S.C. 9 1030(a)(5)(A) - lntenûonal Tra mission of lnfo= ation, Code; om'

19 Commsnd Causing Damage to a Protected Computer)

20 18.. n e fachlsl allegafons of Paragrapha One throul Eleven are re-alleged and inco> ratedr

2 1 as if fully set forth here..

22 19. n e Linux Foundation leased a sew er, u own as $çN b3
,'' in connedion with the

23 om mfon of the wwm kemel.org website. n e Pub3 seNer was conneded to the Intemet and located in

24 Redwood City, Califom im

25 20. Stneing on or ahmt August 13, 201 1 and condnuing through on or ahmt SeptemO  1
,

26 2011, in the Northem  DisG d of Califom ia and elsewhere, tbe defendnnt

27 DONALD RYAN AUS'IW

28 knowingly calte  tbe tmnKmission of a progrm  info= ation, code, and commani and, as a result of

m DICTM ENT
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1 such conduct intendonally caused dsmage without authorizldon to a protected computer; that is,

2 AUSTW  u owingly trsnsmitted a program, informauonj code, and command to the Pub3 sewer and:

3 G eaby caused dnmage without autbon'zxtiow and the oFense caused loss to a person dnm'ng a one year

4 period from the defend=t's course of condud G ecting a protected computer agvegadng at least,

5 $5,000 in value. A1l in violauon of Title 18, United States Code, Sections 1030(a)(5)(A) and

6 (c)(4)(B)(i).

7 COUNT FOUR: (18 U.S.C. j 1030(a)(5)(A) - Intentional T= smission of lnformaionk Code; or

8 Command Causing Damage to a Ptotected Computer) .

9 : 2t. '' n e fachml. allegations of Po kaphs One thmnul, :léven are re-alltged and incomoratedt
. 

, . . 
. g.è. . fq... ,

10 àsLif fully set forth herep , .

. . 
'

1 1 ' 22. P.A. USH  a computer located inthe Northem Disd ct of California and connected to the?c

12 lntemet as a private e-mail server.

13 23. Stnrting on or about August 13i 2011 and continuing thrnul on or about Septemberlk

14 2011, in the Northem Dise d of Califomia and elsewhere, the defendnnt

15 DONALD RYAN AUSTW .

16 knowingly cau ed the transmission of a programy informauon. code; and comm=d, =d, as aresult of''

17 juch conductj intenuonally. caused dlmage without authoriznfon to a protected computec that is;..

18 AUSTW  knowingly iansmitted a propam, informatiow code, Md command to P.A.'S personlmail '

19 server and thereby caused dlmage without authorizldoni Kd the oFense caused loss to a person duHng,

20 a one year period 9om the defendnnt's course of conduct atl-ecting a protected computer agpegntlng at

21 leasl $5,00  in value. A11 in violation of Title 18, United States Code, Sections 1030(a)(5)(A) =d:.

22 (c)(4)(B)(i).

23 FORFEIRURE ALLEGATION

24 24. n e factnnl allegadons contnined in this Indictment are hereby realleged for tbe puoose

25 of alleging forfeie e purmmnt to Title 18, United States Code, Section 1030(i) and ().

26 25. Upon convicuon of the ofl-enKes in violauon of Title 18, United States Code, Se on

27 1030(a)(5) set fo%  in this lndice enk the defendnnt

28 //

INDICTM ENT
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1 DONALD RYAN AUS= ,

2 sV l fodeit to theunite Si-- Qf Amzrio  p= - t to Title 1% Unie  S>  CG  Se oa 1037i)

3 e  (), any > *  pm>  't*M Qr inkndM tee t'-  to commlt or to feiliA %  O-mluion ofL

4 Y drviole n or . conspiv y teviolate Y d pmvisicnk M duypm- , = 1 or- e ke G

5 onxitutœ or is de ve fmm - *..%1: to theolé-  induding butnot llmie  tokas= of/s
l 

. * .

6 money mY * the toœ a o=t of pm e  defe lntobYne or &dve  d'- tly Q# ind.- ly; fm>è

7 +@ viole om

8 ,' 26. lf Ry of the pmmo  d- 'M  e ve, u a - 111 of Oy u  oromissiop',

9 pf the definY k'r
. 

yg,( .' rr
41 emnnot %  l= M  uN lM exc ix of dx  diligentep101 -. a.()

'

.. .. .

' 

.

' 

..'

1 1 7 b. ha u-- enmfee  or x14 %  or d- sie  VA  a tMM > ;
X

12 k: c. has u-- pl.e- uyo4tkelwiliïionoiù xuw:

13 ': d. hu '--- subse tially d1m1n1**  in vzueiort
. )

14 : e. hu '' ' - commlngle wii oie - -  which ex nnt Y divide wiiout

15 dimùultyk

16 tM  Unite  S1*#- of AmeHœ *b*I1 N OV H o foe io  of mlhelo  px> p&l-l*nt to TlQe.21k,

17 Unie  S#**- CM* œ *  853(p)i as 1= > -*  by Mtl@.I&;UniM  S-#- CG  Se o>.103W1X21:

18 Ql pt-ont OTMtI. 18 Unie  Sê.*- CG  R-'ow.l03œ
, 

'

19 D- z i(za( tâ A'mussltu
2:

21 - --'
FORRPEQKON'

22 BRIAN 1. SIRW CH '
Unie  S#-  A*n-  '

23
, 

'

24 ' .' '

M = BW A. FARRRLM
œ et CHP Unit

26

27 (A> ve as o fo= :
AUS M. KANE28

INDIG MENT
6
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@ SEAKEP .grcounz ORDEF @
Ao 2s7 (Rw. < 8)

DEFENDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN U.S. DISTRICT COURT

sg: IZ COMPtAINT U INFORMATION E81 INDICTMENT Narx of olstHacxrt and/orludgepMagutrat- an

Z SUPERSEDING NORTHERN DISTRICT OF CALIFMN/.L ..OFFENSE CHARGED xu awuczsco nwlsloy Y
. s

! s tJ.5-c5 :n3G.)(5(A). (Z Pe* . - t . . l?

(Z) Mlrmr xgENoANv..u.s ,,:ctot/ddv

Mlsde- Nlhtuv; (t usepoop ,Z 
meancr j DONALD RYAN AUSTIN D/là: alct q

c > 'o ytt/o
o .(F(I Felony . /4DISTRICT COURT NUMBER

la E N ALW : j eyygsejaxrs lsm; pxr Ij yj na yms aesnytmtqbyj ey,ejoy eyjazj) usyuspe, y ; ) 5j xedt jroll e. a s e: $ 2 5 0, (m . jy y , 
y. . 

, .  5 . . Q. , M ' . ' . . . . .

% W ' * * '6 : '
J !'?

oEgsxoAuy

PROCEEDING

Name of Complaintait Agency or Person (& 'Fiee, if any)' . . .
. 

Fajr.
. 1. ' .
. r- l person is awaiting trial In another Federal or state Coudi
M  iy@ name ef court

.. * .. .. . .-.-

tàis person/pro-edinljs :ansferr- from anomer distrid1-1 
ar (circle one) Fncm 20, 2ï, or 40. show astrid.p

. +is is a reprosecuuon of
m
' 

chames previously dismisse
1 1 whle  we+ dlsmlssed on motion SHOW .

nocxe-r No.of:

((() U.S.ATTORNEY Z DEFENSE

this proseœtlon relates to a.

Z  pendlng case Invojving.mia samœd
efendant MAGISTRATE

CM E NO.

prior prnre ings ot appearanœts)
Z  be*rp U.S. Magistrate regarding thlsd

efendantwera recorded under

Name and Of5œ cf Pefson '
Fumishing Informatien on this form BRIAN J-STRETCH

IXI U.S. M omey ID Other U.S. AgenA

IS NOFIN CU:TODY
Has not been arrestedk pendlng outcme thls proceedlngz

1) IK If not detained give date any prioc.
tlmmonl wa: served enz above charge: Y .s

2) Q ls a Fugitlve'

3) Z Is on Bail qr Release frol (show'Dlitrid)

IS IN CUSTODY

4) E1 On thi: charge

5) Z On another =nvicdon . ) ((q Federal (D Stat-.
6) (5 Awai:ng Mal on ether chamel

. ff answer te (6) 11. ''Yeeb show name of insœ tionu.

Yes If ''Yes'H
as d

.etalner Q j gjv: uatebeen 'led?(n No fil- 
.

DATE OF j' MonteayxearARREST '
or... If Arre lvAgenN &Warrantu œ n:t

DAYE TMNSFERRED j MonWDaY/Year'TO U
.ô. CUSTODY

Name of Assistant U.S.
Attorney (if assigne)

(Z nls report amends AO 257 previously submite..MICHELLEJ
. KANE

ADDITIONAL INFORMAM ON OR COMMENTS
PROCESS:

(Z1 SUMMONS IZJ NO PROCESS* W) WARMNT Bail Amount No ball
If Summolw = plete following:

A- nment (r1 InïalA- aranœ '*- d-+aS- *app--* p=mp'-  D@'- '&m *>XZ w.- n-.
- ,',-

, .l-  Maw- fe ,aa -----ul- .n.w - . .
oefendantAddresx:

oa- me: Beforeaudge: .

Commenh:
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l BRIAN J. STRETCH (CABN 163973) u:seAk
United States Attomey oey'2 

y couRT ORB
DAVID R. CALLAWAY (CABN 1217821

3 chief
, Criminal Division

4 M ICHELLE J. KANE (CABN 210579) .&,A
ssistant Uniteê States Attomey I i5 2

*# Y1301 Clay Skeet; Sbite 3405
6 Oakland'; Califomia 946 11 

sa 
2J g 

mpTelephone; (510) 637:3680: Noplp)-ll yv ro t7 
FAX: (510) 637-3724 # lpyoy-)), 

c$;q)michelle.kano@usdoj.gov tg #8 4 /747
#+

9 Attorneys forplainti/''
'
y.) . 4: .10 : : UNITED STATESèDISTRICT COURT

11 NORTIIERN DISTRICT OF CALIFORNW

r
12 sAV FRANCISCO D1VlSi ' 

x
, j , x yy y. j);' )') x g gg', jjyr g,()13 UNITED STATEj OF AMERICA. ) Cnmlnal ï r:' 

) :14 
.plaintiff, ) SEAI,ING APPLICATION AND

) . SEALING ORDER15 
vsk )

) SAN FRANCISCO VENUE16 
DONALD RYAN AUSTIN; )

) UNDER, SEAI:; ,17 
Defendant. )

)1s

19 n e United States requests that the Indictment; Penalty Sheet and Arrest W nrrant

20' in the above-taptioned case tlled with the Court on June 23
, 2016. be filed under seal

21 until further order otthe Court, with the exception that the Clerk's ofike may provide a

22 copy of the Indictment. Penalty Sheet and Arrest W arrant to the U.S. Attonwy's Ofsce

23 and agents of the Federal Bureau of Investtgation.

24 n e sealing application is requested because the government is continuing itq

25 investigation and disclosure of the indictment may thwart the hwestigation and

26 apprehension of defendnnt poteptial accomplices, associates, and/or co-conspkators.

27 ///

28

SEALW G APPLICATION AND
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1 W HEREFORE, I respectfully request that the Court issue an Order granting this

2 Application.

3

4 DATED: Jtme 22, 2016 Respectfully submitted,

5 BRIAN j. STRETCH
Uni d States Attom ey

6

7

8 M I LLE J. KANE
Assi tant United States Attomey

9

10

ORDER11

12 on the govem ment's application
, the Indictment, Penalty Sheet and Arrest W arrantc

13 tiled with the Court on June 23
. 20 16, shall be sled under seal until further ordtr of the

14 court with the exception that the Clerk's oftke may provide a copy of the Indictment,

15 Penalty Sheet and Arrest W arrant to the U.S. Attomey's Oflke and agen? of the Federab,

16 Bureau of lnvestigationk

17 IT IS SO ORDERED. l

1 8 . . ..
Dated: b E/'.s 2016

19 , N .,w Es-m oltE
/ U.S. Magskate Jydge

20

21

22

23

24

25

26

27

28

SEALm G APPLICATION AND
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@
United States District Court

Northern District of Califnrnia

@

:

i
bob ?' r.) gg jj I

i

CRIM INAL COVER SHEET ct/atsh. M soo :
fsrnm cs cotar
oAKtz.c Cllpcnytn

Instructions: Efective January 3. 2012, this Criminal Cover Sheet mtlst be completed and submitted
, along with the

Defendant Information Fcrm, for each new criminal case.

? ;
x.+

Cage Name: Case Num berl 
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Tntal Number of Defendantg:

l ## 2-7 8 or more' .

Is This Case Undet Seal?

l ,Yes / No

Doe: thi: case involve ONLY charges under 8 U.S.C. j 1325 and/or 1326?

Yes No /

Venue (Per Crimz LRk 18-1):

sF / OAK

1: any defendant charged with a death-penaltpeligiblè erime?

Yes No /
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Assigned AUSA lLead Attnrneylt
VICHELLE J. G NE, AUSAI''

Date Submittedz

June 23, 2016

Is this a m CO Act gang case?

v e s N  N o Nz

Com m ents:
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