(6) Federal Reporting Requirements. Contractors operating information systems on behalf of the Government
or operating systems containing sensitive information shall comply with Federal reporting requirements.
Annual and quarterly data collection will be coordinated by the Government. Contractors shall provide the
COR with requested information within three (3) business days of receipt of the request. Reporting
requirements are determined by the Government and are defined in the Fiscal Year 2014 DHS Information
Security Performance Plan, or successor publication. The Contractor shall provide the Government with all
information to fully satisfy Federal reporting requirements for Contractor systems.

(f) Sensitive Information Incident Reporting Requirements.

(1) All known or suspected sensitive information incidents shall be reported to the Headquarters or Component
Security Operations Center (SOC) within one hour of discovery in accordance with 4300A Sensitive Systems
Handbook Incident Response and Reporting requirements. When notifying the Headquarters or Component
SOC, the Contractor shall also notify the Contracting Officer, COR, Headquarters or Component Privacy
Officer, and US-CERT using the contact information identified in the contract. If the incident is reported by
phone or the Contracting Officer’s email address is not immediately available, the Contractor shall contact the
Contracting Officer immediately after reporting the incident to the Headquarters or Component SOC. The
Contractor shall not include any sensitive information in the subject or body of any e-mail. To transmit sensitive
information, the Contractor shall use FIPS 140-2 Security Requirements for Cryptographic Modules compliant
encryption methods to protect sensitive information in attachments to email. Passwords shall not be
communicated in the same email as the attachment. A sensitive information incident shall not, by itself, be
interpreted as evidence that the Contractor has failed to provide adequate information security safeguards for
sensitive information, or has otherwise failed to meet the requirements of the contract.

(2) If a sensitive information incident involves PII or SPII, in addition to the reporting requirements in 4300A
Sensitive Systems Handbook Incident Response and Reporting, Contractors shall also provide as many of the
following data elements that are available at the time the incident is reported, with any remaining data elements
provided within 24 hours of submission of the initial incident report:

(i) Data Universal Numbering System (DUNS);

(11) Contract numbers affected unless all contracts by the company are affected;

(111) Facility CAGE code if the location of the event is different than the prime contractor location;

(iv) Point of contact (POC) if different than the POC recorded in the System for Award Management
(address, position, telephone, email);

(v) Contracting Officer POC (address, telephone, email);

(vi) Contract clearance level;

(vii) Name of subcontractor and CAGE code if this was an incident on a subcontractor network;

(viii) Government programs, platforms or systems involved;

(ix) Location(s) of incident;

(x) Date and time the incident was discovered;

(xi) Server names where sensitive information resided at the time of the incident, both at the Contractor
and subcontractor level;

(xi1) Description of the Government PII and/or SPII contained within the system;

(xii1) Number of people potentially affected and the estimate or actual number of records exposed and/or
contained within the system; and

(xiv) Any additional information relevant to the incident.

(g) Sensitive Information Incident Response Requirements.
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(1) All determinations related to sensitive information incidents, including response activities, notifications
to affected individuals and/or Federal agencies, and related services (e.g., credit monitoring) will be made in
writing by the Contracting Officer in consultation with the Headquarters or Component CIO and Headquarters
or Component Privacy Officer.

(2) The Contractor shall provide full access and cooperation for all activities determined by the Government
to be required to ensure an effective incident response, including providing all requested images, log files, and
event information to facilitate rapid resolution of sensitive information incidents.

(3) Incident response activities determined to be required by the Government may include, but are not
limited to, the following:

(1) Inspections,

(11) Investigations,

(iii) Forensic reviews, and

(iv) Data analyses and processing.

(4) The Government, at its sole discretion, may obtain the assistance from other Federal agencies and/or
third-party firms to aid in incident response activities.

(h) Additional PII and/or SPII Notification Requirements.

(1) The Contractor shall have in place procedures and the capability to notify any individual whose PII resided
in the Contractor IT system at the time of the sensitive information incident not later than 5 business days after
being directed to notify individuals, unless otherwise approved by the Contracting Officer. The method and
content of any notification by the Contractor shall be coordinated with, and subject to prior written approval by
the Contracting Officer, in consultation with the Headquarters or Component Privacy Officer, utilizing the DHS
Privacy Incident Handling Guidance. The Contractor shall not proceed with notification unless the Contracting
Officer, in consultation with the Headquarters or Component Privacy Officer, has determined in writing that
notification is appropriate.

(2) Subject to Government analysis of the incident and the terms of its instructions to the Contractor
regarding any resulting notification, the notification method may consist of letters to affected individuals sent
by first class mail, electronic means, or general public notice, as approved by the Government. Notification
may require the Contractor’s use of address verification and/or address location services. At a minimum, the
notification shall include:

(1) A brief description of the incident;

(11) A description of the types of PII and SPII involved;

(111) A statement as to whether the PII or SPII was encrypted or protected by other means;

(iv) Steps individuals may take to protect themselves;

(v)  What the Contractor and/or the Government are doing to investigate the incident, to mitigate the
incident, and to protect against any future incidents; and

(vi) Information identifying who individuals may contact for additional information.

(1) Credit Monitoring Requirements. In the event that a sensitive information incident involves PII or SPII, the
Contractor may be required to, as directed by the Contracting Officer:

(1) Provide notification to affected individuals as described above; and/or
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(2) Provide credit monitoring services to individuals whose data was under the control of the Contractor or
resided in the Contractor IT system at the time of the sensitive information incident for a period beginning the
date of the incident and extending not less than 18 months from the date the individual is notified. Credit
monitoring services shall be provided from a company with which the Contractor has no affiliation. Ata
minimum, credit monitoring services shall include:

(i)  Triple credit bureau monitoring;

(i) Daily customer service;

(111) Alerts provided to the individual for changes and fraud; and

(iv) Assistance to the individual with enrollment in the services and the use of fraud alerts; and/or

(3) Establish a dedicated call center. Call center services shall include:

(1) A dedicated telephone number to contact customer service within a fixed period;

(i1) Information necessary for registrants/enrollees to access credit reports and credit scores;

(111) Weekly reports on call center volume, issue escalation (i.e., those calls that cannot be handled by call
center staff and must be resolved by call center management or DHS, as appropriate), and other key
metrics;

(iv) Escalation of calls that cannot be handled by call center staff to call center management or DHS, as
appropriate;

(v) Customized FAQs, approved in writing by the Contracting Officer in coordination with the
Headquarters or Component Chief Privacy Officer; and

(vi) Information for registrants to contact customer service representatives and fraud resolution
representatives for credit monitoring assistance.

(j) Certification of Sanitization of Government and Government-Activity-Related Files and Information. As
part of contract closeout, the Contractor shall submit the certification to the COR and the Contracting Officer
following the template provided in NIST Special Publication 800-88 Guidelines for Media Sanitization.

(End of clause)
HSAR Class Deviation 15-01 Information Technology Security and Privacy Training (Mar 2015)

(a) Applicability. This clause applies to the Contractor, its subcontractors, and Contractor employees (hereafter
referred to collectively as “Contractor”). The Contractor shall insert the substance of this clause in all
subcontracts.

(b) Security Training Requirements.

(1) All users of Federal information systems are required by Title 5, Code of Federal Regulations, Part 930.301,
Subpart C, as amended, to be exposed to security awareness materials annually or whenever system security
changes occur, or when the user’s responsibilities change. The Department of Homeland Security (DHS)
requires that Contractor employees take an annual Information Technology Security Awareness Training course
before accessing sensitive information under the contract. Unless otherwise specified, the training shall be
completed within thirty (30) days of contract award and be completed on an annual basis thereafter not later
than October 31st of each year. Any new Contractor employees assigned to the contract shall complete the
training before accessing sensitive information under the contract. The training is accessible at
http://www.dhs.gov/dhs-security-and-training-requirements-contractors. The Contractor shall maintain copies
of training certificates for all Contractor and subcontractor employees as a record of compliance. Unless
otherwise specified, initial training certificates for each Contractor and subcontractor employee shall be
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provided to the Contracting Officer’s Representative (COR) not later than thirty (30) days after contract award.
Subsequent training certificates to satisfy the annual training requirement shall be submitted to the COR via e-
mail notification not later than October 31st of each year. The e-mail notification shall state the required
training has been completed for all Contractor and subcontractor employees.

(2) The DHS Rules of Behavior apply to every DHS employee, Contractor and subcontractor that will have
access to DHS systems and sensitive information. The DHS Rules of Behavior shall be signed before accessing
DHS systems and sensitive information. The DHS Rules of Behavior is a document that informs users of their
responsibilities when accessing DHS systems and holds users accountable for actions taken while accessing
DHS systems and using DHS Information Technology resources capable of inputting, storing, processing,
outputting, and/or transmitting sensitive information. The DHS Rules of Behavior is accessible at
http://www.dhs.gov/dhs-security-and-training-requirements-contractors. Unless otherwise specified, the DHS
Rules of Behavior shall be signed within thirty (30) days of contract award. Any new Contractor employees
assigned to the contract shall also sign the DHS Rules of Behavior before accessing DHS systems and sensitive
information. The Contractor shall maintain signed copies of the DHS Rules of Behavior for all Contractor and
subcontractor employees as a record of compliance. Unless otherwise specified, the Contractor shall e-mail
copies of the signed DHS Rules of Behavior to the COR not later than thirty (30) days after contract award for
each employee. The DHS Rules of Behavior will be reviewed annually and the COR will provide notification
when a review is required.

(c) Privacy Training Requirements. All Contractor and subcontractor employees that will have access to
Personally Identifiable Information (PII) and/or Sensitive PII (SPII) are required to take Privacy at DHS:
Protecting Personal Information before accessing PII and/or SPII. The training is accessible at
http://www.dhs.gov/dhs-security-and-training-requirements-contractors. Training shall be completed within
thirty (30) days of contract award and be completed on an annual basis thereafter not later than October 3 1st of
each year. Any new Contractor employees assigned to the contract shall also complete the training before
accessing PII and/or SPII. The Contractor shall maintain copies of training certificates for all Contractor and
subcontractor employees as a record of compliance. Initial training certificates for each Contractor and
subcontractor employee shall be provided to the COR not later than thirty (30) days after contract award.
Subsequent training certificates to satisfy the annual training requirement shall be submitted to the COR via e-
mail notification not later than October 3 1st of each year. The e-mail notification shall state the required
training has been completed for all Contractor and subcontractor employees.

(End of clause)

F. ICE INFORMATION GOVERNANCE AND PRIVACY REQUIREMENTS CLAUSE (JUL
2017)

A. Limiting Access to Privacy Act and Other Sensitive Information

(1) Privacy Act Information

In accordance with FAR 52.224-1 Privacy Act Notification (APR 1984), and FAR 52.224-2 Privacy Act (APR
1984), if this contract requires contractor personnel to have access to information protected by the Privacy Act
of 1974 the contractor is advised that the relevant DHS system of records notices (SORNSs) applicable to this
Privacy Act information may be found at www.dhs.gov/privacy. Applicable SORNS of other agencies may be
accessed through the agencies’ websites or by searching FDsys, the Federal Digital System, available at
http://www.gpo.gov/fdsys/. SORNs may be updated at any time.
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(2) Prohibition on Performing Work Outside a Government Facility/Network/Equipment

The Contractor shall perform all tasks on authorized Government networks, using Government-furnished IT and
other equipment and/or Workplace as a Service (WaaS) if WaaS is authorized by the statement of work.
Government information shall remain within the confines of authorized Government networks at all times.
Except where telework is specifically authorized within this contract, the Contractor shall perform all tasks
described in this document at authorized Government facilities; the Contractor is prohibited from performing
these tasks at or removing Government-furnished information to any other facility; and Government
information shall remain within the confines of authorized Government facilities at all times. Contractors may
only access classified materials on government furnished equipment in authorized government owned facilities
regardless of telework authorizations.

(3) Prior Approval Required to Hire Subcontractors

The Contractor is required to obtain the Contracting Officer's approval prior to engaging in any contractual
relationship (Subcontractor) in support of this contract requiring the disclosure of information, documentary
material and/or records generated under or relating to this contract. The Contractor (and any Subcontractor) is
required to abide by Government and Agency guidance for protecting sensitive and proprietary information.

(4) Separation Checklist for Contractor Employees

Contractor shall complete a separation checklist before any employee or Subcontractor employee terminates
working on the contract. The separation checklist must verify: (1) return of any Government-furnished
equipment; (2) return or proper disposal of sensitive personally identifiable information (PII), in paper or
electronic form, in the custody of the employee or Subcontractor employee including the sanitization of data on
any computer systems or media as appropriate; and (3) termination of any technological access to the
Contractor’s facilities or systems that would permit the terminated employee’s access to sensitive PIL.

In the event of adverse job actions resulting in the dismissal of an employee or Subcontractor employee, the
Contractor shall notify the Contracting Officer’s Representative (COR) within 24 hours. For normal
separations, the Contractor shall submit the checklist on the last day of employment or work on the contract.

As requested, contractors shall assist the ICE Point of Contact (ICE/POC), Contracting Officer, or COR with
completing ICE Form 50-005/Contractor Employee Separation Clearance Checklist by returning all
Government-furnished property including but not limited to computer equipment, media, credentials and
passports, smart cards, mobile devices, PIV cards, calling cards, and keys and terminating access to all user
accounts and systems.

B. Privacy Training, Safeguarding, and Remediation
If the Safeguarding of Sensitive Information (MAR 2015) and Information Technology Security and Privacy
Training (MAR 2015) clauses are included in this contract, section B of this clause is deemed self- deleting.

(1) Required Security and Privacy Training for Contractors

Contractor shall provide training for all employees, including Subcontractors and independent contractors who
have access to sensitive personally identifiable information (PII) as well as the creation, use, dissemination
and/or destruction of sensitive PII at the outset of the employee’s work on the contract and every year
thereafter. Training must include procedures on how to properly handle sensitive PII, including security
requirements for the transporting or transmission of sensitive PII, and reporting requirements for a suspected
breach or loss of sensitive PII. All Contractor employees are required to take the Privacy at DHS: Protecting
Personal Information training course. This course, along with more information about DHS security and
training requirements for Contractors, is available at www.dhs.gov/dhs-security-and-training-requirements-
contractors. The Federal Information Security Management Act (FISMA) requires all individuals accessing ICE
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information to take the annual Information Assurance Awareness Training course. These courses are available
through the ICE intranet site or the Agency may also make the training available through hypertext links or CD.
The Contractor shall maintain copies of employees’ certificates of completion as a record of compliance and
must submit an annual e-mail notification to the ICE Contracting Officer’s Representative that the required
training has been completed for all the Contractor’s employees.

(2) Safeguarding Sensitive PII Requirement

Contractor employees shall comply with the Handbook for Safeguarding sensitive PII at DHS at all times when
handling sensitive PII, including the encryption of sensitive PII as required in the Handbook. This requirement
will be flowed down to all subcontracts and lower tiered subcontracts as well.

(3) Non-Disclosure Agreement Requirement

All Contractor personnel that may have access to PII or other sensitive information shall be required to sign a
Non-Disclosure Agreement (DHS Form 11000-6) prior to commencing work. The Contractor shall maintain
signed copies of the NDA for all employees as a record of compliance. The Contractor shall provide copies of
the signed NDA to the Contracting Officer’s Representative (COR) no later than two (2) days after execution of
the form.

(4) Prohibition on Use of PII in Vendor Billing and Administrative Records

The Contractor’s invoicing, billing, and other financial/administrative records/databases may not store or
include any sensitive Government information, such as PII that is created, obtained, or provided during the
performance of the contract. It is acceptable to list the names, titles and contact information for the Contracting
Officer, Contracting Officer’s Representative, or other ICE personnel associated with the administration of the
contract in the invoices as needed.

(5) Reporting Suspected Loss of Sensitive PII
Contractors must report the suspected loss or compromise of sensitive PII to ICE in a timely manner and
cooperate with ICE’s inquiry into the incident and efforts to remediate any harm to potential victims.

1. The Contractor must develop and include in its security plan (which is submitted to ICE) an internal system
by which its employees and Subcontractors are trained to identify and report the potential loss or compromise of
sensitive PIL.

2. The Contractor must report the suspected loss or compromise of sensitive PII by its employees or
Subcontractors to the ICE Security Operations Center (480-496-6627), the Contracting Officer’s Representative
(COR), and the Contracting Officer within one (1) hour of the initial discovery.

3. The Contractor must provide a written report to ICE within 24 hours of the suspected loss or compromise of
sensitive PII by its employees or Subcontractors. The report must contain the following information:

a. Narrative or detailed description of the events surrounding the suspected loss or compromise of information.
b. Date, time, and location of the incident.

¢. Type of information lost or compromised.

d. Contractor’s assessment of the likelihood that the information was compromised or lost and the reasons
behind the assessment.

e. Names of person(s) involved, including victim, Contractor employee/Subcontractor and any witnesses.

f. Cause of the incident and whether the company’s security plan was followed and, if not, which specific
provisions were not followed.

g. Actions that have been or will be taken to minimize damage and/or mitigate further compromise.

h. Recommendations to prevent similar situations in the future, including whether the security plan needs to be
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modified in any way and whether additional training may be required.

4. The Contractor shall provide full access and cooperation for all activities determined by the
Government to be required to ensure an effective incident response, including providing all
requested images, log files, and event information to facilitate rapid resolution of sensitive
information incidents.

5. At the Government’s discretion, Contractor employees or Subcontractor employees may be identified as no
longer eligible to access sensitive PII or to work on that contract based on their actions related to the loss or
compromise of sensitive PII.

(6) Victim Remediation

The Contractor is responsible for notifying victims and providing victim remediation services in the event of a
loss or compromise of sensitive PII held by the Contractor, its agents, or its Subcontractors, under this contract.
Victim remediation services shall include at least 18 months of credit monitoring and, for serious or large
incidents as determined by the Government, call center help desk services for the individuals whose sensitive
PII was lost or compromised. The Contractor and ICE will collaborate and agree on the method and content of
any notification that may be required to be sent to individuals whose sensitive PII was lost or compromised.

C. Government Records Training, Ownership, and Management

(1) Records Management Training and Compliance

(a) The Contractor shall provide DHS basic records management training for all employees and Subcontractors
that have access to sensitive PII as well as to those involved in the creation, use, dissemination and/or
destruction of sensitive PII. This training will be provided at the outset of the Subcontractor’s/employee’s work
on the contract and every year thereafter. This training can be obtained via links on the ICE intranet site or it
may be made available through other means (e.g., CD or online). The Contractor shall maintain copies of
certificates as a record of compliance and must submit an e-mail notification annually to the Contracting
Officer’s Representative verifying that all employees working under this contract have completed the required
records management training.

(b) The Contractor agrees to comply with Federal and Agency records management policies, including those
policies associated with the safeguarding of records covered by the Privacy Act of 1974. These policies include
the preservation of all records created or received regardless of format, mode of transmission, or state of
completion.

(2) Records Creation, Ownership, and Disposition

(a) The Contractor shall not create or maintain any records not specifically tied to or authorized by the contract
using Government IT equipment and/or Government records or that contain Government Agency data. The
Contractor shall certify in writing the destruction or return of all Government data at the conclusion of the
contract or at a time otherwise specified in the contract.

(b) Except as stated in the Performance Work Statement and, where applicable, the Contractor’s Commercial
License Agreement, the Government Agency owns the rights to all electronic information (electronic data,
electronic information systems or electronic databases) and all supporting documentation and associated
metadata created as part of this contract. All deliverables (including all data and records) under the contract are
the property of the U.S. Government and are considered federal records, for which the Agency shall have
unlimited rights to use, dispose of, or disclose such data contained therein. The Contractor must deliver
sufficient technical documentation with all data deliverables to permit the agency to use the data.
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(c) The Contractor shall not retain, use, sell, disseminate, or dispose of any government data/records or
deliverables without the express written permission of the Contracting Officer or Contracting Officer’s
Representative. The Agency and its contractors are responsible for preventing the alienation or unauthorized
destruction of records, including all forms of mutilation. Willful and unlawful destruction, damage or alienation
of Federal records is subject to the fines and penalties imposed by 18 U.S.C. § 2701. Records may not be
removed from the legal custody of the Agency or destroyed without regard to the provisions of the Agency
records schedules.

D. Data Privacy and Oversight

Section D applies to information technology (IT) contracts. If this is not an IT contract, section D may read as
self-deleting.

(1) Restrictions on Testing or Training Using Real Data Containing PII

The use of real data containing sensitive PII from any source for testing or training purposes is generally
prohibited. The Contractor shall use synthetic or de-identified real data for testing or training whenever feasible.
ICE policy requires that any proposal to use of real data or de-identified data for IT system testing or training be
approved by the ICE Privacy Officer and Chief Information Security Officer (CISO) in advance. In the event
performance of the contract requires or necessitates the use of real data for system-testing or training purposes,
the Contractor in coordination with the Contracting Officer or Contracting Officer’s Representative and
Government program manager shall obtain approval from the ICE Privacy Office and CISO and complete any
required documentation.

If this IT contract contains the Safeguarding of Sensitive Information (MAR 2015) and Information
Technology Security and Privacy Training (MAR 2015) clauses, section D(2) of this clause is deemed self-
deleting.

(2) Requirements for Contractor I'T Systems Hosting Government Data

The Contractor is required to obtain a Certification and Accreditation for any [T environment owned or
controlled by the Contractor or any Subcontractor on which Government data shall reside for the purposes of IT
system development, design, data migration, testing, training, maintenance, use, or disposal.

(3) Requirement to Support Privacy Compliance

(a) The Contractor shall support the completion of the Privacy Threshold Analysis (PTA) document when it is
required. PTAs are triggered by the creation, modification, upgrade, or disposition of an IT system, and must be
renewed at least every three years. Upon review of the PTA, the DHS Privacy Office determines whether a
Privacy Impact Assessment (PIA) and/or Privacy Act System of Records Notice (SORN), or modifications
thereto, are required. The Contractor shall provide adequate support to complete the PIA in a timely manner,
and shall ensure that project management plans and schedules include the PTA, PIA, and SORN (to the extent
required) as milestones. Additional information on the privacy compliance process at DHS, including PTAs,
PIAs, and SORN:S, is located on the DHS Privacy Office website (www.dhs.gov/privacy) under “Compliance.”
DHS Privacy Policy Guidance Memorandum 2008-02 sets forth when a PIA will be required at DHS, and the
Privacy Impact Assessment Guidance and Template outline the requirements and format for the PIA.

(b) If the contract involves an IT system build or substantial development or changes to an IT system that may
require privacy documentation, the Contractor shall assign or procure a Privacy Lead, to be listed under “Key
Personnel.” The Privacy Lead shall be responsible for providing adequate support to DHS to ensure DHS can
complete any required PTA, PIA, SORN, or other supporting documentation to support privacy compliance.
The Privacy Lead shall work with personnel from the program office, the ICE Privacy Office, the Office of the
Chief Information Officer, and the Records Management Branch to ensure that the privacy documentation is
kept on schedule, that the answers to questions in the PIA are thorough and complete, and that questions asked
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by the ICE Privacy Office and other offices are answered in a timely fashion. The Privacy Lead:

. Must have excellent writing skills, the ability to explain technology clearly for a non-technical audience,
and the ability to synthesize information from a variety of sources.

. Must have excellent verbal communication and organizational skills.

. Must have experience writing PIAs. Ideally the candidate would have experience writing PIAs for DHS.

. Must be knowledgeable about the Privacy Act of 1974 and the E-Government Act of 2002.
. Must be able to work well with others.

(c) If a Privacy Lead is already in place with the program office and the contract involves IT system builds or
substantial changes that may require privacy documentation, the requirement for a separate Private Lead
specifically assigned under this contract may be waived provided the Contractor agrees to have the existing
Privacy Lead coordinate with and support the ICE Privacy POC to ensure privacy concerns are proactively
reviewed and so ICE can complete any required PTA, PIA, SORN, or other supporting documentation to
support privacy compliance if required. The Contractor shall work with personnel from the program office, the
ICE Office of Information Governance and Privacy, and the Office of the Chief Information Officer to ensure
that the privacy documentation is kept on schedule, that the answers to questions in any privacy documents are
thorough and complete, that all records management requirements are met, and that questions asked by the ICE
Privacy Office and other offices are answered in a timely fashion.

(End of Clause)

2.6 BPA Term
This BPA shall consist of a twelve (12) month base period and four (4) twelve (12) month option periods as

shown below to be exercised at the discretion of the Government. Orders may have a Period of Performance of
twelve (12) months from the last day of Option Period Four of this BPA.

BPA Period Ordering Period
Base Period 12 months
Option Period One 12 months
Option Period Two 12 months
Option Period Three 12 months
Option Period Four 12 months

This BPA expires at the end of Option Period Four or on the end date of the Contractor’s GSA Schedule
contract, or on the end date of each subsequent contract period for which GSA extends the GSA Schedule
contract by modification, in which case this BPA will be comparably extended by modification not to exceed a
total period of performance of sixty (60) months. Orders may be placed against this BPA on or before the last
day of Option Period Four if the option is exercised. Note that the FAR 52.217-8 clause has been included in
this contract and will be exercised at the discretion of the Government.

Quoters may be awarded a BPA that extends beyond the current term of their GSA Schedule contract, so long
as there are option periods in their GSA Schedule contract that, if exercised, will cover the BPA's period of
performance. The BPA Holder is required to immediately notify, in writing, the BPA Contracting Officer if at
any time the GSA Contract, upon which the BPA is based, is no longer in force.

This BPA is not a contract. If the BPA Holder fails to perform in a manner satisfactory to the BPA Contracting
Officer, this BPA may be canceled at any time with written notice to the BPA Holder by the BPA Contracting
Officer. BPA cancellation does not simultaneously cancel existing orders written against the BPA.

2.7  Ordering Officers
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DHS/ICE Warranted Contracting Officers.
2.8 Orders

Orders will be placed against this BPA by DHS/ICE Contracting Activities in accordance with the Ordering
Procedures in Section 2.19.

2.9  Award of Orders under the BPA
Each Order issued under this BPA will include, at a minimum, the following information as applicable:

BPA and Order Number;

Date of the order;

Description of the service(s) to be acquired and/or work to be performed;
Period of performance or required completion date;

Place of performance;

Deliverables;

Contract Line Item Number (CLIN) number and description, contract type, quantity, unit price and
extended price;

The security requirements;

The payment schedule; and

10. Accounting and appropriation data.

il R

0

2.10 Order Period of Performance

The period of performance will be designated at the Order level. Orders may be issued at any time during the
period of performance. Orders for supplies and services shall be priced using the pricing table specified in the
BPA applicable to the Order’s anticipated period of performance. Periods of Performance for orders for supplies
or services issued in the final year of the BPA shall not extend beyond 12 months after the BPA’s ordering
period end date. The period of performance for each order shall be consistent with the funding appropriation
being obligated.

2.11 Invoicing

Invoicing procedures will be specified in each individual Order. The “remit to” address to which payment must
be sent is applicable at the Order level. At a minimum, each invoice shall include the following information:

(1) Name and address of the Contractor;

(i1) Invoice date and invoice number. (Contractors should date invoices as close as possible to the date
of mailing or transmission.);

(i1)  BPA and Order number and period of performance or other authorization for supplies delivered or
services performed (including order number and contract line item number);

(iv)  Description of supplies or services;

(v) Name (where practicable), title, phone number, and mailing address of person to notify in the event
of a defective invoice.

2.12 Order of Precedence
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The terms and conditions apply to all Orders pursuant to the BPA. In the event of an inconsistency between the
provisions of this BPA and the terms and conditions of the Contractor’s GSA FSS contract, the federal supply
schedule contract shall take precedence.

2.13 Place of Performance
The place of performance will be at the Government’s facilities as outlined in the PWS.
2.14 Travel

As detailed in the PWS, Contractor travel may be required to support this requirement. All travel required by
the Government outside the local commuting area(s) will be reimbursed to the Contractor in accordance with
FAR 31.205-46 -- Travel Costs. The Contractor shall be responsible for obtaining COR approval (electronic
mail is acceptable) for all reimbursable travel in advance of each travel event. Travel requirements will be
specified at the Order level.

2.15 Security Considerations

Contractor access to unclassified, but Security Sensitive Information may be required under this BPA.
Contractor employees shall sateguard this information against unauthorized disclosure or dissemination.
Security requirements will be specified at the Order level.

2.16 Hours of Operation

The hours of operation will be specified at the Order level.

2.17 Post Award Conference

The Contractor shall attend a Post-Award Conference with the BPA Contracting Officer and the Contracting
Officer’s Representative (COR) no later than ten (10) business days after the date of award. The purpose of the
Post-Award Conference, which will be chaired by the Contracting Officer, is to discuss contracting
requirements. The Post-Award Conference will be held at a Government facility within the Northern Capital

Region (NCR) or via teleconference as determined by the Contracting Officer.

Post award conferences at the Order level shall be held at the discretion of the Order Contracting Officer (OCO)
awarding the Order if that OCO determines one to be necessary.

2.18 Past Performance

Contractor Performance Assessment Reporting System (CPARS) will be utilized to record a Contractor’s past
performance information on individual Orders when applicable.

2.19 Ordering Procedures
2.19.1 General
The DHS/ICE Ordering Contracting Officer (OCO) will award and administer Orders in accordance with the

ordering procedures set forth in the BPA and the procedures outlined in FAR 8.405-3(c) -- Ordering from
BPAs.
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2.19.2 Order Request for Quotation (RFQ)

Orders will be within the scope, issued within the period of performance, and be within the estimated value of
the BPA. Only the Contracting Officer for the BPA may modify the agreement to change the scope, period, or
estimated value as allowed by law.

The Order Request for Quote (RFQ) will be in writing (via mail, e-mail, or fax) and include a description of the
required supplies or services, the evaluation or review criteria, and the evaluation or review procedure. The
evaluation or review may be based on technical factors such as, but not limited to, technical capabilities,
management approach, past performance, and price.

The BPA Holder shall submit a quotation in accordance with the OCO's RFQ instructions. The information
that the OCO requests from the BPA Holder shall be the minimum needed.

No payment will be made to the BPA Holder for the cost to prepare or submit an Order quote.
2.20 Commencing Work

The BPA Holder shall not commence work until authorized by the OCO. This BPA does not obligate any
funds. The Government is obligated only to the extent of authorized purchases by orders issued under this BPA.

2.21 Annual Review of the BPA

In accordance with FAR 8.405-3(e), the Department of Homeland Security, Office of Procurement Operations
which has established this BPA will conduct an annual review to determine whether the schedule contract,
upon which the BPA was established, is still in effect, the BPA still represents the best value, and estimated
quantities/amounts have been exceeded and additional price reductions can be obtained. The results of this
review will be documented in accordance with the Federal Acquisition Regulation.

2.22 BPA Administration

The Contracting Officer (CO) for this BPA is identified below:

Name: |[P)6)®I7C) |

Agency: | Investigations and Operations Support Dallas (I0OSD)
Immigration and Customs Enforcement (ICE)

Department of Homeland Security (DHS)

Address: | 7701 North Stemmons Freeway, Suite 300
Dallas, TX 75247
Voice: 214-9006) ]

Email:  [0)©) ®)(7)(C) pice.dhs.gov

The Contract Specialist (CS) for this BPA is identified below:

Name: (0)(6); (P)(T)C)
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Agency: | Investigations and Operations Support Dallas (IOSD)
Immigration and Customs Enforcement (ICE)

Department of Homeland Security (DHS)

Address: | 7701 North Stemmons Freeway, Suite 300
Dallas, TX 75247

Voice: 214-905-(X6).

[\ TATI04)

Email: |[?)6)®X7C) p.dhs.gov

Contracting Officer’s Representative (COR):

Name: b)(6); (b)7)(C)
Agency: | Counterterrorism and Criminal Exploitation Unit
(CTCEU)

Immigration and Customs Enforcement (ICE)

Department of Homeland Security (DHS)

Address: 1525 Wilson Blvd.
Arlington, VA 22209

Voice: 703-235

Email: (b)(6); (B)7NC) ice.dhs.gov
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K&L GATES

(b)(®); (L)(T)C)
b)(ﬁ): (D)U){C) k|gates .com

T 202.77¢(0)(6
F 202.779);

CONTAINS PROTECTED INFORMATION NOT
TO BE DISCLOSED OUTSIDE THE GOVERNMENT

REQUEST FOR CICA STAY

August 24, 2018

VIA EPDS

General Counsel

U.S. Government Accountability Office

441 G Street, N.W,

Washington, DC 20548

Attn: Procurement Law Control Group/Bid Protest

Re: Protest of ManTech Advanced Systems International, Inc.

Dear General Counsel:

(b)(5)

! ManTech’s address is 2251 Corporate Park Drive, Suite 300, Herndon, VA 20171. ManTech’s
telephone number is (703) 218-6000. The person most knowledgeable about this protest is
[D)G); BX(7)C) |He can be reached at the above address for ManTech. The e-mail address
{abt)l(grtele phone number for{P)©): GN7)C) ManTech.com and (703) 488-

* The procuring agency for the contract is the Department of Homeland Security, U.S.
Immigration and Customs Enforcement which is located at 7701 N. Stemmons Freeway, Suite
300, Dallas, TX 75247. The Contracting Officer for this procurement is [©: ®0©) |

K&L GATES LLP
1601 K STREET NW WASHINGTON DC 20006
T +1202 77(b)6Y | F +1 202 778 9100 kigates.com
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Index of Exhibits

Exhibits:
A. RFQ
B. PWS
C. Unsuccessful Quoter Notice
D. Brief Explanation of Award Decision

E. ManTech Proposal, Vol. II - Staffing Approach
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Protest of ManTech Advanced Systems, International, Inc.
EXHIBIT A

U.S. Department of Homeland Security (DHS)

Office of the Acquisition Management (0OAQ)

Investigations and Operations Support Dallas (105D)
7701 N. Stemmons Freeway, Suite 300, Dallas, TX 75247

EXART 7

Nes#. U.S. Immigration
%Utl and Customs
%/ Enforcement

NG S5

June 4, 2018

TO: GSA Professional Service Schedule (PSS) 00CORP, Special Item Number (SIN) 874-1,
Integrated Consulting Services
(0)(6); (L)(7)(C) _ _ o _
FROM: Contracting Officer, Investigations and Operations Support Dallas
(IOSD), ICE Office of Acquisition Management (OAQ)

SUBJECT: Request for Quote (RFQ) Number 70CMSD18Q00000016 for Visa Lifecycle Vetting
Initiative (VLVI) Support Services

Dear GSA Schedule Holders:

The U.S. Department of Homeland Security (DHS), U.S. Immigration and Customs Enforcement (ICE),
Homeland Security Investigations (HSI), National Security Investigation Division (NSID), Visa Security
Program (VSP) and Counter-Terrorism and Criminal Exploitation Unit (CTCEU) requires Visa Lifecycle
Vetting Initiative (VLVI) support services as described in the attached Performance Work Statement
(PWS).

This solicitation is being issued against the GSA PSS SIN 874-1. The ICE Office of Acquisition
Management (OAQ) anticipates that this RFQ will result in a Firm-Fixed Price (FFP) single award
Blanket Purchase Agreement (BPA). All terms and conditions of the GSA PSS contract along with those
within Attachment 3 apply to this requirement.

The Period of Performance for this BPA will include a twelve (12) month base period and four (4) twelve
(12) month option periods.

RFQ Attachments:
1. Attachment 1 — Performance Work Statement (PWS)
2. Attachment 2 — BPA Pricing Template
3. Attachment 3 — Terms and Conditions
4. Attachment 4 — Vendor Questions
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Protest of ManTech Advanced Systems, International, Inc.
EXHIBIT A

Quote Submission Instructions, Evaluation Factors, and Methodology

SUBMISSION INSTRUCTIONS

1.1. General Conditions

The Immigration and Customs Enforcement (ICE) Office of Acquisition Management (OAQ) is
releasing this Request for Quote (RFQ) in electronic format only. The Government will not be obligated
to pay any cost incurred by a contractor in preparation and submission of a Quote in response to this
RFQ.

The Government anticipates award of a single award Firm Fixed Price (FFP) Blanket Purchase
Agreement (BPA) for the Visa Lifecycle Vetting Initiative (VLVI) support services to the Quoter whose
quotation represents the best value to the Government as set forth in this RFQ. The Government may
award the BPA to other than the Quoter offering the lowest price or achieving the highest confidence
rating. The Government warns Quoters that taking exception to any term or condition of the RFQ,
including submitting any alternate quote that requires relaxation of a requirement, may make a quote
ineligible for the BPA award, unless the RFQ expressly authorizes such an exception with regards to a
specific term or condition.

1.2. General Information

1.2.1.Points of Contact (POC). All correspondence in conjunction with this solicitation should be
directed to the Government Contracting Officer and Contract Specialist identified below:

Contracting Officer’s Name: ]1(b)(6); (®X7)C) |
E-mail address{®)6). 0)(7)(C) pice.dhs.gov

Contract Specialist Name: [b5)@). (b)(7)(C) |
E-mail addres{b)(©); (0)(7)(C) lice.dhs.gov

1.2.2.Submissions. Minimum submission requirements are defined as Quotes received in accordance
will all terms, conditions, due dates, and any other submission compliance requirements as defined
in this RFQ. All submissions shall be provided electronically to the POCs identified in Section
1.2.1. Electronic copies shall be formatted using Microsoft Office, 2003 or 2007, with file names
that are consistent with the structure of the quotation. Individual file sizes shall not exceed 5 MB
and the submission must include solicitation number in the subject line of the e-mail.

1.2.3.Submission Due Date. Quotes must be received no later than 3:00 PM Central Standard Time
(CST) on Wednesday, July 11, 2018. Late submissions will not be considered.

1.2.4.Questions. The cutoff date for questions is June 11, 2018 by 12:00 PM CST. Quoters are to
email questions utilizing Attachment 4 — Vendor Questions to the Points of Contact identified in
1.2.1. Questions submitted after this cut off will be responded to at the discretion of the
Contracting Officer.
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Protest of ManTech Advanced Systems, International, Inc.
EXHIBIT A

1.3. QUOTE DOCUMENTS

1.3.1.Page Limitations. The title page, table of contents, table of figures, list of tables and glossary of
abbreviations & acronyms do not count against page count limitations. Quote contents that
exceed the stated page limitations will be removed from the Quote by the Contracting Officer,
prior to turning the Quote over to the Government evaluation team, and will not be considered in
the evaluation. See Section 1.3.3 for applicable page limits.

1.3.2.Format. Text shall be on 812 x 117 paper (except as specifically noted), with a minimum one-
inch margin all around. A page printed on both sides shall be counted as two pages. Print shall be
of a minimum 12-point font. Graphic presentations, including tables, while not subject to the
same font size and spacing requirements, shall have spacing and text that is easily readable.

1.3.3.Volumes and Organization. Quoters must submit their written response in five (5) separate
volumes:
Volume I: Quote Summary;

Volume II: Staffing Approach;
Volume III: Corporate Experience;
Volume IV: Key Personnel and;
Volume V: Price.

Pricing data is prohibited in, and shall be omitted from, Volumes I, II, III, and IV. Any conditional
assumptions taken with respect to the requirements and the RFQ shall be fully explained in the
quotation.

The page limitations shown below do not include any “front matter” information such as a title
page, table of contents, definitions or acronyms. Any staffing approach, corporate experience, key
personnel, or pricing information submitted within the “front matter” will not be considered.

Volume Volume Title RFQ Reference Page Limit
I Quote Summary 1.3.4 None
Six (6)
II Staffing Approach 1.3.5
Three (3)
L CorpomteHxpertenge 138 Copies of the SOW/PWS are not
included in the page count.
Key Personnel submissions shall
IV Key Personnel 1.3.7 not exceed three (3) pages per
person this includes two (2) pages
3
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Protest of ManTech Advanced Systems, International, Inc.

EXHIBIT A
for resumes and one (1) page for
Letters of Commitment
vV Price 1.3.8 None

1.3.4.Volume I: Quote Summary. The Quote shall include the following:

RFQ Number & Title

Name and address of Quoter

Date of submission

Name, telephone number & e-mail address of Quoter’s main point-of-contact
Name of Quoter’s contract administration office

Name, title and signature of authorized Quoter representative

GSA PSS SIN 874-1 Contract Number

Dun & Bradstreet Number

All assumptions (for non-price factors and pricing) to the RFQ (including the
PWS) must be identified in this section.

j.  Anyrepresentations and certifications required by Attachment 3 - Terms and
Conditions

TEGthe e OP

1.3.5.Volume II: Staffing Approach Submission Instructions.

1.3.5.1.  The plan shall include a description of the Quoter’s methodologies to meet the
Security Clearance Requirements identified in section 4.5 of the Performance Work
Statement (PWS), specifically addressing the retention of cleared personnel.

1.3.5.2.  The plan shall address how the Quoter expects to maintain appropriate staffing levels
and mechanisms for competitive employee retention and timely replacement for vacant
positions. The plan shall also include specific discussion regarding recruitment and
retention of junior personnel.

1.3.5.3.  Quoters shall discuss their approach for handling realignment of personnel in
response to changing/fluctuating workload within assigned program areas, and ability to
temporarily increase staffing to respond to emergent or technically challenging
assignments.

1.3.6.Volume III: Corporate Experience Submission Instructions.

Quoters shall provide recent and relevant demonstrated corporate experience contract examples
leading and completing Government vetting and/or law enforcement intelligence and threat
analysis efforts. Recent contracts are those performed within five (5) years of the date of issuance
of this RFQ, and relevant is considered to be of similar size, scope, and complexity to the taskings
described in the PWS. At a minimum, the Quoter’s cited corporate experience shall demonstrate
that the Prime Quoter has at least five (5) years of experience working on recent and relevant
Government contracts and has worked on at least one (1) recent and relevant contract with a value
of $80M or more. The cited demonstrated corporate experience should include management and
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Protest of ManTech Advanced Systems, International, Inc.
EXHIBIT A

coordination of multiple support teams and/or subcontractor relationships of a comparable size,
scope and complexity to the VLVI requirement. Demonstrated corporate experience examples can
be from the Prime Quoter or the Prime Quoter’s Major Subcontractors. However, at least one (1)
of the corporate experience submissions must demonstrate that the Prime Quoter has experience
working on recent and relevant Government contracts. Examples where the Prime Quoter and
Major Subcontractor can demonstrate corporate experience performing on relevant Government
contracts together/teaming together is permitted. Major Subcontract is defined as a subcontractor
performing at least 25% (in hours or dollars) of the requirement relevant to the prospective BPA.

For the purposes of this Volume, contract shall be defined as:

d.

b.

a Task Order (TO) or Delivery Order (DO) placed under a single-award or multiple-
award contract (FAR 16.501-1); or,

a single work directive or similar instrument which contains a separate statement of
work issued under a broader contract; or,

a single order placed under a basic ordering agreement (BOA) (FAR 16.703); or,

a single TO placed under a federal supply schedule (FSS) (FAR 8.405-2); or,

a single TO placed under a single-award or multiple-award blanket purchase agreement
(BPA) (FAR 8.405-3 or FAR 13.303)

A BPA or Indefinite Delivery Indefinite Quantity (IDIQ) contract that has had at least
$80M in BPA Calls or TOs issued against it.

a single Government or Commercial contract which does not include any of the types of
instruments described in (a)-(f) above.

1.3.6.1.  Corporate Experience Documentation. For each recent and relevant corporate

-0 a0 o

experience contracts submitted, provide the following information:

Contract Number (and DO number if applicable);

Contract Type;

Total Value of the Contract (beginning & ending value);

Delivery or Performance Schedule;

Government or commercial contracting activity address, telephone number and e-mail;

Procuring Contracting Officers (PCO) and/or Contract Specialist’s name, or point of
contact for commercial entity responsible for signing or administering the contract,
telephone number and e-mail;

Description of scope of work requirements and a discussion of the similarities between
the cited contract scope and the relevance standards identified above in 1.3.6;

Contract period of performance;

Percentage of effort performed as a prime or subcontractor;

Brief self-assessment of contract performance. Your self-assessment must address
performance to meet Technical and Schedule requirements within estimated costs (for
cost type contracts);

Copies of the Statements of Work or Performance Work Statements from each of the
submitted contracts to establish the relevance of the contract to the scope of work
activities OR a detailed description of contracted services certified by the Government
Contracting Officer’s Representative (COR).

1.3.7.Volume IV: Key Personnel Submission Instructions.
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Protest of ManTech Advanced Systems, International, Inc.
EXHIBIT A

Quoters shall provide one (1) resume and Letter of Commitment for each of the proposed Key
Personnel listed under PWS Section 4.0 that clearly demonstrates the proposed personnel possess
the required skills and qualifications outlined in the PWS. Proposed Key Personnel resumes shall
also include the following details:

i. Names and name of current employer

ii. Proposed Key Personnel Position

iii. Availability percentage

iv. Years of experience with current firm and other identified firms

v. Education, including degree(s) and specialization

vi. Active Registration, if a member of an organization - including year first
registered and discipline

vii. Breakdown of relevant experience and qualifications

viii. Location of the office to which this individual will be permanently assigned
during this assignment

1.3.8.Volume V: Price Submission Instructions

Price Quotes must be based on the Quoter’s own Quote, the Government’s specifications, and
other contractual requirements.

Quoters shall use Attachment 2, BPA Pricing Template, for submission of their Price Quote. The
Quoter shall not hide any cost cells and provide viewable formula access to all cells. Quoters are
strongly encouraged to offer discounted pricing from established prices in their GSA PSS contract
for SIN 874-1. Additionally, Quoters shall use the labor categories and levels of effort provided,
aligning each to its GSA PSS Contract SIN 874-1 without deviation. Quoters shall provide
documentation mapping their GSA PSS labor categories to those described in Attachment 2.

The Government has included Not-To-Exceed (NTE) Travel Contract Line Item Numbers
(CLINs). Quoters shall include the NTE Travel estimate in their total proposed price.

All items covered under option years may be ordered and performed during the scheduled period
of performance of this contract. Quoters are required to provide prices for these items under option
years. The prices for all option items will be evaluated in accordance with FAR 52.217-5. The
U.S. Government makes no guarantee that the option years will be exercised. It will be the U.S.
Government’s unilateral right to exercise the option years. Once the option is exercised, the Quoter
is required to perform the work when ordered during the scheduled period of performance of this
contract.

2. EVALUATION METHODOLOGY

2.1. Basis for Award. The Government anticipates awarding a single award Firm Fixed Price (FFP)
Blanket Purchase Agreement (BPA) for the Visa Lifecycle Vetting Initiative (VLVI) support services
to the Quoter whose quotation represents the best value to the Government as determined by the
evaluation criteria described herein. In determining the best value to the Government, non-price factors
are more important than the price factor.
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Protest of ManTech Advanced Systems, International, Inc.
EXHIBIT A

In the event that two or more Quotes are determined not to have any substantial differences with
respect to the non-price factors, price becomes more important. In the event that Quotes do have
substantial differences, award may be made to other than the Quoter with the lowest priced Quote, if
the Government determines that a price premium is warranted due to a higher adjectival rating. The
Government may also award to other than the highest price and/or the highest rated quotation, if it
determines that a price premium is not warranted.

Communications. The Government reserves the right to hold discussions if necessary.

Compliance Check. The Government will first verify that the Quoter has met the minimum submission
requirements as defined in Section 1.2.2. If the Quoter is considered non-compliant they will not be
evaluated further. If after verifying that the Quoter is compliant with the solicitation, the procedures
below will be followed to select the best value Quoter.

Evaluation Process. The Government will award to the Quoter whose quote offers the best value in
terms of Corporate Experience, Key Personnel, Staffing Approach, and Price. Corporate Experience
and Key Personnel will be evaluated first on a go/no-go (“Acceptable/Unacceptable™) basis. Quotes
that are rated as Unacceptable for either Corporate Experience or Key Personnel will be ineligible for
award and will be eliminated from the competition. Quotes rated “Acceptable” for Corporate
Experience and Key Personnel will be evaluated further for Staffing Approach. Within the best value
continuum, the Government will employ a Tradeoff analysis of price and Staffing Approach in
evaluating the Quotes submitted.

The evaluation will be based on a complete assessment of the Quoter’s submission. Quotes shall be
evaluated on the following separately rated non-price factors and price:

Factor 1: Corporate Experience
Factor 2: Key Personnel

Factor 3: Staffing Approach
Factor 4: Price

2.4.1.0rder of Importance. The order of importance for the below evaluation factors is as follows:

2.5.

e Staffing Approach is more important than price.
e As the non-price evaluation of quotations determines there are no substantial
differences, price becomes more important in making the award determination.

The Government may award the BPA without discussions; therefore, each initial quote should
include the most favorable Corporate Experience, Key Personnel, Staffing Approach, and Price

that the Quoter can submit to the Government.

Factor Ratings and Evaluation

2.5.1.Factor 1: Corporate Experience Ratings and Evaluation. The Government will evaluate the

corporate experience to ensure they meet the requirements outlined in RFQ Section 1.3.6. Quotes
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will be rated either acceptable or unacceptable, based on the rating definitions in the table below.
Quotes that do not meet the specified requirements will be rated unacceptable and will be
ineligible for award.

Acceptable The quotation meets all corporate experience requirements as outlined in
Request for Quote (RFQ) Section 1.3.6.

Unacceptable The Quoter’s Corporate Experience does not meet the requirements as stated
in Request for Quote (RFQ) Section 1.3.6 on its initial offer. Quoter fails to
meet one or more required criteria for technical acceptability.

2.5.2.Factor 2: Key Personnel Factor Ratings and Evaluation. Quotes shall be evaluated to
determine whether they meet the requirements outlined in PWS Section 4.4. Quotes will be rated
acceptable or unacceptable based on the rating definitions in the table below. Quotes that do not
meet the specified requirements will be rated unacceptable and will be ineligible for award.

Acceptable The Quoter’s Key Personnel meet all of the requirements as stated in the
PWS.

Unacceptable The Quoter’s Key Personnel do not meet the requirements as stated in the
PWS based on its initial offer. Quoter fails to meet one or more required
criteria for technical acceptability.

2.5.3. Factor 3: Staffing Approach Factor Ratings. Each Quoter’s written submission will be reviewed
and evaluated and assigned an adjectival rating, for the Staffing Approach evaluation factor.
Simple statements of compliance or reiteration (i.e., “understood”; “will comply”, “well-known
techniques will be used’), without a detailed description of how compliance or performance will
be met, may not sufficiently demonstrate a Quoter’s ability to meet the requirements and may result
in a rating of Unacceptable. The Government will evaluate the merits of Volume II using the

following adjectival ratings and definitions scale below:

Excellent The quotation exceeds requirements in a manner beneficial to the
Government and demonstrates an exceptional understanding of the goals
and objectives of the acquisition. One or more strengths exist and there
are no weaknesses present. Risk of unsuccessful performance is very
low.
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Acceptable The quotation meets all minimum requirements and demonstrates an
acceptable understanding of the goals and objectives of the acquisition.
Quotation offers no additional benefits beyond the stated requirements
and no significant weaknesses exist. Risk of unsuccessful performance is
moderate.

Marginal The quotation demonstrates a fair understanding of the goals and
objectives of the acquisition but fails to meet all minimum requirements.
Weaknesses outweigh any strengths that exist. Some revision(s) are
required for minimum acceptability. Risk of unsuccessful performance is
high.

Unacceptable | The quotation fails to demonstrate an understanding of the goals and
objectives of the acquisition and fails to meet all minimum requirements.
The quotation has one or more significant weaknesses that will be very
difficult and/or impossible to correct. Major revision(s) are required for
minimum acceptability. The quotation is unawardable.

During the course of the evaluation, the Government will document strengths, weaknesses,
deficiencies and clarifications using the following definitions:

Term Definition

An aspect of the quote that increases the likelihood of successful

Strength
contract performance.

A flaw in a quote that increases the risk of unsuccessful contract

Weakness
performance.

A weakness, or combination of weaknesses, that appreciably increases

Significant Weakness . . i ¢
the risk of unsuccessful contract performance.

A material failure of a Quote/quotation to meet a Government

Defici requirement or a combination of significant weaknesses in a

eficienc , \ f
Y Quote/quotation that increases the risk of unsuccessful contract

performance to an unacceptable level.

Limited exchanges, between the Government and Quoters that may
Clarification occur when award without discussions is contemplated. Clarifications
do not result in the submission of a revised quote.

2.5.4.Evaluation of Factor 3: Staffing Approach. The Government will evaluate whether the Quoter’s
staffing approach reflects competitive methods for recruitment and retention of personnel along
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with effective and flexible methods for responding to the client’s projects and environmental
dynamics.

This includes:

2.54.1.  Quoter’s techniques and ability for recruiting and retaining qualified and cleared
personnel, in accordance with PWS requirements, over the life of the contract as well as
the Quoters historical ability to retain cleared personnel.

2.5.4.2. Quoter’s techniques and ability for recruiting and retaining junior personnel, in
accordance with PWS requirements, over the life of the contract as well as the Quoters
historical ability to retain the junior personnel.

2.5.4.3.  Adaptability and flexibility in fulfilling multiple positions containing varied
requirements within the scope of the PWS in a reasonable time for surge and future
BPA Calls.

2.5.5.Evaluation Factor 4 Price. Price Quotes will not be assigned an adjectival rating, but will be
evaluated with respect to reasonableness and completeness based on information submitted in the
Quoter’s price quote, including the completion of Attachments 2 — BPA Pricing Template. Should
an award be made from this solicitation, it will be issued as a Firm Fixed Price (FFP) single award
BPA with FFP BPA Calls.

Additionally, ICE may utilize one or more of the following methods to evaluate price:

Comparison to other quotes received.

Comparison and/or analysis based on Independent Government Cost Estimate.
Comparison/Analysis to historical prices.

Comparison with competitive published price lists.

The Government’s price evaluation will assess the accuracy and completeness of the quotation,
which involves verification that: 1) all line items are priced, 2) figures are correctly calculated and
3) prices/discounts are presented in the adequate format. As part of the price evaluation, the
Government will evaluate the extension period authorized by Federal Acquisition Regulation (FAR)
52.217-8, “Option to Extend Services.” Thus, for the purposes of evaluation under this RFQ, the
Quoter's total price for the BPA will include the Base Period, all Option Periods, and the FAR
52.217-8 Option to Extend Services. The pricing for evaluation of FAR 52.217-8 will be derived by
dividing the total amount of Option Period 4 by a factor of two (2).

2.5.6.Reasonableness and Realism. The Government will evaluate the proposed price for
reasonableness (whether the price is too high), and may evaluate for realism (whether the price is
too low that the performance of the contract will be at risk) for the base and all option periods, and
the FAR 52.217-8 Option to Extend Services.

2.5.7.Completeness. Price Quotes shall be evaluated for completeness by ensuring the Quoter has
submitted the completed Attachment 2, BPA Pricing Template, along with documentation mapping
the Quoter’s GSA PSS labor categories to those described in Attachment 2. Submission of an
incomplete price quote will render the quote ineligible for award.

10
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Office of Acquisition Management
U.S. Department of Homeland Security
7701 N. Stemmons Freeway, Suite 300
Dallas, TX 75247

U.S. Immigration
and Customs
Enforcement

August 16, 2018

|(b)(5); (BX7)C) |

ManTech Advanced Systems International, Inc.
2251 Corporate Park Drive
Herndon, VA 20171

SUBJECT:  Notice to Unsuccessful Quoter: Request for Quote (RFQ) #
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI)

b)(6); (b)(7)(C)

Dear

We would like to thank you for your participation in RFQ # 70CMSD18Q00000016 for Visa
Lifecycle Vetting Initiative (VLVI) support services. Unfortunately, your company was not
selected to receive the Blanket Purchase Agreement (BPA) award.

(b)(4)
’_]_C_E_Md_ms_single award BPA with a base year price of nd a total value of
il nclusive of the option periods, to the following company on August 16, 2018:

SRA International, Inc., a General Dynamics Information Technology Company
15036 Conference Center Drive

Chantilly, VA 20151-3848

GSA Contract # GS-00F-256CA

In accordance with FAR subpart 8.405-2(d), you may request a brief explanation of the basis for
the award decision. Note that formal debriefings are not applicable to orders under FAR subpart
8.405. If you wish to receive a brief explanation of the award decision, you must email a written
request t(®X6). OXNC) bice.dhs.gov and [PX6) ®X7)XC) ht

[0)6), ®)T)C) Pice.dhs.gov.

Thank you again and we look forward to your participation in future ICE opportunities.

Sincerely,

b)(®); (b)7)(C)

[b)(6). (b)(7)(C) |Contracting Officer
Immigration and Customs Enforcement
Investigations and Operations Support Dallas (I0SD)
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U.S. Department of Homeland Security
7701 N. Stemmons Freeway
Dallas, TX 75247

U.S. Immigration
and Customs
Enforcement

August 16, 2018

Man’l"_guén__%div_%unaﬂlitcms International, Inc.
) i g ia email delivery

2251 Corporate Park Drive
Herndon, VA 20171

Subject: Brief Explanation of Award Decision in response to Request for Quote (RFQ),
70CMSD18Q00000016, Visa Lifecycle Vetting Initiative (VLVI) Support Services

Dear [©/6) 0X7)C)

The Government reviewed the quote submitted by ManTech Advanced Systems International, Inc. in
response to Request for Quote (RFQ) 70CMSD18Q00000016 in accordance with the criteria stated in
the RFQ Letter. As a result of that evaluation- we are providing this brief explanation of the basis for
award decision. This letter addresses the evaluation results of your quote only; quotations submitted by
the other vendors will not be addressed.

I. Background:

Quotes were evaluated in accordance with the criteria contained in the solicitation and applicable
procurement laws and regulations. As stated in the RFQ, the Government made the award to the Quoter
whose quote represented the best value to the Government, considering the following factors: (1)
Corporate Experience, (2) Key Personnel, (3) Staffing Approach, and (4) Price. Corporate Experience
and Key Personnel were evaluated first on a go/no-go (“Acceptable/Unacceptable”) basis. Quotes that
were rated as Unacceptable for either Corporate Experience or Key Personnel were ineligible for award
and were eliminated from the competition. Quotes rated “Acceptable” for Corporate Experience and
Key Personnel were evaluated further for Staffing Approach. Within the best value continuum, the
Government employed a Tradeoff analysis of Price and Staffing Approach in evaluating the Quotes
submitted. Staffing Approach was more important than Price. As the non-price evaluation of quotations
determines there are no substantial differences, Price became more important in making the award
determination.

b)(5)
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(0)(5)

Sincerely,

b)(©); (b)X7)(C)

g(b}(ﬁ).. ()THC)
onfracting icer

Page 4 of 4
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