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As required by section 13402(e)(4) of the HITECH Act, the Secretary must post a list of breaches of unsecured protected health information affecting 500 or more
individuals. The following breaches have been reported to the Secretary:

Cases Currently Under Investigation
This page lists all breaches reported within the last 24 months that are currently under investigation by the Office for Civil Rights.
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Name of Covered Entity State Covered
Entity Type

Individuals
Affected 

Breach
Submission
Date

Type of Breach Location of
Breached
Information

 Change Healthcare, Inc. MN Business
Associate

100000000 07/19/2024 Hacking/IT
Incident

Network Server

 Welltok, Inc. CO Business
Associate

14762475 11/06/2023 Hacking/IT
Incident

Network Server

 Kaiser Foundation Health Plan, Inc. CA Health Plan 13400000 04/12/2024 Unauthorized
Access/
Disclosure

Network Server

 HCA Healthcare TN Business
Associate

11270000 07/31/2023 Hacking/IT
Incident

Network Server

 Maximus, Inc. VA Business
Associate

9179226 08/04/2023 Hacking/IT
Incident

Network Server
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Breach Portal: Notice to the Secretary of HHS Breach of Unsecured Protected Health Information

Please Note: The Breach Notification Portal will be offline for maintenance from Fri Oct 25 10:00 PM EDT to Sat Oct 26 06:00 AM EDT. Any information being entered when the Portal is taken off-line will
be lost.
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