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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF NEBRASKA

"UNITED STATES OFAMERICA,

Plaintiff,
Districtof Nebraska

v. Criminal No. 4:11-CR-3074
424CR3021

VYACHESLAV IGOREVICH PENCHUKOY, Eastem District of North Caroling.
CriminalNo.7:22-CR-87

aida “Vyacheslav Igoravich Andreev,”
“Tank,” “Father”, “TopBro,” and PLEAAGREEMENTzo

Defendant.

IT IS HEREBY AGREED between the Plaintiff, United States of America, through the
UnitedStatesAttomey’s Office for the Districtof Nebraska, the United States Attomey'’s Office
for the Easter District of North Carolina, and the Computer Crime and Intellectual Property
Section; and Defendant, Yvacheslav Igorevich Penchukov, also known as Vyacheslav Igoravich
‘Andreev, individually and through counsel Stuart J. Doman, counsel for Defendant in the District
of Nebraska, and Halerie Costello and Jean-Paul Eduard Jacquet-Freese, counsels for Defendant
inthe Easter Districtof North Carolina, es follows:

1
THEPLEA

A. CHARGES&FORFEITUREALLEGATIONS.
Defendant agrees to plead guilty to Count One of the Third Superseding Indictment filed

intheDistrictof Nebraska (Criminal No. 4:11-CR-3074), which chargesa violation of 18 U.S.C.
§1962(), and CountTwo of the Indictment filed in the Easter District of North Caroline.
(Criminal No. 7:22-CR-87), which charges a violation of 18 U.S.C. § 1349. Defendant further
admits the forfeiture allegations as set forth in the Third Superseding Indictment filed in the
Districtof Nebraska and the Indictment filed n the Easter District of North Carolina.
B. DISMISSAL OF COUNTS.

In exchange for Defendant’ pleaofguilty as indicated above, the United States agrees as
follows: The United States will move to dismiss, as to the Defendant, the Indictment, the
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Superseding and Second Superseding Indictments, and the remaining counts in the Third
Superseding Indictment, all filed in the District of Nebraska, and the remaining countofthe
Indictment filed in the Eastern District of North Carolina, atthe time ofsentencing,

u
TRANSFERFORPLEAANDSENTENCE

‘The parties agree to transfer the charges pending in the Eastern District of North Carolina
against Defendant, under the caption United States ofAmerica v. Vyacheslav Igoravich Andreev
(Criminal No. 7:22-CR-§7), tothe DistrictofNebraska (Criminal No. 4:11-CR-3074) for plea and
sentence, pursuant to Federal Rule of Criminal Procedure 20, and will execute any documents
necessary for this transfer.

m
NATUREOFTHEOFFENSE

A. ELEMENTS EXPLAINED.

‘Defendant understands that he is pleading guilty to two offenses and that the first offense,
‘Count OneoftheThird Superseding Indictment filed in the Districtof Nebraska, which charges a
violation of 18 U.S.C. § 1962(d), has the following elements:

I. An enterprise existed as alleged in the Third Superseding Indictment;
2. Theenterprise wasorwould be engaged in, or ts activities affected or would affect,

interstateo foreign commerce;
3. Defendant was or would be employed by or associated with the enterprise;
4. Defendant and at least one other person reached an agreement or came to an

understanding toconductor participate in the affairsofthe enterprise, directly or
indirectly, through pattemofracketeering activity; and

5. Defendant voluntarily and intentionally joined in the agreement or understanding,
either at the time it was first reached or at some later time while it was stil in
existence, and at the time Defendant joined in the agreement or understanding he
specifically intended to otherwise participate in the affairsofthe enterprise.

Defendant further understands that the pattern of racketeering activity alleged in the Third
Superseding Indictmentconsistedof multiple acs indictable under 18 U.S.C. §§ 1343 (wirefraud),
1344 (bank fraud), 1028 (identity theft), and 1029 (fraud in connection with access devices).
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Defendant further understands that the second offense to which Defendant is pleading
guilty, Count Twoofthe Indictment filed in the Eastern Districtof North Carolina, which charges
a violation of 18 U.S.C. § 1349, has the following elements:

1. Defendant and at least one other person reached an agreement to devise or
participate in a scheme to obtain money or property by means of materially false or
fraudulent pretenses, representations or promises, as alleged in Count Twoofthe
Indictment;

2. Defendant voluntarily and intentionally joined in the agreement or understanding,
theratth time it was first reached or at somelatertime while it was still in effect;
and

3. Atthe time Defendant joined in the agreement or understanding, he knew the
purposeofthe agreement or understanding

B. ELEMENTS UNDERSTOOD AND ADMITTED—FACTUAL BASIS.
Defendant has fully discussed the factsof this case with defense counsel. Defendant has

‘committed each ofthe elementsofboth crimes and admitsthat there is a factual bassforthis guilty
plea.The followingfactsare true and undisputed, withrespecttothe Third Superseding Indictment
filed in the Districtof Nebraska:

1. Defendant was part ofa racketeering enterprise, referred to by United States law
enforcement authorities as the Jabber Zeus Crew.

2. Defendant and his co-conspirators employed malicious software, known as “Zeus”
or “Zbat,” to infect thousands of computers with malicious software and obtain
information necessary to access the bank accountsof victim companies throughout
the United States, typically small businesses and nonprofit organizations. When a
computer was infected with the Zeus malware, it kept track of user names,
passwords, and all other information entered ino a bank's “log in” web page. When
employeesofthe victims entered this information, the Zeus malware collected it
and sent it to members ofthe enterprise located in the Ukraine.

3. Defendant and his co-conspirators would then use that stolen information to log
intothewebsitesof victims” banks, often posing as employeesofthe victims. With
that access, Defendant and his co-conspirators would make electronic payments
from the victims’ accounts using the Automated Clearinghouse, or “ACH”
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network, in some cases emptying the victim accounts completely. The ACH
network is aspecial-purpose computernetwork,used only by banks,thatisusedto
clear checksandprocessothertypesofpayments.

4. Defendant and his co-conspirators typically senttheACH payments to individuals
acting as “money mules.” These mules receivedthe ACH payments in their own
accounts, and then wired that money to overseas accounts controlled by
Defendant's co-conspirators. Defendant played a crucial leadership role in this
scheme by directing and coordinating the exchange of stolen banking credentials
and money mules. Defendant also received alert messages which provided
notification once bank account had been compromised, thereby facilitating his
ability to quickly direct and coordinate the conspiracy’s response to transfer funds
from the vietim's accounts and into the controlofthe conspiracy.

5. Beginning sometime in or about May 2009 and ending in or about May 2010,
Defendant and his co-conspirators communicated using their own instant
messaging server, known as the “incomeet” server (after its domain name).
Defendant used that same server to receive “alert” messages from infected
‘machines that contained compromised account credentials.

6. The income server, which was located in the United States, wasconfigured 1 log
the textofevery message sent through it, and to associate all of those messages
withthe nicknameofthe person who sent it and the precise dateandtime. Through

theuseroffour search warrants, executedatdifferenttimes during the courseofthe
investigation, the goverment obtained those logs. Participants in the logged chat
identified themselves by nicknames. Defendant’ nicknamewas “tank.”

7. On or about July 28, 2009, Defendant and a co-conspirator exchanged chat
messages regarding transfers of funds from a bank account belonging to Doll
Distributing (“Doll”). On or about July 29, 2009, Doll reported that two fraudulent
ACH payments, totaling $59,222.00, were made from its bank account. That
account was maintained with a bank headquartered in Omaha, Nebrasks, named
First National Bank of Omaha, a financial institution insured by the FDIC that
offered online banking services through computerserverslocated in Nebraska. The
ACH payments were made using First National BankofOmaha's online banking
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system, which meantthatsomeone, falsely claimingto be a Doll employes, initiated
the payments. The money transferred from Doll's bank account was sent 10 two
‘money mules in the United States.

8. On or sbout September 28, 2009, Defendant and his co-conspirators caused
‘malicious software to be installed, without authorization, on a computer used by
Pasago, Inc. (“Parago”). On or about September 28, 2009, Defendant and his co-
conspirators used stolen access information to attempt to causeFirst National Bank
‘of Omahe, to transfer funds out ofa bank account belonging to Parago and into one
or more bank accounts designated by the conspiracy. Also on or about September
28, 2009, Defendant transmitted login credentials for an employeeofParago to &
co-conspirator, These included the employee's username, full password, and the
answers to two security questions.

9. On or about March 3, 2010, Defendant and his co-conspirators caused malicious
software to be installed, without authorization, on a computer used byHuskerAG,
LLC (“Husker”), a business located in Plainview, Nebraska. On or about March 3,
2010, Defendant and his co-conspirators received the username and passwordofan
employee of Huskerand used these stolen credentials to attempt to cause Union
Bank and Trust, a financial institution insured by the FDIC and located in Lincoln,
Nebraska, totransferfundsout ofa bank accountbelongingto Husker to two money
mules in the United States.

10. Afier Defendant was initially charged for his role in the Jabber Zeus Crew, and in
or around 2015, Defendant changed his legal name to Vyacheslav Igoravich
Andreev.

Defendant further agreesthatthe following facts are true and undisputed, with respect to
the Indictment filed inthe Easter District of North Carolina:

I. Defendant and his co-conspirators distributed spam emails containing malicious
attachments that, when clicked, provided unauthorized access to victim computer.

2. The attachments contained lcedID, also known as Bokbor, which was a form of
malicious software that collected and transmitted personal information from the
usersof infected computers, including information necessary to enter users’ bark
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accounts. lcedID also provided access to infected computers for other forms of
malicious software, including ransomware.

3. Defendant and his co-conspirators, through leediD, identified when victims
attempted to communicate with websites of interest, such as websites for major
financial institutions, and redirected the victims to websites controlled by members
oftheconspiracythatappearedtobethe legitimate websites.

4. Defendant and his co-conspirators used the redirected websites to fraudulently
obtain personal information from the users of infected computers, such as

informationnecessarytoenter users’bank accounts.
5. Defendant and his co-conspirators transmitted and stored personal information

fromtheusersofinfectedcomputerstooneofanumberofonline panels controlled
by the conspirators.

6. Defendantand his co-conspirators used the victims’ personal information to obtain
access to financial and other victim accounts and transfer money to accounts
controlled by the conspirators.

7. Defendant and his co-conspirators used access to victim computers to download
other forms of malicious software, including ransomware, onto those victim
computers.

8. From an unknown date, but no later than in or about November 2018 until in or
about February 2021, Defendant managed a botnet that consisted of victim
‘computers infected by leedID.

9. Aspartof Defendant's managementof a botnet for cedID, Defendant maintained
a spreadsheet of the income and expenses from IoedID in 2021. This spreadsheet
includedatotal incomeofoverUSD$19.9 million for that year.

10. From an unknown date but not later than in or about November 2018 until in or
about November 2021, Defendant used lcedID panel information to steal money
from vitim accounts at two financial services firms.

11. The leedID panels were accessible at domain names, which were knowingly
registered in amanner that preventedthe fective identificationof or contact with
the person who registered the domain names, including under false names.
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12. On orabout August 10, 2020, a memberofthe conspiracy caused lcedID malware
10betransmittedtoan email account belonging 10. victim, which was received in
‘Wilmington, North Carolina.

13. On or aboutOctober28, 2020, the lcedID malware was used to obtain unauthorized
access to the University of Vermont Medical Center (“UVMMC?). The lcedID
malware distributed ransomware that encrypted. significant portions of the
hospital's compute networks. As a result, the hospital was unable to provide many
critical patient services forovertwo weeks, which created a tiskofdeath or serious
bodily injuryforpatients. The cost to UVMMCofresponding to the incident, which
included conducting a damage assessment, restoring ts data, programs, systems,
and information to its condition prior to the incident, and revenue lost, costs
incurred, and other damages incurred because of the interruption of service,
amounted to atleast $30 million.

14. Onorabout February 25, 2021, a memberoftheconspiracycaused IoedID malware:
tobetransmitted toan email account belonging to victim, which was received in
Cary, North Carolina.

™v
PENALTIES

A. Defendant understands that the first crime to which Defendant is pleading guilty,
Count Oneofthe Third Superseding Indictment filed in the Districtof Nebraska, which charges a
Violation of 18 U.S.C. § 1962(d), carries the following penalties:

1. Amaximum twenty years in prison.
2. Amaximum $250,000 fine or the greateroftwice the gross gain or twice the gross

loss.
3. Amandatory special assessmentof $100.
4. Atermofsupervised releaseofnot more than three years. Defendant understands

that failure to comply with any of the conditions of supervised release may result
in revocation of supervised release, requiring Defendant to serve in prison all or
part ofthe termofsupervised release.

5. Possible ineligibility for certain Federal benefits.
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B. Defendant understands that the second crime to which Defendant is pleading guilty,
‘CountTwo of the Indictment filed in the Eastern District of North Carolina, which charges a
violationof 18 U.S.C. § 1349, cariesthe following penalties:

1. Amaximum twenty years in prison.
2. Amaximum $250,000 fine or the greateroftwice the gross gain or twice the gross

Toss.
3. Amandatory special assessmentof $100.
4. Aterm of supervised release of not more than thre years. Defendant understands

that fulure to comply with anyofthe conditions of supervised release may result
in revocation of supervised release, requiring Defendant to serve in prison all or
partofthe termofsupervised release.

5. Possible ineligibility for certain Federal benefis.

v
LIMITATIONOFPLEAAGREEMENT

“This plea agreement is limited to the United States Attorney's Office for the District of
Nebraska, the United States Attomey’s Office for the Eastem District of North Carolina, and the
‘Criminal Divisionofthe United States Departmentof Justice, and cannot bind any other federal,
state,orlocal prosecuting, administrative, or regulatory, authorities

vi
PARTIES’ SENTENCING RECOMMENDATIONS

A. SENTENCING GUIDELINE CALCULATIONS.
Although the partis understandthat the Guidelines are advisory and onlyoneofthe factors

the court will consider under 18 U.S.C. § 3553(a) in imposing a sentence, the partes will jointly
recommend the following Base Offense Level, Specific Offense Characteristics, Adjustments and
Departures (if applicable). Unless otherwise sated, al agreements as to sentencing issues are made
pursuantto Federal RuleofCriminal Procedure 11(cX1)(B).

For CountOneoftheThird Superseding Indictment fled in the District of Nebraska, which
charges a violation of 18 U.S.C. § 1962(d), the parties will recommend to the Court that the
following provisions ofthe United States Sentencing Guidelines (“U.S.5.G.") apply:
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1. The base offense level is either nineteen or the offense level applicable to the
underlying racketeering activity, whichever is greater, pursuant to USSG.
§2E1.1(8). The partis agree that the offense level applicable to the underlying
racketeering activity is govemed by USS.G. §2B1.1 and the offense level
pursuant to U.S.S.G. §2B1.1 is greater than nineteen as described by the total
calculationsofparagraphs two through six below.

2. The base offense levelofthe underlying racketeering activity is seven because the
offense of conviction is referenced (0 US.S.0. §2BL1 and has a statutory
‘maximum term of imprisonment of twenty years or more, pursuant to US.S.G.
§2BLIGND.

3. Defendant should receive a twenty-offense level increase because the offense
involved an intended loss of more than $9.5 million but less than 525 million,
pursuant to US.S.G. § 2B11)(1)K)

4. Defendant should receive a two-offense level increase because the offense involved
ten or more victims, pursuant to US.5.G. § 2B1I()AXG).

5. Defendant should receive a two-offense level increase because a substantial part of
the fraudulent scheme was committed from outside the United States and the
offense atherwise involved sophisticated means and Defendant intentionally
engaged in or caused the conduct constituting sophisticated means, pursuant to
USSG. §§2BLIG)10)B) and (©).

6. Defendant shouldreceiveatwo-offense level increasebecause theoffense involved
the trafficking of unauthorized access devices, pursuant to USSG.
§2BLIGXID®B)G).

7. Defendant should receive a four-offense level increase because of Defendant's
participation as an organizer or leader of criminal activity in the offense of
conviction that involved five or more participants or was otherwise extensive,
pursuant0 USS.G. § 3BL1G)

ForCountTwo of the Indictment filed in the Esstern District of North Carolina, which
chargesaviolationof18 U.S.C.§ 1349,the parties will ecommend t theCourt that the following
provisionsofthe Sentencing Guidelines apply:
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I. Thebaseoffense level is seven because the offenseofconviction is referenced to
USSG. §2BL1 and has a statutory maximum term of imprisonment of
twentyyears or more, pursuant to U.S.5.G. § 2B1.1(aX(1).

2. The parties agree that the gain that resulted fromtheoffense should be used as an
aliemative. measure of loss because the offense caused a loss, but the loss
reasonably cannot be determined, pursuant to USSG. §2BLIG)I) and
application note 3(B).

3. Defendant should receive a twenty-offense level increase because the gain that
resulted from the offense was more than $9.5 million but less than $25 million,
pursuantto U.S.5.G. § 2BLIGXIK).

4. Defendant should receiveatwo-offense level increasebecause th offense involved
ten or more victims, pursuant to U.S.5.G. § 2BL1B)JRYAXD-

5. Defendant should receive a two-offense level increase because a substantial part of
the fraudulent scheme was committed from outside the United States and the
offense otherwise involved sophisticated means and Defendant intentionally
engaged in or caused the conduct constituting sophisticated means, pursuant to
US5.G. §§ 2BLIG)10)B)and (©)

6. Defendant should receive a two-offense level increasebecausethe offense involved
the tafficking of unauthorized access devices, pursuant to USSG.
$2BLIGXIDE)O:

7. Defendant should receiveatwo-offense level increase becausetheoffense involved
the conscious orreckless risk ofdeath or serious bodily injury,pursuantto U$5.6.
$2BLIGXIENA).

8. Defendant should receive a four-offense level increase because of Defendant's
participation as an organizer or leader of criminal activity in the offense of
conviction that involved five or more participants or was otherwise extensive,
pursuant0 US $.G. § 3BL1G).

9. Defendant should receive a two-offense level increase because the statutory
enhancement under 18 U.S.C. § 3559(g)(1)applies, pursuantto US.S.G. § 3CL4.
Section 3559(g)(1) applies because the offense of conviction is a felony and

10
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Defendant or a conspirator knowingly falsely registered a domain name and
Knowingly used that domain name in the courseofthe offense.

Assuming Defendant is found to be entitled o an offense level reduction under US.S.G.
§3E1.1(2)for acceptance of responsibilty, the United States herebymovesthat the court reduce:
Defendant's offense level by one additional level, pursuant to USSG. § ELI), if that
‘paragraph otherwise applies.
B. ACCEPTANCEOF RESPONSIBILITY.

Notwithstanding paragraph Aabove, the United Stateswill not recommend any adjustment
for AcceptanceofResponsibility ifDefendant:

1. Fails to admit a complete factual bass for the guilty pleaat the time its entered,
or

2. Denies involvement in the offense, gives conflicting statements about that
involvement, or is untruthful with the court or probation officer or

3. Fails to appearin cour, or
4. Engages in additional criminal conduct, or
5. Attempts to withdraw the guilty plea, or
6. Refusestoabideby any lawful court order, or
7. Contests or assists any third party in contesting the forfeitureofproperty seized or

forfeited in connection with this case.
‘The parties furtheragree Defendantwill makeno“blanket” objectionsto the criminal

history calculation (specific objections based on stated grounds are permitted). Objections
to criminal history on the basis that Defendant was not the person who was convicted of the
offense(s) described in the presentence investigation report or on the basis that Defendant
‘was not represented by counsel in connection with such convietion(s), if determined to be
unfounded, are evidence Defendant has not accepted responsibilty and the partis agree no
credit for acceptance of responsibility should be given.
C. ADJUSTMENTS,DEPARTURES&REDUCTIONSUNDER18US.C.§3553.

The parties agree that Defendant may not request or recommend additional downward
adjustments, departures, including criminal history departures under USSG. § 4A13, and
sentence reductions under 18 U.S.C. § 3553(a), and that the United States will oppose any such

u
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downward. adjustments, departures, and sentence reductions not set forth in Section VI,
paragraph A above.
D.  “PACTUALBASIS"AND “RELEVANT CONDUCT” INFORMATION.

‘The parties agree that the facts in the “factual basis” paragraphsofthis agreement are true:
and may be considered as “relevant conduct” under U.SS.G. § 1B1.3 and as the natwre and
circumstancesofthe offenses under 18 U.5.C. § 3553@)(1).

‘The partes agree that all information known by the officeofUnited States Pretrial Service:
‘may be used by the Probation Office in submitting its presentence report and may be disclosed to
the court for purposesofsentencing.
E. IMMIGRATION CONSEQUENCES AND STIPULATED REMOVAL.

Defendant is awareofand acknowledges that his plea pursuant to this plea agreement may
have immigration consequences up to and including possible deportation.

If Defendant is not a United States citizen or national either before or immediately
following sentencing, Defendant agrees to an orderofremoval rom the United States entered by
the Executive Office for Immigration Revieworthe authorized DepartmentofHomeland Security
official. Defendant understands Defendant will not be removed until Defendant has served any
criminal sentence imposed in this or any other case. Defendant further waives any right to appeal,
reopen, or challenge the removal order.
F. RESTITUTION.

Defendant agrees to the following regarding Restitution:
1. Theamountofrestitution ordered by the Court shall include al relevant conduct,

including, but not limited to, achargedand uncharged criminal conduct alleged in
the Third Superseding Indictment filed in the District of Nebraska and the
Indictment filed in the Eastern District of North Caroling, and not limited to the
countsofconviction.

2. Defendant shall pay restitution in an amount to be determined by the Court
Defendant agrees to the entry of a restitution order for the full amount of the
victims’ losses. Defendant further agrees that the Court may defer the imposition
of restitution for a period not to exceed 90 days after sentencing, pursuant to 18
USC. § 36640)5).

2
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3. Defendant also shall pay the Special Assessmentof$100 per countofconviction
by submiting a satisfactory form of payment to the Clerkofthe Court prior to
appearing for the sentencing proceeding in this case.

4. Restitution and Assessment payments shall be made payable to the Clerk of the
USS. District Cour for the District of Nebraska.

5. The Distict Court Clerk will subsequently disburse Defendant's restitution
paymentsothevictim(s).

6. Court imposed monetary penalties are due immediately and subject to immediate:
enforcement by the United States. 18 U.S.C. § 3613.

7. AnyCourt orderedschedule fo restitution payments ismerelyaminimum payment
obligation, and does not fimit the methods by which the United States may
immediately enforce the judgment in full, including but not limited to enrollment
inthe Treasury Offset Program (see 26 U.S.C. § 6402(d); 31 US.C. §3720A; 31
USC. § 3716) and gamishmentofavailable funds, wages, or assets (see 18 U.S.C.
883613, 364m).

8. Ifincarcerated, Defendant ill participateintheBureauofPrisons InmateFinancial
Responsibility Program, regardless of whether the Court specifically directs
participation or imposes a payment schedule.

9. DefendantwillprovidealofDefendant's financiel information to the United States
‘and the Probation Officer, and agrees,if requested, to participate ina pre-sentencing
debtor exam. Defendant will fully and truthfully discloseal assets and property in
‘which Defendant has any interest, or over which Defendant exercises control
directly or indirectly, including assets and property held by a spouse, nominee or
other third party.

10. At the request of the US. Attomey's Office (‘USAO"), Financial Litigation
Program (“FLP"), Defendant wil promptly execute and return a fully completed
and executed Financial Disclosure statement under oath, a Tax. Information
Authorization Form 8821,anda RequestforTranscriptofTax Return Form 4506-T-
Defendant also agrees to provide the USAO FLP copies of financial information
that Defendant submitted to the U.S. Probation Office.

1B
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IL. Defendant authorizes the USAO FLP to obuin Credit Reports conceming
Defendant to enable the USAO to evaluate Defendant's ability to satisfy any
financial obligations and monetary penalties imposed as part of the sentence, and
will execute any Release for such information upon request.

12. Defendant undersiands that compliance with USAO requests for financial
information will be taken into account when the United States makes a
recommendationtoteCourt regarding Defendants acceptanceofresponsibiltyat
sentencing. Defendants flure to timely and accurately complete and sign the
financial statementandany update thereto, may,inadditionto any other penalty or
remedy, indicate a failure to accept responsibility.

13. Defendant’ disclosure obligations are ongoing and are in force from the execution
ofthis agreement until Defendant has satisfied restitution in full

14. Defendant certifies that Defendant has not transferred assets or property for the
purposeof (1) evading financial obligations createdbyths Agreement; 2) evading
obligations that may be imposed by the Court; nor (3)hindering efforts of the
USAO to enforce such financial obligations. Defendant promises that Defendant
will makenosuch transfers in the future.

15. If the United States leams of any misrepresentation in the financial disclosure
statement, orofanyasset in which Defendanthad aninerest at the timeof tis plea
agreement that is not disclosed in the financial disclosure statement, and in the
event such misrepresentation or nondisclosure changestheestimated net worth of
Defendant by ten thousand dollars ($10,000.00) or more, the United States may at
its option: (1)choosetoberelieved of its obligations under ths plea agreement; or
(2) the plea agreement stand, enforce the full forfeiture, restitution, and fines
imposed by any criminal o civil judgment, including enforcement of 100 percent
ofthe valueofany previously undisclosed asset. Defendant agreesnotto contest
enforcement against of such asset or property. Ifthe United States opts to be
relieved of its obligations under this plea agreement, Defendant's previously
entered pleasofguilty shall emain in effect and cannot be withdrawn.

1
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vit
DEFENDANT WAIVES APPEAL AND COLLATERAL ATTACK

Defendant hereby knowingly and expresslywaivesany and al rights to appeal Defendant's
‘conviction and sentence, including any restitution order in tis case, and including a waiverof all
motions, defenses, and objections which Defendant could assert o the charges ortothe Courts
entryof Judgment against Defendant, and including review pursuant to 18 US.C. § 3742 of any
sentence imposed, except:

a Achimof ineffective assistanceofcounsel.
b. Arightto file a motion under 18 U.S.C. § 3582(e)IXA)

1. the general right to file a compassionate release motion;
2. therightto filea second or successive such motion; or
3. therightto appeal the denialof acompassionate release.

Defendant further knowingly and expressly waives any and all rights to contest
Defendant's conviction and sentence in any post-conviction proceedings, including any
proceedings under 28 U.S.C. §2255, except: (8) the right to timely challenge Defendant's
‘conviction and the sentenceofthe Court should the Eighth Circuit Court ofAppeals or the United
States Supreme Courtlate find thatthe charge to which Defendant is agreeing to plead guilty fils
to state a crime; and (b) the right 0 seck post-convictionrelief based on ineffective assistance of
counsel.

IfDefendant breaches this plea agreement, at any time, in any way, including, but not
limited 10, appealing or collaterally attacking the conviction or sentence, the United States may
prosecute Defendant for any count, including those. with mandatory minimum sentences,
dismissed or not charged pursuant o his plea agreement. Additionally, the United States may use
any factual admissions made by Defendant pursuant to this plea agreement in any such
prosecution.

vin
BREACH OF AGREEMENT

Should it be concluded by the United States that Defendant has committed a crime
subsequent to signing the plea agreement, or otherwise violated this plea agreement, Defendant
shall then be subject to prosecution for any federal, stat, or local crimes) which this agreement

15
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otherwise anticipated would be dismissed or not prosecuted. Any such prosecution(s) may be
premiseduponany information, statement, or testimony provided by Defendant.

In theevent Defendant commitsa crimeor otherwise violates any term or condition ofthis
plea agreement, Defendant shall nat, because of such violationofthis agreement, be allowed to
withdraw Defendant's plea of guilty, and the United States will be relieved of any obligation it
otherwise has under this agreement and may withdraw any motions for dismissalof charges or for
sentence reliefit had already filed.

x
SCOPE OF AGREEMENT

A. This plea agreement embodies the entire agreement between the parties and
supersedes any other agreement, writen or oral.

B. By signing this agreement, Defendant agrees that the time between the date
Defendant signs this agreement and the dateofthe guilty piea will be excluded under the Speedy
“Trial Act. Defendant stipulates that such period of delay is necessary in order for Defendant to
have opportunity to enter the anticipated plea ofguilt, and that the endsof justice served by such
periodofdelay outweigh the best interest ofDefendant and the public ina speedy trial.

C. The United States may use against Defendant any disclosures Defendant has made
‘pursuant to this agreement in any civil proceeding. Nothing contained in this agreement shall in
‘any manner limit Defendant’ civil liability which may otherwise be found to exist, or in any
manner limit or prevent the United States from pursuing any applicable civil remedy, including
but not limited to remedies regarding asset forfeiture and/or taxation.

D.  Pursuantto 18 U.S.C. § 3013, Defendant wil pay tothe Clerkofthe District Court
the mandatory special assessmentof$100 for each felonycountto which Defendant pleads guilty.
Defendant will make this payment ato before the timeofsentencing,

E. By signing this agreement, Defendant waives the right to withdraw Defendant's
pleaofguiltypursuantto FederalRuleofCriminal Procedure 11(d). Defendant may only withdraw
the guilty plea in the event the court rfects the plea agreement pursuant to Federal Rule of
Criminal Procedure 11(c)(5). Furthermore, Defendant understands tha if the court rejects the plea
agreement, whether or not Defendant withdraws the guilty pie, the United States is relieved of
any obligation it had under the agreement and Defendant shall be subject to prosecution for any

16
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federal, state, or local crime(s) which this agreement otherwise anticipated would be dismissed or
not prosecuted.

F. Thisagreementmay be withdrawn by the United States at any time priorto its being
signed by all parties.

x
MODIFICATION OF AGREEMENT MUST BE IN WRITING.

No promises, agreements, or conditions have been entered into othe than those sc forth
in this agreement (except for any supplemental agreement, to be filed under seal, signed the same
date as this agreement), and none will be entered into unless in writing and signed by all pats.

Xi
DEFENDANT AND COUNSEL FULLY UNDERSTAND AGREEMENT
By signing this agreement, Defendant certifies that Defendant read it (or that it has been

read to Defendant in Defendant's native language). Defendant has discussed the tems of this
agreement with defense counsel and fully understands its meaning and effect.

xi
DEFENDANT SATISFIED WITH COUNSEL

Defendant has consulted with counsel and is satisfied with counsels’ representation.

UNITED STATES OF AMERICA
SUSAN T. LEHR
ACTING UNITED STATES ATTORNEY
DISTRICTOF NEBRASKA

21272024 ————
Date OHNE, HIGGINS

ASSISTANT U.S, ATTORNEY
DISTRICT OF NEBRASKA

2/12/2024 Hi
Date WILLIAM A. HALL, JR

FRANK LIN
‘TRIAL ATTORNEYS
CRIMINAL DIVISION, U.S. DEPT. OF JUSTICE
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2/12/2024

2/12/2024
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UNITED STATES OF AMERICA
MICHAEL F. EASLEY, JR.
UNITED STATES ATTORNEY
EASTERN DISTRICT OF NORTH CAROLINA

21212024 = LAN.
we le—————Re w-DRvor

ASSISTANT U.S. ATTORNEYrrcaroLn
2/12/2024

Date RY J. DIC

TRIALATTORNEY
‘CRIMINAL DIVISION, U.S. DEPT. OF JUSTICE

2.8 24
oe

known as VYACHESLAV IGOREVICH ANDREEVqn DEANE

21-27 dNLOorm
COUNSEL FOR DEFENDANBISTRICE OF NEORAS

224 oNgu AA C >
HAI ‘COSTELLO
JEAN-PAUL EDUARD JACQUET-FREESE
‘COUNSEL FOR DEFENDANT
EASTERN DISTRICT OF NORTH CAROLINA
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