Job Aid
Create and Manage a WBSCM Incident

Job Aid Title

Create and Manage a WBSCM Incident

Purpose

Use this procedure when the user needs support from the WBSCM Service Desk. Once the user has
requested support, they can track the status of their Incident(s) and review reports. This document
reviews the different ways to log Incidents and the steps to track Incidents via the WBSCM Service
Desk website.

WBSCM Service Desk Contact Information

Email: WBSCM.ServiceDesk@CACIl.com
Phone: (877) WBSCM-4U or (877) 927-2648 - 8AM to 6PM EST MON-FRI, Excluding Holidays
Website: https://cacifedramp.servicenowservices.com/wbscm/ - 24/7 Self-Service support

WBSCM Service Desk Key Features

e Log Incidents via WBSCM
¢ Log Incidents via the Service Desk
e Check the status of Incidents

WBSCM Application — Home Screen

WBSCM Incident Screen

Log a Support Request (Incident) via WBSCM

1. Click (the Report Incident link) from any screen or transaction.
Note: The link is located in the header section of WBSCM.
The Report WBSCM Incident page displays.

2. Complete each of the fields.
Note: The required fields have a red asterisk. It is recommended that the user fills in information
in additional fields, if needed, to provide a detail view about the issue, question, or suggestion.
It is also recommended to upload attachments. The attachment must be less than 10 MB. The
following document types are accepted: PDF, DOCX, PPTX, XLSX, JPG, JPEG, PNG.

het

Click (the Submit button).
4. Record the WBSCM Service Desk generated Incident number.
Note: The Incident number is sent to the user’s email address set up in WBSCM.
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WBSCM Service Desk — Log in Screen
Website: https://cacifedramp.servicenowservices.com/wbscm/

Log in to the WBSCM Service Desk

Website: https://cacifedramp.servicenowservices.com/wbscm/

All active WBSCM user accounts have a corresponding account with the WBSCM Service Desk
(CACI FedRAMP Certified ServiceNow). These accounts are updated each business day, so new
WBSCM accounts will have access to the WBSCM Service Desk within one business day.

First Time Users:
1. Enter the user’s email address for both Username and Password fields in the login screen. Use

all lowercase for both fields.
2. Change password when prompted.
Existing Users:
1. Enter the user’s email address in the Username ficld.
2. Enter the user’s password in the Password field.
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If the user is unable to log in with an email address, reset the password or contact the WBSCM

Service Desk for assistance
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WBSCM Service Desk — Incident Screen

Navigate to: Incident Management > Create Incident

Log a Support Request (Incident) via Service Desk
This is an alternative way to log an Incident instead of directly in WBSCM.

1. Complete each of the fields displayed.

2. Ifnecessary, click L (the Paperclip icon) to add an attachment. All attachments appear at the
top of the screen once they have been added to the Incident.

3. Click (the Submit icon) to submit the Incident.

4. Record the WBSCM Service Desk generated Incident number.

Note: As the user completes the short description field, knowledge base articles related to the issue
are displayed for review and support prior to submitting the incident.

Impact Guidelines

e High — User cannot properly perform a time-sensitive business activity that must be completed
within the next 24-48 hours.

e Medium — One or more users experience slight disruption or operational functionality fails
without an available alternative.

e Low — User observes minor issue(s) that do not impact the functionality of WBSCM.

WBSCM Service Desk — Status Screen

Navigate to: Incident Management > Status

Check Status of a Submitted Incident
Users can review all Incidents created under their own account.

1. Click the Number to open the Incident.
2. Review the Status field and other information related to the Incident.

If needed, users can locate a specific Incident with the following tools:

e To search for a submitted Incident, click * (the dropdown arrow) next to Search. Options

include:
o Number — Enter the Incident number (INCO##H##H#t), if known.
o Opened — Enter the date the Incident was opened.
o Short Description
o Text

e To narrow or expand the list of Incidents, click Y (the Filter icon).

Incident Statuses
e New — Incident is created, but not yet saved.
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e Active — Incident has been saved and is currently being addressed by an analyst.

e Awaiting User Info — The analyst has requested additional information from the user.

¢ Resolved — A solution has been provided and the issue is resolved. Resolved Incidents may be
reopened within 48 hours.

e Closed — The WBSCM Service Desk automatically closes Resolved Incidents after 48 hours.
Closed Incidents cannot be reopened.
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eAuthentication Tips and Support

This document is intended for existing WBSCM users with eAuth credentials who have not
converted to the Login.gov account.

eAuth IDs created after June 26, 2020, require a unique email address as the User ID. eAuth IDs
created before that date remain unchanged, even if they were set up with non-unique email
addresses.

This job aid includes information on the following topics:
e About eAuthentication
e eAuth ID and WBSCM Accounts
e eAuth User ID and Password Recovery

e eAuth ID Maintenance

e Online Identity Verification Process

e eAuth Help Resources
e Related WBSCM Help Resources

(1) About eAuthentication

a. eAuth is a USDA system used to manage identity and login credentials for a variety of
Department applications, including WBSCM. The same eAuth ID may be used to access different
systems.

b. eAuth IDs are set up for individuals not organizations. When setting up a new eAuth ID, users are
prompted to provide their own name and email address.

c. A user may create more than one eAuth ID as long as a unique email address is used for each. The

unigue email address becomes the eAuth User ID.

If the email address associated with a new eAuth account is updated, the User ID will also change.

For legacy eAuth IDs, if the email address is not unique, the user will see the following Email is
Not Unique warning prompt each time they log in, informing them of the option to enter a
unique Account Management Email (AME). This email is used for password resets and similar
activities. The warning will no longer appear after an AME is entered.

Back to Top
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(2) eAuth ID and WBSCM Accounts

a.

In order to establish the link between eAuth and WBSCM, the last name and email must match
exactly, including any spaces and punctuation. When setting up a new eAuth ID, refer to the
WBSCM registration email to see how the last name and email were entered in the WBSCM
profile; if this is incorrect, the user should contact the user administrator for their organization to
update the WBSCM profile before proceeding.

During the registration process, users must also accept the WBSCM Rules of Behavior to
successfully link the eAuth ID to their WBSCM account. If the user does not accept, the WBSCM
account gets locked. To regain access, users should contact their user administrator.

Users can have more than one WBSCM account if they support different organizations. Multiple
WBSCM accounts can be linked to the same eAuth ID. During WBSCM login, the user can select
which account they would like to access.

If the desired WBSCM account does not appear on the selection screen, it may be locked OR the
email address and/or last name do not match between the eAuth ID and the WBSCM accounts.
To update the WBSCM account, users should request assistance from their user administrator.
For more information on how to link multiple WBSCM accounts to a single eAuth ID, refer to the
Multiple WBSCM Account Registration job aid.

Back to Top

(3) eAuth User ID and Password Recovery

a.
b.

e.

Self-service tools are accessible from the eAuth login dialog and on the eAuth Help webpage.

To recover forgotten eAuth User ID(s), click (the Forgot User ID link) next to User ID.

The user must know the First Name, Last Name, and Email associated with the eAuth account,
and they must also have access to that email account.

After providing the requested information, users will receive their User ID(s) at the email address
associated with the eAuth ID.

To reset a forgotten Password, click (the Forgot Password link) and select the
desired reset method.

Customers and USDA Employees/Contractors who forget their password may use the email reset

option to recover their password. The user must know and have access to the email account
associated with the eAuth ID; they will receive further instructions by email.
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f. After clicking the Reset Password link in the email, users may be prompted to select the eAuth
account by User ID or by First and Last Name, if there is more than one legacy eAuth ID using the
same email address. If the email is associated with multiple eAuth IDs, the user must also know
either the User ID or the First and Last Name.

g. USDA Employees/Contractors may also use their LincPass card to reset their forgotten password.
After entering the PIN and successfully authenticating, the user is taken to their eAuth account
profile to enter a new password for the account.

h. Inthe event a user does not know the User ID and cannot use the recovery methods above, they
should request assistance from their User Admin, if:

- The user cannot access email associated with the account, or
- The email address is associated with more than one account, and
1. The user cannot recall the User ID
2. The user cannot recall the First/Last Name
Back to Top

(4) eAuth ID Maintenance

a.

Inactive eAuth IDs will be disabled after 400 days of inactivity. Users will not be notified by the
eAuth system when this occurs. Users should log in to WBSCM at least once per calendar year for
each user profile to stay active. If the user has forgotten their User ID and/or Password, they may
use the self-service recovery tools described in eAuth User ID and Password Recovery.
Passwords, including those for legacy eAuth IDs, do not expire.

Users may change their password at any time using (the Manage Account
dropdown) on the eAuth banner. The user must know their current password to use this tool.
After logging in, legacy users may be prompted to update other eAuth profile information. These
requests are not phishing attempts.

Users can update profile information for their eAuth ID. On the eAuth Home webpage, select

(the Update Account link) from the (the Manage Account
dropdown). If not already logged in, users will be prompted to do so.

September 12, 2023 ©OWBSCM Training — Proprietary Page 3 of 4
2023-AMS-00030-F 000008



Job Aid
eAuthentication Tips and Support

f. After making any changes to the eAuth profile or password, users should log out and close the
browser. Then, log in to WBSCM to confirm access is still valid.

Back to Top

(5) Online Identity Verification Process

a. The Online Identity Verification process is a new feature that allows users to verify their identity
online to enable access to restricted applications (known as “Level 2” prior to June 26, 2020). For
some users, this may eliminate the need to visit a Local Registration Authority (LRA) location.

b. USAID Internal users must complete Identity Verification to use WBSCM. Log in to the eAuth
Update Account page, select Verify My Identity, accept the terms of service, and provide the
required information.

c. Ifitisrequired for their role, after logging in to WBSCM, users can conveniently complete the
Online Identify Verification process online. The eAuth F.A.Q. contains additional information.

d. Alternatively, users may complete the identity verification process at a USDA Service
Center/Local Registration Authority (LRA) location.

e. To complete the process online, the Terms of Service must be accepted. Choosing not to accept
the Terms of Service and exiting will opt the user out of the online verification process.

f. After accepting the Terms of Service, the system prompts the user to complete the account
profile form. Date of Birth and Social Security Number are required; the verification process will
search for a matching identity through Experian. Then, the user must answer five questions.
Afterwards, they will receive an email to confirm successful completion of identity verification.

g. Reasons for unsuccessful Online Identity Verification include insufficient data to generate the
identity verification questions, incorrect answers by the user, or too many attempts.

Back to Top
(6) eAuth Help Resources
a. eAuth Home Page: https://www.eauth.usda.gov/home

b. eAuth Contact Us: https://www.eauth.usda.gov/eauth/b/usda/contactus

C.

eAuth F.A.Q.: https://www.eauth.usda.gov/eauth/b/usda/faq

Back to Top

(7)

Related WBSCM Help Resources available from the USDA WBSCM website

a. WBSCM New User Registration job aid
b. Multiple WBSCM Account Registration job aid

C.

WBSCM New User Registration video

Back to Top
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Title Multiple WBSCM Accounts Registration

Purpose WBSCM users may have more than one WBSCM account, each associated with different
organizations in WBSCM. Users can link one or more new WBSCM accounts to an existing
Login.gov ID or eAuthentication (eAuth) ID, as long as the last name and email address
match. At login, the user is prompted to select one of these linked WBSCM accounts for
the session.

As of September 12, 2023, eAuth now accepts new logon options using Login.gov

credentials and multi-factor authentication (MFA) methods; new eAuth accounts can no
longer be created. Users with an existing eAuth account can link a new WBSCM account to
their existing eAuth IDs if they have not converted to Login.gov. New users needing
multiple WBSCM accounts must do so using the Login.gov registration processes. Refer to
the WBSCM New User Registration job aid and WBSCM New User Registration video
available from the USDA WBSCM website for details.

Target Audience e Users with existing eAuth ID who did not convert to the Login.gov requesting an
additional WBSCM account
e New or existing users with a Login.gov ID requesting an additional WBSCM account

Prerequisite e eAuth ID or Login.gov ID exists linking the user to the USDA eAuth system
e Registration email for new WBSCM account has been received
Registration Email Link Process Registration Email

Note: Close out of all active sessions of WBSCM to ensure the correct accounts are linked.
1. Click the link in Step 2 of WBSCM Registration email.

Note: The user’s eAuth ID/ Login.gov ID must use the same name and email address as the
WBSCM account, as referenced in the registration email, to successfully complete
registration.
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eAuth Login Screen Log in to WBSCM

2. Loginto WBSCM using the user’s Login.gov or eAuth User ID/Password or by using the
PIV/CAC option.

Note: If the user has multiple Login.gov or eAuth IDs, make sure to choose the correct
Login.gov or eAuth ID to link to the new WBSCM account.

WBSCM Account Registration Confirmation Screen Confirm Registration

3. Select @ves (the Yes option) when prompted to register the new WBSCM Account with
the existing Login.gov or eAuth ID.

Note: If the user selects oz (the No option), the registration process will be cancelled. The
user will need to go back to the Registration Email and click the link to reinitiate the
process.

4. Click [Semt] (the Submit button).
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WBSCM Rules of Behavior Screen Accept Rules of Behavior

5. Select (the Accept option) the Rules of Behavior, which is the final step to link
the existing Login.gov or eAuth ID and the new WBSCM account.

Note: If the user rejects the Rules of Behavior, the new WBSCM account will be locked and
is not active. If the account is locked, contact the user admin to unlock, if needed.

6. Click (557! (the Submit button).

Account Selection Screen Select a WBSCM Account
7. Select from the list of WBSCM accounts now linked to this Login.gov or eAuth ID.

Note: If the user has any locked accounts, they will not appear on the selection screen. The
selection screen appears for at least 2 or more active WBSCM accounts linked to the same

Login.gov or eAuth ID. Users with one Login.gov or eAuth ID linked to one WBSCM account
are directly logged into the system.

8. Click (the Log On button) to login to WBSCM.

Note: The user can sign into multiple sessions with different accounts associated with this
Login.gov or eAuth ID through the New Session functionality.
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Job Aid Title

WBSCM Browser Settings and Helpful Tips

Purpose

The job aid describes the recommended Chrome browser settings and tips for
WBSCM and associated hardware/software requirements.

Not all Chrome browser settings or features may be available to all users.
Contact your organization’s IT for support.

If there are questions or issues related to WBSCM, please email WBSCM
ServiceDesk or call 877-WBSCM-4U or 877-927-2648.

Target Audience

All WBSCM Users

Prerequisite

Google Chrome browser is recommended when performing WBSCM activities.
This job aid uses Chrome for example screenshots and tips.

Required WBSCM Settings

The following actions are required for the recommended browser:
e Download and Install Chrome Browser — if not already installed

e Confirm Chrome Browser Version

e Enable Pop-up Settings:
o All Websites

o WBSCM Only

July 27, 2022
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Helpful Tips The following tips are helpful in WBSCM:
e (Create and Locate WBSCM as Bookmark
e Download / Export Document from WBSCM

e Enable PDF File Download Settings
e Access Multiple WBSCM Accounts Using Incognito Window

e Delete Chrome Browsing Data

e Use Windows scaling and Chrome zoom adjustments to resolve
any display issues. It is suggested that a display resolution of
1920 x 1080 be used.

e Use OS Windows 10 or higher

e Font Size - default Medium (Recommended)

Chrome Download Site Screen Download and Install Chrome Browser
Site Screen 1. Visit https://www.google.com/chrome/ .
2. Click (the Download Chrome button).
3. Click (the Open file button) from the ChromeSetup.exe file

from the downloads list.
4. |If prompted, click Install anyway and Yes on the system dialogs.
5. Wait for the installation to finish.

Note: Chrome will open automatically when the installation is completed.

Back to top
Install Chrome Screen
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About Chrome Selection Screen
About Chrome Steps

Confirm Chrome Browser Version

1. Open (the Chrome browser).

2. Click * (the Three Dots button) on the top right corner of the screen.

3. click " (the Help button).

4. Click (the About Google Chrome button) to
review the current version and available updates.

Notes:
Chrome normally updates automatically in the background when the
browser is closed and opened.

If there is a pending update, it may begin automatically or by clicking
the Update Google Chrome link. After updating, click Relaunch to close
the current browser and restore open tabs in the updated browser.

About Chrome Version

5. Click x (the Close button) to close the current window.

Back to top
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Chrome Pop-up Settings Menu Screen
Select Settings Screen

Enable Pop-ups (All Websites)

To enable pop-ups for all websites, perform the following steps:

1. Open (the Chrome browser).

2. Click * (the Three Dots button) on the top right corner of the screen.

3. Click (the Settings button).

4. Click (the Security and Privacy button)
on the left part of the screen.

5. Click (the Site Settings button).
Back to top
Chrome Settings Screen
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Chrome Pop-up Settings Menu Screen Enable Pop-ups (All Websites) (continued)

Pop-ups and Redirects Option Screen To enable pop-ups for all websites, perform the following steps:

6. If necessary, click __ (the Drop-down arrow) on the bottom right
corner, to view additional options.

Pop-ups and Redirects Selection Screen

7. Click (the
Pop-ups and redirects button).

8. Click O (the Sites can send pop-ups and use redirects radio button)
to enable pop-ups for all websites.

Back to top
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Chrome Pop-up Settings Menu Screen

Chrome Pop-ups and Redirects Screen

Enable Pop-ups (WBSCM only)
To enable pop-ups for the WBSCM website only, perform the following steps:

1. Open (the Chrome browser).

2. Click * (the Three Dots button) on the top right corner of the screen.
3. Click (the Settings button).

4. Click (the Security and Privacy button) on the
left part of the screen.

Click (the Site Settings button).

If necessary, click ___ (the Drop-down arrow) on the bottom right
corner, to view additional options.

Add a Site Screen

Pop-ups and Redirects with WBSCM Screen

7. Click (the Pop-ups
and redirects button).

8. Click (the Add button) next to the Allowed to send pop-ups and
use redirects section.
9. Onthe Add a Site screen, enter usda.gov in the Site field.

10. Click (the Add button).

11. Click X (the Close button) to close the current window.

Note: Screens for steps 1 to 7 are displayed in the Enable Pop-ups (All
Websites) section of the job aid.

Back to top
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Chrome Bookmark Screen

Bookmark Screen

Chrome Bookmarks Menu Screen

Create and Locate WBSCM Bookmark in Chrome

Create WBSCM Bookmark:

Open (the Chrome browser).

2. Navigate to the webpage that requires a bookmark such as:
WBSCM Production Portal - https://portal.wbscm.usda.gov
WBSCM Training Site - https://wbscmntrn.wbscm.usda.gov

3. Click W (the Star button) to add a bookmark.

4. Inthe Bookmark added pop-up, enter a Name for the bookmark.
In this example, WBSCM is entered.
Note: It may be helpful to use more distinctive names if using multiple
versions of WBSCM: WBSCM - Production and WBSCM - Training.

5. Click (the Done button) to save the bookmark.

Locate WBSCM Bookmark:

1. Open (the Chrome browser).

2. Click * (the Three Dots button) on the top right corner of the screen.

3. Click (the Bookmarks button).
4. Click the appropriate bookmark to open the webpage.
In this example, WBSCM is selected.

Back to top

July 27, 2022

© WBSCM Training — Proprietary Page § of 14
2023-AMS-00030-F 000020




Job Aid
WBSCM Browser Settings and Helpful Tips

WBSCM Document Download Screen

Download / Export Document from WBSCM

To download or export a document, navigate to the appropriate WBSCM
transaction. In this example, the e-Invoices for Processing transaction is
selected.

1. Click the download button. The button name will vary based on the
transaction.

In this example, click E (the Export button) and select Export to
Microsoft Excel from the drop-down.

Note: A file download prompt displays at the bottom of the screen for
all document types except PDF files.

2. Click =~ (the Arrow button) to display a list of options.

3. Click “*" (the Open option).

Note: The user can select the Always open files of this type option to
set as the default option.

Note: The file opens in a new window. Return to the browser to
continue using WBSCM.

Note: PDF documents automatically open on a browser preview tab by default
in Chrome. The user may update their browser settings to enable PDF file
downloads and change the default PDF viewer.

Back to top
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Chrome PDF File Download Settings Screen Enable PDF File Download Settings

Select Settings Screen Chrome PDF settings default to open documents automatically.
Alternatively, the browser settings can be updated to download PDF. Perform

the following steps:

1. Open (the Chrome browser).
2. Click * (the Three Dots button) on the top right corner of the screen.

3. Click (the Settings button).

4. Click (the Security and Privacy button)
on the left part of the screen.

5. Click (the Site Settings button)
Back to top
Chrome Settings Screen
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Chrome PDF File Download Settings Screen

Additional Content Settings

PDF Document

PDF Settings Screen

Enable PDF File Download Settings (continued)

6. If necessary, click ___ (the Drop-down arrow) on the bottom right
corner, to view additional options.

7. Click (the Additional content settings
button).
8. Click (the PDF documents button).

9. Click O (the Download PDFs radio button).

10. Click X (the Close button) to close the current window.

Back to top
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WBSCM Incognito Screen

Access Multiple WBSCM Accounts Using Incognito Window

Chrome does not support multiple logins to a site at the same time. If a user
needs to access two different WBSCM accounts concurrently, they can use a
regular Chrome session as well as an incognito window by performing the
following steps:
Note: Depending on an organization’s security measures, the New
Incognito window button mentioned in this section may be disabled.

1. Open (the Chrome browser).
Navigate to https://portal.wbscm.usda.gov/ and enter credentials.
Note: The user is logged into WBSCM with the first account.

Click * (the Three Dots button) on the top right corner of the screen.

4. Click (the New Incognito window button).
5. Navigate to https://portal.wbscm.usda.gov/ and enter the second set of

credentials.
Note: The user is logged into WBSCM with the second account.

6. Click X (the Close button) to close the windows as necessary.
Note: All data and history of the incognito page will be automatically
deleted once the page is exited.

Back to top
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Delete Browsing Data Screen

Clear Browsing Data

Clear Browsing Data Screen

Delete Chrome Browsing Data to Resolve Issues

To resolve browser issues, the user can delete browsing data; this includes
browsing history, cookies, and other site data, as well as cached images and
files.

1. Open (the Chrome browser).

2. Click * (the Three Dots button) on the top right corner of the screen.

Click (the More tools button).
4. Click (the Clear browsing data... button).

5. Inthe Clear browsing data pop-up, click ¥ (the Drop-down arrow)
next to the Time range field.
6. Always select the All time option from the list.

7. Ensure that each (the Checkbox) next to Browsing history, Cookies
and other site data, and Cached images and files is checked.

Note: If [ (the Checkbox) next to any of the fields is not automatically
selected, click on it to select.

8. Click (the Clear data button).

9. Click X (the Close button) to close the current window.

Back to top
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Job Aid Title WBSCM Browser Upload or Download

Purpose The job aid describes the standard steps to perform upload or download for
WBSCM documents (Microsoft Office documents or PDF files). Upload/Download
button names will vary based on the specific transaction.

Target Audience All WBSCM Users.

Prerequisite e WBSCM recommends Chrome browser
e Enable download for PDF documents in Chrome. Refer to the WBSCM
Browser Settings and Helpful Tips Job Aid for additional details.
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WBSCM Document Upload Screen

Upload Document to WBSCM

To upload a document, navigate to the appropriate WBSCM transaction. In this

example, the e-Invoices for Processing transaction is selected.

1. Click L (the Choose file button).
2. Locate and select the appropriate file to upload.
In this example, the AMS Certificate of Loading file is selected.
Note: Ensure the file to be uploaded is in the required format.
3. Click. %= | (the Open button).
4. Click the upload button. The button name will vary based on the
transaction.
In this example, click ! (the Add Attachment button).
Note: Some transactions require additional steps to finalize the upload.
Note: If the upload fails due to an HTML tags found in PDF error, perform
the following to resolve:
e Open the PDF document in Adobe Reader.
e Print with the Microsoft Print to PDF option.
e  C(Click the Print button. A new PDF document is created.
e Save the new PDF and upload to WBSCM.
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Document Download Screen

Download / Export Document

To download or export a document, navigate to the appropriate WBSCM
transaction. In this example, the e-Invoices for Processing transaction is selected.

1. Click the download button. The button name will vary based on the
transaction.

In this example, click E (the Export button) and select Export to
Microsoft Excel from the drop-down.

Note: A file download prompt displays at the bottom of the screen for all
document types except PDF files.

2. Click = (the Arrow button) to display a list of options.

3. Click “*" (the Open option).

Note: The user can select the Always open files of this type option to set
as the default option.

Note: The file opens in a new window. Return to the browser to continue
using WBSCM.

Note: PDF documents automatically open on a browser preview tab in
Chrome. The user may update their browser settings to enable PDF file
downloads and change the default PDF viewer. Refer to the WBSCM
Browser Settings and Helpful Tips Job Aid for additional details.
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Job Aid Title

WBSCM Existing User Login.gov Registration

Purpose

This job aid reviews the steps necessary to convert an existing WBSCM eAuth
account and register a Login.gov account to access WBSCM systems.

WBSCM users can link an existing eAuth account to an existing or a new Login.gov
account and enable MFA (Multi-Factor Authentication).

A single Login.gov account can be used for USDA and non-USDA applications. For
USDA protected applications such as WBSCM, the Login.gov account must be
linked to eAuth.

The Login.gov account to access WBSCM is required only for public customers,
vendors, and business partners conducting business with USDA. USDA employees
should continue to use their PIV/Lincpass credentials to access WBSCM.

Prerequisite

The following are prerequisites:
e The user must already have a WBSCM user account.
e Review available MFA options from the Login.gov website and have
appropriate information available to enable one or more authentication
methods.

Target Audience

All WBSCM Users

Navigation Path

Navigate to the eAuthentication webpage.

October 26, 2023
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Create a New Login.gov Account Create a New Login.gov Account
WBSCM eAuthentication Login Screen . o
1. Navigate to the eAuthentication webpage.
Note: The user should not create a new Login.gov account from the
Login.gov webpage. Beginning the process from the USDA eAuth
webpage allows user to seamlessly link the login.gov account to
their existing eAuth account.
2. Click (the Customer button).
3. Click (the Login.gov button).
WBSCM eAuthentication Customer Login Screen
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Create a New Login.gov Account (continued)

Login.gov Home Screen

Create a New Login.gov Account (continued)

4. Click (the Create an account button).

5. Enter the email address associated with the WBSCM account in the Enter
your email address field. In this example, the nextgeneauth2@gmail.com
email address is entered.

Note: The Login.gov account requires a unique email address in case user
has multiple Login.gov accounts. The Login.gov credentials for WBSCM
must match the last name and email address in WBSCM to successfully
register the new account. For existing users, these credentials are the
same as their eAuth account.

6. Click [ (the I read and accept the Login.gov Rules of Use checkbox).

7. Click (the Submit button).
Note: The system message displays “Check your email”.

Login.gov Create an account Screen
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Create a New Login.gov Account (continued) Create a New Login.gov Account (continued)
Login.gov Check your email Screen 8. Access the email account associated with the email address entered at
Step 5.
9. Locate the email from Login.gov with the subject line “Confirm your
email”.
10. Open the email from Login.gov.
11. Click (the Confirm email address button).
Note: As an alternate method of confirming the email address, users can
copy and paste the URL in the web browser as noted on the webpage.
Note: The system displays the message “You have confirmed your email
address”.
Confirm your email Screen
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Create a New Login.gov Account (continued) Create a New Login.gov Account (continued)
Create a strong password Screen 12. Enter a password for use with Login.gov in the Password field.
Note: The password must be 12 characters or longer.
13. Reenter the same password in the Confirm password field.
Note: Users can click (the Show password checkbox)
to display the password as entered.
14. Click (the Continue button).
Create a strong password Screen
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Create a New Login.gov Account (continued) Create a New Login.gov Account (continued)

Authentication method setup Screen 15. Click the appropriate checkboxes to select one or more methods for

Multi-Factor Authentication (MFA). In this example, L] (the
Authentication application checkbox) is selected.

Note: The available options for Multi-Factor Authentication (MFA) are:
e Authentication application (the user can download any

authentication application)
e Text or voice message
e Backup codes (printed codes)
e Security key such as an RSA token
+—Government employee ID (PIV card)

16. Click (the Continue button).

Authentication method setup Screen
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Create a New Login.gov Account (continued)

Add an authentication app Screen

You’ve added your first authentication method Screen

Create a New Login.gov Account (continued)

17.

18.

19.

20.

21.

Complete the steps as listed on the screen.

Note: The instructions will differ based upon the authentication method
selected on the previous screen. In this example, the Authentication
application steps are displayed.

Click (the Submit button) once all steps are completed
based on the authentication method selected.

If necessary, click (the Add another method button) to
add another MFA option.

Return to Step 15 to repeat the steps of adding an additional
authentication method. In this example, the user is not adding an
additional MFA method.

Click (the Skip for now link) to continue without adding an
additional MFA option.
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© WBSCM Training — Proprietary Page 7 of 9

2023-AMS-00030-F 000036




Job Aid
WBSCM Existing User Login.gov Registration

Create a New Login.gov Account (continued) Create a New Login.gov Account (continued)
Continue to USDA eAuthentication Screen 22. Click (the Agree and continue button).
23. Click — T (the Use an existing eAuth
account to link to my Login.gov account radio button).
24. Click (the Continue button).
Link with Login.gov Screen
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Create a New Login.gov Account (continued) Create a New Login.gov Account (continued)

Continue Link with Login.gov Pop-Up 25. Click (the Yes button) to link the two accounts and access WBSCM.
Users are now no longer able to use their eAuth account to access
WBSCM.

26. Select the appropriate account. In this example, the eauth, NWorgadmin
option is selected.

Note: In this example, the Welcome to the WBSCM system screen
displays a user with multiple WBSCM accounts linked to the same eAuth
account. For users with one WBSCM account, this screen does not
display.

27. Click (the Log On button) to log on to WBSCM.

Welcome to the WBSCM System Screen
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Job Aid Title

WBSCM Forums Notification Settings

Purpose

This job aid reviews the notification settings features for WBSCM Forums. The
WBSCM Forums page is a message board for a particular topic and/or
audience. Users can:

e Set-Up a Watched Forum

e Set-Up a Watched Thread

e Set-Up a Watched User

e Access My Watches Option

e My Watches - Set Watch Preferences

e My Watches - Set Watch Preferences - Timing of E-Mails
e My Watches - Stop Following

e My Watches - Watch Expiration

SDAs can also have specific forums for their own community. To establish a
new forum, contact the WBSCM Service Desk
(WBSCM.servicedesk@CACl.com).

Target Audience

WBSCM Forums Users

Portal Navigation Path

When a user logs in to WBSCM, the Forum Home page displays automatically
at:

e Home tab & News and Alerts tab & News and Alerts link

March 30, 2023
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WBSCM Forum Home Screen

Set-Up a Watched Forum

WBSCM users can follow forums of interest. The user receives an email
notification when a new thread or a reply is posted on a forum being watched.

1.

Click the hyperlinked title of the forum to open it. In this example, the
WBSCM News and Announcements link is selected.

Click (the Watch Forum link) to start watching the forum.
The text under the title changes to You are watching this thread. This
“watch” can expire. It is automatically removed after 99999 day(s).
To remove this watch, click “Stop Watching Thread” below.

To stop following and end email notifications for a watched forum,
click (the Stop Watching Forum link).

Note: Users can access the control panel to change any watch settings by

clicking (the Watch Options link). Access the control panel by
clicking (the My Control Panel link).
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WBSCM Forum Thread

Set-Up a Watched Thread

A thread is a particular conversation with an initial post and subsequent
replies. Users can follow relevant threads and receive an email notification
when someone posts a reply to a particular thread.

2. Click the hyperlinked title of the thread to open the conversation
dialog, which includes the original post as well as any replies. In this
example, the Sales Order Processing Downtime! on Thursday, August
25, 2016 thread is selected.

3. Click (the Watch This Thread link) below the thread
title to start following the thread.

4. The text under the thread title changes to You are watching this
thread. This “watch” can expire. It is automatically removed after
99999 day(s). To remove this watch, click “Stop Watching Thread”
below.

5. To stop following and end notifications for a thread, click

(the Stop Watching Thread link).
Note: Users can access the control panel to change any watch settings by

clicking (the Watch Options link). Access the control panel by
clicking (the My Control Panel link).
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WBSCM Forum Thread

Set-Up a Watched User

If there is another user who shares similar interests from the organization,
program, or region, the user will find it useful to follow that user’s activity. To
receive email notifications when followed users post a new thread or a reply
on any thread in any forum:
1. Click the hyperlinked name of the author to open the user’s profile. In
this example, Kommareddy, Bhaskar is selected.
2. Click (the Watch This User link) above the User Profile.
3. The text above the User Profile for... section changes to The text under
the thread title changes to You are watching this thread. This “watch”
can expire. It is automatically removed after 99999 day(s). To remove
this watch, click “Stop Watching Thread” below. When the displayed
user posts a new thread or a reply on any forum, the logged in user
will receive an email notification.
4. To stop following and end notifications for the user, click

(the Stop Watching User link).

Note: Users can access the control panel to change any watch settings by

clicking (the Watch Options link). Access the control panel by
clicking (the My Control Panel link).
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WBSCM Forums User Profile Access My Watches Option

To further customize notifications, as well as manage bulk changes to watch
settings:

1. Click (the My Control Panel link) on the right-hand side of
the screen from any forum, thread, or user screen.

2. Click (the My Watches link) under the My Control Panel
menu on the right side of the screen.
Note: Access the My Watches page directly through the Watch
Options hyperlink associated with any watched forum, thread, or user.
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WBSCM Forums My Watches Page My Watches - Set Watch Preferences

In addition to watching specific forums, threads, and/or authors, users can
also set up notifications for activity related to their own posts. Under My
Watches, users can adjust their settings to receive notification by email any
time another user replies to a post they created and/or when someone replies
in the same thread.

1. Inthe Watch Preferences section, select (the Yes radio button)
to start watching or click (the No radio button) to stop
watching next to the appropriate option.

2. Click (the Update button).

Note: The message displays Settings updated successfully.
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WBSCM Forums My Watches Page

My Watches - Set Watch Preferences — Timing of E-Mails

Users can customize the timing of email notifications. By default, notifications
are received immediately after new activity is posted. Alternatively, users can
choose to receive consolidated activity notifications daily, every other day, or
once per week.

1. Inthe Watch Preferences section, Send Watch E-mails: line item,
select ¥ (the Dropdown button) to display a list of options. In this
example, Once per Day is selected.

2. Click (the Update button).

Note: The message displays Settings updated successfully.

My Watches — Watched Forums

My Watches — Stop Following

Users can stop watching any item(s) that are currently being watched through
My Watches option.

To delete a Watch and no longer receive notifications:

1. Select ® (the Delete checkbox) for the forum line item that should no
longer be watched.
2. Click (the Delete button).
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WBSCM Forums Notification Settings

Note: The message displays Settings updated successfully.

Note: If the user is not currently watching any specific forums, threads, or
users, a message displays that they do not have any watches.

My Watches — Watched Forums

My Watches — Watch Expiration

settings through the My Watches option.

(99999), so they never expire. "

To prevent a watch from expiring:

2. Click (the Update button).

To ensure that watched item(s) are not deleted, users can update their

Note: By default, watched items are set for the maximum number of days

1. Select (the Save checkbox) for the forum line item.

Note: The message displays Settings updated successfully.
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WBSCM Help Documentation Job Aid

This job aid describes two methods for accessing help resources in WBSCM for on-the-job support. These

methods include:

e Context Sensitive Help — Displays transaction related help documentation while using a WBSCM
transaction.

e Online Help Documentation Library — Displays all materials organized by user community, business area,
and process; access to some items is limited by user role.

Additionally, this job aid provides instructions on how users can search for relevant training materials based
on keywords or phrases.
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Context Sensitive Help
WBSCM has an on-screen help feature to provide assistance related to the current transaction. To launch help:

e (Click (the Options button) on the right side of the screen.
o Select (the Help option).

A new window opens and displays the help materials that relate to the transaction. If more than one related help
document is available, users are prompted to select from a list. The selected document opens, and the selection screen
closes. In the example below, Context Sensitive Help for the Order Status Report launches the related step-by-step work
instruction. The default option is Work Instruction; however, users can use the drop-down menu in the upper right corner
to select another document type.
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Expand the context sensitive help window to view the document in full screen. The drop-down document type menu
appears as a tile for document type selection.

Access Training Simulations
WBSCM offers simulations in HTML format which users can view or use to practice a WBSCM transaction.

Simulations are available for every transaction that has an associated Work Instruction. Simulations act as an
interactive audiovisual of the transaction and can be launched in two different ways:

e Auto Playback Tutorial allows the user to review as a playback movie.
e Standard Tutorial allows the user to review or practice the transaction as an interactive simulation.

Access the Help option and select Simulation (HTML) to open a new browser window containing the online
tutorial.
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A window displays enabling the user to access one of the two simulation playback options.
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Course Material

Course Material includes self-paced eLearning modules and materials from WBSCM instructor-led training courses. Each
course covers the USDA business process and the WBSCM transactions for a particular area and/or user role. Course
materials are available on various topics, including WBSCM overview, submitting offers, advanced shipping notifications,

invoices, process flows, reports, vendor-related topics, and much more.

Course Material is organized into folders based on user community and functional area. Some courses are further divided
into multiple lessons.

To browse to relevant Course Material, select the user community (Internal or External), then select the business area and
focus (Domestic or International). Review the list of courses to identify which topic is of interest; select a course to view it
or a list of lessons.

Example: Course Material External  Fulfillment (CM-Ext) Domestic  EXT300 - SDA Order Management
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Job Aids

Job Aids are quick reference documents that provide guidance for reports, processes, general navigation, and many more
topics that do not require an in-depth work instruction.

Topics are sorted within folders by category, including general help, reports, and specific business processes.

To browse for a Job Aid, select the applicable business unit, general, or reports folder. Each folder displays all quick
reference documents for the selected topic.

Example: Job Aids  Fulfillment (JA)  Domestic Fulfillment Processes

Work Instructions:

The Work Instructions folder contains documents with various topics that provide procedural step-by-step instructions with

screenshots on how to execute a specific task or transaction. These documents guide users through a transaction from start
to finish.

Work Instruction sub folders are organized by user role and functional area. Internal folders display work instructions for
USDA/USAID users and other authorized internal users. External folders display work instructions for vendors, customers,
and other business partners.
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When a Help topic is opened, users can select the document type that suits their needs. The default option is Work
Instruction; however, users can use the drop-down menu in the upper right corner to select another document type.

From the document selection tile, users can select from several formats for the training material:

e Work Instruction: Detailed step-by-step instructions, which include transaction details, screenshots, notes, and
field definitions. Additionally, work instructions are available in PDF and Microsoft Word formats

e Quick Reference: Summarized step-by-step instructions, which include transaction details, but do not include
screenshots or field definitions. Additionally, quick references are available in PDF and Microsoft Word formats

e Simulation (HTML): An interactive simulation of the transaction. Select Auto Playback Tutorial to review as a
playback movie. Select Standard Tutorial to review or practice the transaction as an interactive simulation.

Example: Work Instructions  External  Fulfillment (WI-Ext) Review Order Status Report  (Select document type)
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Release Notes
A Release Notes document is an official WBSCM document that summarizes the implementation of system upgrades, fixes,
new features, and enhancements to the WBSCM system. The release notes document is distributed monthly to all WBSCM

users through an email broadcast message.

To view the current release notes, click the Release Notes link on the left-hand navigation pane. To view the release notes
from previous releases, click the Release Notes  Release Notes  Previous Releases link, and select the desired year.

Example: Release Notes  Release Notes  (Select the current Release Notes document)
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Online Help Documentation Library - Search

The Online Help library has a robust search functionality. Once accessed, the selected resource(s) is displayed in a new
window or in a new tab, depending on the browser settings. The Search feature is in the top center of the window.

Enter a keyword to search both the title and content of the materials in the online help library. Search can be performed
using any of the following criteria:

e Type the whole keyword

wu

e Use quotes (““) to search a specific phrase

e Use the asterisk (*) for wildcard searches

In the example below, a search for “order status” returned matches in the training materials where only the exact phrase is
referenced. In contrast, a search without the quotation marks would also have included every document that included the
words "order" and "status" separately.
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Online Help Documentation Library - Glossary
A glossary is available from the online help documentation library. To launch, select the Glossary button at the bottom of
the screen and search for a required WBSCM term.
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