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Subject Application submitted by PIAC regarding pandemic contact-tracing by major Canadian
Sujet telecommunications service providers

A. Background

1. On4 May 2020, the Public Interest Advocacy Centre (PIAC) filed a Part 1 Application requesting.
Commission action to ensure that pandemic contacttracing applications or publi health purposes
are developed “in the fairest, most open and transparent manner, non-coercivly and only for the
intended purposels).” Specifically, PIAC asked that the Commission, a a condition of offering
telecommunications service (mobile wirelesso Internet access) under the authorty of 55.7, 24,
24.1 and 47 of the Telecommunications Act, require all telecommunications service providers (TSPs)
tor

a) Publicly disclose on the record of this proceeding and to the Commission any steps taken for
any government or private interest to facltate contact racing;

b) Inquire into any such TSPs’ activities related to contact-tracing apps or network-level
faciltation of individual consumer location or other personal or communications details

<) Require any such TSPs’ activities related to contact tracing respect the confidential customer
information rules of the Comission devised for telephony;

d) Prohibit TSPs from using prior consumer consent to location track mobile devices (for
example, in “opt-in” marketing programs or other TSP portao other applications) o to
provide databases previously gleaned from these programs toany private or government
entites to build improve or test COVID-19 tracing tools without new, explicit, prior
individual consent fo this new useo disclosure;

€) Appointan inauiryofficer under subs. 70(1)a) of th Telecommunications Act, o inquire
into and report upon contact tracing, as well as to liaise with public health authorities and
governments and non-telecom private partes, if necessary;

f) Inthe alternative, launch a formal Notice of Consultation on the matter.
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2. In response to PIACs application, Rogers filed a leer (7 May 2020) arguing that the federal and
provincial privacy commissioners (the Privacy Commissioners)arealready seized of thisissue and as
such, the application should be dismissed.

3. Bell Canada filed a letter (12 May 2020) in support of Rogers position.

4. PIAC responded to Rogers and Bell (12 May 2020) arguing that the Privacy Commissioners have
limited jurisdiction and that the “CRTC is the only regulator that has jurisdiction to allow or prohibit
use of confidential customer information obtained from Canadians’ use of their services or any.
other aspect of telecommunications.” PIAC also cited Telecom Decision 2003-33, in which, it
argued, amongstother things, the CRTC “has asserted its jurisdiction to apply higher privacy
standards than those set in generalist privacy legislation.”

5. Telus filed a response (12 May 2020) to PIAC'sapplication reiterating Rogers andBells arguments
that the Privacy Commissioners are engaged and have taken action with respect to the issue.

6. The Canadian Wireless Telecommunications Association (CWT) filed a response (13 May 2020) in
which it noted that (1) none of the contact tracing apps being implemented or developed in
Canadian jurisdictions involve TSPs which are members of the CWTA; (2) if SPs were “pushing”
contact tracing apps to their customers or making them available to their customers in app stores,
they would be subject to Canada's Anti-Spam Legislation (CASL)'; and (3) if TSPs were asked by
government authorities to disclose customer personal information that it would only be shared
consistent with the Personal Information Protection and Electronic Documents Act (“PIPEDA').

7. On 13 May 2020, Commission staff issued aletter under Scott Hutton's signatureastheChiefof
Consumer, Research and Communications, reiterating that TSP need to adheretothe
Telecommunications Act and CASL; and that the CRTC monitors TSP adherence to the legislative and
regulatory requirements that fll within the CRTC's mandate. Moreover, the letter indicated that,
based on the available information, TPs do notappearto be involved in the development or
implementation of contact tracing apps in Canada, but rather the apps arebeingdeveloped by
governments and health authorities and the apps collect information using Bluetooth technology.
The letter also acknowledged tht the federal, provincial and territorial Privacy Commissioners
issueda joint statement on 7 May 2020 outlining privacy principles for contact tracing applications
Moreover, it was noted that the Office of the Privacy Commissioner of Canada (OPC), which
administers federal privacy legislation (including PIPEDA), had issued on 17 April 2020a framevwork.
to assess privacy-impactful initiatives in response to COVID-19. The letter concluded (1) Comission
staff would continue to monitor the situation and where necessary issue requests for information to
SPs; (2) as part ofits monitoring efforts, maintain contact with OPC staff (3) that theredoes not
appearto be evidence that current privacy frameworks are not sufficientor that launchinga public

*(CASL) prohibits the instalation of a computer programto anther person's computing devicen the course of
‘commercial activity without the express consent ofthe device owner of an authorized user.
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proceeding at this time would be beneficial to Canadians; and (4) as such, the application will not be
considered.

8. PIAC filed a procedural request (14 May 2020) arguing that the Commission has an obligation to post
the application and is seeking a Commission determination on Rogers’ procedural request that
PIAC's application should be dismissed. PIAC cited Telus “Data for Good”PrivacyStatement as.
evidence that the Commission should be intervening.

9. Telus filed a response (15 May 2020) clarifying that Datafor Good is not contact-tracing but rather
forms partofTELUS Insight platform and serves to provide Governments, health authorities and
academic researchers with de-identified and aggregated data sets that can be used to identify
trends and patterns without disclosure of any personally identifiable information.

10. All the referenced correspondence is attached:

04 May 2020 - PIAC Cover Letter and Part 1 Application (2 PF files)
«07 May 2020 - Rogers Letter (1 MS Word file)

12 May 2020 - Bell Canada Letter (1 MS Word file]
12 May 2020 - PIAC Procedural Reply Letter (1 POF file)

© 12 May 2020 ~Telus Letter (1 POF fle)
+ 13 May 2020 -CWTA Letter (1 PDF file)
«13 May 2020 -Commission Staff Letter (1 POF file)

14 May 2020 - PIAC Procedural Request (1 POF file)
«15 May 2020 ~Telus Letter (1 POF file]

B. StaffAnalysis and Recommendations
11. As set out in Section 22ofthe Canadian Radio-television and Telecommunications Commission Rules

of Practice and Procedure (Rules of Procedure), an application must, amongst other things, “contain
a clear and concise statementofthe relevant facts [and]ofthe grounds of the application.”.
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13. The Bluetooth technology—which uses radio waves to determine which other devices are nearby —

allows fora log to be collected regarding an individual's contact with other peaple who have.
voluntarily downloaded the contact tracing application. The data collected are stored and delivered
through the application to the developer or ownerof the application, for instance the health
authority responsible for the application.

14.Staffwould also note that Apple and Google announced on 10 April 2020" thatthey would work
togetherto developasetof tools known as application programming interfaces (APIs)sothat
contacttracing applications created by public health authorities could work on both iPhones and on
phones that run Google's Android operating system. Bluetooth technologyforms the basis of the
Apple and Google nitative.

15.

16.

* hitps://uswne apple com/newsroom/2020/04/apple-and: google-partner-on-covid-19-contacttracing technology
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Appendix ~ Commission Administered Safeguards and Obligations

Objective 7()ofthe TelecommunicationsAct (the Act) is "to contribute to the protectionofthe privacy
of persons". In furtherance of this policy objective, the CRTC has imposedvarious privacy safeguards
and obligations as follows:

+ All tariffs, customer contracts and other arrangements involving most Canadian carriers are to
include wording that prohibit these carriers from disclosing confidential customer information,
other than thecustomer's name,address, and listed telephone number’, without express
consent ofthecustomer’, except in certain specified circumstances:

© providing telephone-based community notificationservices’
o sharing information with an affiliate involved in supplying the customer with

telecommunications and/or broadcasting services, provided the information is required
for and used onlyforthat purpose and disclosure is made on a confidential basis*

© where disclosure is done pursuant t0. legal power

+ TelecomDecision CRIC 2004-27, required as acondition ofproviding telecommunications
services, that all Canadian carriers must include in ther service contracts or other arrangements
with resellersthat are not coveredby the confidentiality requirements, the requirement that
suchresellers abide by the confidentialityrequirementsapproved in Telecom Decision 2003-33

“Telecom Decision CRTC 56.7, Reviewofthegeneralregulations of th federally regulted terrestrial
telecommunications common caries amended in Telecom Order CRTC 86-593), established that al Canadian
carirs, including cellar and personal communications services (PCS) providers (with the exception of al other
mobile wireless providers such as pager sevice providers) are restricted from providing confidential customer
information to third parties without writen consent of the customer.

Telecom Decision CRTC 2003.33, Confdentioltyprovisions of Cnadion carriers, expanded the forms of express
consent required by Canadian carriers for the disclosureof confidential customer information.
7 elecom Decision CRTC 2007-13, Useof9-11 informationfor the purposeofproviding an enhonced community

notification service.

Telecom Regulatory Policy RIC 2009-723, Requlotory measures associated withconfidentialityprovisions and.
privacyservices.

> Order CRTC 2001.275, Provision of subscribers telecommuricatinsservice provider identfiction information
tolowenforcement agenciesandTelecom Decision CRIC 2002.21, Provision of subscribers telecommunications
sence provider identification to low enforcement agencies.
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and in previous determinations. Subsequently, these privacy requirements were directly
imposed upon resellers

«Requirements on local exchange carriers in both forborne and regulated markets to offer
services designed to protect customer privacy (e.g, unlisted number service™, call display, call
display blocking, and cal trace"?). The privacy protections are set out in Telecom Decision CRTC
97:8 and were subsequently directly imposed upon resellers”,

+ Acondition that Internet service providers may not use personal information collected for the
purposesoftraffic management for other purposes, and may not disclose such information.
Subsequently, these privacy requirements were directly imposed upon resellers **

« Arequirement that wireless service providers notify customers of amendments to their privacy
policies at least 30 days before the amendments take effect *

Furthermore, and independent of the measures takenby the Commission under the.
TelecommunicationsAct, Canada's Anti-spam Legislation (CASL) prohibitsthe instalation ofa
computer program to another person's computing device in the course of commercial activity
without the express consent of the device owneror an authorized user.

= Telecom Regulator Policy CRTC 2017-11, Applicatonof egulatryobligations directly to non-cariers offering
andproviding telecommunictions services

first imposed in Telecom Order 58.109

First imposed in Telecom Decision CRTC 90-10, BelCanada-Introduction Of Call Management Service; Telecom
Decision CRTC 97-5, LocalCompetition

Telecom Regulatory Policy CRTC 2017-11, Applicationofregulatoryobligations directly to non-carirs offering
andproviding elecommunictions services

Telecom Regulatory Policy CRTC2009-657,Review of the Internet trafic management practices ofInternet
serviceproviders andTelecomRegulatoryPolicyCRIC2017-11, Applicationof regulatory obligations directly to
on-<arrer offering and providing elecommunictions seis

Telecom RegulatoryPolicy CRIC 2013-271, The Wireless Code.
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DOCUMENT AT A GLANCE

ADHOCFCM

TITLE AND PURPOS (presentation, information, consultation, decison, application #)

Denial of PIAC's application regarding pandemic contact-tracing by major Canadian
telecommunications service providers

SUMMARY (Must include key ssues and recommendations)

Background

On 4 May 2020, the Public Interest Advocacy Centre (PIAC) filed a Part 1 Application requesting
Commission action toensure that pandemic contact tracing applications for public health
purposes are developed ‘in the fairest, most open and transparent manner, non-coercively and
only for the intended purpose(s).”

On 13 May 2020, Commission staff issued aletter under Scott Hutton's signatureas the Chief of
Consumer, Research and Communications, informing PIAC that the application will not be
considered as: TSPs already need to adhereto the Telecommunications Act and CASL; based on
the available information, TSPs do not appear to be involved in the development or
implementation of contact tracing apps in Canada; the federal, provincial and territorial Privacy
Commissioners issued a joint statement on 7 May 2020 outlining privacy principles for contact

tracingapplications; the Office of the Privacy Commissioner of Canada (OPC) had issued on 17
April 2020 a framework to assess privacy-impactful initiatives in response to COVID-19; and that
there does not appear to be evidence that current privacy frameworks are not sufficient or that
launching a public proceedingat this time would be beneficial to Canadians. The letter
indicated that Commission staff would continue to monitor the situation, including maintaining
communications with staff at the OPC.

PIAC filed a procedural request (14 May 2020) arguing that the Commission has an obligation to
post the application and is seeking a Commission determination on Rogers’ procedural request
that PIACs application should be dismissed. PIAC cited Telus’ “Data for Good” Privacy
Statement as evidence that the Commission should be intervening.

Telus filed a response (15 May 2020) clarifying that Data for Good is not contact-tracing but
ratherforms partof TELUS’ Insight platform and serves to provide Governments, health
authorities and academic researchers with de-identified and aggregated data sets that can be
used to identify trends and patterns without disclosure of any personally identifiable
information

Analysis
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Bowles, Eric

From: Hutton, Scott
Sent: September 28,2020 409 PM
To: Bowles, Eric; Old, Matthew
Ce: Carter, Sheehan; Frenette, Rachelle; Kachi, Nanao; Leclerc, Guillaume; Hogan, Michel;

Poirier, Mélanie; Rancourt, Mélanie
‘Subject: RE: PIAC Part 1 - COVID Tracing App Memo- Scope-setting

Hi All, now that Eric explained the concern here is the suggestion. Merge the isues intoa single paragraph as follows:

s

From: Bowes, ric
Sent: September 26, 2020 3:17 PM
Tos Hutton, Scott <scotthutton@ertegc ca>; Od, Matthew <Matthew Old@ertcgcca>
Ce: Carter, Sheehan<sheehan carter@crtcgc ca>; Frenette, Rachelle <rachell.frenette@crtc g.ca>; Kachi, Nanao.
<Nanzo Kachi@crtcge.ca>; Leclerc, Guillaume <Guillume, Leclercetcg¢.ca> Hogan, Michel
<Michel Hogan@crt.ge.ca>; Poirier, Mélanie<MelaniePoirier@crtcge.cax; Rancourt, Mélanie
<melanie rancourt@ertcge.ca>
‘Subject: RE: PIAC Part 1 - COVID Tracing App Memo - Scope-setting

iF our end goal is to ensure that parties have adequate notice of the potential breadth of any resulting CRC
determinations, then, to be on the ide of angels, we could say something lke:

From: Hutton, Scott
Sent: September 28, 2020 2:50 PM
Tos Od, Matthew <\itihew 0ld@cricsc.ca>
Ces Carter, Sheehan <sheehan carter crt fc2%; Frenette, Rachelle <rachelle frenette @crtc gc c2>; Kachi, Nanao
<Nanao Kachi@crtc.ge.ca>; Leclerc, Guillaume <Guillaume Leclerc@crtc gc.ca>; Bowles, Eric <eric bowles@crtc.ge.ca>;
Hogan, Michel <Miichel Hogan@cric gc ca>; Poirier, Mélanie <Melanie Poirier@cric gc.ca>; Rancourt, Mélanie
<melanie rancourt@eric ge.ca>
Subject: RE: PIAC Part 1 - COVID Tracing App Memo - Scope-setting.

Hi Matthew,

Thanks for making the changes. |suggest the following additional changesto para 1:

'
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1 must say | still find the Second para confusing. | don't think it adds much so maybe we could drop the second para
altogether? Views?

s

From: Old, Matthew
Sent: September 28, 2020 9:45 AM
To: Hutton, Scott <scotthutton@cric cca
Cas Carter, Sheehan <sheehan.carter@cric.gc.ca; Frenette, Rachelle <rachele. frenctte@cric gc ca>; Kachi, Nanao
<Nanao Kachi@cric gc.ca; Leclerc, Guillaume <Guillaume Leclerc@cric zc ca>; Bowles, Eri <eric bowles@erlc gc ca;
Hogan, Michel <iichel Hogan@cric ic.ca; Poirier, Mélanie <Melanie. Poirier Gcric gc ca; Rancourt, Mélanie:
<melanie.rancourt@crtc.g.ca»
Subject: RE; PIAC Part 1 - COVID Tracing App Memo- Scope-setting

‘Good morning Scott:

ve made some changes to the memo in an effort toclarify the final section

The latest draft is attached to this message.

Matt
From: Hutton, Scott
Sent: September 25, 20209:52 AM
To: 01d, Matthew <iiatthewOld@cric zc.ca
Ces Carter, Sheehan <sheehan. carter @cric.gc.ca; Frenette, Rachelle <rachele. frenette@cri.cco; Kachi, Nanao
<NanaoKachi@cric.gc.co% Leclerc, Guillaume <Guillaume.Leclerc@crtc gc. ca; Bowles, Eri <eric. bowles@crtc zcca%;
Hogan, Michel <1chelHogan @cric cco; Poirier, Mélanie <Melanie Poirier@cric gc. co; Rancourt, Mélanie:
<melanie rancourt @crtc gc.ca»
Subject: RE: PIAC Part 1- COVID Tracing App Memo - Scope-setting

Hi Matthew, | ike your mem and have no comments on the bod of the text. | do find the two paragraphs describing.
the main elementsof the SECGEN letter tobe confusing. The 1" parai just one long sentence that says what's in, then
what's not then what's in again. While the second one seems to be speaking more to members then potential

RES

From: Old, Matthew
Sent: September 24, 202012:18 PM
To: Hutton, Scott <scotthutton@cric.gc.ca>
as Carter, Sheehan <sheehan.carter@cric.gc.ca; Frenette, Rachelle <rachele. frenette@cric gc ca>; Kachi, Nanao
<Nanao Kachi@cric gc.ca>; Leclerc, Guillaume <Guillaume.Leclerc@cric zc ca>; Bowles, Eri <eric bowles@eric 2c ca;
Hogan, Michel <lichel Hogan@cric.ic.ca; Poirier, Mélanie <Melanie. Poirier Gcric.gc.ca; Rancourt, Mélanie:
<melanie.rancourt@crtc.ge.cax
Subject: PIAC Part 1- COVID Tracing App Memo - Scope-setting

‘Good day Scott:
2
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Please find two documents attached to this message: i the PIAC Part 1- COVID Tracing App Memo (Scope-setting); and.
i) the associated routing slip.

‘The memo has been signed off by al those listed in CC, and you're the last to see it

100k forward to your comments and questions.

Hope all is well.

Matt

Matthew Old
Analyste | Analyst
Politique sociale et des consommateurs | Social and Consumer Policy.
CRTC
Tel: 873-353-4578
matthew. old@crtegeca
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| MEMORANDUM NOTE DE SERVICE
of] Corse ela rodtton tdes Cannan Radin snd

Security Classification ~ Classification del
lrg [Ad hoc Full Commission Meeting / Réunion pleniere du sécurite
© |conseil ad hoc protected 8
A

(TBD 2020 / A déterminer 2020 Gur Fle - Notre référence
omit 3919402

- - Vour Fle - Votre référence
Matthew Old Social and Consumer Policy, CRC 202005769

bateEric Bowles
Michel Hogan tos Beciore

/Subiect |part 1 application submitted by PIAC regarding COVID-19 contact-tracing applications - Staff
[Sujet |recommendation to publish with scope clarification

A. Background

1. On9 September 2020, the Public Interest Advocacy Centre (PIAC) fled a Part1 Application in
elation to COVID-19 contact tracing applicationsrequesting that the Commission set out rules in
advance for Telecommunications Service Providers (TSPs) regarding possible disclosure of subscriber
information or other subscriber data related to either IP addresses or mobile telephone numbers.

2. The principal requests raised in PIAC's application were for the Commission to
a. declare that the confidential customer information rules developedby the Commission in

the context of wireline telephony are appropriate for all SPs and that confidential customer
information includes IP addresses and mobile phone numbers as well as any other
information generated from the network connection of digital contact tracing technologies;

b. impose on all SPs, pursuant to sections 24 and 24.1 of the Telecommunications Act,a
requirement to abidebysuch rules; and,
prohibit TsPs from disclosing, without explicit consent, any subscriber information
requested by any Canadian or foreign government in elation to a contact tracing
application, unless sich disclosure meets atest to be devised by the Comission, which test

IAC had previously ied a Part 1 Application related to contact racing applications on4 May 2020. This
application was dismissed bythe Commission a being overly broad and failing to provide evidenceofTSP
involvement and thus failing to demonstrat that Commission action ws required. Ins newPart 1 Application,
PIAC argued tha the applications have since launched and newiy-avalable information points to particular issues
that should be dressed by the Commission
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should only allow for such disclosure where necessary to prevent, mitigate or reduce the
spread of serious ness.

3. Furthermore, PIAC suggested further potential actions that the Commission could consider, which

were similar to those it raised inthe dismissed Part1 appication, including:

a) Requiring that TSPs publicly disclose on the record of this proceeding and to the Commission

any steps taken fo any government or private interestto facltate contact racing;
5) Inquiring into any such SPs’ actvitie elated tocontract tracing appso network level

facilitation of individual customer locationo other personal or communication details;
©) ProhibitingTSPs from using prior customer consent to location track mobile devices or to

provide existing databasesto any private or government entitiesto build, improve or test
COVID-19 tracing tools without new, explicit, prior individual consent for this new use or

disclosure;

4. Rogersfiled eter on 11 September 2020, arguing that despite the allegations made by PIAC that
SPs are active participants in contact tracing mesures and about the rol of TSP in privacy.
violations, IAC gives no real evidence to support these assertions. Rogers also concluded that the
allegedissues that PIAC has asked the Comissiono intervene in have already been assessed and
reviewedby the OPC and that PAC failed to demonstratea change of circumstances warranting the
need for a Commission proceeding in this matter.

5. The Canadian Wireless Telecommunications Association (CWTA) submitted a letter on 17 September

2020 supporting Rogers’ arguments and submitted that CWTA TSP members categorically deny that
they are active participants in government contact tracing mesures or have engaged in privacy
violations in connection with same.CWTA further noted that should any such request be made, such
action could oly be takenif the request sin compliance withthe Personal Information Protection
andElectronicDocuments Act (PIPEDA).

6. Rogers and the CWTA argued tha the Commission should dismiss the application.

B. Staff Analysis and Recommendations
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Protected B

Ad hoc Telecommunications Committee Meeting
Agenda

13 October 2020 | 2:00 pm (or imm. after BCM) | Skype Meeting

Tuesday, 13 October 2020

2:00 PM Item 1 - DECISION: Part 1 application submitted by PIAC
regarding COVID-19 contact-tracing applications — Staff
recommendation to publish with scope clarification (Matthew Old)
(Eric Bowles / Michel Hogan) 45 minutes

1
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Protected B

Ad hoc Full Commission Meeting Record

7July 2020 | 1:30pm | Skype Meeting oo .

embers present:

. Scott (Chairperson)

. Anderson

. Barin
Lafontaine

C. Laizner

Levy

". Simard

1. DECISION: Denial of the Public Interest Advocacy Centre's application
regarding pandemic contact-tracing by major Canadian telecommunications.
service providers (DM# 3882346)

The Commission denied the Public Interest Advocacy Centre's (PIAC) Part 1
application. The Commission's decision was issued to PIAC by way ofa.

Secretary General Letter.

a Sf 7) Diasone byCharon,rl.Ad lh mn
Ian Scott Claude Doucet

Chairperson Secretary General

11 Page
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Protected B

Ad hoc Full Commission Meeting Agenda

7 July 2020 | 1:30 pm | Skype Meeting

Tuesday, 7 July 2020

1:30 PM Item 1 - DECISION: Denial of PIAC’s application regarding
pandemic contact-tracing by major Canadian telecommunications
service providers (Nanao Kachi) (Eric Bowles / Michel Hogan)
60 minutes
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Bowles, Eric

From: Bowles, Eric
To: Hogan, Michel
ca Frenette, Rachelle
Subject: DOCS-#3855855-v1-Contact_Tracing__PIAC__memo NK (Eric andMichel (Sheehan

and Rachelle)
Attachments: DOCS-#3855855-v1-Contact_Tracing_-_PIAC_-_memo NK (Eric and Michel(Sheehan

andRachelle) doc

Michel,

'm sending you Nanao's revised draft along with my proposed additional changes for your review. Nanao would like to
receive our comments before the end of day. 50 I'm trying to move:
thingsalong as much as | can in the early hours oftheday while | still have some work ability available to me.

Essentially, I've proposed changes to paragraphs 11, 12 and further tweaked the very paragraph 18 that | had originally
proposed. Minor additional modifications were made to paragraph 13.

1
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2. Inresponsto PIC spplcaton,Rogersfed a letter (7 May2020) arguing ht the federal and
proviniprivacy commisioners (thPrivacyCommisioners)aeedy seized fis sve ands

Such, the sppctionshold be dismissed.
3. Be Conad led lee 12 ay2020) superof Rogers pstion.
PAC responded to Rogersand Bel (12 May202)rin hat thPryCommisoners Fave
ited jurscicton and hat the “CRTC i th only regltor tht hs rsdiction oalowo probit
usofconfident] customer formation abiesfrCanadians us of the servicesor any.
thraspectof eecormmunication. PAC0 cted Telecom Dison 1003.3, n which
argued, amongst the things,th CRTC “hs asserted sjoisicton© 9pNghe pracy
Standardstha hos et n general rvocyegstion.”

5. Telus ed response (12 May2020) 0PAC’ aplication rteraing Rogersand eis arguments
ht thePrivacyCommissionersre engaged and hve ake action wih espa othe se.

6. The Canaan Wiles TlommunicationsAsociation (WTA) Hed respons (3 May2020)in
| heh noted hat (1) noneofthe contct racing ap bengimplementedo developed in

Consdnrisictionsinv TS which re merbers ofthe OWT: (2) 1595were “pushing”
Conte sin ap to hecustomersor oki them sabito theecustomers in 99 rs,
theywould be subjectto Canad’ ASpam Legation CAS:and (3) TPswreaked by
overment authorsdiclsecustomerpersonal formation a would olybe shared
consistentwith thePersonalInformation Protectionond ElectronicOacumens Ac 'PPEOR')

7. On 13May 2020,Commision sof sued ter under ScottHtnsgrata theChefof
Consumer,Research and Communications rerating thatTSed10 are tothe
TeecomminictionsAct1nd ASL and hat th CRTCmonirs TS acherenc othe lative and
regulatoryrequirements tht ll thin the CRTC mandate. Mercer, theater ndned th,
based onthe svniabi nformaton,TSP do not spptobenvoledi th deelopment
implementationof contact rac 3955n Canad, bt thr the 33 beingdeveaped by
overaments and helt authorsan theapps collect formation ugBletoath technology.
heer so acknowedged tat thefederal, provincial and rrr Privacy Comisioners
sedot tenes on 7 May2020cubingpracy princes forcotatiapplations.
Moreorr, twas noted tot theOfficeoftheracyCommissioner of Canad(OPC),which
minster federal pemacyleglotion nding FFEDR), hd suedon17 Apr 20203ccc
tosisprivacy mpctulntatives in response to COD-15.Th eter concided(1) Commission
tafwould continue tomoniorth uation andwherenecessary sverequest for information to
752)25porof ts moniringforts, manta contct withOPCstaf 5) tht theredoes it.
39peartobeevidence hatcutenpracy frameworksrent sufficient o tht lurching a pul

CAS) riots hetlioof computer program anther pes’computing device inhcrsof

Document Number: 3855855.
7105/2020
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Bowles, Eric

To: Kaci Nanao
ps Hogan, Miche

Subject FW: Document!
Attachments: Document1.docx

Categories: Red Category

Nanao,
While just a suggestion, | think that the following is a better proposal for a new para. 18 than that contained in the
attachment:

From: Bowles, Eric
Sent June 2, 20201415 PM
‘To: Kachi, Nanao <Nanao.Kachi@crtc.gc.ca>

Cc: Hogan, Michel <Michel Hogancrcge.ca>
Subject: Document

Nanao,
Ive seen the comments that Rachelle provided to you. From an earlier discussion with hr, | understand that ane of the
paragraphs Going to her second comment s curren paragraph 17, Wile | ave ot reviewed th attached suggestion
ith either her or Michel, fer t 0 you foryour consideration. Not much has changed. I essence, delete most of
the first sentence and include a new paragraph 18.

You may want to amend th second bullet ofthe ina paragraph ina le fashion.
Cheers
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DM 3890321
Telecom — Commission Letter Addressed to Mr. John Lawford (PIAC)
Ottawa, XX August 2020

BY EVAL
John Lawford
Executive Director and General Counsel
Public Interest Advocacy Centre
285 McLeod Stree, Suite 200
Ottawa, Ontario K2P 1A1
lawiord@piac.ca

RE: Application submitted by the Public Interest Advocacy Centre regarding pandemic
contact tracing by major Canadian telecommunications service providers

Dear Si.

“This leter sets out the Commission's determinations regarding the application from the Public
Interest Advocacy Centre's (PIAC'S) dated 4 May 2020, in which it requests Commission action
10 ensure that pandemic contact tracing applications for pubic heath purposes are developed
“in the fairest, most open and transparent manner, non-coercively and only for the intended
purpose(s)”.
The Commission acknowledges that PIAC's application has raised important issues that are
relevant and of interest to Canadians, as well as to federal, provincial and territorial Privacy
Commissioners. The Commission is also concerned with how telecommunications service
providers (TSP) use and manage the confidential customer information of their customers and
has put into place frameworks to regulate the behaviours of TSPs in this regard, in accordance
with ts jurisdiction under the Telecommunications Act (the Act) and the policy objective in 5.7()
of the Act to contribute to the protection of privacy of persons. The appropriate handing of
confidential customer information by TSPs is paramount and the Commission has considered
PIAC's application in that context
PIAC's application requested that the Commission, as a condition of offering
telecommunications services (mobile wireless or Internet access), under the authority of ss. 7,
24, 24.1 and 47 of the Telecommunications Act, require all TSP to:

2) Disclose to the public and the Commission any steps taken for any government or
private interest to faciitate contact racing;

b) Inquire into any such TSP’ activites related to contact-racing applications or
networklevel faciltation of individual consumer location or other personal or
communications details;
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©) Require any such TSPs' activities related to contact tracing respect the confidential
customer information rules of the Commission devised for telephony;

d) Prohibit TSPS from using prior consumer consent to location track mobile devices or
to provide databases previously gleaned from these programs to any private or
government entities to build, improve or test COVID-19 tracing tools without new,
explicit, prior individual consent for this new use or disclosure;

) Appoint an inquiry officer under subs. 70(1)(@) of the Telecommunications Act, to
inquire into and report upon contact tracing, as well as to liaise with public health
authorities and governments and non-telecom private partes, if necessary;

9) Inthe aitemative, launch a formal Notice of Consultation on the matter.

‘The Commission received related correspondence from Rogers (7 May 2020), Bell (12 May
2020), PIAC (12 May 2020 and 14 May 2020), Telus (12 May 2020 and 15 May 2020) and the
‘Canadian Wireless Telecommunications Association (CWTA) (13 May 2020).
In their correspondence, Rogers, Bell and Telus indicated that federal and provincial Privacy
Commissioners are already seized of this issue and as such, the application should be
dismissed
PIAC took the position in their 12 May 2020 correspondence that Privacy Commissioners have
limited jurisdiction and that the Commission is the only regulator that has jurisdiction to allow or
prohibit use of confidential customer information.” It further noted that the Commission in
Telecom Decision 2003-33 “asserted its jurisdiction to apply higher privacy standards than those
set in generalist privacy legisiation.”
‘The CWTA noted that none of its members are involved with contact tracing applications and
that Canada’s Anti-Spam Legislation (CASL) and the Personal Information Protection and
Electronic Documents Act (‘PIPEDA') offer Canadians protections that address the issues
highlighted by PIAC.
A Commission staff letter was sent to PIAC on 13 May 2020 indicating that the application
would not be considered in light of the fact that the application and later correspondence does
not appear to present any evidence that current privacy frameworks are rot sufficient or that
launching a public proceedingatthis time would be beneficial to Canadians. It acknowledged
that the federal, provincial and territorial Privacy Commissioners have taken action with respect
to privacy-mpactful initiatives in response to COVID-19.
In ts 14 May 2020 letter, PIAC argued that the Commission has an obligation to post the
application and sought a Commission decision on Rogers’ procedural request to dismiss the
application. PIAC cited Telus’ “Data for Good" Privacy Statement as evidence that the
‘Commission should be intervening.
On 15 May 2020, Telus clarified that Data for Good is not contact-tracing, but rather forms part
of Telus's Insight platform and serves to provide Governments, health authorities and academic
researchers with de-identified and aggregated data sets that can be used to identify trends and
patterns without disclosure of any personally identifiable information.
‘The documents referenced in this letter can be accessed through the Related Documents link
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As noted earlier, the Commission considered PIAC's application in the contextof the.
‘appropriate handing of confidential customer information by TSP.

Inthe Commission's view, the evidence put forward in PIAC's application, as well as in the
submissions of the CWTA and various TSPs, do not demonstrate that such an inquiry is
warranted at this time. Based on the available information, TSPs do not appear to be involved
in the development or implementation of contact tracing applications in Canada, but rather to
the extent that applications are being developed, itis by Governments’, health authorities and
third-party developers. The voluntary contact tracing applications use Bluetooth technology to
collect information to alert Canadians that they may have been exposed to a person(s) infected
with COVID-19. The available evidence indicates that TSPs are not involved in the collection
nor in the communication of that data. Rather, TSPs, as common cariers, provide the networks
over which these, as well as other applications, operate.

As set out in Section 22 of the Canadian Radio-television and Telecommunications Commission
Rules of Practice and Procedure (Rules of Practice and Procedure), an application must,
‘amongst other things, “contain a clear and concise statement of the relevant facts [and]of the
‘groundsof the application...” The Commission finds that PIAC's application, as filed, is broad in
nature and does not identify a specific activity or action by TSPs in the development or
implementation of contact tracing measures such that Commission intervention is warranted at
this time. In addition, it does not demonstrate that existing privacy frameworks and protections
are insufficient at this time to address the issues it has identified

‘The Commission acknowledges that a joint statement was released on 7 May 2020 by the
federal, provincial and territorial Privacy Commissioners outlining privacy principles for contact
tracing applications. These principles include, amongst others, meaningful consent, time and
purpose limitations, and transparency and accountabilty. Prior to this joint statement, the Office:
of the Privacy CommissionerofCanada (OPC) had issued a framework to assess privacy-
impactful initiatives in response to COVID-19 on 17 April 2020.
In sum, the application does not support the proposition that TSP are actively participating in or
contemplating participating in contact tracing measures and that the current Commission
privacy frameworks that regulate the behaviours of TSPs, in conjunction with other legal
requirements flowing from privacy legistation, are insufficient to address current contact tracing
initiatives or, more importantly, that additional regulatory measures are required.
Accordingly, the Commission has determined that it is not in the public interest, at this time, for it
to engage in a broad-based inquiryof the type requested by PIAC nor to require the production
ofthe requested information. The Commission has considered the application and has.

The Government of Albert launched ABTraceTogether on 1 May 2020 and on 18 June 20201 was announced
thatthe Government f Canada was developinga national, voluntary contact tracing application. On 31 uly 2020,
the GovernmentofCanad released COVID let in Ontario and noted tha it fs working with the other provinces
and territories to bring thir jurisdictions on board in the coming weeks and month. The Office ofthe Privacy
‘Commissioner of Canada (OFC)and the Offce of the Information and Privacy CommissionerofOntario (IPC) have
reviewed COVID Alert and have indicacd thir support forthe use of tis application.
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determined that an inquiry wil not be launched either by the appointment of an Inquiry Officer or
by a notice of consultation at the moment.
‘The Commission continues to closely monitor the situation in the public interest. Should the
factual circumstances change or should indications arise that TSPs are participating ~ or
contemplating participating ~ in contact tracing measures, the Commission may reconsider
whether to inquire into these activities in order to determine what, if any, addtional measures.
should be taken. As part of ts monitoring efforts, the Commission will continue to communicate
with the OPC.

Yours sincerely,

(Original signed by)

Claude Doucet
Secretary General
CRTC
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BEFORE THE CANADIAN RADIO-TELEVISION AND
TELECOMMUNICATIONS COMMISSION

IN THE MATTER OF AN APPLICATION UNDER THE
TELECOMMUNICATIONS ACT BY

THE PUBLIC INTEREST ADVOCACY CENTRE

PUBLIC INTEREST ADVOCACY CENTREcameronaestonoe uc

(APPLICANT)

and

Bell Canada; Bell Mobility Inc.; Bragg Communications Incorporated, carrying on
business as Eastlink; the Canadian Cable Systems Alliance; the Canadian

Network Operators Consortium Inc.; Cogeco Communications Inc.; Comwave
Networks Inc; Distribute] Communications Limited; Freedom Mobile Inc.; Ice
Wireless Inc.; Iristel Inc.; the Independent Telecommunications Providers

Association (ITPA); Primus Management ULC; Quebecor Media Inc., on behalf of
Videotron Ltd. (Videotron); Rogers Communications Canada Inc. (RCI);
Saskatchewan Telecommunications; Shaw Telecom G.P. (Shaw); TBayTel;

TekSavvy Solutions Inc., Télébec, Limited Partnership; Telus Communications
Company; etc., BEING ALL CANADIAN TELECOMMUNICATIONS SERVICE

PROVIDERS

(RESPONDENTS)

REGARDING PANDEMIC CONTACT-TRACING AT APPLICATION AND NETWORK
LEVELS

4 May 2020
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Public Interest Advocacy Centre 4May 2020
Part 1 Application Regarding Pandemic ContactTracing at Application and Network Levels

Page 20f 15

10 INTRODUCTION

1. The Public Interest Advocacy Centre (PIAC) fles this Application under the
Telecommunications Act; and pursuant to Part 1 the CRTC Rules of Practice and Procedure:
regarding pandemic contact-racing at application and network levels by major Canadian
telecommunications service providers (TSPs)

2. According to public news reports, the federal and certain provincial govemments, on
behalf of provincial and federal public health authorities, as wel as municipal health authorities
are actively considering requesting that Canadian TSPs assist in tracking COVID-19 positive
individuals in order to “contact-trace” them in efforts to control epidemic spread of the virus.

3. Such publicnews stories indicate a larger discussion of such telecommunications tracking
facile, liely largely through personal mobile wireless devices (smartphones) either by installing
new software (‘apps’) whether with consumerlcitizen consent or via operating software or other
software upgrades to major smartphone operating systems andor using network-level location
tracing facilties of TSPs intended for wireless connectivity and network management.

4. This application asks the Commission to clarify that TSPs must follow the privacy
requirementsofthe Telecommunications Act, to require all TSPs to notify the Commission of any
Steps taken for any government or private interest to faciltate contact tracing and to make those
steps public, and to demonstrate the Commission's active oversight of this contentious area
PIAC believes the Commission's oversight role is crucial and that absent leadership and
dedication to the rule of law, that there is a risk of corporate and governmental intrusion via
Canadians’ essential communications.

5. This application asks the Commission to, as a condition of offering telecommunications
service (mobile wireless or Intemet access), under the authority of ss. 7, 24, 24.1 and 47 of the
Telecommunications Act, require all TSPs to

a) Publicly discloseon the recordof this proceeding andto the Commission any steps.
taken for any goverment or private interest to facilitate contact tracing;

b) Inquire into any such TSPs' activities related to contact-tracing apps or network-

15.C.1993,¢. 38
+SORR2010:277. 5. 22.

aoooes



Public Interest Advocacy Centre 4May 2020
Part 1 Application Regarding Pandemic ContactTracing at Application and Network Levels

Page 3 of 15

level facilitation of individual consumer location or other personal or
‘communications details;

© Require any such TSP’ activites related to contacttracing respect the confidential
customer information rulesof the Commission devised for telephony:

d) Prohibit TSPs from using prior consumer consent to location track mobile devices
(for example, in “optin’ marketing programs or other TSP portal or other
applications) or to provide databases previously gleaned from these programs to
any private or goverment entities to build, improveor test COVID-1 tracing tools
without new, explicit, prior individual consent or this new useordisclosure;

© Appoint an inquiry officer under subs. 70(1)(a) of the TelecommunicationsAct, to
inquire into and report upon contact tracing, as well as to liaise with public health
authorities and govemments and non-telecom private parties, if necessary;
Inthe altemative, launch a formal Notice of Consultation on the matter.

6. The application is based on the principles of transparency, democracy and human rights,
and accountabity. PIAC believes that the value of any such telecommunications-based contact-
tracing system, coming at the very likely expense of confidentiality and consumer and citizen
privacy, must occur in the fairest, most open and transparent manner, non-coercively and only for
the intended purpose(s). Such applications and network systems must not inadvertently
exacerbate social discrimination. PIAC also believes that any information or databases,
algorithms or insights, should not be used for any extraneous commercial, govemment or other
purposeas a result of any potential racking, via apps or at the network level or both, and that any
information or databases must be destroyed once such contacttracing for this disease is no
longer required.

20 THE PARTIES

7. The Public Interest Advocacy Centre (PIAC) is a national non-profit organization and
registered charity which represents consumer interests ~ and those of vulnerable consumers in
particular~ in the provision of important public services.

8. The respondents are major retail mobile wireless service providers (WSPs) or Intemet
service providers (ISPs) or inclusively, “telecommunications service providers’ (-TSPS).

9. While we have named certain of such providers above as examples in the interests of
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Page 4 of 15

‘administrative economy~the actual numberofTSPs in Canada being very large=this application
is however directed to all TSPs in Canada

10. PIAC believes the Commission should provide guidance and rules to all TSPs, not just
those named as respondents or to “major” TSPs. We have attempted to serve and otherwise
bring to the notice of all TPs of this application in the hopes that they will comment and bring a
wider perspective to the Commission but we submit that the Commission posting this application
should serve as sufficient notice to all TSP of the potential for the application to apply to them.

30  THEFACTS

11. It appears that the federal goverment and several provincial govemments and
apparently at least one municipal government have been in talks or consultations with private.
companies to design smariphone-based contacttracing in an effort to deal with the present
COVID-19 epidemic.

12. Several contact tracing apps and network solutions have been approved or tolerated in
other countries and require location tracking or, if not continuously transmitting location tracking,
require the tumingoverofcation from the app ifthe user has been deemed infected, quarantined
or otherwise movement restricted or isolated.« These apps and network tracking systems vary
widely in their technologies and presumably in their level of involvement with telecommunications
service providers to work. Some operate atthe device level and others have a measure ofplatform
or operating system integration. Most prominent amongst these latter apps is the very recent
Apple-Google COVID-19 “Privacy-Preserving Contact Tracing" programs which: “In the second
phase, available in the coming months, this capabilty will be introducedatthe operating system

= Justin Trudeau, Press Conference, 25 March 2020: We recognize in an emergency sialon we need to ake certain
sieps hal wouldn'tbetaken in a non-emergency situation. bul ha is not sometingweare looking atnow. But all
options are onth table todowhat necessary 1 keep Canadians sae
Notably, Singapore~he “TraceTogelher" app: ll uses Eluetootn Relaive Signal Strength Indicator (RSS)
readings between devices acros tm (0 approximate he proximity and duration ofan encounier between two
users Tis proximity and duration information 1 toed in an ancrypied formon apersons phone fo 21 days
‘ona roling basis. No locaton daa s ollcid. I aperson unfortunatly falls. il wih COVID-19, the Ministry of
Health (MOF)wouldworkwith the indidualto map out 14 days worthof aciviy, for contact racing, And f
th person has theTracoT gether app installed, haha s required by law (TraceTogether 2020)1 assist in ho
actty mappingof hisher movements and neractons and may beaskedto produce any documento record
Inhisher possession including data toed by any appsn he person'sphone." Barry Soakman ‘Al andcontactracingHow o protec privacy whie fighting the COVID-19 pandemic.” Macdonald-Laurer Insite (Apr 2020). Ausra
appears to now promote a modited version ofTraceTogether in tht county:
“Apple Newsroom media release, “Appi and Googlepartneron COVID.13 contact racing technology” (10 April
2020) one: hts is. apple comitainewstoom2020104lappie-and-googlepariner-on-cove.19-contact racing:
iechnciogy!

aoooes



PublicInterest Advocacy Centre 4 May 2020
Part 1 Application Regarding Pandemic Contact Tracing at Application and Network Levels

Page 50f 15

level to help ensure broad adoption, which is vital o the success of contact tracing "s

13. However, itis possible that many such apps rel for their tity uponuserlocation tracking,
that may only be available to the app due to location tracking methods provided by the mobile
wireless (i. from WSPs) or (in the case of home WiFi use, or use in a WiFi zone out of the
home) via the Intemet (ie., from ISPs).

40 CONTACT-TRACINGANDRELATEDMATTERS

14. COVID-19 is an unprecedented and deadly challenge to people worldwide, including
people in Canada. PIAC acknowledges the need for significant public health measures to deal
with the pandemic and we support the government directives to self-isolate and otherwise social
distance to slow the spread of the virus.

15. PIAC believes therefore that the present movement to develop COVID-18 contact-tracing
primarily i responding to a public health inauiry into positive or suspected cases contact-racing.

16. However, even such a “narrow” public health goal is related o and intertwined with related
but purely public control measures, which can include: quarantine, self-isolation, social (or
physical) distancing, essential services definitions, positive and negative testing prioritization and
‘communications to govermmentsand the public, and individual treatment, as well as potential ani-
body testing and many related matters. The wide nature of potential consequences of public
health contact-tracing and the legal and policy limits of public health as a discipline therefore
‘complicates this purpose for any inquiry into individual privacy. We do not underestimate the
‘complexity of such an undertaking nor the stakesof such an effort

47. In addiion, however, many of these same public health purposes have also been
intermingled with possible uses of contact-tracing for government and private sector pandemic
control and emergency management, which also consider questions of: quarantine, self-isolation,
social (orphysica) distancing, essentialty, positive and negative testing and treatment, anti-body
testing). but from a private employment, public order and policing perspeciive.

18. PIAC wishes therefore to underline that the purpose of this application is not to impede
public health contact-racing for appropriate purposes of public health and that we do not take a

«Apple, Exposure Notficaton-Frequently Asked Questions” (Ap2020, olin: tov 1st co
ans comiapplcationsicovd1Scunenttaclcontac acing Exposureoticaton FAQY.0 df atp. 2
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position as to the appropriate consiitutional or legal or policy limits of public health. However, we
do wish to note that the overlap of the effects of using contact-tracing for bath public health and
pandemic control by goverment or the private sector raises serious issues that the Commission
under its telecommunications oversight jurisdiction must consider not only in depth but in haste.

50 LAW:PRIVACYOVERSIGHTANDRULESFORTSPS

19. We are concerned about the lack of action by the CRTC thus far on many matters during
the present epidemic, but in particular its seeming failure, or at least failure of transparency if the
‘Commission instead is working behind the scenes, to vet and manage the developing and very
serious mater of the interplay of Telecommunications Act and other privacy-related requirements
within its area of jurisdiction and the contact-tracing movement and its attempted integration into
public health and emergency management. This lack of leadership and public accountability
presents clear risks to consumer and citizen privacy and possibly makes the proposed contact-
tracing solutions less reliable and more likely to be applied to unrelated uses.

20. Here is the law: the Telecommunications Act telecommunications policy objectives
include subs. 7(), which requires the Commission to consider how “to contribute to the protection
of the privacy of persons.”

21. As PIAC has noted in many proceedings involving TSP subscriber and Canadian carrier
privacy since, subs. 7() requires not only: 1. an analysisinadditionto general privacy laws (mainly
PIPEDA); but also 2. that a higher standard of privacy must be met to satisfy the “promotion” of
subscriber privacy than that outined generally for private commerce in the Personal Information
Protection and Electronic Documents Act.

22. To its credit, and despite recent intense pressure from major telecommunications
providers who used to promote high levels of privacy under their telephony general tarifs but now.
appear to see it as a barrier to behavioural advertising and “surveillance capitalism’, the
Commission has found on multiple occasions that the privacy policy requirements of the
Telecommunications Act require an extremely high standard of confidentiality and customer
privacy be mets

+ See Telecom Decision, ConfidentialityprovisionsofCanadian carriers (30 May 2003); oline:
Tipe. reg.calenglatchive 200341200333 i. See alsoTelecom Decision CRTC 2003:331 (1 July 2003)online: io. g coleng/archive 2003412005551 hi. More recent see: Telecom Decision CRTC 2015-462,
Public Interest Advocacy Centre and the Consumers Associationof Canada -Appcation regarding Bell Mobiiy Inc
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23. We submit that the same high level of consumer privacy applies to the extent that
arguments may be raised that government action, in the telecommunications sphere, only be
judged by, or is only governed by, the federal Privacy Act, the provincial freedom of information
and privacy acts or any sector-specific legislation applying to the provincial or municipal
governments in the provinces and teritories. In addition, we submit that absent a specific
exclusion of the Commission's Telecommunications Act jurisdiction in a federal emergency order
or statute ~ of which we are presently unaware of any relevant instances, at least in relation to
the federal Emergencies Act or Emergencies Management Act that the Commission should
similarly interpret subs. 7(i)of the Telecommunications Act to require a higher standard of privacy
than in particular the Privacy Act or any provincial statutes.

24. Therefore, we would expect that the Commission would inquire into the plans of TSP
regarding possible COVID-tracing apps and network usage (including. location-tracking
functionality). The Commission must remind the TSPs that, according to Commission
interpretations of confidentiality of customer information and privacy that these TSPs would have
to have obtained prior, verifiable, explicit consent from any customers to permit any disclosure of
confidential customer information to any non-affiliated third party, as per the requirements of
Telecom Decision 2003-33 and subsequent modifications made in Telecom Decision 2004-27,
and Telecom Decision 2005-15,

25. This latter decision sets out the acceptable methods for obtaining consent to disclose
confidential customer information (at para. 28) under telephony tarifs:

29. Inlight of the above, the Commission directs Canadian carriers to modify their
existing tariffs, customer contracts, and other arrangements to amend the ist of
acceptable methods of obtaining express consent as determined in the last paragraph of
Decision 2003-33-1 as follows:

Express consent may be taken (o be given by a customer where the customer provides:
«written consent;
«oral confirmation verified by an independent third party;
«electronic confirmation through the use ofa toll-free number;
«electronic confirmation via the Interne;
«oral consent, where an audio recordingofthe consent is retained by the carrier; or

Salo Mabie, and Virgin Mobile Canada’s use of customer information (20 October 2015) at para. 14. Online:
itp gcclenglarchive/2015/2015-452 pall
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«consent through other methods, as long as an objective documented record of
customer consent is created by the customeror by an independent third party

26. These new methods were added to the tarf rules on customer information confidentiality
for telephony of the major incumbent telephone providers. For example, Bell Canada's General
Tarif, No. 6716, which stil applies to “regulated telephone service areas in Bell Canada's
“sening territory” of Ontario and Quebec reads thusly (item 10: “Terms of Service", Article 11
“Confidentiality of Customer Records’s)

Article 11: Confidentiality of Customer Records

Note: Continues to apply to local services provided in forbome exchanges

11.1 Unless a customer provides express consent or disclosure is pursuant to a legal
power, all information kept by the Company regarding the customer, other than the
customer's name, address and listed telephone number, are confidential and may not be
disclosed by the Company to anyone other than:

«the customer;
+a person who, in the reasonable judgement of the Company, is seeking the

information as an agent of the customer;
«another telephane company, provided the information is required for the efficient

and cost effective provision of telephone sevice and disclosure is made on a
confidential basis with the information to be used only for that purpose;

«a company involved in supplying the customer with telephone or telephone
directory related services, provided the information is required for that purpose and
disclosure is made on a confidential basis with the information to be used only for
that purpose;

+ an agent retained by the Company to evaluate the customer's credit worthiness or
to collect the customer's account, provided the information is required for and is to
be used only for, that purpose;

+ a public authority or agent of a public authority. fi the reasonable judgement of
the Company. it appears that there is imminent danger to life or property which

+ Online: tps bce caTaif belanadal GT/1110 pversion= 1588367123367
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could be avoided or minimized by disclosure of the information;
«a public authority or agent of a public authority. for emergency public alerting

purposes.ifapublicauthorityhas.determinedthatthere isanimminentor
unfolding danger thatthreatenstheIfe.healthorsecurity ofanindividualandthat
the danger could be avoided or minimized by disclosure of information; or

«an affiate involved in supplying the customer with telecommunications andor
broadcasting services, provided the information is required for that purpose and
disclosure is made on a confidential basis with the information to be used only for
that purpose.

(a) Express consent may be taken to be given by a customer where the customer provides
+ wiitien consent;
«oral confirmation by an independent third party;
«electronic confirmation through the use ofa toll-free number;
«electronic confirmation via the Internet;
«oral consent, where an audio recordingofthe consents retained by the carrer; or
«consent through other methods, as long as an objective documented record of

customer consent is created by the customeror by an independent third party.
11.2 The Company's liabilityfordisclosure of information contrary to Article 11.1 is not
limited by Article 16.1
11.3 Upon request, customers are permitted to inspect any of the Company's records
regarding their service.
11.4 The Company may also release to a law enforcement agency, in accordance with
the terms ofa tariff approved by the CRTC, the identity of the service provider, but not the
name of the customer, associated with a specific telephone number. [Emphasis added.]

27. Before examining in detail the requirements of, and exceptions to, the Confidentiality
Rules under these tariffs, PIAC acknowledges that these requirements apply to regulated
telephony services of incumbent telephone companies. However, as the Commission has not
proceeded to update the confidentiality rules to apply to Intemet and mobile wireless services,
PIAC submits that effectively the same rules, until such an inquiry is undertaken, should be
applied to all TSPs under s. 24 and s. 24.1 as a condition of service.

28. PIAC submits that the wording of the above-quoted tariff regarding ‘imminent danger to
life or property” was added by the Commission in responses to Bell Canada’ entreaties to allow it
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to supply such information to authoriies when a situation of an actual crime, such as child
exploitation, was occurring in real-time, online, and not as a blanket permission that could apply
to non-urgent, though stil potentially life-saving matters such as pandemic contact-tracing.

29. PIAC further submits that the wording of the exception “ifapublicauthority has determined
that there is an imminent or unfolding danger that threatens the fe, health or security of an
individual and that the danger could be avoided or minimized by disclosure of information” was
intended to faciltate public alerting for emergencies such as tornados and active shooters, but
not generally for public health tracing. However, even if this exemption could be interpreted to
include contacttracing, it makes it clear that such a disclosure request must come from the (in
this case) health authority and not some private actor such as a software vendor, and is limited
to specific individuals being traced due to their relation with a confirmed or suspected positive
COVID-19patient and notas a general fishing expedition or blanket request to track all individuals.
in case one day they possible might be exposed to a positive case.

30. Afinal worry is the existence of previously consented location or other tracking explicitly
consented to by telecommunications users to TSPs in other contexts. For example, several major
TSP run “optin” programs of location tracking to offer, for example, discount coupons to
consumers using their devices when they enter or approach certain retail locations. In
‘accordance with PIPEDA and, we submit, the telephone tariffs, such a “trove" or database of
previous location andotherdata collected under prior consumer consent to location track mobile:
devices should not be provided to any private or govemment entiies to build, improve or test
COVID-19 tracing tools without the customer's new, explicit, prior individual consent for this new
use or disclosure:

31. Consumers and citizens have several legal, constitutional, ethical and democratically valid
reasons for insisting that their TSPs protect their privacy to this degree: possible reduced civil
liberties,so the creation of COVID-19 databases and their use in policing and emergency
response, and likely discriminatory use (against vulnerable or historically disadvantaged or
oppressed groups and individuals) of racking despite individual consent requirements. 2

«See, fo example, AppendisAfor Rogers Privacy Policy wich allows such racking wih prio consi.
o See Canadian Gil Liberties Association, “GCLA Live COVID-Libety Updates" and the links therein, online:
32aOpenLorof he COLA, BLAC, HALCO an ALS to Ontario Socior Gers Syia ones 23 Ape 2020,
‘Online: ito. cla rplcclaneusiep-contenuploads/ 2020104/2020.04.20- eteo-Sok Genial pd
12 See, forexample, theconces outined by Chi Parsons, senior research associate, ilzen Lab, Munk Schoolof
‘Global Aflais & Public Policy, University of Toronto, “Contac racing must not compound historical discrimination’
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32. We also believe that the Commission has consistently upheld a very high standard of
customer confidentiality in telecommunications and should continue that tradition for new
telecommunications services and for novel situations such as the present epidemic. This means
that any proposed disclosure of confidential customer information should meet the existing
express consent standards and methods and such consent should not be removed or “implied”
or “deemed” by law for pandemic control purposes in general

33. However, if demonstrably and absolutely needed to effectively implement public health-
led contact-tracing, then contacttracing using confidential customer information generated by
TSPs could be permitted on a very strict, publicly transparent and time-imited basis and only for
those purposes, with express consent. We would leave this determination, and the scope of and
mechanics of any such permission, to the Commission.

60 CONCLUSIONANDREQUESTED RELIEF

34. This application asks the Commission to, as a condition of offering telecommunications
service (mobile wireless or Intemet access) under ss. 7, 24, 24.1 and 47 and possibly s. 70,
require all TSPs to:

a) Publiclydisclose ontherecordof this proceeding and to the Commissionany steps
taken for any govemment or private interest to facitate contact-racing;

b) Inquire into any such TSPs’ activities related to contact-tracing apps or network-
level facilitation of individual consumer location or other personal or
communications details;

© Require any such TSP’ activities related to contact-tracing respect the confidential
customer information rules of the Commission devised for telephony;

4) Profibit TSPs from using prior consumer consent to location track mobile devices.
(for example, in “optin’ marketing programs or other TSP portal or other
applications) or to provide databases previously gleaned from these programs to
any private or government entities to build, improve or test COVID-1 tracing tools
without new, explicit, prior individual consent fo this new use or disclosure;

Policy Options, 30 April 2020. Online: his:policyoptions.pp.rg/magazineslapi-2020/contact acing must
compound historical iscimination
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© Appoint an inquiry officer under subs. 70(1)(a) of the Telecommunications Act, to
inquire into and report upon contact-tracing, as well as to liaise with public health
authorities and governments and non-telecom private parties, if necessary;
Inthe altemative, launch a formal Notice of Consultation on the matter.

Yours truly,

John Lawford
Counsel for PIAC

jlawford@piac.ca
285 McLeod Street, Suite 200
Ottawa, ON K2P 1A1
(613) 5624002
www.piac.ca
613-447-8125
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7.0 ANNEX A: SAMPLE CUSTOMER-TRACKING CONSENT FOR MARKETING
PURPOSES (ROGERS PRIVACY POLICY, EXCERPTS)

ROGERS PRIVACY POLICY
At Rogers, we are committed to protecting the privacy of the personal information of our
customers and users of our digital properties. We take all reasonable steps to ensure that this
information is safe and secure, including putting in place rigorous policies and procedures to
fully comply with all Canadian privacy laws and regulations.
“This Policy covers the following information
+ Scope and application;
+ How we obtain your consent to collect, use and disclose your personal information;
+ How and why we collect, use and disclose your personal information:
Details on where your information is stored, secured and how long itis kept for;

+ How to accessyour personal information that we hold; and
+ Who to contact for queries about your privacy.
Scope & Application of this Policy
Who does this policy apply to? All customers and usersofthe products, services, websites
‘apps, and other digital services offered by Rogers and other members and affliates of the
Rogers Communications Inc. organization. These include our wireless services (Rogers, Fido,
Chatr, Cityfone and its branded entities), Rogers Media brands, our Connected Home services
(TV, Internet, Home Phone and Smart Home Monitoring), and Rogers for Business.
In some instances, our products and services or those offered by a third-party service provider
10 our customers or users have their own specific privacy policies.
L.]
What information does this Privacy Policy apply to? This policy applies to all personal
information that we collect, use, or disclose about our customers and users of our digital
platforms.
Thisincludes yourname.address,email. how youpayfor yourservices.howyouuseour
‘products including our websites, network use. and information gathered from third parties. such
as credit bureaus. It also includes IP addresses. URLs, data transmission information, as well
as the time you spend on websites. what advertisements you follow. and your time on and use:
of our apps.
[]
Consent
How does Rogers obtain consent?
Your consentto the collection. use. o disclosure of personal information may be implied or
‘express. through writen, oral. elecironic or any other method.
For example, when you provide us your address, it is implied that itis used for billing purposes
and service provisioning. However, if we are dealing with more sensitive information. such a
performing a credit check. we wil seek your express consent. We will also obtain your express
consent for marketing purposes.
[.]
How & Why We Collect Personal Information
How does Rogers collect my personal information?
L]
Your information may be collected in the folowing ways:
+ Automatically: When you use a product or service that we supply to you.
L.]
Why does Rogers collect my personal information?
Rogers collects personal information for many different reasons in order to provide you with the.
products and services we offer, including but not limited to the following:
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«To deliver you the products and services you have purchased from us, and to bill you
and collect payment for those products and services. To understand your needs and
offer you products and services from members of the Rogers Communications Inc.
‘organization including Rogers, Rogers Bank and our agents, dealers and related
‘companies, or trusted third parties that may be of interest to you.

«To provide tailored service to you. For example, we may use account information about
You'to improve your interactions with us or provide a positive and personalized customer
experience.

«To providegeolocationservices thatwillsendyou offersandpromotionsfromcarefully
chosenthird partiesbased on your currentandhistoricalpersonallocation information.

«To perform analytics, administer surveys, or request feedback to improve and manage
our relationship with you

«To ensure the Rogers networks are functioning and protect the integrity of our networks.
«To confirm or authenticate your identity and ensure your information is correct and up-to-

date.
«To ensure compliance with our Terms of Service and Acceptable Use Policy.
«To comply with legal obligations and regulatory requirements.

[]

[1
Disclosure
When is my personal information disclosed?
Unless we have your express consent or pursuant to a legal power, we will only disclose your
personal information to organizations outside Rogers without your consent in the following
limited circumstances:

+ Toa person who, in our reasonable judgement, is seeking the information as your agent.
«To another telephone company, when the information is required for the provision of

home phone service and disclosure is made confidentially.
«Toa service provider or other agent retained by us, such as a credit reporting agency,

for account management, the collection ofpast due bills on your account, or to evaluate
your creditworthiness,

+ Toa service provider or third party that is performing administrative functions for us to
manage our customer accounts.

«To another organization for fraud prevention, detection or investigation if seeking
consent from you would compromise the investigation.

«Toa law enforcement agency whenever we have reasonable grounds to believe that you
have knowingly supplied us with false or misleading information or are otherwise
involved in unlawful activites.

«Toa public authorityoragent of a public authority if itappears that there is imminent
dangerto lifeorpropertywhich couldbeavoidedorminimizedbydisclosureofthe.
information.

«Toa public authority or agentof a public authority, for emergency public alerting
‘purposes. if a publicauthorityhas determined that there is an imminent orunfolding
danger that threatens the life health or security of an individual and that the danger
could be avoided or minimized by disclosure of the infomation.

+ Toa third party who may be interested in buying Rogers assets and personal customer
information must be shared to assess the business transaction.

= We will disclose information about your credit behaviour to credit reporting agencies or
parties collecting outstanding debt.

«Your personal information may also be shared with members or affiates of the Rogers
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‘Communications Inc. organization, such as Rogers Bank
Storage, Security & Retention
Where wil my personal information be stored?
Personal information about our customers or users ofourdigital properties may be stored or
processed in or outside Canada. The information will be protected with appropriate safeguards,
but may be subject to the lawsof the jurisdiction where itis held 1»
[Ld

*** End of Document ***

5 Underlined emphasis is PIAC's. Onlin: ios us. ogers conlcmsipden/Rogers-Tems-of Senice-Acceplable
se-Policy-and- Privacy Polcy.n od See for excerpts, a pp. 24-27
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OROGERS.

Ted Woodhead
360 Albert Street Suite 830
Ottawa, Ontario KIR 7X7
regulatory@rcirogers.com

May 7, 2020
Filed Via GCKey

Mr. Claude Doucet
Secretary General
Canadian Radio-television and

‘Telecommunications Commission
1 Promenade du Portage
Ottawa, Ontario K1A ON2

Dear Mr. Doucet,

Re: PIAC Application Regarding Pandemic Contact-Tracing at Application and
Network Levels

Rogers Communications Canada Inc. (‘Rogers’) is in receipt of a Part 1 Application (the
“Application’) from the Public Interest Advocacy Centre (‘PIAC"), filed with the
Commission on May 4, 2020. In its Application, PIAC requested specific action in
relation to Canadian telecommunication service providers’ (‘TSPs") involvement in
potential or actual pandemic contact-tracing for public health,

In addition to requiring TSP to disclose involvement in contact-tracing as a condition of
service, relief sought by PIAC includes a request for Commissioner oversight to “inquire
into and report upon contact tracing, as well as to liaise with public health authorities
and governments and non-telecom private parties” or to holda formal Notice of
Consultation in the matterof contact-tracing.

‘The Office of the Privacy Commissioner of Canada (‘OPC’) and all provincial and
territorial Information and Privacy Commissioners (collectively, “Privacy
Commissioners") have been actively participating in the privacy debate surrounding
contact-tracing in Canada for many weeks, including discussions with provincial health
authorities and parties developing contact tracing applications

As recently as today, May 7, 2020, these Privacy Commissioners issued a joint
statement outlining the expected principles to be adhered to by governments developing
contact-tracing applications. The OPC, which regulates the privacy practices of
telecommunications services providers, als issued guidance on privacy and Covid-19
on March 20, 2020. It subsequently released a framework to assist government
institutions to assess privacy-impactful initiatives in response to COVID-19 on April 17,
2020.
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Given the issue that PIAC has asked the Commission to intervene in has already been
addressed by significant guidance and oversight by Privacy Commissioners, as outlined
above, Rogers requests the Commission dismiss the PIAC Application for a Part 1
proceeding

Sincerely,

{Original signed by}

Ted Woodhead
SVP, Regulatory

cc. John Lawford, PIAC
Respondent as identified in PIAC's Application

2
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To: Mr. Claude Doucet
Secretary General
‘Canadian Radio-television and
Telecommunications Commission

Ottawa, Ontario
KIA ON2

Subject: PIAC Part 1 Application Regarding Pandemic Contact-Tracing Application and Network
Levels-BellSupportsRogersrequesttodismiss

Dear Mir. Doucet,

1. Wearein receipt of the letter fled with the Commission by Rogers Communications Inc. (Rogers),
ated 7 May 2020, inwhich Rogers requests thatthe Commission dismiss the applicationbyPublic Interest
Advocacy Centre (PIAC) for a Part 1 proceeding regarding Canadian telecommunication service providers
(TSPs) involvement in potential or actual pandemic contact-tracing. We support Rogers’ request odismiss
PIAC' applicationforthe reasons set out in Rogers’ eter.

2. As noted in Rogers letter, the Office of the Privacy Commissioner of Canada (OPC) and all
provincial and tertoral Information and Privacy Commissioners (collectively “Privacy Commissioners") are:
acively engaged in the current public discussions regarding privacy and the COVID-19 outbreak. This
involvement has resulted in the issuance of a joint statement that sels out the guidelines that the Privacy
‘Commissioners expect governments to follow if developing or using any contact-racing application’, which
followed earlier OPC guidance for both private sector organizations, including TSPs, and goverment
institutions regarding information sharing in response to public health situations2 Given the active
‘engagement by Canadas Privacy Commissioners wih the issues raised by PIAC and the significant
‘guidance and oversight already provided by them, there is no requirement for the Commission to institute
aPart 1 proceeding.
3. Bel therefore respectfully requests that the Commission dismiss PIAC's application
Yours truly,
[Originalsignedby R Barber]
Ruby Barber
Assistant General Counsel
cc: Stephen Millington, CRTC

PIAC
Rogers.
All Canadian TSPs

+++ End of Document **

Tips Iv prv. gecaleniopenewsinevs-and-snnouncements 2020inr-c 200507.
2 Dips vs priv ac calenfrvacy-lopicseall genetic and-other-body-nformationheal

emergenciesiadcoud202003.
Ruby owerFolief&Seign sreeGas Omar 120 204
Teephone: (13) 785-1555Foci aursJiriei oooors



PUBLIC INTEREST ADVOCACY CENTRE

2 yA\ ( LE CENTRE POUR LA DEFENSE DE LINTERET PUBLIC
285 Meteo Set, Site 200, tows, ON KP 141

12may 2020
or. Cle Boueet
Sermon Goer
Connon Ratoelesition and

Teecommnicatons Commision
Ottawa, NKIAONE

VIA GC KEY

Dear Doucet
Re: Application Reordin Padentic Contig ot Apaiction and Network eves
Reply of PIAC to Procedural Letters of Rogers and Bell to Dismiss Application

The Public Interest Advocacy Centre (PIAC) is in receipt of two procedural letters, one from Rogers,

ded? Moy 2020 and one fom Be dtd 12 iy 2020, in reton to ut PrtApcfed 4
Way 2020 requesting certain action by he Commision directed 10a Coan lcammunications
sence raster egeing ti venkat meen in anda comacorading for pul Path
purports,
Regnet thatthe ition be fies nd Sel upped ger essons Rogers ve
Rogers has pointed to a joint statement (the day Rogers filed its objection) made by Office of the Privacy

Commissioner of Canada ("OPC") and all provincial and territorial Information and Privacy
‘Commissioners (collectively, “Privacy Commissioners”). Rogers describes the Privacy Commissioners as

vig “sued jot street owing he expected pies be adhered 10 by goverments
Gevloing antact racing applications Rogers ontines tha.

The OPC, which rege he pie practices of elecommrictions sevice providers, as
issued guidance on privacy and Covid-19 on March 20, 2020. It subsequently released a

Famewark eo ea govrrment ations oasespsy pect ite response
10COMD.15 on Apr 17,2070
Given the se tht PAC hassk the Commission t intervene nhs ready been sessed
vamgatnta a atovore. ined mov, Ros
Teauests te Commision dims the IAC Aplcaton fora Pr 1 roceding,

A ———
and indicating guidance at the level(s) at which they have (limited) jurisdiction, the fact is that the CRTC.
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is the only regulator that has jurisdiction to allow or prohibit useof confidential customer information
obtained from Canadians’ use of thei servicesor anyotheraspect of telecommunications.
‘The CRTChas on numerous occasions, and most clearly in Telecom Decision 2003-33, stated that its
jurisdiction over privacy of telecommunications is separate and additional to, for example, the OPC’s
jurisdiction under the Personal Information Protection and Electronic Documents Act (PIPEDA). In
addition, it has asserted its jurisdictionto apply higher privacystandards than those set in generalist
privacy legislation.

‘We do not believe that the Commission can avoid its jurisdiction when ithas a valid application before it
that addresses that exact jurisdiction, and which jurisdiction is not existing elsewhere in the legal
system. tis not up to the regulated telecommunications companies to state that they are regulated in
some other fashion to avoid the Commission's jurisdiction under the Telecommunications Act.
‘We therefore ask the Commission to dismiss these two procedural requests to dismiss our application,
which was duly filed in accordance with the Rules and to allow it to proceed, and to please post our
Application on the CRTC's website, which, to date, has not yet occurred.
Sincerely,

|

John Lawford,
Counsel to PIAC

cc AllCanadianTsps
Stephen Millington, CRTC
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— ° TELUS
~~ TELUS Flor8,215Sar St

Orava, Onario
Canada KIPOAS
ww clus com

Stphen Schmid (613)397-533 Tephone:
VicesPesdent Telecom Policy & Chie Regulatory Legal Counsel (613) 97-857 Facile
Telecom Policy & Regulatory Alois egulaory ffi atlas com

May 12,2020

Mr. Claude Doucet
Secretary General
Canadian Radio-television and
Telecommunications Commission

Ottawa, ON KIA ON2

Dear Mr. Doucet:

Re: PIAC Part 1 Application Regarding Pandemic Contact-Tracing at
Application and Network Levels ~ Response of TELUS Communications
Ine. (“TELUS”)

1 TELUS is in receipt ofa Part 1 Application Regarding PandemicContact-Tracing.
at Application and Network Levels filed by the Public Interest Advocacy Centre
(“PIAC”) on May 4, 2020. Among its various relief, PIAC requests that the
Commission “clarify that TSPs [telecommunications service providers] must
follow the privacy requirements of the Telecommunications Act” and require
telecommunications service providers to disclose involvement in contact-tracing
asa conditionofservice. PIAC also asks for the Commission to “inquire into and
report upon contact-tracing, as well as to liaise with public health authorities and
‘governments and non-telecom private parties.” TELUS is also in receipt ofa
response to PIAC’s Part 1 Application from Rogers Communications Canada Inc.
(“Rogers”), dated May 7, 2020.

2. TELUS supports Rogers’ position that the Commission should dismiss PIAC’s
Part 1 Application, because none of PIAC’S requested relief is necessary. There is
no need for the Commission to make any clarification regarding the requirements
of TSPs to adhere to Canadian privacy law. The Federal, Provincial and Territorial
Privacy Commissioners (collectively, “Privacy Commissioners”) are already fully
engaged and have the broad jurisdiction necessary to protect privacy in relation to
contact-tracing, regardlessof the technology used.

' Applicationof PIAC, paras 4-5.
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TELUS Communications Inc.
May 12,2020

3 In addition, the Privacy Commissioners have already released a framework of
privacy principles for governments that plan to use contact-tracing applications.
This framework includes the principles of legal authority. necessity,
proportionality. de-identification and transparency, among others, and
underscores the requirement to obtain clear, meaningful and specific separate
consent from participants to initiate contact-tracing for public health purposes.

4. The Privacy Commissioners have the policy and technical expertise to review the
privacy impacts of any contact-tracing applications in use in Canada’ The
Federal Office of the Privacy Commissioner (the “OPC”) protects the privacy
rightsof Canadians in accordance with the Federal Privacy Act and the Personal
Information Protection and Electronic Documents Act. The OPC issued an
advisory on privacy issues related to COVID-19 in March 2020.% and a
“Framework for the Govemment of Canada to Assess Privacy-Impactful
Initiatives in Response to COVID-19," which demonstrate that it is actively
overseeing the privacy impact of responses to the pandemic, such as contact-
tracing by governments or the private sector.

5. Federal and provincial health authorities are urgently working to address public
health concerns related to COVID-19. The Commission should not initiate a
duplicative review of contact-tracing in Canada that could delay the use of
contact-tracing applications by governments that are compliant with the
framework developed by Privacy Commissioners.

6 PIAC’s requested relief, including a Commission inquiry into contact-tracing, is
unnecessary, especially given the current engagement of the Privacy
Commissioners. TELUS asks that Commission dismiss PIAC’s application.

Yours truly.

{Original signed by Stephen Schmidt}

Stephen Schmidt

: Office of th Privacy Commissioner of Canada, Supporting public health, building public rust:
Privacyprinciples or contact racing andsimilar apps. “Joint Statement by Federal,

Provincial and Temitorial Privacy Commissioners”, 7 May 2020, online
“hips: www privge calen/ope- newsspeeches2020-4.202005077

: As noted in the May 7. 2020 Joint Statement, Information and Privacy CommissionerofAlberta
isrevicwing a privacy impact assessmentfor the ABTraceTogetherapthat was recently launched
in Albert, andwill provide recommendations dicey to the Goverment ofAlberta

. See <hilps/privg.calenprivacy-topicshealth-genetc-and-other-body-information heal
emergenciesipd_covid 202003

: See <hitps/priv ge. calenprivacy topicshealthgenetic-and-other-body-informationheal
emergencies f_covid>
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TELUS Communications Inc.
May 12,2020

Vice-President - Telecom Policy & Chief Regulatory Legal Counsel
Telecom Policy & Regulatory Affairs

KMZje

ce. Stephen Millington, CRTC, stephen.millington@erte.ge.ca
Nanao Kachi, CRTC, nanao kachitcrte.ge.ca
Kaitlin Mackenzie, TELUS, (613) 597-8328, kaitlin.mackenzie@telus com
John Lawford, PIAC.|lawford@ sympatico. ca
Ted Woodhead, Rogers, regulatory @rci.rogers.com

*** Endofdocument * * *
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May 13,2020

Filed Via GCKey

Mr. Claude Doucet
Secretary General
Canadian Radio-television and
Telecommunications Commission
1 Promenade du Portage
Ottawa, Ontario KIA 0N2

Dear Mr. Doucet,

Re: PIAC Application Regarding Pandemic Contact-Tracing at Application and Network
Levels

“The Canadian Wireless Telecommunications Association (“CWTA") is in receiptof the letter filed
with the Commission by Rogers Communications Canada Inc. (“Rogers”), dated May 7, 2020, in
which Rogers requests that the Comission dismiss the application by the Public Interest Advocacy
Centre (“IAC”) fora Part 1 proceeding regarding Canadian telecommunication service providers
(“TSPs”) involvement in potential or actual pandemic contact-tracing. CWTA supports Rogers’
request to dismiss PIAC’s application.

As noted in the Rogers leter, the Officeofthe Privacy Commissioner of Canada (“OPC”) and all
provincial and territorial Information and Privacy Commissioners (collectively “Privacy
Commissioners”) are actively engaged in the public discussion regarding privacy and the COVID-19
outbreak. Rogers also highlights that this engagement has resulted in the issuance ofa joint statement
that sets out the guidelines that the Privacy Commissioners expect governments to follow if
developing or using any contact-tracing application.’ This followed earlier OPC guidance for both
private sector organizations, including TSPs, and government institutions regarding information
‘sharing in response to public health situations.”

is also apparent that governments that have launched. or announced plans to launch, a contact-
tracing application are doing so under the oversightof their respective privacy commissioners. For
example, Alberta recently launched its ABTrace Together application and provided Alberta's
Information and Privacy Commissioner with a privacy impact assessment on the app. The
‘Commissioner has stated his appreciation that Alberta Health will be publishing a summary of the

! hsv priv gc calnope-nessnewscand-announcemens 2020 ne 200507
2 hupsvunw priv: gale privayopics heath gonetc-and-other-body-information health:
emergenciessd_covid_202003/

76132334888 F 6132332032 wwwowiaca
300-80 rue Elgin Street Ottawa, ON K1P 6R2 sr



privacy impact assessment and indicated that he will continue to monitor the implementation of the
app.

In New Brunswick, the provincial government indicated that t is developing a contact-tracing app and
emphasized that privacy is “always an overriding principle” To that end, the government has briefed
its province's privacy commissioner on the app it intends to launch. and is scheduled to provide a.
demonstration of the app to the Commissioner prior to launch.”

tis important to note that the above-mentioned apps are not being developedbyor on behalfof, or
being implemented by, our TSP members. For example. the Alberta government application was
developed by the consulting firm Deloitte. and is being distributed by the government via the Apple
App Store and Google Play Store. Were TSP “pushing” such apps out o customers, or even making
them available to customers in app stores. they would be required to comply with the very rigorous
standards set out in CASL for disclosure or consent in connection with the installation of computer
programs on customer devices. The Commission is well aware of these srict requirements given that it
has primary enforcement responsibility under CASL.

Tn addition, if TSPs were asked by government authority to disclosure customer personal information
in connection with contact-tracing, such action could only be taken in compliance with the Personal
Information Protection and Electronic Documents Act (*PIPEDA”),

As such, CWTA respectfully submits thatifTSP members were, at any point, o develop or implement
contact-tracing apps, or otherwise be involved in contact-tracing at government request; there are
already two pices of legislation — one administered by the Comission and the other overseen by the
OPC — that apply to such activities. Our TSP members take these obligations. and the privacy and
securityof customer information, seriously.

In conclusion, CWTA is aligned with Rogers’ request given that:

« IETSPs were to develop or implement contact-tracing apps or other methodologies, or be
otherwise engaged by governments in contact-tracing at the requestof governmental
authorities, such activities would be subject to PIPEDA and, very possibly, CASL; and

«Canada’s Privacy Commissioners are seized with the issues raised by PIAC, both through the
issuance of guidance and engaging in oversightof contact-tracing methods adopted or
announced by governments in Canada.

hips:weiabca/news-and-event newsereleases2020 commissioner:somment-on-alber E2099 contact:
{usingappasos
ups vw che canes canada/nesbrunswick/covid | O=contastrasing-appenes-brunswick| SS4ST34

Newfoundland and Labradorhave alo indicated i is workingon he development ofa contact-racing app and evs
reports suggest tha he province's Privacy Commissioner is aware and ready o provide oversight ofis implementation -
hitps://wvevthetelegram,com/news localprivacy-and-public-health-can-coexist-with-contact-tracing=
app-privacy-commissoner-443323
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For these reasons, CWTA respectfully requests that the Commission dismiss PIAC’sapplication for a
Part | proceeding

Sincerely,

[ORIGINAL SIGNED BY ERIC SMITH)

Eric Smith
Senior Vice President

ce: John Lawford, PIAC
Respondent as identified in PIACs application

*** End of Document ***
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Ottawa, 13 May 2020

BY EMAIL

John Lawford
Execulve Director and General Counsel
Public Interest Advocacy Centre
285 McLeod Street, Suite 200
Ottawa, Ontario K2P 1A1
lawford@piac.ca

Subject: Application submitted by PIAC regarding pandemic contact-tracing by major
Canadian telecommunications service providers

Dear Mr. Lawford

“This letter is in response to the above-noted application, dated 4 May 2020, in which you
request Commission action to ensure that pandemic contact tracing applications for public
heath purposes are developed “in the fairest, most open and transparent manner, non-
coercively and only for the intended purposes)”

| appreciate the concerns raised inyourapplication and understand that this issue is a concern
for many Canadians and various organizations, such as yours.

1 would like to take this opportunity to reiterate that telecommunications service providers
(TSPs) must adhere to the Telecommunications Act, including all applicable Commission rules
‘concerning the protection of customer privacy. In addition, Canada’s Anti-Spam Legislation’
(CASL) prohibits the installation of a computer program to another person's computing device in
the course of commercial activity without the express consent of the device owner or an
authorized user. Please be assured that we continuously monitor adherence to these and other
legislative and regulatory requirements that fall within the CRTC's authority.

While the CRTC regulates several areas of the Canadian telecommunications sector (including
‘some aspects relating to privacy) under the Telecommunications Act, the issues raised in your
application appear to extend beyond the CRTC's purview. TSP are generally not involved in
the development of third-party applications, in the subsequent downloading of these
applications by Canadians or in the development of the operating softwareof the devices that
are used to access TSP’ networks. TSPs provide the networks over which applications
operate and in some cases, may have provided the device used to access the network.

* The CRTC i responsible for the enforcementof sections 6108ofCASL.
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According to the available information, the one contact tracing application to be released in a
jurisdiction in Canada is voluntary to download and does not appear to rely on collecting data
from the TSP’ networks, but rather relies on Bluetooth technology. Other applications that are
being proposed or developed by other governments and health authorities in an effort to
manage the current health crisis appear to be modeled on the same voluntary- and Bluetooth
based approach.

Moreover, | was pleased to see thata joint statement was released on 7 May 2020 by federal,
provincial and territorial privacy commissioners outining privacy principles for contact tracing
applications. These principles included, amongst others, meaningful consent, time and purpose
limitations, transparency and accountabilty. Prior to this join statement, the Office of the
Privacy Commissioner of Canada (OPC), who is responsible for enforcing federal privacy laws
that set out the rules for how federal government institutions and certain businesses must
handle personal information, had issued a framework to assess privacy-impactfu initiatives in
response to COVID-18 on 17 April 2020.

“This situation and the efforts to contain and manage it continue to evolve. Commission staff will
continue to closely monitor all relevant developments and, where appropriate, will send requests.
for information to TSPs with respect to this issue. As part of its monitoring efforts. Commission

staffwill maintain contact with staff from the OPC, the federal lead on privacy issues. However,
there would appear to be no evidence that current privacy frameworks are not sufficient to
address recent efforts or that initiating a public proceeding would be beneficial to Canadians at
this time.

Inlight of the above, | inform you that your application will not be further considered.

Yours sincerely,

Originally signed by Scott Hutton

Chief, Consumer, Research and Communications
‘Canadian Radio-television and Telecommunication Commission
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1amay 2020
or. Cle Boueet
Sermon Goer
Connon Ratoelesition and

Teecommnicatons Commision
Ottawa, NKIAONE

VIA GC KEY

Dear Doucet
Re: Application Reordin Pandemic Contec ot Apaication and Network Levee
REQUEST of PAC for COMMISSION to Acept Application, eect Procedural Meio fo Diss
2nd to OST our Appcation on CRTC Wetite

‘The Public Interest Advocacy Centre (PIAC) is in receipt of CRTC staff letter, dated yesterday, whichAE ————— Sse
‘We also note that Commission staff continues to fail to post our Application, which was duly filed, which

CRTC webte posting ett5.23ftheAesofPracticeandProcedin, which eds The
Commision mut oso 1s webie al appctions (at comply with the relements et ot in
ion zz
oy this te, PAC sqest tht theCommision, nt statsling on procedural reguest by
Rogers to dismiss our Application (supported by Bell and TELUS). We further request that the

Commision direct af o forthwith post ou aolkaton.
taf does ot hove the power o “nt consider” duly le Applicaton. nour view, gall fled

non er deat ith she Commision, which bathe ol power ule on Rogers request
‘Subsection 3(1) of the CRTCAct constitutes the “Commission” as the up to 13 members of the

Commission pponted by heGovernorin Counc Subsection 1203) providesttth alltime
members of the Commision {nd th Chlrerson, for Chapeson te, whith oss not nie
iudicating Applications om so her own] exer he power of the Commision. ot Saft
is cia to PAC uponwhat authoritythe CRTC can “nt consideran aplication. Athoughthe
Rules allow an adjournment of a proceeding (s. 10(a)), there is no explicit “suspension of consideration”

power
There is a general power to dispense with or vary the Rules under s. 7, “[i]f the Commission is of the

ion ha condrationsof pubic terest o ness pet
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‘The judicial powers of the Comission in's. 55 of the Telecommunications Act do notspeakof
suspension of consideration or similar procedural powers, although there is a “basket clause” in subs.
55) that permits it “the doing of anything else necessary for the exercise ofits powers and the
performance of ts duties.”

PIAC presumes, therefore, that the Commission may therefore suspend “consideration of the
‘applicationas a form of adjournment, as modifiedby the power in s. 7of the Rules tovary that rule, if it
would be in the public interest”. For the reasons given in the Application, PIAC does not believe that it
would be in the public interest to adjourn our Application.
PIAC finally notes that under subs. 52(3) of the Telecommunications Act that:

“The powerof the Commission to hear and determine a questionoffact isnot affected by proceedings
pending before any court in which thequestion is in issue.”
‘We submit that the same argument would apply to any inquiries opened by Privacy Commissioners.

‘Therefore PIAC requests that the Commission rule on Rogers’ request that the Commission dismiss our
Application without process or a hearing. We submit that to do so, the Commission would have to meet
avery, very, very high bar indeed. This isbecause the CRTChas a special jurisdiction to protect
confidential customer information derived from theuseofcellphones and the Internet and telephone
networks, This jurisdiction has, until now, been jealously guarded by the Commission. The Commission
thereforehasa responsibilty to telecommunications subscribers to ensure their privacy. The.
‘Commission is the only regulator with clear oversight and enforcement jurisdiction over the.
telecommunications providers who, we reiterate, will undoubtedly wil be integral to the creationof any.
truly effective contacttracing orother public health application. Our application being dismissed
without consideration of these particular jurisdictional powers of the Commission,orby leaving it wholly
in the hands of the Privacy Commissioners who do not have such jurisdiction or powers, we submit,
denies the public the benefit of the TelecommunicationsAct, which we submit is an impermissible
abdicationof the Commission's powers.

‘Again, f the Commission approves such uses and the consent requiredafter an open, public proceeding
such asour Application,or a Noticeof Consultation, that is appropriate. What isnot appropriate is
attempting to avoid the issue, which will not go away.
Sincerely,

|

John Lawford,
Counsel to PIAC
cc AlCanadianTsps

Stephen Millington, CRTC

Lest the Commission believe that ths is not the case, we invite you to peruse TELUS’ “Data for Good — Privacy.
Statement” document at: hitps:/wiv telus.com/en/aboucovid-19-updates/privacy statement
Tis document purports to outine what TELUSwill do in relation o telecommunications dataof subscribers and.
public health uses. PIAC opposes uses 2-5 withouta CRTC hearing and prior approval.
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Stephen Schmid (613) 597-8363 Tesphone
VicesPesdent Telecom Policy & Chie Regulatory Legal Counsel (613) 97-837 Facsimile
Telecom Policy & Regulatory Ars gulaory ffs atelus com

May 15,2020

Mr. Claude Doucet
Secretary General
Canadian Radio-television and
Telecommunications Commission

Ottawa, ON KIA ON2

Dear Mr. Doucet:

Re: PIAC Part 1 Application Regarding Pandemic Contact-Tracing at
Application and Network Levels ~ Response of TELUS Communications
Ine. (“TELUS”)

I. TELUS is in receipt of a letter filed by the Public Interest Advocacy Centre
(“PIAC”) dated May 14, 2020 as a follow-up to its above-noted application. In its
letter, PIAC claims that the Commission is the “only regulator with clear oversight
and enforcement jurisdiction over the telecommunications providers.” Further,
PIAC suggests that telecommunications service providers “will undoubedly will
be integral to the creation of any truly effective contact-tracing or other public
health application.” As purported support for this statement, PIAC providesa link
to TELUS’ webpage outlining its Data for Good Privacy Statement.* PIAC is
simply wrong in fact and law.

2. The Federal Officeof the Privavey Commisioner (“OPC”) has jurisdiction over
telecommunications service providers as federal undertakings, pursuant to the
Personal Information Protection and Electronic Documents Act (PIPEDA). The
OPC also has the expertise to use its jurisdiction over telecommunications
providers. Moreover, as noted in TELUS’ May 12, 2020 letter, the OPC is already
actively exercising its jurisdiction by publishing guidelines for activities relating to
COVID-19 (such as contact-tracing) and providing ongoing oversight of such
activities

3. PIAC has also mischaracterized TELUS’ Data for Good program. Tobeclear, Data
for Good is not contact-tracing. Data for Good insights are provided through the

T Leterof PIAC, 14 May 2020,p.2.
3 See Data for Good" Privacy Siatement, online <hips:/vww clus comlen/aboutcovid-19-

updates/privacy-staement.
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TELUS Communications Inc.
May 15,2020

TELUS Insights platform. This platform is Privacy by Design certified and has been
developed and stress-ested in accordance with intemational best practices in
privacy and data analytics, to provide de-idenified and aggregated data sets that
can identify trends and patterns without impacting individual privacy. De-identified
data means it cannot be traced back to an individual; and aggregated data means
that it is compiled into a large data pool. In short, Data for Good does not involve.
any disclosure of personal information or customer confidential information.

4. Data for Good is part ofTELUS’ longstanding commitment to using data to deliver
social benefits while respecting the highest standards of privacy and transparency.
By using strong de-identification measures, combined with aggregating data, Data
for Good can provide governments, health authorities and academic researchers
with insights that can assist in flattening the curve of COVID-19, stem its spread,
lessen its health and economic impacts, coordinate health care, or contribute to
studies that could prevent or mitigate future phases of pandemics. No personal
information is disclosed and no customer confidential information is disclosed as
part of this process. The OPC’s continuing oversight gives ongoing assurance that
there is no improper use of personal information or customer confidential
information.

Yours truly,

{Original signed by Stephen Schmidt}

Stephen Schmidt

Vice-President- Telecom Policy & Chief Regulatory Legal Counsel
Telecom Policy & Regulatory Affairs

KMZio

ce. Stephen Millington, CRTC, stephen. millington@erte.ge.ca
Nanao Kachi, CRTC, nanao kachi Geri. gc.ca
Kaitlin Mackenzie, TELUS, (613) 597-8328, kaitlin.mackenzie@teluscom
John Lawford, PIAC.ilawford@ sympatico. ca
Respondents to PIAC’s Part | Application

*** Endof document * + *
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Rogers Communications Inc. (Rogers) fileda etter on 11 September 2020 and the Canadian Wireless
Telecommunications Association (CWTA) on 17 September 2020, arguing that despite PIAC's allegations
that TSPs are active participants in contact tracing measures, PIAC gave no real evidence tosupport
these assertions. Rogers aso noted that the alleged issues on which PIAC has asked the Commission to
intervene have already been assessed and reviewed by the Office of the Privacy Commissioner of
Canada and that PIAC faled to demonstrateachange of circumstances warranting the need fora
‘Commission proceeding inthis matter. Rogers and the CWTA argued that the Commission should
dismiss the aplication.

On 22 September 2020, PAC filed a response to the procedural letters from Rogers and CWTA
disagreeing with ther assertions.

The Commission recognizes tha the Part 1 application raises certain important concerns that al within
the scope of the Act In this regard, one of the policy objectives set out in section 7 of the Act involves
contributingto the protectionof the privacy of persons.

Specifically, the Commission considers thattheapplication raises certain policy concerns pertaining to
TSP’ role with regard to customers’ privacy that merit further consideration. The Commission notes
that PIAC's application focusses on the deployment of exposure notificationapplicationsdeveloped in
light of the current COVID-19 pandemic and queries whether the defntionof confidential customer
information should be extended to include mobile phone numbersand IP addresses. However, the
‘Commission considers that PIAC’s application requests regulatory measures tht, if granted, would have
implications beyond the specific context within which the application wa filed. In addition, the
‘Commission i concerned thata numberof otheraspects of PIAC' application appear to go beyond
matters directly related to TSP’ actions, which are not matters subject to the Comission’ regulatory.
purview under the Act.

In ight of the above, the Commission clarifies that, in the present proceeding, it will only consider
matters subject to the Act specifically (1) issues that pertain to the role of TSP in the handling of
confidential customer information; (2) issues relating to what information should qualify a confidential
customer information; and (3) any resulting measures thatshould apply to the TSP’ collection, use and
disclosure of that information. The Commission will not entertain issues nor consider interventions
related to the merit of exposure notification applications nor of the handling of confidential customer
informationbypartie other than TSPs.
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“This application will be open for comments for 30 days from the date of publication, after which PIAC
will have 10 days to reply.

Yours sincerely,

Claude Doucet
Secretary General

Distribution List
Mr. John Lawford, Counsel ~ Public Interest Advocacy Centre (PIAC), lawford@piac.ca
Ted Woodhead, Rogers Communications Inc, rwi_gr@rci.rogers.com
Eric Smith, CWTA, esmith@cwta.ca

cc
Bell Canada and Bell Mobility Inc, bell regulatory@bell.ca
Bragg Communications Incorporated, regulatory. matters@corp.eastiink.ca
Canadian Communication Systems Alliance (CCA), cedwards@ccsaonline.ca
Cogeco Communications Inc., telecom. regulatory@cogeco.com
Distributel Communications Limited,christopherhickey@distributel.ca
Freedom Mobile Inc. regulatory@srb.ca
Ice Wireless Inc. regulatory@icewireless.com
Independent Telecommunications Providers Association (ITPA), jonathan.holmes@itpa.ca
Irstel Inc.regulatory @iristel.com
Quebecor Media Inc. peggy.tabet@quebecor.com
Rogers Communications Inc. rwi_gr@ri rogers.com
Saskatchewan Telecommunications Holding Corporation, document control@sasktel.com
Shaw Communications Inc.regulatory@sirb.ca
TBaytel, rob.olenick@tbaytel.com; stephen.scofich@tbaytel.com; david. wilkie@tbaytel.com
Teksawvy Solutions Inc. regulatory@teksavvy.com
Telus Communications Company, regulatory.affairs@telus.com
Xplornet Communications, xplornet legal @corp xplornet.com
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Ad Hoc Full Commission Meeting Aqcda
7 July 2020 | 1:30 PM | Skype Meeting
1. DECISION: Denial of PIAC's application regarding pandemic contact-tracing by major Canadian
telecommunications service providers (Nanao Kachi) (Eric Bowles / Michel Hogan) 60 minutes.

+ Document at a glance
+ Memo
+ 4 May 2020 - PIAC Cover Letter
+ 4 May 2020 - PIAC Part 1 Application
+ 7 May 2020 - Rogers Letter
+ 12 May 2020 - Bell Canada Letter
+ 12 May 2020 - PIAC Procedural Reply Letter
+ 12 May 2020 - Telus Letter
+ 13 May 2020 - CWTA Letter
+ 13 May 2020 - Commission Staff Letter
+ 14 May 2020 -PIAC Procedural Request+ 15 May 2020 - Telus Letter
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