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Consell de la radiodiffusion et des Canadian Radio-television and MEMORANDUM NOTE DE SERVICE

télacommunications canadisnnes Telecommunications Commission
Security Classification - Classification de
sécurité
To Adhoc FCM Protected B
A Our File - Notre reference
Nanao Kachi
. . Date
Social and Consumer Policy, CRC
From 18 June 2020
De Eric Bowles
Michel Hogan
Legal Directorate

Subject Application submitted by PIAC regarding pandemic contact-tracing by major Canadian
Sujet telecommunications service providers

A. Background

1. On 4 May 2020, the Public Interest Advocacy Centre (PIAC) filed a Part 1 Application requesting
Commission action to ensure that pandemic contact tracing applications for public health purposes
are developed “in the fairest, most open and transparent manner, non-coercively and only for the
intended purpose(s).” Specifically, PIAC asked that the Commission, as a condition of offering
telecommunications service (mobile wireless or Internet access), under the authority of ss. 7, 24,
24.1 and 47 of the Telecommunications Act, require all telecommunications service providers (TSPs)
to:

a) Publicly disclose on the record of this proceeding and to the Commission any steps taken for
any government or private interest to facilitate contact tracing;

b) Inquire into any such TSPs’ activities related to contact-tracing apps or network-level
facilitation of individual consumer location or other personal or communications details;

c) Require any such TSPs’ activities related to contact tracing respect the confidential customer
information rules of the Commission devised for telephony;

d) Prohibit TSPs from using prior consumer consent to location track mobile devices (for
example, in “opt-in” marketing programs or other TSP portal or other applications) or to
provide databases previously gleaned from these programs to any private or government
entities to build, improve or test COVID-19 tracing tools without new, explicit, prior
individual consent for this new use or disclosure;

e) Appoint an inquiry officer under subs. 70(1)(a) of the Telecommunications Act, to inquire
into and report upon contact tracing, as well as to liaise with public health authorities and
governments and non-telecom private parties, if necessary;

f) In the alternative, launch a formal Notice of Consultation on the matter.
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2. Inresponse to PIAC’s application, Rogers filed a letter (7 May 2020) arguing that the federal and
provincial privacy commissioners (the Privacy Commissioners) are already seized of this issue and as
such, the application should be dismissed.

3. Bell Canada filed a letter (12 May 2020) in support of Rogers position.

4. PIAC responded to Rogers and Bell (12 May 2020) arguing that the Privacy Commissioners have
limited jurisdiction and that the “CRTC is the only regulator that has jurisdiction to allow or prohibit
use of confidential customer information obtained from Canadians’ use of their services or any
other aspect of telecommunications.” PIAC also cited Telecom Decision 2003%-33 ) in which, it

argued, amongst other things, the CRTC “has asserted its jurisdiction to apply higher privacy
standards than those set in generalist privacy legislation.”

5. Telus filed a response (12 May 2020) to PIAC’s application reiterating Rogers and Bells arguments
that the Privacy Commissioners are engaged and have taken action with respect to the issue.

6. The Canadian Wireless Telecommunications Association (CWTA) filed a response (13 May 2020) in
which it noted that (1) none of the contact tracing apps being implemented or developed in
Canadian jurisdictions involve TSPs which are members of the CWTA,; (2) if TSPs were “pushing”
contact tracing apps to their customers or making them available to their customers in app stores,
they would be subject to Canada's Anti-Spam Legislation (CASL)?; and (3) if TSPs were asked by
government authorities to disclose customer personal information that it would only be shared
consistent with the Personal Information Protection and Electronic Documents Act (“PIPEDA”).

7. On 13 May 2020, Commission staff issued a letter under Scott Hutton’s signature as the Chief of
Consumer, Research and Communications, reiterating that TSPs need to adhere to the
Telecommunications Act and CASL; and that the CRTC monitors TSP adherence to the legislative and
regulatory requirements that fall within the CRTC's mandate. Moreover, the letter indicated that,
based on the available information, TSPs do not appear to be involved in the development or
implementation of contact tracing apps in Canada, but rather the apps are being developed by
governments and health authorities and the apps collect information using Bluetooth technology.
The letter also acknowledged that the federal, provincial and territorial Privacy Commissioners
issued a joint statement on 7 May 2020 outlining privacy principles for contact tracing applications.
Moreover, it was noted that the Office of the Privacy Commissioner of Canada (OPC), which
administers federal privacy legislation (including PIPEDA), had issued on 17 April 2020 a framework
to assess privacy-impactful initiatives in response to COVID-19. The letter concluded (1) Commission
staff would continue to monitor the situation and where necessary issue requests for information to
TSPs; (2) as part of its monitoring efforts, maintain contact with OPC staff; (3) that there does not
appear to be evidence that current privacy frameworks are not sufficient or that launching a public

1 (CASL) prohibits the installation of a computer program to another person's computing device in the course of
commercial activity without the express consent of the device owner or an authorized user.
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proceeding at this time would be beneficial to Canadians; and (4) as such, the application will not be
considered.

PIAC filed a procedural request (14 May 2020) arguing that the Commission has an obligation to post
the application and is seeking a Commission determination on Rogers’ procedural request that
PIAC's application should be dismissed. PIAC cited Telus’ “Data for Good” Privacy Statement as
evidence that the Commission should be intervening.

Telus filed a response (15 May 2020) clarifying that Data for Good is not contact-tracing but rather
forms part of TELUS’ Insight platform and serves to provide Governments, health authorities and
academic researchers with de-identified and aggregated data sets that can be used to identify
trends and patterns without disclosure of any personally identifiable information.

All the referenced correspondence is attached:

e 04 May 2020 — PIAC Cover Letter and Part 1 Application (2 PDF files)
e 07 May 2020 — Rogers Letter (1 MS Word file)

e 12 May 2020 — Bell Canada Letter (1 MS Word file)

e 12 May 2020 — PIAC Procedural Reply Letter (1 PDF file)

e 12 May 2020 — Telus Letter (1 PDF file)

e 13 May 2020 — CWTA Letter (1 PDF file)

e 13 May 2020 — Commission Staff Letter (1 PDF file)

e 14 May 2020 - PIAC Procedural Request (1 PDF file)

e 15 May 2020 — Telus Letter (1 PDF file)

. Staff Analysis and Recommendations

As set out in Section 22 of the Canadian Radio-television and Telecommunications Commission Rules

of Practice and Procedure (Rules of Procedure), an application must, amongst other things, “contain

a clear and concise statement of the relevant facts [and] of the grounds of the application...”.
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13. The Bluetooth technology — which uses radio waves to determine which other devices are nearby —
allows for a log to be collected regarding an individual’s contact with other people who have
voluntarily downloaded the contact tracing application. The data collected are stored and delivered
through the application to the developer or owner of the application, for instance the health
authority responsible for the application.

14. Staff would also note that Apple and Google announced on 10 April 2020* that they would work
together to develop a set of tools known as application programming interfaces (APls) so that
contact tracing applications created by public health authorities could work on both iPhones and on
phones that run Google’s Android operating system. Bluetooth technology forms the basis of the
Apple and Google initiative.

4 hetps:/fwww.anple. com/newsroom/2020/04/apple-and-goosle-partner-on-covid-19-contact-tracing-technolomy/
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Appendix — Commission Administered Safeguards and Obligations

Objective 7(i) of the Telecommunications Act (the Act) is "to contribute to the protection of the privacy
of persons". In furtherance of this policy objective, the CRTC has imposed various privacy safeguards
and obligations as follows:

e All tariffs, customer contracts and other arrangements involving most Canadian carriers are to
include wording that prohibit these carriers from disclosing confidential customer information,
other than the customer’s name, address, and listed telephone number®, without express
consent of the customer®, except in certain specified circumstances:

o providing telephone-based community notification services’

o sharing information with an affiliate involved in supplying the customer with
telecommunications and/or broadcasting services, provided the information is required
for and used only for that purpose and disclosure is made on a confidential basis®

o where disclosure is done pursuant to a legal power®

o Telecom Decision CRTC 2004-27, required as a condition of providing telecommunications

services, that all Canadian carriers must include in their service contracts or other arrangements
with resellers that are not covered by the confidentiality requirements, the requirement that
such resellers abide by the confidentiality requirements approved in Telecom Decision 2003-33

STelecom Decision CRTC 86-7, Review of the general requlations of the federally regulated terrestrial

telecommunications common carriers (amended in Telecom Order CRTC 86-593), established that all Canadian
carriers, including cellular and personal communications services (PCS) providers (with the exception of all other
mobile wireless providers, such as pager service providers) are restricted from providing confidential customer
information to third parties without written consent of the customer.

8 Telecom Decision CRTC 2003-33, Confidentiality provisions of Canadian carriers, expanded the forms of express

consent required by Canadian carriers for the disclosure of confidential customer information.

7 Telecom Decision CRTC 2007-13, Use of E9-1-1 information for the purpose of providing an enhanced community

notification service.

8 Telecom Regulatory Policy CRTC 2009-723, Regulatory measures associated with confidentiality provisions and

privacy services.

S Order CRTC 2001-279, Provision of subscribers’ telecommunications service provider identificotion information
to low enforcement agencies and Telecom Decision CRTC 2002-21, Provision of subscribers' telecommunications
service provider identification to law enforcement ogencies.
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and in previous determinations. Subsequently, these privacy requirements were directly
imposed upon resellers.°

e Requirements on local exchange carriers in both forborne and regulated markets to offer
services designed to protect customer privacy (e.g., unlisted number servicel?, call display, call
display blocking, and call trace®?). The privacy protections are set out in Telecom Decision CRTC
97-8 and were subsequently directly imposed upon resellers®>.

e A condition that Internet service providers may not use personal information collected for the
purposes of traffic management for other purposes, and may not disclose such information.
Subsequently, these privacy requirements were directly imposed upon resellers .**

e Arequirement that wireless service providers notify customers of amendments to their privacy
policies at least 30 days before the amendments take effect.’®

Furthermore, and independent of the measures taken by the Commission under the
Telecommunications Act, Canada's Anti-Spam Legislation (CASL) prohibits the installation of a
computer program to another person's computing device in the course of commercial activity
without the express consent of the device owner or an authorized user.

0 Telecom Regulatory Policy CRTC 2017-11, Application of regulatory obligations directly to non-carriers offering
and providing telecommunications services

1 First imposed in Telecom Order 98-109.

12 First imposed in Telecom Decision CRTC 90-10, Bell Canada - Introduction Of Call Management Service; Telecom
Decision CRTC 97-8, Local Competition

1B Telecom Regulatory Policy CRTC 2017-11, Application of regulatory obligations directly to non-carriers offering

and providing telecommunications services

¥ Telecom Regulatory Policy CRTC 2008-657, Review of the Internet traffic management practices of Internet
service providers and Telecom Regulatory Policy CRYC 2017-11, Application of regulatory obligations directly to

non-carriers offering and providing telecommunications services

15 Telecom Regulatory Policy CRTC 2013-271 ) The Wireless Code
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DOCUMENT AT A GLANCE
AD HOC FCM

TITLE AND PURPOSE (presentation, information, consultation, decision, application #)

Denial of PIAC’s application regarding pandemic contact-tracing by major Canadian
telecommunications service providers.

Background

On 4 May 2020, the Public Interest Advocacy Centre (PIAC) filed a Part 1 Application requesting
Commission action to ensure that pandemic contact tracing applications for public health
purposes are developed “in the fairest, most open and transparent manner, non-coercively and
only for the intended purpose(s).”

On 13 May 2020, Commission staff issued a letter under Scott Hutton’s signature as the Chief of
Consumer, Research and Communications, informing PIAC that the application will not be
considered as: TSPs already need to adhere to the Telecommunications Act and CASL; based on
the available information, TSPs do not appear to be involved in the development or
implementation of contact tracing apps in Canada; the federal, provincial and territorial Privacy
Commissioners issued a joint statement on 7 May 2020 outlining privacy principles for contact
tracing applications; the Office of the Privacy Commissioner of Canada (OPC) had issued on 17
April 2020 a framework to assess privacy-impactful initiatives in response to COVID-19; and that
there does not appear to be evidence that current privacy frameworks are not sufficient or that
launching a public proceeding at this time would be beneficial to Canadians. The letter
indicated that Commission staff would continue to monitor the situation, including maintaining
communications with staff at the OPC.

PIAC filed a procedural request (14 May 2020) arguing that the Commission has an obligation to
post the application and is seeking a Commission determination on Rogers’ procedural request
that PIAC’s application should be dismissed. PIAC cited Telus” “Data for Good” Privacy
Statement as evidence that the Commission should be intervening.

Telus filed a response (15 May 2020) clarifying that Data for Good is not contact-tracing but
rather forms part of TELUS’ Insight platform and serves to provide Governments, health
authorities and academic researchers with de-identified and aggregated data sets that can be
used to identify trends and patterns without disclosure of any personally identifiable
information

Analysis

DOCS 3878737

SUMMARY. {Must include key issues and recommendations)
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Recommendations
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Official language minority communities or other considerations
(see: DMEH2540843)

Small Businesses (see: D5 #1672887)

CONTACT INFORMATION

NAME AND TITLE: NANAO KACHI, DIRECTOR OF SOCIAL AND CONSUMER PoLicy

DIRECTORATE: CRC

TELEPHONE: 819-997-4700

TRANSLATION EXPECTED ON: n/a
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Bowles, Eric

From: Hutton, Scott

Sent: September 28, 2020 4:09 PM

To: Bowles, Eric; Old, Matthew

Cc: Carter, Sheehan; Frenette, Rachelle; Kachi, Nanao; Leclerc, Guillaume; Hogan, Michel;
Poirier, Mélanie; Rancourt, Mélanie

Subject: RE: PIAC Part 1 - COVID Tracing App Memo - Scope-setting

Hi All, now that Eric explained the concern here is the suggestion. Merge the issues into a single paragraph as follows:

From: Bowles, Eric

Sent: September 28, 2020 3:17 PM

To: Hutton, Scott <scott.hutton@crtc.gc.ca>; Old, Matthew <Matthew.Old@crtc.gc.ca>

Cc: Carter, Sheehan <sheehan.carter@crtc.gc.ca>; Frenette, Rachelle <rachelle.frenette @crtc.gc.ca>; Kachi, Nanao
<Nanao.Kachi@crtc.gc.ca>; Leclerc, Guillaume <Guillaume.Leclerc@crtc.gc.ca>; Hogan, Michel
<Michel.Hogan@crtc.gc.ca>; Poirier, Mélanie <Melanie.Poirier@crtc.gc.ca>; Rancourt, Mélanie
<melanie.rancourt@crtc.gc.ca>

Subject: RE: PIAC Part 1 - COVID Tracing App Memo - Scope-setting

If our end goal is to ensure that parties have adequate notice of the potential breadth of any resulting CRTC
determinations, then, to be on the side of angels, we could say something like:

From: Hutton, Scott

Sent: September 28, 2020 2:50 PM

To: Old, Matthew <}iatthew Old@corte.go.ca>

Cc: Carter, Sheehan <sheshan.carier@crie.gc.ca>; Frenette, Rachelle <rachelle frenelte®crie.go.ca>; Kachi, Nanao
<Nanao.Kachi@erte.so.ca>; Leclere, Guillaume <Guillaume. leclerc@oric.go.ca>; Bowles, Eric <sric.bowles@cric.gooa>;
Hogan, Michel <iichel Hogan@cric.go.ca>; Poirier, Mélanie <Melanie Polrier@cric.ge.ca>; Rancourt, Mélanie
<melanie.rancouri@cricgc.ca>

Subject: RE: PIAC Part 1 - COVID Tracing App Memo - Scope-setting

Hi Matthew,

Thanks for making the changes. | suggest the following additional changes to para 1:
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I must say | still find the Second para confusing. | don’t think it adds much so maybe we could drop the second para
altogether? Views?

From: Old, Matthew

Sent: September 28, 2020 9:45 AM

To: Hutton, Scott <scott. hutton@cric.sc.ca>

Cc: Carter, Sheehan <shechan.carter@eric gc.ca>; Frenette, Rachelle <rachelle frenette @oric.go.ca>; Kachi, Nanao
<Nanao.Kachi@oricgo.ca>; Leclere, Guillaume <Guiliaume Leclerc@orto ge o>, Bowles, Eric <eric bowies@oric geoa>;
Hogan, Michel <itichel Hogan@oric oo ca>; Poirier, Mélanie <Melanie Polrier@cric go ca>; Rancourt, Mélanie
<melanie rancourt@®@crtc.go.ca>

Subject: RE: PIAC Part 1 - COVID Tracing App Memo - Scope-setting

Good morning Scott:
've made some changes to the memo in an effort to clarify the final section.
The latest draft is attached to this message.

Matt

From: Hutton, Scott

Sent: September 25, 2020 9:52 AM

To: Old, Matthew <Maithew Old@ortc.go.ca>

Cc: Carter, Sheehan <shechan.carter@eric gc.ca>; Frenette, Rachelle <rachelle frenette @cric.go.ca>; Kachi, Nanao
<Nanao.Kachi@oricgo.ca>; Leclere, Guillaume <Guiliaume Leclerc@orto ge o>, Bowles, Eric <eric bowies@oric geoa>;
Hogan, Michel <itichel Hogan@oric oo ca>; Poirier, Mélanie <Melanie Polrier@cric go ca>; Rancourt, Mélanie
<melanie rancourt@crtc.go.ca>

Subject: RE: PIAC Part 1 - COVID Tracing App Memo - Scope-setting

Hi Matthew, | like vour memo and have no comments on the body of the text. | do find the two paragraphs describing
the main elements of the SECGEN letter to be confusing. The 1% para is just one long sentence that says what's in, then
what's not then what's in again. While the second one seems to be speaking more to members then potential
interveners. | don’t understand iL.

From: Old, Matthew

Sent: September 24, 2020 12:18 PM

To: Hutton, Scott <scott. hutton@cric.sc.ca>

Cc: Carter, Sheehan <shechan.carter@eric gc.ca>; Frenette, Rachelle <rachelle frenette @cric go.ca>; Kachi, Nanao
<Nanao.Kachi@oric go.ca>; Leclere, Guillaume <Guillaume Leclerc@®orte oo ca>; Bowles, Eric <eric howles@orte so ca>;
Hogan, Michel <itichel Hogan@erte ge.ca>; Poirier, Mélanie <Melanie Polrier@cric.ze.ca>; Rancourt, Mélanie
<melanierancourt@oric.goca>

Subject: PIAC Part 1 - COVID Tracing App Memo - Scope-setting

Good day Scott:
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Please find two documents attached to this message: i) the PIAC Part 1 — COVID Tracing App Memo (Scope-setting); and
ii) the associated routing slip.

The memo has been signed off by all those listed in CC, and you’re the last to see it.
I look forward to your comments and questions.

Hope all is well.

Matt

Matthew Old

Analyste | Analyst

Politique sociale et des consommateurs | Social and Consumer Policy
CRTC

Tel: 873-353-4578

matthew.old@crtcgcca

Canadian Badio-television and Consell de la radiodiffusion of des
Telgcommunications Commission tédcommunications canadiennes
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Archived: December 2, 2020 9:35:58 AM

From: §
Sent: October 23,2020 11:10:19 AM

£ Fronoitn Ba B MNanwx Les &
Subject: RE: PIAC Part 1 COVID Tracing Apps - SecGen Letter
Sensitivity: Normal

Hi Erie and M s proceed acen

From: Bowles, Eric

Sent: October 22, 2020 4:52 PM

To: Hutton, Scott <scott.hutton@crtc.ge.ca>; Old, Matthew <Matthew.Old @crtc.gc.ca>

Cc: Carter, Sheehan <sheehan.carter@crtc.gc.ca>; Frenette, Rachelle <rachelle.frenette @crtc.gc.ca>; Kachi, Nanao <Nanao.Kachi@crte.ge.ca>; Leclerce, Guillaume <Guillaume.Leclerc@crtc.ge.ca>; Hogan, Michel <Michel.Hogan@crtc.gc.ca>; Poirier, Mélanie
<Melanie.Poirier@crtc.gc.ca>; Rancourt, Mélanie <melanie.rancourt@crtc.ge.ca>

Subject: RE: PIAC Part 1 COVID Tracing Apps - SecGen Letter

mission’s w

filed as a Fart 11t was not immediately postad the ¢

Seoty, you raise an ot Whils the app

From: Hutton, Scott
Sent: October 22, 2020 4:47 PM
To: Old, Matthew <iiziz
Cc: Carter, Sheehan

Kachi, Nanao <gan, Leclere, Guill.

s4c.50.0a>; Hogan, Michel

>; Rancourt, N
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Thx 3

Hi Matthew, We seemto it the mark with sttar Thanks to &l who contributed

From: Old, Matthew
Sent: October 21, 2020 3:06 PM

a>; Leclerc, Guill ; Bowles, Eric >; Hogan, Michel

Greetings Scott:

The latest draft of the SecGen letter is attached to this email message (along with the routing slip).
As was the case with the memo, you’re the last to see it.

I'd be glad to respond to any of your comments or questions.

Matt

Matthew Old

Analyste | Analyst

Politique sociale et des consommateurs | Social and Consumer Policy
CRTC

Tel: 873-353-4578

b

g @% Caradian Radméalovﬁs}oﬂ and. Conseil de ka radiodiffusion ot des

000015



Record released pursuant to the & ation Act /
Document divulgué en vertu &I ‘i? Tl information

Subject: RE: PIAC Part 1 - COVID Tracing App Memo - Scope-setting
Sensitivity: Normal

Aftery

Wiz were Lrvin, say here. Please {et moe know what the

ngthe paragraph, 1 too had soms questions

Rarhelte

From: Kachi, Nanao

Sent: September 28, 2020 12:09 PM

To: Carter, Sheehan <sheehan.carter@crtc.gc.ca>; Old, Matthew <Matthew.Old @crtc.gc.ca>; Frenette, Rachelle <rachelle.frenette @crtc.ge.ca>; Leclerc, Guillaume <Guillaume.Leclerc@crtc.ge.ca>
Cc: Bowles, Eric <eric.bowles@crtc.gc.ca>; Hogan, Michel <Michel.Hogan@crtc.gc.ca>

Subject: RE: PIAC Part 1- COVID Tracing App Memo - Scope-setting

B,

s rewnosd the septence.

Bus of course - we are i

Nanao

From: Carter, Sheehan

Sent: September 28, 2020 12: 06 PM

To: Old, Matthew >; Frenette, Rachelle <;
Cc: Bowles, Eric ¥ Hogan, Michel <f:
Subject: RE: PIAC Part 1- COVIDTraclng App Memo - Scope-setting

:>; Leclerc, Guillaume <&

; Kachi, Nanao <#ana

Had a

+ about this. The char

¢ of 8 convar

Pinink boott wiil ask

ung wimibar

BIW, when th e sure da involve Comms,

A

From: Old, Matthew

Sent: September 28, 2020 9:45 AM
To: Hutton, Scott <
Cc: Carter Sheeh

; Kachi, Nanao < Leclerc, Guillaume <& i 5 i 3 ;3 >; Hogan, Michel

Poirier, Mélani <Y' >; Rancourt, Mélanie <

Subject RE: PIAC Part 1- COVID Tracing App Memo - Scope-setting

Good ¢

arping Scoth

ie mrads effort to clarify the final section.

sime changes o the men

atiest draftis attached in

fdatl

From: Hutton, Scott
Sent: September 25, 2020 9:52 AM
To: Old, Matthew <i
Cc: Carter, Sheeh

Kachi, Nanao < sa>; Leclere, Guill Hogan, Michel

Mél

>; Poirier, <ie

Sub]ect RE: PIAC Part 1- COVID Tracing App Memo - Scope semng

. therowhat's

From: Old, Matthew

Sent: September 24, 2020 12:18 PM
To: Hutton, Scott <
Cc: Carter, Sheehan

; Kachi, Nanao < Leclere, Guill. .a>; Bowles, Eric <g.

>; Hogan, Michel

Subject: PIAC Part 1 - COVID Tracing App Memo - Scope-setting

Good day Scott:

Please find two documents attached to this message: i) the PIAC Part 1 - COVID Tracing App Memo (Scope-setting); and ii) the associated routing slip.
The memo has been signed off by all those listed in CC, and you’re the last to see it.

I look forward to your comments and questions.

Hope all is well.

Matt

Matthew Old

Analyste | Analyst

Politique sociale et des consommateurs | Social and Consumer Policy
CRTC

Tel: 873-353-4578
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| MEMORANDUM NOTE DE SERVICE

Conseil de la radaod*ﬁuslon ei (ies Canadnan Radio~ielev13|0n and

Security Classification - Classification de
Ad hoc Full Commission Meeting / Réunion pleniére du

To sécurité
Conseil ad hoc Protected B
A s
TBD 2020 / A déterminer 2020 Our File — Notre référence
DM# 3919402
Your File — Votre référence
From Matthew OIld Social and Consumer Policy, CRC 2020-0576-9
De Eric Bowles Legal Di Date
Michel Hogan egal Directorate 22 September 2020
Subject

Part 1 application submitted by PIAC regarding COVID-19 contact-tracing applications - Staff
Sujet recommendation to publish with scope clarification

A. Background

1. On 9 September 2020, the Public Interest Advocacy Centre (PIAC) filed a Part 1 Application® in
relation to COVID-19 contact tracing applications requesting that the Commission set out rules in
advance for Telecommunications Service Providers (TSPs) regarding possible disclosure of subscriber
information or other subscriber data related to either IP addresses or mobile telephone numbers.

2. The principal requests raised in PIAC’s application were for the Commission to:

a. declare that the confidential customer information rules developed by the Commission in
the context of wireline telephony are appropriate for all TSPs and that confidential customer
information includes IP addresses and mobile phone numbers as well as any other
information generated from the network connection of digital contact tracing technologies;

b. impose on all TSPs, pursuant to sections 24 and 24.1 of the Telecommunications Act, a
requirement to abide by such rules; and,

c. prohibit TSPs from disclosing, without explicit consent, any subscriber information
requested by any Canadian or foreign government in relation to a contact tracing
application, unless such disclosure meets a test to be devised by the Commission, which test

1 PIAC had previously filed a Part 1 Application related to contact tracing applications on 4 May 2020. This
application was dismissed by the Commission as being overly broad and failing to provide evidence of TSP
involvement and thus failing to demonstrate that Commission action was required. In its new Part 1 Application,
PIAC argued that the applications have since launched and newly-available information points to particular issues
that should be addressed by the Commission.
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should only allow for such disclosure where necessary to prevent, mitigate or reduce the
spread of serious illness.

3. Furthermore, PIAC suggested further potential actions that the Commission could consider, which
were similar to those it raised in the dismissed Part 1 application, including:

a) Requiring that TSPs publicly disclose on the record of this proceeding and to the Commission
any steps taken for any government or private interest to facilitate contact tracing;

b) Inquiring into any such TSPs’ activities related to contract-tracing apps or network-level
facilitation of individual customer location or other personal or communication details;

c) Prohibiting TSPs from using prior customer consent to location track mobile devices or to
provide existing databases to any private or government entities to build, improve or test
COVID-19 tracing tools without new, explicit, prior individual consent for this new use or
disclosure;

4. Rogers filed a letter on 11 September 2020, arguing that despite the allegations made by PIAC that
TSPs are active participants in contact tracing measures and about the role of TSPs in privacy
violations, PIAC gives no real evidence to support these assertions. Rogers also concluded that the
alleged issues that PIAC has asked the Commission to intervene in have already been assessed and
reviewed by the OPC and that PIAC failed to demonstrate a change of circumstances warranting the
need for a Commission proceeding in this matter.

5. The Canadian Wireless Telecommunications Association (CWTA) submitted a letter on 17 September
2020 supporting Rogers’ arguments and submitted that CWTA TSP members categorically deny that
they are active participants in government contact tracing measures or have engaged in privacy
violations in connection with same. CWTA further noted that should any such request be made, such
action could only be taken if the request is in compliance with the Personal Information Protection
and Electronic Documents Act (PIPEDA).

6. Rogers and the CWTA argued that the Commission should dismiss the application.

B. Staff Analysis and Recommendations
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Ad hoc Full Commission Meeting Record

7 July 2020 | 1:30pm | Skype Meeting

Members present:

1. Scott (Chairperson)
C. Anderson

A. Barin

M. Lafontaine

C. Laizner

J. Levy

C. Simard

1. DECISION: Denial of the Public Interest Advocacy Centre’s application
regarding pandemic contact-tracing by major Canadian telecommunications

service providers (DM# 3882346)

The Commission denied the Public Interest Advocacy Centre’s (PIAC) Part 1
application. The Commission’s decision was issued to PIAC by way of a
Secretary General Letter.

O Digitally signed by Charron, Phil

7 Date: 2020.09.03 17:13:21 -04'00"
lan Scott Claude Doucet

Chairperson Secretary General

1]Ps

w
1]
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p Hogan Michd
S\lbject RE: PIAC Part 1 C OVID Tracmu App Memo
Sensitivity: Normal

thave initiaifed the routing slipd

And with that. § am sig

Have agreat day everyone.

Rarhelte

From: Carter, Sheehan

Sent: September 23, 2020 6:26 PM

To: Old, Matthew <Matthew.Old @crtc.gc.ca>; Frenette, Rachelle <rachelle.frenette @crtc.gc.ca>

Cc: Kachi, Nanao <Nanao.Kachi@crtc.gc.ca>; Leclerc, Guillaume <Guillaume.Leclerc@crtc.gc.ca>; Bowles, Eric <eric.bowles@crtc.ge.ca>; Hogan, Michel <Michel.Hogan@crtc.ge.ca>
Subject: RE: PIAC Part 1 COVID Tracing App Memo

vweaks, to the tweaks

aul now.

{est se 1o my tweaks {only where | had made comments pravio

From: Old, Matthew

Sent: September 23, 2020 4:08 PM
To: Frenette, Rachelle <:
Cc: Kachi, Nanao <[iziaa.k >; Leclerc, Guillaume <
Subject: RE: PIAC Part 1 COVIDTraclng App Memo

£.08>
torhe.g0.0a> Bowles, Eric<g

1.53>; Hogan, Michel <

Sood evening Sheehan, B

jrng out cig

gars.

: gl

reehan ~ihis

tny first mermo. shotild be pa

First of all, thank y Ve

for your comment

ttachad version,

Pye ac sed format/wording changes, and 1 aplied iy conrems in the

spled @

Az alweys, U happy to respond to any feedback.

+

From: Frenette, Rachelle

Sent: September 23, 2020 9:47 AM
To: Carter, Sheehan
Cc: Kachi, Nanao <}
Subject: RE: PIAC Part 1 COVIDTra ng App Memo

He

atthew:

foutsnis

. The document v

t fiave a few follow-up guestic

Bl

Hachelle

From: Carter, Sheehan

Sent: September 22, 2020 7:51 PM
To: Old, Matthew >; Frenette, Rachelle <:
Cc: Kachi, Nanao <fzriss, Leclerc, Guillaume
Subject: RE: PIAC Part 1 COVIDTmcmg App Memo

>; Bowles, Eric <

>; Hogan, Michel <i

ighten upthe exiansive. §did sign off onthe rout ratothe bwa g de as well

¢ wiatl dy fhiad sorne By rnentsfguestions

Sheelan

From: Old, Matthew

Sent: September 22, 2020 10:07 AM
To: Frenette, Rachelle <ug arter, Sheehan
Cc: Kachi, Nanao < >; Leclerc, Guillaume
Subject: PIACPart 1 COVIDTraclng App Memo

:>; Bowles, Eric <

>; Hogan, Michel <

Good morning Rachelle, Sheehan:
Please find two documents attached to this message: the memo and the routing slip - both related to PIAC’s Part 1 Application (regarding COVID Tracing Apps).
I look forward to your comments and questions.

Matt

Matthew Old

Analyste | Analyst

Politique sociale et des consommateurs | Social and Consumer Policy
CRTC

Tel: 873-353-4578

g %% Canadian Radis-telovision and Conzeil g ki radipdiffusion et dos
Aalovision o A
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service providers (Nanao Kachi) (Eric Bowles / Michel Hogan)
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Bowles, Eric

From: Bowles, Eric

To: Hogan, Michel

Cc: Frenette, Rachelle

Subject: DOCS-#3855855-v1-Contact_Tracing_-_PIAC_-_memo NK (Eric and Michel)(Sheehan
and Rachelle)

Attachments: DOCS-#3855855-v1-Contact_Tracing_-_PIAC_-_memo NK (Eric and Michel)(Sheehan

and Rachelle).doc

Michel,
I’'m sending you Nanao's revised draft along with my proposed additional changes for your review. Nanao would like to
receive our comments before the end of day. so I'm trying to move

things along as much as | can in the early hours of the day while | still have some work ability available to me.

Essentially, I've proposed changes to paragraphs 11, 12 and further tweaked the very paragraph 18 that | had originally
proposed. Minor additional modifications were made to paragraph 13.
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Conseil de la radiodiffusion et des Canadian Radio-television and
télécommunications canadiennes Telecommunications Commission

FCM -

FNanao Kachi
Social and Consumer Policy, CRC

Ft)m

D Eric Bowles
Michel Hogan
Legal Directorate

MEMORANDUM NOTE DE SERVICE

Security Classification - Classification de
sécurité

Protected B

Our File - Notre reference

_
—‘ F)ate

2020

Subject Application submitted by PIAC regarding pandemic contact-tracing by major Canadian

Sujet telecommunications service providers

A. Background

1. On 4 May 2020, the Public Interest Advocacy Centre (PIAC) filed a Part 1 Application requesting
Commission action to ensure that pandemic contact tracing applications for public health purposes
are developed “in the fairest, most open and transparent manner, non-coercively and only for the
intended purpose(s).” Specifically, PIAC asked that the Commission, as a condition of offering
telecommunications service (mobile wireless or Internet access), under the authority of ss. 7, 24,
24.1 and 47 of the Telecommunications Act, require all telecommunications service providers (TSPs)

to:

a) Publicly disclose on the record of this proceeding and to the Commission any steps taken for
any government or private interest to facilitate contact tracing;

b) Inquire into any such TSPs’ activities related to contact-tracing apps or network-level
facilitation of individual consumer location or other personal or communications details;

c) Require any such TSPs’ activities related to contact tracing respect the confidential customer
information rules of the Commission devised for telephony;

d) Prohibit TSPs from using prior consumer consent to location track mobile devices (for
example, in “opt-in” marketing programs or other TSP portal or other applications) or to
provide databases previously gleaned from these programs to any private or government
entities to build, improve or test COVID-19 tracing tools without new, explicit, prior
individual consent for this new use or disclosure;

e) Appoint an inquiry officer under subs. 70(1)(a) of the Telecommunications Act, to inquire
into and report upon contact tracing, as well as to liaise with public health authorities and
governments and non-telecom private parties, if necessary;

f) Inthe alternative, launch a formal Notice of Consultation on the matter.

Document Number: 3855855
27/05/2020
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2. Inresponse to PIAC’s application, Rogers filed a letter (7 May 2020) arguing that the federal and
provincial privacy commissioners (the Privacy Commissioners) are already seized of this issue and as
such, the application should be dismissed.

3. Bell Canada filed a letter (12 May 2020) in support of Rogers position.

4. PIAC responded to Rogers and Bell (12 May 2020) arguing that the Privacy Commissioners have
limited jurisdiction and that the “CRTC is the only regulator that has jurisdiction to allow or prohibit
use of confidential customer information obtained from Canadians’ use of their services or any
other aspect of telecommunications.” PIAC also cited Tzlecom Decision 2003-33, in which, it
argued, amongst other things, the CRTC “has asserted its jurisdiction to apply higher privacy

standards than those set in generalist privacy legislation.”

5. Telus filed a response (12 May 2020) to PIAC’s application reiterating Rogers and Bells arguments
that the Privacy Commissioners are engaged and have taken action with respect to the issue.

6. The Canadian Wireless Telecommunications Association (CWTA) filed a response (13 May 2020) in
which it noted that (1) none of the contact tracing app:# being implemented or developed in
Canadian jurisdictions involve TSPs which are members of the CWTA; (2) if TSPs were “pushing”
contact tracing apps to their customers or making them available to their customers in app stores,
they would be subject to Canada's Anti-Spam Legislation (CASL)%; and (3) if TSPs were asked by
government authorities to disclose customer personal information that it would only be shared
consistent with the Personal Information Protection and Electronic Documents Act (“PIPEDA”).

7. On 13 May 2020, Commission staff issued a letter under Scott Hutton’s signature as the Chief of
Consumer, Research and Communications, reiterating that TSPs need to adhere to the
Telecommunications Act and CASL; and that the CRTC monitors TSP adherence to the legislative and
regulatory requirements that fall within the CRTC's mandate. Moreover, the letter indicated that,
based on the available information, TSPs do not appear to be involved in the development or
implementation of contact tracing apps in Canada, but rather the apps are being developed by
governments and health authorities and the apps collect information using Bluetooth technology.
The letter also acknowledged that the federal, provincial and territorial Privacy Commissioners
issued a joint statement on 7 May 2020 outlining privacy principles for contact tracing applications.
Moreover, it was noted that the Office of the Privacy Commissioner of Canada (OPC), which
administers federal privacy legislation (including PIPEDA), had issued on 17 April 2020 a framawork
to assess privacy-impactful initiatives in response to COVID-19. The letter concluded (1) Commission
staff would continue to monitor the situation and where necessary issue requests for information to
TSPs; (2) as part of its monitoring efforts, maintain contact with OPC staff; (3) that there does not
appear to be evidence that current privacy frameworks are not sufficient or that launching a public

1 (CASL) prohibits the installation of a computer program to another person's computing device in the course of
commercial activity without the express consent of the device owner or an authorized user.

Document Number: 3855855
27/05/2020
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proceeding at this time would be beneficial to Canadians; and (4) as such, the application will not be
considered.

8. PIAC filed a procedural request (14 May 2020) arguing that the Commission has an obligation to post
the application and is seeking a Commission determination on Rogers’ procedural request that
PIAC’s application should be dismissed. PIAC cited Telus’ “Data for Good” Privacy Statement as
evidence that the Commission should be intervening.

9. Telus filed a response (15 May 2020) clarifying that Data for Good is not contact-tracing but rather
forms part of TELUS’ Insight platform and serves to provide Governments, health authorities and
academic researchers with de-identified and aggregated data sets that can be used to identify
trends and patterns without disclosure of any personally identifiable information.

10. All the referenced correspondence is attached:

04 May 2020 — PIAC Cover Letter and Part 1 Application (2 PDF files)
07 May 2020 — Rogers Letter (1 MS Word file)

12 May 2020 — Bell Canada Letter (1 MS Word file)

12 May 2020 - PIAC Procedural Reply Letter (1 PDF file)

12 May 2020 — Telus Letter (1 PDF file)

13 May 2020 — CWTA Letter (1 PDF file)

13 May 2020 — Commission Staff Letter (1 PDF file)

14 May 2020 - PIAC Procedural Request (1 PDF file)

e 15 May 2020 - Telus Letter (1 PDF file)

. Staff Analysis and Recommendations

/ Commented [BE1]:
;

11.‘5 set out in Section 22 of the Canadian Radio-television and Telecommunications
Commission Rules of Practice and Progedure (Rules of Procedure), an application must, amongst

other things, -“contain a clear and concise statement of the relevant facts [and] of the grounds of
the application...”.

Document Number: 3855855
27/05/2020

000028



Record released pursuant to the Access to Information Act /
Document divulgué en vertu de la loi sur I'acces a l'information

s.21(1)(b)

13, The Blustoeth techinolosy - owlich wses vedio waves 1o determine which other deviees sre naarby -

ailows for e log 1o be colleoied regarding an indlividuss comtact with other people who have
dovsmioaded the contaet tracing annlication The dets eollocted sre stored and dellyered theooh
the anplication to the develoney oy owner of the anolication Ty Ingtance the bealth authorin

resnnnsible for annlicatiog

14, Seatwnuld slo note that Avole and Goosle announced on 10 Aort 20207 snncunsed-iiat they

winieh el tnet ey v develon aoset of tools oo as anniestinn nrosramning interfaces (AP

gothat combart tracing anpleatinns created by poblie baebh aorberites conded wnrk on both Phones
argd on phones that vun Gooele’s Aodrold oneratine systern Blustonth technolosy forms the basio of
the A

b mrid Goopie initintive,

M»{ Formatted: English (Canada)

’ Formatted: English (Canada)

Document Number: 3855855
27/05/2020

000029



Record released pursuant to the Access to Information Act /

Document divulgué en vertu tiétafai(i'?(ﬁi I'information

-~ Formatted: Font: (Default) Calibri

-{ Formatted: Numbered + Level: 1 + Numbering Style: 1, 2, 3, |
... + Start at: 11 + Alignment: Left + Aligned at: 0 cm +
L Indent at: 0.63 cm

«—— Formatted: No bullets or numbering

Document Number: 3855855
27/05/2020

000030



Record released pursuant to the Access to Information Act /

Document divulgué en vertu sl.azlﬁ(r"%b) I'information

Document Number: 3855855
27/05/2020

000031



Record released pursuant to the Access to Information Act /
Document divulgué en vertu de la loi sur I'acces a l'information

s.21(1)(b)

Formatted: No bullets or numbering

argliy - Corrpnission Satesunrds and Oblizationg

Document Number: 3855855
27/05/2020

000032



Formatted

Record released pursuant to the Access to Information Act /
Document divulgué en vertu de la loi sur I'accés a l'information

s.21(1)(b)

.

" ff;* Formatted

Oioctive 700 of the Telecommunioations Aot (the A1) s ™o contribute 1o the protection of the nrivac

Formatted

ol meranns” . o furtherance of this noliey shiseive. the CRTC bas mpmosed varings orivacy safegoards

Formatted

gl obligations a3 fodlows:

“ ! Formatted

Formatted

R
a;ﬁﬁﬂ:‘.

Formatted

Formatted (.11
Formatted e 191)
Formatted . [10]
Formatted Gy
' Formatted (e [121)
Formatted (e [131)
Formatted .. [14]
Formatted ... [15]
Formatted (1161
Formatted .. [17]
: Formatted .. [18]
Formatted (Ce19])
Formatted .. [20]

Document Number: 3855855
27/05/2020

Formatted (227
. Formatted [23]
Formatted .. [24]
Formatted (257
Formatted ... [26]
Formatted Cel2r)
Formatted .. [28]
; Formatted (297
Formatted (W
Formatted 2 [31]
Formatted (.32
Formatted ... [33]
Formatted ... [34]
Formatted ... [35]
Formatted ... [36]
Formatted ... [37]
Formatted
Formatted ... [39]
- Formatted (.. [40]
Formatted - [41]
Formatted .. [42]
Formatted (..r43]
Formatted

000033



Record released pursuant to the Access to Information Act /
Document divulgué en vertu de la loi sur I'acces a l'information

s21(15(b)

Formatted: English (Canada)

Formatted: No bullets or numbering

Document Number: 3855855
27/05/2020

000034



Record released pursuant to the Access to Information Act /
Document divulgué en vertu de la loi sur I'acces a l'information

Page 8: [1] Formatted Kachi, Nanao 2020-06-02 7:59:00 PM

English (Canada)

Page 8: [2] Formatted Kachi, Nanao 2020-06-02 8:00:00 PM

Space After: 10 pt, Line spacing: Multiple 1.15 li, Widow/Orphan control

Page 8: [3] Formatted Kachi, Nanao 2020-06-02 7:59:00 PM

Font: Not Italic, English (Canada)

Page 8: [4] Formatted Kachi, Nanao 2020-06-02 7:59:00 PM

English (Canada)

Page 8: [5] Formatted Kachi, Nanao 2020-06-02 7:59:00 PM

No underline, English (Canada)

Page 8: [6] Formatted Kachi, Nanao 2020-06-02 7:58:00 PM

English (Canada)

 Page 8: [7] Formatted Kachi, Nanao 2020-06-02 7:58:00 PM

Space After: 10 pt, Line spacing: Multiple 1.15 Ii, Bulleted + Level: 1 + Aligned at: 0.72 cm + Indent at:
1.36 cm, Widow/Orphan control

Page 8: [8] Formatted Kachi, Nanao 2020-06-02 7:59:00 PM

Default Paragraph Font, English (Canada), Superscript

. Page 8: [9] Formatted Kachi, Nanao 2020-06-02 7:58:00 PM

English (Canada)

Page 8: [10] Formatted Kachi, Nanao 2020-06-02 8:07:00 PM
Font: 11 pt
Page 8: [11] Formatted Kachi, Nanao 2020-06-02 8:06:00 PM

Space After: 10 pt, Line spacing: Multiple 1.15 Ii, Bulleted + Level: 2 + Aligned at: 1.99 cm + Indent at:
2.63 cm, Widow/Orphan control

Page 8: [12] Formatted Kachi, Nanao 2020-06-02 8:07:00 PM

No underline, English (Canada)

Page 8: [13] Formatted Kachi, Nanao 2020-06-02 7:58:00 PM

English (Canada)

Page 8: [14] Formatted Kachi, Nanao 2020-06-02 7:58:00 PM

000035



Record released pursuant to the Access to Information Act /
Document divulgué en vertu de la loi sur I'acces a l'information

Space After: 10 pt, Line spacing: Multiple 1.15 li, Bulleted + Level: 1 + Aligned at: 0.72 cm + Indent at:
1.36 cm, Widow/Orphan control

_ Page 8: [15] Formatted Kachi, Nanao 2020-06-02 7:58:00 PM

Default Paragraph Font, English (Canada), Superscript

Page 8: [16] Formatted Kachi, Nanao 2020-06-02 7:58:00 PM

English (Canada)

. Page 8: [17] Formatted Kachi, Nanao 2020-06-02 7:59:00 PM

Default Paragraph Font, English (Canada), Superscript

Page 8: [18] Formatted Kachi, Nanao 2020-06-02 7:58:00 PM

English (Canada)

Page 8: [19] Formatted Kachi, Nanao 2020-06-02 7:58:00 PM

English (Canada)

. Page 8: [20] Formatted Kachi, Nanao 2020-06-02 7:58:00 PM

English (Canada)

Page 8: [21] Formatted Kachi, Nanao 2020-06-02 7:56:00 PM
Font: 10 pt

Page 8: [22] Formatted Kachi, Nanao 2020-06-02 7:56:00 PM
Font: 10 pt

Page 8: [23] Formatted Kachi, Nanao 2020-06-02 8:36:00 PM

Hyperlink, Font: 10 pt, Not Bold, Font color: Auto, (none)

Page 8: [24] Formatted Kachi, Nanao 2020-06-02 8:36:00 PM

Font: 10 pt, Font color: Auto, (none)

Page 8: [25] Formatted Kachi, Nanao 2020-06-02 8:36:00 PM

Font: 10 pt, (none)

Page 8: [26] Formatted Kachi, Nanao 2020-06-02 8:36:00 PM

Font: 10 pt, Font color: Auto, (none)

Page 8: [27] Formatted Kachi, Nanao 2020-06-02 8:10:00 PM

Space After: 0 pt, Line spacing: single

000036



Record released pursuant to the Access to Information Act /
Document divulgué en vertu de la loi sur I'acces a l'information

Page 8: [28] Formatted

Kachi, Nanao

2020-06-02 8:36:00 PM

Hyperlink

- Page 8: [29] Formatted

Kachi, Nanao

2020-06-02 8:59:00 PM

Space After: 0 pt

Page 8: [30] Formatted

Kachi, Nanao

2020-06-02 8:58:00 PM

English (Canada)

Page 8: [31] Formatted

Kachi, Nanao

2020-06-02 7:56:00 PM

Font: 10 pt

Page 8: [32] Formatted

Kachi, Nanao

2020-06-02 7:55:00 PM

Normal, Level 1

Page 8: [33] Formatted

Kachi, Nanao

2020-06-02 8:36:00 PM

Hyperlink, Font: 10 pt, Not Bold, Font color: Auto, (none)

. Page 8: [34] Formatted

Kachi, Nanao

2020-06-02 8:36:00 PM

Font: 10 pt, Font color: Auto, (none)

Page 8: [35] Formatted

Kachi, Nanao

2020-06-02 8:36:00 PM

Font: 10 pt, (none)

Page 8: [36] Formatted

Kachi, Nanao

2020-06-02 7:55:00 PM

Space After: 0 pt, Line spacing: single

. Page 8: [37] Formatted

Kachi, Nanao

2020-06-02 7:54:00 PM

Font: 8 pt

Page 8: [38] Formatted

Kachi, Nanao

2020-06-02 7:56:00 PM

(none)

. Page 8: [39] Formatted

Kachi, Nanao

2020-06-02 7:56:00 PM

Hyperlink, (none)

Page 8: [40] Formatted

Kachi, Nanao

2020-06-02 7:56:00 PM

(none)

Page 8: [41] Formatted

Kachi, Nanao

2020-06-02 7:56:00 PM

English (Canada)

000037



Record released pursuant to the Access to Information Act /
Document divulgué en vertu de la loi sur I'acces a l'information

Page 8: [42] Formatted

Kachi, Nanao

2020-06-02 8:45:00 PM

Space After: 0 pt

Page 8: [43] Formatted

Kachi, Nanao

2020-06-02 8:44:00 PM

English (Canada)

Page 8: [44] Formatted

Kachi, Nanao

2020-06-02 8:49:00 PM

English (Canada)

000038



Record released pursuant to the Access to Information Act /

Document divulgué erserz f(a" fb)acces a linformation

Bowles, Eric

To: Kachi, Nanao
Cc: Hogan, Michel
Subject: FW: Document1
Attachments: Document1.docx
Categories: Red Category
Nanao,

While just a suggestion, | think that the following is a beller proposal for a new para. 18 than that contained in the
attachment:

From: Bowles, Eric

Sent: June 2, 2020 4:15 PM

To: Kachi, Nanao <Nanao.Kachi@crtc.gc.ca>
Cc: Hogan, Michel <Michel.Hogan@crtc.gc.ca>
Subject: Document1

Nanao,

I've seen the comments that Rachelle provided to you. From an earlier discussion with her, | understand that one of the
paragraphs going to her second comment is current paragraph 17. While | have not reviewed the attached suggestion
with either her or Michel, | offer it to you for your consideration. Not much has changed. In essence, | delete most of
the first sentence and include a new paragraph 18.

You may want to amend the second bullet of the final paragraph in a like-fashion.

Cheers
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Archived: December 2, 2020 9:32:54 AM

Subject: RE: Demande Partie 1 - applications de tracage
Sensitivity: Normal

Attachments:

19598

BE SIS L

2h-viSeo s

Bonjour Rachelie,

ubliés surle site web du

1, version DM {#

galemnernt jointe,

From: Frenette, Rachelle

Sent: October 29, 2020 4:36 PM

To: Hogan, Michel <Michel.Hogan@crtc.gc.ca>

Cc: Gagnon, Jean-Sébastien <Jean-Sebastien.gagnon@crtc.ge.ca>

Subject: Demande Partie 1 - applications de tracage

Bonjour Michel:

Pourrais-tu fournir a Jean-Sébastien la premiére lettre du Secrétaire Général qui fait état du refus du Conseil a considérer la premiére demande formulé par PIAC sur les applications de tragage.
Aussi, si tu as encore une copie des plaidoires du PGC en réponse a la demande d’interjeter en appel de la SCFP j’aimerais bien les relire.

Merci Michel,

Rachelle

000041
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DM 3890321
Telecom — Commission Letter Addressed to Mr. John Lawford (PIAC)
Ottawa, XX August 2020

BY E-MAIL

John Lawford

Executive Director and General Counsel
Public Interest Advocacy Centre

285 MclLeod Street, Suite 200

Ottawa, Ontario K2P 1A1
dawford@piac.ca

RE: Application submitted by the Public Interest Advocacy Centre regarding pandemic
contact-tracing by major Canadian telecommunications service providers

Dear Sir:

This letter sets out the Commission’s determinations regarding the application from the Public
Interest Advocacy Centre’s (PIAC’s) dated 4 May 2020, in which it requests Commission action
to ensure that pandemic contact tracing applications for public health purposes are developed
“in the fairest, most open and transparent manner, non-coercively and only for the intended
purpose(s)”.

The Commission acknowledges that PIAC’s application has raised important issues that are
relevant and of interest to Canadians, as well as to federal, provincial and territorial Privacy
Commissioners. The Commission is also concerned with how telecommunications service
providers (TSPs) use and manage the confidential customer information of their customers and
has put into place frameworks to regulate the behaviours of TSPs in this regard, in accordance
with its jurisdiction under the Telecommunications Act (the Act) and the policy objective in s.7(i)
of the Act to contribute to the protection of privacy of persons. The appropriate handling of
confidential customer information by TSPs is paramount and the Commission has considered
PIAC’s application in that context.

PIAC’s application requested that the Commission, as a condition of offering
telecommunications services (mobile wireless or Internet access), under the authority of ss. 7,
24, 24 1 and 47 of the Telecommunications Act, require all TSPs to:

a) Disclose to the public and the Commission any steps taken for any government or
private interest to facilitate contact tracing;

b) Inquire into any such TSPs’ activities related to contact-tracing applications or
network-level facilitation of individual consumer location or other personal or
communications details;
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¢) Require any such TSPs’ activities related to contact tracing respect the confidential
customer information rules of the Commission devised for telephony;

d) Prohibit TSPs from using prior consumer consent to location track mobile devices or
to provide databases previously gleaned from these programs to any private or
government entities to build, improve or test COVID-19 tracing tools without new,
explicit, prior individual consent for this new use or disclosure;

e) Appoint an inquiry officer under subs. 70(1)(a) of the Telecommunications Act, to
inquire into and report upon contact tracing, as well as to liaise with public health
authorities and governments and non-telecom private parties, if necessary;

f) Inthe alternative, launch a formal Notice of Consultation on the matter.

The Commission received related correspondence from Rogers (7 May 2020), Bell (12 May
2020), PIAC (12 May 2020 and 14 May 2020), Telus (12 May 2020 and 15 May 2020) and the
Canadian Wireless Telecommunications Association (CWTA) (13 May 2020).

In their correspondence, Rogers, Bell and Telus indicated that federal and provincial Privacy
Commissioners are already seized of this issue and as such, the application should be
dismissed.

PIAC took the position in their 12 May 2020 correspondence that Privacy Commissioners have
limited jurisdiction and that the Commission “is the only regulator that has jurisdiction to allow or
prohibit use of confidential customer information.” It further noted that the Commission in
Telecom Decision 2003-33 “asserted its jurisdiction to apply higher privacy standards than those
set in generalist privacy legislation.”

The CWTA noted that none of its members are involved with contact tracing applications and
that Canada’s Anti-Spam Legislation (CASL) and the Personal Information Protection and
Electronic Documents Act (“PIPEDA”) offer Canadians protections that address the issues
highlighted by PIAC.

A Commission staff letter was sent to PIAC on 13 May 2020 indicating that the application
would not be considered in light of the fact that the application and later correspondence does
not appear to present any evidence that current privacy frameworks are not sufficient or that
launching a public proceeding at this time would be beneficial to Canadians. It acknowledged
that the federal, provincial and territorial Privacy Commissioners have taken action with respect
to privacy-impactful initiatives in response to COVID-19.

In its 14 May 2020 letter, PIAC argued that the Commission has an obligation to post the
application and sought a Commission decision on Rogers’ procedural request to dismiss the
application. PIAC cited Telus’ “Data for Good” Privacy Statement as evidence that the
Commission should be intervening.

On 15 May 2020, Telus clarified that Data for Good is not contact-tracing, but rather forms part

of Telus’s Insight platform and serves to provide Governments, health authorities and academic
researchers with de-identified and aggregated data sets that can be used to identify trends and

patterns without disclosure of any personally identifiable information.

The documents referenced in this letter can be accessed through the Related Documents link.
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As noted earlier, the Commission considered PIAC’s application in the context of the
appropriate handling of confidential customer information by TSPs.

In the Commission’s view, the evidence put forward in PIAC’s application, as well as in the
submissions of the CWTA and various TSPs, do not demonstrate that such an inquiry is
warranted at this time. Based on the available information, TSPs do not appear to be involved
in the development or implementation of contact tracing applications in Canada, but rather to
the extent that applications are being developed, it is by Governments', health authorities and
third-party developers. The voluntary contact tracing applications use Bluetooth technology to
collect information to alert Canadians that they may have been exposed to a person(s) infected
with COVID-19. The available evidence indicates that TSPs are not involved in the collection
nor in the communication of that data. Rather, TSPs, as common carriers, provide the networks
over which these, as well as other applications, operate.

As set out in Section 22 of the Canadian Radio-television and Telecommunications Commission
Rules of Praclice and Procedure (Rules of Practice and Procedure), an application must,
amongst other things, “contain a clear and concise statement of the relevant facts [and] of the
grounds of the application...” The Commission finds that PIAC’s application, as filed, is broad in
nature and does not identify a specific activity or action by TSPs in the development or
implementation of contact tracing measures such that Commission intervention is warranted at
this time. In addition, it does not demonstrate that existing privacy frameworks and protections
are insufficient at this time to address the issues it has identified.

The Commission acknowledges that a joint statement was released on 7 May 2020 by the
federal, provincial and territorial Privacy Commissioners outlining privacy principles for contact
tracing applications. These principles include, amongst others, meaningful consent, time and
purpose limitations, and transparency and accountability. Prior to this joint statement, the Office

impactful initiatives in response to COVID-19 on 17 April 2020.

In sum, the application does not support the proposition that TSPs are actively participating in or
contemplating participating in contact tracing measures and that the current Commission
privacy frameworks that regulate the behaviours of TSPs, in conjunction with other legal
requirements flowing from privacy legislation, are insufficient to address current contact tracing
initiatives or, more importantly, that additional regulatory measures are required.

Accordingly, the Commission has determined that it is not in the public interest, at this time, for it
to engage in a broad-based inquiry of the type requested by PIAC nor to require the production
of the requested information. The Commission has considered the application and has

! The Government of Alberta launched ABTraceTogether on 1 May 2020 and on 18 June 2020 it was announced
that the Government of Canada was developing a national, voluntary contact tracing application. On 31 July 2020,
the Government of Canada released COViE Alert in Ontario and noted that it is working with the other provinces
and territories to bring their jurisdictions on board in the coming weeks and months. The Office of the Privacy
Commissioner of Canada (OPC) and the Office of the Information and Privacy Commissioner of Ontario (IPC) have
reviewed COVID Alert and have indicated their support for the use of this application.
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determined that an inquiry will not be launched either by the appointment of an Inquiry Officer or
by a notice of consultation at the moment.

The Commission continues to closely monitor the situation in the public interest. Should the
factual circumstances change or should indications arise that TSPs are participating — or
contemplating participating — in contact tracing measures, the Commission may reconsider
whether to inquire into these activities in order to determine what, if any, additional measures
should be taken. As part of its monitoring efforts, the Commission will continue to communicate
with the OPC.

Yours sincerely,

(Original signed by)

Claude Doucet
Secretary General
CRTC
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BEFORE THE CANADIAN RADIO-TELEVISION AND
TELECOMMUNICATIONS COMMISSION

IN THE MATTER OF AN APPLICATION UNDER THE
TELECOMMUNICATIONS ACT BY

THE PUBLIC INTEREST ADVOCACY CENTRE

PUBLIC INTEREST ADVOCACY CENTRE
LE CENTRE POUR LA DEFENSE DE LINTERET PUBLIC

(APPLICANT)
and

Bell Canada; Bell Mobility Inc.; Bragg Communications Incorporated, carrying on
business as Eastlink; the Canadian Cable Systems Alliance; the Canadian
Network Operators Consortium Inc.; Cogeco Communications Inc.; Comwave
Networks Inc; Distributel Communications Limited; Freedom Mobile Inc.; Ice
Wireless Inc.; Iristel Inc.; the Independent Telecommunications Providers
Association (ITPA); Primus Management ULC; Quebecor Media Inc., on behalf of
Videotron Ltd. (Videotron); Rogers Communications Canada Inc. (RCCI);
Saskatchewan Telecommunications; Shaw Telecom G.P. (Shaw); TBayTel;
TekSavvy Solutions Inc., Télébec, Limited Partnership; Telus Communications
Company; etc., BEING ALL CANADIAN TELECOMMUNICATIONS SERVICE
PROVIDERS

(RESPONDENTS)

REGARDING PANDEMIC CONTACT-TRACING AT APPLICATION AND NETWORK
LEVELS

4 May 2020
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1.0 INTRODUCTION

1. The Public Interest Advocacy Centre (PIAC) files this Application under the
Telecommunications Acti and pursuant to Part 1 the CRTC Rules of Practice and Procedure:
regarding pandemic contact-tracing at application and network levels by major Canadian

telecommunications service providers (TSPs).

2. According to public news reports, the federal and certain provincial governments, on
behalf of provincial and federal public health authorities, as well as municipal health authorities,
are actively considering requesting that Canadian TSPs assist in tracking COVID-19 positive

individuals in order to “contact-trace” them in efforts to control epidemic spread of the virus.

3. Such public news stories indicate a larger discussion of such telecommunications tracking
facilities, likely largely through personal mobile wireless devices (smartphones) either by installing
new software (“apps”) whether with consumer/citizen consent or via operating software or other
software upgrades to major smartphone operating systems and/or using network-level location

tracing facilities of TSPs intended for wireless connectivity and network management.

4, This application asks the Commission to clarify that TSPs must follow the privacy
requirements of the Telecommunications Act, to require all TSPs to notify the Commission of any
steps taken for any government or private interest to facilitate contact tracing and to make those
steps public, and to demonstrate the Commission’s active oversight of this contentious area.
PIAC believes the Commission’s oversight role is crucial and that absent leadership and
dedication to the rule of law, that there is a risk of corporate and governmental intrusion via

Canadians’ essential communications.

5. This application asks the Commission to, as a condition of offering telecommunications
service (mobile wireless or Internet access), under the authority of ss. 7, 24, 24.1 and 47 of the

Telecommunications Act, require all TSPs to:

a) Publicly disclose on the record of this proceeding and to the Commission any steps
taken for any government or private interest to facilitate contact tracing;

b) Inquire into any such TSPs’ activities related to contact-tracing apps or network-

18.C. 1993, c. 38.
2 SOR/2010-277, s. 22.
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level facilitation of individual consumer location or other personal or
communications details;
c) Require any such TSPs’ activities related to contact tracing respect the confidential
customer information rules of the Commission devised for telephony;
d) Prohibit TSPs from using prior consumer consent to location track mobile devices
(for example, in “opt-in” marketing programs or other TSP portal or other
applications) or to provide databases previously gleaned from these programs to
any private or government entities to build, improve or test COVID-19 tracing tools
without new, explicit, prior individual consent for this new use or disclosure;
e) Appoint an inquiry officer under subs. 70(1)(a) of the Telecommunications Act, to
inquire into and report upon contact tracing, as well as to liaise with public health
authorities and governments and non-telecom private parties, if necessary;

f) In the alternative, launch a formal Notice of Consultation on the matter.

6. The application is based on the principles of transparency, democracy and human rights
and accountability. PIAC believes that the value of any such telecommunications-based contact-
tracing system, coming at the very likely expense of confidentiality and consumer and citizen
privacy, must occur in the fairest, most open and transparent manner, non-coercively and only for
the intended purpose(s). Such applications and network systems must not inadvertently
exacerbate social discrimination. PIAC also believes that any information or databases,
algorithms or insights, should not be used for any extraneous commercial, government or other
purpose as a result of any potential tracking, via apps or at the network level or both, and that any
information or databases must be destroyed once such contact-tracing for this disease is no

longer required.

2.0 THEPARTIES

7. The Public Interest Advocacy Centre (PIAC) is a national non-profit organization and
registered charity which represents consumer interests — and those of vulnerable consumers in

particular — in the provision of important public services.

8. The respondents are major retail mobile wireless service providers (WSPs) or Internet

service providers (ISPs) or inclusively, “telecommunications service providers” (“TSPs”).

9. While we have named certain of such providers above as examples in the interests of
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administrative economy — the actual number of TSPs in Canada being very large — this application

is however directed to all TSPs in Canada.

10. PIAC believes the Commission should provide guidance and rules to all TSPs, not just
those named as respondents or to “major” TSPs. We have attempted to serve and otherwise
bring to the notice of all TSPs of this application in the hopes that they will comment and bring a
wider perspective to the Commission but we submit that the Commission posting this application

should serve as sufficient notice to all TSPs of the potential for the application to apply to them.

3.0 THEEFACTS

11. It appears that the federal governments and several provincial governments and
apparently at least one municipal government have been in talks or consultations with private
companies to design smartphone-based contact-tracing in an effort to deal with the present
COVID-19 epidemic.

12. Several contact tracing apps and network solutions have been approved or tolerated in
other countries and require location tracking or, if not continuously transmitting location tracking,
require the turning over of location from the app if the user has been deemed infected, quarantined
or otherwise movement restricted or isolated.« These apps and network tracking systems vary
widely in their technologies and presumably in their level of involvement with telecommunications
service providers to work. Some operate at the device level and others have a measure of platform
or operating system integration. Most prominent amongst these latter apps is the very recent
Apple-Google COVID-19 “Privacy-Preserving Contact Tracing” program,s which: “In the second
phase, available in the coming months, this capability will be introduced at the operating system

3 Justin Trudeau, Press Conference, 25 March 2020: “We recognize in an emergency situation we need to take certain
steps that wouldn’t be taken in a non-emergency situation, but that is not something we are looking at now. But all
options are on the table to do what is necessary to keep Canadians safe.”

4 Notably, Singapore — the “TraceTogether” app: “It uses Bluetooth Relative Signal Strength Indicator (RSSI)

readings between devices across time to approximate the proximity and duration of an encounter between two

users. This proximity and duration information is stored in an encrypted form on a person’s phone for 21 days

on a rolling basis. No location data is collected. If a person unfortunately falls ill with COVID-19, the Ministry of

Health (MOH) would work with the individual to map out 14 days’ worth of activity, for contact tracing. And if

the person has the TraceTogether app installed, he/she is required by law (TraceTogether 2020) to assist in the
activity mapping of his/her movements and interactions and may be asked to produce any document or record

in his/her possession including data stored by any apps in the person’s phone.” Barry Sookman, “Al and contact-tracing:
How to protect privacy while fighting the COVID-19 pandemic,” Macdonald-Laurier Institute (April 2020). Australia
appears to now promote a modified version of TraceTogether in that country.

5 Apple Newsroom media release, “Apple and Google partner on COVID-19 contact tracing technology” (10 April
2020), online: s anpd ST = It ~onscovid- 180 iraning.
tachnology!
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level to help ensure broad adoption, which is vital to the success of contact tracing.”s

13. However, it is possible that many such apps rely for their utility upon user location tracking,
that may only be available to the app due to location tracking methods provided by the mobile
wireless (i.e., from WSPs) or (in the case of home WiFi use, or use in a WiFi zone out of the

home) via the Internet (i.e., from ISPs).

4.0 CONTACT-TRACING AND RELATED MATTERS

14. COVID-19 is an unprecedented and deadly challenge to people worldwide, including
people in Canada. PIAC acknowledges the need for significant public health measures to deal
with the pandemic and we support the government directives to self-isolate and otherwise social

distance to slow the spread of the virus.

15. PIAC believes therefore that the present movement to develop COVID-19 contact-tracing

primarily is responding to a public health inquiry into positive or suspected cases contact-tracing.

16. However, even such a “narrow” public health goal is related to and intertwined with related
but purely public control measures, which can include: quarantine, self-isolation, social (or
physical) distancing, essential services definitions, positive and negative testing prioritization and
communications to governments and the public, and individual treatment, as well as potential anti-
body testing and many related matters. The wide nature of potential consequences of public
health contact-tracing and the legal and policy limits of public health as a discipline therefore
complicates this purpose for any inquiry into individual privacy. We do not underestimate the

complexity of such an undertaking nor the stakes of such an effort.

17. In addition, however, many of these same public health purposes have also been
intermingled with possible uses of contact-tracing for government and private sector pandemic
control and emergency management, which also consider questions of: quarantine, self-isolation,
social (or physical) distancing, essentiality, positive and negative testing and treatment, anti-body

testing), but from a private employment, public order and policing perspective.

18. PIAC wishes therefore to underline that the purpose of this application is not to impede

public health contact-tracing for appropriate purposes of public health and that we do not take a

s Apple, “Exposure Notification - Frequently Asked Questions” (April 2020), online: : idiSstall =
a1 2annl : I H y . i 3ot iy iy Hication- atp2
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position as to the appropriate constitutional or legal or policy limits of public health. However, we
do wish to note that the overlap of the effects of using contact-tracing for both public health and
pandemic control by government or the private sector raises serious issues that the Commission

under its telecommunications oversight jurisdiction must consider not only in depth but in haste.

5.0 LAW: PRIVACY OVERSIGHT AND RULES FOR TSPS

19. We are concerned about the lack of action by the CRTC thus far on many matters during
the present epidemic, but in particular its seeming failure, or at least failure of transparency if the
Commission instead is working behind the scenes, to vet and manage the developing and very
serious matter of the interplay of Telecommunications Act and other privacy-related requirements
within its area of jurisdiction and the contact-tracing movement and its attempted integration into
public health and emergency management. This lack of leadership and public accountability
presents clear risks to consumer and citizen privacy and possibly makes the proposed contact-

tracing solutions less reliable and more likely to be applied to unrelated uses.

20. Here is the law: the Telecommunications Act telecommunications policy objectives
include subs. 7(i), which requires the Commission to consider how “to contribute to the protection

of the privacy of persons.”.

21. As PIAC has noted in many proceedings involving TSP subscriber and Canadian carrier
privacy since, subs. 7(i) requires not only: 1. an analysis in addition to general privacy laws (mainly
PIPEDA); but also 2. that a higher standard of privacy must be met to satisfy the “promotion” of
subscriber privacy than that outlined generally for private commerce in the Personal Information

Protection and Electronic Documents Act.

22. To its credit, and despite recent intense pressure from major telecommunications
providers who used to promote high levels of privacy under their telephony general tariffs but now
appear to see it as a barrier to behavioural advertising and “surveillance capitalism”, the
Commission has found on multiple occasions that the privacy policy requirements of the
Telecommunications Act require an extremely high standard of confidentiality and customer

privacy be met.7

7 See Telecom Decision, Confldent/al/ty provisions of Canadian carriers (30 May 2003); online:

fengl o See alsoTelecom Decision CRTC 2003-33-1 (11 July 2003);
online: Wil mrnhi /s 33311 More recently, see: Telecom Decision CRTC 2015-462,
Public Interest Advocacy Centre and the Consumers’ Assomatlon of Canada - Application regarding Bell Mobility Inc.,

000067



Public Interest Advocacy Centre 4 May 2020
Part 1 Application Regarding Pandemic Contact-Tracing at Application and Network Levels
Page 7 of 15

23. We submit that the same high level of consumer privacy applies to the extent that
arguments may be raised that government action, in the telecommunications sphere, only be
judged by, or is only governed by, the federal Privacy Act, the provincial freedom of information
and privacy acts or any sector-specific legislation applying to the provincial or municipal
governments in the provinces and territories. In addition, we submit that absent a specific
exclusion of the Commission’s Telecommunications Act jurisdiction in a federal emergency order
or statute — of which we are presently unaware of any relevant instances, at least in relation to
the federal Emergencies Act or Emergencies Management Act — that the Commission should
similarly interpret subs. 7(i) of the Telecommunications Act to require a higher standard of privacy

than in particular the Privacy Act or any provincial statutes.

24. Therefore, we would expect that the Commission would inquire into the plans of TSPs
regarding possible COVID-tracing apps and network usage (including location-tracking
functionality). The Commission must remind the TSPs that, according to Commission
interpretations of confidentiality of customer information and privacy that these TSPs would have
to have obtained prior, verifiable, explicit consent from any customers to permit any disclosure of
confidential customer information to any non-affiliated third party, as per the requirements of
Telecom Decision 2003-33 and subsequent modifications made in Telecom Decision 2004-27,

and Telecom Decision 2005-15.

25, This latter decision sets out the acceptable methods for obtaining consent to disclose
confidential customer information (at para. 29) under telephony tariffs:

29. In light of the above, the Commission directs Canadian carriers to modify their
existing tariffs, customer contracts, and other arrangements to amend the list of
acceptable methods of obtaining express consent as determined in the last paragraph of
Decision 2003-33-1 as follows:

Express consent may be taken to be given by a customer where the customer provides:
e written consent;
e oral confirmation verified by an independent third party;
e electronic confirmation through the use of a toll-free number;
e electronic confirmation via the Internet;

e oral consent, where an audio recording of the consent is retained by the carrier; or

Solo Mobile, and Virgin Mobile Canada’s use of customer information (20 October 2015) at para. 14. Online:
; I mgaf : A
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e consent through other methods, as long as an objective documented record of

customer consent is created by the customer or by an independent third party.

26. These new methods were added to the tariff rules on customer information confidentiality
for telephony of the major incumbent telephone providers. For example, Bell Canada’s General
Tariff, No. 6716, which still applies to “regulated” telephone service areas in Bell Canada’s
“serving territory” of Ontario and Quebec reads thusly (ltem 10: “Terms of Service”, Article 11

“Confidentiality of Customer Records’s):

Article 11: Confidentiality of Customer Records

Note: Continues to apply to local services provided in forborne exchanges

11.1 Unless a customer provides express consent or disclosure is pursuant to a legal
power, all information kept by the Company regarding the customer, other than the
customer's name, address and listed telephone number, are confidential and may not be
disclosed by the Company to anyone other than:

e the customer;

e a person who, in the reasonable judgement of the Company, is seeking the
information as an agent of the customer,

e another telephone company, provided the information is required for the efficient
and cost effective provision of telephone service and disclosure is made on a
confidential basis with the information to be used only for that purpose;

e a company involved in supplying the customer with telephone or telephone
directory related services, provided the information is required for that purpose and
disclosure is made on a confidential basis with the information to be used only for
that purpose;

e an agent retained by the Company to evaluate the customer's credit worthiness or

to collect the customer's account, provided the information is required for and is to

be used only for, that purpose;

s Online: i : Hisihel i 7 nnE i
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e an affiliate involved in supplying the customer with telecommunications and/or
broadcasting services, provided the information is required for that purpose and
disclosure is made on a confidential basis with the information to be used only for
that purpose.

(a) Express consent may be taken to be given by a customer where the customer provides:

e written consent;

e oral confirmation by an independent third party;

e electronic confirmation through the use of a toll-free number;

e electronic confirmation via the Internet;

e oral consent, where an audio recording of the consent is retained by the carrier; or

e consent through other methods, as long as an objective documented record of
customer consent is created by the customer or by an independent third party.

11.2 The Company's liability for disclosure of information contrary to Article 11.1 is not
limited by Article 16.1.
11.3 Upon request, customers are permitted to inspect any of the Company's records
regarding their service.
11.4 The Company may also release to a law enforcement agency, in accordance with
the terms of a tariff approved by the CRTC, the identity of the service provider, but not the

name of the customer, associated with a specific telephone number. [Emphasis added.]

27. Before examining in detail the requirements of, and exceptions to, the Confidentiality
Rules under these tariffs, PIAC acknowledges that these requirements apply to regulated
telephony services of incumbent telephone companies. However, as the Commission has not
proceeded to update the confidentiality rules to apply to Internet and mobile wireless services,
PIAC submits that effectively the same rules, until such an inquiry is undertaken, should be

applied to all TSPs under s. 24 and s. 24.1 as a condition of service.

28. PIAC submits that the wording of the above-quoted tariff regarding “imminent danger to

life or property” was added by the Commission in responses to Bell Canada’ entreaties to allow it
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to supply such information to authorities when a situation of an actual crime, such as child
exploitation, was occurring in real-time, online, and not as a blanket permission that could apply

to non-urgent, though still potentially life-saving matters such as pandemic contact-tracing.

29. PIAC further submits that the wording of the exception “if a public authority has determined
that there is an imminent or unfolding danger that threatens the life, health or security of an
individual and that the danger could be avoided or minimized by disclosure of information” was
intended to facilitate public alerting for emergencies such as tornados and active shooters, but
not generally for public health tracing. However, even if this exemption could be interpreted to
include contact-tracing, it makes it clear that such a disclosure request must come from the (in
this case) health authority and not some private actor such as a software vendor, and is limited
to specific individuals being traced due to their relation with a confirmed or suspected positive
COVID-19 patient and not as a general fishing expedition or blanket request to track all individuals

in case one day they possible might be exposed to a positive case.

30. A final worry is the existence of previously consented location or other tracking explicitly
consented to by telecommunications users to TSPs in other contexts. For example, several major
TSPs run “opt-in” programs of location tracking to offer, for example, discount coupons to
consumers using their devices when they enter or approach certain retail locations.s In
accordance with PIPEDA and, we submit, the telephone tariffs, such a “trove” or database of
previous location and other data collected under prior consumer consent to location track mobile
devices should not be provided to any private or government entities to build, improve or test
COVID-19 tracing tools without the customer’s new, explicit, prior individual consent for this new

use or disclosure

31. Consumers and citizens have several legal, constitutional, ethical and democratically valid
reasons for insisting that their TSPs protect their privacy to this degree: possible reduced civil
liberties,1o the creation of COVID-19 databases and their use in policing and emergency
response,11 and likely discriminatory use (against vulnerable or historically disadvantaged or

oppressed groups and individuals) of tracking despite individual consent requirements.12

a See, for example, Appendix A for Rogers’ Privacy Policy which allows such tracking with prior consent.

10 See Canadian Civil Liberties Association, “CCLA Live COVID-Liberty Updates” and the links therein, online:
N/ / s/

11 See Open Letter of the CCLA, BLAC, HALCO an ALS to Ontario Solicitor General Sylvia Jones, 23 April 2020.

Online: Wik / i - L / / 20-04.20. “oeSokGan-Finak

12 See, for example, the concerns outlined by Chris Parsons, senior research associate, Citizen Lab, Munk School of

Global Affairs & Public Policy, University of Toronto, “Contact fracing must not compound historical discrimination”,
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32. We also believe that the Commission has consistently upheld a very high standard of
customer confidentiality in telecommunications and should continue that tradition for new
telecommunications services and for novel situations such as the present epidemic. This means
that any proposed disclosure of confidential customer information should meet the existing
express consent standards and methods and such consent should not be removed or “implied”

or “deemed” by law for pandemic control purposes in general.

33. However, if demonstrably and absolutely needed to effectively implement public health-
led contact-tracing, then contact-tracing using confidential customer information generated by
TSPs could be permitted on a very strict, publicly transparent and time-limited basis and only for
those purposes, with express consent. We would leave this determination, and the scope of and

mechanics of any such permission, to the Commission.

6.0 CONCLUSION AND REQUESTED RELIEF

34. This application asks the Commission to, as a condition of offering telecommunications
service (mobile wireless or Internet access) under ss. 7, 24, 24.1 and 47 and possibly s. 70,

require all TSPs to:

a) Publicly disclose on the record of this proceeding and to the Commission any steps
taken for any government or private interest to facilitate contact-tracing;

b) Inquire into any such TSPs’ activities related to contact-tracing apps or network-
level facilitation of individual consumer location or other personal or
communications details;

c) Require any such TSPs’ activities related to contact-tracing respect the confidential
customer information rules of the Commission devised for telephony;

d) Prohibit TSPs from using prior consumer consent to location track mobile devices
(for example, in “opt-in” marketing programs or other TSP portal or other
applications) or to provide databases previously gleaned from these programs to
any private or government entities to build, improve or test COVID-19 tracing tools

without new, explicit, prior individual consent for this new use or disclosure;

Policy Options, 30 April 2020. Online: Hinolie i i TG zinasfapil / AT BN iy
Nistoricaldiscriminai
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e) Appoint an inquiry officer under subs. 70(1)(a) of the Telecommunications Act, to
inquire into and report upon contact-tracing, as well as to liaise with public health
authorities and governments and non-telecom private parties, if necessary;

f) In the alternative, launch a formal Notice of Consultation on the matter.

Yours truly,

G

John Lawford
Counsel for PIAC

jlawford@piac.ca

285 Mcleod Street, Suite 200
Ottawa, ON K2P 1A1

(613) 562-4002

WWw.piae.ca

613-447-8125
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7.0 ANNEXA: SAMPLE CUSTOMER-TRACKING CONSENT FOR MARKETING
PURPOSES (ROGERS PRIVACY POLICY, EXCERPTS)

ROGERS PRIVACY POLICY

At Rogers, we are committed to protecting the privacy of the personal information of our
customers and users of our digital properties. We take all reasonable steps to ensure that this
information is safe and secure, including putting in place rigorous policies and procedures to
fully comply with all Canadian privacy laws and regulations.

This Policy covers the following information:

* Scope and application;

» How we obtain your consent to collect, use and disclose your personal information;

* How and why we collect, use and disclose your personal information;

* Details on where your information is stored, secured and how long it is kept for;

* How to access your personal information that we hold; and

« \Who to contact for queries about your privacy.

Scope & Application of this Policy

Who does this policy apply to? All customers and users of the products, services, websites,
apps, and other digital services offered by Rogers and other members and affiliates of the
Rogers Communications Inc. organization. These include our wireless services (Rogers, Fido,
Chatr, Cityfone and its branded entities), Rogers Media brands, our Connected Home services
(TV, Internet, Home Phone and Smart Home Monitoring), and Rogers for Business.

In some instances, our products and services or those offered by a third-party service provider
to our customers or users have their own specific privacy policies.

[...]

What information does this Privacy Policy apply to? This policy applies to all personal
information that we collect, use, or disclose about our customers and users of our digital
platforms.

Consent
How does Rogers obtain consent?

For example, when you provide us your address, it is implied that it is used for billing purposes

and service prowsnonmg HWLWM%MMM;W

How & Why We Collect Personal Information

How does Rogers collect my personal information?

[...]

Your information may be collected in the following ways:

» Automatically: When you use a product or service that we supply to you.

[...]

Why does Rogers collect my personal information?

Rogers collects personal information for many different reasons in order to provide you with the
products and services we offer, including but not limited to the following:

rtu de la loi sur I'accés a linformation
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To deliver you the products and services you have purchased from us, and to bill you
and collect payment for those products and services. To understand your needs and
offer you products and services from members of the Rogers Communications Inc.
organization including Rogers, Rogers Bank and our agents, dealers and related
companies, or trusted third parties that may be of interest to you.

To provide tailored service to you. For example, we may use account information about
you to improve your interactions with us or provide a positive and personalized customer
experience.

To perform analytlcs administer surveys, or request feedback toi |mprove and manage
our relationship with you.

To ensure the Rogers networks are functioning and protect the integrity of our networks.
To confirm or authenticate your identity and ensure your information is correct and up-to-
date.

e To ensure compliance with our Terms of Service and Acceptable Use Policy.
.« T Iy with leal obligati | | : .

[...]

[...]

Disclosure

When is my personal information disclosed?

Unless we have your express consent or pursuant to a legal power, we will only disclose your
personal information to organizations outside Rogers without your consent in the following
limited circumstances:

To a person who, in our reasonable judgement, is seeking the information as your agent.
To another telephone company, when the information is required for the provision of
home phone service and disclosure is made confidentially.

To a service provider or other agent retained by us, such as a credit reporting agency,
for account management, the collection of past due bills on your account, or to evaluate
your creditworthiness.

To a service provider or third party that is performing administrative functions for us to
manage our customer accounts.

To another organization for fraud prevention, detection or investigation if seeking
consent from you would compromise the investigation.

To a law enforcement agency whenever we have reasonable grounds to believe that you
have knowingly supplied us with false or misleading information or are otherwise
involved in unlawful activities.

To a third party who may be interested in buying Rogers assets and personal customer
information must be shared to assess the business transaction.

We will disclose information about your credit behaviour to credit reporting agencies or
parties collecting outstanding debt.

Your personal information may also be shared with members or affiliates of the Rogers

rtu de la loi sur I'accés a linformation
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Communications Inc. organization, such as Rogers Bank.
Storage, Security & Retention
Where will my personal information be stored?
Personal information about our customers or users of our digital properties may be stored or
processed in or outside Canada. The information will be protected with appropriate safeguards,
but may be subject to the laws of the jurisdiction where it is held.13

[..]

** End of Document ***

13 Underlined emphasis is PIAC’s. Online: 540 . el - Sy e tabio:
=Policv-and:-Privacy:-Policy: See for excerpts, at pp. 24-27.
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Ted Woodhead
360 Albert Street, Suite 830
Ottawa, Ontario K1R 7X7

regulator FCLYOEers COm

May 7, 2020
Filed Via GCKey

Mr. Claude Doucet

Secretary General

Canadian Radio-television and
Telecommunications Commission

1 Promenade du Portage

Ottawa, Ontario K1A ON2

Dear Mr. Doucet,

Re: PIAC Application Regarding Pandemic Contact-Tracing at Application and
Network Levels

Rogers Communications Canada Inc. (“Rogers”) is in receipt of a Part 1 Application (the
“Application”) from the Public Interest Advocacy Centre (“PIAC”), filed with the
Commission on May 4, 2020. In its Application, PIAC requested specific action in
relation to Canadian telecommunication service providers’ (“TSPs”) involvement in
potential or actual pandemic contact-tracing for public health.

In addition to requiring TSPs to disclose involvement in contact-tracing as a condition of
service, relief sought by PIAC includes a request for Commissioner oversight to “inquire
into and report upon contact tracing, as well as to liaise with public health authorities
and governments and non-telecom private parties” or to hold a formal Notice of
Consultation in the matter of contact-tracing.

The Office of the Privacy Commissioner of Canada (“OPC”) and all provincial and
territorial Information and Privacy Commissioners (collectively, “Privacy
Commissioners”) have been actively participating in the privacy debate surrounding
contact-tracing in Canada for many weeks, including discussions with provincial health
authorities and parties developing contact-tracing applications.

As recently as today, May 7, 2020, these Privacy Commissioners issued a joint
statement outlining the expected principles to be adhered to by governments developing
contact-tracing applications. The OPC, which regulates the privacy practices of
telecommunications services providers, also issued guidance on privacy and Covid-19
on March 20, 2020. It subsequently released a framework to assist government
institutions to assess privacy-impactful initiatives in response to COVID-19 on April 17,
2020.
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Given the issue that PIAC has asked the Commission to intervene in has already been
addressed by significant guidance and oversight by Privacy Commissioners, as outlined
above, Rogers requests the Commission dismiss the PIAC Application for a Part 1
proceeding.

Sincerely,

{Original signed by}

Ted Woodhead
SVP, Regulatory

cc. John Lawford, PIAC
Respondent as identified in PIAC’s Application
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To: Mr. Claude Doucet
Secretary General
Canadian Radio-television and
Telecommunications Commission
Ottawa, Ontario
K1A ON2

Subject: PIAC Part 1 Application Regarding Pandemic Contact-Tracing Application and Network
Levels — Bell Supports Rogers request to dismiss

Dear Mr. Doucet,

1. We are in receipt of the letter filed with the Commission by Rogers Communications Inc. (Rogers),
dated 7 May 2020, in which Rogers requests that the Commission dismiss the application by Public Interest
Advocacy Centre (PIAC) for a Part 1 proceeding regarding Canadian telecommunication service providers
(TSPs) involvement in potential or actual pandemic contact-tracing. We support Rogers' request to dismiss
PIAC's application for the reasons set out in Rogers' letter.

2. As noted in Rogers' letter, the Office of the Privacy Commissioner of Canada (OPC) and all
provincial and territorial Information and Privacy Commissioners (collectively "Privacy Commissioners") are
actively engaged in the current public discussions regarding privacy and the COVID-19 outbreak. This
involvement has resulted in the issuance of a joint statement that sets out the guidelines that the Privacy
Commissioners expect governments to follow if developing or using any contact-tracing application®, which
followed earlier OPC guidance for both private sector organizations, including TSPs, and government
institutions regarding information sharing in response to public health situations.? Given the active
engagement by Canada's Privacy Commissioners with the issues raised by PIAC and the significant
guidance and oversight already provided by them, there is no requirement for the Commission to institute
a Part 1 proceeding.

3. Bell therefore respectfully requests that the Commission dismiss PIAC's application.
Yours truly,
[ Original signed by R. Barber ]

Ruby Barber
Assistant General Counsel

c.c.. Stephen Millington, CRTC
PIAC
Rogers
All Canadian TSPs

*** End of Document ***

1 hitos Mweaw priv.ac.calen/opc-news/news-and-announcements/2020/nr-c 200807/,

2 hitps/ivesw.priv.ac.ca/en/privacy-topics/healih-genstic-and-other-body-information/health-
smergenciesiod covid 202003/,

Bell Canada

Ruby Barber

Floor 19

160 Elgin Street

Ottawa, Ontario K2P 2C4

Telephone: (613) 785-1555
Facsimile: (613) 560-0472
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PUBLIC INTEREST ADVOCACY CENTRE
LE CENTRE POUR LA DEFENSE DE L'INTERET PUBLIC

285 Mcleod Street, Suite 200, Ottawa, ON K2P 1A1

12 May 2020

Mr. Claude Doucet

Secretary General

Canadian Radio-television and
Telecommunications Commission

Ottawa, ON K1A ON2

VIA GC KEY
Dear Mr. Doucet,

Re: Application Regarding Pandemic Contact-Tracing at Application and Network Levels
Reply of PIAC to Procedural Letters of Rogers and Bell to Dismiss Application

The Public Interest Advocacy Centre {PIAC) is in receipt of two procedural letters, one from Rogers,
dated 7 May 2020 and one from Bell, dated 12 May 2020, in relation to our Part 1 Application filed 4
May 2020 requesting certain action by the Commission directed to all Canadian telecommunications
service providers’ regarding their potential involvement in pandemic contact-tracing for public health
purposes.

Rogers asked that the Application be dismissed and Bell supported Rogers for the reasons Rogers gave.

Rogers has pointed to a joint statement (the day Rogers filed its objection) made by Office of the Privacy
Commissioner of Canada (“OPC”) and all provincial and territorial Information and Privacy
Commissioners (collectively, “Privacy Commissioners”). Rogers describes the Privacy Commissioners as
having “issued a joint statement outlining the expected principles to be adhered to by governments
developing contact-tracing applications.” Rogers continues that:

The OPC, which regulates the privacy practices of telecommunications services providers, also
issued guidance on privacy and Covid-19 on March 20, 2020. It subsequently released a
framework to assist government institutions to assess privacy-impactful initiatives in response
to COVID-19 on April 17, 2020.

Given the issue that PIAC has asked the Commission to intervene in has already been addressed
by significant guidance and oversight by Privacy Commissioners, as outlined above, Rogers
requests the Commission dismiss the PIAC Application for a Part 1 proceeding.

While it is encouraging to see the Privacy Commissioners engaging so quickly with this important issue
and indicating guidance at the level(s) at which they have (limited) jurisdiction, the fact is that the CRTC
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is the only regulator that has jurisdiction to allow or prohibit use of confidential customer information
obtained from Canadians’ use of their services or any other aspect of telecommunications.

The CRTC has on numerous occasions, and most clearly in Telecom Decision 2003-33, stated that its
jurisdiction over privacy of telecommunications is separate and additional to, for example, the OPC’s
jurisdiction under the Personal Information Protection and Electronic Documents Act (PIPEDA). In
addition, it has asserted its jurisdiction to apply higher privacy standards than those set in generalist
privacy legislation.

We do not believe that the Commission can avoid its jurisdiction when it has a valid application before it
that addresses that exact jurisdiction, and which jurisdiction is not existing elsewhere in the legal
system. It is not up to the regulated telecommunications companies to state that they are regulated in
some other fashion to avoid the Commission’s jurisdiction under the Telecommunications Act.

We therefore ask the Commission to dismiss these two procedural requests to dismiss our application,
which was duly filed in accordance with the Rules and to allow it to proceed, and to please post our
Application on the CRTC’s website, which, to date, has not yet occurred.

Sincerely,

L.

John Lawford,
Counsel to PIAC

cc All Canadian TSPs
Stephen Millington, CRTC
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o . TELUS
— TELU S ° Floor 8, 215 Slater St.

Ottawa, Ontario
Canada KI1P 0A6

www.telus.com

Stephen Schmidt (613) 597-8363 Telephone
Vice-President — Telecom Policy & Chief Regulatory Legal Counsel (613) 597-8374 Facsimile
Telecom Policy & Regulatory Affairs regulatory.affairs@telus.com

May 12, 2020

Mr. Claude Doucet

Secretary General

Canadian Radio-television and
Telecommunications Commission

Ottawa, ON KI1A ON2

Dear Mr. Doucet:

Re: PIAC Part 1 Application Regarding Pandemic Contact-Tracing at
Application and Network Levels — Response of TELUS Communications
Inc. (“TELUS”)

1. TELUS is in receipt of a Part 1 Application Regarding Pandemic Contact-Tracing
at Application and Network Levels filed by the Public Interest Advocacy Centre
(“PIAC”) on May 4, 2020. Among its various relief, PIAC requests that the
Commission “clarify that TSPs [telecommunications service providers] must
follow the privacy requirements of the Telecommunications Act” and require
telecommunications service providers to disclose involvement in contact-tracing
as a condition of service. PIAC also asks for the Commission to “inquire into and
report upon contact-tracing, as well as to liaise with public health authorities and
governments and non-telecom private parties.”! TELUS is also in receipt of a
response to PIAC’s Part 1 Application from Rogers Communications Canada Inc.
(“Rogers™), dated May 7, 2020.

2. TELUS supports Rogers’ position that the Commission should dismiss PIAC’s
Part 1 Application, because none of PIAC’s requested relief is necessary. There is
no need for the Commission to make any clarification regarding the requirements
of TSPs to adhere to Canadian privacy law. The Federal, Provincial and Territorial
Privacy Commissioners (collectively, “Privacy Commissioners™) are already fully
engaged and have the broad jurisdiction necessary to protect privacy in relation to
contact-tracing, regardless of the technology used.

Application of PIAC, paras 4-5.
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TELUS Communications Inc.
May 12, 2020

3. In addition, the Privacy Commissioners have already released a framework of
privacy principles for governments that plan to use contact-tracing applications.”
This framework includes the principles of legal authority, necessity,
proportionality, de-identification and transparency, among others, and
underscores the requirement to obtain clear, meaningful and specific separate
consent from participants to initiate contact-tracing for public health purposes.

4. The Privacy Commissioners have the policy and technical expertise to review the
privacy impacts of any contact-tracing applications in use in Canada.> The
Federal Office of the Privacy Commissioner (the “OPC”) protects the privacy
rights of Canadians in accordance with the Federal Privacy Act and the Personal
Information Protection and Electronic Documents Act. The OPC issued an
advisory on privacy issues related to COVID-19 in March 2020,* and a
“Framework for the Government of Canada to Assess Privacy-Impactful
Initiatives in Response to COVID-19,”> which demonstrate that it is actively
overseeing the privacy impact of responses to the pandemic, such as contact-
tracing by governments or the private sector.

5. Federal and provincial health authorities are urgently working to address public
health concerns related to COVID-19. The Commission should not initiate a
duplicative review of contact-tracing in Canada that could delay the use of
contact-tracing applications by governments that are compliant with the
framework developed by Privacy Commissioners.

6. PIAC’s requested relief, including a Commission inquiry into contact-tracing, is
unnecessary, especially given the current engagement of the Privacy
Commissioners. TELUS asks that Commission dismiss PIAC’s application.

Yours truly,
{Original signed by Stephen Schmidt}

Stephen Schmidt

Office of the Privacy Commissioner of Canada, Supporting public health, building public trust:
Privacy principles for contact tracing and similar apps, “Joint Statement by ~ Federal,
Provincial ~and  Territorial  Privacy  Commissioners”, 7 May 2020, online:
<https://www.priv.gc.ca/en/opc- news/speeches/2020/s-d_20200507/>.

As noted in the May 7, 2020 Joint Statement, Information and Privacy Commissioner of Alberta
is reviewing a privacy impact assessment for the ABTraceTogether app that was recently launched
in Alberta, and will provide recommendations directly to the Government of Alberta.

See <https://priv.gc.ca/en/privacy-topics/health-genetic-and-other-body-information/health-
emergencies/gd_covid 202003/>.

See <https://priv.gc.ca/en/privacy-topics/health-genetic-and-other-body-information/health-
emergencies/fw_covid/>.
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TELUS Communications Inc.
May 12, 2020

Vice-President - Telecom Policy & Chief Regulatory Legal Counsel
Telecom Policy & Regulatory Affairs

KMZ/jr

cc. Stephen Millington, CRTC, stephen.millingtonfcric.ge.ca
Nanao Kachi, CRTC, nanao.kachitweric.gc.ca
Kaitlin Mackenzie, TELUS, (613) 597-8328, kaitlin.mackenzie@telus.com
John Lawford, PIAC, j.lawford@sympatico.ca
Ted Woodhead, Rogers, regulatorvi@rci.rogers.com

* * * End of document * * *
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May 13, 2020
Filed Via GCKey

Mr. Claude Doucet

Secretary General

Canadian Radio-television and
Telecommunications Commission

1 Promenade du Portage
Ottawa, Ontario K1A ON2

Dear Mr. Doucet,

Re: PIAC Application Regarding Pandemic Contact-Tracing at Application and Network
Levels

The Canadian Wireless Telecommunications Association (“CWTA?”) is in receipt of the letter filed
with the Commission by Rogers Communications Canada Inc. (“Rogers”™), dated May 7, 2020, in
which Rogers requests that the Commission dismiss the application by the Public Interest Advocacy
Centre (“PIAC”) for a Part 1 proceeding regarding Canadian telecommunication service providers
(“TSPs”) involvement in potential or actual pandemic contact-tracing. CWTA supports Rogers’
request to dismiss PIAC’s application.

As noted in the Rogers letter, the Office of the Privacy Commissioner of Canada (“OPC”) and all
provincial and territorial Information and Privacy Commissioners (collectively “Privacy
Commissioners™) are actively engaged in the public discussion regarding privacy and the COVID-19
outbreak. Rogers also highlights that this engagement has resulted in the issuance of a joint statement
that sets out the guidelines that the Privacy Commissioners expect governments to follow if
developing or using any contact-tracing application.' This followed earlier OPC guidance for both
private sector organizations, including TSPs, and government institutions regarding information
sharing in response to public health situations.”

It is also apparent that governments that have launched, or announced plans to launch, a contact-
tracing application are doing so under the oversight of their respective privacy commissioners. For
example, Alberta recently launched its AB TraceTogether application and provided Alberta’s
Information and Privacy Commissioner with a privacy impact assessment on the app. The
Commissioner has stated his appreciation that Alberta Health will be publishing a summary of the

1 y . L ; . . e e ¢
httns//www.oonv.ec.cag/en/opo-news/ news-and-announcements/202 0/nr-c 200307/

2 Iy . (o s sk . . )
httos:www priv oo on/en/orivacy-tonies/healthr-venetic-and-other-bodv-information/healih-

emergencies/zd covid 202003/
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privacy impact assessment and indicated that he will continue to monitor the implementation of the
app.

In New Brunswick, the provincial government indicated that it is developing a contact-tracing app and
emphasized that privacy is “always an overriding principle”.* To that end, the government has briefed
its province’s privacy commissioner on the app it intends to launch, and is scheduled to provide a
demonstration of the app to the Commissioner prior to launch.’

It is important to note that the above-mentioned apps are not being developed by or on behalf of, or
being implemented by, our TSP members. For example, the Alberta government application was
developed by the consulting firm Deloitte, and is being distributed by the government via the Apple
App Store and Google Play Store. Were TSPs “pushing” such apps out to customers, or even making
them available to customers in app stores, they would be required to comply with the very rigorous
standards set out in CASL for disclosure or consent in connection with the installation of computer
programs on customer devices. The Commission is well aware of these strict requirements given that it
has primary enforcement responsibility under CASL.

In addition, if TSPs were asked by government authority to disclosure customer personal information
in connection with contact-tracing, such action could only be taken in compliance with the Personal
Information Protection and Electronic Documents Act (“PIPEDA”).

As such, CWTA respectfully submits that if TSP members were, at any point, to develop or implement
contact-tracing apps, or otherwise be involved in contact-tracing at government request; there are
already two pieces of legislation — one administered by the Commission and the other overseen by the
OPC — that apply to such activities. Our TSP members take these obligations, and the privacy and
security of customer information, seriously.

In conclusion, CWTA is aligned with Rogers’ request given that:

e [f TSPs were to develop or implement contact-tracing apps or other methodologies, or be
otherwise engaged by governments in contact-tracing at the request of governmental
authorities, such activities would be subject to PIPEDA and, very possibly, CASL; and

e (Canada’s Privacy Commissioners are seized with the issues raised by PIAC, both through the
issuance of guidance and engaging in oversight of contact-tracing methods adopted or
announced by governments in Canada.

7 httpsy//www . oipe.ab.calmews-and-events/news-releases/2020/commissioner-comments-on-alberta%F2%80%99s-contact-
tracing-app.asnx
4 https:/fwww che.ca/news/canada/new-brunswick/covid- 1 9-contact-tracing-app-new-brunswick-1 554 8334

3 hips://www.cbe.ca/news/canada/new-brunswick/covid- 1 9-contact-fracing-app-privacy-new-brunswick-1.5552750 .
Newfoundland and Labrador have also indicated it is working on the development of a contact-tracing app and news
reports suggest that the province’s Privacy Commissioner is aware and ready to provide oversight of its implementation -
httos//www thetelegram. com/news/local/privacv-and-public-health-can-coexist-with-contaci-tracing-
app-privacy-commissoner-443323/
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For these reasons, CWTA respectfully requests that the Commission dismiss PIAC’s application for a
Part 1 proceeding.

Sincerely,

[ORIGINAL SIGNED BY ERIC SMITH]

Eric Smith
Senior Vice President

cc: John Lawford, PIAC
Respondent as identified in PIAC’s application

**% Fnd of Document ***
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Consell de la radiodiffusion et des Canadian Badio-television and
@lecommunications canadiennes Telecormmunications Commission

Ottmwa, Canada

KA ONE DM3847882

Ottawa, 13 May 2020

John Lawford

Exeacutive Direclor and General Counsel
Pubilic Interest Advocacy Centre

285 Mcleod Strest, Suite 200

Ottawa, Ontario K2P 1A1
dawlord@piac.ca

Subiect: Application submitted by PIAC regarding pandemic contact-tracing by major
Canadian telecommunications service providers

Dear Mr. Lawford,

This letter is in response to the above-noted application, dated 4 May 2020, in which you
request Commission action 1o ensure that pandemic contact tracing applications for public
health purposes are developed “in the fairest, most open and transparent manner, non-
coercively and only for the intended purpose(s).

| appreciate the concerns raised in your application and understand that this issue is a concern
for many Canadians and various organizations, such as yours.

P would like 1o take this opportunity to reiterate that telecommunications service providers
(TSPs) must adhere to the Telecommunications Act, including all applicable Commission rules
concerning the protection of customer privacy. In addition, Canada’s Anti-Spam Legislation’
(CASL) prohibits the installation of a computer program to ancther person's computing device in
the course of commercial activity without the express consent of the device owner or an
authorized user. Please be assured that we continuously monitor adherence to these and other
legisiative and reguilatory requirements that fall within the CRTC's authority,

While the CRTC regulates several areas of the Canadian telecommunications sector (including
some aspects relating to privacy) under the Telecommunications Act, the issues raised in your
application appear to extend beyond the CRTC's purview. TSPs are generally not involved in
the development of third-party applications, in the subsequent downloading of these
applications by Canadians or in the development of the operating software of the devices that
are used to access TSPs networks. TSPs provide the networks over which applications
operate and in some cases, may have provided the device used 1o access the network.

' The CRTC is responsible for the enforcement of sections 6 to 8 of CASL.

L

Canada
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Consell de la radiodiffusion et des Canadian Badio-television and
@lecommunications canadiennes Telecormmunications Commission

Ottmwa, Canada

KA ONE DM3847882

According to the available information, the one contact tracing application to be released in a
jurisdiction in Canada is voluntary 1o download and does not appear to rely on collecting data
from the TSPs” networks, but rather relies on Blustooth technology. Other applications that are
being proposed or developed by other governments and health authorities in an effort to
manage the current health crisis appear o be modeled on the same voluntary- and Bluetooth-
based approach.

Morsover, | was pleased to see thal a oinl slatement was released on 7 May 2020 by federal,
provincial and territorial privacy commissioners outlining privacy principles for contact racing
applications. These principles included, amongst others, meaningful consent, time and purpose
limitations, transparency and accouniability. Prior to this joini statement, the Office of the
Privacy Commissioner of Canada (OPC), who is responsible for enforcing federal privacy laws
that set out the rules for how federal government institutions and certain businesses must

response to COVID-18 on 17 April 2020,

This situation and the efforts to contain and manage it continue to evolve. Commission staff will
continue to closely monitor all relevant developments and, where appropriate, will send requests
for information to TEPs with respect to this issue. As part of its monitoring efforts, Commission
staff will maintain contact with staff from the OPC, the federal lead on privacy issues. However,
there would appear to be no evidence that current privacy frameworks are not sufficient to
address recent efforts or that initiating a public proceeding would be beneficial to Canadians at
this time.

in light of the above, | inform you that your application will not be further considered.
Yours sincerely,

Originally signed by Scott Hutton

Chief, Consumer, Research and Communications
Canadian Radio-television and Telecommunication Commission

L

Canada
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PUBLIC INTEREST ADVOCACY CENTRE
LE CENTRE POUR LA DEFENSE DE L'INTERET PUBLIC

285 Mcleod Street, Suite 200, Ottawa, ON K2P 1A1

14 May 2020

Mr. Claude Doucet

Secretary General

Canadian Radio-television and
Telecommunications Commission

Ottawa, ON K1A ON2

VIA GC KEY
Dear Mr. Doucet,

Re: Application Regarding Pandemic Contact-Tracing at Application and Network Levels
REQUEST of PIAC for COMMISSION to Accept Application, Reject Procedural Motion to Dismiss
and to POST our Application on CRTC Website

The Public Interest Advocacy Centre (PIAC) is in receipt of CRTC staff letter, dated yesterday, which
purports to hold that the above-noted “application will not be further considered”.

We also note that Commission staff continues to fail to post our Application, which was duly filed, which
CRTC website posting is required by s. 23 of the Rules of Practice and Procedure, which reads: “The
Commission must post on its website all applications that comply with the requirements set out in
section 22.”

By this letter, PIAC requests that the Commission, not staff, issue a ruling on a procedural request by
Rogers to dismiss our Application (supported by Bell and TELUS). We further request that the
Commission direct staff to forthwith post our application.

Staff does not have the power to “not consider” a duly filed Application. In our view, it is legally filed
and not yet dealt with by the Commission, which has the sole power to rule on Rogers’ request.

Subsection 3(1) of the CRTC Act constitutes the “Commission” as the up to 13 members of the
Commission appointed by the Governor in Council. Subsection 12(2) provides that the full-time
members of the Commission (and the Chairperson, for Chairperson duties, which does not include
adjudicating Applications on his or her own) exercise the power of the Commission, not staff.

It is unclear to PIAC upon what authority the CRTC can “not consider” an application. Although the
Rules allow an adjournment of a proceeding (s. 10(a)), there is no explicit “suspension of consideration”
power.

There is a general power to dispense with or vary the Rules under s. 7, “[ilf the Commission is of the
opinion that considerations of public interest or fairness permit”.
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The judicial powers of the Commission in s. 55 of the Telecommunications Act do not speak of
suspension of consideration or similar procedural powers, although there is a “basket clause” in subs.
55(e) that permits it “the doing of anything else necessary for the exercise of its powers and the
performance of its duties.”

PIAC presumes, therefore, that the Commission may therefore suspend “consideration” of the
application as a form of adjournment, as modified by the power in s. 7 of the Rules to vary that rule, if it
would be “in the public interest”. For the reasons given in the Application, PIAC does not believe that it
would be in the public interest to adjourn our Application.

PIAC finally notes that under subs. 52(3) of the Telecommunications Act that:

“The power of the Commission to hear and determine a question of fact is not affected by proceedings
pending before any court in which the question is in issue.”

We submit that the same argument would apply to any inquiries opened by Privacy Commissioners.

Therefore PIAC requests that the Commission rule on Rogers’ request that the Commission dismiss our
Application without process or a hearing. We submit that to do so, the Commission would have to meet
a very, very, very high bar indeed. This is because the CRTC has a special jurisdiction to protect
confidential customer information derived from the use of cellphones and the Internet and telephone
networks. This jurisdiction has, until now, been jealously guarded by the Commission. The Commission
therefore has a responsibility to telecommunications subscribers to ensure their privacy. The
Commission is the only regulator with clear oversight and enforcement jurisdiction over the
telecommunications providers who, we reiterate, will undoubtedly will be integral to the creation of any
truly effective contact-tracing or other public health application.* Our application being dismissed
without consideration of these particular jurisdictional powers of the Commission, or by leaving it wholly
in the hands of the Privacy Commissioners who do not have such jurisdiction or powers, we submit,
denies the public the benefit of the Telecommunications Act, which we submit is an impermissible
abdication of the Commission’s powers.

Again, if the Commission approves such uses and the consent required after an open, public proceeding
such as our Application, or a Notice of Consultation, that is appropriate. What is not appropriate is
attempting to avoid the issue, which will not go away.

Sincerely,

John Lawford,
Counsel to PIAC

cc All Canadian TSPs
Stephen Millington, CRTC

* Lest the Commission believe that this is not the case, we invite you to peruse TELUS’ “Data for Good — Privacy
Statement” document at: hiips:/fwww telus.comfen/about/covid-19-undates/orivacy-statement

This document purports to outline what TELUS will do in relation to telecommunications data of subscribers and
public health uses. PIAC opposes uses 2-5 without a CRTC hearing and prior approval.
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Vice-President — Telecom Policy & Chief Regulatory Legal Counsel (613) 597-8374 Facsimile
Telecom Policy & Regulatory Affairs regulatory.affairs@telus.com

May 15, 2020

Mr. Claude Doucet
Secretary General
Canadian Radio-television and

Telecommunications Commission
Ottawa, ON  KIA ON2

Dear Mr. Doucet:

Re: PIAC Part 1 Application Regarding Pandemic Contact-Tracing at
Application and Network Levels — Response of TELUS Communications
Inc. (“TELUS”)

1. TELUS is in receipt of a letter filed by the Public Interest Advocacy Centre
(“PIAC”) dated May 14, 2020 as a follow-up to its above-noted application. In its
letter, PIAC claims that the Commission is the “only regulator with clear oversight
and enforcement jurisdiction over the telecommunications providers.” Further,
PIAC suggests that telecommunications service providers “will undoubtedly will
be integral to the creation of any truly effective contact-tracing or other public
health application.”" As purported support for this statement, PIAC provides a link
to TELUS’ webpage outlining its Data for Good Privacy Statement.” PIAC is
simply wrong in fact and law.

2. The Federal Office of the Privavcy Commisioner (“OPC”) has jurisdiction over
telecommunications service providers as federal undertakings, pursuant to the
Personal Information Protection and Electronic Documents Act (PIPEDA). The
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