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Project Summary 

1. Several government agencies including New Zealand Police (Police) currently have 

channels for the public to report concerning behaviours and incidents, including those 

related to terrorism or violent extremism. However, many people who want to share their 

concerns, whether that is speaking up about an incident or seeking assistance when 

someone they know is at risk of radicalisation, are unclear about where to go for help and 

who can respond. 

2. The Royal Commission of Inquiry into the terrorist attack on Christchurch masjidain (the 

RCOI) signalled the need for a more coordinated cross-agency response that removes 

these barriers for the public.  

3. Specifically, Recommendation 12 of the RCOI is to: Develop and promote an accessible 

reporting system that enables members of the public to easily and safely report 

concerning behaviours or incidents to a single contact point within government. 

4. As part of the Government’s response to the Recommendation 12 of the RCOI, Police is 

leading the development of a Business Case for a new reporting system for concerning 

behaviours and incidents related to terrorism or violent extremism (Recommendation 12 

reporting system).  

5. The purpose of the new Recommendation 12 reporting system is to: 

• improve current systems and processes for the public to report concerning 

behaviours and incidents related to terrorism or violent extremism to a single point 

within government 

• improve the system across government agencies, including Police, for joining up, 

triaging, and managing publicly reported information to: 

o address current gaps in how these agencies understand threats and remove 

information siloes 

o enable these agencies to better coordinate national responses, including 

undertaking prevention activities and monitoring and investigating reports of 

terrorism or violent extremism behaviours and incidents. 

6.  
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7. Police is currently leading the development of a cross-agency1 Business Case and has 

not yet determined the final design of the Recommendation 12 reporting system.  

8. As an initial step, Police has undertaken a preliminary Privacy Impact Assessment (PIA) 

to identify: 

• how the collection, use, and sharing of information through the Recommendation 12 

reporting system may differ from  

 (i.e. status quo) 

• any additional privacy risks relating to the use, storage, and disposal, etc. of personal 

information collected through the Recommendation 12 reporting system that Police 

will need to address during the system design phase. 

9.  

 

  

10. Police will complete a more detailed PIA after confirming the detailed system design for 

the Recommendation 12 reporting system. This will include a more detailed assessment 

of the specific controls that Police has incorporated into the final design to mitigate 

privacy risks. 

 

  

‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒‒ 
 

 

1 Police is working with the Department of the Prime Minister and Cabinet, New Zealand Security 
Intelligence Service, Department of Internal Affairs, and Ministry for Ethnic Communities. 
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Project Detail 

1. Purpose - collection, use, disclosure or sharing  

Purpose for new information collection 

11.  
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16.

Using currently held information for a new purpose 

17.

Sharing information with, or disclosing information to other agencies 

19. The RCOI identified that while several agencies collect information from the public on

concerning behaviours and incidents, this information is not always appropriately shared

or shared in a timely way between these agencies. Information siloes can create

vulnerabilities for identifying national security threats and barriers to effectively respond to

these threats.

20.
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Collaborating with others to gain insights 

23.  

 

 

 

 

  

2. Transparency, technology and social expectations 

Notifying individuals and communities  

24.  there will need to be clear communication with the public about 

what information they can be report through the Recommendation 12 reporting system. 

There will also need to be clear disclaimers when the public makes reports about what 

will happen with their information,  

.  

25. Currently, Police explicitly sets out on the Police public website how we manage personal 

information that we receive (https://www.police.govt.nz/about-us/how-we-manage-

personal-information).  

 

26. Police acknowledges that affected communities (and the RCOI) in relation to public 

reports about threats, have repeatedly called for agencies to notify those making reports 

about the value of the information they provide and what action has been taken.  

 

 

 

Use of technology 

27.  

 

 

 

 

 

Involving service users and meeting social expectations 

28. Police has externally engaged with affected communities and Kāpuia (the Ministerial 

Advisory Group on the Government’s response to the RCOI) on the response to 

Recommendation 12 of the RCOI. We have also convened a cross-agency Governance 

Group to provide support and guidance as Police develops the Business Case for the 

Recommendation 12 reporting system. This Group comprises senior officials from Police, 

the Department of the Prime Minister and Cabinet, Department of Internal Affairs, New 

Zealand Security Intelligence Service, and Ministry for Ethnic Communities. This Group is 

also supported by advisory group of officials from these agencies. 

29. Police will continue to engage these stakeholders in the design and implementation 

phases of the Recommendation 12 reporting system. 
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3. Fairness and quality 

Collecting, using, disclosing or sharing information respectfully and fairly 

30.  

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

Information sources, data quality and purpose 

33.  

 

 

 

 

 

 

 

 

 

 

 

  

4. Systems and security 

Describe the security and privacy features of the platform used to store 

information 

35.  
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36.  

 

  

 

 

 

 

  

 

 

 

 

 

 

 

  

9(2)(f)(iv)



JLLE
Risk description Pre-existing Controls ‘Recommended controls
Vina coud Happen andhow wil hisaffect | What pre-existing conics reinplaceto __ [To reduce risktoan acceptable evelnhao Fotos reduce the pactanc elhoodofrrisk

(rietydescr any extn pracice, pois,
Purpose - collin, use, Algaeof Haring

I———
—

|—

 conriomnce (o/poice



Wek description Pre-eisung Contos RESetoamsVint coud hae and ho vil is fect |ina pe-oxsi cons ae inioceo | Tore rk oon cceptaieeelva orFon ens he impatas eias of ha tsk
arty Gosiaary sing Pose ob
 —RYI—

wcomnnexce (police



Reco ony ow af ltd acyok a1 fo the rfc Contwih relevant sfc ateaxprs a odd
RS desription Pre-eisung Contos RetoamisVint coud happen andhn ilifect |Vina pecs cons ae ini o_|Torerkooncepa eelasorFon ens he impatas eias of h tsk

orsdesmaay sing Pose er
To PRET SSC poche

i—
| eea—_—

wcomnnence (police



TS
Redescription Pre-eisung Contos Rea etoamIShVint coud hae andhn il ifect |inapesconsaenia to |TorerkooncceptaieeelmsorFon ens he impatas eiasofhatsk

ertydesuay sing Pose ob
[Faimessandguaty |

[Systemsandsecurity |
II—

=

——————|——

wcomnnence (police



Record any new of seve peivacyrsars fom theprec, Consul virelevantsubjectmater expert a needed
Riskdescription Pre-existing Controls ‘Recommended controls
Vina coud Happen and how wil hisaffect | What pre-exstng contr reinplaceto __ [Toreducerisk toan acceptable evelndao Fotos reducethe pactand Ielhoodofrrisk

(rietydescr any extn brace, poy,ortechncal cons)

. wm conrioence (o/poice



 
PRIVACY IMPACT ASSESSMENT 14 

 

 

ASSURANCE GROUP I N  CONFIDENCE  

 

 

Summary of findings and recommendations 

39. As highlighted throughout this preliminary PIA, Police will need to undertake further work 

to determine the final design of the Recommendation 12 reporting system. At this stage, 

as we do not know detailed design of specific aspects  

, it is not possible to fully canvass privacy risks. 

Instead, this preliminary PIA notes areas for further consideration as part of the system 

design phase.  

  

 

  

 

  

 

  

 

  

  

 

  

  

40. It will be necessary for Police to complete a more detailed PIA after confirming the 

detailed system design for the Recommendation 12 reporting mechanism. This will need 

to take into consideration the specific controls that have been incorporated into the final 

design to mitigate privacy risks. 
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Appendix A: Guiding principles

Purpose - collection, use, disclosure or sharing

+ Any collection, use or sharingof informationisfor a reasonable and well-defined purpose aligned

to Police strategic priorities and values,or thoseoftheagencywesharewith.
+ Consider whether useofidentifiable personal information is necessary, and only collect, use, or

share the minimum informationneededto achieve the outcome.

+ Risks and potential negative outcomes should be assessed so i's clear how these balance
against positive outcomes

Transparency, participation, and social expectations

+ Tell people in a way that makessenseto them what information is collected about them, how it

will be used, who it will besharedwith and why, even ifitwill beusedor shared in away that

does not and cannot be used to identify them.

+ Even when there is no legal requirementtotell people, being openaboutwhatwedowith
information is importanttomaintain public trust and respect in Police.

+ Consult with a diverse and representative group of community stakeholders to reflect the different

perspecives, values, concems and needsofindividuals and communities. For example, when
considering useof new technologiesorprocesses such as artificial intelligence and automated

decision making.

Fairness and quality

+ Collect and use information in waysthatare proportionate in scope and scale, respectful of
individuals and communities and does not unreasonably intrudeonthe privacy interests of

individuals or groups.
+ Ensurethe accuracy and qualityofinformation is fit for purpose for its intended use or to share

with others.
+ Information is a strategic asset and maintaining its accuracy through its lifecycle is a key

‘component in delivering policing services.

Systems and security

+ Apply information management practices that align with security standards. Consider the
sensitivityofthe information being collected, used, shared, and reported.

+ Store and maintain informationsothatitis accessible and reliable, and only keepitforaslong as

itis necessary and relevant.
+ Ifa privacy breach occurs, address it quickly, and be accountableforit.

ASSURANCE GROUP IN conFipENcE (police





EC
EE —

(=O
a. a
am—- |er
== st
_—=—5J




