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EoA GEORGE BUSH INTERCONTINENTAL AIRPORT

PO Box 60457 
Houston, TX 77205 0457

US


ODYSSEUS
DEMETRIADI

 






 Your Global Entry Program Membership #980210357

Dear ODYSSEUS DEMETRIADI:

Thank you for your participation in the Global Entry program of U S  Customs and Border Protection (CBP)

Global Entry is a voluntary program available to travelers that pass a comprehensive background investigation.
Applicants found to be ineligible for Global Entry
participation may still be permitted to enter into the United States
although they will not be permitted to use the Global Entry dedicated lanes.

We regret to inform you that your membership in Global Entry
has been revoked for the following reason(s)

You do not meet eligibility requirements.

If you believe the decision was based upon    , you may be eligible to request
reconsideration through the Trusted Traveler Program application website: https://ttp.dhs.gov/.

Reconsideration Requests and attachments to the Ombudsman should be in English and must include the
following details:


1. Date of denial and denial reason(s) from this letter
2. Summary of information to further clarify a record or explain an incident or arrest;
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3. Court disposition documentation in PDF format for all arrests or convictions, even if expunged; and/or
4. Other supporting documentation you feel may influence the Ombudsman's decision. Supported formats:

PDF, DOCX, DOC, PNG, JPEG, and GIF.

The review by the Ombudsman will be based on the information provided by you and should include any
information to further clarify a record, explain an incident or arrest, or show the disposition of criminal charges.
Please remember that the following circumstances may make you ineligible for participation:

1. Providing false or incomplete information on the application;
2. Convictions for any criminal offense or pending criminal charges to include outstanding warrants;
3. Violations of any customs, immigration, or agriculture regulations or laws in any country;
4. Inadmissibility to the United States under immigration laws;
5. Receipt of a criminal pardon from any country; or
6. Other circumstances that indicate to CBP that you have not qualified as "low risk."

CBP is committed to the fair, impartial and respectful treatment of all members of the trade and traveling public,
and has memorialized its commitment to nondiscrimination in existing policies, including the February 2014 CBP
Policy on Nondiscrimination in Law Enforcement Activities and all other Administered Programs.

Sincerely,

Supervisor, Global Entry Enrollment Center

U.S. Customs and Border Protection
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Odysseus Demetriadi

Date May 30th, 2022
To US Customs Border Protection Office
From Odysseus Demetriadi
Subject Global Entry #980-210-357 - Reinstatement Request

To Whom It May Concern:

On Friday, April 22nd, 2022, my longstanding membership with the Global Entry program was revoked for
unknown reasons. A week later, Tatiana Wickert Braun, my girlfriend, partner and Chief Financial Officer
of my business had her Global Entry Membership revoked as well. Ms Braun’s member #984-077-119.

I am hereby requesting that my Global Entry Membership be reinstated as I have not broken any of the
membership rules which would make me ineligible.

I want to apologize in advance for the length of this letter and the number of documents uploaded but this
situation is very critical to my day-to-day life and operations of my business and I am going to address
and upload any and all information that I feel will be important in the decision to reinstate my Global Entry
membership.

Overview
1. I understand and respect that the Global Entry program is a privilege and this privilege has

allowed me to move my business, Tequila Blues, Inc (TBI) from Los Angeles to Tijuana, Mexico
back in Jan 2019.

2. Having a Global Entry Membership is critical to the day-to-day operations of my business.
Without this membership, I could not operate my business in Tijuana, Mexico.

3. I am a United States of America citizen, born in Greenwich, CT.
4. I have been a business owner most of my adult life
5. My primary and sole income in the USA is from
6. I have been the owner of since June 2012.
7. manufactures tee-shirts and the like for companies in the USA and sales over the last

24 months has been in excess of
8. My entire operation, including my sub-contract employees, are based in Tijuana, Mexico. I have

no office, warehouse or employees in the USA, with the exception of my partner and girlfriend,
, who lives with me and works from our home on most days of the week.

9. mailing address is located at

T rents office space from

USA-based company, is owned by Mr also the owner
of the Mexico-based company, 1

11. I own and reside at . I have owned this home
since 2001. The current equity in this property is in excess of

1

Case 1:23-cv-03350-CJN   Document 1-1   Filed 11/08/23   Page 5 of 36



Case 1:23-cv-03350-CJN   Document 1-1   Filed 11/08/23   Page 6 of 36



17. I earn a very good income from my business my personal finances position is very
strong. I do not live paycheck to paycheck and I am never short on money to pay my personal
bills. I would never risk my way of life doing anything illegally as it would jeopardize my way of
life, my business, my nine (9) year relationship with Ms Braun and the financial support of my
elderly mother who is in a homecare facility.

18. I do not need to earn additional income by doing anything illegal out of desperation to survive
financially and to jeopardize my way of life.

I believe in the ideals and justice of the USA. Would it fair for me to be held responsible or be
punished for something I did not do and beyond my knowledge for the independent actions of an
individual who was one of 400 + individuals working in a 60,000 sq/ft warehouse and office that I
had nothing to do with?

I did not personally or directly violate any Customs Rules & Regulations.

I request with great appreciation that the United States Customs & Border Protection Agency
reconsiders my status and reinstate my Global Entry membership.

Exhibits
Uploaded are the following exhibits:

1

3
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Nicolette Estok <nicolette@nationalsecuritylawfirm.com>

CBP FOIA - CBP-FO-2023-041132
1 me age

cbpfoia@cbp.dhs.gov <noreply@securerelease.us> Wed, Jul 5, 2023 at 3:53 PM
Reply-To: cbpfoia@cbp.dhs.gov
To  nicolette@national ecuritylawfirm com

                                                

Nicolette Lewandowski
National Security Law Firm
1250 Connecticut Avenue NW
Suite 700
Washington, District of Columbia 20036
 
07/05/2023

CBP-FO-2023-041132

Dear Nicolette Lewandowski:
 
This notice acknowledges receipt of your Freedom of Information Act (FOIA) request to U.S. Customs and Border 
Protection (CBP) received on 2/13/2023 for Odysseus Demetriadi. Please use the following unique FOIA tracking 
number CBP FO 2023 041132 to track the tatu  of your reque t   

Provisions of the Act allow us to recover part of the cost of complying with your request.  We shall charge you for records 
in accordance with the DHS FOIA regulations outlined on the DHS website, https://www.federalregister.
gov/document /2016/11/22/2016 28095/freedom of information act regulation  By ubmitting your reque t, you have 
agreed to pay up to $25.00 in applicable processing fees, if any fees associated with your request exceed this amount, 
CBP shall contact you; however, the first 100 pages are free. 
 
Con i tent with 6 C F R  Part 5  5 5(a) of the DHS FOIA regulation , CBP proce e  FOIA reque t  according to their 
order of receipt.  Although CBP’s goal is to respond within 20 business days of receipt of your request, FOIA does permit 
a 10-day extension of this time period in certain circumstances pursuant to 6 C.F.R. Part 5 § 5.5(c). Please note that due 
to the increasing number of FOIA requests received by this office, and a current backlog, it may take 6-9 months to 
receive a re pon e to your FOIA reque t  We are diligently working to proce  each reque t a  quickly a  po ible, in the 
order they were received. We appreciate your patience during this time. 
  
For additional information please consult CBP FOIA website please click on FOIA Act Resources or visit 
http //www cbp gov/ ite policy notice /foia

Sincerely, 
U.S. Customs and Border Protection

This message (including any attachments) contains confidential information intended for a specific individual and
purpose, and is protected by law. If you are not the intended recipient, you should delete this message and any
di clo ure, copying, or di tribution of thi  me age, or the taking of any action ba ed on it, by you i  trictly prohibited

Deloitte refer  to a Deloitte member firm, one of it  related entitie , or Deloitte Touche Tohmat u Limited ("DTTL")  Each
Deloitte member firm is a separate legal entity and a member of DTTL. DTTL does not provide services to clients. Please
see www.deloitte.com/about to learn more.

v.E.1
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Nicolette Estok <nicolette@nationalsecuritylawfirm.com>

CBP FOIA - CBP-FO-2023-041132
cbpfoia@cbp.dhs.gov <noreply@securerelease.us> Wed, Aug 30, 2023 at 10:24 AM
Reply-To: cbpfoia@cbp.dhs.gov
To: nicolette@nationalsecuritylawfirm.com

                                                

Nicolette Lewandowski
National Security Law Firm
1250 Connecticut Avenue NW
Suite 700
Washington, District of Columbia 20036

 
08/30/2023

CBP-FO-2023-041132

Dear Nicolette Lewandowski,

This is a final response to your Freedom of Information Act (FOIA) request to U.S. Customs and Border Protection (CBP) 
reque ting CBP maintained record  Specifically, you reque ted Plea e be advi ed that I have been retained to repre ent 
Odysseus Demetriadi with respect to a FOIA-Privacy Act request.  On his behalf, I am requesting all records pertaining to 
Odysseus Demetriadi held by the United States Customs and Border Patrol.  

Plea e note that our reque t for record  include  all record  CBP may have, including, but not limited to Tru ted Traveler 
inquiries, secondary stops, RAW, border crossings, etc., and all other records detailed our formal letter of request that is 
attached. 
.

We conducted a comprehensive search of files within the CBP databases for records that would be responsive to your 
request.  Unfortunately, we were unable to locate or identify any responsive records, based upon the information you 
provided in your request.

Note: CBP does not have complete records of apprehensions made by Border Patrol before 2000.  Records of 
apprehensions made by Border Patrol before 2000 may be available in the A-File maintained by USCIS.

Thi  complete  the CBP re pon e to your reque t   You may contact CBP'  FOIA Public Liai on, Charly e Ho kin , by 
sending an email via your SecureRelease account, mailing a letter to 90 K St, NE MS 1181, Washington DC, 20229 or by 
calling 202-325-0150. (If you need telecommunication relay service (TRS) assistance to communicate with the CBP FOIA 
Office and you are in the United States, please dial 711 to obtain TRS assistance and notify the Communications 
A i tant that you want to contact the CBP FOIA Office at the telephone number (202) 325 0150)  The FOIA Public 
Liaison is able to assist in advising on the requirements for submitting a request, assist with narrowing the scope of a 
request, assist in reducing delays by advising the requester on the type of records to request, suggesting agency offices 
that may have responsive records and receive questions or concerns about the agency’s FOIA process. Please notate file 
number CBP FO 2023 041132 on any future corre pondence to CBP related to thi  reque t  

For your information, Congress excluded three discrete categories of law enforcement and national security records from 
the requirements of the FOIA. See 5 U.S.C. 552(c).  This response is limited to those records that are subject to the 
requirement  of the FOIA  Thi  i  a tandard notification that i  given to all our reque ter  and hould not be taken a  an 
indication that excluded records do, or do not, exist.

If you are not satisfied with the response to this request, you have a right to appeal the final disposition.  Should you wish 
to do o, you mu t file your appeal within 90 day  of the date of thi  letter following the procedure  outlined in the DHS 
regulations at Title 6 C.F.R. §5.8.  Please include as much information as possible to help us understand the grounds for 
your appeal.  You should submit your appeal via SecureRelease.  If you do not have computer access, you may send 
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your appeal and a copy of this letter to:  FOIA Appeals, Policy and Litigation Branch, U.S. Customs and Border Protection, 
90 K Street, NE, 10th Floor, Washington, DC 20229-1177.  Your envelope and letter should be marked "FOIA Appeal." 
Copie  of the FOIA and DHS regulation  are available at www dh gov/foia   Additional information can be found at the 
following link https://www.cbp.gov/sites/default/files/assets/documents/2019-Dec/definitions-exemptions-foia_0.pdf.

Additionally, you have a right to seek dispute resolution services from the Office of Government Information Services 
(OGIS) which mediate  di pute  between FOIA reque ter  and Federal agencie  a  a non e clu ive alternative to 
litigation.  If you are requesting access to your own records (which is considered a Privacy Act request), you should know 
that OGIS does not have the authority to handle requests made under the Privacy Act of 1974.  You may contact OGIS as 
follows:  Office of Government Information Services, National Archives and Records Administration, 8601 Adelphi Road-
OGIS, College Park, Maryland 20740 6001, e mail at ogi @nara gov; telephone at 202 741 5770; toll free at 1 877 684
6448; or facsimile at 202-741-5769.

Please note that this message has been sent from an unmonitored e-mail account. Any messages sent to this account will 
not be read

Sincerely,

U S  Cu tom  and Border Protection

This message (including any attachments) contains confidential information intended for a specific individual and purpose,
and is protected by law. If you are not the intended recipient, you should delete this message and any disclosure, copying,
or distribution of this message, or the taking of any action based on it, by you is strictly prohibited.

Deloitte refers to a Deloitte member firm, one of its related entities, or Deloitte Touche Tohmatsu Limited ("DTTL"). Each
Deloitte member firm i  a eparate legal entity and a member of DTTL  DTTL doe  not provide ervice  to client  Plea e
see www.deloitte.com/about to learn more.

v.E.1
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National Security Law Firm
1250 Connecticut Avenue, NW

Suite 700
Washington, D.C. 20036

─────
202-600-4996

Fax 202-545-6318
Info@NationalSecurityLawFirm.com

Admitted in New Jersey, New York, Hawaii, California, Ohio, Minnesota, and Washington D.C

August 31, 2023
FOIA Appeal

Re: Our Client, Odysseus Demetriadi
FOIA Request CBP-FO-2023-041132

Please be advised that I have been retained to represent Odysseus Demetriadi with respect
to his FOIA request, to include the above referenced FOIA request for his pertinent records.

If U.S. Customs and Border Protection continues to withhold the documents to which
Odysseus Demetriadi is entitled, the agency should expect a civil lawsuit filed in accordance
with 5 USC 552a(g)(1)(B) or (D), to include reasonable attorney fees and litigation costs under 5
USC 552a(g)(2)(B).

Both the Federal and State governments have, time and again, reiterated the importance
of the Freedom of Information Act and the Privacy Act. The Judiciary has done the same. Any
ambiguity must be resolved in favor of disclosure and transparency.

There is nothing insufficient or ambiguous about Odysseus Demetriadi’s request. 5 USC
552a(d)(1) mandates that CBP disclose the requested records. There is no pertinent exception.

Odysseus Demetriadi, once again, requests all of the documents requested. If they are
denied once again, CBP should expect a lawsuit.

Very truly yours,

/s/Brett J. O’Brien

Brett John O’Brien

BO/npl
cc: Odysseus Demetriadi
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1. Odysseus Demetriadi’s reconsideration letter
2. My tax returns from 2021
3. My registration
4. Auto repair receipt from when we used the Nissan Altima

Based on the above, this is my humble request for a reconsideration of the Global Entry
Program as I did not violate the Program.

Feel free to contact me should you have any questions or concerns.

Thank you for your time and consideration

Tatiana Braun

2
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•
•

•

•
•

•

Tatiana Braun

01/13/2023
 

CBP-2022-077932
 

Dear Tatiana Braun,
 
A search of CBP databases produced records responsive to your Freedom of Information Act (FOIA)
request CBP-2022-077932, requesting records maintained by CBP.
 
CBP has considered the foreseeable harm standard when reviewing the record set and have applied the
FOIA exemptions as required by the statute and the Attorney General’s guidance. CBP has determined
that the responsive records are partially releasable, pursuant to Title 5 U.S.C. §552 and have applied the
appropriate exemptions notated below:
 

                             Section 552 (FOIA)                                                                              
 

___ (b)(1) ___ (b)(2)      ___ (b)(3)       ___ (b)(4)       ___ (b)(5)      _X__ (b)(6)
 
___ (b)(7)(A) ___ (b)(7)(B) __X_ (b)(7)(C) ___ (b)(7)(D)  _X__ (b)(7)(E)  ___ (b)(7)(F)  
 
___  (b)(3) Statute 49 U.S.C. §114(s)
 
A description of the exemptions applied can be found by clicking the hyperlink. If you have a FOIAonline
account, you MUST log into your account to retrieve your responsive records. After logging in, click
on "View My FOIA Requests". Requests that have new, unread correspondence have a mail icon next to
the tracking number.
 

     Additional Information about CBP’s Trusted Traveler Programs
 

This letter relates only to your request for access to CBP records and this office only has the ability and
authority to obtain and release records to you in response to your FOIA request. We do not make
decisions regarding eligibility for the agency’s trusted traveler programs nor do we have the ability or
authority to modify the decision of the Trusted Traveler Program office.
 
The Trusted Traveler Programs are voluntary, “zero tolerance” programs available only to persons who
pass a comprehensive background check. Applicants may not qualify for the program if they:
 
Provide false or incomplete information on the application; 
Have been convicted of any criminal offense or are subject to pending criminal charges, to include
outstanding warrants; 
Have been found in violation of any customs, immigration, or agriculture regulations or laws in any
country; 
Are the subject of an investigation by any federal, state, or local law enforcement agency; 
Are inadmissible to the United States under immigration regulations, including applicants with approved
waivers of inadmissibility or parole documentation; or 
Cannot satisfy CBP of their low-risk status or meet other program requirements. 

If you have ongoing concerns about your trusted traveler program membership status, you may address
the issue by making an appointment at a Trusted Traveler Enrollment Center or by contacting the trusted
traveler program Ombudsman at: https://ttp.cbp.dhs.gov.
 
Pursuant to DHS Instruction 262-11-004, FOIA Officers at DHS have been instructed to withhold
personally identifiable information (PII) and sensitive personally identifiable information (SPII) of DHS
personnel unless a determination is made that the disclosure does not raise security or privacy concerns,
or if those concerns are outweighed by any public interest in that information. This policy is available
online. Under this policy, the names of senior leaders, spokespersons, and political appointees are
generally releasable. With respect to this FOIA request, DHS may have applied FOIA Exemption 6 to
protect PII of DHS employees, including names and contact information. To the extent that has DHS
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withheld employee PII within these records, it has been determined that the employee(s) has/have
substantial and legitimate privacy interests and that these interests are not outweighed by any public
interest in the operations of the Department.
 
For your information, Congress excluded three discrete categories of law enforcement and national
security records from the requirements of the FOIA. See 5 U.S.C. 552(c).  This response is limited to
those records that are subject to the requirements of the FOIA. This is a standard notification that is given
to all our requesters and should not be taken as an indication that excluded records do, or do not, exist.
 
You may notice a recent date on the attached records. This is the date our processor queried the record
in response to your FOIA request. For clarity, it is not the date the agency first created the record.
 
This completes the CBP response to your request.  You may contact CBP's FOIA Public Liaison,
Charlyse Hoskins, by sending an email via your FOIAonline account, mailing a letter to 90 K St, NE MS
1181, Washington DC, 20229 or by calling 202-325-0150. (If you need telecommunication relay service
(TRS) assistance to communicate with the CBP FOIA Office and you are in the United States, please dial
711 to obtain TRS assistance and notify the Communications Assistant that you want to contact the CBP
FOIA Office at the telephone number (202) 325-0150). The FOIA Public Liaison is able to assist in
advising on the requirements for submitting a request, assist with narrowing the scope of a request, assist
in reducing delays by advising the requester on the type of records to request, suggesting agency offices
that may have responsive records and receive questions or concerns about the agency’s FOIA
process. Please notate file number CBP-2022-077932 on any future correspondence to CBP related to
this request. 
 
If you are not satisfied with the response to this request, you have a right to appeal the final disposition. 
Should you wish to do so, you must file your appeal within 90 days of the date of this letter following the
procedures outlined in the DHS regulations at Title 6 C.F.R. §5.8.  Please include as much information as
possible to help us understand the grounds for your appeal.  You should submit your appeal via
FOIAonline by clicking on the “Create Appeal” button that appears when you view your initial request.   If
you do not have a FOIAonline account, you must send your appeal and a copy of this letter to:  FOIA
Appeals, Policy and Litigation Branch, U.S. Customs and Border Protection, 90 K Street, NE, MS1177,
Washington, DC 20229-1177.  Your envelope and letter should be marked "FOIA Appeal." Copies of the
FOIA and DHS regulations are available at www.dhs.gov/foia.  Additional information can be found at the
following link https://www.cbp.gov/sites/default/files/assets/documents/2019-Dec/definitions-exemptions-
foia_0.pdf.
 
Additionally, you have a right to seek dispute resolution services from the Office of Government
Information Services (OGIS) which mediates disputes between FOIA requesters and Federal agencies as
a non-exclusive alternative to litigation.  If you are requesting access to your own records (which is
considered a Privacy Act request), you should know that OGIS does not have the authority to handle
requests made under the Privacy Act of 1974.  You may contact OGIS as follows:  Office of Government
Information Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College
Park, Maryland 20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-
6448; or facsimile at 202-741-5769. Please note that contacting the CBP FOIA Public Liaison or OGIS
does not stop the 90-day appeal clock and is not a substitute for filing an administrative appeal.
 
Sincerely,
 
U.S. Customs and Border Protection
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National Security Law Firm
1250 Connecticut Avenue, NW

Suite 700
Washington, D.C. 20036

─────
202-600-4996

Fax 202-545-6318
Info@NationalSecurityLawFirm.com

Admitted in New Jersey, New York, Hawaii, California, Ohio, Minnesota, and Washington D.C

February 14, 2023
FOIAAppeal

Re: Our Client, Tatiana Braun
FOIA Request

Please be advised that I have been retained to represent Tatiana Braun with respect to her
FOIA request, to include the above referenced FOIA request for her pertinent records.

If U.S. Customs and Border Protection continues to withhold the documents to which
Tatiana Braun is entitled, the agency should expect a civil lawsuit filed in accordance with 5
USC 552a(g)(1)(B) or (D), to include reasonable attorney fees and litigation costs under 5 USC
552a(g)(2)(B).

Both the Federal and State governments have, time and again, reiterated the importance of
the Freedom of Information Act and the Privacy Act. The Judiciary has done the same. Any
ambiguity must be resolved in favor of disclosure and transparency.

There is nothing ambiguous about Tatiana Braun’s request. 5 USC 552a(d)(1)
mandates that CBP disclose the requested records. There is no pertinent exception.

Tatiana Braun, once again, requests all of the documents requested. If they are denied
once again, CBP should expect a lawsuit.

Very truly yours,

/s/Brett J. O’Brien

Brett John O’Brien

BO/npl
cc: Tatiana Braun
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withheld employee PII within these records, it has been determined that the employee(s) has/have
substantial and legitimate privacy interests and that these interests are not outweighed by any public
interest in the operations of the Department.
 
For your information, Congress excluded three discrete categories of law enforcement and national
security records from the requirements of the FOIA. See 5 U.S.C. 552(c).  This response is limited to
those records that are subject to the requirements of the FOIA. This is a standard notification that is given
to all our requesters and should not be taken as an indication that excluded records do, or do not, exist.
 
You may notice a recent date on the attached records. This is the date our processor queried the record
in response to your FOIA request. For clarity, it is not the date the agency first created the record.
 
This completes the CBP response to your request.  You may contact CBP's FOIA Public Liaison,
Charlyse Hoskins, by sending an email via your FOIAonline account, mailing a letter to 90 K St, NE MS
1181, Washington DC, 20229 or by calling 202-325-0150. (If you need telecommunication relay service
(TRS) assistance to communicate with the CBP FOIA Office and you are in the United States, please dial
711 to obtain TRS assistance and notify the Communications Assistant that you want to contact the CBP
FOIA Office at the telephone number (202) 325-0150). The FOIA Public Liaison is able to assist in
advising on the requirements for submitting a request, assist with narrowing the scope of a request, assist
in reducing delays by advising the requester on the type of records to request, suggesting agency offices
that may have responsive records and receive questions or concerns about the agency’s FOIA
process. Please notate file number CBP-2022-077932 on any future correspondence to CBP related to
this request. 
 
If you are not satisfied with the response to this request, you have a right to appeal the final disposition. 
Should you wish to do so, you must file your appeal within 90 days of the date of this letter following the
procedures outlined in the DHS regulations at Title 6 C.F.R. §5.8.  Please include as much information as
possible to help us understand the grounds for your appeal.  You should submit your appeal via
FOIAonline by clicking on the “Create Appeal” button that appears when you view your initial request.   If
you do not have a FOIAonline account, you must send your appeal and a copy of this letter to:  FOIA
Appeals, Policy and Litigation Branch, U.S. Customs and Border Protection, 90 K Street, NE, MS1177,
Washington, DC 20229-1177.  Your envelope and letter should be marked "FOIA Appeal." Copies of the
FOIA and DHS regulations are available at www.dhs.gov/foia.  Additional information can be found at the
following link https://www.cbp.gov/sites/default/files/assets/documents/2019-Dec/definitions-exemptions-
foia_0.pdf.
 
Additionally, you have a right to seek dispute resolution services from the Office of Government
Information Services (OGIS) which mediates disputes between FOIA requesters and Federal agencies as
a non-exclusive alternative to litigation.  If you are requesting access to your own records (which is
considered a Privacy Act request), you should know that OGIS does not have the authority to handle
requests made under the Privacy Act of 1974.  You may contact OGIS as follows:  Office of Government
Information Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College
Park, Maryland 20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-877-684-
6448; or facsimile at 202-741-5769. Please note that contacting the CBP FOIA Public Liaison or OGIS
does not stop the 90-day appeal clock and is not a substitute for filing an administrative appeal.
 
Sincerely,
 
U.S. Customs and Border Protection
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determination, you can contact the Trusted Traveler Ombudsman. Instructions on how to do so 
will be provided later in this letter. 
 
Additionally, for your information, Congress excluded three discrete categories of law 
enforcement and national security records from the requirements of the FOIA. See 5 U.S.C. 
552(c). This response is limited to those records that are subject to the requirements of the FOIA. 
This is a standard notification that is given to all our requesters and should not be taken as an 
indication that excluded records do, or do not, exist. 

 
II. Appeals Determination 

 
The Freedom of Information Act was enacted to “ensure an informed citizenry, vital to the 
functioning of a democratic society, needed to check against corruption and to hold the 
governors accountable to the governed.” Nat’l Labor Relations Bd. v. Robbins Tire & Rubber 
Co., 437 U.S. 214, 242 (1978). The law provides the public with the right to receive records and 
information from the government in order to further democratic principles and allow for 
independent evaluation of government action.  
 
In furtherance of that interest, this office considered your request de novo and conducted a new 
search for potentially responsive records. To begin our review, our office obtained a copy of the 
file created by FOIA Division when it responded to your initial FOIA request. We agree with 
your assessment that FOIA Division’s response was insufficient. Accordingly, we are amending 
that decision.   

 
Because your FOIA request sought records related to your client’s Global Entry program 
membership revocation, like FOIA Division, our office searched GES, an official system of 
records for trusted traveler programs that facilitates enrollment and continued participation in 
such programs. GES contains trusted traveler program applicants’ and participants’ enrollment 
data, including biographic and biometric information collected during the application and 
enrollment process, as well as the vetting results based on information obtained from various law 
enforcement databases. It also contains information on CBP’s determinations regarding 
admission into, and continued participation in, the various trusted traveler programs. We located 
the same four records in GES as FOIA Division. We re-release those records to you today with 
some additionally released information.   
 
We also searched TECS, an overarching law enforcement information collection, risk 
assessment, and information sharing environment. It is also a repository for law enforcement and 
investigative information. TECS is comprised of several modules that collect, maintain and 
evaluate screening data, conduct targeting analysis, and makes information available to 
appropriate law enforcement officers of the U.S. Government. TECS investigative and law 
enforcement information can pertain to individuals, businesses, conveyances, and the 
importation and exportation of merchandise. It also includes border crossing information on 
travelers entering and departing the United States. We located ten records in TECS responsive to 
your request. 
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In total, our search identified 14 records responsive to your request. We release each record to 
you today. However, you will notice that certain information contained in the records has been 
redacted and withheld from release because it is exempt from the disclosure provisions of the 
FOIA. We explain our determination to withhold that information pursuant to Exemptions  
(b)(3), (b)(6), (b)(7)(C) and (b)(7)(E) of the FOIA in the next section of this letter. 
 
Insofar as you concurrently submitted your request pursuant to the Privacy Act in addition to the 
FOIA, please note that both TECS and GES are both exempt from certain provisions of the 
Privacy Act, including those related to the notification, access, and amendment procedures 
located therein. 6 C.F.R. § 5, Appendix C. We have therefore processed your request under the 
FOIA, which allows the greatest amount of access to the requested information. 
 
III. Information Withheld from Disclosure 

 
As noted above, the FOIA “was enacted to facilitate public access to Government documents,” 
U.S. Dep’t of State v. Ray, 502 U.S. 164, 173 (1991), and espouses “a general philosophy of full 
agency disclosure.” Dep’t of the Air Force v. Rose, 425 U.S. 352, 360-61 (1976). The FOIA 
provides that government agencies shall make available to the public a broad spectrum of 
information, but exempts from its mandate certain specified categories of information. Env’t 
Prot. Agency v. Mink, 410 U.S. 73, 74 (1973). Thus, despite the primary goal of the FOIA to 
promote openness, “Congress realized that legitimate governmental and private interests could 
be harmed by release of certain types of information and provided nine specific exemptions 
under which disclosure could be refused.” Fed. Bureau of Investigation v. Abramson, 456 U.S. 
615, 621 (1982).   
 
Please note that we have provided you with the greatest amount of information possible. The 
direct language of the Freedom of Information Act instructs federal agencies to provide any 
“reasonably segregable portion of a record” to “any person requesting such record after deletion 
of the portions which are exempt.” 5 U.S.C. §552(b). We do not take this charge lightly; only the 
information protected by the statutorily defined exemptions has been blacked out on your copies 
of the records. To comport with this requirement, this office “differentiate[d] among the contents 
of a document rather than to treat it as an indivisible ‘record’ for FOIA purposes.” Abramson, 
456 U.S. at 626.  
 
In withholding any information, we blacked out only the information protected by the statutorily 
defined exemptions and identified the applicable exemption at the location of redaction. We 
limited our withholdings to that information in which “the agency reasonably foresees that 
disclosure would harm an interest protected by an exemption,” 5 U.S.C. §552(a)(8)(A)(i), as 
described in further detail below. Even if information technically fell within the bounds of an 
exemption, we did not redact it unless we could identify any foreseeable harm that would flow 
from its release. 
 

A. Information Withheld to Protect Sensitive Security Information 
 
Exemption (b)(3) applies to that information that is “specifically exempted from disclosure by 
statute… if that statute” either “requires that the matters be withheld from the public in such a 
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manner as to leave no discretion on the issue” or “establishes particular criteria for withholding 
or refers to particular types of matters to be withheld.” 5 U.S.C. § 552(b)(3). Exemption (b)(3) 
requires the application of a two-part test to determine its applicability. We must first assess 
“whether there is a statute within the scope of Exemption 3” and next “whether the requested 
information falls within the scope of that statute.” Minier v. Cent. Intel. Agency, 88 F.3d 796, 
801 (9th Cir. 1996). 
 
In these records, FOIA Exemption (b)(3) is asserted on behalf of the Transportation Security 
Administration (“TSA”) to protect a very small amount of Sensitive Security Information (SSI) 
found in the responsive records. 49 U.S.C. §114(r) prohibits the disclosure of information that 
“would be detrimental to the security of transportation” if released. TSA regulations 
implementing Section 114(r) are found in 49 C.F.R. Part 1520. Pursuant to 49 C.F.R. 
§1520.5(b)(9), security screening procedures, including selection criteria for the screening of 
persons as well as information and sources of information used by a passenger or property 
screening program or system, including an automated screening system, is SSI and is therefore 
exempt from disclosure. See Skurow v. Dep't of Homeland Sec., 892 F. Supp. 2d 319, 329 
(D.D.C. 2012); Gordon v. Fed. Bureau of Investigation, 390 F. Supp. 2d 897, 900 (N.D. Cal. 
2004). 
 

B. Information Withheld to Protect the Personal Privacy Interests of Individuals 
Identified in the Records 

 
FOIA Exemption (b)(6) was applied to these records to protect the names and identifying 
information of CBP employees where it appears in the records.  FOIA Exemption (b)(6) provides 
for the exemption from disclosure of “personnel and medical files and similar files.” 5 U.S.C. 
§552(b)(6). The United States Supreme Court held that the phrase “personnel and medical and 
similar files” was to be broadly interpreted and includes all information that “applies to a 
particular individual.” U.S. Dep’t of State v. Wash. Post Co., 456 U.S. 595, 601 (1982). 
Unquestionably, these records, created by the agency in furtherance of its mission qualify as 
“similar files” within the terms of the exemption. 
 
Once the threshold requirement that the records are “personnel and medical and similar files” is 
met, the issue becomes whether disclosure of the information “would constitute a clearly 
unwarranted invasion of personal privacy.” 5 U.S.C. §552(b)(6). The resolution of this issue 
involves a balancing of the public’s right to know the information against the individual’s right 
to privacy. See Rose, 425 U.S. at 372. 
 
In addition to the application of Exemption (b)(6), the names and other identifying information 
of CBP employees are withheld under Exemption (b)(7)(C). Exemption (b)(7)(C) exempts from 
disclosure “records and information compiled for law enforcement purposes” the disclosure of 
which “could reasonably be expected to constitute an unwarranted invasion of personal privacy.”  
5 U.S.C. §552(b)(7)(C). Exemption (b)(7) applies to civil, criminal, and administrative law 
enforcement proceedings, and protects, among other information, the identity of law enforcement 
personnel and third parties referenced in files compiled for law enforcement purposes.  
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The GES and TECS records that we release today meet the requirement for being compiled for 
law enforcement purposes. CBP is a law enforcement agency with enforcement responsibilities 
for more than 400 federal statutes. Therefore, many of the files created and maintained by CBP 
are directly related to law enforcement operations. CBP’s mission is to protect the borders of the 
Unites States by enforcing the customs and immigration laws of the United States, and fostering 
our Nation’s economy through lawful international trade and travel. Given the nature of your 
request and the location of the responsive records, the records being released with this letter are 
law enforcement records because such records are compiled in direct relation to CBP’s law 
enforcement mandate to protect the U.S. borders.  
 
Here, Exemption (b)(7)(C) is asserted to protect the identities and contact information of CBP 
employees responsible for creating the records in question and conducting the law enforcement 
activities. The primary consideration is to protect individuals whose names appear in records and 
CBP employees as individuals from unnecessary, unofficial questioning and harassment as to the 
conduct of their duties.  
 
The names and identities in question today clearly implicate those privacy interests. As personnel 
of a “security agency,” those individuals have a substantial privacy interest in that information 
not being released to the public. See 5 CFR §293.311; Memorandum from CBP Acting 
Commissioner Mark Morgan, All CBP Designated as a Security Agency under Office of 
Personnel Management (January 31, 2020). Both Exemption (b)(6) and Exemption (b)(7)(C) 
have been found to protect the privacy interests of all persons mentioned in law enforcement 
records, including investigators, suspects, witnesses and informants. Lewis v. Dep’t of Justice, 
609 F. Supp. 2d 80, 84 (D.D.C. 2009).  See also Roth v. Dep’t of Justice, 642 F.3d 1161, 1174 
(D.C. Cir. 2011) (“we have ‘long recognized,’ the mention of an individual’s name in a law 
enforcement file will engender comment and speculation and carries a stigmatizing 
connotation.  [N]ot only the targets of law-enforcement investigations, but also ‘witnesses, 
informants, and ... investigating agents’ have a ‘substantial interest’ in ensuring that their 
relationship to the investigations ‘remains secret.’”) (internal citations omitted). We therefore 
find the privacy interest of the individuals identified in the records to be significant. 
 
Our analysis then turns to whether you as a requester have identified a public interest sufficient 
to overcome the privacy interest of those individuals. That public interest can only be the one 
that furthers FOIA’s lone goal: “to open agency action to the light of public scrutiny.” Rose, 425 
U.S. at 372. In this case, we find that you have not asserted any public interest in the disclosure 
of the personally identifying information that has been withheld under FOIA Exemptions (b)(6) 
and (b)(7)(C).  
 
We further find that an individual’s right to privacy outweighs whatever public interest, if any, 
might exist in knowing the information such as the individual’s name, contact information, etc. 
Your failure to show how the release of the names of the individuals identified in the records 
would further the public interest of identifying agency action demands that the weighty privacy 
interests at play prevail on the balancing test. In order to compel release of materials, there must 
be a public interest because “something, even a modest privacy interest outweighs nothing every 
time.” Cappabianca v. Comm’r, U.S. Customs Serv., 847 F. Supp. 1558 (M.D. Fla. 1994). As 
there is no public interest served by placing the identities and contact information of CBP 
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employees and other individuals before the public, we conclude that Exemptions (b)(6) and 
(b)(7)(C) are applicable to the information and records withheld from disclosure. 
 

C. Information Withheld to Protect Law Enforcement Techniques, Procedures, and 
Guidelines 

 
We additionally withhold law enforcement techniques and procedures practiced by CBP 
personnel while evaluating applicants for membership in the trusted traveler programs and while 
evaluating individuals for international travel generally pursuant to Exemption (b)(7)(E), which 
exempts material that was compiled for law enforcement purposes and that would disclose 
previously unknown “techniques and procedures” or “guidelines” for “law enforcement 
investigations or prosecutions.” 5 U.S.C. § 552(b)(7)(E).   
 
While application of the exemption is limited to cases in which disclosure “could reasonably be 
expected to risk circumvention of the law,” Id., Exemption (b)(7)(E) “sets a relatively low bar for 
the agency to justify withholding.” Blackwell v. Fed. Bureau of Investigation, 646 F.3d 37, 42 
(D.C. Cir. 2011). “To clear that relatively low bar, an agency must demonstrate only that release 
of a document might increase the risk ‘that a law will be violated or that past violators will 
escape legal consequences.’” James Madison Project v. Dep’t of Justice, 2016 U.S. Dist. LEXIS 
129453 (D.D.C. Sept. 22, 2016). Once determined that information falls within Exemption 
(b)(7)(E)’s purview, it does not suffer a balancing test similar to other exemptions. Rather, it is 
“categorically exempt” from disclosure.  Fisher v. Dep’t of Justice, 772 F.Supp. 7, 12 at n. 9 
(D.D.C. 1991). 
 
The information withheld from GES records consists of law enforcement techniques or 
procedures utilized by CBP Officers as they evaluate applicants for participation in a trusted 
traveler program. The redacted information highlights the exact factors considered by the agency 
for membership in a trusted traveler program as well as how the agency applies those factors in 
its risk analysis determination. It includes a listing of law enforcement databases queried, the 
modules accessed within those databases, the specific queries conducted in those modules, and 
the results of those queries. It further includes database codes, file numbers, and other computer 
information pertaining to law enforcement databases. Finally, we redacted information related to 
the risk assessment analysis performed by CBP personnel applying their expertise in evaluating 
whether reduced scrutiny might be appropriate for Plaintiff. 
 
Bad actors armed with this information could circumvent the law and frustrate CBP’s law 
enforcement efforts. If unprotected, applicants and members could alter their behavior or 
manipulate their applications to thwart CBP efforts to secure the border and effectively make 
eligibility determinations related to the trusted traveler programs and could facilitate the 
admission of high-risk travelers to trusted traveler programs.  
 
Additional redactions in the attached records withhold otherwise unknown, specific law 
enforcement techniques, procedures, and guidelines followed by agency when performing its law 
enforcement mandate of securing this nation’s borders. The information indicates what 
circumstances might trigger additional scrutiny while processing international travelers for entry 
into the country and provides instructions to CBP personnel related to which law enforcement 
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techniques ought to be practiced in those circumstances. Disclosure of this information “would 
illustrate the agency’s strategy in implementing these specific techniques,” and, in turn, “could 
lead to decreased effectiveness in future investigations by allowing potential subjects to 
anticipate… and identify such techniques as they are being employed.” Lewis-Bey v. Dep’t of 
Justice, 595 F. Supp. 2d 120, 138 (D.D.C. 2009), Buffalo Evening News, Inc. v. U.S. Border 
Patrol, 791 F. Supp. 386, 393 (W.D.N.Y. 1992) (protecting records that “would clearly disclose 
the USBP’s techniques for apprehending excludable aliens”). 
 
Please note that while you yourself surely do not seek this information for nefarious purposes, “it 
would appear obvious that those immediately and practically concerned with such matters would 
be individuals embarked upon clandestine and illicit operations, the detection of which would be 
frustrated if they were privy to the methods employed… to ferret them out.”  Caplan v. Bureau 
of Alcohol, Tobacco & Firearms, 587 F.2d 544, 547 (2d Cir. 1978).   
 
IV. Additional Information about CBP’s Trusted Traveler Programs 

 
As noted above, this office only has the ability and authority to obtain and release records to you 
in response to your FOIA request. We do not make decisions regarding eligibility for the 
agency’s trusted traveler programs nor do we have the ability or authority to modify the decision 
of the Trusted Traveler Program office. This office has neither the capability nor authority to 
resolve issues, answer questions, or explain the operations of the trusted traveler programs.   
 
That said, the Trusted Traveler Programs are voluntary, “zero tolerance” programs available only 
to persons who pass a comprehensive background check. Applicants may not qualify for the 
program if they: 
 

- Provide false or incomplete information on the application; 
 
- Have been convicted of any criminal offense or are subject to pending criminal 

charges, to include outstanding warrants; 
 
- Have been found in violation of any customs, immigration, or agriculture regulations 

or laws in any country; 
 
- Are the subject of an investigation by any federal, state, or local law enforcement 

agency; 
 
- Are inadmissible to the United States under immigration regulations, including 

applicants with approved waivers of inadmissibility or parole documentation; or 
 
- Cannot satisfy CBP of their low-risk status or meet other program requirements. 

 
If you have ongoing concerns about your trusted traveler program membership status, you may 
address the issue by making an appointment at a Trusted Traveler Enrollment Center or by 
contacting the trusted traveler program Ombudsman at: https://ttp.cbp.dhs.gov.  

 

Case 1:23-cv-03350-CJN   Document 1-1   Filed 11/08/23   Page 35 of 36



8 
 

You may also choose to submit a reconsideration request from your TTP Dashboard, accessible 
at the above-listed website. Prior to submitting a request for reconsideration, the Trusted 
Traveler Program Office encourages you to carefully review any and all communications from 
that office regarding the status of your membership as well as any records released to you today. 
 
Your request for reconsideration should include enough information for the Ombudsman to 
conduct a meaningful review of your application. You may choose to upload PDF attachments of 
your reconsideration request letter and other documents, such as court records, to assist in the 
adjudication. Incomplete requests or requests with minimal documentation or details regarding 
any derogatory information in your background check may not support overturning the Trusted 
Traveler Program office’s decision.  
 
V. Judicial and Other Remedies 

 
In the event that you are dissatisfied with the disposition of your appeal, you may obtain judicial 
review of this decision pursuant to the provisions of 5 U.S.C. §552(a) (4)(B) in the United States 
District Court in the District in which you reside, in the District where the agency records are 
situated, or in the United States District Court for the District of Columbia. 
 
Additionally, you may contact the Office of Government Information Services (OGIS) at the 
National Archives and Records Administration to inquire about the FOIA mediation services 
they offer.  The contact information for OGIS is as follows: Office of Government Information 
Services, National Archives and Records Administration, 8601 Adelphi Road-OGIS, College  
Park, Maryland 20740-6001; e-mail at ogis@nara.gov; telephone at 202-741-5770; toll free at 1-
877-684-6448; or facsimile at 202-741-5769. 
 
     Sincerely,       

      
 

Matthew Pollack, Chief 
Disclosure Law and Judicial Actions Branch 
Regulations and Rulings Directorate, Office of Trade 
U.S. Customs and Border Protection 
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