STATE OF MAINE ANDROSCOGGIN, S8

AFFIDAVIT IN SUPPORT OF ARREST WARRANT
(M.R.Crim.P. 4(b)) AND INITIAL DETERMINATION
OF PROBABLE CAUSE (M.R.Crim.P. 5(d))

To: Any Judge of the District Court or Justice of the Peace.

1, Victoria Lane, being a duly sworn and deposed Maine State Police Detective, state the

following:

1 am employed as a detective with the Maine State Police and currently assigned to the
Major Crimes Unit, Southern Ficld Division, [ am a sworn law enforcement officer and a 2020
graduate of the Maine State Police Academy. The statements contained in the affidavit are based
upon my knowledge and experience and on information received from other individuals and
other law enforcement officers as set forth below.

The following facts and circumstances lead this affiant to believe that Robert Card
(DOB: 04/04/1983) committed eighteen (18) counts of Murder in violation of 17-A M.R.S. Sec,
201, in the city of Lewiston, Maine, on or about October 25, 2023:

1

On 03/25/2023 at 1856 hours, Auburn Communication Center received a first report of
a male shooting inside Just In Time Recreation (also known as Sparetime Recreation)
located at 24 Mollison Way in Lewiston. The Auburn Communication Center
subsequently received numerous 911 calls reporting multiple victims at this location,
At 1908 hours, Auburn Communication Center received multiple reports of an active
shooter inside Schemengee’s Billards lacated at 553 Lincoln Street in Lewiston,

. At 2048 hours, Androscoggin Sheriff’s Office Detective Maurice Drouin obtained

video surveillance footage from Schemengee’s. The video showed a white male exit a
white passenger vehicle armed with an assault rifle and make entry into the
establishment. A screenshot of the white passenger vehicle was distributed to
investigating law enforcement personnel.

At 2113 hours, 1 made entry into Just In Time Recreation. I observed seven (7)
deceased individuals inside the establishment with one (1) being a female and the rest



9.

males. The victims had sustained apparent gunshot wounds. I observed numerous rifle

cartridges on the ground throughout the premises.

« At 2126 hours, Lewiston Police Department Chief David St. Pierre received a phone

call from _ I i—stating the male in the distributed suspect

photograph was her brother, Robert Card.

At 2147 hours | made entry into Schemengee’s, | observed seven (7) deceased males
inside and one (1) additional deceased male was located outside. ‘The victims cach
sustained apparent gunshot wounds, 1 observed numerous rifle cartridges on the
ground throughout the premises,

At 2156 hours, Lisbon Police Department advised officers focated a Subaru at the
Pejepscot boat launch,

At 2157 hours, Maine State Police Detective Conner Walton conducted a reverse
vehicle registration search on Robert, The DMV return indicated a white 2013 Subaru
Outback bearing ME PC 9246PD was registered to Robert Card.

At 2201 hours, Lisbon Police Department confirmed the Subaru in the Pejepscot boat

launch was the suspect’s vehicle,

10. At 2203 hours, Maine State Police Detective Justin Huntley interviewed ?\-

I-- at L.ewiston Police Department. Ms. H- told Det. Huntley that Robert has
been delusional since February 2023 after a bad break-up. N-explained to Det,
Huntley that since the break-up, Robert has had significant weight loss, has been
hospitalized for mental health issues and prescribed medication that he stopped taking.
N-I -dcscribcd Robert as being very interested in fircarms and owned a lot
of them to include assault rifles and handguns. N_%.said that Robert
believed there was a conspiracy against him and people were accusing him of being a
pedophile. Robert believed businesses were broadeasting online that Robert was &
pedaphile. N-!-m]d Det. Huntley that the following businesses: Sparetime
Recreation; Schemengee’s; Gowell's Market in Litch{icld; and, Mixers Nightclub in
Sabattus were the businesses that were broadcasting that Robert was a pedophile. .
Robert also believed that his family was involved in the conspiracy,

. At 2330 hours, Maine State Police Sergeant Jesse Duda spoke with Robert’s brother,

i'(-i-(- told Sgt. Duda that Robert had been in a relationship with a

2



person named }.(,. the past few months before J.(.ended he refationship.
R.(- stated that Robert met il .1 o cornhole com petition at
Schemengee’s. REJEECHM said that ever since the relationship ended Robert started
wearing hearing aids and had been saying crazy things.

12, At 2345 hours, | watched a portion of the video footage from Schemengee's. |

obscrved the male walk through the bar while seeking out and shooting at patrons. The

male in the footage was similar in appesrance to the DMV photograph of Robert,
13 On October 26, 2023 at 0115 hours, Lisbon Police Department officers told Sgt. David
Levesque of Lewiston Police Department who then told your alfiant that they

obscrved a long rifle in the Subaru that was located at the Pejepscot bont launch .

14. The Subbaru that was located at the Pejepscot boat launch was sized and transported
10 a secured location. At 0229 hours, 1 spoke with Trooper Jason Wing who was

escorting the Subaru from the Pejepscot boat launch to a secure location. Trooper

Wing advised that located in plain view in the passenger area of the vehicle was

paperwork containing Robert’s name. Trooper Wing confirmed the vehicle’s DMV

registration returned to Robert Card.

15. Eight of the eighteen deceased have been identified as follows:,

® - oo

h.

Thomas Ryan Conrad
Michael Destauriers, 1
Jason Adam Walker
Robert E. Violette
William Young

Tricia Asselin

William Brackett
Keith Macneir

The ten remaining victims have not yet been identified.

In light of ali the above stated facts, your affiant has probable cause to believe that
Robert Card has committed cighteen (18) counts of the crime of Murder 17-A M.R.S. Sec. 201,

WHEREFORE, your affiant prays that a warrant of arrest issue for Robert Card
(04/04/1983) for the crime of Murder in violation of 17-A M.R.S, Sec. 201 and that the
defendant be held without bail until his first court appearance in Maine,



1, Victoria Lant?, depose and swear, upon information and belief, that all of the information
contained within this Probable Cause Affidavit is both truthful ang accurate to the best of my
L

knowledge. c-r/r-}Z
S

Victotia Lane
Detective, Maine State Police

Subscribed and sworn to by Detective Vietoria Lane before me this 26" day of October, 2023.

Pl

Judge, Ma%é District tOUW




STATE OF MAINE

SAGADAHOC, 88 DISTRICT COURT
SITTING AT WEST BATH
CRIMINAL ACTION

DOCKETNO 3 273 oS

IN RE: SEARCH WARRANT FOR
A WHITE 2013 SUBARU OUTBACK,
VIN #4S4BRDLCED2257621

IN RE: SEARCH WARRANT FOR
1007 WEST ROAD, BOWDOIN,
MAINE

[T ———

SEARCH WARRANT
(MLR. CRIM. P. 41)

e

TO: Any officer authorized by law to execute this seacch warraut, On the basis of the

| x } Affidavit by: Det, Victoria Lane - Maine State Police dated October 26, 2023;
which affidavit is attached (o the original hereof and made a part theteof to be filed in the
District Court;

1 am satisfied that there is probable cause to believe that theie ate grounds for the
issuance of a search warrant. You are thercfore commanded to search the place(s) and/or
person{s) described befow for the property andfor person(s) described below and, if the
property and/or person(s} is/are found, {o seize such property and/or person(s) and
prepare a written inventory of the propetty seized.

Place(s), person(s), or vehicle(s) to be searched:

+  White 2013 Subaru Outback which bears Maine “Passenger Cat” Jicense plate ;
9246PD und vehicle identification mumber 4S4BRDLC8D2257621,
The vehicle is currently located within the garage bay of Maine State Police
Crime Lab in Augusta, Maine.

» 1007 West Road, Bowdoin MI 04287. This residence is white/light gray
single wide mobile home with a short gravel driveway. The residence sits
perpendicular to the road. The entrance to the residence is on its lefl side. To
the loft of the residence is a large blue metal garage. There is a lean to shed off
to the right of the garage. The 1esidence is cyrrently secured by the South
Portland Police Department,

Property or qriicle(s) fo be searched for:

Paga i of N_j?“ Initials




Any and all firearms.
¢ Any and all {uearm ammuaition to include spent ammunition casings.
Any telephones, cellular tefephone(s), computers, and orfelectronic memory
storage devices and their contents.
¢ Blood samples, hairs, {ibers, bone or bone fragments, bodily fluids or other tiace
evidence for purpose of dentification and/or comparison.
Any and all personal dosuments of Robert Card
All property that could constitute evidence of the commission of a crime.
Latent prints and DNA,
Medications prescribed 1o Robert Card

¢ 0 & @

Name of owner or occupant of sremises, if known:

& Robert Card date of birth 04/04/1983

All of the ahove being seizable pursuant to Rule 41 of the Maine Rules of Criminal
Procedure as (a) evidence of a violation of Title 17-A of the Maine Revised Statutes
Annotated; (b) property designed ot intended to be used or which Is or has been used as
the means of committing a criminal offense under Chapter 9 of Title 17-A MR.S.A; (¢)
evidence of a violation of Title 17-A scetion 201 and/or the fruits of a crime.

X DAYTIME WARRANT ONLY
This wartant shall be executed between the hours of 7:00 AM,
And 9:00 P.M. and shall be returned, fogoether with a written
inventory, within 10 days of the issuance hereof, to the
Lewiston District Court of Maine,

— EITHER NIGHTTIME OR DAYTIME WARRANT
For reasonable cause shown in the affidavit(s)evidence, this warrani may be executed in
the daytime of in the nighttime (09:00 P.M. to 7:00 P.M.) and shall be returned together
with a wiitten inventory, within L0 days of the issuance hereof, to the West Bath Division
of the Sagadaboe Disirict of the District Court of Maine

3 UNANNOUNCED EXECUTION OF SEARCH WARRANT
For reasonable cause shown, this wariant may be executed by an officor without
providing notice of the officer’s purpose and office,

Page 2 of q Initials
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issued at
2023

Hallowell

in the County of _Kennebec

on this 26th day October

 AMPM- 9\/\ / N

JGdge, Maig District {‘2/

Jostice;
Justic
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STATE OF MAINE

SAGADAHOC,SS DISTRICT COURT
SITTING AT WEST BATH
CRIMINAL ACTION
DOCKET NO._ 22 { ('}

IN RE: SEARCH WARRANT FOR
A WHITE 2013 SUBARU OUTBACK,
VIN #4S4BRDLC8D2257621

IN RE: SEARCH WARRANT FOR
1007 WEST ROAD, BOWDOIN,
MAINE

AFFIDAVIT AND REQUEST FOR SEARCH WARRANT
(VMLR, CRIM. P. 41)

To: Any Judge of the District Court or Justice of the Peace:

1, Victoria Lane, being duly sworn by oath, affirm that [ have been a Detective for
the Maine State Police, State of Maine, since 2022 and have been employed by the Maine
State Police Department since 2019. 1 hereby apply for a search warrant to search the
vehicle described below and to seize the propesty, also described below. 1have probable
cause to believe, and do belleve, that there is evidence of the commission of a ctime, te
wits

= Murder, 17-A M.R.S, 201-1{A)

Part I+ Located on or about the property/premises described below, namely:

*  White 2013 Subaru Qutback which bears Maine “Passenger Car” license plate
9246PD and vehicle identification number 4S4BRDI,C8D2257621.

The vehicle is currently located within the garage bay of Maine State Police

Crime Lab in Augusta, Maine.

. 1007 West Road, Bowdoin ME 04287, This residence is white/light gray
single wide mabile home with a short gravel deiveway. The residence sits
perpendicular to the road, The entrance to the residence is on its lefl side. To the
feft of the residence is a large blue metal garage. There is a lean to shed off to the
right of the garage. . The residence is currently secured by the South Portland
Police Departiment,

Page 6,‘ of /1 Initials
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Name of owner:
s Robert Card, date of birth 04/04/1983

Deseription: | X ] Building [ X ] Vehicle [ 1 Person [ ] Computer { ] Other (records)

Part 11: Property or article(s) to be searched for:

Any and all fireacms.
Any and all firearm ammunition to include spent ammunition casings,
Any telephones, cellular telephone(s), computers, and or/electronic memory
storage devices and theil contents.
o Blood samples, hairs, fibets, bone or bone fragments, bodily fluids or other tiace
evidence for purpose of identification and/or comparison.
Any and all personal documents of Robert Card
All property that could constitute evidence of the commission of a erime,
Latent prints and DNA,
Medications prescribed to Robert Card

4 2 o &

Reagon for Seinue:

X property that constitutes evidence of the commission of a criminal offense.

[ Tecontraband under 17-A. M.R.S.A. ss to wit,
(Crime} (17-A. M.R.S.A. 58 )

[ p:{)pevty designed or intended for use or which is or has been used as the means of

commitling a criminal offense,

[ ]person for whose arrest theve is probable cause or who is unlawf{ully restrained

Part I1l: My conelusion that such probable cause exists Is based on the following
factual information:

A, Infroduetion

i. [, Victoria Lane, a Detective for the Maine State Police Major Crimes Unit,
make this affidavit in support of an application for a search and seizure
warrant under Title 16, Chapter 3, Subchapiers 10 &17 as well as Rule 418 of
the Maine Rules of Unified Criminal Procedure.

2. This affidavit is intended to show that there is sufficient probable cause for the
requested search and seizure warrant and does not necessatily set forth all of
my knowledge about this matter, The statements contained in this affidavit
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are based upon the tollowing: my awn personal knowledge; knowledge
oblained from other individuals during my pacticipation in this investigation,
including other law enforcement officers; interviews of witnesses; my review
ol records refated to the cvents and circumstances described heroing and
information gained through my training, education, and experience.

B. Lxperience

1.

2,

30

i, Victoria Lane, amn a Detective with the Maine State Police, I gradusted from
the 73rd Maine State Police Recruit Training Troop in March of 2020. My
training and experionce inelude the investigation of major criminal cases
including, but not limited to, aggravated assault crimes and murder,

1 have suthored and assisled in the exeeution of numerous scarch-and-seizure
warrants during my tepure as a law enforcement officer,

I have personal knowledge of the fucts and circumstances hereinafter related
as a rosull of an investigation | responded to on 10/25/2023.

C. Specific Probable Cause

L

On 03/25/2023 at 1856 houts, Auburn Communication Center received & first
repoct of a male shooting ingide Just In Time Recreation (also known as
Spareiime Recreation) located at 24 Mollison Way in Lewiston. The Auburn
Communication Center subsequently roceived numerous 911 calls ceparting
multiple victims at this location,

At 1908 hours, Aubuen Communication Center received multiple reports of an
active shooter inside Schemengee’s Blilards located at 553 Lincoln Strect in
Lewiston,

At 2048 hours, Androscoggin Sheriff’s Office Detective Maurice Drouin
obtained video surveillance footage from Schemengee’s, The video showed a
white male exit a white passenger vehicle armed with an assault rifle and
make ontry into the establishment. A screenshot of the white passenger
vehiole was distributed to investigating law enforcement personnel,

At 2113 hours, I made entry Into Just In Time Recreation, I observed seven
(7} deceased individuals inside the establishment with one (1) being a female
and the rest maudes, The victims had sustained apparent gunshot wounds. |
observed numerous rifle cartridges on the ground throughout the premises,

At 2126 hows, Legd i . hict Duvid St. Plerre received a
phone call fiom N stating the male in the
distributed suspect photograph was hey brother, Robert Card,

AL 2147 houss I made entry into Schemengee’s, 1 abserved seven (7) deceased
males inside and one (1) additional deceased male was located outside. The
victims each sustained apparent gunshot wounds. 1 observed numerous rifle
cattridges on the ground throughout the premises,

AL 2156 hours, Lisbon Police Departinent advised officers located a Subaru ut
the Pejopscot boat launch.
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8. At 2157 hours, Maine State Police Detective Conner Walton conducted a
reverse vehicle rogistration scarch on Robert, The DMV retun indicated o
white 2013 Subaru Outbuck bearing MLE PC 9246P1 was reglstered to Robert
Card,

9. A12201 hours, Lisbon Police Depaitment confirmied the Subaru in the
Pojepscot boat launch was the suspect’s vehicle.

(0. At 2203 hours, Maine State Police Detective Justin Huatley inlerviewed
N-T at Lewiston Police Department. Ms, ioid Det. Huntley
that Robert hag been delusional since February 2023 after a bad break-up.
NEEI:xplained to Det. Huntley that since the break-up, Robert has had
significant weight loss, has been hospitalized for mental health issues and
prescribed medication {hat he stopped taking, N described Robert
as being very interested in fitearms and owned a lot of them to Include assault
rifles and handguns. N-H- said that Rabert believed there was a
conspiracy against him and people were accusing him of befng a pedophile,
Robett believed businesses were broadoasting online that Robert was a
pedophite, NENEE- I old Det. Huntley that the following busincsses:
Sparetime Recreation; Schemengee's; Gowell's Market in Litchfield; and,
Mixers Nightelub in Sabattus wero the businesses that were broadeasting that
Robert was a pedophile. . Robart also believed that his family was involved in
the conspiracy,

Af 2330 hours, Maine State Police Sergeant Jesse Duda spoke with Robert’s
brother, K CHREE: IEREC [ to1d Sgt. Duda that Robert had been in a
relationslup with a person named JIEECHlbe past few months before |
(Ended he relationship, R Il CHllstated that Robert met M-
corshole competition at Schemengee’s, REEJJCIMlsaid that ever since the
relationship ended Robert started wearing hearing aids and had been saying
crazy thingse,

t1

12. AL 2345 howrs, 1 watched a portion of the video foolage from Schomengee's. |
observed the male walk through the bar while seeking out and shooting at
patrons. The male in the footage was simifar in appearance to the DMV
photograph of Robert.

13. On October 26, 2023 at 0115 hours, Lisbon Police Depariment officess told
Sgt. David Levesque of Lewiston Police Depattment who then told your
affiant that they observed a tong rifle in the Subaty that was located at the
Pejepscot boat launch ,

14, 'The Suhary that was located at the Pejepscot boat launch was sized and
transported to a secured location. At 0229 hours, I spoke with Trooper Jason
Wing who was escorting the Subary from the Pejepseot boat launch to a
secure location, Trooper Wing ndvised that localed in plain view in the
passengoer area of the vehicle was paperwatk containing Robert’s name,
Trooper Wing confirmed the vehicle’s DMV registration returned to Rabert
Card.
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15, AL 0257 hours Det. Cpl, Bond conducted an interview with ' “
at his residence of | NN i» the town of

informed Det. Cpl, Bond that he was best liends with R IIICTHIE
vho is the brother of Robert Card, 1 stated that bo
knows Robert has multiple rifles, one of which he believes has a thermal optic
mounted on it. T informed Det, Cpl. Band that Robert only has one
vehicle which is a Subaru, TJJjjtated that Robert has a red and white,
onfoff vosd, Yamaha dirt bike which should be stored in the garage or in an
outside storage area of Robert’s residence in Bowdoin. T stated that
Raobert also has a large jot-ski which should be at his residence in Bowdoin,

16. Eight of the eighteen deceased have been identificd ay follows:,

a. Thomas Ryan Conrad
b, Michael Doslauriers, {f
¢, Jason Adan Walker

d. Raobert E. Violeite

e. Willism Young

f. “Tricia Asselin
William Brackelt
Keith Macneir

oo

The ten remaining victimy have not yel begn identified.

[ X 77 request that a search be issued which may be executed during daytime hours
(7:00 AM. to 9:00 P.M.).

{ ]lrequost that a search warrant be fssued which may be exceuted elther during the
daytime or nighttime. The following grounds are y¢asonable cause for allowing the
search warrant to be executed during the nighttime hours {9:00 P.M. to 7:00 A.M).

[ ]1request that a search warrant be issued which may be served without providing
notige of the officet’s purpose and office. The following grounds are rcasonable cause
for allowing the search warrant 1o be served without providing notice of the officer’s
purpuse and office:,
{ ] that the property sought may be quickly or easily alteved, destroyed, concealed,
removed or disposed of if prior notice is glven;
[ ]that the escupe of the person sought may be facilitated if prior notice is glven;
[ 1 that the porson sought, the person from whom or from whose piemises the
propetty is sought, or an occupant thereol, may use dendly or non-deadly
force in resistance lo the execution of the warrant, and dispensing with prior
notice js move likely to engure the safoly of officers, occupands ot others, or;
[ 1that such facts and circumstances exist as would vender reasonable the
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warrant’s execution without notice.

'f/f [ 2%
Vietdria Lane
Detective, Maine State Police

Subseribed and sworh to by Detective Vietoria Lane before me this 26th day of Oclober

2023

Judge Maz istrict Cour
fustice; vijde-Superior-Court
Jusiifze-oﬁhe“i’eace'
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Search Wairant

STATE OF MAINE UNIFTED CRIMINAL COURT
ANDROSCOGGIN, ss. LOCATION: Lcw:sicn

DOCKET NO. Sk 23 VoS

IN RE: SEARCH WARRANT TOR ) SEARCH WARRANT
WHITE 2013 SUBARU OUTBACK ) [MLRU, Crim, P, 41 & 41B]
BEARING MAINE PC 9246PD )

OWNED BY ROBERT CARD )

To: Any officer authorized by law to oxecute this Search Warrant;

Affidavit having been made before me by Benjamin Handzel of the Maine State Police; and as [
am satisfied that there is probablc cause (o believe that grounds for the issuance of a search
warrant exist; you ate hereby commanded o seaich the place(s) or person(s) specified herein and,
if the specified property is found, to seize such propetty and propare a written inventory of the

property seized,

Part I: Located on or about the property described below, namely:
A. A White 2013 Subaru Qutback registered to ROBERT CARD (DOB 04/04/1983) with
Maine Passenger Car Plate 9246PD and VIN #4S4BRDLC8D2257621, currently at the
Maine State Police Crime Lab in Augusta.
B. Any and all electronic systems onboard the vehicle that collects, maintains, and/or stores
data including but not limited to the vehicle's infotainment system and/or telematics

devices with the above described vehicle.
PART II: There is certain evidence or property, namely:

A. Based upon the affidavit, T find that there is probable cause to believe the property listed

above ecither contains evidence of, or itself constitutes an instrumeuntality of Murder of 17-
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Search Warrant

A MRS, § 201, is subject 1o search under MR.U. Crim. P. 4] & 418, and should

theiefore be seized and searched for the following items:

L

Live and deleted user attribution daia including user accounts, ¢-mail accounts,
passwords, PIN codes, patierns, methods of payment, account names, user names,
screen names, remote data storage accounts, documents, {iles, metadata, log files, user
voice profiles and other biometric identifiers or any other information and evidence that

may demonsirate athiibution to a particulay user or users;

Live and deleted historical navigation data tracks, 10utes, and waypoints, GPS fixes,
favorites, past journeys, trip logs, and user entered data, Latitude, Longitude, and

Altitude coordinates, and 1elated dates and times;

Live and deleted logs, records, documents, and other items that may constitute evidence,

contraband, fruits, and/or instrumentalities of violations of erime(s) listed;

Live and deleted contact lists, call logs, text messages and multimedia messages (SMS
and MMS messages), e-mails, chals, video confetence communication data, contact
information, installed application information including their conlent and any other

information which can be used to identity potentially associated peisons;

Live and deleted passwords, password files, PIN codes, encryption codes, or other
information necessary to access the digital device or data stored on the digital device

such as hidden file applications;

Live and deleted documents, programs, piclures, videos, audio files, text files, databases,
application data, calendar entrics, user dictionaries, malware, viruses, tracking or other

temote monitoring sofiware, and any associated metadata;

Live and deleted web browser history, web browser bookmarks, temporaty Internet
files, cookies, searched items, downloaded and uploaded files, social networking

websites or applications; and

e BN Prourad s
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Search Warrant

8. Live and deleted data stored on removable media such as Subscriber Identity Modules
(SIM cards), flash memory storape devices such as Sceure Digital (SD) and Micro 8D
media cards and any associated wircless devices (Bluetooth, Wi-l, or other
technology).

9. Any and all data stored in the infotainment or telematics system of a white colored
2013 Subaiu Outback, bearing VIN # 454BRDLC8D2257621 and ME Registration
9246PD, The vehicle is currently registered to Robert Card, DOB 04/04/1983 with an
address of 941 Meadow Road, Bowdoin Maine,

Youwr affiant av others from my department/agency will review the material received
for evidence relating to Murder in order fo extract information that falls under the
search warrant pavameters, The seized material will include information that
demonstrates the identity of the individual producing communications or using the
vehicle,

This Court is authorized to issuc this wanant pursuant to 15 MUR.S. §§ 55 & 56.

1% ] Waiver of Notice to Owner or User of Electronic Device. Based on the facts sef forth in
the affidavit, and pursuant to MLR.U, Crim. P, 41B(c) & (d) and 16 M.R.S. §8§ 643(2) & 649(2),
it is hereby ORDERED that the notification ordinarily reguived under 16 MLR.S, §§ 643 &
649 is waived, based on the determination that such disclosure would have an adverse result,
for the reasons marked below:

__A _(1)yimmediate danger of death or serious physieal injury,

__%___{(2) flight from prosecution,

__¥%__ (3) destruction of or tampering with evidence,

{4 intimidation of a potential witness,

X (5) seriously jeopardizing an investigation, or

(6) undue delay of a trial,

P N S T



Semch Wanant

In o1der to successfully complete s forensic extraction from an Infotainment System, you are
authorized to 1epair device(s), replace the screen(s), replace the chassis, reconncet wires, or replace
batteries, You are also authorized to employ advanced forensic processes to bypass locked display
screens and other data access restrictions, Advanced processes may include potentially destitctive

processes such as gaining root and/or Super user access, JTAG, ISP-JTAG and chip-otf.

The executing faw enforcement officer(s) may enfist the aid of'a law enforcement computer forensic
laboratory and/or cettified digital evidence examiner(s) fo include the New York State Police in the
searching, viewing, photographing, recording, copying, forensic imagining, and analysis of any and

all of the mformation described.

ANYTIME WARRANT
This warrant shall be execuied anytime and shall be returned, together with a written
inventory, within 14 days of the isswance hereof, to the Maine District Court located in Lewiston,

Maine,

Issned in _Hallowell , Mauine in the Connty of _<ennebec this

a7t day of _Qctober, 2023, at 810 AM-/ PM.

O L o
Eifstjt Cothet Tudge
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Search Wanant Affidavit

STATE OF MAINE UNIFIED CRIMINAL COURT
ANDROSCOGGIN, ss. LOCATION: Lewiston

DOCKET NO. >t O oS

IN RE: SEARCH WARRANT FOR ) AFFIDAVIT AND REQUEST
WHITE 2013 SUBARU OUTBACK ) FOR SEARCH WARRANT
BEARING MAINE PC 9246PD ) [MLRAL Crim, P, 41 & 41B]
OWNED BY ROBERT CARD )

AFFIDAVIT OF BENJAMIN HANDZEL OF THE
MAINE STATE POLICE

I, Benjamin Handzel, & duly sworn law enforcement officer for the Maine State Police, hereby

state under oath and upon penaltics and pains of perjury that thete is probable cause to beliove
that

Part I Located an or about the property described below, namely:

A. A White 2013 Subaru Qutback registered to ROBERT CARD (DOB 04/04/1983) with
Maine Passenger Car Plate 9246PD and VIN #4S4BRDLCED2257621, currently at the
Maine State Police Crime Lab in Augusta,

B. Any and all electionic systems onboard the vehicle that collects, maintains, and/or stoves
data including but not Lmited to the vehicle's infotainment system and/or telematics
devices with the above desciibed vehicle,

Part II: There is certain evidence or proporty, namely: Based upon the foregoing, ]
respectfully submil that thete is probable cause to believe the property listed above either
confains evidence of, or itself constitutes an instrumentality of Murder in violation of 17-A
M.R.S. § 201, which are subject o search under M.R.U. Crim, P. 41 & 41B, and should
therefore be seized and searched [or the following items:

A. Live and deleied user attiibution data including user accounts, c-mail accounts, passwords,
PIN codes, patterns, methods of payment, account names, user names, screen names, 1emote

data storage accounts, documents, files, metadata, log files, user voice profiles and other
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Search Warrant Affidavit

I

1L

biometric identifiens or any other information and cvidence that may demounstrate atiribution

to a patticular user or users;

Tive and deleted historical navigation datg tracks, routes, and waypoints, GPS fixes,
favorites, past journeys, trip logs, and user entered data, Latitude, Longitude, and Allitude
coordinates, and related dates and times;

Live and deleted logs, records, documents, and other items that may constitute evidence,

contraband, fruits, and/or instramentalities of violations of crime(s) lsted;

Live and deleted contact lists, call logs, text messages and multimedia messages (SMS and
MMS messages), e-mails, chats, video conference communication data, contact
infoimation, installed application information including their countent and any other

information which can be used to idontify potentially associated persons;

Live and deleted passwords, password files, PIN codes, encryption codes, or other
information necessary to access the digital device or data stored on the digital device such

us hidden file applications;

Live and deleted documents, programs, pictures, videos, audio files, text files, databases,
application data, calendar entries, user dictionaries, malware, viruses, tracking or other

remote monitoring sofiware, and any associated metadata;

Live and deleted web browser history, web browser bookmarks, temporary Internet files,
cookies, searched items, downloaded and uploaded files, social networking websites or

applications; and

Live and deleted data stored on removable media such as Subscriber Identity Modules (SIM
cards), flash memory storage devices such as Secure Digital (8D) and Micro SD media cards

and any associated wireless deviges (Bluetooth, Wi-Fi, or other technology).
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Search Wanant Affidavi

Your affiant ov athiers frgm my department/agency will review the material received

for evidence relating to Murder in order to extract information that falls under the

search warrant parameters, The seized material will include information that

demonsirates the identity of the individual producing communications or using the

vehicle.

This Court is authorized to issue this warcant pursuant to 15 MUR.S, §§ 55 & 56.

Part HI:

My conclusion that such probable eause exists is based on the following

factual information:

A, Introduction

1.

1, Benjamin Handzel, Detective for the Maine State Police, make this affidavit in
support of an application for a search and seizure warrant under Title 16, Chapter 3,
Subchapters 10 & 11 as well as Rule 41B of the Maine Rules of Unified Criminal
Procedure, Thave reason to believe that a particnlar motor vehicle’s Infotainment
System and related storage media may contain evidence idenfifying and linking,
viclim{s), suspect(s), and possible witness(cs) to the crime(s) of Murder in violation of
17-AMR.S. § 201,

This affidavit is intended io show that there is sufficient probable cause for the
requested search and seizave wareant and docs nol set forth all of my knowledge about
this mattor, The statements contained in this affidavit are based upon the following:
my own personal knowledge; knowledge obtained fiom other individuals during my
participation in this investigation, including other law enforcement officers; interviews
of witnesses; my review of records refated fo this investigalion; comntnications with
others who have knowledge of the events and circumstances desciibed herein; and

information gained through my tiaining and experience.

B. Experience

1.

1, Benjamin Handzel, am a Detective with the Maine State Police, located in the
County of Cumberland, in the state of Maine. My raining and cxpetience includes the
investigation of numerous major criminal cases including, but not Hmited to, Murder,
Aggravated Assault, Gross Sexual Assault, I have been a law enforcement officer for 6
years. | have attended several law enforcement-training comses both 1elative to

ctiminal investigation in general and cyber-crime in particular. T have fed numerous
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Search Warrant AfDdaviy

investigations involving the use of digital media or computer systems in committing
crimes.

1 have authored and assisted in the cxecution of numerous search-and-seizme
warrants during my tenure as a law enforcement officer. Anuually, I receive 20 hours
of in-setvice {raining for Jaw enforcement officers, which includes Maine case law,
and various criminal law updates.

T have authored and assisted in the execution of more than [number] search-and-
seizme warrants during my tenure as a law enforcement officer. T have spoken with
Detective Martin Royle in the Maine State Police Computer Crimes Unit (CCU) who

has informed e about the ability to retrieve digital evidesce fiom vehicles.

C. Information concerning Motor Vebicle Infotainment Systems

L,

T know from my training and experience and discussions with Detective Royle at the
CCU that a motor vehicle is no longer just limited to transpoitation. Many modern
muotor vehicles are faclory installed with enfertainment and communications consoles,
These conscles are commonly called Infotainment Systems. Infotainment Systems aflow
drivers and/or passengers o conneet their devices to the digital world, Such systems
can storc and/or stream digital content to and from a variety of devices; if may even
broadcast a wircless signal which would allow passengers to connect to the Would Wide
Web (Internet),

I also know that many mator vehicle Iufotainment Systems allow a user to syne (connect
and integrate communications wirelesgly and/or with a cabie) mobile devices to a
particular motor vehicle Infotainment System. This connectivity genetally allows motor
vehicle ocoupants to perform hands-free operations such as voice calling and texting,
access data streaming stieam services such as music, nows, weather, maps, navigation,
traffic data, and other web based information and related content,

Furthermare, T know that Motor Vehicle Infotainment Systems commonly support the
importing of content and other data information from a particular usei’s mabile device,
Such data may include content that may provide user attribution to particular usex(s) that
may include mobile device identifiers, telephone numbers, user accounts details,
methods of payment, passwords, PIN codes, user voice profiles and other biometrie
identificrs, contact lists, call logs, text messages, e-mails, pictures, videos, web history,

telephone numbers, addresses and/or GPS (Global Positioning System) coordinates, and

4

s Sty i 5917 Y LW S NN | ANl Wy S G e g R T 1



Search Warrant AlTidavit

4.

other lustorical navigation information.

I know that Global Positioning System or GPS portable navigation systems associated
with Infotainment Systems use a spacc-based radio-navigation system which provide
users with accurate information on position, velocity, and time anywhere in the world
and in afl weather conditions using a connected network of orbiting sateliltes. GPS
portable navigation devices can store information in theit digital memory about the
locations wheie the device was fo1 a period of time.

Consequently, there is probable cause to believe that the historical GPS data associated
with the Infotainment System will contain recoxded evidonce of the physical location of
the associated vehicle and/or person(s) whenever the vehicle and/or person was moving
ot stationary. Information and cvidence of the associaled vehicle and/or person{s) travels
should contiibute to identifying the locations from which the vehicle and/or person
depatted, the locations wheic the associated vehicle and/or person(s) traveled to and the
time the associated vehicle and/or person(s) temained at diffeiont coordinates,

I know that even after a previously conneeted mobile device is remnoved, much historical
live and deleted data may remain within the digital stowage capabilities of the
Infotainment System.

T know that (hese Infotaimment Systems and associated connected or previously
connected mobile devices can be used to delete, create, sharve, and store files and other
data including navigation history, documents, photographs, videos, electronic mail,
search history and other relevant live and deleted nser information, I also know that such
devices can be used {o communicate and share information with others and that data can
be transferred between vatious devices — wirelessly and by connected cables,

1 also know that live and deleted data recovered from Infotainment Systems may show
evidence of current, on-going, future, and past criminal activity. Such information can
be used to identily locations, vietims, witnesses, associates and co-conspirators. [ also
know that data from these devices can often include user attribution data that can
identify the person(s) who sent, received, created, viewed, modified, or otherwise had
control over particular content,

Tknow that it is necessary to search live and deleted datarecovered from a digital device,
including Infotainment systems, fiom when the digital device was first activated to when
a device was seized, This is specifically nccessary to cstablish that a particular device

5
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Search Wmrant Affidavit

10.

and any associated applications can be attributed to a particular user. Additionally, this
full range of time may be necessary to identify communications, contacts, calenda
entries, pictures, videos, location information (including chats, texts, emails, web
searches, GPS, navigation, maps, and other data) thal may convey conununication
between patties and identify suspects, co-conspirators, associates, witnesses and other
individuals whe may have involvement or knowledge of crimes and to establish pre-
planuning, execution, and post event information of criminal activity, Without this
information, it may not be possible to authenticate and understand events of a particutar
day and fime in propet context and to attvibude particular user or users of a device and
thelr associated applications in proper context.

1 also know that if these itemns are not seized and isolated from network connectivity in
a {imely manner, evidence may be destroyed, tiansferred, encrypted, modified, or
otherwise lost forever, T know that data tecovered from an lufotainment System could
be used to 1ofite or corvoborate data recovered from other mobile devices or obtained

from service providers.

D. Specific probable cause

1.

1 am a Detective assigned to the Maine State Police. T have reason to believe that a
particular motor vehicle’s Infotainment System and related storage media may contain
evidence identifying and linking, victim(s), suspect(s), and possible witness(es) to the
cuime(s) of Murder in violation of 17-A MLR.S. § 201,

1 have done the following to determine that the vehicle operated from 07/25/2023-
10/25/2023 by Robett Card is equipped with an infolainment system which in installed
within the center console/dashboard. On 10/25/2023 Berla Corporation informed Det.
Martin Royle the Subaru Outback that is registered to Robert Card that was scized 88 a
part of this investigation is equipped with an infotainment center. These systems are
designed {0 store a vast amount of data which includes recent destinations, favorite
locations, call logs, contact lists, SMS messages, emails, pictures, videos, social media
feeds, and the navigation history of cverywhere the vehicle has taveled. Thesc
systems may also record events such as the activation and de-activation of the vchicle's
headlights, the opening and closing of doors at a specific location, and the location of
the vehicle at the time Bluetooth devices are connected, This data will be acquired (o

assist law enforcement during their investigation, [See earlier scetion for more details]
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3.

6.

10,

On October 25, 2023, at 06:56 .M., The Lewiston Auburn Conununication Center
reccived a veport of a male shooting a fivcarm inside Just-In-Time Rooreation (also
knowa as Spuarclime Recreation) located at 24 Mollison Way in Lewiston, The Auburn
Communication Conter sebsequently received numerous 911 calls reporting multiple
victims at this location.

AL 07:08 P.M., the Lewiston Aubur Communication Center received multiple reports
of an active shooter inside of Schemengees Bar and Grille located at 551 Lincoln
Street in Fewiston,

AL 08:48 P.M., Androscoggin Shetill's Office (ASO) Detective Maurice Drouin
obtained video surveillance footage from Schemnengees Bar and Grille, The video
showed & white male, armed with a rifle, cxit a white passenger vehicle and make
entry into the establishinent. A scieenshot of the white passenper vehicle was
distributed to investigating law enforcement personnel,

At 09:13 .M., Maiue Stafe Police (MSP) Detective Victoria Lane made entry inlo
Just-In-Time Recreation, She obseived seven (7) deceased individuals inside the
establishmen( with one (1) being a femee and the rest males. The vielims sustained
apparent punshot wounds. Deteclive Lanc observed numerous rifle cartridges on the
ground throughout the premises.

AL 09:16 P.M., Tewiston Police Department Chief David 81, Pietre received a phone
call from N-I‘-uiting that a widcoly civculated
photograph of the shooter was her brother, Robert Card (DOB: 04-04-1983).

Al 09:47 P.M. Detective Lane made eatry into Schemongees Bar and Grille, She
observed seven (7) deceased imales inside and one (1) additional deceased male was
located outside. The victims each sustained apparent gunshot wounds, Deteclive Lanc
pbserved pumerous rifle carlridges on the ground throughout the promises,

At 09:56 P.M., Lishon Police Department personnel located a white Subatu at the
Pejepscot boat launch.

At 09:57 P M,, MSP Detective Conner Walton conducted a 1everse vehicle registration
scarch on Robert Card. The Burcau of Motor Vebicles (BMV) return indicated that a
while 2013 Subaru Outback bearing Maine registration 9246P1) was assigned lo
Robert Cavd,

-
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Search Warant Affidavit

H.

12,

ALTG:01 P.M,, Lisbon Police Department personnel confirmed that the Subaru at the
Pejepscol boat launch was Robert Card’s vehicle.

AL10:0% P.M,, MSP Detective Herbert Leighton and Det, Justin Huntley interviewed
l\-ﬁ-t Lewiston Police Department, N-mid that Robest has been
delusional since Febvuary 2023 afler a bad bieak-up with a woman, N explained
that since the break-up, Robert has had significant weight loss, has been hospitalized
for meutal health issues and stopped taking prescribed medication. h-;eaid Robert
had a stvong interest in {ircarms and owned a fot of them, to include rifles and
handguns. She said Robert believed there was a conspitacy involving peoplie accusing
him as a pedophile. Robert believed certain businesses were spreading this rumao
online, l\-said {hat Just-In-Time Recreation, Schemenpees Bar and Grille,
Gowell’s Market in Litchfield, and Mixers Nightclub in Sabattus were the businesses
Robert believed were spicading online ramors of him being a pedophile, According to
NI Robert also believed that some of his family members were involved iu the

conspitacy.,

13. At 11130 P.M,, MSP Scrpcant Jesse Duda spoke with Robei’s brothor, F.(-

—uﬁid Serpeant Nuda that Robert way in a1efationship with a
worman named “JJICIIPve: the past fow months, beforc Jjlended the

refationship. Rjilkaid that Robert met Jfpt & combale competition at Schemengees
Bax and Grilte, Rffaid that ever since the 1clationship ended, Robert started
weating hearing sids and had been saying crazy things,

14. At 11:45 P.M., | watched a portion ol the video footage from Schemengees Bar and

Grille. The footage depicted a male walking through the bar and shooting at the
patrons, The malc in the footage was similar in appearance to the BMV photograph of
Robert Card.

15. On October 26, 2023 at 01:15 A.M,, Lisbon Police Department personse! told

Lewiston Police Sergeant David Levesque, who told investigative personnel, that they
observed a long rifle in the Subaru thet was located at the Pojepscot boat launch .

16. The Subaru that was located nt the Pejepscot boat launch was seized and transported to

a sceure location. At 02:29 A M. Detective Lane spoke with MSP Trooper Jason Wing
who cscotted the Subaru from the Pejepscot boat launch to the sceure location,

Tiooper Wing said be observed, in plain view in the passenger avea of the vehicle,
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Search Warrant Aflidavit

paperwork containing Roberi Card's name. Trooper Wing confirmed that the
vehicle's BMV registiation was assigned (o Robert Caid,
17.1 know based on my training and experience the data fiom the infotainment center may

provide locations that Robert Card may fiequent or people he may communicate with,

18. This affidavit was teviewed by AAG Lisa Bogue, AAG Bogue has been a prosecutor

for over 20 yeats and has reviewed hundreds of search wartants,

Part1V:

1. As the investigation inlo the homicides at Just-In-Time Recreation and Schemengees Bar
and Grille began to unfold, investigators quickly came to belicve that Robert Card was the
assailant. Video footage depicting one of the shooting scenes showed an individual
resembling Robert committing the shooting. A vehicle that was later determined to be
Robett’s vehicle, that matched a description of the suspect’s vehicle, was later found
abandoned at a nearby boat launch, Furthermore, Robert’s own sister, after seeing a
photograph of the shooter, called the police and said the shooler was Robert,

2, On 10/25/2023, Det, Martin Royle from the Maine State Police Computer Crimes Unit
was informed by Berla Corporation that Robert Card’s vehicle was equipped with an
infotalument center,

3. Based on my training and expetience, | know the infotainment center may provide
location information of the vehicle at the time of the shootings as well us the location of
the vehicle in the days and weeks leading up to the shooting.

4. Based on my training and experience, I know the infotainment center may provide
contacts of people that Robert Card communicates with,

Based upon my experience, education, and fraining and the facts made known to me during
the course of this investigation, your atfiant believes that evidenee of the offense(s) Murder
may be found on the infetainment center of Robert Card’s vehicle,

A, Based on the information tegarding Vehicle Infotainment Systems, the vehicle, a 2013
White Subaru Outhack was involved at the time of the crime and the infotainment would
tetain information of communications while paired to the phone or of any locations diiven

to in the vehicle,
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1

Part ¥V

Logs of communications of Robert Card, phone and text message logs, interactions
through posts; location history; friend lists; and other information ov data tending to
show Robert Cards communications and lis pattem of life,

Content including location history, messages, and media files; and metadata including
IP information and machine cookics; and other information or data tending to show the
location of Rabert Card on af the time of the shootings and the days and weeks leading
vp to the shootings. Location information can show pattern of life for the perjod
requested to provide inculpatory or exculpatory information. Al this time, Card's

location is unknown and this information may show locations he had been frequenting

. Public or private communications that discuss the crime of Murder, o1 the motive or

reasons for the erime of Murder,

Media files or other data and information tending to depict the physical appearance of
Robert Card around the time of the ciime or that show him owning or wearing items of
clothing at any time that match the appearance of the outfit described by
witness/shown on security footage/elo. at time of crime.

Subscriber and other identifying information, device information and IP logs, and
activity logs. The same subscriber information is necessary to provide evidence to
make other material admissible at trial,

Subscriber information, friend lists, billing information; and communication logs that
reveal {urther avenues {or investigation, for example by revealing regular between
Robert Card and a previously unknown person around the time of the crime, or by
showing evidence of another account through a separate online service provider, such
as & an Apple ID that would reveal the existence of an Apple account, which itself may
contain evidence relevant {o this investigation,

Any and all data stored in the infotainment ot telematics system of a white coloied
2013 Subaru Qutback, bearing VIN # 454BRDLCED2257621 and ME Registration
9246PD. The vehicle is currently registered to Robert Card, DOB 04/04/1983 with an
address of 941 Meadow Road, Bowdoin Maine.

I understand that the infotainment system will be removed within the 14 days but that
the forensic anatysis will take more time, 1 will make a return within the 14 days
indicating that the system has been seized and turned over for forensic analysts.

SPECIAL REQUESTS
10
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Search Watrant Affidavit

A, WAIVER AND PRECLUDING NOTICE
1. [ X} Waiver of Notice to Owner or User of Eleefrouic Device. Based on the facts
set forth in the affidavit, and pursuant to M.RUL Crim. P. 41B{e) & (d) and 16 MRS,
§8 643(2) & 649(2), it is hereby requested that the cowrt order that the notification
ordinarily required under 16 MUR.S. §§ 643 & 649 is walved, based on the
determination that such discloswe would have an adverse 1esult, meaning (1)
immediale danger of death or serious physical injury, (2) flight from prosecution, (3)
destinction of or tamipering with evidence, (4) intimidation of a potential witness, (5)
scriously jeopardizing an investigation, ot (6) uudue delay of a trial.
B. Use of Civilians
1. 1 also understand that in order to successfully complete a forensic extraction from an
Infotainment Systcn it may be necessary to repair the device, replace the screen, 1eplace
the chassis, reconnect wires, ot replace a battery. I also undetstand that it may be
necessary to employ advanced forensic processes to bypass locked display sereens and
other data access restrictions. Advanced processes may include potentiaily destructive
and destructive processes such as gaining root and/or Super user level access, JTAG,
ISP-JTAG and chip-off.

2. 1 respectfully request that the warrant authorize that the executing law enforcement
officet(s) may enlist the aid of a law enforcement computer foiensic laboratory and/or
certified digital evidence examiner(s) to include the New York State Police in the
searching, viewmg, photographing, recording, copying, forensic imagming, and
analysis of any and all of the information described including the assistance of ¢ivilian

employeecs of such law enforcement agencies,
WHEREFORE, [ pray that a warrant may issue authorizing a search of the
Property/Premises deseribed above in Part 1 for the Properfy/Evidence described above in

Part 1, and that if such Property/Evidence be found that it shall be seized.

1 hercby swear under pains and penaliies of perjury that the facts set forth in this affidavit

are frue and corrvect to the best of my knowledge, information and belief,

11
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Search Warrant Affidavit

baet: 10/7/2025 %MG oL /1%1; sl
O Detective Be

njamin Handzel
Maine State Police

Appeared before me under oath on this date the above-named Benjamin Handze!l and

signed and swore to the truth of the facts contained in the foregoing instrument,

Dated; 1042712023 P /\) %
District %{t Judige ’

12
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[nventory

STATE OF MAINE UNIFIED CRIMINAIL West Bath
DOCKET
SAGADAHOC, ss. LOCATION:
DOCKET NO.

IN RE: SEARCH WARRANT FOR )

ACCOUNT INFORMATION OF ) INVENTORY
207-837-3761 THAT 1S ) [M.R.U. Crim. P. 41(g) & 41B]
STORED AT PREMISES )

CONTROLLED BY AT&T y

The following material(s) were seized pursuant to the search warrant above captioned
above:

{List the types of records thal were veecived from ATRT. ]

VERIFICATION

The [AGENCY] seized records from AT&T regarding the account(s), [put in the
accounts| pursuant to a search warrant signed by [Judge X1 on [date] with the material

being provided on [date} by AT&T regarding an investigation into Muider in violation of
17-A M.R.S. § 201

Date:

NAME

Personally appeared the above named, NAME, and made oath to the truth of the

foregoing inventory,

Date:

Clerk/Notary Public
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Search Watrani

STATE OF MAINE UNIFIED CRIMINAL COURT
SAGADAHOC, ss. LOCATION: West Bath
DOCKET NO.

IN RE: SEARCH WARRANT FOR
ACCOUNT INFORMATION OF
207-837-3761 THAT IS

STORED AT PREMISES
CONTROLLED BY AT&T

SEARCH WARRANT
[ML.R.U. Crim. P, 41 & 41B]

SEARCH WARRANT

To: Any officer authorized by law fo execute this Search Warrant;

Affidavit having been made before me by Blake K. Conrad of the Maine State Police ;
and as I am satisfied that there is probable cause to believe that grounds for the issuance
of a search warrant exist; you aie hereby commanded to search the premises specified in
Part I below for the evidence/property specified in Part {1 below, and, if the specified
evidence/property is found, then to seize such property and prepare a written inventory of

the property seized.
Part I: Property/Premises to be searched:
The records associated with cell phone number(s) 207-837-3761, that are stored at

piemises owned, maintained, controlled, or operated by AT&T a wireless provider

headquartered at:

AT&T

ATTN: Global Legal Demands Center

11760 US Hwy 1, Suite 600, North Palin Beach, FL. 33408
By cemail at: glde@att.com

Part 11: There is certain property/evidence, namely:

A. The following information from AT&T records relating to 207-837-3761:

v
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Search Warrant

1. The following records from the creation of the account to the time acted
upon by AT&T:

a,

b,

All business records and subscriber information, fiom the creation of the
account, in any form kept, pertaining to the individual accounts and/or
identifiers desciibed above, including subscribers® full name(s), addresses,
shipping addresses, date account was opened, length of service, the types
of service utilized, the unique identifier(s) for any wireless devices
associated with the account, date of birth, telephone numbers, means and
source of payment for service, and any other identifiers associated with the
gecount;

All communication records from the creation of the account between
ATE&T and the subscriber regarding the account to include but not limited

to customer service interaction(s);

2. And for the date range 07/25/2023-10/26/2023, the following information:

a.

C,

All voice mail, text, bytes up/down and multimedia messages, including
message content and location information metadata, stored and presently
contained in, ot on behalf of the account or identifier;

All transactional information of all activity of the telephones and/or
voicemail accounts described above, including location information, log
files, messaging logs, local and long distance telephone connection
records, records of session times and durations, dates and times of
connecting, methods of connecting, telephone numbers associated with
outgoing and incoming calls, IP addresses used or connected to, voice
over internet protocol (VoIP), time on tower report, cell sites used, and/or
locations;

All text messaging logs, including date and time of messages, and
identification numbers associated with the wircless device sending and
receiving the message; and

All location information and data about which “cell sites” (i.e., antenna
towers covering specific geographic areas) and “sectors” (i.e., faces of the

towers), including per call measurement data (PCMD) and/or Timing
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Search Warrant

Advance repotts, received a radio signal from each cellular telephone or
wireless device(s) assigned fo the account,
3.

B. It Is understood that AT&T will not receive the search warrant affidavit but will
respond with the categorical material in their files for that time period. The
affiant will go through the information provided or seized, with the assistance of
other officers or trained civilians in order to extract information that falls under
the search warrant parameters. The seized material will include account
information that demonstrates the identity of the individual using the account at
the time of any communications, location information, or having access to the

account.

The Court has authority to issue this warrant under 16 M.R.S. §§ 642(1) & 648, 15
M.R.S. §§ 55 & 56, and M.R.U, Crim. P. 41 & 41B.

Part It SPECIAL PROVISIONS

A. Pursuant fo 15 MLR.S. § 56, AT&T IS REQUIRED TO PROVIDE RESULTS
WITHIN 14 DAYS, If it cannot make that timeline, it shall provide written

notice with “good cause” to Detective Martin Royle at
Martin.G.Royle@maine.gov within 10 days, so the Court can be notified and
determine if “good canse” has been provided to extend the time for the
response,

B. AT&T shall disclose all responsive data, if any, by sending it to Martin Royle at
Martin.G.Royle@maine.gov.

C. Civilian employees of AT&T are authorized to assist in this search warrant, [t is
further authorized that the material provided may be examined by a trained
forensic examiner or investigator from the Maine State Police Computer Crimes
Unit or any other State or federal law enforcement agency.,

D. Pursuant to 15 MLR.S. § 56, AT&T shall verify the authenticity of records that it
produces by providing an affidavit that complies with the requirements set forth in
the Maine Rules of Evidence, Rule 902(11) & (12). .

L. NOTICE
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Search Warrant

[X] Waiver of Notice to Owner or User of Electronic Device. Based on the facts set forth
in the affidavit, and pursuant to M\.R,U. Crim. P. 41B(c) & (d) and 16 M.R.S. § 643(2) &
§649(2), it is hereby ORDERED that the notification by the officer ordinarily required
under 16 MLR.S.  § 643 & §649 is waived, based on the determination that such disclosure

would have an adverse result, for the 1easons marked below:

X (1) immediate danger of death or serious physical injury,
X (2) flight from prosecution,
X (3) destruction of or tampering with evidence,

(4) intimidation of a potential witness,

X (5) seriously jeopardizing an investigation, or
_____{6) undue delay of a trial.
F. DAYTIME WARRANT ONLY
This warrant shall be executed between the houts of 7:00 A M. and 9:00 P.M,,
and shall be refurned, together with a wiitten inventory, within 14 days of the issuance

hereof, to the Maine Unified Criminal Court located in West Bath, Maine.

Issued this o7t day of __ October 2023, at _2:56 AM/
PM. Al Hallowell, Maine.
striet Courf Judge

Tamimy Ham-Thompson
Printed Name
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Searely Winrant ADNRdvu

STUATE OF MAINE UNHTED CRIMINAL COURT
SAGADAHOCO, s, LOCA TTON: West Bath
DOCKET NO. _

IN RE SEARCITWARRANT FOR )

ACCOUNT INFORMATION OF } AFFINDAVITAND REQUEST
207-837-37610 TUATLIS ) FOR SEARCH WARRANT
STORUD AT PREMISES ) IMLR.UL Crim. P. 41 & 41B]
CONTROLLED BY AT&T )

AFFIDAVIT OF BLAKE K. CONRAD OF THE
MAINE STATE POLICE IN SUPPORT OF
ANAPPLICATION FOR A SEARCH WARRANT

I, Blake K. Conrad, a duly sworn Inw enforcement officer for the Maine State Police
hereby state nnder nath and upon penalfics and pains of perjury that thereis

probabie cause {o believe that:
Part1: Loeated on or about the property/premises described below, namely:

The records associated with ccll phone number(s) 207-837-3761, that aie stored at
premises owned, maintained, controlfed, or operated by AT&T a wircless provider
headquartered at:

AT&T

A'TTN: Global Legal Demands Center

11760 US Hwy {, Suite 600, North Palm Beach, FL 33408

By email at: glde@att.com

Part [1: There is certain property/evidence, nnmely:
B3ased upon the foregoing, | respeetfully submit that theve is probable cause to believe
the records listed gbove either contiuns evidence of) or itself constitutes an

inshumentality of the offense(s) of Murder in violation of 17-A MLR.S. § 201, which

o s gt
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Searels Woacrant MIubnog

are subicet to search under MR UL Crim Pl & 4B and shostld therefore be seized

sndd searehed Tar the tollawang mivmmanion (o be provided fiom the A P&} reconds

selating fo M7-837-376)

A, The following midnmation fom AT& L recards relating fo 207-837-3761 which
comstitnte oy idence or instumentatities of the offense(sy of Murder i violation of
F7-A MRS, § 201
1. The following 1ecotds from the ereativn of the account to the time ncted

upon by AT&T:

a Al business iccords and subseriber information, from the creation of the
account, in any form kept, pertaining to the individual accounts and/or
identifiers deseribed above, including subscribets® full name(s), addressces,
shipping addicsses, date nccount was opened, length of service, the types
of service wtilized, the wnique identifier(s) for any wireless devices
associated with the account, date of birth, telephone numbers, means and
source of payment for service, and any other identifiers associated with the
account;

b. Al communieation records from the cioation of the account between
AT&T and the subscriber regarding the account to include but not Hmited
{o customer service interaction(s),;
2. And for the date range 07/25/2023-10/26/2023, the foltowing information:

a. All voice mail, text, bytes up/down and multimedia messages, including
message content and location information metadaia, stored and presently
contained in, or on behall of the account o identifier;

b, Al tansactional information of ail activity of the telephones and/or
vaicemail accounts described above, including location information, log
files, messaging logs, Jocal and long distance telephone connection
records, records of session times and durations, dates and timey of
comnecting, methads of connecting, telephune numbers associated with
outgoing und incoming calls, 1P adehresses used or conneeted 1o, voige

over intetnet profocol (VolP), time on tower repor(, cell sites used, andfor

locations;

T —
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¢ A esUmessaging logs, including date and time of messapes, ane
identilication numbers assaciated with the wircless deviee sending antd
recon mg the message; and

A A foention infoumnation and data abuout which “ecll sites™ (i.c., antenna
towers covering speeiiic peographic arcns) and “sector™ (i.e., faces of the
towers). ineluding per call measurement data (PCMD) andfor Timing

Adsanee reports, received a radio sigal from cagh cellutar lelephone or

P s oo ] g o b e gusnse s ok VIR0 S O bl

wireless deviee(s) assigned to the aceount,
3
B It is understood that A T&T will not seccive the search warrant affidavit but will
respond with the categorical material in their files for that time period. | will ge
theough the information provided or seized. with the assistance of other officers or

wained civilians in order 1o extract informalion that falls under the search wavrant

patameters, | he seived materinl will inelude sccount information that
demonstiates the ilentity of the individual using the account f the time of any

commumications, location information, or having access 1o the account.

Lhe Court has authorily lo issue this warrant under 16 MLR.S. §§ 642(1) & 648, 15
M.R.S §8§ 55 & 56, and MR Crim, P41 & 418,

Part [1I; My conclusion that such probable eause exists is based on the following
factun! information:
A, intioduction
4. 1, Blake K. Comad, Detective with the Maine State Police, make this allidavit

it support of an upplication for a scarch und seizure warrant. This aflidavit is
made in support ol an application {or a search warrant under Title 16, Chapter
1. Subchaplers 10 & 1 as well as Rule 41B of the Maine Rules of Unified
Criminal Procedure. Your affiant seeks a scarch warrant which would require
ATET, to disclose to the government records and other information i its
possession pertaining to the subseriber or customer associated with the
account(s), including the location and contents of communications.

5. This affidavit is infended to show that there is sufTicient probable euuse for the

requested search and seizane warcant and does not set forth ali of my
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Search Woarsag Afidav il

Arowledge sbout this matier, 1he statements eontained in this alidavit are
baved upon the folfowing: wy own personal knowledges hnowledge oblamed
(romy other individuals during my participation i this investigation, inclucdhng
ather kaw enforeement officars: witnesses mierviewed; my review ol sccords
related (o this investigation: commumications with others who have knowledpe
of the eveis and circumstances described heiein: and information gained

through my waining and experienee,

B. Experienee

1 am a Detective with the Maine State Police and have been so employed sinee
2012, | comptleted the 64" Maine State Police Reeruii Training Tiocop on
April 15,2013, Your Affiamt has also investigated numerous criminal cases
involving homicide, robberies, thells, drug trafficking and assaults, dating
your affiant's career as 2 law enforcement officer, Your affiant’s involvement
has inchaded the prepmation and execution of search warrants and arrest
watrants, the interrogation of suspects and witnesses, and the arrest of persons
charged with the above listed erimes. [ have personal knowledge of the facts
and circumstances hercinafier related as 8 vesult of an investigation |
responded 10 on 10/25/2023,

{ have attended several law enlorcoment-training cowrses both relative to
criminal investigation in gencral and digital media. 1 have led numerous
investigations invoelving the use of digital media or computer sysiems in
commitling aimes,

[ have authored and assisted m the execution of more than 40 seasch-and-
seizure warrants during my tenure us a faw enforeement officer. [ atteuded a
onc-day seminar on dralling cllective search warcant affidavits sponsored by
the Maine Office of the Attorney General, 1also atended @ four-hour seminar
specihically on writing scarch wanants for dighal evidence put on by the
Altorney General's Office,

Information Reparding the Provider AT&T

i Tknow that AT&T Is headquartered at 11760 US Hwy 1, Suite
600, Narth Pahm Beach, FL 33408, | know, that ay part of ity
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business praetice, A T& Feolieets. maintas, and archives
networh uset ety that can be accessed hom ity
headguotters. Dhis information can include fextmessapes. call
detalls, cold site location information, and data usege,
Providers of evllukn servive (Providers), including AT& T
typically retain cettain transactional information about the
activ aton and use of cach avcount on their systems, This
iformation can include tocution information including but not
timsted o the date on which the towers were uceessed, the
length of service, 1ecords of Jog-in (i.e., session) times and
dwations. the types of service wiilized, the status of the account
{including whether the account is inactive or closed), and other
log files that refleet usage of the account,

Providers of celjular service retain subscriber information
pertaining to the individual aceounts and/or identifiors
described above, which ineludes subseribers’ full naunes,
addresses. shipping addresses, date the account was opened,
length of service, the types of service ulilized, the unique
identifier(s) for the wireless device associated with the aecount,
telephone numbers, means and sowcee of payment for service,
and any other identifiers associnted with the aceount.

In somie eases, cellular serviee users will communicate direetly
with g Provider about issucs relating o the account, such as
teehnical problems, billing inquirics, or contplaints from othe
users, Providers Lypically vetain recouds about such
communications, imcluding records of comtacts between the
user and the Provider's support services, as well as records of
any actions taken by the provider ot user as a result of the
conymunications,

I know through education, training and experience that AT&T

stores data for its services, including subseription information,
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Search Woapsant Affdavd

pansactional iotmation mwd coptent on xerven which are
accessible to the Custodian of the Records who will provide the
intormation shen served with a proper scarch warrant via
emal at glderdall.com. This information is stored on the
servers al AT&T headquarters Toented at 11760 US Hhay 1§,
Suite 600, North Palm Beach FI. 33408,
vio 1 am aware that on June & 2017, the Maine legistature passed
16 MRS, § 56 which provides the procedure T the proper
service of search wanants to an clectronic communication
service provider or remote computing service provider even if
they reside out of state, The provider js required to provide
results within 14 days, ' the provider eannol make that
timeline, it is to provide notice to this officer, 50 1 can notify
the court and provide “pood cause” to extend the time for the
response.
vit. | am requesting that AT&T provide subseriber information
from the activation of the accounts in order to identify the
ownes and user of the aceonunts, 1o dentify any exculpatory
information if the AT&T account was used by another
individual, and to allow admission of the records. | am
requesting that AT provide wransactional 1ecords and
confent from 07/25/2023-10726/2023 in order 1o identify the 1P
adclresses used when a user logged into the accounts. T will go
through the information provided or scized. with the assistance
of others in my ageney Federal Bureau of Investigation. Burem
of Alcohol, Tobacco, Firearms and txplosives, as well as the
Maing State Police Computer Crimes Unit, and search for the
material applicable to this investigation,

viit,  Therefore, the compuiters of AT& 1 e likely to contain all the

v

matetial just deseribed, including stored electionic

communications and information concerning subseribers and
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thetr pse of A L& tovers, sieh av aveount access sulormiation,

tataction ndormation, and conumunication wlonation

£, Speeific Prahable Canse

Based on my hnowledge mnd expelience and on information weeeived from other

sadividoals aud other haw enforeement officers 15 set Torth below. 1 have feamed

the following:

{

Nl

G,

On 10 25 3073 at 1856 howrs, Agbaen Communication Center secened a first
sepoit of 4 male shoating mside fust B Line Reereation Gilso knassa as
Sparetime Reviestion) located at 21 Mollson Way in T eswsion [he Auburn
Conununication Cemter subsequently received aumarous YH ealls ieportng
nudtipde s iets o s fogtion,

AUT9OR howrs. Aubom Commumeation Cener 1w ol multiple repurts of'an
active shooter inside Schemengee's Billards located at 5511 mealn Stieet in

I onision.

AL04S ows, Androscougm SherddTs Office Deteetive Mauatice Diouin
obtained videw sunsepdlanee foolage from Schemengee’s, The video shuwed a
winte male exitd white prssenger vehicle armed with an assault rille and
mahe entry info the establishirent. A sereenshot ol the swhite passenger
vehicle was disteibuited o mvestigating s enforcement prersonnel,

AL2HED Bows, Emade enfiy into Sparctime Recreatnas § obstived seyen

(7) deceased individuals inside the establishmens with one (1) beng u
femade and the rest males, Phe victins had sustained apparent gonshot
watinds, Fobserved pumerous tifle carnndpes on the pround throughout e
premises, AL 2126 heurs, T ewston Police Depaciment Chief David St Pieee
weeeived a phone calt fiom: N T e e mate io
the distributed sospoet photograph was hier brother, Bobul Cad,

AL 2T hoars made entry into Schemengee's. observed seven (73 decessed
wales insdtde snd one O addtionsd deceased male was hucadod outside. he
vietims each sustained apparent goshot wounds ebsarved numerows 1ifle

cantridpey on the groud thioughout the premiaes

AL 2150 hows, Eisbon Pobiee Depuriment sds ised oificers located a Sub
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the Peepse ot huat Lok
S TS T hae, Maowe Suite folice Dueenve Conier Walton conducivd By
neterse velide repistaton sear o Rebetr, Pl DMV et mdy wed o

White 2013 Sutuin Qutback begriza MEPC 926D waniepibecl o Robet

Canld
S\ 200 houts, §shon Police Drepattment vunfinmed e Sabari i the
Porepsent boat funeh was the wspeet’s vehicle,
9. \approammatels 2282 o spoke with Sgr fd ek ofthe

Bramswick Polive Depmiment Spe Y ureh ilotmed me that Robert's

brother. I. {‘- 1ad eabled By eanhen this evening
T o s St Yueeh i they sorved mthe wilitay pether

Phough the comenation [lnennoned that Robeit would possibly

By 1o 2o o Hupawell o tupet his ev-wife (-i_m

s ex-gisliviend (TR

10 AL 2203 hours, Maine State Pohice Desective Justin Huntley interviewed

\'-Ha;ti o iston Police Deparivent My HiTITwo!ld Det Thntley
thast Rubett dues been dekisonal since | ebipary 2023 alies a bad break-np
Y\-'\;ﬂaincd to Det Huntley that sinee the breah-up, Robuett as had
significant weight loss, bias been hospitalized Tor mental health issues and
preseribed medication that he stopped taking ~ {-ds:wrihcd Roben
as being very interested in fircarms sad onwned a dot ol thens o inchide asvd
slles and handguas, NTTE 20 GacRobercbeticsed shere was a
conspiracy agiinst him and penple sere secusing him of being a pedophite,
Robet belioved busineases were broadeasting onfing that Robert way a
pedaphite, NEGE_E )id Do Hantey that the following businesses:

Sparetime Reerention: Schemenged's: GowelPs Market in 1 wehfield: and,

3
RepeYes

s
X

o

R e L PR

Miners Nightelab in Sabsttus were the businesses that were broadeasting tha
Robeit was a pedophile Robertalho belesed thathis fmily was invobved iy
the compitaey, N-mm*idcd the phone number that Rabert would
communicate on hor on as 207-817-1761, _plmm number s
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. Search Warntant Mldasst

PR30 bt s, Moo Mat Polioe Scoeant Joswe Dyuda pab ¢ with Robetd

trother. {-l'-{.mkl ot fhuda diat Bobord dusd been o
relationship with o peeson named I .hc past tow months betone (R
(I e the retationship ?-t .amm! that Rebeil met .I.( .al o

vornhote competition at Suhemenpeds i\'.“ ad thisg ever stoee the

telatronslup ended Robea started weanmng hearing aids and had been sinne

¢tasy things

£, A1 7305 howrs. | watehed s pottion o the video lootage from Schemenyee's
abseny ed the male svalh through the bat white seehng outand shooting at
pattons  the male in the Footage was simila inappeanine © the DMV
photograph of Robent

13, On October 26, 2073 at 0115 hours, Lisboa Pobee Departiment olfeers told
Set, Dusid 1 esesgue of Lewiston Police Depaiment who then told yom
abfiant that ey obsened a Jong rille in the Sebucu that was loeated at the
Pejepsent bo Jaumeh,

{4 Ihe Subiru that nas Jovined ot the Pojepscot boat laouch was sized and
tansporied o & seeuved loeation. AUO22Y hours, et Knight spoke with
Fronper Lasony Wi who was escorting he Subau lom the Peepsuat bout
favnch to g necte lovation, Trooper Wing advised diat Tocaeed i phadin vion
i the passenger mea of the vehivle Wi papenvorh containing Robert's nanse

Frooper Wioag coptimed the yeluekdSs DNV wepistsation ieturned 10 Robere

Card
15 AT0257 hows Det, Cpl. Bond condueted wn intervies, with '} -ll .
it L restdunce located a-n the town af

l-inlimncd Det, OUpl. Bond that he was best friends

with !.( — who is the brother of Rohert Carl, l-

sated that he koows Robert has multiple rifles, one of whieh he beheyes has
a thermal optic matmted an %_ informed Dot Cpl, Bond thit Robet
oply has one vehiele which is a Subaru, | -‘mml that Rubert has g ed

andd white, on/oll voad. Yamaha ding bike which shosld be storsd i ibe

£

e
F

T
e

At

R

garage or o owlside stetage arci ot Robetts vesidence in Bowdoin,

t-smtcd that Robert alsa as b brege fet-ski which showtd be at his

o
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testdence m Bowadom

1o AUST howrs, Fadgrs rened i-- .a-m the hovp ol
_ ii-ml’m med me that e Sad beep woveng o call Robed

aftes the shantige s wecurivd aad bes plivie woukl nne tom tes o e
viht fe vawemand R ied colbing Robert i my prosence wnd sl
me the gumber he Bad communivated with Robett, the phone stimber brong
07.837-3)0} R-vmximi fo e that Robert was a 20 year veteran ol
the Army ard had been basing meatal health Jssoes due o hon havine
frearmy wsstes snd possibly being @ sehizophienie, R L icd 1o Delp
Rubert for several montbs noss s Roberts mental health sas dec by
Rober vhumed o heat people calling fm o pedophite wineh realis upset

am

b7 ii-mmnimwd that he woutld go to Schemengees Bar and Spareting
Rectedatron b ding alles, with Robei On some oceasions while playing
cotn fioe o1 being mound other patrons, Rober woald l! It people

At the bar o afso play my corabole were catling him a pedophile, R- did

e

AT,

Bk
ok

Ao,
et

e
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s
ik

4

s ity

oy

not hew these stalemunty %. tohd me that Robett met o svoman nomed
J .(-wa and satted dating ber and she bad two daughters as well
Robuert would {ake .i-fsmgmer‘s there out to cat, sad that s where the

pedophile thing e Robeit’s head came from as. Robert sas there with

Dighraeds

S v o danghiers an occasions and felt tat people were fooking at Tum

R ot hear these staements, Rubert elaimed that people were out 1o

T

AR

get him or were calling i a pedaphite, Ko me that ance Rober gt
u hearing aid. he started hearing, these dispaaging remiuks,

8. Robert mentioned the manager Joey Walker of Schemengee's as one of the
penple whe Robeet thought had called hiny gay. (B ricd to wel) Robent
that he doesn’t sy anything like tha

9. Fleamed on 16/26/2023 atappronimatedy 1HO0 homs What Joseph Wik
(9111966 wirs onte ol the people kitled m Schemengee’s

24, l.\uid e that he had ried o belp his brother oy much us be conld

ahong waih thew Father TR > ! Hobort coukd ot he

reanoned with, i-fid fret Robert o apree fir i.u elmee the Gode on

10
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Rasbwrst'~ w1 vole Tovated i b sanere bona parsnd of simw s e st
apa, becaise of R orccis wegandine Rubeir < behavion g I,

posse st of several freanms Robut fad s hoy o the gun sabe aind bad

aveess o b ieaoms prioy to e shonimes

Ix’..m!d mie gt both be and Robeit kaew people at both Sehemengees
amd Spasctime Recivaten When Pashaed VI ey Roben g po, be
sad Matoe Reeyefing whese Robert had warked R-luld me st Aptil
it Robert had an issue with an coployee, R T ’\'-md spaken
vith the manager at Maine Recvdling and they were natavare of Rubert

having had gy problens with a ce-vworke

n i-zm\ ided me with Robeyt’s son's phone number (-(-
~s Rabeit's som and his phone numbei 3\—

3. ﬁ-h::» not fad very madh contact with Roburt in ¢he past month as be
has distanced hinedl and not responded oy his messages, o family going

2 his residence,

L5
-

O Gutober 26, 2023, Do Karght destied @ osemeh sarvant that was approved
by Judge Tummy Hason-Thompson. That waveant identificd the above
deseribod property as T0U7 West Road, Bowdom, Maipe, Hownever, FE O aba
whentifies the propesty as TOF7 West Rowd, Bowdoin, Maine. The property i
the same, bowever there we tvo ditferent addiess numbers for the sanwe
praperty Lhis properly was identified by Det, Knight as Robait's cunean

residence.

S
g
7

- ALT320 hours, | was made aware that (he residenve is pot properly marked with a

A
T

§£ house ur box number, J used TLO which is an open source anline dutabase that
3l

(12 ‘e . " .

;g} colleets public information, T queried Robent Card (474/1983) and learned that the
}&;’:* achdrass listed was 107 West Roud in Bowdoin, Maine,

26, AUT330 hours, | learned that a Ruger SEAR 762/308 rifle was 1ecovered from

e

e

Robert’s Subarg that was found abandoned in the Pejepseot boat Tauneh.

P
s
s
i

27. AL 1544 hours, T appeaed via Z0O0M before Judge Tammy Ham-T hompson to

ipply for & semeh wanant with the amended aduross covering 1007 and 1017

West Road in Bowdoin,

g. ’osdﬁf
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Seach Waonat Affiday

28

29

33

34.

ACHOOR hows, received the signed search wara from fudge Ham- Hhompson

Atapprosimately 1848 hows, T spoke with Sgt Chiis Cookson of the Mame State
Police Computer Crimes Unit Sgt. Cookson tald mwe that during the exeeation ol
the search warram at Robet™s residence at 1017 West Road in Bowdoin a
Samsung Galaxy §22 Ultra oeld phone had been located inside, The IMEL # on the
cell phone was 358298660809037

tadso Jearned that a note was fell in the residence providing the pass code to

unlock the eoll phone,

- Dwas avare that through investigator’s working on this case by serving legal

provess and searching open sowce records that Robuit's phone nwnber was 207-
837-3761 1he phone aumber was registored (o AT& T Lhrough an exigent
cucumstanee subpouna by NMume Swate Police to A T& Fon Hi252023,
ST&T provaded the INUT # 0y 358298660809037, which is the device
investigators loented al Robert's residence during the seareh wanant. Robort was

not Jovated at bis residence during the search wareant.

. [y my experience, individuals with portable elecironic devices conununicate

information aboul thei activities and location in numerous ways to include,
but not Himited to, voice communications such as direet conversations and
voicemail, sharing photographs and writien communications sueh o tesl
messages. I addition, T know that users or subseribers of portable electronie
devices wtilize the cellular network 1o exchange information over the

internel. Such communication can oceur without user input on the device (i.e.
email, regular automatic updates from websites, application data exchinges.
andd account update semcehes), These communications are tansmitied through
cell sites in the vicinity where the celiphone making the conimunication was
locuted

P am aware that AT&T keeps and stores records from their towers on seivers
Jocated at AT&T headquaters in Floiida,

I also know Hom my training, education and expericnce that certain patterms
ol behavior ean be identified through investigation of the data contained 1 the

records, Such patterns can be analysed and compared with information

o b s,
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Anowt fo s estigators to detenmime a probable sequence of events while alvo
cortabotating or impeaching any suspeel™s wlibi, To identify those patterns,
and any subsequent deviation fram sard patterns, i responsible data sets
necessiny . Based on training and eaperience T know that sixty to ninety (60-
907 day & i responsible period of data colleetion.

35 Lam anare that the United States Supreme Cowt has ecognized that a
“signilicant majority of American adubts now owy™ smart phones and that cell
phones “are now sucl a pervasise and insistent part of daily lie thai the
proverbial visitoy fiom Mass might conclude they were an important featiee of
human anatomy.” Rifey v Califorma. 573 U8, 373, 383 (2014}, The Riley
Comt recognized that nearly three-quanters of smart phone users adimi being
within five feel of their phone most of the time and that “phones have become
important tools in tacilitating comdination and communieation among
members of ctiminal enterprises, and can provide valuable incriminating
information about dangerous criminals.” Rifey ut 395,401, In the Curpenter
case, the Cowrt yecognized that there are 396 million cell phone service
aceounts in the ULS, Tor a population of 326 million people making it far more
than probable for an individual o have a cell phone, Carpenrer v U.S, 138
§.01. 2206, 2211 (2018). The Court also recogmized that “eartying [a cell

A%

phone] is indispensable to participation in modein society,” and that a phone’s
Jocation “tracks nearly exactly the movements of its owner.”™ Corpenier, ol

2220, 2218,
36, Thisal hd*wu had been reviewed by Leae Zainea and Suzanne Russell who
have been posecutors for over 30 years and 25 yes vespeetively and have

seviewed {G0s of seaich warrants,

PARIIV.
Based apon my experience, education, and training and the facts made known to
me during the course of this investigation, theve is probable cause fo believe, nnd |

o helieve that evidence of the erinie(s) of Murder in violation of 17-A MRS, § 201

B P —
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will be toeated in (he vecords aysociated with cell phone number(s) 207-837-3761

which may be found o AT& TS servers,

A Pwough my tdmng, education and experience, Robert bis o Sansung,
Galany cell phone bearing the IMET number 358298660809037 wath an
ALY phone number o 207-837-3761.

b. Onaseatch warrant al Robert's residence the Samsung Galaxy cell phone
was recavered also bearing the IMEL number 158298660809037,

¢. Through the investigation, insestigators have feained that Robert used that
phone number and cell phone device to communicate with others up undil
10/26/ 2023 . The AT& T iecords will reasonably contain mlormation
related 1o his communications with others before the murders and the
recards will contain location information that will cnable investigators (o
wrack his movements belore, during and afler the murders, The records
will help investigators determine who be may have communicated with
priot to zmd after the murders and witl likely yield information about his
state of mind, The records may also help investigators identily any other
patential witnesses to his whercabouts before and alier the murders as well
as any information as to planning, molive and other information that wil)
assist the fnvestipatons are contained on AT&T servers,

V. SPECIAL REQUESTS

a, WAIVER AND PRECLUDING NOTICE

i Your affiant is requesting that this comt make a finding of an

ADVERSLE RESULT under 16 MRS §§ 643 and 649 for the
following reasons AL this time, the subjeet has not been informed
of this investigation, 11 the subject is notified of this investigntion,
the individual can delete matetjal that is stored remotely on other
social mudia sites orienmote computing services as well as any
remaining digital material that exists Tocally vesulting in the
destiugtion or tampering with evidence and/or potentially
Jeopardizing the investigation ] n addition, the information

received rom AT&T condd result in new investigative leads and

d
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witnesaes that could be feopadized i the delayed | Aceardingly, |
am teguesting it the Court owder that notiee ol receipn of the
matenal be waved for your afiant,

1. | X] Waiver of Notice to Owner or User of Eleetronie
Device. Based on the fucts set forth in the affidavit, and
pursuant to M.RUL Crim, PoAIBo) & (dyand T6 MRS
$§ 643(2) & 649(2), it i heteby requested that the court
order that the notification ordinaiily required under 16
M RS, $8 043 & 649 is wanved, based on the detenination
that such discloswre would have an adverse result, meaning
(1y immediate danger of death or serious physical mjury,
(2) flight from prosecution, (3) destruction of or tampering
with evidenee, (4) intimidation of a potential withesses. (3)
seriousty jeopardizing an investigation, or {6) undue delay

of a tral,

b. Service and Requivements on AT&T

Response fimes 1 am aware that on June 8, 2017, the Maine
fegistature passed 16 M.R.S. § 56 provides the proeedure lor
service of a search sarrant on ao elecironic communication service
provider or iemote computing setvice provider tocated out of state.
The provider is required to provide results within (4 days of
service, I the provider cannol comply with that timeline, i@ must
provide notice (o me so | ean notify the court and movide “good
causte” 1o extend the time for the response. | am requesting that the
search warrant inform AT&T that if it cannot comply in 14 days
then it must so notify me in 10 days to provide me time to notity
the cowt and request additional time,

Verification: | request that, parsuant o 15 MUR S, § 56. the Cout
order A& o verify the authenticity of records that it produces
by providing ay allidavit that complies with the tequirements set

forth in the Muine Rules of Evidence, Rule 902¢12)

15
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n Reeeiving the waterind: [ uther sequest that A& shall disclose
responsive data, i any . by sending to DeteeGye Matin Royle,
Marun.G.Royle mane goy

¢, Useof Civilians

i, Drespeetfully request that ¢avibian employees of ATRT be
autharized to assist in this scarch warrnt

i 1 Tarther request that the watiant authurize the subseguent
examination of the contents of the material provided by
wmvestgators and computer forensie examiners from the Maine
State Palice Computer Crimes Unit, or any other State or Tederal
law enforeement agencies, and that it also authorize the assistance

ol ewvilian employ ees of such aw enforcement agencics,

WHEREFORE, | pray that a warrant may fssuc authorizing a seaveh of the
Property/Premises deseribed nbove in Part | for the Property/Evidence deseribed

above in Part H, and that if such Property/Evidence be found that it shall be seized,

T hrereby swear under pains and penalties of perjury that the faels set forth in this

affidavit are true and correct to the best of my knowledge, information and belief,

:x{b\ }h\—;
Dated: W!ﬁ .25 S?*\m W, M e

Detective Blake K. Comad
Maine State Police

Appeared belore me under vath on this daie the above-named Bleke K, Conrad
and signed and swore to the truth of the facts contained in the {oreguing instrun

10/27/2023

S DistrigyCowt @ *“%ﬁ%“f”"{"‘ i
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Search Warrant

STATE OF MAINE UNIFIED CRIMINAL DOCKET

SAGADAHOC, ss. LOCATION: West Bath
DOCKET NO.

IN RE: SEARCH WARRANT ) SEARCH WARRANT

REGARDING SAMSUNG GALAXY ) [M.R.U. Crim. P. 41 & 41B]

S22 ULTRA SEIZED FROM )

1007 and/or 1017 West Road, Bowdoin )

To: Any officer authorized by law to execute this Search Warrant;

Affidavit having been made before me by Detective Blake K. Conrad of the Maine State
Police Computer Crimes Unit; and as { am satisfied that there is probable cause to believe
that grounds for the issuance of a search warrant exist, you are hereby commanded to
search the place(s) or person(s) specified herein and, if the specified property is found, to
seize such property and prepare a written inventory of the property seized in 14 days,
The Court has authority to issue this warrant under 16 MLR.S. § & 648, 15 ML.R.S, §§ 55
& 56, M.R.U. Crim. P. 41 & 41B.

Parts Located on or about the property/premises described below, namely:

A blue in color with black case, Samsung Galaxy S22 Ultra, Model #-SM-S908U,
Serial Number-RSCTSOH2 V2L, IMEI-358298660809037 seized by Sgt. Jason
Andrews during a search watrant at 1017 West Road in Bowdoin listed as Item #1

in FileOnQ evidence tracker under case number 233056128,
PartIl: There is certain property/evidence, namely:

The following infoimation from the phone or each of the phones listed above which
constitute evidence or instrumentalities of the offense(s) of, or itsell constitutes an

instrumentality of, the offenses of murder in violation of 17-A MLR.S. § 201:

A. Records, logs, or images in digital form evidencing ownership or use of the

phone including any calendaring functions;

B. Information regarding the telephone number associated with the seized phone,
its service provider and all data used by a service provider to identify the

phone, including the phone’s International Mobile Equipment Identity (IMEI),

S et il




Search Warrant

Mobile Equipment Identifier (MEID), Media Access Control (MAC) Address

and other unique identifiess;

C. Evidence of other accounts associated with this phone including email
addresses, social media accounts, messaging “app” accounts, and other
accounts that may be accessed through the phone that will aid in determining
the possessor/user of the phone, including any remote storage devices or

accounts,;

D. Evidence of the identity of the person in possession of the phone on ot about
any times that items of evidentiaty value, located pursuant to this wairant,
were created modified, accessed or otherwise manipulated. Such evidence
may be found in digital communications, photos and video and associated

metadata, phone logs, documents, social media activity, and similar data;

E. Evidence of use of the phoue to communicate with or others about the above-
listed crime(s), via incoming or cutgoing calls, chat sessions, instant
messages, text messages (either Short Message Service (SMS) or Multimedia
Messaging Service (MMS), app communications, social media, and other

similar digital communications;

F. Information that can be used to calculate the position of the phone, including
location data; cell tower usage; GPS satellite data; GP'S coordinates for routes
and destination queries between the above-listed dates; “app” data or usage
information and related location information; wifi connections and images
created, accessed or modified between the above-listed dates, together with
their metadata and EXIF tags;

G. And for the date range of 7/25/2023-10/25/2023, the following information:
H. Communications with I.C- L- Ne o

. §F N g
I
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Search Warrant

1. Location information to include Schemengees Bar, Sparetime Recreation,
Mixers, Gowell’s Market, Maine Recycling, and Pejepscot Boat Launch as

well as fiequent locations,
J. Firearms sales, transfeis and purchases to include ammunition.

K. Communications, language or content discussing Schemengees Bar, Sparetime
Recreation, Mixers, Gowell’s Market, Maine Recycling, to include employees
or patrons.

3

L. Communications to include language such as “Pedophile”, “cornhole”.

M. Any of the material listed above required that may exist in the unallocated

portion of the device without a date associated with it.

This Court has authority to issue this warrant pursuant to 16 M.R.S. §§ 642(1) & 648, 15
MRS, §§ 55 & 56, and M.R.U. Crim, P. 41 & 41B,

Part JIl: SPECIAL PROVISIONS
A. WAIVER

[X] Waiver of Notice to Owner or User of Electronic Device. Based on the
facts set forth in the affidavit, and pursuant to M.R.U, Crim, P, 41B(c) & (d)
and 16 M.R.S. §649(2), it is hereby ORDERED that the notification by the
officer ordinarily required under 16 M\R.S. § 649 is waived, based on the
detetmination that such disclosure would have an adverse result, for the

rcasons marked below:
_ X (1) immediate danger of death or serious physical injury,
X (2) flight from prosecution,
____X_m (3) destruction of or tampering with evidence,

(4) intimidation of a potential witness,

X (5) seriously jeopardizing an investigation, or

{6) undue delay of a trial,

N e —————————_—) 4 300 s o WIS B PSS



Scarch Warrant

OR
The Court order that providing the affidavit, inventory and seairch warrant to the subject as
part of discovery in compliance with MAINE RULES OF UNIFIED CRIMINAL
PROCEDURE Rule 16 is a means reasonably calculated to be effective in accordance with
M.R.S. Title 16 § 643 (1) & § 649(1).
B. USE OF CIVILIANS AND FORENSIC REVIEW OF THE DEVICE
It is further authorized that the phone(s) seized may be examined by a trained
forensic examiner from the Maine State Police Computer Crimes Unit, or any
other State or federal law enforcement agency either at the place of seizure or
upon removal of the equipment to a forensic lab, or both, This warrant further
authorizes the exporting of data of the device(s) for subsequent forensic
examination. It is further authorized that civilian employees of the Maine
Department of Public Safety, or any other State or federal law enforcement
agency may assist in the execution of this warrant.
C. DAYTIME WARRANT ONLY
This warrant shall be executed between the hours of 7:.00 A.M. and 9:00 P.M,,
and shall be returned, together with a written inventory, within 10 days of the

issuance heteof, to the Maine District Cowrt located in West Bath, Maine,

Issued in _Hallowsli , Maine in the County of _ Kennebec this
27thday of _ October at __1:09 AM / PM-

e dnid

District Court@hdge / Justice-of-the-Peace-
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Inventory

STATE OF MAINE UNIFIED CRIMINAL DOCKET
SAGADAHOC, ss, LOCATION: West Bath

DOCKET NO.
IN RE: SEARCH WARRANT ) AFFIDAVIT AND REQUEST

REGARDING SAMSUNG GALAXY
S22 ULTRA SEIZED FROM )
IM.R.U. Crim. P. 41 & 41B]
1007 and/or 1017 West Road, Bowdoin }

The following material(s) were seized pursuant to the above search warrant:

[INSERT DEVICE®S) AND SUMMARY OF MATERIAL SEIZED -~ e, phone and
comnunications and locatiou information residing on the deviee,|

VERIFICATION
The Maine State Police seized the portable electronic device set forth above in this
inventory pursuant to a search wairant signed on DATE WARRANT SIGNED] by
[Judge sighing warrant] regarding an investigation into murder in violation of 17-A

M.R.S. § 201,

Date:

Blake K. Conrad

Personally appeared the above named, Blake K. Conrad, and made oath to the truth of the
foregoing inventory.

Date:

Clerk/Notary Public

R
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Search Warrant

STATE OF MAINE UNIFIED CRIMINAL DOCKET

SAGADAHOC, ss. LOCATION: West Bath
DOCKET NO,

IN RE:; SEARCH WARRANT ) SEARCH WARRANT

REGARDING SAMSUNG GALAXY ) [M.R.U. Crim. P, 41 & 41B]

S22 ULTRA SEIZED FROM )

10607 and/or 1017 West Road, Bowdoin )

To: Any officer authorized by law to execute this Search Warrant;

Affidavit having been made before me by Detective Blake K. Conrad of the Maine State
Police Computer Crimes Unit; and as | am satisfied that there is probable cause to believe
that grounds for the issuance of a search warrant exist; you are hereby commanded to
search the place(s) or person(s) specified herein and, if the specified property is found, to
seize such property and preparc a written inventory of the property seized in 14 days,
The Court has authority to issue this warrant under 16 M.R.S. § & 648, 15 MRS, §§ 55
& 56, M.R.U. Crim. P. 41 & 41B.

Part I Located on or about the property/premises described below, namely:

A blue in color with black case, Samsung Galaxy S22 Ultra, Model #-SM-S908U,
Serial Number-R5CTSOH2V2L, IMEI-358298660809037 seized by Sgt. Jason
Andrews during a search warrant at 1017 West Road in Bowdoin listed as Item #1

in FileOnQ evidence tracker under case number 235056128,
PartII:  There is certain property/evidence, namely:

The following information from the phone or each of the phones listed above which
constitute evidence or instrumentalities of the offense(s) of, or itself constitutes an

instrumentality of, the offenses of murder in violation of 17-A M.R.S, § 201:

A, Records, logs, or images in digital form evidencing ownership or use of the

phone including any calendaring functions;

B. Information regaiding the telephone number associated with the seized phone,
its service provider and all data used by a service provider to identify the

phone, including the phone’s International Mobile Equipment Identity (IMEI),

S

e s g

s o o,



Search Warrant

Mobile Equipment Identifier (MEID), Media Access Control (MAC) Address

and other unique identifiers;

C. BEvidence of other accounts associated with this phone including emai!
addresses, social media accounts, messaging “app” accounts, and other
accounts that may be accessed through the phone that will aid in determining
the possessorfuser of the phone, including any remote storage devices or

accounts;

D. Evidence of the identity of the person in possession of the phone on or about
any times that jitems of evidentiary value, located pusuant o this warrant,
were created modified, accessed or otherwise manipulated. Such evidence
may be found in digital communications, photos and video and associated

metadata, phone logs, documents, social media activity, and similar data;

E. Evidence of use of the phone to communicate with or others about the above-
listed crime(s), via incoming or outgoing calls, chat sessions, instant
messages, text messages (cither Short Message Service (SMS) or Multimedia
Messaging Service (MMS), app communications, social media, and other

similar digital communications;

F. Information that can be used to calculate the position of the phone, including
location data; cell tower usage; GPS satellite data; GPS coordinates for routes
and destination queries between the above-listed dates; “app” data or usage
information and related location infoimation; wifi connections and images
created, accessed or modified between the above-listed dates, together with
their metadata and EXIF tags;

G. And for the date range of 7/25/2023-10/25/2023, the following information:

H. Communications with R_C. L., C-C-
-
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Search Warrant

[. Location information to include Schemengees Bar, Sparetime Recreation,
Mixers, Gowell’s Market, Maine Recycling, and Pejepscot Boat Launch as

well as fiequent locations.
J. Firearms sales, transfers and purchases to include ammunition.

K, Communications, language or content discussing Schemengees Bar, Sparetime
Recreation, Mixers, Gowell’s Market, Maine Reeycling, to include employees

or patrons.
L Communications to include language such as “Pedophile”, “cornhole”,

M. Any of the material listed above required that may exist in the unallocated

portion of the device without a date associated with it,

This Court has authority to issue this warrant pursuant to 16 M.R.S. §§ 642(1) & 648, 15
M.R.S. §§ 55 & 56, and MR U, Crim. P. 41 & 41B,

Part III: SPECIAL PROVISIONS
A. WAIVER

[X] Waiver of Notice to Owner or User of Electronic Device, Based on the
facts set forth in the affidavit, and pursuant to MR U. Crim. P, 41B(c) & (d)
and 16 MLR.S. §649(2), it is hereby ORDERED that the notification by the
officer ordinarily requited under 16 M.R.S. § 649 is waived, based on the
determination that such disclosure would have an adveise result, for the

reasons marked below:
X (1) immediate danger of death or serious physical injury,
X (2)flight from prosecution,
b_x___ (3) destruction of or tampering with evidence,
(4 intimidation of a potential witness,

X (5) seriously jeopardizing an investigation, or

(6) undue delay of a trial.
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Search Warrant

OR
The Court order that providing the affidavit, inventory and search waiiant to the subject as
pait of discovery in compliance with MAINE RULES OF UNIFIED CRIMINAL
PROCEDURE Rule 16 is a means reasonably calculated to be effective in accordance with
M.R.S. Title 16 § 643 (1) & § 649(1).
B. USE OF CIVILIANS AND FORENSIC REVIEW OF THE DEVICE
1t is further authorized that the phone(s) seized may be examined by a trained
forensic examiner from the Maine State Police Computer Crimes Unit, or any
other State or {ederal law enforcement agency either at the place of seizure or
upon removal of the equipment to a forensic lab, or both. This warrant further
authorizes the exporting of data of the device(s) for subsequent forensic
examination. It is further authorized that civilian employees of the Maine
Department of Public Safety, or any other State or federal law enforcement
agency may assist in the execution of this warrant.
C. DAYTIME WARRANT ONLY
This warrant shall be executed between the hours of 7:00 A.M. and 9:00 P.M,,
and shall be returned, together with a written inventory, within 10 days of the

issuance hereof, to the Maine District Court located in West Bath, Maine.

Issued in _ Hallowell , Maine in the County of __ Kennebec this
27thday of __ October at _1:08 AM / PM:

(SL oy~

District Courtfudge / Justice-of the-Peace-
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Invenitory

STATE OF MAINE UNIFIED CRIMINAL DOCKET
SAGADAHOC, ss. LOCATION: West Bath

DOCKET NO.
IN RE: SEFARCH WARRANT ) AFFIDAVIT AND REQUEST

REGARDING SAMSUNG GALAXY
S22 ULTRA SEIZED FROM )

[M.RU, Crim. P. 41 & 41B]
1007 and/or 1017 West Road, Bowdoin )

The following material(s) were seized pursuant to the above search warrant:

[INSEERT DEVICE(S) AND SUMMARY OF MATERIAL SEXZED ~ je. phone and

communieations and location information vesiding on the deviee.]
VERIFICATION

The Maine State Police seized the portable electronic device set forth above in this

inventory pursuant to a search warrant signed on DATE WARRANT SIGNED] by

[Judge signing wariant] regarding an investigation into murder in violation of 17-A

M.R.S. § 201.

Date:

Blake K. Conrad

Personally appeared the above named, Blake K. Conrad, and made oath to the truth of the
foregoing inventory.

Date:

Clerk/Notary Public
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