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ACCESSONE MEDICAL CHARGE ACCOUNT AGREEMENT

This AccessOne Medical Charge Account Agreement (as amended from time to ime,
this “Agrecment”) is made asof June 12, 2019, by and between AccessOne MedCard, Inc, a
‘North Carolina corporation (“AccessOne"), and UNC Health Care System, an entityofthe
State of North Carolina (the “Provider”).

Background Statement

“The Provider would ke their patients o be able to pay for goods and services with
AccessOne medical charge accounts that are established and serviced by AccessOne.

Under this Agreement, AccessOne will establish revolving medical charge accounts
(each, an “AccessOneCharge Account”) in patients” names pursuant to revolving credit
agreements (each, a “Revolving Credit Agreement”). A patient may pay for the Provider's
healthcare goods and services by charging the costofsuch goods and services to the patient's
AccessOne Charge Account, and such charges (“Charges”) are then posted to the patient's
‘AccessOne Charge Account and servicedbyAccessOne

StatementofAgreement
In considerationof thei respective obligations o each other, the parties agree as follows:

ARTICLE I

ACCESSONE CHARGE ACCOUNTS

11 EstablishmentofAccessOne Charge Accounts. AccessOne agrees fo establish
‘AccessOne Charge Accounts in favorofpatientsofthe Provider who desire such accounts
(each, a “Patient Accountholder™), and the Provider agrees to accept Charges to AccessOne
Charge Accounts in payment for health care goods and services provided by the Provider to
such individuals. The Provider willbe deemed to accept paymentwithan AccessOne Charge.
Account with respect to any particular amount owed by a Patient Accountholder upon the
posting of the applicable Charge to the Patient Accountholder’s AccessOne Charge Account.
Upon Gi) the establishment ofan AccessOne Charge Account witha patient and (i) the
posting ofaCharge to such AccessOne Charge Account, the Provider's receivable from the
patient the “Patient”) with respect to which such Charge relates (a “PatientReceivable”) shall
bedeemed paid in full, as between the Patient and the Provider, and the Provider will hold a
receivable from AccessOne (an “AccessOne Receivable”) in the amountofthe posted Charge,
which shall be paid in accordance with the termsof this Agreement; provided, however, that
the foregoing shall notin any way limit AccessOne’s rightsofsubrogation or other rights
under applicable law arising as a result ofpaymentof the Patient Receivable.

12 Eligible Charges. AccessOne will have no obligation to establish an
‘AccessOne Charge Accounto to post a Charge 0 an AccessOne Charge Account unless the
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Patient Receivable to which such Charge relates mest the following eligibility criteria (such
‘Charges meeting such critri, “Eligible Charges”):

() the Patient Receivable constitutes the legal, valid and binding obligationofthe
obligor of such Patient Receivable, enforceable against auch obligor in accordance with its terms
and is not subject to any dispute, offset, counterclaim or defense whatsocver and as such
represents abanafide obligation to the Provider;

(6) the Patient Receivable constitutes a receiveble for health care services or supplies
actually provided by the Provider and accepicd by the Patient Accountholder;

(9) the obligor of the Patient Receivable is an individual who resides in the United
States of America;

(@ the obligorof the Patient Receivable is not deccased or the subjectof any
voluntary or involuntary proceeding under any applicable state or federal bankruptcy, insolvency
or other similar low;

(9) the Patient Receivable, and all services and goods sold by the Providergiving rise
10 the Patient Receivable, complies with al laws, rules, licenses and regulstions applicable
thereto;

(use of an AccessOne Charge Account to pay the Patient Receivabledoes not
Violate, or give ise 0 a default under, any material conirac, leas, indenture or other material
agrezment binding upon the Provider, and al consents necessary to accept AccessOne Charge.
Accounts as payment have been obtained;

() the Patient Receivable is not in defaul: at the time it is paid with an AccessOne
‘Charge Account (and any defaulto delinguency that previously existed is deemed irevocably
‘waived by the Provider upon the posting ofa Charge relating to such Patient Receivableto an
AccessOne Charge Account), and the Patient Receivable is not the subject ofany itgationor
other proceeding or hearing before any courtor governmental authority; and

(h) the Patient Receivable complies with such other eligibility criteria as AccessOne.
shall require in its reasonable judgment.

13 Provider Conditions. The obligationof AccessOne to esabiish an AccessOne
Charge Account and to past Eligible Charges to such AccessOne Charge Account i subject to
the conditions tha the represeniationsofthe Provider set forth in Article 1 shall be true and
correct and the Provider shall be in compliance with allofthe terms and provisions set forth
herein to be observed or performed on their pat

14 Paymentto Provider. The AccessOne Receivable for cach Patient Receivable
id with an AccessOneB Account isiE
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15 Patient Payment Options.
(The AccessOne medical charge account program makes certain payment opions

available tothe Patient Accountholders, s follows:
()  Interest-Free Options. The Patient Accountholdersmay make equa,

interest.free monthly payments pursuant {0 the interest-free options se forth on Exkibits
Aand B hereto (each, an “Intrest-Free Option”). Ifa Patent Accountholder should fil
to timely make anyof the required payments under the applicable Interest-Free Option,
the remaining principal balance shall thereafter be rated like other revolving credit
accounts as to which the Patient Accountholder id not lect to participate in en Interest
Free Option.

(i) Low-Interest Option. The Patent Accountholder may meke reduced
monthly payments pursuant to th low-interest options set forth on Exhibits A ard B
hereto.

(ii) AccessOneChoice Fixed Payment Program. The AccessOne Choice
Fixed PaymentProgram is a financial asistance program that offers a payment option,
set forth on Exhibit C hereto, which s designed to provide assistance to uninsured nd
underinsured Patient Accountholders who qualify for the Provider's financial assistance
program or who, becauseof a change in thei financial circumstances, are unable to
continue making regular payments. Charges are placed in the AccessOne Choice Fixed
Payment Program only with the aporoval of or upon the direction of, the Provider

(iv) AccessOne Rollover Program, The AccessOne Rollover Program, as set
forth on Exhibit F, is designed to convert Provider's Patent Receivables existing 2 of
the date first described above (“Existing Provider Receivables”) to AccessOne
Receivables while providing those Patient's with an interest-free arrangement a the same
amorization applicable to those Patents for the Existing Provider Receivables(2s so
converted, the Converted AccessOne Receivables"). For avoidance ofdoubi, no other
Patient Receivables will be subject to Exhibit F.

(6) Unless stated otherwise in this Agreement, regardless of the payment
method applicable to any revolving credit=



1.6 Chargeback of Accounts. AccessOne shall have no obligation to pey an
‘AccessOne Receivable arising from any Charges posted to an AccessOne Charge Account (i)
10 the extent the Patent Receivable related to any such Charges ails at any time to meet any
ofthe eligibility criteria et forth in Seetion 1.2hereof(other than any eligibility criteria under
Section 1.2(h) imposed aftr the dat ofpostingofany such Charge to the AccessOne Charge
Account), or (i)if the Patient Accountholder fais for three consecutive months to make the
‘minima monthly payment due in accordance wih the Patient Accounthalder's Revolving
Credit Agreement (in each case, a “Patient Accountholder Default"). Upon any Patient
Accountholder Default, AccessOne may reverse, or “chargeback”, the unpaid portionof the
AccessOne Receivable rlating 1 the applicable Charges, and such Charges shal
automatically be deemed again owing 10 the applicable Provider from the Patient who had
owed the Patient Receivable that gaverisetosuch AccessOne Receivable.

1.7 AdministrationandServicing. The following processes will be followed by
AccessOne in administering and servicing the AccessOne Receivables and the AccessOne
Charge Accounts established pursuant o this Agreement:

(@)  AccessOne and the Provider shall establisha bi-weekly settlement dat (each such
date, a “Settlement Date"). The date on which all bi- weekly payments owing under this
Agreement on AccessOne Receivables shill be paid shall be on the fourth business day fier
‘ach Settlement Date (such payment duc date, the “Payment Date"). AccessOne shall provide to
the Provider a summary report with respect tothe bi-weekly period prior to each Settlement Date
(each, a “SettlementSummary Report”) with detailed backup reports. These reports shall
identify the charges,credits, chargebacks, bad deb transfers, and other fees payable under this
‘Agreement and due With respect o the bi-weekly period prior to any Settlement Date
‘AccessOne shall be entitled to setoff any amounts the Provider owes to AccessOne hereunder
against any payments owingby AccessOneto the Provider hereunder, but AccessOne may elect,
at any time and from time to time, not to stoffany such amounts and may insteadcollect sich
‘amounts from the Provider, On the Payment Date, AccessOne shall transfertothe Provider's
designated bank account,viaelectronic funds transfer, the amount due to the Provideras
described on the Settlement Summary Report.

(b) Any payments received by the Provider from or on behalfofany Patient
Accountholders for Charges posted to their AccessOne Charge Accounts shall be held in trust for
AccessOne. The Provider shall notify AccessOne to allow proper crediting o the Patient
Ascountholders’ accounts, and the amount received by the Provider that is due AccessOne will
be deducted from payments due to the Provider from AccessOne (or, upon request by
AccessOne, paid to AccessOne).

(€) The Provider will promptly notify AccessOneof() bankruptcy notices related to
any Patient Accountholderand (i) all noticestocreditors from any personal representative under
the estate of any deceased Patient Accountholder. If any payment previously made by a Patient
‘Accountholder on a Charge is subsequently recouped from AccessOne by an obligor or trusice in
bankeuptey as a preferential payment, the Provider shall promptly reimburse such recouped
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amount to AccessOncif AccessOnemade a payment to the Provider based on such recouped
amount

18 Implementation Payment. Provider shallpay AccessOne $75,000 on
November 1, 2019 (“Implementation Payment’)ifby October 31,2019 the Provider has not
given notice to the Patient Accounts with Existing Provider Receivables regarding the
‘AccessOne program as described in Exhibit F, and Provider has not accepted Charges to
AccessOne Charge Accounts (“Go Live”). For avoidanceof doubl, if AccessOne electsto

| delay Go Live then no Implementation Payment is due

a

ARTICLEIT

REPRESENTATIONS AND COVENANTS OF THE PROVIDER

The Provider represents and covenants to AccessOne as follows:

2.1 Status; Authorization. The Provider is duly organized,validly existing, and in
‘good standing under the laws of is jurisdictionoforganization. The Provider hes full power
and authority to enter into this Agreement and to incur the obligations provided for herein, all
of which have been fully authorized by all proper and necessary action. The parties executing
this Agreement on behalfof the Provider are duly authorized to do so, and the execution,
delivery and performanceof this Agreement (i) do not constitute a breach of the Provider's
organizational documents, (i) will not constitute an eventofdefault under any agreement to
which the Provider i a party, and (i) do not violate any law or any order, rule or regulation
applicable to the Provider or anyofits properties.

22 Binding Obligation. This Agreement, when executed by ll parties, and esch
of the other documents executed and delivered in connection herewith to which the Provider
isa party, will constitute the legal, valid and binding obligation ofthe Provider, enforceable
against the Provider in eccordance with the terms hereof and thereof.

23 GovemmentalApprovals. No authorizationor approvel or other action by, and
no notice to or filing with, any governmental authority i required for the duc exceution,
delivery and performance by the Providerof this Agreement.
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24 InsolvencyProceedings. The Provider is notthesubjectof any voluntaryor
involuntary proceeding under any applicable tate or federal bankruptcy, insolvency or other
similar law.

25 Litigation. There are no actions, suits, proceedings or investigations pending
or threatened against the Provider before any court or arbitrator or before or by any
‘govemmental authority which challenges the transactions under this Agreement.

26 Eligibility. Each Patient Receivable with respect to which a Charge is posted
t0.an AccessOne Charge Account shall meet eachof the eligibility criteia se forth in Section
1.2. The Provider acknowledges tht the relationship between AccessOne and each Patient
Accountholder is a voluntary relationship, for the benefitof the Patient Accountholder, fo
‘permit the Patient Accountholder to better manage hs or her current obligations to the
Provider, and that AccessOne is not a collection agency that is i the businessofcollecting
delinquent or defaulted accounts.

ARTICLE IIT

MISCELLANEOUS
3.1 TerminationofEstablishment ofNew Accounts. The ongoinguse of

‘AccessOne Charge Accounts shall be subject to termination by cither party (i) effective
immediately upon the deliveryof writen notice to the other parties, after a material breach of
this Agreement by such other partyorpartes, or (ii) at any time without cause, provided
noticeoftermination is given (0 the other pary or parties atleast 30 days prior to the effective
dateoftermination. Upon any such termination, AccessOne shall continue to service, in
accordance withthe termsofthis Agreement, the AccessOne Charge Accounts established
prior to such dateoftermination, unless the Provider notifies AccessOne that it shall thereafier
service such accounts. All obligationsofeach party hereunder with respect to any previously
established accounts shall survive any such termination, including the payment obligations of
AccessOne under Section 14

32 FurtherAssurances. The Provider agrees that, as to any amount owing to the
Provider that is paid with an AccessOne Charge Account, it will upon demand execute and
deliver to AccessOne such instruments and documents, provide such information and take all

furtheractions as may be reasonably required to enable AccessOne to establish its ile to the
Eligible Charge arising outofsuch amount or otherwise to perfect, protect or more fully
evidence such ownership, and to service such AccessOne Charge Account. Without limiting
the generalityofthe foregoing, the Provider hereby authorizes AccessOne to endorse such
Provider's name on checks and other instruments representing payments on such Charges
posted to an AccessOne Charge Account and to enforce such Charges posted 0 an AccessOne
Charge Accountand the related contracts.

33 Notices. Notices and other communicationstothe partis shall, unless
otherwise provided, be in writing addressed or delivered to the party at the address indicated
on the signature pageofthis Agreement or such other address as is communicated in writing

6
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10 the other party in accordance with this Section. Notice by electronic mail shall also be
permitted. Each such notice shallbeeffective asofthe date of its receipt.

34 Assignment. The Provider willnot assign, ledge or otherwise transfer any of
its rights or obligations under this Agreement without th prior writen consent of AccessOne.
Upon execution, this Agreement will be assigned by AccessOne s collateral securityto its
financing sources. AccessOne may further assign, sll pledge or otherwise transfer it ights
under this Agreement (0 any of AccessOne’s financing Sources upon prior writin notice to
the Provider. Any such financing source may, in tun, assign, sel, pledgeor otherwise transfer
its rights under this Agreement to any party, without restictin, upon prior written notice to
the Provider.

3.5 Counterparts. This Agreement maybe exceuted in several counterpart, each
ofwhich wil constitute an original, but allofwhich, when taken together, shall constitute but
oneand the same instrument. Executionof this Agreement by clctronic or facsimile
signature shall be deemed to be, and shall have the same effect as, execution by original
signature.

36 GoverningLawandJurisdiction. This Agreement is made in and shall be
construed in accordance with the lawsand judicial decisionsofthe Stateof North Carolina.
AccessOne and the Provider agree that any dispute arising out ofthis Agreement shal be
adjudicated in ether the state or federal courtsof North Carolina and in no other forum. For
that purpose, AccessOne and the Provider hereby submit to the jurisdiction ofth state andlor
federal courts of North Carolina. AccessOne and the Provider waive any defense that venue
is not proper for any action brought in any federal or state court in the StateofNorth Carolina
in connection with or arising outof this Agreement.

37 HIPAA, AccessOne acknowledges that the Provider is regulated under state
and federal laws regarding the confidentiality and security of individually identifiable health
information (“Protected Health Information” or “PHI"), including, but not limited to,the
Health Insurance Portability and Accountability Act of 1996 (P.L. 104-191), commonly
known as HIPAA, and rules and regulations adopted in connection therewith. If, in the course
ofperforming its obligations under this Agreement, AccessOne obtains or has access to PHI,
‘AccessOne agrees that it shall hold such PHI in strict confidence and i shall nobeused by
‘AccessOne or disclosed by AccessOne except as specifically provided i the Business
Associate Agreement entered ino between the parteso as permitted by law.

‘Accordingly, AccessOne agrees that it may be considered a “business associate” of
Provider under HIPAA and agrees to execute Provider's Business Associate Agreement
attached hereto and made a part hereof, and included as Exhibit G.

38 50101)BillingandCollectionProcedures.
(8) AccessOne does not report credit information relating to its AccessOne Charge

‘Accounts o any credit reporting agency or bureau; does not ngage Patient Accountholders in
‘any legal or judicial process for reasons ofnon-payment; and does not knowingly engage in any
extraordinary collection actions.

7
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(b)  AccessOne does not knowingly charge interest in excessofthe Applicable
Federal Rate in effec from time to time under 26 U.S. Code § 6621(a)2) prior to the expiration
ofthe 120 day notification period that begins on the dateofthe frst postischarge billing or, if
applicable, the 240 day application period that appliesifthe Provider receives an application for
financial assistance,

(6) Charges eligible for financial assistance that have been posted to an AccessOne
Charge Account shall be reversedbythe Provider, and theyare then charged back by
AccessOne.

(4) To ensure thatthe AccessOne medical charge account program complies with
IRC 501), AccessOne performs monthly auditsofall Charges that are charged back to the
Provider for reasons of financial assistance. Any fees or interest inadvertently charged to these
accounts are identified, disclosed and corrected in the ordinary courseofbusiness, assoonas
practicable.

(9) Ifthere arc any adjustments to a Charge resulting from any ofthe foregoing, there
will be a corresponding adjustment,ifapplicable, to the AccessOne Receivable relating to such
Charge.

39 Severability. To the extent any provisionofths Agreement s prohibited by or
invalid under applicable law, such provision shall be ineffective to the extentof such
prohibition or invalidity, without invalidating the remainderof such provision or the
remaining provisionsofthis Agreement.

3.10 Successorsand Assigns. This Agreement shall be binding upon and inure0
the benefit of the parties hereto and their respective transferees, successors and assigns as
permitted hereunder

311 Indemnity.

“To the extent permitted by applicable law, including the North Carolina Tort Claims Act,
‘AccessOne agrees to defend, indemnify, and hold harmless the Provider, ts officers, directors,
employees, successors and assigns, from and against any and all direct lability, claims, and
costs, including court costs, costs in connection with the attempts to collect the obligations
and liabilities under this Agreement, and reasonable attorney's fees arising outofor from: (8)
any death, personal injury or property damage caused by the negligence or intentionally
‘wrongful actsof AccessOne, its agents, employees and independent contractors, (b) the
breach by AccessOne of its subcontractorsofthe provisions ofthis Agreement, and (¢) other
negligent or wrongful acts or omissionsof AccessOne, its agents, employees of
subcontractors. The requirements of tis Section will survive the expirationo termination of
this Agreement.

“To the extent permitted by applicable law, including the North Carolina Tort Claims Act,
the Provider agrees to defend, indemnify, and hold harmless AccessOne, its officers, directors,
employees, successors and assigns, from and against any and all direct liability, claims, and
costs, including court costs, costs in connection with the attempts to collect the obligations
and liabilities under this Agreement, and reasonable attomey’s fees arising outof or from: (a)
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IN WITNESS WHEREOF, the pexties have caused this Agreement o be executed by
their respective officers thereunto duly authorized asofthe date fist above written.

ACCESSONE MEDCARD, IN

w AL
Name: Mark J. Spinner
Title: ChiefExceutive Officer

360 Kingsley Park Drive
Suite 300
Fort Mill, South Carolina 29715-6408
Attention: Mark J. Spinner

UNC HEALTH CARE SYSTEM

By
Name: MarkF. Miller
Title: Senior Vice President Finance

ADDRESS:

(Signenre page toAccssOneMedical Charge AccountAgreement]
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IN WITNESS WHEREOF, the parties have caused this Agreement to be executed byA ms
ACCESSONE MEDEARD, INC.

woSeFORCESREastaotise
560 Kinga Fark DriveaaySnSt ChatTTSAres vnsony

UNCHEALTH CARE SYSTEM

NofllaNeTESiTo oa ViePeat Finance

ADDRESS:

21 Friday Contoc Deve
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Exhibit A

AccessOne Choice

‘The AccessOne Choice Program offers Patient Accountholders the following payment
options for Charges with an initial principal balanceof up to $15,000:

| Interst-Free Options

«12 equal, monthly, interest-free payments for Charges greater than S35 up t0 $900;

«18 equal, monthly, interest-free payments for Charges greater than $900 up to
$1,800;

+ 24 equal, monthly, interest-free paymentsfor Chargesgreaterthan $1,800 up to
$3,000;

«36 equal, monthly, interest-free payments for Chargesgreater than $3,000 up0
$5,000; and

«48 equal, monthly, interest-free payments for Chargesgreater than $5,000 upto
$15,000; or

Low.Interest Option

+ Reduced monthly payments for periods up to twice those listed above at an APR
equal to the prime rae plus 6% pes annum but in no event greater than a 72 month
tem.

Hast sno

  

  

          
            

  

              

             
 

             
 

             
  

             
  

  

               
                  
 

  



Exhibit B

AccessOne Choice 15+

“The AccessOne Choice 15+ Program offers Patient Accountholders the following payment
options for Charges with an inital principal balance in excessof $15,000:

| InterestFree Options:

+ 48 equal, monthly, interestfree payments for Chargesgreaterthan $15,000; or

Ultra-Low Interest Option:

«Reduced monthly payments at an APR equal tafixed rate of 2.5% per annum but
in no event greater than a 72 month term.
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Exhibit C

AccessOne Choice Fixed Payment Program

‘This ExhibitC shall not be operational absent mutual agreement of the Provider and
AccessOne as (o terms and criteria.

‘The AccessOne Fixed Payment Program permits the Provider to offer interest-free, fixed
‘monthly payments in any amounts determined by the Provider and accepted by the Patient
Accountholder. Any principal amount is eligible and such amount may be repaid in any minimum
monthly amount approved by the Provider.

  

     

              
      

            
              

               
      



Exhibit D
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ExhibitE

I

1 Funding Genzrally
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4. ChargebackofAccounts.
(@) If AccessOne has paid an Accelerated Payment on en AccessOne Receivable

arising from a Charge that is subject to Patient Accountholder Default, AccessOne shall charge:
back the defaulied Charge or portion thereofo the Provider, and the Provider shall pay to
AccessOne in connection with the chargeback an amount equal to 100%ofthe outstanding
principal balance of the reversed Charge (the “Chargeback Amount”). Similarly,if AccessOne
hes paid an Accelerated Payment on an AccessOne Receivable that arose from a Patient
Receivable thatis thereafter reduced by any emount for any reason, including besause the
Provider receives payment on the Patient Receivable from any person (other than AcczssOne), or
because the Provideradjusts the principal amountofsuch Patient Receivable lower for any other

reason, AccessOne shall charge back to the Provider the amount of such reduction or adjustment,
and the Provider shal pay the applicable Chargeback Amount to AscessOne with respec to such
eduction or adjustment. Any such chargebacks shall be settled through offsets in connection
with the bi-weekly settlement process;provided,however should there be a default by the
Provider under this Agreement sctoffs shall be at the option of AccessOne. If Chargebacks
exceed the amount owed by AccessOne to Provider, the Chargeback Amount shal be paid to
‘AccessOne within 30 days aftr the Provider receives writien notice of the chargeback.

(b) The obligationofthe Provider to pay the Chargeback Amounts shall be absolute
‘and unconditional and not subject to any abatement, reduction, setoff, defense, counterclaim or
recoupment due or alleged to be du to, or by reason of, any past, present or future claims that
the Provider may have against AccessOne or any other person or for any reason whatsoever. The
Provider hereby acknowledges that all individuals are eligible to participate in the AccessOre
medicalcharge account program without regard to their creditworthiness, and the Provider
furtheracknowledges tha they ere not relying on AccessOne to conduct any evaluations of ny
individual's creditworthiness as a condition to participation i the program.

s. LossofFunding. If AccessOne’sfinancing should become unavailable to fund all
or any portionofthe Accelerated Payments, includingif AccessOne’s maximum financing is
reached with respect to the Provider's Fundable Eligible Charges, AccessOne shall notify the
Provider and payments for all Fundable Eligible Charges shall be posted, on and after the date of
such notice, on a deferred basis as payments are made on such Fundable Eligible Charges, as



beLEALRinER TEmn ieesem,imAgoBE

nl...
—aATArELLA



there has been no material adverse change in any such financial condition or businessofthe
Provider; and (ii) no information provided by the Provider to AccessOne was inaccurate or
misleading in any material respect asof the date furnished to AccessOne.

9. Eligibility for Predictable Funding.

(8) The Provider is eligible to participate in the Predictable Funding Optionifall of
the following conditions are met

() ifthe Provider has a credit rating for its senior unsecured long-term debt
securities, such credit rating must be at least a Standard & Poor's BBB, a Moody's Baa3
ora Fitch's BBB-;

(i) ifthe State of North Carolina has a credit rating for is senior unsecured
long-term debt securities, such credit rating must be at least a Standard & Poor's BBB-, a
Moody's Baa3or a Fitch's BBB-;

ii) _ the Provider must maintain 2 Debt Service Coverage Ratioofnot less than
1.210 1.0. “DebiServiceCoverageRatio” means the ratioof i) net income from
operations for the most recently ended four consecutivefiscal quarters, plus interest
expense, depreciation, and amortization for such period, divided by (i) the sumofthe
current portion of long term deb and capital lease obligations for the most recently ended
four consecutive fiscal quarters, plus interest expense for such period, in cach case:
calculated for the Provider and is consolidated subsidiaries in accordance with generally
accepted accounting principles (“GAAP”);

(i) the Provider must maintain Daysof Cash on Handofnot less than 75 days
atthe endofeach fiscal quarter. “DaysofCashonHand” means (i) the sumofcash,
unresticted short term investments, including Board Designated Funded Depreciation,
and short term investments restricted for debt paymenta the endofny fiscal quarter,
dividedby(i) the quotient of (A) total operating expenses less depreciation and
amortization for the four consecutive fiscal quarters ending with suchfiscalquarter,
divided by (B) 365, in each case calculated for the Provider and ts consolidated
subsidiaries in accordance with GAAP; and

(4) the lendersto AccessOne then financingtheAccelerated Payments shall
have approved the fundingofthe Fundable Eligible Charges, the Provider shall have:
delivered its consent to AccessOne’s collateral assignment to the lenders of AccessOne's
rights hereunder, in form and substance acceptable to such lenders.

(6) In addition, eveniftheProviderdoes not meet the conditionssetforth in Section
9(a), the Provider i eligible to participate in the Predictable Funding Option ifthe Provider has
delivered to AccessOne an revocable letter of credit in favorof AccessOne, issued by a
financial institution reasonably acceptable to AccessOne, and in form and substance reasonably
acceptable to AccessOne (a “LatterofCredit"); provided that AccessOne shall not be obligated
10 pay any Accelerated Payments to the extent such payments would cause the aggregate.
Accelerated Payments outstanding for all Fundable Eligible Charges to exceed the stated amount
ofthe LetterofCredit (the “StatedAmount”). The LetterofCredit may be drawn by

                
              

            

     

               
     

              
                

    

               
                

      

              
               

            
              

               
             

            
    

                
                  

         
               

             
            

              
      

           
             

            
          

                
                

               
            

              
              

             
                



               
               

                
              

               
                

                  
                 

                 
                  
                  

                

              
                  

                 
             

                
      

                  
                

                 
                

               
                 

                 
                  

                
                  

                
      

            
                

             
             

                  
             
               

                
              

               
             

  



11. Further Assurances. The Provider agrees that it will, upon demand, exccute and
deliver to AccessOne such instruments and documents, provide such information and take all
further actions as may be reasonably required to enable AccessOne to exercise or enforce ts
rights under or in connection with this Agreement or to otherwise carry out the intentof this
Agreement; provided, however, that notwithstanding any other provision in this Agreement, no
party hereto shall be required to provide information the deliveryofwhich would violate any law
or regulation.

             
             
               

                 
            

                
  



EXHIBIT F

1. AccessOne Rollover Program

(8) AccessOne agrees to establish AccessOne Charge Accounts in favor of Patient
Accountholders with Existing Provider Receivables. Upon the establishmentofan AccessOne
Charge Account with 2 Patient obligated on anaProvider Receivable,a

II
Converted AccessOne Receivables shall be interest-free and at the same amortization applicable

to those patients for the Existing Provider Receivables. The Provider's Existing Provider
Receivable from the Patient Accountholder with respect to which such Accelerated Payment
relates shall be deemed paid in full as between the Patient Accountholder and the Provider. If
new Eligible Charges are posted to an AccessOne Charge Account initially created for a
Converted AccessOne Receivable, and the account is curren, such new Eligible Charges shall be
eligible for an Accelerated Payment pursuant to Exhibit E.

(5) Only Existing Provider Receivables vJ
eligible to become Converted AccessOne Receivables. Except for Sections 10 snd 11 of
Exhibit E, which are hereby incorporated in this Exhibit F and applicable to Converted
AccessOne Receivables, Existing Provider Receivables converted to Converted AccessOne
Receivables pursuant to this ExhibitFarc not subject to the terms of ExhibitE; provided,
however,ifthe Provider does not meet the conditions set forth in Section 9(a) of Exhibit E, ()
the then aggregate principal balanceof the Converted AccessOne Receivables shall be included
(A) in the Fundable Eligible Charges in relation to the Stated Amountofany LetterofCredit
provided in Section 9(u) of ExhibitE and (B) in te total Chargeback Amounts in teltion fo the
Stated Amountofany Letier of Credit provided in Section 9(d) of ExhibitE and (i)if the
Predictable Furding Option is notin effect on the Ineligible Date, the Provider shal deliver to
AccessOne a Letteof Credit that complies with al ofthe terms se forth in Section 9(b) of
Exhibit E, including the requirement that it be in form and substance reasonably accepiable to
AccessOne, but which is for a Stated Amount equal to at least 30%ofthe total Converted
AccessOne Receivables for which the Provider could be liable to AccessOne, calculated as of the
Settlement Date preceding the Ineligible Date.

2 Chargebackof Accounts.

(a) If AccessOne has paid an Accelerated Payment pursuant to this Exhibit Fona
Converted AccessOne Receivable thst becomes subject to a Patient Accountholder Defaut,
AccessOne shall charge back the defaulted Charge to the Provider, and the Provider shall pay to
‘AccessOne in connection with the chargeback the Chargeback Amour. Similarly, ifAccessOne
has paid an Accelerated Payment on a Converted AccessOne Receivable that arose from a
Patient Reseivable that i thereafter reduced by any amount for any reason, including because
the Provider receives paymert on the Patient Receivable from any Person (other than
AccessOne), or besause the Provider adjusts the principal amount of such Patisnt Receivable
Tower fo any other reason, AccessOne shall charg back to the Provider the amountofsuch
reduction or adjustment, and the Provider shall pay the corresponding Chargeback Amount to
AccessOne. Any such chargebacks shal be sued through offsets in connection with the bi-
weekly seulement process; provided, however should therebe default by the Provider under



this Agreement setoffs shall be at the optionof AccessOne.If Chargebacks exceed the amount
‘owed by AccessOne to Provider, the Chargeback Amounts shall be paid to AccessOne within 30
days afte the Provider receives writen noticeofthe chargeback.

(6) The obligation of the Providerto pay the Chargeback Amounts shal be absolute
and unconditional and not subject to any abatement, reduction, setoff, defense, counterclaim or
recoupment due or alleged to be due to, or by reason of, any past, present or future claims that
the Provider may have against AccessOne or any other person or for any reason whatsoever. The
Provider hereby acknowledges that all individualsare eligible to participate in the AccessOne
‘medical charge account program without regard to their creditworthiness, and the Provider
further acknowledges that they are not relying on AccessOne to conduct any evaluations of any.
individuals creditworthiness as a condition to participation i the program.

3. Administration and Servicing. Each Settlement Summary Reportshal aso
identify the aggregate amountofAccelerated Payments and Chargeback Amounts with respect to
Converted AccessOne Receivables

4. Representations. In connection with converting Existing Provider Receivablesto
‘Converted AccessOne Receivables, the Provider represents and certifies to AccessOne tha (i)
the financial statementsofthe Provider that have been furnishedto AccessOne fairly present the
financial condition and businessofthe Provider and its consolidated subsidiaries as shown
therein asof the Provider's most recent fiscal year end, and since such date there has been no
materiel adverse change in any such financial condition or businessofte Provider; and (i) no
information provided by the Provider to AccessOne was inaccurate or misleading in any material
respect asofthe date furnished to AccessOne.
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CONSENT AGREEMENT

Reference is made to (a) that certain Medical Charge Account Agreement dated ss of June
12, 2019 (as amended, restated, supplemented or otherwise modified from time to time, the
“Contract”), by and between AccessOne MedCard, Inc. a North Carolina corporation (
“AccessOne”) and UNC Health Care System, an entity of the State of North Caroline (the
“Provider”),  (b) that certain Credit Agreement, dated May 11, 2018 (as amended, restated,
supplemented or otherwise modified from time to time, the “Credit Agreement”), by and among
‘AccessOne (together with cach other enity that from time to time becomes a borrower under the
Credit Agreement in accordance with the terms thereof, collectively, the “Borrowers” and
individually a “Borrower”), AccessOne Holdings, Inc. a Delaware corporation, Healthcare
Financial Solutions, LLC, as a lender and as Agent for the lenders pary thereto (th “Agent’), and
the lenders from time (0 time party thereto (the “Lenders”), and (c) that certain Collateral
Assignment of Contract, dated as of the date hereof (as amended, restated, supplemented or
otherwise modified from time to time, the “Collateral Assignment”) by AccéssOne in favor of
Agent.

“The Provider acknowledges that AccessOne and Agent have entered into the Collateral
Assignment pursuant to which AccessOne has, among other things, collaterally assigned the
Contract to Agent (or any of its designees or transferees), including all of ts rights under the
Contract as collateral security for certain obligations owed by AccessOne to Agent and the
Lenders (or any of their designees or transferees) under the Credit Agreement. For and in
consideration of the foregoing, and other good and valuable consideration, the receipt and
sufficiency of which are hereby acknowledged, the partes hereto herebyagreeas follows:

“The Provider understands and acknowledges thattheobligationsofthe Provider under the
Contract have been collaterally assigned to the Agent and Lenders as security for indebredness of
the Borrowers to the Agent and Lenders under the Credit Agreement and consents to such
collateral assignment. The Provider understands and acknowledges that the undersigned’s
execution and delivery ofths Agreement supports the advancement offunds by the Lenders o the
Borrowers for the purpose of establishing medical charge accounts forthe Provider's patients from
the Provider, and the Provider further acknowledges that t will derive direct andindirecteconomic
benefits from the makingofthe loans by the Lenders to the Borrowers. Further, the Provider
agrees that aftr it has received anotice from Agent directing it to make all (or some but not al if
the notice so specifies) payments due under the Contract directly to Agent, it shall pay such
amounts directly to Agent as and when the same become due and payable, in accordance with the
terms of the Contract until such time as Agent notifies the Provider that it may resume making
payments to AccessOne and agrees that during such period it shall not be able to fulfil its
obligations under the Contract by paying such amounts to AccessOne. The Provider is fully
entitled to rely on such directions from Agentand are under no obligation to inquire or determine.
‘whether an Event of Default exists or whether Agen is entitled, under any separate agreement
between AccessOne and Agent, to give such directions. The Provider may rely on directions
received from Agent which the Provider believe in good fiith come from the appropriate pay.

‘The Provider agrees that Agent and Lenders may at any time and from time to time
without the consent of or notice to the Provider amend, supplement, restate or otherwise modify
in any manner the Credit Agreement or any other Loan Document (as defined in the Credit
Agreement). The Provider further agrees that it shall not assign any of ts rights, duties or
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obligations under the Contract unless the assignee acknowledges pursuant to a writing
satisfactory to Agent all ofsuch Provider's duties under the Contract and under ths Agreement.

‘The Provider agrees that it is responsible for any obligation or portion thereof, of the
Provider to AccessOne, Agent or any Lender which has been paid by theProviderto AccessOne,
Agent or any Lender and which AccessOne, Agent or any Lender is subsequently required to
retum 10 the Provider or a trustee for the Provider in any bankruptcy or insolvency proceeding
relatingtothe Provider. The Provider further agrees tha it shall not have any right ofsubrogation,
reimbursement or indemnity whatsoever, nor shall it have any rightofrecourse to security for the
obligations of the Provider to AccessOne, the Agent or any Lender unless and until alofthe
obligationsofthe Provider to AccessOne, the Agent or any Lender under the Contract have been
paid in full. The Provider hercby waives, to the extent avoidable under any provision of the
Bankruptcy Code, any right arising upon payment by the Provider of any obligation under this
Agreement to assert a claim against the bankruptcy estateofthe Provider or any Borrower.

“This Agreement shall inure to the benefit ofAgent and Lenders, their respective successors
and assigns, and shall remain in force until allofthe Obligations have been indefeasibly paid in
full in cash.

‘The Provider represents and covenants to Agent that: (i) each of the Contract and this
Agreement is enforceable against the Provider in accordance with is terms; (v) the execution and
delivery of the Contract and this Agreement does not violate or constitute a breach of any
agreement to which the Provider is a party; and (v) there is no litigation, claim, action or
proceeding pending or, to the best knowledge of the Provider, threatened against the Provider
which would materially adversely affect the financial condition of the Provider or its ability to
fulfill its obligations hereunder.

“This Agreement is made in and shall be construed in accordance with the laws and judicial
decisionsofthe State of North Carolina. Eachofthe undersigned agrees that any dispute arising
out of this Agreement shall be adjudicated incitherthe state or federal courtsofNorth Carolina
and in no other forum. For that purpose, cach ofthe undersigned hereby submits to the jurisdiction
of the state andlor federal courts of North Carolina. Each of the undersigned waives any defense:
that venue is not proper for any action brought in any federal or state court in the Stateof North
Carolina.

“This Agreement may be executed in several counterparts, cachofwhich will constte an
original, but all of which, when taken together, shall constitute but one and the same instrument.
Executionof this Agreement by facsimile signature shall be deemed to be, and shall havethesame
effect as, execution by original signature.
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IN WITNESS WHEREOF, the undersigned has excutcd and delivered this Consent Agreement under
sealasofthe[2%0ay Swarr 2019.

UNC HEALTH CARE=)
A ) «By: IRN —

Nome: Mark F. Miller
Title: Senior Vice President Finance

             
        

      

  
    

     



Exhibit G
BUSINESS ASSOCIATE AGREEMENT

This Business Associate Agreement (the ‘Agreement’ is made effective the 12thof June 2019, by and
between UNC Health Care System, on behalf of each of its members and affliates who are parties 10 the
Arrangement Agreement referenced herein, hereinafter referred Lo as “Covered Entiy", and AccessOne
MedCard, Inc., hereinafter referred to as ‘Business Associate’, (individually, a “Pary” and colectively, the
“Parties). This Agreement supersedes any previously executed Business Associate Agreement between the
parties

WITNESSETH:

WHEREAS, the Parties wish to enter into or have entered into an arrangement whereby Business
Associate will provide certain services to Covered Entity (the agreement avidoncing such arangement is
referred to horein as the “ArrangementAgreement” and ismade a part hereaf); and

WHEREAS, pursuant to such arrangement, Business Associate may have access to Protscted Health
Information (as defined below) and may be considered a “business associate” of Covered Entiy as defined in
the Health Insurance Portablity and Accountabilly Act of 1995's (HIPAK) General Administrative
Requirements, Administrative Requirements, and Privacy and Security rules in 45 FR Parts 160, 162, and
164 (the "HIPAA Rule’): and

WHEREAS, the Parties desire to enter nto this Agreement in order to comply with HIPAA, the HIPAA
Rule, and Title Xl of Division A and Tile IV of DivisionB of the American Recovery and ReinvesimontAct of
2008 (HITCH), which together require that a covered eniity and is business associate enter nto a business:
associate agreement that mets certain requirements; and

NOW, THEREFORE, in consideration of the Parlies' continuing obligations under the Arrangement
‘Agreement, compliance with the HIPAA Rule and HITECH, and ther good and valuable consideration, the
recaipt and sufficiency of which is hereby acknowledged, the Parties agres 10 the provisions of ths Agreement
in order to addross the requirements of the HIPAA Rule and HITECH and to protect the interests of both
Parties.

I DEFINITIONS
Except as otherwise defined herein, any and al capitalized terms in this Agreement shal have the

definitions set forth inthe HIPAA Rule.

I PERMITTED USES AND DISCLOSURES OF PROTECTED HEALTH INFORMATION

(3) _ Business Associate may use or disclose Protected Health Information as necessary to carry out
its duties to Covered Entity pursuantto the termsofthe Arrangement Agreement.

(5) Business Associate may use or disclose Protected Health Information as Required By Law.
(5) Business Associate may use or disclose Protected Heath Information for the proper

management and administration of Business Associate of to cary out the legal rasponsibiities of Business
Associato provided thal, with respect to any such disclosure, (i) the disclosure is Required By Law; or (i)
Business Associato obtains reasonable assurances ffom the person to who the Protected Health Information
Is disclosed that it wil be kept confidential and used or futhor disclosed only as Required By Law or for the
purpose for which it was disclosed o the person, and the person agrees to notify Business Associate of any
instances of which it is aware in which the confidentialty of the Information has been breached

  

   

                
                   

            
              
            

 

 

               
              

              

             
                 

            
               

     

                 
                     
                 

       

            
               

                 
                   

 

  

                
       

          

               
             

              

             
               

                  
              

                     
                   

                



fll. LIMITATIONS ON USE AND DISCLOSURE OF PROTECTED HEALTH INFORMATION
(a) Business Assaciato shall notusa or disclose Protected Health Information other than aspermitedorrequiredbythisAgreamentorssRequired By Law.
(6) AllUses and DisclosuresofProtected Health Information by Business Associate ae subject tothe minimum necessary rule of the Privacy Rule.
(0) Business Associate may nat use or disclose Protected Healt Information n a manner hetWould violate Subpart Eof 45 GFR Part 164domeby Covered Ent

IV. PRIVACY AND SECURITY REQUIREMENTS
(a) Business Associate wil implement appropriate safeguards, and comply wih Subpart C of 45CFR. Part 164 with rospoci to Electronic Prtecisd Health Information, to provent Use or Discosure of

Protected Health Information othr than as permite in this Agreement
(5) To tho extent Business Associate carries out ona or more obligations of Covarod Entity under

the HIPAA Rul, Business Associate shall comply wilh the applicable provisions of the HIPAA Ru os f such
Use or Disclosure were made by Covered Enty,

(©) In accordance wih 45 CFR §§ 164.502(0X1)i) and 164.308(bK2), i applicable, Business
Associate agrees to ensure any Subcontractors that create, receive, maintain or Uansmit Prtecied Health
Information on behalf of Business Associate agree to the same restrictions, condtions, and requirements that
apply to Business Associate with respect to such information.

V. AVAILABILITYOFPROTECTED HEALTH INFORMATION, AMENDMENTS, AND ACCOUNTING
OF DISCLOSURES

(8) Access to Protected Health Information. Business Associate shall make avalasie Protected
Hoalth Infornalon in a Designated Record Set to Coverad Enily as necessary to satisfy Covered Enty's
obligations under 45 CFR § 164.524.

(6) AmendmentofProtected Heath Information, BusinessAssocate shall make any amendment(s)
o Protected Health Information in a Designated Record Sl as directed or agraed to by the Coverod Entiy
pursuant to 45 CFR § 164.526, or take other measures as necessary to satisfy Covared Entfy's obligations
Under 45 CFR § 164.526.

(c) Accounting of Disclosures. Business Associate shall maintain and make avalstie to Coverad
Entity the information roquiad to provide an accouning of Discosures of Protected Health Inormation, as
required by 45 GFR § 164.528.

Vi AVAILABILITY OF BOOKS AND RECORDS: AUDITS
Business Associate wil make its intemal practices, books and records relating fo the Use and

DisclosureofProtected Hoalh Information avallabletothe Secretary of the Department of Hoath and Human
Services fo purposes of the Secreary determining Covered Eniy's compliance wilh the terms of the HIPAA
Rule.

VI REPORTINGTO COVERED ENTITY
Business Associate shal report to Covered Entity using the contact information on Extibit A any Use or

Disclosure of Protected Health Information that is nol in complanco with the terms of ths Agreement, as woll
as any Security Incident and any actual or suspectod Broach, of which t bocomes aware. Such noification
shall conain the elements required by 45 CFR § 164.410. The Parties acknowledge and agree that this

          

              
           

               
        

               
              

     

              
                

          

                
                  
        

             
              

               
         

         
  

            
                

      

            
                  

                 
     

             
               

      

       

               
                

                
 

     

                 
                  

                 
                 



Socton VII canstiutes notice by Business Assoclate to Covered Ently of the ongoing existence and
occurence of “Unsuccessful Securty Incidents” for wich no addtional notice to Covered Entry shall bo
required. “Unsuccossful Sacuriy Incidents" means, without imitation pings and other broadcast stacks on
Business Associate's firewall, por scans, unsuccesstu log-on attampis, denial of service atiacs, and anycombination of tho above, So long as fo such Inddent routs In unauthorizad accass, usa, disclosuro,modification or destruction of Covered Entty's PHI or inentional Interference with system operations in an
information system that contains Covered Eni PH.

X. TERMINATION

(a) This Agreement shall be effective as of the date frst se forth above and shall teminate upon
he earler of ) the termination of all agreements between the paris, and (1) the terminationbyCovered Ently
for cause as provided herein.

(b) Notwithstanding anything in this Agreement or the Arrangement Agreement to the contrary,
Covered Entity shall have the right to terminate this Agreement and the Arrangement Agreement immediately if
overod Ent determines hal Business Associate has violated any materia orm ofthis Agreement.

(c)  Attermination of tis Agreement, the rangement Agraomant (or any similar documentation of
the business relationshipofthe Parties). or upon request of Covered Entity, whichever occurs first,iffeasible,
Business Associate will return (in a manner or process approved by the Covered Entity) or destroy all Protected
Health Information recelved fom Covered Eni, or created, mainiained, or received by Business Associts on
bohaf of Covered Enily. thal Business Associate ail mainilns in any fom and reain no copies of such
information. If such returm or destruction is rot feasible, Businass Associate wil () retain only that Protected
Hoalih Information nocossary undor the circumsiances; (i) atu or dosiroy the remaining Proeciod Health
Information that the Business Associate still maintains in any form; (iii) extend the protections of this Agreement
to the retained Protected Health Information; (iv) limit further Uses and Disclosures to those purposes that
make the retum or destructonof the Protaciad Health Information not foasbie; and (v) rolun or destroy the
Tetained Protected Health Information when I Is no longer needed by Business Associate. This paragraph
shall survive the termination of this Agreement and shall apply to Protected Heaith Information created,
maintained,or receivedby Business Associate and anyof ts Subcontractors.

IN WITNESS WHEREOF, the Parties have executed this Agreement as of the day and year writen
above.
COVERED ENTITY: BUSINESS ASSOCIATE:

By ode ay Aut
THE SVDFhnesce. it

               
               

             
              

                
               

       

  

                  
                   
     

             
                
              

              
                 

                  
               
                  

                 
              

                 
                

                  
               

               
           

                
 

    

   
      

  
  



UNCHC Cybersecurity language

A. Definitions
1. Off-the-shelf (OTS) software is any software product that is ready-made and available to the

general public. Microsoft Windows products are examples of OTS software often selected in
the design, development and implementationof softvare systems capable of conecting to
private intranet andpublic Internet networks.

| 2. Open source software s software for which the original source code s made freely available
‘and may be redistributed and modfied. Because ts unrestictiv copyrightspermit any
part to sell or ive away the software asa component ofan aggregate software tribution
containing programs rem other sources, technology Suppliers commonly incorporate
modifiedor unmodified opensource software nto thei products. PostgresQL, Sybase, and
Linux are exemples of open source software that may be Integrated or bundled with a.
technology Supplier's product.

3. Third party software s OTS or pen source software an automation device manufacturer or
software vendor has designed intoits product that snecessary for the performance and
operationof the device or software sytem.

4. Proprietary software issoftware which was either developed by the manufacturer or where
‘the manufacturer has assumed responsibility for full support of that software including
research, development and timely release of maintenance and patching for security
wlnerabiltes.

5. Cybersecurity s the bady of technologie, processes and practices designed to protect
networks, computers, programs and dat from attack, damageor unauthorized access.

5. Cybersecurity valnerabiy is weakness inthe software operatingon device providing the
opportunityforunautharized acces t the networktowhich ts connected or o the
autometion device.

7. Cyber treat is an activ person with software tools o a software program tht akes
advantage ofa cybersecurty vunerabity and causes damage t networks, computers,
programs or data.

6. Controlled and Uncontroled Ris ~Risk vale determined by manufacturer ater applying.
the FDA recommended isk assessment methodology as defined inthe FDA Postmarket
Cybersecurity Guidelines. Generally speaking, cyber security ulnerabiltis found o lead to
device orsoftwarefunctionality impairmentormalfunction which could lead to patient
arm are classified as Uncontroied Ris. Cyber security vulerabiltes that do not impact
the functionality ofthe deviceo software system, but could cause harm to a Customer
network, are Controlled Ric.

9. Severity rating i score assigned to vulnerabilities using the Common Vulnerabilty Scoring
System (CVSS) whichis developed and maintained by FIRST-org, an international
confederation of trusted computer incident response teams who cooperatively hardie
computer security incidents and promote incident prevention programs. Critical
Vulnerabiltes have a scoreof.0-10.0,andHigh ulneratiltes hovea score of 085.

10. Known active threat-software or action that is actively demorstrating harm toinformation
assets, and knownto and being reportedbycredible cyber intelligence organizations,
including but not mite to IfraGard, Center for Intemet Security (GS), United States
‘Computer Emergency Readiness Team (US-CERT), Nationa Health Information Sharing &
Analysis Center (NH-ISAC), Federal Bureau of Investigation Cyber Division, or major



companies with security ntelgence services and reporting including but not ited to
Symantec, Cisco, 18M, Sophas, Firecye, Qualys,o others.

11. End of mainstream support date for thd party software product s 3 pre-announced date
bya software companyafer which the company will 0 longer be enhancingthe software.
However, the company willconinue to esearch, develop and release secury an reliability
fixes forthe software product

12. End of extended support date for a third party software product is a pre-announced date by
asoftware company ater which thecompanywil no longer be researching, developing and
releasing security an relibily fivesfothesoftware product,

B. Cybersecurity of proposed automation device or software systems
1. Applcabity

Because cyber threats are relevant to automation device and software systems that meet
the following criteria, the cybersecurity clauses apply to such devices and software
systems that meet these ceria:

use OTS, open source or proprietary oftware,
i. can connect 0 networks such asa private Intranet or thepublic ntemet, and

iii. need software updates or patches because the OTS, open source or proprietary
software used with the automation device or software system s found to be
vulnerable ovinses, worms, and other threats,

2. Vendor/Manufacturer Responsibilty
Cybersecurity valnerabiltie n OTS orthi party software required for peraton of
automation device or software systemmay open hedoortounwantedsoftwarechanges
that mayhave an effect on th safety and effectiveness of the automation device or
software system. Failure to properly addressthese winerabiiies could result in an
adverse effect on UNC Health Care patient. Where applicable Vendor i responsible for:

i. the continued safo and effective performance of the automation device and/or
software system including the OTS, open sourc or proprietary software required or
the operation of such device or sytem.

i. maintaininga businesrelationship witht OTSand open source software providers
toensure timely receipt of formation concerning quality probes and
recommended corrective andpreventive actions

ii. developing a ybersecurty speci maintenance pla that includes the OTS or open
Source software required for the automation or software system o operate, in
‘order to address the need for timely software patches to correct newly discovered
vulnerable in the software

iv. providing timely natifcation to UNC HealthCare regarding manufacturer's
corrective and preventive ation plans when an automation device or software
System componentidiscoveredocontain  winerabilytht coudbe exploited in
acyberatiack

1. Known sctive threat - scknowedgement by Manufacturerwithin S daysof
product known tobeaffected by the winerabiity ghirg rice to th risk or
threat, nd a temporary or permanent corrective and preventive action plan
within 3 days of knowledge ofthe vulnerability.

2. Controlled ik whereaoftware vinerabiity has a Severty Rating per CVSS
scoreofCriicalor igh - acknowledgement by Manufacturer within 30 days
‘of products known to beaffected by the vulnerability, and the corrective
and preventive action pan within60cays of knowledge ofthe vinerabity.

tnenT



3. Controlled Risks whereo software vulnerability has a Severity Rating per
CVSS score of medium or ow ~ Manufacturer shall review vulnerability
Information and patches released by software vendors, and release routine
patches on atimely basis to update product software. Application of
patches to Customer assets shall be asdefinedwithin Service agreements
with Manufacturer.Timingof patch availablity shall vary by product and
risk level, however Manufacturerwill implementatypical 90-day patch
review and availablity cycle.

3. Vendor acknowledges,if applicable, that the equipment orsystem provided by t resides on
the UNC Health Care networkforpurposes of delivering ful functionality throughout the
‘expected ifecycleof the equipmentorsystem. If applicable,Vendorwill ensure that all
Software components of is equipment or system including any third party or proprietary
Software products vendor has integrated in ts equipment or system, will continuetobe
supported with security related patches/updates in response to cyber threats, throughout
the expected lifeofthe equipment or system. In the case of end-of-lifeof third party
Software that Vendor has integrated into ts equipment or system, Vendor will provide an
upgrade path to supportedsoftware that i recelving security related patches/updates, at
no additional cost to UNC Healthcare, throughout the expected life of the equipment or
system.

4. Vendor will monitorforand timely apoly security related patches/updates on equipment
and/or systems for which Supplieriscontracted to provide maintenance. Such maintenance
may oecur via remote access method approved by UNC Health Car. If remote
patching/updating is not feasible, Vendor will send a technician to UNC Health Care ste to
‘apply such patches.

5. Disclosure
Vendorwil not propose, market orsell medicaldevices to UNC Health Care entities for
which manufacturer has not yet published the HIMSS/NEMA Standard HN 1-203 Medical

DisclosureStatement forMedical Device Security (MDS?) for the medical device t wishes to
propose, market or sell to UNC HCS. Vendor will not propose, market or sell medical devices
or software systems to UNC Healthcare entiies that rely upon third parcy or proprietary.
software that is no longer covered under the software manufacturer's extended support.
Any proposals or quotes for medical devices and related systems containing software
‘components that are out of software manufacturer's mainstream support,or that are within
2 yearsof end of extended support, must includeareplacement or upgrade path with a
‘committed delivery date at no additional charge to UNC Health Care.

6. Supplier Remote Access:
If applicable, UNC Health Careshall provide an internet connection on issidefor remote
services provided bythe Vendor. Vendor agrees to follow UNC Health Care's remote access
and security standards and methods.In theeventthat Vendor s unable to remotely access:
‘UNC Health Care notwork due to no fault of UNC Health Care, and has to come on-site for
service that could have been provided remotely, any such travel and on-site service expense
shall be the sole responsibilty of the Vendor.

7. S0C2, Type ll Report
Onanannualbasis,Supplierwill engage directlyorwith tshostingservice providerto conduct
250C 2 audit on the proposed solutions, using third party certified to perform SOC 2 aults.
Supplier will provide UNC HCS with a copy of the SOC 2, Type Il report (the “SOC 2 Report’)
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within thirty (30) dys of completion of the SOC 2 audit. In the event of a cybersecurity
Incident related to the Hosted Services, Supplierwilengage directly or with ts hostingservice
provider to perform a repeat SOC 2 audit using a thirdpartycertified to perform SOC 2 audits
and provide Customer with a report within ten (10) ays of completion ofthe SOC 2 audit. If
the SOC 2 Report indicates that the root cause analysis, remediation and controls put n place
to prevent future recurrence of such cybersecurity incident were not acceptable, Supplier
shall have thirty (30) days to remedy this issue. f issue remains unresolved after thirty (30)
days, UNC HCS shal have the right to terminate for cause at no addtional pena.
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BusinessAssociate Agreement Evaluation Form

Butgase: The purpose ofthis Evaluation Form is to evaluate whether thecontractyou are seeking to enter into
with a third party requires the execution of a businss associate sgreamant. Fundamental,the questionthat must
beaskedofanycontrac under cussions Does invobve in thecourse of thedeliveryof thegoodor sence orf
softwareo somesemblanceof amalenanceagementof any kn, anexchangeofProtectedHealth farmatin,
otherwisereferred 15 PHL. Instructions: leasecorpleteths orm wih 3s much deal a you are abe andretum i
to Purchasing. (NOTE:Tisform needs to be butin onacessdatabaseso results oe cutemetically recorded).
VENDOR BACKGROUND
Vendor Name:___/+2C63s OME
Contact: _4RkSPinet~EEO
Phone: __ 940-133 .5%3/ Email: _mspinnes@ Myhecen Oue.com
UNCHCS SPONSOR INFORMATION

Steener Russcar UM Hew cms Reve Cyeea
TRiName  ExMedcaCemertame Deparment

_ Sygrum Vice Prstoer  Stolpa.Oimldi @ Unhuthniiceds. 999-977-337
Tile Email Address Phone Number

Hincvidual completing tis orm idiferentfrom Sponsor, provideyourcontact nformaticn below.

Tame EmelAddress Phorefumber

PURPOSE OF VENDOR'S SERVICE
Indicate the primary purpese the Vendor's sevice are intended to support: (checkofthat apply)
0 rtemore 0 Fundraising or marketing
0 Quality improvementaualy asessment 0 Other,penseexon:
A esthare coeatensmthsprs
seces including bil, egal, acountig, teaching.
technology sevice, equip suppor, release of information,
etc)

TYPE OFSERVICE VENDOR WILL PERFORM
Whicho th folowing best describ the typeofthe service tobeprovidbythe vendor: checkaltht cpp)
C2 Pil wil besent to or accessedbyVendor for consulting, ana, benchmarking audting. etc

ont performing services in an outsourced work arrangement under aservice agreement.
0Vendor wil providetechnical support and maintenance for system, softwareo device on the UNCHCS network.
C1 GoudHosting or Ss Service: UNCHCS users wil acces an application and UNCHCS data on servers external

tothe UNCHCS network hated, operated or malntined bytheVendor.
C3 Vendorwit not be accessing Hin any form or manner (fchecked, no further action requied).
BJ ther,please explain:



HEALTH CARE

ACCESS TYPE -
| Whichofthe following describethe type ofsccssthevendor wil need(checkofthat ah:

[OJ Unattended physical accessto UNCHCS systems of property (withabadge).
I) Take physicalcustodyofpaper recordso removable lctroic medi containing PH ar anspor ffs.
0] Logon to UNCHCS network and/or 8 system containing PHI.

0 Abityto expt PHI otodownload an electroric reportwit PH contentfrom 3 UNCHCS spplicaton.
IR Fecelve PHI cata els)or data feedandsore nvr Bis Dlworkstations Fmobile devices.
D0 Vorsdor doo: not requ acess0 Hi bit may view tinder.
D1 Veronwitneveraccessoview PH -even incidental.
0 Other, please explain:

wo - —
What PHI do you ticpatewil becrested, accessed, analyzed, transite, stored, receedordiscosedto the
Vendoror by the Vendor: (checkalltht ph)

Demographic/ sensitive information Highly sensitive information
[3Trestmentand dagnoss nfermation i Socalsecurty rumberscl record rumbers 3 rer cense numbers

RetireNames, 3 Mental Health Records.raphe nformtion (state hy, coun,setey aa (8, IH 3 Recordsof sstveconitens(570%,
Rete sch 5 DODor datesofservic, dent,ec.) 0, cancer, ars conditions)
TR Velephone numbers,fox ube,and/or ema 0) substance suse

addroses. 0 Geretcdons
0 Full ac photographic mages and ancomparable images SpanAad

Heath nurance 0s x
D0 Licenseplate numbers, Device identifies or serial numbers fears; Sek ancl)
55webor tertProtocol P) dress
3 Biometric identifiers, including finger and voice prints.

D0 ryoteoce or unaue enter

How my unique patent recordsdoyou andlpate wil be crested, accessed, nsies, ansmited, tore,receed
ordisclosedtotheVendororbythe Vendor:

Outing Yeor1 of his aureement OwingYears =3 thisareementifaplcatle
0 149 T1499
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0 sw-s59 0 500-99
0 100-999 0 100-9999
0 1000-0939 0 10000-49355
Resooon Res0000



UNCHC Cybersecurity language

A. Definitions
1. Off-theshelf (OTS) software is any softwareproduct that s ready-made and avaiable tothe

general public. Microsoft Windows products are examples of OTS software often selected in
the design, development and implementation of software systems capableofconnectingto
private intranet andpubli Internet networks.

2. Opensourcesoftware s software forwhich the original source code is made freely available
andmaybe redistributed and modified. Becauseits unrestrictive copyrights permit any.
party to sel or give away the software as a componentof an aggregate softwaredistribution
‘containing programs fromothersources, technology Suppliers commonly Incorporate
‘modified or unmodified open source software Into thelr products. PostgreSQL, Sybase, and
Linux are examples of open sourcesoftware that may be integrated or bundled with a
technology Suppliers product.

3. Third party software is OTSoropensource software an automation device manufactureror
software vendor has designed into its product that isnecessaryfor the performance and
operationof the deviceorsoftwaresystem.

4. Proprietary software i software which was either developed by the manufacturerorwhere
the manufacturer has assumed responsibilityfor ull supportofthat oftware including.
research, development andtimely release of maintenance and patchingfor security
wuinerabltes.

5. Cybersecurity is the bodyof technologies, processes and practices designed to protect
networks, computers, programs and data from attack, damage or unauthorized access.

6. Cybersecurity vulnerabilty is a weakness in the software operating on a deviceprovidingthe
‘opportunity for unauthorized access to the network to which t is connected or to the
automation device.

7. Cyber threat is an active person with software tools ora softwareprogram that takes
‘advantageofa cybersecurity vulnerability and causes damage to networks, computers,
programs or data.

8. Controlled and Uncontrolled Risk Risk value determined by manufacturerafter applying
the FDA recommendedriskassessment methodology as defined inthe FDA Post-market
Cybersecurity Guidelines. Generally speaking, cyber security vulnerabilities found tolead to
deviceorsoftware functionality impairmentor malfunction which could lead to patient
harm are dassified as Uncontrolled Risk. Cyber security vulnerabilties that do not impact
the functionality of the deviceorsoftware system, but could cause harm to a Customer
network, are Controlled Risk.

9. Severity rating is a score assigned to vulnerabilities using the Common Vulnerability Scoring
System (CVSS) which s developed and maintained by FIRST.org, an international
confederation of trusted computer incdent response teams who cooperatively handle
computer security incidents and promote Incident prevention programs. Crtical
Vulnerabiltes have a scoreof .0-10.0, and High vulnerabilities have a score of 7.0-8.9.

10. Knownactve threat -oftware or action that is actively demonstratingharmto information
assets, and known to and being reportedby crediblecyber intelligence organizations,
includingbutnot limited to InfraGard, Center for Internet Security (CIs), United States
‘Computer EmergencyReadiness Team (US-CERT), National Health Information Sharing&
Analysis Center (NH-ISAC), Federal Bureau of Investigation Cyber Division, or major
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‘companies with security intelligence services and reporting including but not limited to
Symantec, Cisco, 8M, Sophos, FireEye, Qualys,oothers.

11. End of mainstream support date for a third party software productis a pre-announced date.
byasoftware companyafter which the company will nolongerbeenhancing the software.
However, the company will continue to research,developand releasesecurity and rellabilty
firesfor the software product =

12. Endofextended support date for a thirdparty software producti a pre-announced date by
a software company afterwhich the company will no longer be researching, developing and
releasing security and reliably fixes for the software product.

B.. Cybersecurity of proposed automation deviceor software systems
1. Applicability

Because cyber threatsare relevant to automation device and software systems that meet
the following criteria, the cybersecurity clauses applyo such devices and software.
systems that meet these criteria:

i.” use OTS, open source or proprietary software,
i. can comnect o networks such asa private intranet or the public Internet, and

ii. needsoftware updates or patches because the OTS, open source or proprietary.
software usedwith the automation device or software system is found to be.
vulnerable toviruses, worms, andother threats.

2. Vendor/Manufacturer Responsibility
Cybersecurity uinerabilties in OTSor third party software required for operation of
automation device or software system may openthe door to unwanted software changes
that may have an effect onthesafety and effectiveness of the automation device or
software system. Failureto properly address these vulnerabilties could result in an
adverse effect on UNC Health Care patients. Where applicable Vendor is responsible fo:

1. the continuedsafe and effective performanceof the automation device and/or
software system including the OTS, open source or proprietary software required or
the operationof such device or system.

i. maintaining a business relationship with is OTS and open source software providers
to ensuretimelyreceipt of information concerning quality problems and
recommended corrective and preventive actions

ii. developing a cybersecurity specific maintenance plan that includes the OTSoropen
source software required fo the automation or software system to operate, In
orderto address the need for timelysoftware patches to correct newly discovered
Vulnerabilies in the software.

i. providing timely notification to UNC Health Care regarding manufacturer's
Corrective and preventive action plans when an automation deviceor software.
system componentis discovered tocontaina ulnerabilty that couldbe exploited in
acyberatiack:

1. Known active threat ~acknowledgement by Manufacturerwithin 5 days of
products known to be affected by thevulnerability giving ise to the risk or
threat, and atemporaryor permanent corrective and preventive action plan
within 30 days of knowledgeof the ulnerabily.

2. Controlledrisk where a software vulnerability has Severity Rating per CVSS.
scoreofCitcao High - acknowledgement by Manufacturer within 30 days
of products known to be affectedby the vulnerability, and the corrective
and preventive action plan within 60 days of knowledgeofthe vulnerablty.
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3. Controlled Risks where a software vulnerabily has » Sever Rating per
CVSS score of medium or low ~ Manufacturer shallreviewvulnerability
information and patches releasedby software vendors, and release routine
patches onatimely basis to update product software. Application of

patches to Customer assets shall be as defined withinService agreements
‘with Manufacturer. Timing of patch availability shall vary by product and
rik level, however Manufacturer will implement atypical 0-day patch
review and availability cycle.

3. Vendor acknowledges, if applicable, that the ecuipmento system provided by it resides on
the UNC Health Care network or purposes of delivering full functionality throughout the
expected Ife cycleofthe equipmento system. 1applicable, Vendor will ensure that all
software components of is equipmentor system including any third party or proprietary
software products vendor has integrated nsequipmentorsystem, will continue to be
supported with security related patches/updates In responseto cyberthreat,throughout
the expected feofthe equipment or system. Inthecase of end-of-life of third party
software that Vendor has integrated ino ts equipmento system, Vendor will provide an
upgrade pathto supported software that is receiving security related patches/updates, at
no additonal cost to UNC Healthcare, throughout the expected Ifeof the equipment or
system.

4. Vendor will monitorforand timely apply security related patches/updates on equipment
and/or systemsfor which Supplier is contracted to provide maintenance. Such maintenance
may occurviaremoteaccess method approved by UNC HealthCare. If remote
patching/updating isnotfeasible, Vendor will send a technician to UNC Health Care site to.
apply such patches.

5. Disclosure
Vendor wil not propose, market or sell medical devices to UNC Health Care entities or
which manufacturer has not yet published the HINISS/NEMA Standard HN 1-203 Medical
Disclosure Statement for Medical Device Security (MDS2) for the medical device it wishes to
propose, marketosell to UNC HCS. Vendor wil not propose, market orsell medical devices
‘or software systems to UNC Healthcare entities that rely upon third party or proprietary
‘software that is no longer covered under the software manufacturer's extended support.
Any proposals or quotes for medical devices and related systems containing software
componentsthat ae outof software manufacturer's mainstream support, or that are within
2 years ofendofextended support, must include a replacementor upgradepathwith a
committed delivery date at no additonal charge to UNC Health Care.

6. Supplier Remote Access:
1 applicable, UNC HealthCare shall provide an internet connection on ts sie for emote
‘services provided by the Vendor. Vendoragrees to follow UNC Health Care's remote access
and security standards and methods. In the event that Vendor is unable to remotely access
UNC Health Care networkdue to no fault of UNC Health Care, and hasto come on-site for
service that could have been provided remotely,any such travel and on-site service expense.
shall be the sole responsibiltyofthe Vendor.

7. 50C2, Type ll Report
‘On an annual bass,Supplierwillengagedirectlyor wit itshosting service providertoconduct
2S0C2 audit on theproposedsolutions, using 2 third party certified to perform SOC2 audits.
‘Supplier will provide UNC HCS with acopyof the SOC 2, TypeIl report (the “SOC 2 Report”)
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within thirty (30) days of competion of the SOC2 audi. In the event of a ybrseeurty
Incident reloadthe Hosted Senices, upplierwi ngage direct o wits hating sence
providerto perform a repeatSOC 2 audit usinga third party certified to perform SOC 2 audits
and provide Customer with a report within ten (10) days of completionof theSOC 2 audit. If
the SOC 2 Reportindicatesthat the root cause analysis, remediation and controls put in place
to prevent future recurrence of such cybersecurity incident were not acceptable, Supplier
‘shall have thirty (30) days to remedy this issue. If issue remains unresolvedafterthirty (30)
evs, NCHS tall have theight1tarmimte forcausetnaionl pana
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