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Executive Summary 
 
 

 

Proposal 
 
This business case requests funding of $111.2M capital and $124.1M operating over four years (including steady 
state operating expense). This does not include a contingency of 15% ($27.0M) calculated by the Quantitative Risk 
Assessment (QRA). This funding will cover a four year programme of work comprising three funding and delivery 
tranches. 
 
This initiative is necessary to avert the risk of serious failure in providing services1 to over one million New 
Zealanders, and making $24B in essential payments annually. The risk also extends to selected shared services 
supplied to the Oranga Tamariki (OT), the Ministry of Housing and Urban Development (MHUD), the Social 
Investment Agency (SIA), and the Office of the Children’s Commissioner (OCC). 
 
Significant technology risk of failure has built up over a number of years due to the Ministry having to prioritise 
other expenditure ahead of the upkeep of the existing technology assets (see Financial Case). The Ministry has also 
tended, over the years, to deliver sub-optimal and non-strategic solutions to meet tight legislative deadlines and 
constrained project budgets, and this has created additional compounding technical debt2. Risk to Technology 
Systems Availability is one of the key risks monitored by the Ministry’s Leadership Team. Currently this risk is 
assessed as ‘Very High’ with the trend ‘Increasing’3. 
 
Exacerbating the shortfall in funding, the risk is rapidly accelerating due to: existing technical debt, ongoing 
deferred maintenance, increased complexity from new services, such as digital; and increasing volumes. 
 
This business case covers Technology investments that:  

• are for systems fundamental to the Ministry’s operation, 

• remediate elements of the Ministry’s technology environment that are most at risk of failure,  

• cannot be funded from existing budgets,  

• have long term strategic value, and  

• which are foundational pre-requisites to delivery of the Technology Strategy as a whole. 

 
 

Strategic Alignment 
 
The investments articulated in this document are required in Budget 2019, regardless of any downstream changes 
to the Ministry’s operating model. They have been selected as they mitigate the most risk, and will provide 
enablers for further Technology investments that support Te Pae Tawhiti, the Ministry’s future strategy.  
Any changes to the Ministry’s operating model will be articulated in Te Pae Tawhiti, which will be elaborated 
throughout calendar 2019. Investments to support Te Pae Tawhiti are likely to be presented for consideration in 
Budget 2020. 
 
The investments proposed in the document are primarily involved with systems supporting the Ministry’s 
obligations as prescribed in the Social Security Act, as well as supporting ongoing operations for shared services 

 
 
 
1 A detailed description of the impacts of service failure is included in Appendix 1 
2 Technical debt includes the implied cost of additional rework caused by choosing an easy solution now instead of using a better approach that would take 
longer it also includes deferred upgrades and maintenance that will eventually have to be done and legacy defects that will eventually need to be fixed 
3 An overview of the Ministry’s Technology Systems Risk  is included in Appendix 2 
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partners OT, MHUD, SIA, and OCC. The value of these investments is therefore highly unlikely to be affected by 
changes to the Ministry’s operating model4.  
 
In 2018, the Ministry developed a new Technology Strategy, which is aligned with the Statement of Intent, and 
endorsed by the Ministry’s Leadership Team. The Technology Strategy describes the critical technology 
investments required over the next seven to ten years that underpin the Ministry’s business strategy, based on the 
best current understanding of Te Pae Tawhiti. This includes the delivery of the Government’s overall digital and 
data strategies. All of the investment requested in this business case is required by the Technology Strategy. 
 
 

Urgency 
 
The Ministry has an existing budget allocated to maintaining technology assets, and a programme of risk focused 
maintenance. The current programme is oversubscribed, and the allocated budget is insufficient to prevent the 
Ministry’s risk position continuing to worsen given the previous years of underinvestment.  
 
The leading indicators of probable downstream system failure include the fact that 59% of the Ministry’s computer 
hardware is over 5 years old and 61% of the software is not fully supported. Given the lead times required to 
remediate this position, at the point where the lead indicators are accompanied by lag indicators (e.g. escalating 
rates of actual failure), the Ministry will likely experience an extended period of highly disrupted front line 
operations, which would to varying degrees spill over into shared services partners OT, MHUD, SIA, and OCC.  
It would take months to stabilise the situation if the Ministry is already in crisis mode.    
 
 

Investment Targets 
 
The investments covered by this business case include five system replacement projects which, in the main, are for 
very old software assets that have been fully depreciated and no provision has been made for their eventual 
replacement. The five ‘Replacement’ projects are: 

• Replacement of the Identity and Access Management System (IdAM), which controls all staff access to 
the Ministry’s computer systems according to their access rights. The Ministry’s current IdAM is a very 
high risk amalgam of obscure custom code and old unsupported versions of third party software. Some 
of the software is so old that it needs to run on a 14 year old server.  

• Replacement of DREW, a 22 year old tool used by all frontline case managers and call centre staff5 to 
calculate eligibility and entitlement related to income support applications. As a desktop application, 
DREW’s risk of failure will be greatly increased with the impending Windows 10 operating system which 
will be compulsorily upgraded every 6 months, and the support arrangements are most unsatisfactory.  

• Replacement of Hindin, a 17 year old platform used by all front-line staff that houses a number of 
knowledge bases in use across the Ministry, and client related processes such as Review of Decision and 
Complaints. This archaic platform cannot be moved to a different operating environment because the 
application code needs to run on Java 1.4, Solaris 9, and Oracle 9.2, all of which are many years out of 
support and can only operate on 8 and 9 year old servers.  

• Replacement of the Data Warehouse, a 22 year old platform which is used for all of the Ministry’s 
internal and external reporting, daily operational support,  Data matching with other agencies to prevent 
benefit fraud, and analytics functions to inform policy and operations. The Data Warehouse contains 
millions of lines of custom code that are on the verge of being unsupportable. 

• Replacement of Digital Channels components that will not scale to meet client demand, providing on-
line self-service, used by 650,000 clients. The Digital channels (including MyMSD) have experienced very 
rapid growth in volumes. This is expected to continue, and there is a significant risk it will not scale to 

 
 
 
4 A description of why the value of these investments will not be compromised by any change in operating model is included in Appendix 3 
5 There are over 2,800 client facing front line staff and 5,500 total users of client oriented systems 
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meet that demand. While key elements of the digital architecture are modern and fit for purpose there 
elements that are weak and not well configured. Work to remediate this situation is essential. 

In addition, the Business Case includes investment to cover the shortfall in on-going ‘Business as Usual’ upgrades 
designed to keep technology current and for which the Ministry lacks sufficient capital reserves (the ‘Maintenance’ 
projects):  

• Software and security upgrades for third party software as a part of on-going maintenance as vendors 
such as Oracle, IBM, and Microsoft release new versions, and includes upgrades to address emerging 
security threats and vulnerabilities, 

• Hardware upgrades to move off aging hardware owned by the Ministry to evergreen as-a-service 
consumption models.  

• Legislative changes that arise on a regular basis, the cost of which historically the Ministry is expected to 
absorb. 

 
The Replacement and Maintenance projects proposed represent the minimum case required to address the risk of 
service failure. 
 
 

Programme Delivery Method 
 
The investments will be overseen by the existing Portfolio Executive Committee (PEC) and the Investment Strategy 
Governance Committee (ISGC). The Ministry’s key objective is transparency, and external representation will be 
sought as part of the governance processes. 
 
All projects will be delivered using the Ministry’s successful and mature Agile approach, based on the SAFe6 
delivery framework. The Ministry has a track record of successful delivery of large scale Technology projects and 
programmes, as well as Technology enabled business projects and programmes. Recent examples include Welfare 
Reform, Housing transfer from HNZ, Client Management System, Simplification, End User Compute, and Availability 
and Resilience. 
 
The Replacement projects will be grouped into a programme, broken down into 12 month tranches. The 
programme will be governed by a programme board, including external representation, reporting to PEC and ISGC. 
 
The delivery approach will be to advance all of the Replacement projects concurrently through Tranche 1. It is not 
possible to meaningfully prioritise them in terms of risk, and deferring action on any one of them for another 12 
months is not feasible. In the course of tranche 1 all of the replacement projects will have progressed through 
detailed design, proof of concept, and any necessary procurement phases. Some of the projects will have advanced 
to early delivery phases of the Minimum Viable Product (MVP). 
 
In Tranches 2 and 3, decisions would be made on whether to accelerate or slow down the pace of individual 
projects based on emergent risk factors or changes in the business environment. The Maintenance projects will be 
administered by the Ministry’s existing Portfolio Executive Committee (PEC) as part of the existing risk based 
prioritisation process.   
 

Alignment to Government Priorities 
 
This proposal aligns with the Government’s Wellbeing objectives. Details are included in Appendix 14. 
 
 
 
 

 
 
 
6 Scaled Agile Framework 
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Introduction 
 
 

 
This initiative seeks funding to commence a programme of technology upgrades. The purpose is to reduce the risk 
of severe failure with the Ministry’s computer systems. This risk identified in the Ministry’s register as ‘Technology 
Systems Availability’ is currently rated as ‘very high’ using the Ministry’s risk management framework and trend for 
this risk is ‘increasing’7. 
 
To prevent the condition of its technology assets from further worsening, the Ministry needs extra capital in the 
2019/20 and 2020/21 years, as well as an on-going injection of operating funding.    
 
At present the overall condition of the Ministry’s hardware assets is poor with 59% being over 5 years old. The 
condition of the software assets is also poor with 61% not fully supported. The replacement cost of the Ministry’s 
technology assets is estimated to be from $750m to $1.0 billion. Of this, $63 million is in computer hardware. The 
largest component is software, at over $700 million.  
 
The current state of affairs poses a significantly elevated risk of systems failure for computer systems that directly 
support clients. The highly integrated nature of the Ministry’s systems means a failure of one component has the 
potential to bring the whole system down. Security vulnerabilities are also increased through the use of older 
versions of software and hardware, which increases the risk of a security related incident. 
 
This is at a time when the Ministry is experiencing increased demand for services across all channels, particularly 
digital. As an example (based on an actual event), the impact of a one day computer system outage is severe: 

• 52,500 client logons to MyMSD are declined 

• 112,000 client transactions including declaring wages, medical certificates and hardship applications cannot be 
processed  

• 2,800 service centre and contact centre staff who have to revert to unsustainable manual processes 

• Manual entry of client transactions would take approximately two weeks to clear with overtime and extra staff 
required. 

Repeated outages within a two week period could result in a full suspension of services as manual processes 
become overwhelmed. 
 
Any outage will also affect the Ministry’s Shared Services partners Oranga Tamariki, the Ministry of Housing and 
Urban Development, the Social Investment Agency, and the Office of the Children’s Commissioner. The potential 
impact on their services has not been estimated. 
 
The additional funding will enable the Ministry to stabilise its technology by ensuring hardware is modernised, 
software is upgraded to acceptable levels, single points of failure are reduced, and it is funded at a level to prevent 
regression. If no additional funding is provided then the risk of this scenario becomes steadily worse. At present it 
is rated as a ‘likely’ probability (i.e. 50% - 80% chance in the next 12 months) with ‘severe’ consequences.  
 
This conclusion is supported by PwC. Their review of ICT completed in July 20188 recommended “Given the scale of 
the backlog and the allocation of future budgets this should be addressed by obtaining additional funding through 
a defined business case.” 
 
The Ministry has created a new Technology Strategy to underpin Te Pae Tawhiti, its strategic direction. In budget 
2020 the major investments in long-term systems replacement will be presented. 

 
 
 
7 An overview of the Ministry’s Technology Systems Risk  is included in Appendix 2 
8 “IT Strategy and Capability Review” July 2018 
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The Strategic Case 
Making the Case for Change 
 
 

 

Overview 
 
The Ministry is operating in a context of extreme technical debt, at a time where it has ambition to greatly improve 
the client experience and partner with other organisations to improve client outcomes. 
 
This business case is concerned with reducing the risk of failure to client services in a manner that positions the 
Ministry to pursue its strategic business goals as articulated in the Statement of Intent. 
 
This Investment proposal only covers the severe technical debt (with the exception of funding for legislative 
changes) which poses a near term threat to ongoing client services. 
 
The Ministry began dealing with technical debt and the funding shortfall in Budgets 2017 and 2018 when it 
successfully sought funding for three projects; 

• End User Compute to address the state of the PC fleet in the Ministry which was between 5 and 8 years old 
(outside National Office), and the old versions of Microsoft software reaching end of extended support in late 
2019    

• Availability which addressed the fact that the Ministry’s digital channels, including MyMSD, were unavailable 
for long periods of time when back-end systems were ‘down’ due to planned or unplanned outages 

• Resilience which addressed the fact that the Ministry’s core systems used in a significant Welfare response 
would take up to 20 days to recover if a significant earthquake (or similar event) struck Wellington. 

Since then the state of other Technology components has further worsened, and the funding gap between what 
the Ministry needs to remediate and the available cash has widened. 
 
 

 

The Strategic Context 
 
The Ministry’s purpose is to help New Zealanders be safe strong and independent. This is achieved through a series 
of connections into almost every community in New Zealand. The Ministry’s work and services touch nearly all New 
Zealanders at some point in their lives.  
 
The Ministry’s services and products span a wide range of social needs, from income and employment support to 
social housing assessments, from student allowances and loans, to New Zealand Superannuation. In recent times 
the Ministry has introduced multiple digital channels to provide better services to clients. Clients are expecting that 
they can transact with us digitally as well as through voice and face-to-face channels. 
 
At the apex of these services the Ministry processes $24 billion in essential payments to New Zealanders every 
year. All of these services are delivered via a complex ecosystem of technology components of varying ages that 
have been built up over time and are also a legacy of the Ministry’s preceding organisations. 
 
The Ministry has developed a new Technology Strategy which is aligned with the Statement of Intent designed to 
help deliver the Ministry’s emergent Te Pae Tawhiti strategic shifts. This outlines a series of technology 
investments over a 7-10 year period that need to be done in a certain sequence, and with a likely investment 
profile of $750m – $1 billion. 
 
 

 



  

10 
 

The Technology Strategy aims, over time, to address significant pain points associated with the current technology 
landscape. These pain points include: 

• No single client view in the Ministry and across other social sector agencies 

• Disparate business processes and lack of automation  

• Slow to deliver government policy change  

• Our systems are not client-centric 

• Staff and clients don’t have accurate advice and information  

• Difficulty in providing services to partners  

• Aging and complex technology 

 
The Technology Strategy dovetails with other Ministry strategies that also seek to address these pain points. In 
particular, the Data and Analytics Strategy identifies the investments required for the information assets to 
improve the quality, security and value obtained from information. 

 
The delivery plan associated with the Technology Strategy also deals with how all of the Ministry’s bespoke legacy 
applications will be dealt with over time. It is important to note that there is not a current ‘burning platform’ 
imperative to replace the very large bespoke applications that deliver the bulk of the payments and debt 
management, (i.e. SWIFTT, TRACE and SAL), but these applications represent functionality and  a user experience 
that is increasingly dated and inflexible. These will be the subject of much larger investments and likely to be 
incorporated into Budget 2020. 
 
Cúram9, the core client management system, differs from SWIFTT, TRACE and SAL in that it is a Commercial off the 
Shelf (COTS) software product provided by IBM.  Cúram is purpose built for nations, states, and counties to 
administer their social programmes. It is continually being developed and enhanced by IBM and now has a 
quarterly release cycle. Among the enhancements planned for Cúram is to make amenable to operate in an IaaS 
environment (not part of this business case). 
 
This process commenced 2016, when the Ministry completed the task of retiring two major legacy bespoke client 
administration/case management applications (SOLO and UCVII) by migrating all the data and functionality into 
Cúram. The Cúram platform has significantly more functionality available than the Ministry is currently using, and 
much of this is applicable in the MSD context. It is intended to expand the use of Cúram at the Ministry to 
incorporate those functions. 
 
The assessment of the role of Cúram is an ongoing one. As part of the Technology Strategy, Cúram has been 
reassessed, and remains a significant part of the Ministry’s strategic platform, and will support the objectives of Te 
Pae Tawhiti. The detailed assessment explaining this conclusion is in Appendix 4. 
   
In broad terms the plan for our large applications is to migrate all statutory eligibility and entitlement calculations 
into the Rules Engine embedded in Cúram, and further standardise on the Cúram platform for all client 
administration and case management functions. Over time Cúram will be the ‘single source of truth’ as a system of 
record for the client. It will also be a single source of truth for the statutory rules of the benefit system enshrined in 
the social security act. This will also reduce the six technology pain points by using the out of the box features of 
Cúram. 
 
In this context, SWIFTT and TRACE will be retired after the eligibility and entitlement rules are migrated to Cúram 
and the payment schedule moved to a new Financial Management Information System (FMIS).  
 
There is a similar strategic plan for retirement of the Student Allowances and Loans (SAL). 

 
 
 
9 Cúram – Social Services framework from IBM.  Recently re-branded as SPM, but Cúram as the product name is still widely used.  MSD has licenses to this 
product 
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The Case for Change 
 
The Ministry has set a new strategic direction, Te Pae Tawhiti – Our Future, which sets ambitious goals for the 
Ministry and the role technology will play in that future. It is a future where technology fundamentally transforms 
the way the Ministry interacts with clients, partners and all New Zealanders. In response, a new Technology 
Strategy has just been completed, describing the new business and technology capabilities required to meet that 
vision.  
 
In developing the strategy, it is clear that present-day technology impediments exist, and are a barrier to the 
strategic future. 
 
The Ministry’s technology environment is aging and complex, and is the result of short term thinking and expedient 
solutions.  The overall condition of the Ministry’s hardware assets is poor with 59% being over 5 years old. The 
condition of the software assets is also poor with 61% of software not fully supported. Consequently, the risk of 
operation failure is rated as ‘very high’ using the Ministry’s risk management framework and this risk has a 
worsening trend in the immediate term. This risk is monitored by the Senior Leadership Team as one of the 
Ministry’s significant risks. The detailed assessment is included in Appendix 2.  
 
The Ministry’s capital base has also been depleted, resulting in sweating technology assets to support other 
developments. This underinvestment has gone on for a significant period of time and we are now at the point 
where, there are significant risks of operational failure. 
 
As a result of all these factors, the Ministry has a backlog of urgent technology investment needed to continue to 
provide services.  This includes the upgrades to software applications and hardware replacements, as well as 
stabilisation of the data warehouse. This business case is the first step in addressing this backlog. 
 
There are also significant pain points in the current IT environment that are being felt across the Ministry and the 
social services sector.  These directly affect the quality and efficiency of services delivered to clients. They also 
affect the quality and reliability of services to shared service partners Oranga Tamariki, the Ministry of Housing and 
Urban Development, the Social Investment Agency, and the Office of the Children’s Commissioner. 
 
The complexity also makes implementation of policy changes difficult (which has implications for the Welfare 
Expert Advisory Group (WEAG) and Welfare Overhaul). Following Simplification, the criticality of digital channels for 
delivering key services has increased, leading to a commensurate increase in risk as these systems age.     
 
The systems that have the greatest impact on client services and the highest risk of failure have been selected to be 
part of this business case. Eight projects have been identified, which are described in sub-business cases as part of 
this programme case.  
 
This business case seeks funding to address the urgent risk of failure, and at the same time put in place building 
blocks that are needed to support Te Pae Tawhiti.  
 
In writing this business case the Ministry is mindful of not perpetuating the pattern of short term remediation, 
leading to investment in stranded assets.  To address that, the preferred solutions proposed are aligned to the 
Technology Strategy, support the Ministry’s strategic direction, and create assets of enduring value. Recent 
changes to the governance and prioritisation processes will ensure the programme has the oversight to meet the 
objectives of risk reduction and enduring value. 
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Architectural Perspective 
 
The architectural context for this business case is the maturity of the existing technology landscape. This is best 
illustrated using the Gartner Digital Government Maturity Model. The model is shown below; 
 
 

 
 
 
The drivers of change, Te Pae Tawhiti and the Government Digital Strategy, require that MSD systems meet at least 
Defined (level 3). The Technology Strategy describes a future in which MSD will perform at Managed (Level 4). 
 
A current state assessment places MSD at Initial (Level 1). In addition, many of the prerequisite modernisation 
targets assumed at this level are not in place, or have operation risk. These create barriers to progress, and mean 
that the enablers to move to higher levels of maturity need to be put in place. The assessment is contained in 
Appendix 5. 
 
The path for MSD is to mature ICT services to the Defined stage. In that journey, the priorities are; 
 

1. Inhibitors to progress, and issues impacting existing services, 
2. Foundational capabilities required to support future digital objectives, 
3. Digital capabilities that support client and ecosystem objectives, and 
4. Capabilities that support the social sector ecosystem and service innovation  

 
The focus at the Initial maturity level needs to be items that meet priorities 1 and 2. 
 
 

  

 



Investment Objectives, Existing Arrangements and Business Needs

Investment Objectives

A series of facilitated case for change workshops were held with key stakeholders to identify the investment
objectives and gain a better understanding of the business needs. The key stakeholders identified and agreed the
following key investment objectives:

Investment Objective One: Reduce isk of operational failure
Investment Objective Twos: Create assetsofenduring value

A furthercategory was also identified. As wall a ik, the scope of the service was considered. The focus is on
Servis that have the greatest impact on clients, and on the abiity ofstafto support cients.

Table 2: Investment Objectives

a
Er ‘Approximately60%of current application are not fully supported and 59%of hardvare

assets are over 5 years od
——— Increasethe suppontabityofystems to ensure crtcal cient services are able to be

delivered
Robust managementofacces o systems 1 ensure information security
Access to eligilty and entitlement lesand processes
Access to knowledge bases, data, and work management toosby staff
Digital channels that meet th performance expectations with increasing volumes

potential Migrateo etre ut of support systems o retire aged hardware
Replace specificendof fe applications that have no upgrade path

Potential Benefits Uperade selected systms to bring them back ntosupport
Potential Risks Reduce the tisk of operational fre
Constrains and Dependencies | E50UIe to remediate selected software to enable migration

dontifed pointsofcontention wil need t be scale to meet the programme

aN The Te Pac Tawhit Technology Strategy identifies the significant gap between the
Exiting Aegon applications i place and the future business need
Bune eelt Systemsopen ocollaborating with agencies and partners

Single view of Cen, tht is extensibl across th sector
Lower cost of change
Faster abiity to adapt to legislative change
Better experiencefor staff, cients and partners

Potential Scope Talo the risk mitigation to meet futur state stategy objectives
Potential Benefits Reduce technology barriers to future change.
Potential Risks Stranded investments with changes in strategic direction
Comtraints and Dependencies | RE50Uc0 remediate selected software to enable migration

Identified points fcontention wil need t be scale to meet the programme

Reviewing the investment backlog against these criteria, eight projects were identified that fully meet them, and
are included in this business case.
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Investment Options 
 
There is an extensive backlog of work items aligned to the Investment Objectives. To select the preferred choices 
an Investment Logic Mapping exercise was undertaken with stakeholders to select the highest priority items. The 
result of that process is summarised in the following figure; 
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Assessment against Business Scope and Key Service Requirements  
 
Over the next 5 -10 years, the Ministry needs to replace these applications which are now between 20 and 30 years 
old, along with a number of other (smaller) bespoke applications. This needs to be done before they become 
‘burning platforms’. At the current point in time, there are a number of more pressing issues and risks in relation to 
the application portfolio that need to be addressed as pre-requisite activities to the longer term programme of 
work. 
 
A series of workshops were held with key Ministry stakeholders to identify the possible investments considering 
the investment objectives and the investment logic map. The list of initiatives was sourced from the following 
existing planning documents; 
 

• The Portfolio Executive Committee (PEC) backlog, and 

• The technology investments described in the Long Term Investment Plan (LTIP), and 

• Initiatives identified in the Technology Strategy 

 
From that list, a long list of items that met the criteria of posing sufficient operational risk, and whether potential 
solutions of enduring value would be created. This second criteria is significant as it captures the uncertainty that 
would mean an item may be worthy of investment, but at this time its future is not sufficiently clear to make that 
investment. They were then grouped by the related business area that they support. 
 
Table 3: The potential investment candidates that were discounted and the reasons why 
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Note that oneof the strategic decisions made in the short-isting process was to focus on the Work and Income
services, which resulted in excluding Student services from the short lst. This was done to reduce complexity and
lower the risk of delivery for the projects in the preferred way forward.

Short Listed Options.

“The short lst was assessed in more detail against the investment objectives. The following table s a summary of
the priority areas identified, and the impact of realising the service risks. The detailed scope for each is described in
the Economic Case section.

The table contains a summaryofeach initiative against the four drivers of the scope and urgency of each initiative.

The drivers are;
+ The scopeof the service ~ how the service is used and how prevalent ts, and the impact a disruption to that

service would create
“Risk ~the assessed likelihood of an impact to that service
+ Impact-the observable outcomes of a disruption to the service
«Enduring Value -whatextentthe remediations proposed are aligned with the TePasTahiti Technology

Strategy and have enduring value

Table 4: Summaryofthe priority areas identified, and the impact of realising the service risks

1. Identity + 650,000 registered | Very High + Noonline services | + Fully supports Te
Manogerent online users + Salfonableto PacTawhiti

+ 10000 MSD staff access line of objectives
business systems | + Access control and

security risks
become Low

2. Centralise Rules | + 2,800 service centre| Very High + Inability to process | + Fully supportsTe
Processing and call centre staff benefit applications| Pae Tawhiti

+Calculatesvalue and andchangein objectives
“what i scenarios dircumstance + Costofrule
for 21 benefit types queries actions | changes lowered

+ 100,000 applications
per year
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Potential programme options

Within the potential scope of this propesa, the main programme aptions were identified by key stakeholders, and
assessedagainstthe key objectives. Potential programme options identified but discounted include:

Option 1: Do nothing

The do nothing option would involve:
+ Accepting that running the bulk of the hardhuar infrastructure further beyond the end of its useful fe will

incur increasing ratesofserious failure affecting front linestaffand client services

+ Acceptingthatthe backlog of deferred software and security upgrades will grow larger with increasing rates of

serious failure affecting front inestaf and client services; and may includeserious information secur and
privacy breaches

+ Accepting tht th rules processing application currently used by front ine staff might notb abl to be
changed in a timely manner to address Welfare Expert Advisory Group (WEAG) recommendations accepted by
goverment

+ Accepting that th current knowdge sevice platform wil continue to confuse and misinform front ine and
call contre staffso they give inconsistent answerst clients

+ Accepting tht the current identity management ystems ill continue to be prone to error and seriou failure
afectingfron line staf and client services an tha theMinistrywil ot have an identity management
foundation o enable future digital nitiatvs fo partners and clients

+ Accepting the current risk of unauthorised access to information, including client records
+ Accepting tht the current digital platform will not have th ably o be unabl to scale up to process rising

level of cient selservice transactions.

Overall,failingto invest in these technology components will worsen the overall risk of systems failureforthe

Ministry and increase the cost, time and riskof any urgent system changes needed. It is therefore not a preferred

option.

0
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Option 2: Reduce services   
 
The Ministry could reduce services that depend on technology and thereby cut down on the number of systems 
that need to be supported, with the result that costs would come down. In particular this approach could be 
applied to systems that are not directly used in providing services to clients. This would allow reprioritisation of 
investment to high risk areas, but at a cost to other areas. 
 
This approach would be very difficult to measure in that loss of staff productivity would likely lead to cost pressures 
elsewhere in the organisation or unintended adverse consequences for clients. This option is also not preferred 
because the great majority of the Ministry systems do in fact deal with client services, so it is highly unlikely that 
sufficient savings could be made. 
 
 
 
Option 3: Rationalise the number of technology systems 
 
This option involves reducing the number of technology systems whilst maintaining (or increasing) the services 
supported. This will reduce costs (which may be offset by volume increases). 
 
The Ministry’s Te Pae Tawhiti Technology Strategy does plan for a reduction in the number of supported systems, 
and an elimination of large scale bespoke applications. The target environment has two broad approaches for 
retirement of legacy applications: 
 

1. Standardising specialist eligibility and entitlement based functionality and client management onto the IBM 
Cúram COTS product 

2. Moving all commodity and utility type applications to the cloud 

 
This is part of the Ministry’s long term strategy and is aligned with the New Zealand government digital strategy, 
but it is not preferred for budget 2019. This is due to the high risk of the current situation and higher cost in the 
short term. The long term strategy will take some years to put into place given the scale of the Ministry’s 
operations. In the meantime the Ministry will be obliged to keep the systems up to date and running for the next 
three to four years in order to reduce the current risk of failure. 
 
 
Option 4: Defer investment until budget 2020 
 
The Te Pae Tawhiti Technology strategy has identified a number of technology initiatives required to transform the 
Ministry. The system replacements in this proposal are in that set of initiatives, and need to be done in the short 
term because these systems are:  

• beyond end of life, or 

• have significant architectural flaws, and 

• are pre-requisites to the full Te Pae Tawhiti strategy. 

 

In developing the Technology Strategy, the Ministry has identified some serious pain points attributable to the 
current Technology landscape that need to be addressed regardless of Te Pae Tawhiti:  

• no single client view  

• disparate business processes and lack of automation 

• slow to deliver government policy change 

• product based systems rather than client outcome based 

• staff and clients not having access to consistent and accurate advice 
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• ageing and complex technology. 

 
This investment will result in reducing most of these pain points. 
 
The defer investment option is not preferred because it will increase the Ministry’s risk in the short term and will 
mean that the pain points will hamper staff and clients for a longer time. 

 
 
  

 



The Preferred Way Forward

The preferred programme involves performing necessary upgrades in a manner that reduces risk of operationalrTraihrrb
esis

1. Identity Management Implement an enterprise IdentityAccess Management solution for users (staff, partnersand
clients) to replace ageing platforms to position the Ministryfor partnering effectively to

3. Foundational Move knowledge assets from an old repository, which can't be upgraded, to a knowledge
Knowledge Base repository for staff toseamlesslyaccess consistent advice andprocessguidance, regardless

MoveReviewof Decision, Complaints and Provider Management functions currently.tnobattgsrrEe

Rl

co
en

6. Software and For technologyassets that need to be upgraded because they will be required for the nextHo,oepr

7. Replacing ageing ‘on In line with NewZealand government strategy to move to as-a-service hardware

Bie
8. Legislative Driven To enable MSD to enact legislation changes requires significant technology and process

,



Main Benefits and Risks

The table summarises the problems from the realisation of the risk offailure in each case, the impactofan outage,sprepr nf
reotrain esrtnmann sins

=.
10 14yearsold)due to alack of anupgradepath.

Solution Off the shelf software third party identity store for administration of identity and policy based access

mm
——

ER
rT rials leitatttTs

oS mmm———————

—
The solution aligns with the Technology Strategy objectiveof consolidating rule into the core systems.
‘and making them reusable through APIs. (Tech Strategy, Section 4.6, Centralise rules into core

systems)

reEl eee teaei

.
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+ manage 4,500 Review of Decisions (annually),

+ manage 10,500 escalations (annually) within the system.

Solution Knowledge repositories moved to a repository that is able to integrate with other systems and

implemented as part of the client management systems. Education providers tobeserved by thei
smtp AeStetPantaiymba gtep iy

rr

III.

Impact Daily case manager reports (270,000 monthly), and service matching reports for clients (280,000
weekly) are unavailable significantly disrupting client services and increasing security risks. Orangaare=

Solution Rebuild the analytics platform on a modern, extensible, scalable solution. Decommission older

elCS ,

spin oei

.



tegen
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| pTm——————
raat,

Solution Implementa scalable architecture for MyMSD. This includessimplifyingthe componentsofthe

Ministry's business and technical strategies. (Tech Strategy, Section 1.1, Improve digital services).

sores |

Impact Loss of core services to over 1,000,000 clients. Loss of selected shared services for OT, S1A and HUD.

Byextendingthelifeof core systems in a manner that supports a move to as-a-Service offerings (TechSintonrm aedons
Rl rarelypmseretmtimeiremn

.



| m———i———
Supports the strategic objective of reducing infrastructure ownership by 75% by 2022. (Tech Strategy,

Blcent

aere

Solution Allocate sufficientfundingto support the timelyand accurate implementation of the legislativeToes

seme In

Operational Risk Impact

JANSa
Using the Ministry's risk assessment matrix of Likelihood and Consequence, the systems that are included in theptm asea

.
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The systems involved are represented using the eight Business Case Initiatives: 

1. Identity and Access Management Replacement 
2. Centralise Rules Processing 
3. Foundation Knowledge Management 
4. Data Warehouse Replacement 
5. Digital Capability 
6. Software and Security Upgrades 
7. Replacing on-premise hardware with IaaS and Public Cloud 
8. Legislative Driven Change 

 
The target risk profile at the successful completion of the Preferred Way Forward is shown in the next chart; 
 

 
 
 
 
  

 



Alignment with Ministry Technology 10 Year Strategic Roadmap

The short-listed investment options in this Business Case focus on the immediate need to Prevent Failure of
Critical Services to Clients. These investments are necessary in the near-term in order to bring the MSD technology
platform to an acceptable level of risk. After successfully addressing these immediate technology risks in the near-
term, the Ministry will then be able to prioritise more of ts technology investment on digital transformation in the
future.

“This continued digital transformation will enable the Ministry to achieve its future technology vision; “To transform
to an opentechnologyplatform, to connect MSD to clients, partners, andothersocialsectorparticipants as the.
keystoneofthe socialservices ecosystem.”The Ministry's future technology platform will enable the success of
the Ministry's organisational strategy, Te Pae Tawhiti, and the Government Digital Strategy.

‘The characteristicsofthe Ministry's planned digital transformation are described in more detail below. Although
these phases are predominantly sequential, MSD has already been investing in client and partner digital capabilities
for several years, and continues to provide on-going enablement of sector service and government service
innovation.

“The following indicative timeline illustrates the anticipated focus areas for the Ministry over the next ten years.

In order to enable the MSD Future Digital Platform to participate more in the social services and public ecosystem,
the Ministryneedsto first ensure that the prerequisite Foundational Digital Capabilities are in-place.

‘The key foundational capabilities planned for the near-term include the following:

»
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• Identity and Access Management (IdAM) capabilities to support client and partner identity and access 
management; which are already in- place using tactical implementations and need to be moved to a strategic 
and sustainable IdAM platform in the near-term 

• Application Programming Interfaces (APIs) to enable greater information sharing with partners in alignment 
with the Government API Strategy; for which the Ministry is currently underway with establishing its strategic 
API platform to share information with partners in the near-term and mid-term 

• Cloud capabilities to enable the Ministry to host technology services on Cloud computing services; which began 
with the Ministry’s Availability and Resilience programme, and will continue with migration of Infrastructure to 
as-a-Service (aaS) cloud models in the near-term, enabling greater consumption of Public Cloud services in the 
mid-term and long-term 

 
Once all of the Foundational Digital Capabilities are in-place, the Ministry needs to continue to mature its existing 
Client and Partner Digital Capabilities: 

• Client Digital Capabilities have been initially established across the Ministry: 

• Work & Income: MyMSD and Cúram Universal Access enable the Ministry’s MyMSD digital experience; 
which requires immediate investment described in this Business Case to ensure it can scale to meet 
future client demand 

• StudyLink: MyStudyLink (MSL) is a bespoke digital experience for Students; which will require near-
term investment to migrate to a more modern and sustainable technology platform 

• Seniors:  Has a very basic digital presence, limited to digital content, and investment is needed to 
enable a tailored digital experience for Seniors in the near-term 

• Partner Digital Capabilities are in early stages of maturity across the Ministry: 

• The Ministry’s strategic API platform is beginning to be used to enable APIs to share information with 
trusted partners 

• The Ministry has several siloed legacy channels to enable partner digital self-service;  which will 
require near-term investment to rationalise to a more modern and sustainable technology platform 

The Ministry’s recent participation in Social Sector & Government Service Innovation includes the SmartStart 
initiative; which involved MSD collaborating with Department of Internal Affairs, Inland Revenue, and Ministry of 
Health, to enable greater integrated Government support for expecting parents.  
 
Once the MSD technology platform has achieved an acceptable level of risk, and foundational digital capabilities 
have been established, greater focus in this area will become possible. 
 
As illustrated in the below MSD Technology Strategy Indicative Roadmap, each of the short list investments are 
critical enablers for the Ministry to digitally transform MSD’s technology platform and will deliver strategic assets 
which provide enduring value: 

1. Digital Scalability will enable the Ministry’s digital client channels to scale to future client digital demand, 
and will enable greater conversion of clients to digital channels in the future; which will empower clients 
with self-service capabilities and will reduce barriers to clients connecting with the Ministry 

2. DREW Replacement is the initial step in enabling the Ministry’s long-term strategy for consolidating 
statutory rules; which will lead to less duplication across technology systems, greater re-use, and faster and 
cheaper change of statutory rules in the future 

3. Knowledge Management Replacement will provide a new technology platform for staff-facing knowledge 
management, which will be able to take advantage of recent breakthroughs in Artificial Intelligence (AI) 
and Smart Agents, and scale to enable digital client-facing and partner-facing knowledge management in 
the future 

4. Data Warehouse Replacement will enable the Ministry to take advantage of advanced analytics to support 
operational decision-making 
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5. Identity & Access Management will enable a sustainable technology platform for staff identity, and will 
enable sustainable foundational digital capabilities for client and partner identities in the future 

6. Infrastructure Replacement will continue to migrate the Ministry’s technology services onto Cloud 
services; reducing physical ownership of infrastructure assets, and enabling greater consumption of Public 
Cloud services in the future 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
Risk of Stranded Investment 
 
The Ministry is continuing to elaborate the Te Pae Tawhiti strategy during calendar 2019, which will firm up some 
changes to the Ministry’s operating model. There is a high probability that this will result in proposals in budget 
2020 for technology changes to support Te Pae Tawhiti. It is therefore reasonable to ask the question whether any 
of the proposed Budget 19 investments would be impaired by subsequent changes to the operating model. 
 
However the Ministry has assessed that risk (of impaired or stranded assets) as very low.   
 
The budget 2019 business case covers Technology investments that:  
 

• are for systems fundamental to the Ministry’s operation, 
• remediate elements of the Ministry’s technology environment that are most at risk of failure,  
• cannot be funded from existing budgets,  
• have long term strategic value, and  
• which are foundational pre-requisites to delivery of the Technology Strategy as a whole. 

 
The Ministry’s assessment is that all of the proposed investments meet the above criteria and therefore are a low 
strategic risk. This is described fully in Appendix 3. 
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Scaling Options 
 

Background 
 
In October 2018, the Ministry submitted two budget bid templates technology investments for recapitalisation and 
system replacement initiatives. Combined these totaled $390m ($148m capital and $242m operating).  
 
Subsequently, considerable work has been done to refine these numbers and pare back the scope of the exercise 
to the minimum investment required to meet the optimal combination of risk mitigation and strategic future value.  
 
The two bids have been combined into this single business case which is now requesting a total investment of 
$235m ($111m capital and $124m operating). This is $155m less than originally indicated ($37m less capital and 
$118 less operating). 
 
What follows in the section is a discussion of further options for reducing the cost with commensurate reduction in 
benefits. In options other than the preferred way forward, this typically represents a deferral of essential work that 
will still need to be done at a future time. 
 
 

Options Analysis 
 
This business case has identified the technology components and applications that are most urgently in need of 
replacement or serious remediation, as they are on the brink of causing serious interruption to key client services. 
In other words, they cannot wait another year before the problem starts to be addressed. 
 
As stated above, this is merely the start of a multi-year technology modernisation programme, and the Ministry’s 
Technology strategy has identified the proposed Budget 19 items as being strategic enablers for additional 
downstream investments. 
 
Below are three scenarios that not only consider risk mitigation and enduring value, but also feedback on the GCDO 
investment principles. Scenario 1 represents the minimum viable case for mitigation of risk for technology systems 
availability. Scenario 2 includes additional tactical risk mitigation investments, and Scenario 3 is the full Preferred 
Way Forward. 
 
Note that relative to Scenario 3 (the preferred way forward); Scenarios 1 and 2 do not include a discussion on 
‘software and security upgrades’. In all three scenarios, the hardware infrastructure move to IaaS/cloud would be 
funded. This would mean that by removing the need to invest in hardware from the Ministry’s existing Technology 
capital budget, the existing budget of circa $43M per annum would be sufficient to cover the majority of the 
required ‘software and security upgrades’ programme.   
 
 

  

 



($m)

1 Goal | 2s 261 7 10 620 981
Operational | 66 165 210 25 70

Operational | 52] 20 24 09 76A
3 Capital 613 416 71 10 111.0 n/a

Operational | 121 5 05 80 1201i
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Scenario 1 
 

Description 
 
Not the Ministry’s preferred scenario, but nonetheless arrests the spiral into deeper technical debt and associated 
trend of increasing risk of failure.  
 
Whilst the trend for Technology Systems Availability risk would likely be reset from ‘increasing’ to ‘decreasing’ the 
risk rating would likely remain at ‘very high’.  
 
This scenario includes: 

• the preferred option for IdAM Replacement (see Economic case) 

• the preferred option for Infrastructure move to IaaS / Cloud (see Economic case) 

• the preferred option for Data Warehouse  replacement (see Economic case) 

• the preferred option for Legislative change  

 
It does not include: 

• any mitigation of the risks concerning the Hindin platform 

• any mitigation of the risks concerning the DREW application 

• any mitigation of risk to scaling the digital channel to meet future demand. 

 
 

Advantages 
 
The Ministry considers this to be the minimum viable option to (partially) mitigate the risk of system failure and 
reset the risk trend from increasing to decreasing. It reduces risk to shared services customers MHUD, OT, SIA, and 
Office of the Children’s Commissioner. 
 
It has some advantages for strategic positioning via moving to Cloud, The IdAM platform being a foundation for 
partner access to MSD systems, and the Data Warehouse Replacement providing a superior foundation for 
analytics and data services. 
 
It also protects the Ministry from the consequences of unfunded legislative change.   
 
 

Disadvantages 
 
Conversely this scenario leaves (MSD only) services on the Hindin and DREW platforms exposed to an increasing 
risk of failure which would impact the majority of the Ministry’s front line staff. The risks associated with DREW and 
Hindin platforms are isolated to certain (albeit critical) business functions but are unlikely to bring the whole 
system down.  From a strategic perspective, retiring DREW and Hindin would remain  ‘must do’ initiatives  in any 
conceivable Business Operating Model for MSD, and this cost would therefore be deferred until Budget 2020, 
placing additional size and risk on any the Te Pae Tawhiti predicated technology transformation. 
 
This also leaves the Digital Channel (MyMSD and Apply Online) with the risk that it will be unable to scale up to 
meet increasing client driven volumes. For now the channel is working satisfactorily, especially with impending 
implementation of the Availability solution, but the work to re-architect and replace elements of the Digital 
channel will still need to be done to meet rising volumes and business model changes to meet Mana Manaaki (Te 
Pae Tawhiti) requirements.    
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Residual risks for Scenario 1 
 
Hindin 
 
This scenario does not achieve any reduction in risk around the Hindin platform and therefore the Hindin risk 
continues to grow.  
 
Creation of a modern, intuitive, intelligent knowledge base is deferred which means that front line staff will 
continue to get different answers depending on navigation paths, and continue to provide clients with inconsistent 
advice  
 
Important client and provider processes Review of Decision, Complaints, and Education Provider escalations would 
continue to be conducted on a disparate non-integrated platform at very high risk of failure. 
 
 
DREW 
 
The DREW application remains at very high risk of failure and the situation continues to worsen, affecting front line 
staff in their ability to calculate many benefits amounts. 
 
The current support arrangements are likely to worsen, meaning that if DREW does fail it would be extremely 
difficult to restore service. 
 
The long term strategic plan to consolidate statutory rules into one source of truth is delayed, meaning that there 
remain multiple sources for up to an extra 12 months, and delaying downstream initiatives to retire large bespoke 
backend systems   
 
 
Digital Channel 
 
The Digital Channel (MyMSD and Apply Online) remains prone to significant throughput (scalability) constraints 
which would affect availability due to unprecedented load conditions. Given that MyMSD volumes are predicted to 
grow rapidly this could start happening in the short to medium term. 
 
Part of the work (proposed in Scenario 3) is to remove technical bottlenecks that affect the rate of straight through 
processing, leading to extra manual effort and staff costs in the Ministry’s back office. 
 
 
Note 
 
Note that relative to Scenario 3 (the preferred way forward); Scenario 1 does not include a discussion on ‘software 
and security upgrades’. In Scenario 1, the hardware infrastructure move to IaaS/cloud would be funded.  
 
This would mean that by removing the need to invest in hardware from the Ministry’s existing Technology capital 
budget, the existing budget of circa $43M per annum would be sufficient to cover the majority of the required 
‘software and security upgrades’ programme.   
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Scenario2

Description

‘This is not the Ministry's preferred scenario. It is the same as Scenario 1 in that it arrests the spiral of technical debt
and associated riskofservice failure. It would change the trend of the Technology Systems Availabilty risk from
“increasing to decreasing’.

The ratingof the Technology Systems Availabilty isk would ikely be reset to High from Very High
The difference from Scenario 1s that there are short term (throw-avay) and a partial isk mitigants concerning the
Hindin and DREW platforms, and a partial implementation of the Digital Channel r-architecting.

Scenario 2 includes:
+ Allof Scenario initiatives
«Option from Digital channels case which excludes removing bottlenecks to Straight Through processing. (See

Economic case)

+ Option from Hindi replacement case which only moves knowledge bases to Confluance, but leaves Review
of Decision, Complaints, and Education Provider escalations in Hindin (See Economic Case).

+ Option 2 from DREW replacement case which mitigates the support/supplier risk by bringing support in house

(See Economic Case).

Scenario 2 does not include:
+ Full atirement of DREW
+ Full retirement of Hindin
+ Full scalability of Digital channel, including removing bottlenecks inStraightThrough Processing.

Advantages

‘The Ministry considers this to a somewhat better scenario compared to Scenario 1 in that it mitigates operational
tisk to. greater degree.

As with Scenario 1 it partially mitigates the risk of system failure and reset the risk trend from increasing to
decreasing.

As with Scenario 1, it reduces isk to shared services customers MHUD, OT, SA, and Office of the Children's
Commission.

u
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It has the same Strategic advantages as Scenario 1. These strategic advantages arise from via moving to Cloud; the 
IdAM platform being a foundation for downstream partner access to MSD systems, and the Data Warehouse 
Replacement providing a superior foundation for analytics and data services; and protecting the Ministry from the 
consequences of unfunded legislative change.  
 
It has additional risk mitigation advantage compared to Scenario 1 in that it reduces the size of the risk in relation 
to Hindin, DREW, and the Digital Channel 
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Disadvantages 
 
Conversely this scenario only reduces operational risk arising from Hindin, DREW, and the Digital channel. 
Significant risk would remain. 
 
The tactical solutions for Hindin and DREW would have to be considered ‘throwaway’. 
 
From a strategic perspective, retiring DREW and Hindin and full re-architecting work for the Digital Channel  would 
remain  ‘must do’ initiatives  in any conceivable Business Operating model for MSD, and this cost would therefore 
be deferred until Budget 2020, placing additional size and risk on any Te Pae Tawhiti predicated technology 
transformation. 
 

 

Residual Risk 
 
Hindin 
 

This scenario does advance the work to get off the Hindin Platform by moving the knowledge bases to a supported 
platform so reduces operational risk more quickly. 
 
However, as with Scenario 1: 

• Creation of a modern, intuitive, intelligent knowledge base is deferred which means that front line staff will 
continue to get different answers depending on navigation paths, and continue to provide clients with 
inconsistent advice  

• Important client and provider processes Review of Decision, Complaints, and Education Provider escalations 
would continue to be conducted on a disparate non-integrated platform at high risk of failure. 

 
DREW 
 
This scenario reduces the severity and therefore the overall risk profile of the DREW application by proving more 
assurance that it can be recovered in the event of failure. 
 
However, as with Scenario 1, the long term strategic plan to consolidate statutory rules into one source of truth is 
delayed, meaning that there remain multiple sources for up to an extra 12 months, and also delays downstream 
initiatives to retire large bespoke backend systems such as SWIFTT and TRACE   
 
 
Digital Channels 
 
While this scenario includes the set of technical scalability improvements that would improve the theoretical 
throughput of the digital platform and effectively buy some time before the straight through processing 
improvements were commissioned. 
 
However, deferring the work to resolve key bottlenecks in the straight-through-processing architecture means that 
under unprecedented load condition staffs in back office teams would be insufficient to deal with the volumes.  
 
 
Note 
 
Note that relative to Scenario 3 (the preferred way forward); Scenario 2 does not include a discussion on ‘software 
and security upgrades’. In Scenario 2, the hardware infrastructure move to IaaS/cloud would be funded. This would 
mean that by removing the need to invest in hardware from the Ministry’s existing Technology capital budget, the 
existing budget of circa $43M per annum would be sufficient to cover the majority of the required ‘software and 
security upgrades’ programme.   
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Scenario 3 - The preferred way forward 
 

Description 
 
This is the Ministry’s preferred scenario. 
 
This is the same as Scenario 1, except that it adds the full preferred solutions for DREW, Hindin, Digital Platform, 
and Software and Security. 
 
This scenario would arrest the slide into technical debt and associated risk to systems availability. It would turn the 
trend of Technology Systems Availability risk to ‘decreasing’ from ‘increasing’. 
 
This scenario would likely turn the risk to Technology Systems Availability from ‘very high’ to ‘high’. 
 
This scenario would have the optimal balance between risk mitigation and executing the minimum set of strategic, 
foundational and pre-requisite initiatives to support downstream Te Pae Tawhiti strategy execution. 
 
Scenario 3 includes: 

• All of Scenario 1 initiatives 

• The full preferred option for Hindin retirement (See Economic Case) 

• The full Preferred option for DREW retirement (See Economic Case) 

• The Full preferred option for scaling the Digital Channel (See economic case) 

• The Full preferred option for Software and Security upgrades. 

 
 

Advantages 
 

• Optimum investment value arising from mitigating operational risk and creating enduring strategic value. 

 
 

Disadvantages  
 

• Only partially reduces Technology Systems Availability risk due to large remaining legacy of bespoke systems at 
the Ministry.  

 
 

Note  
 
This business case, even with the preferred way forward, does not fully bring the Technology Systems Availability 
risk to a state of equilibrium. This is because investing in additional large scale legacy retirement is not appropriate 
at this time, given that the Ministry is in the process of taking the Te Pae Tawhiti business strategy down to a more 
granular level. The Ministry is only proposing investment in areas where there is little or no risk of creating 
stranded assets. A potential Te Pae Tawhiti business case, where the target business model is agreed, is likely to be 
presented for consideration in budget 2020; and this would also complete the stabilisation of the Ministry’s 
Technology systems. 
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Commercial Case 
 
The commercial model for delivery is different for each of the eight projects. They vary from market approach and 
a partner vendor for implementation (IdAM), to focused delivery teams of in-house resource using existing 
commercial arrangements and All-of-Government services (Infrastructure).  
 
There are some principles that apply to how, in general, the sub-projects will be approached. These are concerned 
with reducing the delivery risk by addressing the highest risk areas as early in the programme/project lifecycle as 
possible to gain delivery certainty. 
 
The Ministry has two key principles which are used to validate the target solution as quickly as possible. The first 
involves performing Proofs of Concept early in the life-cycle. Doing this early formally validate ‘fit’ with the business 
environment/requirements, and a technical Proof of Concept (PoC) to validates that the proposed solution will 
actually work in the Ministry’s environment. The technical PoC also serves to allow the eventual users of the 
system to visualise how it will work early in the process.    
 
The second key principle is that the first deployment to ‘production’ is a Minimum Viable Product so that 
subsequent iterations of development are commissioned In the light of direct end user feedback. This means that 
the risk of investing in low value features is greatly reduced and greatest value is extracted. 
 
 

Commercial Approach 
 
MSD recognises there is a need for significant capability to support the delivery of the Programme, to reduce risk 
through technical expertise and delivery experience, and improve the quality of the outcomes delivered. 
 
This programme is reliant on its strategic partners, to support the delivery of this programme. Our engagement 
approach with our partners is to operate under a Master Services Agreement (MSA) using a Statement of Work 
(SOW) arrangement. The MSA does not limit the commercial arrangements for each SOW, meaning that a variety 
of risk sharing and commercial mechanisms can be adopted.  
 
Moving into the future delivery phase, MSD will adopt a Statement of Work-based commercial framework, based 
on a Time and Material approach. Fixed price segments can be accommodated within SOWs where the scope and 
deliverables are clear and where commercial mechanisms allow. However, the programme has elected not to use a 
fixed price arrangement, to allow flexibility for a collaborative, agile approach that utilises a range of vendor 
resources to deliver product-led, but MSD-specific, configuration and features.  
 
During delivery MSD will employ a number of commercial levers with vendors and these include; retention sums, 
liquidated damages, warranty provisions, disengagement and termination clauses which allow MSD to minimise 
risk and ensure that vendors have proven the configuration in an MSD environment prior to release of any 
retention sums. Such provisions are designed to ensure vendors are focused on the delivery of functionality into 
the MSD environment. The disengagement and termination clauses allow MSD to minimise future costs if changes 
to the programme happen, whilst allowing MSD to retain the deliverables.   
 
The detailed commercial cases are included in each of the sub business cases. 
 
 

 

  

 



Financial Case

Table 8: Summaryofthe funding required to support the busines case

oping now mm sw soo sos

cal oe) seo 7am 1 B Cae

The estimates are based on the kel case estimates of the preferred way forward. The breakdown of funding for
each of the projectsfor thei prefered casei showin nthe section The Financial Case.
The more dstaled cost breakdown ofeach project's preferred and alternative options are described in each of the
sub busines cases, and further supporting material nthe appendices.
The funding addresses the creation of new software asets, bd or cloud services, and the transition to 3-5
Service services. For the replacement projects al sets are end of fe and are not invested in further.
The estimation process used a combination of internal and external assessments. In particular, the 4AM
implementation and licensing costs (PC) and the Data Warehouse Re-latform implementation and ranstion
costs (Accenture) were indapendently sourced. The estimates for DREW, Hindin and the Digital channels came
from the experience of th teams that have worked with these ystems for many years, and have a history of
estimation and delivery.
The majority of the capital required supports capitalised MSD or vendor labour in creating the new assts.
The breakdownis shown below.

© 5

©

“0sof opt but senior
——

0
=Ope 1

© = Js wong shamans
wr

© les 7
4 2 2 »
na ik 1 3 ro’ | o
wn mom wun wm

“



  

47 
 

The estimates were assessed using a Quantitative Risk Assessment. For the purpose of this business case an 85% 
confidence level10 has been used. This means that there is an 85% chance that the actual cost of the programme 
will not exceed the estimated cost plus the contingency. The analysis shows that the contingency required to meet 
the 85% confidence target is $27.0M, or 15% of the total estimated costs.  
 
 

 

Management Case 
 
The management case addresses the achievability of the proposal and planning arrangements required to both 
ensure successful delivery and to manage programme risks. 
 
The key governance objective is to ensure transparency for all the key stakeholders. This includes Treasury and 
GCDO, as well as key partner agencies, Oranga Tamariki and Housing and Urban Development.  

 
The programme structure is based on the existing portfolio management model used in MSD. The Portfolio 
Executive Committee (PEC) will oversee this programme and the overall investment portfolio. This will enable 
prioritisation across the full investment portfolio, and ensure visibility of the programme. The PEC reports to the 
Investment Strategy Governance Committee (ISGC). 
 
These governance processes have recently been put in place, and have improved the prioritisation and allocation of 
funding. A summary of the governance process is included in the appendices.  
 
The details of the proposed governance structures are shown in the section Management Case. 
 
 

Implementation Completed in 2023 
 
Earlier analysis work has significantly improved our understanding of the complexities of the current infrastructure 
service and this has helped us to understand the delivery risks.  Large projects, such as Novopay and Police HRIS, 
serve as an insight to issues of system complexity as one of the common drivers of scope, cost and schedule 
overruns in large-scale technology programmes. 
 
In developing the implementation roadmap for the Programme, consideration was given to what was an optimal 
return on investment against an acceptable level of delivery and operational risk. This consideration together with 
the degree of change the organisation could absorb was balanced with the need to maintain current operational 
performance throughout the change. As a result, this programme is planned for an implementation period of four 
years. 
 
It is proposed that the Programme will be implemented in three tranches. Tranche One will be completed by 
FY2020 and Tranche two by FY2021 with the final, Tranche Three delivered in FY2023. 
 
  

 
 
 
10 The 85% confidence level matches one standard deviation from the mean for a normally distributed cost profile. 
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Tranche One  
 
This tranche will: 

• Select the strategic partner and solution for IdAM 

• Migrate most business rules from DREW and validate the preferred platform  

• Select the preferred knowledge platform, and migrate 25% of the Hindin content 

• Migrate and decommission the Complaints function of Hindin 

• Select the strategic partner and solution for the Data Warehouse 

• Decommission the EOS instance of the Cúram to simplify client experience 

• Deliver the new Cúram client channel experience, and complete development of the MyMSD component 

• Migrate and decommission half of the obsolete hardware and out of support software, and 

• Complete the plans and estimates for Tranche Two. 

 

Tranche Two  
 
This tranche will: 

• Deliver Client identity on the new IdAM platform 

• Deliver the new Review of Decision, Provider Management systems, and all the Hindin content on the new 
knowledge platform 

• Retire DREW and Hindin 

• Deliver the Warehouse MVP and the highest priority information products 

• Deliver a more scalable MyMSD client channel, and deliver straight through processing optimisations to reduce 
the rate of exceptions for staff 

• Complete the upgrade of software to supported levels, allowing 75% of compute capacity to be delivered from 
IaaS  

• Complete the plans and estimates for Tranche 3 

 

Tranche Three 
 
This tranche will: 

• Deliver Staff identity on the new IdAM platform  

• Deliver the required set of information products on the new Warehouse platform 

• Retire the old IdAM solution set 

• Retire the old Warehouse 

 
The technology solutions to support this implementation roadmap will: 

• Remove the operation risks commencing with the highest risks 

• Reduce implementation risk by selecting strategic partners where possible 

• Reduce implementation and privacy risk by limiting data conversion and manipulation to only those instances 
where the outcomes require it. 

 
MSD is ready to commence the Inception Phase of the Programme. This will involve detailed design of the future 
business processes, roles and information flows, and implementation of new technology.   
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Dependency management 
 
The proposed projects have multiple dependencies between each other and with other projects and programmes 
undertaken independent of the business case. These dependencies include both technical (one system depends on 
another) and resource based (specialists may be needed by multiple streams).  
 
MSD has a strong history of managing large programmes of work incorporating many systems and multiple 
workstreams. MSD manages programmes of work using the Scaled Agile framework (SAFe). A core practice of SAFe 
is Programme Increment (PI) Planning. During PI planning dependencies are identified and communicated. Conflicts 
are escalated to the management team to resolve using prioritisation or scope management.  
 
The broader project governance structures include Programme Boards and the Portfolio Executive Committee 
(PEC). Dependencies across the programmes are monitored and reported to the PEC. Refer to the appendices for a 
more detailed description of the various programme governance bodies. Refer to the Management Case section for 
a description of the relationship between Programme Boards and PEC. 
 
 

Implementation Risk 
 
Considerable effort has gone into assessing options that are able to be executed by the Ministry and industry 
partners.  
 
The Treasury Risk Profile Assessment rates the programme at High, with the three sections assessments being Low, 
High, and Low. The programme approach is to address the significant risks identified early to improve the certainty 
of outcome. The implementation risk for each project is described in each sub case. 
 
The feasibility of implementation has also been assessed. The details are contained in the Management Case. 
 
 

 



The Economic Case
Exploring the Preferred Way Forward

Critical Success Factors

The following critical success factors were identified by stakeholders in conjunction with the Investment Objectives
(in the Strategic Case), and reflect those objectives
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1. Identity and Access Management Replacement 
 
 

1.1  The Case for Replacing our Identity and Access Management Platform 
 
An Identity and Access Management (IdAM) platform is an essential part of any large business. The absence of an 
IdAM platform would mean that there would be unfettered access to computer systems, including private and 
sensitive data. For example, anybody with physical access to a Ministry computer could go into any system and 
view any data or make any changes they wished, ranging from client data to salary details. 
 
MSD’s current Identity and Access Management (IdAM) platform poses a serious risk to the Ministry. This platform 
authorises staff access to all of the Ministry’s computer systems, data and information. If IdAM were to fail no staff 
member would be able to logon to any system; and no clients would be able to access digital systems. In essence 
the Ministry would not be able to process a single client transaction if IdAM failed. 
 
The Ministry has made a number of attempts to remediate risk around the IdAM platform, but these projects have 
been under-estimated and not been allocated sufficient internal capital to make a material difference to the risk 
profile. These projects have, however, created a foundation for future efforts to replace IdAM.  A team has been 
working for two years to define and agree the future state IdAM architecture and business governance model.  
 
Within the limits of the internal budget, a target identity store has been established and work is underway to move 
applications to it. However, this is but one component of what is an extremely complex and multi-layered Identity 
system and at the current rate of investment it will take well over 5 years to finish the task.    
 
In the meantime, the other components of the identity ecosystem are running on dated, tightly coupled platforms 
that have been underinvested in for over a decade. This means that they are difficult to change and keep up-to-
date for the staff identities that they hold. For example, some of the underlying servers are 14 years old, and these 
cannot be upgraded to modern servers because the applications operate on obsolete operating systems and 
middleware that can only run on old hardware. 
 
The platform also includes significant bespoke sub-applications such as AUM and CYFHub that are poorly 
understood and need to be replaced with standard 3rd party software. 
 
Manual intervention and workarounds are now required to keep the platform running, creating significant risk of 
data breach or unauthorised access. Further on-boarding and off boarding new staff is so problematic that there is 
a high possibility of staff still having access to systems after they have left. 
 
We have a very large external data store hardwired into MyMSD that was not initially designed to handle this 
number of users and transactions when it was built as part of the MSD Simplification programme. With the 
predicted uptake and transaction volume of this platform – this store needs to be re-platformed to a larger 
enterprise platform that will handle this load. Not replatforming significantly risks the continued service of our 
MyMSD online channel that now has over 650,000 beneficiary identities registered in it.  
 
The Ministry’s Technology Strategy has identified the future IdAM as being a strategic asset that underpins safe 
and easy access for staff, partners, and clients. This investment will ensure that the future asset is future proofed 
and able to accommodate future operating models. 
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1.2  Background 
 
The Ministry’s Identity and Access management capability is made up of a number of identity applications that 
together provide the means by which our staff access our applications and information.  It is also how over 650,000 
beneficiaries access their information through the MyMSD application, as well as how other cohorts of 
beneficiaries such as students use the Ministries online applications. These repositories of clients are growing at 
1000 new clients per week – and now include over half our active clients.  
 
The current Ministry identity capability has evolved over time and has been in existence for approximately 15 
years. It is predominantly a bespoke solution and has been incrementally developed to meet changing business 
structures and needs since its inception.  
 
Although the technology continues to function and support the basic needs of the business, it now does not have 
the ability to adapt to become a modern IdAM platform to support the increased desire for cloud based services, 
modern cyber security threat protection, seamless authentication capabilities, and improved process efficiency, 
This is because over the many years of development and enhancement, the existing Identity Management platform 
lost its foundational architecture. Many dependencies now exist with multiple peripheral systems and workarounds 
employed to manage capability deficiencies. This has resulted in an ever growing amount of technical debt and a 
high level of risk with running and managing the platform. 
 
A number of attempts have been made to refactor parts of the existing identity management platform and 
modernise its capabilities. This has proved to be challenging, complex, and aspects of existing functionality have 
been replicated with no real overall benefit. These initiatives had significant financial investment but lacked 
business engagement and involvement, which may have contributed to the difficulties in achieving the targeted 
objectives. 
 
At the technology layer, the existing Identity Management platform consists of a number of disparate applications, 
many of which are reliant on legacy, unsupported hardware and software and/or use software not designed for 
access management functions (e.g. payroll). This has made the overall platform very complex and difficult to 
maintain. 
 
Various workarounds have been implemented to compensate for this cumbersome nature, and some security 
controls have not been fully utilised in an attempt to maintain stability of the system and interconnected 
components. This creates an ever present risk to MSD (and its shared services customers) of a major outage that 
affects not only the Identity Management processes but also the Corporate Identity Directory (LDAP) which could 
result in many of MSD’s critical business applications being unavailable. 
 
Adding to this complexity are manual business processes for on-boarding and off-boarding users, modifying access 
rights and terminating employment, which are also highly complex. Inconsistencies in these processes combined 
with delays caused by sequential batch driven processes, coupled with the lack of automated de-provisioning from 
applications (particularly cloud applications where user credentials are held in the application itself), present a high 
security risk of unauthorised access.  
 
The age and lack of functionality in some of the existing Identity Management components limits MSD’s ability to 
take advantage of newer technology which could reduce this risk. Consequently there is no central capability to 
manage identities or record what entitlements have been assigned to a worker. Instead, a disparate set of 
processes and record keeping exists that result in inefficiencies, accumulation of access rights and an inability to 
audit access rights across the organisation. 
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There are three main themes to the IDAM problem in the Ministry.  
 
They are:  

1. We require urgent remediation to keep this IDAM platform running for our key applications – They are 
running on dated, tightly coupled platforms that have been underinvested in for over a decade. This means 
that they are difficult to change and keep up-to-date for the staff identities that they hold. 

2. There is so much manual intervention and workarounds are now employed to keep the platform running 
that there is significant risk of data breach or unauthorised access. Further on-boarding and off-boarding 
new staff is so problematic that there is a high possibility of staff still having access to systems after they 
have left or staff having access to resources they are not supposed to have access to. 

3. We have a very large external data store with over 650,000 beneficiaries hardwired into MyMSD that was 
not initially designed to handle this number of users and transactions when it was built as part of the MSD 
simplification programme. With the predicted uptake and transaction volume of this platform – this store 
needs to be re-platformed to a larger enterprise platform that will handle this load and the number of 
users we now have. Not re-platforming significantly risks the continued service of our MyMSD online 
channel.  

 
NOTE: The re-platforming in point 3 also makes this client identity store reusable for future online Ministry 
applications. 
 
NOTE: The recommended options in this paper are also highly aligned to Te Pai Tawhiti – and all of the initiatives 
and work outlined here is reusable for the 2020 business case 
 
 

1.3  Risks and Benefits 
 

There are key themes running through the problems outlined in the above problem statement that present 
themselves as risk – as well as the opportunity to provide benefits to the Ministry.  
 
The risks include: 
 
• Unauthorised access – increases MSDs exposure to risks of privacy breaches, security breaches and internal 

fraud. Unauthorised access is the result of not removing access to applications and systems when people leave 
the organisation or move to a different role. 

• No view of user access – it is currently virtually impossible to answer the question ‘who has access to what?’ in 
a reasonable timeframe today. MSD cannot protect its data if it does not know who has access to it. 

• Lack of security for user credentials – by requiring users to maintain multiple passwords and by storing 
username and password in cloud applications user credentials are vulnerable to theft and misuse.  

• Failure of an IdAM component – reliance on unsupported and legacy hardware and software make MSD 
vulnerable to a failure of a critical component which could affect access to critical business applications. 
Further, because of the tightly coupled nature of our identity stack, upstream failure of an identity system has 
‘flow on’ downstream effects to our lower level identity provisioning systems. 

• Tight linkage to business process and criticality of applications – Delivering MSDs services is becoming more 
reliant on technology and failure of IDAM services completely brings many of our critical platforms out of 
service. 

• Lack of reusable client and partner identity capability that is simple to use and provides the strength of 
identity we need to offer services to our clients. 

• Identity will be at the forefront of the new security architecture the Ministry will deploy that will allow staff to 
work from anywhere, anytime, on any device. The fundamental requirement for this strategy is that we have a 
high degree of confidence in the strength of our digital identity for staff. This work is also a fundamental 
prerequisite for this next phase of security work to continue. 
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The Benefits include: 
 

• Reduce the risk of unsupported critical identity infrastructure failure through upgrading it or migrating it to a 
supported system. 

• Reduce the risk of inappropriate data access through more secure authentication mechanisms. 

• Reduce the risk of passwords being compromised by reducing the number of passwords and enforcing a 
consistent password standard across all our access systems. 

• Workflow enabled compliance and audit functions for provisioning and application access that only gives the 
access that each user needs. 

• Consistent role based permissions to applications and resources for all staff. 

• Single centralised record of assigned user permissions and a central record of user permissions. 

• Prevent permissions creep through automated provisioning and de-provisioning of users and access. 

• Better user management of NGOs, contractors and service providers. 

• Workflow enabled provisioning and de-provisioning (as opposed to manual currently). 

• Self service capability for access requests and password resets. 

• Improved management of licencing costs through accurate reporting on usage. 

• Improved user experience and ease of use through single sign on. 

• Enable secure access for cloud applications and platforms. 

• Provide a single view of who has access to which systems. Currently there is none and this poses a high level 
of risk to the Ministry in operating these systems. 

• Improve the manual, slow on boarding process that is prone to error and not auditable other than through 
time consuming manual means. 

• Lower operational costs through being able to see who is using which systems – and therefore being able to 
save considerable licencing costs. 

• Remove the security and operational risk of a number of identity related systems running on unsupported 
software. 

• Remove single points of failure so that if one identity system fails, staff and clients are still able to log in and 
continue to use our systems. 

• Lower our security vulnerability through better Identity lifecycle management and the full de-provisioning of 
users once they leave MSD. 

 
Other objectives not directly related to risk of failure that lay the foundation for future identity capability: 
 
• Identity will be at the forefront of the new security architecture the Ministry will deploy allowing staff to work 

from anywhere, anytime, on any device. The fundamental requirement for this strategy is that we have a high 
degree of confidence in the strength of our digital identity for staff to access information from anywhere.  

• This work on the external client store paves the way for simple access to our information and resources where 
identity ‘gets out of the way’ so New Zealanders can access the services they need when they need them. 

 
  

 



‘This section outlines the main risks that have been identified for this work stream. They are examined in terms of

‘applications, exposing the Ministry to risk

requirements —for example, adverse

‘The risk thatthe constructionofphysical H M The bespoke componentofthe IGA

intelligence (for example, preliminary site require specialist expertise (both internal
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project.

‘example,thecapabilities of the contractor/ agreements. There is potential with this.
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Therik tha thecostsofkeeping the ™ " There is an on-goingrisk ofmaintaining
assets ingood condition vary from budget. Knowledgeable staf to support in house:

built applications. This risk appliestoout
years 35. There isan on-going iskof
maintaining knowledgeable staff to
support the current platform applications.

Arisk register has been developed and will be progressively updated as more detailed analysis is undertaken.

Risksfrom Change

‘The tables below deal with the risksofthe preferred investment option. Specifically it examines the execution risk
which looks at risk associated with doing the work, the residual isks that will be leftover once the work is complete.
~ and any introduced risk that would be created as part of doing this work. It also looks at any mitigation that may
be implemented to lessen the effect or consequence of anyof these risks becoming material issues that require
remediation.

Table 11: Execution Risk

Consequence| Likelihood | Assessment| Mitigation

Project Complexity H M M The project proposesto build a
Due to the complexity and many partner relationship with a
touch points into MSD systems and single vendor (service
applications implementinga fit for aggregator) who has experience
purpose 4AM solution wil ake in delivering 4AM solutions.

timeandwill requireahigh-degree The service componentofthe
ofexpertise and knowledge from procurement willbe 2s
external parties. importantasthe technology.

Market Capability mM ™ " The project is conducting.
Modern I4AM principles and market research to see what

technologiesare not widely expertise is avaiable both in
established in New Zealand. New Zealand and overseas to
Sourcing suitably qualified assist where needed.
expertiso/capabilty maybe
difficult

Governance ™ ™ 0 The project will develop a
‘Ownership and governance with governance model which
responsibilty and accountability is outlines the key roles and
akeycomponentofa successful responsibiies which would
14AM solution. CurrentlyMSDdoes need to be in place for 4AM to.
not have appropriate governance function correctly.
arrangement in place which would
be suitable for 4AM.

Scope Creep H ™ H there are technical issues that
Scope creepdue to the unknown manifest inthe laterstagesof
state of the existing platform. the project which require a

changeofdirectiono the
addition of scope then this
would impact the projects
baselined scope which would
impact project timelinesand
costs. Management strategy is
10 ensure detailed and robust
analysis and planningis carried
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out vith thevendor in the.
design phase.
Use standard MSD project
change control processesto
‘manageanyexceptions/charges
ofscope.
Useof a project variation
register to trackand manage all
proposed changesof scope.
Allowsufficient contingency in
schedules and budget tocover
any unexpected scope.

Integration Failure H ™ ™ If there are unexpected issues
Technology components may fal identified dueto thecomplexity
tointegatewitheach other. ofintegrationbetween LOAP

‘andapplications then this may
requireadditional effort to
analyse, design and implement
aresolution. This would add
unplanned effort tothe project
which would in turn impact
project timelines and budgets.
The management strategy is to
ensure comprehensive testing.
is carried out in pre-production

} environmentsbefore
production
deployment/cutover.
Ensure there is an effective and
tested rollback strategy in
place in the eventof identifying
an issue that cannot be safely

| resolved during cut over. IDAM
platforms willbe selected based
on standards based
technologiesto minimise the
chance of this happening.
Use standard MSD project
change control processes to
‘manageanyexceptions/charges
of scope.

Resource contention / re- mM ™ ™ Makesureresourceplansare.
prioritisationofwork. up todateandaccurateand

theprojectsunable tosecure providedtoresource managed
the required resourcesortheres with sufficient notice.
contentionfo resources with Ensure project resource
other MSDwork then thiscould requirementsareclearly
cause delays and erode benefits flaggedatP Planning.
realisation which would impact
project timelines and costs.

Financial Contention/ m mM mM Shouldtherebefinancial
re-prioritisationofwork constraintsonthe Project, then
financial constraintsareimposed therewill needtobe.
ontheprojectworkstreams, then stakeholder engagement to.
Identityandaccess management/ determinearevisedscope,
security risksmay notbe whichwill need tobebasedon
addressed which will result in the risk mitigation/acceptance.
riskprofileofMSDnot being
addressed.
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Interdependent Workstreams H H H Planning and upfront work will

oe

DAM project remain and become ‘happeningand phase the project
an impediment to otherpartsof accordinglysothat any parts.
‘the programme to slow down. remainingplayaminor role and

Legacy platforms are unableto u M M Audit and identify these systems.
integrateto the new IDAM ‘early and planforhow they will

EER
‘Stopping this project before the H M M ‘Because this project is about

applicationsand systems.

we do now. Consequently, a
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14 Options considered (Economic case)

nmrsetrcomponentnseerstsesche
‘optionstwoand three, each with associated costs, benefits, and risks. The Do Nothing (status quo) option has also

ravpratep tongue torsionA
‘critical success factors, and finally an economic assessment is provided to help represent an unbiased view for

‘comparison. The following section highlights the key point for consideration in each of the potential options.
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14.2 DetailedExamination of the IdAM Options

‘This section detailsthe main features of eachof the four options as well as showing the maturityof each of the

capabilities that make up the IAM platform:

Option 1: Status Quo

+ No change management impact.
+ Continuing lackofdefined and enforced policy and process.
+ Increasing risk profileofthe IdAM function.

+ Continued reliance on undocumented and unsupported processes and application to perform access
provisioning.

+ Continued dependancyon sequential batch driven integration which enforces tight coupling of
applications.

+ No improvementto IdAM capability maturity.
+ MSD will continue to be constrained in making security and user experience improvements dus to the

lack of support andflexibilitywithin the currentIdentityManagement solution.

+ No external support for MSD's current Identity Management solution, MSD will need to maintain ts
own expertise in supporting and maintaining this platform which has not ony financial mplications
but resource prioritisation and staff retention implications as well.

+ Dus tothe bespoke natureof the existing Identity Management components it is likey that MSO's
capability to support and maintain these wil further daclin over time.

+ No strong control to mitigate security risksrelatingto unauthorised access, client information privacy
or internal fraud.
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Figure 1: Curren capability maturity
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Option 2: In House Partial Solution 
 
• A modern supported identity store with a documented support roadmap will be implemented. 

• IGA functionality delivered will be significantly less than a recognised IGA COTS product. 

• Not investing in a strategic Access Management (AM) toolset will severely limit MSD’s capability to 
support the strategic objectives of increased mobile device support and digital enablement in a secure 
way. 

• By removing the dependency on CHRIS 21 information for new starters can be sent to IGA earlier in 
the HR process this will reduce the time new starters have to wait for application access to be 
established. 

• Existing IdAM related applications which expose MSD to risk will be retired and replaced. 

• Significant amount of in-house work required to define scope, design, build and test the solution. 

• In-house development of an IGA platform carries a high level of risk. Risk of budget overspend, scope 
blowout and lack of the appropriate skills all need to be considered. MSD has made previous attempts 
to replace the existing core Identity Management applications with no success.  

• No vendor supported roadmap for IGA components to ensure constant platform upgrades and avoid 
technical debt accumulation. 

• MSD will need to maintain in-house skills to support the IdAM platform from both a technical and 
business perspective. 

• Significant Organisational Change Management effort required. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Figure 2: 
Option 2 capability maturity 
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Option 3: Full Vendor Managed Solution (Recommended Option) 
 

• MSD will have an IdAM platform that provides the capabilities required to securely provide support for 
increased mobile and digital channel access to systems and resources. 

• MSD will benefit from the increased efficiency and improved security that centrally managed 
provisioning and de-provisioning from cloud and internal applications will provide. 

• Functionality to perform access audits and certification will mean that IdAM can be used a robust 
control for operational risks. 

• Existing IdAM related applications which expose MSD to risk will be retired and replaced. 

• MSD will implement market leading products with a well-defined support and investment roadmap. 

• Opportunity to expand the scope of Business Events that impact on identity. 

• By removing the dependency on CHRIS 21 information for new starters can be sent to IGA earlier in 
the HR process this will reduce the time new starters have to wait for application access to be 
established. 

• A strong control to mitigate security risks relating to unauthorised access, client information privacy or 
internal fraud will be in place. 

• MSD will be able to adopt cloud services securely.  

• Change management impact will be significant as it will require the establishment of new roles and 
responsibilities, as well as training for new applications and processes. 

• The MSD client identity and authentication component will be extracted from MyMSD so that it can be 
migrated into the Ministry strategic identity platform. 

 

 

 

Figure 3: Option 3 capability maturity 

 

  

 



Option 4: Defer th 1daM Solution another year

‘This option is very similar to option 1 in terms of its features —with the riskoffailure incrementing over this
te
Accordingly,forthe year that the solution is delayed there is:

+ Nochange management impact.

+ Continuing lackofdefined and enforced policy and process.

+ Increasing risk profilofthe 4AM function.
+ Continued reliance on undocumented and unsupported processes and applicationsto perform access.

provisioning.
+ Continued dependency on sequential batch driven integration which enforces tight coupling of

applications.
+ No improvementto 4AM capably maturity.
+ MSD ill continue t be constrained in makin security and usa experience improvements dus to the

lack of support and lesbilty within the currant dent Managemant souton.
+ No external support for MSD's current Identity Management solution, MSD will need to maintain its.

own expertise in supporting and maintaining this platform which has ho ony financial mplcations
but resource prioritisation and saf retention implications as wel.

+ Due tothe bespoke natureof the axsting Identity Management components is kely that MD's
jrockebisimpeiins bosuy

+ No strong control to mitigate security risksrelatingto unauthorised access, client information privacy
orwteral fraud.
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Table 15: Data Warehouse Options
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1.5  Delivery Plan and Procurement (Commercial Case) for the Preferred Option 
 
1.5.1 Principles behind how we will deliver the IdAM capability for the Ministry 
 
• Align with Government ICT strategy (Digital, IaaS/Cloud, COTS, AoG, as-a-service). But leverage existing 

assets. The project will align with MSD IT Strategy and Action Plan (the ISAP) which in turn is aligned with 
Government ICT strategy. The programme will actively promote digital platforms; change MSD IT to use 
IaaS/Cloud and COTS offerings, and to move to as-a-service commercial arrangements.  However this will need 
to be mindful of existing investments and/or commercial arrangements. 

• Grow our technology capability. Give our team career growth opportunities.  Where possible the project will 
seek to grow the capability of the internal IT team by giving the team growth opportunities. This will reward 
commitment to the organisation and reduce dependence on external contractors. 

• Minimise impact on IT customers’ work programmes. The IdAM project will implement its changes in a way 
that minimises any impacts on its customers.  Ideally changes will be virtually transparent to them.  

• Governance framework is MSD PgMF. Delivery framework is SAFe. From a governance and management 
perspective, the programme will align with MSD’s Programme Management Framework which aligns with the 
MSP (Managing Successful Programmes) framework.  Organisation of day-to-day delivery work will use SAFe 
(the Scaled Agile Framework). 

• Embed the customer in the heart of the delivery.  A key principle of SAFe/Agile is that the customer is involved 
in all discussions/decisions around scope/requirements definition and in reviewing/confirming deliverables to 
ensure they are fit for purpose.  The project will achieve this by having BAU owners of deliverables involved 
throughout the delivery.  There will be an overall business owner for the project (the Product Manager) with 
business owners who specialise in the main deliverables from specific work streams (Product Owners). 

• Chunk up the work. Use Tranches. Each Tranche delivers a business outcome.  The end of a Tranche is a major 
milestone that releases major business benefits.  The programme will structure tranches so that an off-ramp 
can be invoked but business benefits can still be achieved (see below). 

• Allow for off-ramps. If an off-ramp is invoked, assets must be usable. Where possible delivery will be 
structured to allow stakeholders to either stop the delivery or change direction if results indicate there are 
better ways to achieve outcomes.  The ‘off-ramp’ will be structured to minimise any lost investment and to 
ensure that any assets at that point are usable (i.e. they are not partly completed and as a result cannot be 
used). 

• No big-bangs. Incremental implementations. Pilots and phased rollouts. The project will take a risk-averse 
approach to implementations.  There will be no big-bang implementations.  Instead, changes will be 
implemented via small steps so that risk can be contained and widespread business impact can be avoided.   

• Front-load risk and attack it via POCs/trials. Many areas of the project introduce new technology and involve 
process changes.  Where a solution outcome cannot be predicted with near certainty, the programme will 
attempt to complete POCs and trials to prove a solution works, and to understand the implications for 
delivering, implementing and supporting that solution.  

• Focus. Limit Work in progress (WIP). Play 80:20. Programme management will actively limit WIP to enable the 
team to focus its efforts.  This reduces delivery risk, and also increases productivity.  The Product Manager and 
Product Owners will assist in this goal by defining the MVP (minimum viable product) for each solution. 

• Use existing suppliers and AoG common capabilities. In alignment with government guidelines and the 
Procurement Board guidelines, the Programme will use existing suppliers and AoG arrangements before going 
to the market. 

• Focus on outcomes and benefits. Programme management will identify an approach and on-going measures 
that ensure there is constant focus on the outcomes and benefits the programme is aiming to achieve. 
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1.5.1.1  Financial Analysis 
 

The following section outlines the project planning and management arrangements. 

 

Programme Management Arrangements 

The IdAM project and the delivery of the services will be managed within the context of a wider 
programme management process. 
 
The proposed project will be delivered out of the MSD Security programme, which comprises of a 
portfolio of projects for the delivery of work that lifts the security posture and maturity of MSD. 
The scope of the programme is set out in the Security Programme Business Case approved on 16th 
June 2016. 
 
The relevant programme management arrangements are as follows:  

• MSD’s Programme Management Framework (PGMF) will be used for overall programme 
governance.  

• MSD’s Programme Management Framework (PgMF) is based on the Managing Successful 
Programmes (MSP) methodology.   

• The PgMF will be used to provide the project with an overall governance framework.  It 
provides guidance on the structure of governance groups and also identifies the key artefacts 
that need to be produced by the programme.   

• The PgMF will be tailored to reflect the needs of the project and to reflect some of the 
deliverables that were completed during the development of the indicative IdAM Business 
Case. 

 
 

Project Delivery  

In the event that this investment proposal receives formal approval, a project will be established to 
deliver the required services. The project will be delivered from within MSD Security Programme, 
one of MSD’s established standing teams.  
 
The ‘delivery methodology’ to be used for this project is a SAFe/Agile model to plan and manage 
delivery work.  

• SAFe breaks down scope and requirements into Epics, Features and Stories. The Product 
Manager and Product Owners for each project will be responsible for working with project 
teams to break down scope and then for prioritising work. 

• Delivery is spread across 3 month periods known as Programme Increments (PIs).  Delivery in 
each PI is broken into fortnightly Sprints. Changes are implemented incrementally. 

• An MVP approach is used to minimise delivery complexity and risk.  The Product Manager and 
Product Owners will identify the minimum solution required to meet requirements and 
achieve programme benefits.  This approach maximises return on investment (ROI) and also 
significantly increases the likelihood of successful delivery. 

• BAU owners of deliverables will be identified early in the delivery. They will be actively 
involved in construction and sign-off activities. 

• The programme will ensure that projects have considered long-term ownership of deliverables 
in BAU. Wherever possible BAU owners will be directly involved in management and 
construction work (i.e. an Agile/DevOps model). BAU owners will also be involved in the sign-
off of specific deliverables. This maximises the likelihood that deliverables are accepted and 
fit-for-purpose.  It also assists in the transfer of IP. 
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Implementation Approach 

• There will be no big-bangs. Each workstream will have incremental delivery stages with phased 
implementation in each stage. The project will take a risk-averse approach to implementation, 
changes will be implemented via small incremental steps so that risk can be contained and 
widespread business impact can be avoided.   

• Changes will be delivered over a number of stages. Within each stage, after the completion of 
structured testing, there will be pilots and phased rollouts to reduce risk. 

• The project team will implement the majority of solution components in advance of go-live in 
order to minimise the amount of change required on the go-live date. The nature of this 
project means that it is possible to pre-install many IT changes prior to go-live. This will reduce 
the effort and risk involved with the final implementation. 

• Implementations/deployments will be planned in such a way that a ‘roll-back’ to the original 
state is achievable if required. 

 

Changes to Scope 

• Changes to project scope can be made by the leadership team/ governance group so long as 
these changes do not impact the overall spend or expected project benefits.  These changes 
will be managed by the product and project manager for the project and included in 
governance reporting.  Formal agreement to variations is not required for this level of change. 

• If there is a need to vary scope from the baseline and this has an impact on spend or benefits, 
the project manager will highlight this to the Product Manager, Product Owners and the 
Programme Manager.  If an alternative approach cannot be found to enable a project to 
achieve its targets, a variation will be raised with governance groups for a decision (e.g. 
increase overall budget available, reduce benefits targets). 

 

Key Deliverables 

• A modern and effective IdAM capability made up of new people, process, policy and 
Technology.  

• Identity Governance and Administration (IGA) platform and capability. 

• Access Management platform and capability. 

• New modern Identity Directory and Virtual Directory.  

• MSD will use Infrastructure as a service (IaaS) by default and only purchase its own 
infrastructure assets by exception. 

 
 

 
  

 



16 Financial Case for [4AM Replacement
161 Plan

This is detailed in the sections above, however the focus is on the internal workforce sectionofIDAM and
extracting the external tore from MyMSD, as these are the areas viththemost critical need in MSD.

162 Cost

1.6.2.1Detailedfundingbreakdown for the ‘Do Nothing’ Optionfor Workforce and External ClientStore
Please provide | 1dAM Replacement: Partial Solution
abreakdownof
thecostsofthis |[Sm T ooo] soem]aan] 2022s]

Initiative Capital
Capitalsedlabourincludingvendorcosts
Capital
Software acquisition and implementation
Operating
FTEs Minimum Platform upkeep
Operating
-aservice fees vendor support fees

Softwaremaintenance

1.6.2.2 Detailed funding breakdown forthe Partial Slution for Workforceand External ClientStore
Please provide | 1dAM Replacement: Partial Solution
abreakdownof
thecostsorthis|[om Taos soso/m[aoaujza] zoaaas]
initiative Capital 2.25m

‘Capitalsed labour incding vendor costs
Copal 7m
Software acquisition and implementation
Operating
es
Operating 07 0 2 2

-a-service fees vendor support fees
Softwaremaintenance

-



1.6.23 Detailed funding breakdown for the Full Solution for Workforce and External Client Store
Please provide  IDAM Replacement: Full Solution

a breakdown of
thecostsofthis | [Bm ooo] soem]aoa] 2022s]
initiative Capital 63m

Capitlsed labour including vendor costs
Copal
Software acquisition and implementation
Operating
Es
Operating
A-aservice fees vendor suppor fees
Software maintenance

163 Assumptions

For the purposes of the cost benefit analysis the following assumptions have been made:

+ Implementation costs andfixedasset cost arerepresentedascapital expenditure
+ Existing hardware cannot be decommissioned (asit s sharedbyother systems/application), or would be

insignificant in monetaryterms, therefore not included as a benefit.

+ Financial benefits that relate to inefficiencies with the current Identity Management capability, end user
‘efficiency improvements and reduction in the supportofthe old Identity Management components are an

indicationof resource waste rather than actual tangible monetary benefits and have therefore been classified
as non-cash releasing. These have been conservatively estimated so as not to unfairly influence the appraisal.

+ MSD's preference is for a Managed Service rather than an in-house supported solution.

+ Resource costs have been estimated based on a36 month implementation time frame.

164 Estimated Costs

The following costs were estimated:
+ Costs for existing MSD Identity Management components (Oracle DBX, AUM, LDAP, and FIM SYNC) have been

based on figures sourcedfromthe Infrastructure and Services Team.
+Thecostofchange for the status quo includes the estimated costs for that maybe incurred due tothe risks and

deficiencies of the current state. These costs include potential failure of a critical IAM component, increased

cost of supporting technical debt and legacy applications, purchase of unnecessary licenses and cost of dealing.
with privacy breaches or internal fraud.

+The internal resource effort or dalivery andintegration (internal project team) has been estimated using
standard project resource forecasting techniaues.

+ Option 2 build costs have been estimated using the cost of a similar Ruby on Rails development with uplift for
‘added complexity and assumes the development will be done in-house.

+ Anestimateofcosttointegrate existing MSD applications to the [4AM platform has been included for options
2nd3.Ahigh level estimate of $1m over 2 years has been used.

@
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• Design and build risks of $7.1m (over 5 years) have been included for Option 2 as this option requires in-house 
bespoke development of some IGA components; the scope of which is unknown. This is represented as capital 
contingency. 

• Procurement risk of $1.2m (over 3 years) has been included for Option 3 as the estimates provided are high-
level only and based on very high level requirements. This is represented as capital contingency. 

• Design risk of $1.8m (over 3 years) has been included for Option 3 due to the limited engagement with service 
providers and vendors to date. This is represented as capital contingency. 

• An estimate of MSD resources required to participate in the Organisational Change Management has been 
included in the implementation costs for options 2 and 3.  

 

  

 



165 scons tons
The proposal is subject to the following constraints and dependencies. These dependencies will be carefully

ters |oeeitTE
“The 1AM project has been funded by the ITSecurity Programme up the end of 17/18 financial

‘The success of this proposal is largely dependent on its financial affordability for MSD. IdAMees segbensfn frot
a bility implementation islikelyto involveasignificant investment from MSD.

Service partner «complete the implementation. Preferred IdAM vendors/partners may already be engaged withfe ie

IHR "MSD systems and alignment with other programmes of work will be required.

orpen ne
areey ‘expertise and the project will be dependent on the availabilityof those resources.

tb etAttm|ARenri
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166 Economic Risks

Table 17: Key economic (non-monetary) risks used in the economic assessment

Eh EE] EE]
Do Nothing | Partial Solution| Full Solution

Strategic
Relating to strategic objectives, customers, stakeholders and "
the environment in which MSD operates.

Operational
Relating to existing business processes, change management, m
project objectives, dependencies, and communication.

Political
Risks associated with compliance to Government objectives. ~m

Reputation
Associated with public perception, relationship to the media or m m
activites that could reflect negatively on MSD. A

Regulatory
Associated with compliance to policies, standards and ] m
guidelines.

Financial
Associated with the availabilty of funding, budgets and m
accuracy of financial information.

Infrastructure.
Relating to capabilty, acquisition, implementation, and on- m
going support of infrastructure components.

Resourcing.
Relating to resource capabilty, retention, satisfaction and m m
recognition.

High High Medium

n
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2. Centralise Rules Processing 
 

2.1  The case for retiring DREW 
 

The DREW (Date Rate Entitlement Wizard) was first implemented in 1996.  It is an essential ‘tool of trade’ for 2,800 
front-line case manager and contact centre staff.  It performs benefit and superannuation calculations to support 
the processing of Income Support applications. This includes ‘what if’ scenarios to discuss with clients. It also is 
used to help front line staff to perform calculations pursuant to backdated transactions.  
 
Over the 22 years of its existence DREW has bloated to approximately 300 screens and 5,000 function points, as 
legislation has been changed on a regular basis and some statutory benefit rules have been ‘grandfathered’. 
 
Whilst DREW is an integral part of the benefit / pension business processes and has been a stable reliable tool since 
its inception it has had a steadily rising risk profile in recent years to the point where it now poses a serious risk to 
the Ministry at service centres and at call centres.  These are: 
 
• Capability / Support risk which stems from where it is supported from and who is supporting it.  A small 

company with one developer (Venturi) that has moved its base to France, supporting an integral step in the 
benefit / pension business processes is a far from ideal situation for the Ministry to be in. 

• Technology risk 

- DREW uses an old version (V5.4) of a proprietary rules engine XpertRule (up to v9.1 in 2012) and is the 
only application in the Ministry that is in that technology.  Although XpertRule is still active in the 
market and is still being improved by the UK based company that owns it, local skills are not readily 
available. 

- DREW is one of the few remaining Personal Computer (PC) based front-line applications. It has been a 
challenge to make it work under Windows 10. So far it has worked with the Windows 10 pilot sites. 
However, Windows 10 (unlike Windows 7) is ‘evergreen’ software meaning that Microsoft releases 
updates to the operating system every 6 months and this will be largely beyond the Ministry’s control. 
DREW is the significant front-line application most at risk of being rendered inoperable by an 
operating system change. 

• Complexity risk - The Ministry currently supports multiple repositories of the statutory eligibility and 
entitlement rules which can potentially give slightly different answers. This is in addition to maintaining the 
statutory rules still embedded in legacy backend systems such as SWIFTT. All of these increase the complexity 
of the Ministry’s application environment.  This duplication of rules, impacts the time to market and poses 
multiple points of risk of failure. This risk will become even more significant with the expected 
recommendations that will come from the Welfare Expert Advisory Group (WEAG) due in early 2019, and also 
from the Ministry unpacking the requirements of the newly released Statement of Intent – Te Pae Tawhiti. 

 
These factors increase the risk of failure in DREW. The inability to run DREW would have profound effects on the 
daily processes at service centres and call centres which will impact the Ministry’s ability to process benefit 
applications and change in circumstance queries / actions.  These in turn will have adverse effects to the Ministry’s 
clients who have a large dependency on the Ministry’s financial support. Clients and staff are already impacted by 
having multiple sources of truth for statutory rules.  
 
Inability to change DREW due a lack of support would also severely impair the Ministry’s ability to enact 
government policy. For example, any recommendations arising from WEAG.  
 
As further discussed in the next section, it is important to note that the case for retiring DREW is driven by: 

• Eliminating risk of failure due to the factors described above 

• the strategic direction of leveraging investment in Cúram as the primary repository of entitlement rules 

DREW retirement is not driven by cost reduction because the current support costs and development costs for 
modifying DREW are very minimal.   
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2.2  Background 
 
DREW’s existence was primarily driven by limitations of the benefit / pension system ‘Social Welfare Information 
For Tomorrow Today’ (SWIFTT) implemented in 1991, namely: 

• SWIFTT was not designed to handle “what if” calculations 

• Where SWIFTT does not have enough information to automatically complete back dated entitlement 
calculations, users have to manually work out the entitlement rates and then enter them into SWIFTT.  These 
complex calculations were performed by expert users using spread sheets and calculators with an associated 
steep learning curve.   

 
DREW filled these gaps satisfactorily.  It started as a tactical solution and the outcomes from it were meant to be 
re-implemented in a more strategic solution, but that has not happened until now. Other higher business priorities 
and (for some time) the absence of an agreed strategic solution resulted in more functionality built into DREW 
including: 

• ‘screen scraping’ data from SWIFTT to reduce double handling of data 

• Automatically sending some results back to SWIFTT 

• Functions that were deemed to be easier (and cheaper) to develop in DREW – but not necessarily the 
architecturally right place for those functions 

 
Today DREW is able to provide some of the more complex calculations as part of the application process or change- 
in-circumstance process, particularly in processing backdated transactions.  Despite this assistance from DREW, 
there remains a steep learning curve for staff and risks of getting incorrect calculations. 
 
Currently, the eligibility and entitlement rules in the Ministry are spread across a number of rules engines / 
repositories on top of the rules embedded in the legacy systems.  The rules repositories are: 

• XpertRule – used by DREW 

• IBM’s ODM11 – used by DART12 

• Cúram – used by CMS, EOS, ODS 

 
The legacy systems, particularly the larger ones own the bulk of the eligibility and entitlement rules, and given their 
age and the design / programming patterns of their time, are tightly coupled with some of the processing rules.  
Two systems of particular strategic interest in this initiative are SWIFTT and SAL13, largely because the entitlement 
rules and the evidence involved in executing those rules are deemed to be suited to be implemented in CMS. 
The key reason for using CMS for these is Cúram was originally purchased to house most of the key functions of 
income maintenance systems (that include SWIFTT and SAL).   
 
This direction has not changed because Cúram remains the industry leader for social services frameworks.  Cúram 
has industry best practices that the Ministry can leverage from.  The rules are the heart and soul of any social 
services organisation, and the rest of the processes are dependent on those rules (and accompanying evidence) 
being as easily accessible as possible.  Using a straight out rules engine like Operational Decision Manager (ODM) 
may offer other functions (e.g., modelling and simulation) but the rest of the social services functions will have to 
be built around those rules. 

 
 
 
11 ODM - IBM® Operational Decision Manager is a comprehensive decision automation platform that helps to discover, capture, analyze, automate and govern 
rules-based business decisions. 
12 DART - The dynamic automatic review tool is an integrated web based application that has been developed to automate the calculation of back dated 
review assessments when assessing overseas pensions, and a client’s and/or partners entitlement to benefit for a past pay period due to a change in earnings.  
DART access is available to Specialised Processing Services (SPS) and Integrity Intervention Centre (IIC) users – less than 300 users. 
13 SAL - The Student Allowance and Loans system enables Students applying for a Student Allowance, Student Loan and Scholarship to be assessed and paid. 
Work and Income NZ took over the responsibility for the assessment and payment of Student Allowances on 1 January 1999 from the Ministry of Education. 
500 con-current users can access this system at any one time and 72,000 student allowance applications are administered. 
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investment that will be made in implementing the rules in Cram.
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Summary Display of Current values, proposed & difference as a resultof a ‘what if’ calculation.

Income Assessment Calculates the ‘what if’ main service rate based on the income amount that is entered.ttmtorrmat
(Commencement Date Calculates the commencement dateof a main servicebyworkingouttheentitlement

date, stand-down period, and applying the 28 day rule.

Workingfor Families (WF) Calculates a non-beneficiary's Working For Families Tax Credits payment tofindout their
jlaxCredics income from that. It linkstotheIRweb site calculator.

Family Tax Credit (TFC) Estimates the client's (and partner's if any) total gross income for the current tax year, inee emir
Accommodation Supplement | Calculates ‘what if’ Accommodation Supplement supplementary assessment: entitlement

Disability Allowance (Calculates ‘what if’DisabilityAllowance supplementary assessment: entitlement and rate

TemporaryAdd Support Calculates “what if Temporary Additional Supportsupplementaryassessment:Siar
Childcare Assistance ‘SeeCCSOscar/GCAP below

Employment Transition Calculates both the average net specifiedincome and the rate of Employment Transition

payment Payment when a client successfully completes an SLP Employment trial.

Portability NZ Residence Calculates the 20year and 65*year dates for portability based onclient'sdateofbirth.

‘Winter Energy Payment Allows opt-out of Winter Energy Payment, andalsoappliesany additional children to themen
Independent Circumstances Determineswhether a young person is financially independent or not. This is forfo
Money Management Calculates in-hand allowance, which SWIFTTalso does, but there is more detail presented

Multi Date Calculates the Sustainable Employment, Medical Certificate, and pregnancy dates. The

.



cs Oscar Calculates ‘what i Chid Care Assistance andOSCARassessment; entiement and ate.
differentiates between weekly provider charge and weekly provider flat fee, whereas

SWIFT onlygathers weakly provider charge

ooAp Calculates ‘what if’ Guaranteed Child Assistance Payment assessment: entitlement and

ate.

Training Incentive Allowance Calculatesthe amount and determines whether a course is the most effective means of

improving client work kil.

eter Off Cleator Calclatesthe amountof financial assistance a lent ould potentialbe entitled to once
‘theycome offbenefit and enter paid employment

Special Benefit Calculates “what i Special Benefit supplementary assessment: entitlement and ate

Financial Means Assessment | RCs Functionalasystem within asystem)
used by the SU uit in Whangare and the main application they us in oder to
Caryut ther work. They use DREWto determineeligi/amounts for RCS/RSS.
Their correspondence to thei nts is eter templates held in DREW.

© Approximately 20 users

© Usedtoestablish eligibility and entitlement (where applicable) for Rest

Home Subsidy/ Residential Cars Subsidy, RSS, an Rest Home Loan
© Alo used to asessincome for residential care purposes
© Approximately 14 letter types are produced

© 3 print assessments are produced
‘© Approximately32functions(counted as ‘us case”each)

To support these functions, DREW gats the data from othar systems ~ mastly from SWIFTT ia screen scraping.
DREW also has ts own tables (e.g, Rate Tables) to assist inthe calculations, which have to be maintained and have
to be synchronised vith the production equivalent tables.

2.2.2 FutureStrategy and Risk mitigation

‘The Ministry has a wider strategy around rationalisation /consolidation of rules that will leverage the investment it
has made in the Social Services framework Ciiram (re-branded as SPM by IBM). However, in the meantime, the

immediate need is to eliminate the risks posed by continuingto have DREW as a core componentofthe service

delivery business process.

‘The recommended option is a two pronged approach that will:

+ Ensure alternative support capability in case Venturi cannot provide support for DREW — sither temporarily or
permanently

+ Eliminate dependency on Venturi and XpertRule by retiring DREW and achieving the business outcomes

provided by DREW through other means another system.

The DREW application i built on a propristary rules engine product called XpertRule and i supported by a small
Software company of one developer — Venturi ~ that used to be locally based but is now based in France.

It started in 1996 a5 a wayofautomating manual calculations that users had to do du to imitationsof the SWIFTT
benefit/pansion system. Currentlyit is estimated that DREW has:



More than 300 screens and reports
“Close t02,000 “procedures”
+ Approximately 5,000 ~ 6,000 function points (Note that SWIFTT is estimated at around 13,000function points)

These statistics allude to the complexity and size of the DREW application.

“The bulk of the rules that DREW started with are a duplicateofthe SWIFTT rules, and are also aligned to the rules
as documented in MAP.

‘Over time additional functions were added to DREW not because it was the right architectural decision but largely.
because it was expedient to do so. An example of ths sthe set of functions under the ‘Financial Means
Assessment’ which focus on the Residential Care Subsidy (RCS) functionality. This is practically a ‘small system’ on
its own thati used by the Residential Subsidy Unit (RSU) in Whangarei. Sometimesexpediencywas driven by tight
timeframes associated with legislative driven projects such as Welfare Reform.

23 Risks and Benefits

231 Risks

“The primary risk for DREWis~Support risk which stems from where tis supported from and who is supporting it.
A small company with one developer that has moved to France, supporting an integral step in the benefit / pension
business processes is not the ideal situationfor the Ministry to be in.

Another risk ithat the application uses an old rules engine called XpertRule and is the only application in the
Ministrythat i in that technology. Although XpertRule is stil active in the market and is still being improved by the
UK basedcompanythat owns it, local skills are not readily available.

‘The Ministry cannot and should not maintain multiple rules engines in addition to maintaining the rules still
‘embedded in legacy systems for a variety of reasons that can be attributed to increased complexity in the
Ministry's ITenvironment. Some of the symptoms include unnecessary duplication of rules, impact to time to
market, multiple points of risks of failure, etc.

Initial risk analysis

“This section outlines the main risks that have been identified for this work stream. They are examined in terms of
the seriousnessof their consequence as well as their ikelihood. Risk management and mitigation strategies are
also outlined for eachofthese risks.

Table 19: Initial Risks

Consequence| Likelihood iMain Risks Commentsand Risk Management Strategies
hii Lick Likitl)
If single person support is m H ‘Background
unevailable then there is no Support for DREW is provided by a one developer
viper company that is based in France.
‘maintenancesupport for (NB Other thing not explicitly discussed is that
DREW. internally testing is doneby a specialistBusiness Analyst

rather than by the testing team, and this also needs to
be moved into standard processes.)
Mitigation

”



Retire DREW (which is pat ofa strategic direction to
rationalise/ consolidate rles) which will completely
removereliance on this person.
nthe meantime, while the ules migration project is
being pursued,a support team will be set-up with an
eye towards wideningthe intellectual property base
andgaining the experience for supportingthe strategic
solution.

Windows 10is upgraded H v Background
then thedesktop DREWuses avery old version(tillasupported version)
ee nmee of therulesengine XpertRuleand i deployedas. PC-
reverted based application. Itwasachallenge to implement

DREW on the Windows 10 environment when the
Ministry movedtoWindows 10. The system could be
adversely affected by a Windows 10 upgrade.
Mitigation
Apart from reactinga problem happens a a result of
an upgrade, DREW retirement is the only option.
DREW could be migrated 0a ater versionofXperthule
but previousanalysis showed that functionally, the
newerXpertfuleversion does not offer anything of
interest to MSD. Thechallenge with Windows 10was
not fully known until the upgrade happened.

1 WEAG recommendations Mm " Backeround
and/orotherhigh profile WEAG recommendations, Te Poe Tawhit changes,
eae { | and/or legislative changes willlikelyhavevery tight

eeeo deadlines.Thistypical forces Itosometimes
| implement sub-optimal changes. DREW wil typicallybe

functional changes may impactedbythose changes. IdeallyDREW asa legacy
pave a6 sanpitsfoo systemsring fenced and new functions/modified
solution response thereby functions re implemented in the strategic platform. If
furtherincreasingtechnical OREW ismodified35aresult of tight deadlines,
debt. technica debt against DREWwillkely increase.

| Mitigation
Negoriatewherefeasible for the proper solution to be:
implemented inthe strategic platform.

there are multiple H t Background
requirements that wil WEAG recommendations and Te Pac Tawhitiareboth
impactDREWthentheone. expected to impact DREW.Thedesire toopen up ‘ules

arr anddata’where appropriate will also likely hit DREW.
abletocopewiththe Mitigation
required changed resulting Movingth support inhouseto. propersupport team
in unfulfiled requirements. willincrease the Ministry'sabil orespond.

DREW continues to exist H M Background
aspartoftheservice 5 MSDevolvedovertimeand timeframedemandsof
delivery process as oneof a previous projectswere me,policyrules (particularly
aton entitlement ules) are implementedindifferent systems

ran ~most notably SWIFTT, CMS, DART and DREW.
“This opens up the riskofsystemsproducingdifferentthe different systems mayple results. Diferent results will underminethepublic trust

»



diferent result based on on MSD systems, and will ause confusion amongst
‘their implementationof the staff.

rues. Mitigation
Rigoroustestingon the systems involved.

DREW continues to exist t Ho Background
as partofthe sevice A MSD evolved over time and timeframe demands of
delivery process as one of a previous projects were met, policy ules (particulary
numberofsystems that entitlement ules) are implemented in diferent systems
BE most notably SWIFTT, CMS, DART and DREW.
teedot Policy ules tha are being modified that exist in

Ho pire maltiple systems wil esult in more development and
seine _, Zo testing effort.compared tohavingrules Mitigation
fi on Unavoidable until syste de +d and]amas woidable until systemsae decommissioned and/or

ESBS Arar. rules become ‘service based’ implementedinthe.
suategic solution.

Someofthase risks are already in the isk register, which will be updated to ensure that all these risks are captured
appropriately.

Risks from Change

‘The tables below deal with the risksofthe preferred investment option. Specifically it examines the execution risk.
which looks at risk associated with doing the work, the residual risks that will be leftover once the work is complete
—and any introduced risk that would be created as part of doing this work. It also looks at any mitigation that may
be implemented to lessen the effect or consequence of anyof these risks becoming material issues that require
remediation.

Table 20: Execution Risk

Consequence | Likelihood | AssessmentSo Mitigation

projects ae on tight M H ™ Negotiate delivery timeframes.
timeframes then DREW may. Analyse MVP for the
sll havetobe modified while replacement system that could

reduce/ eliminate duplicatedthe replacement is in fight
7 Selnis figh code with DREW.resulting in increased technical

dob.

setting up internal support M t ™ Provide pathway to support
team cannot attract the team as the support team of
required resources (support of the new system.
a Assess how remuneration can

invesnf) hen evmtionperion
roliares an cusrentveioe will DREW to the new system.continue.

If business direction changes L L iL Technology strategy has just

drastically then MSD may have been recently updated and
to reviewitsstrategic direction ands been sssesed ©
Hr validate strategic direction.

»



thereare DREWfunctions M " ™ Recuirementsthat MSDITmay
requirementsthat are not a have doubtsasttheirit with

he sate platform willbe.goodfitforthe strategic Havaiagi 3
directionthenMSDmay have partof a proofofconcept’/proofoftechnology.to customise the socal services10customise the socal sr Any requirement that cannot

s ‘besatisfiedOOTB(outofthestrategie direction. bos) ill be negotiated with
18M to be part of a ‘sponsor
user programme’ native

the requirements re not " " " Rigorous testing willbe
ete) employed onthe new system.

newsystemthen trust on MSD. this a standard project sk)
and tssystemswillbe
undermined.

Table 21: Residual Risk

I Consequence| Likelihood | Assessment|LL
(H/M/L) [OL] [ "

Ifthere are a numberof " ™ W Background
systemsthatimplement policy OREW retirementis olyastep
rules then the different towards the desired strategic
a, oucomerounds

shy diferentressbased omldtonrtnalatin.
joatheitimplememstionof) ‘entitlement rules) are stillthe ules. implemented in diferent

Systems- most notably SWIFTT,
CMS, DARTand DREW.
This isk of systems producing
different resultsi reduced but
stillxist. Different results wil
underminethe public rust on
MSD systems, and will cause
confusion amongst staff.
Migation
Rigorous testing on the systems
involved.

thersare a numberof t " “ Background
systemsthat implement policy OREW retirementisolyastep
a towards the desired strategic
‘andtestingcosts wil be: oucomeSoin)erconslidation/ rationalisation.
icess comparedtohaving Policy rules (particularly
rules implementation entitlement rules) are stil
consolidated rationalised... implemented in diffrent

Systems- most notably SWIFTT,
CMS, DARTand DREW.
Policy ules tha are bing
modified that exist in multiple:

systemswill result in more
development and esting effort.
Mitigation

»
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decommissioned and/or rules.nn———Te

Table 22: Introduced Risk

Nh [Mn [oo [hd
re| . —__—n@mnpm§s“
os wigrotad io are mettested) “very low’ termsof likelihood.
‘appropriately then the system

a
results/ inconsistentto other

pe
rr . T= Toman
the strategie platiorm then development processes have
‘thatbecomesthe bottleneck SeSee
a

wmresm—| : C5 [messingae as
rane soinsmarkeadheimme ingatom
Sires aisthe Niizery ‘on the product shows that this
‘will have an ‘orphaned legacy. is an unlikely situation.

‘systemwith more However,froma solution
functionalitythan it started perspective, the heart of any7% Se,msTy nisi——eeTe ——ta—en

2.3.2 Benefits

The benefits discussed in this section are based on the strategic direction of using the Ciram-based system — CMS,tngeyer foigenhe REuncon.
To rcs bastmrith stu dream sd mia th kot alle or DREW, iat shout
cost reduction. The support costs and project costs paid to Venturi lower than what is spent for other

‘systems/applications in the Ministry's portfolio. In reality, once DREW functionality has been migrated to CMS, thereremeeotoavrg enon HE ght toepetoonSRE
However, by moving the rules to the preferred strategic platform that offers other features, over time, therongwerere

auteur epornce no trom hing ss ters ut hing Us costae
+ toons ess change vats vei tr, the Minty coreg te fling benefits

u



Hin
~ Flexibility and adaptability

- Better positioned to continue rationalisation / consolidation of rules

- Transparency of how entitlement rules have been applied

mmHp ———

2.4 Options considered (Economic case)

The following are the options considered before settling in on the plan& costs described in the subsequent

Table 23: Options Analysis.

Hm
Option 2 An alternative support model issetupeither internally or witha local ‘Short Listed

;



Option 3 In additiontoan alternative support modelasinOption2, theDREW Discounted
Address support risks| application will be upgraded to the newestfeasibleversion of XpertRule.

EE
Option a. Migrate DREW entitlement rules related functionality only to strategic | Discounted

Optiond. Migrate DREW rulesto strategicplatform (CMS), anre.implement other

eect
| strategically to deal with theexpected changes from the projects in the

Option 4.1 Vani version of Option 4. Preferred Option,

-

‘entitlement rules ‘equally far less strategic value.

.



Retirement (non- For example, rules can be moved to ODM, an IBM commercial rules engine.

=k
PE

NON

 wrrrerrereer—
thought of and planned. The Ministry also currently do not have a direct product support relationship

+ Transferof support to oneof the Ministry's larger service provider partners was looked at, but the
costs to transfer support and the on-going support costs were deemed to be quite high compared to
current arrangements. However, it is the current support arrangement that is seen as one of the key

.
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2.4.1.2 Assumptions and Comments: 
 

The following assumptions and comments are common for Options 2 and 3 (and its sub-options): 
 

• Entitlement rules as they currently exist in DREW will be implemented in the Cúram rules engine 
through the CMS application. 

• Comment 1 is supported by the draft rules architecture principles previously presented to the 
Architecture Council. 

• Implementing the rules in CMS will take into account as much of the known future requirements / 
plans for implementing benefits / pension processing in CMS – i.e., structure / hierarchy of product 
delivery cases, integrated case, rules and sub-rules, evidence, etc. 

• DART entitlement rules will be included in the scope of what will be analysed and the approach will 
consider the future of DART. 

 



242 ShortistedOptions
Table 26: Shorted Options

itl LETTE Est Risks Pros Cons3 Se Po 8 =
option Nochigefrom | Capital: | High Wellundertood | Aernatve support
Address Support| current state except | $19 posiion rangement donot
Fike for suppor Oycot efor |desthe ber risks

arrangements (see | On-going: requiredis to have | /issues
assumptions) 509m ahernative support | Handicaps the Ministry

Srangements inimplementiog
future lanstegic
platform to addres,
ture needsofTe ae
Tawi, WEAG nd
emerging rods.

option 4.1 Migrate OREW res to| Capital: | High | Risks cminated | High Rik
Fall oRew sateplatform,and| $17-25m Minkyeloan ighoot
Retirement / DART| reimplement ther oo ——
andSWITT | DREW business Ongoing: relegatedContinvetouse | outcomes thatare not | S14m Useless lasted.
‘their own rules necessarily entitlement. heres sets 8

ules based.
Ensure consistency (see benefits section)
with MAP les.

Option 4.4 Option 3with the. Capital: Extremely |SeeOption3above Costs and risks are.
Full DREW. addition that SWIFTT | $45 75m| High More rules rationalised | higher
retirement / | and DART willbe JcomoldtedSWIFTTand OOM__ msifed tousethe | Ongang pireusesnew | samerulesinthenew|$25m esate
entement ules | olson where comer orate

Po Improve speed to
market&devlopment
cons
Improve consistency

2.42.1 Notes on the Cost Estimates
The upper mitis estimated as a new developmentofa system usingJ2EEfromthenumberoffunction
pointsofDREW. From coseto 000 Function point n 2007, reasonable estimate given the nett
changes made since thenis the current size is around 6,000 function points.
Worstcase estimate (Re-buld using lov)
Assumptions:
+ Java development productivity rate = 30 hours per function pont
+ Development Hourlyrateof $100/hour

+ Development costs = 40%of project costs

Calculations:
+ Total Hours=6000 FP x 30 h/FP = 180,000 hours
+ Total Developmentcosts=$18m

w



tusweesacs cs
project by using the number of ‘use cases’ as the size of the project scope. Arawcount from the table of

rules (admittedly some are complex entitlement rules), a revised count of 35 “use cases” was used and the

resulting estimate is close to $17m.

Option 4.1isthe recommended option for the following reasons:

+ Eliminatesthe support risks by retiring DREW

+ Eliminatesthe technology by removing XpertRule

+ Positions the Ministry in its strategic direction

tamiosmette

25 Delivery Plan and Procurement (Commercial Case)

vot rss
EEMN
and the strategic valueofthe Ciiram product, the approach usedfor the estimated costs is based on using the
‘Ciram -based system — CMS as the home for all existing DREW functions.

There are a number of “what if” calculations that DREW does. These types of calculations are not completely out

of the box (OOTB) functionality for Cram. Although there are ways of addressing this requirement within the

with IBM are already underway, and these discussions are focused on analysing the implementation options and

25.2 Key Constraints and Dependencies

Table 25: Key constraints and dependencies related to the risks identified for this workstream.

Legislative driven This will affect delivery dates and to some degree force a review of the MVP to reduceTom
isMb —

Prodiet fairey MSD solution will always be constrained by available functions in the strategic

8



ofthe product roadmap, and to work with new features for the product via the

oiemee

a
2.6 Financial Case for DREW Replacement

I
a breakdown of
thecostsofthis |JEM | aoa seo] somyz2| amas
initiative CapitalA,co

=SCF=H
Operating.

+ No software acquisition required as the Ministry already hold licenses for Cliram.

product co-development performed by IBM.

+ The Ministry already has support costs for supporting CMS. Additional functionality being built into CMS will

.
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3. Foundation Knowledge Management (Hindin) 
 

3.1  The case for replacing Hindin 

 

The Hindin platform has been in place at MSD since 2001. It is a knowledge base and workflow tool. It was 
originally procured to house numerous knowledge bases across the Ministry. These knowledge bases help inform 
staff about business processes and some legislative details.  
 
Over time it has also been used as a workflow tool for core business processes such as managing Complaints, 
Review of Decision (RoD) and Education Provider Issue Management.  
 
Applications resident on the Hindin platform constitute key tools for over 2,800 front line staff in service centres 
and contact centres. These tools are used by approximately 600 Work and Income staff per day and 500 StudyLink 
staff per day, which results in over 400,000 page views per month. Work and Income process approximately 4,500 
Review of Decisions per year and 7,500 complaints per year in the Hindin platform. StudyLink providers raise 
10,500 escalations per year to StudyLink and StudyLink staff record 15,600 interactions per year. 
 
Strategically these applications need to be replaced with contemporary tools that are far more tightly integrated 
with the client context. 
 
In the short term, the level of extreme technical debt associated with the Hindin platform is now at a level where it 
is not viable to continue to let the components age out another year. Currently the technology components 
underpinning Hindin include hardware that is 9 years old and software that is 10 years out of support. The 
probability of failure is trending from ‘likely’ towards ‘almost certain’.  The consequences of such a failure would be 
serious disruption to the critical business processes and functions supported by applications on the Hindin 
platform. 
 
Contact centre and service centre staff are dependent on the information contained in the knowledge bases to 
support client calls. The ‘review of decision’ process is also fundamental to delivering on our clients’ rights, as is the 
ability to record and deal with broader client complaints. 
 
 
 

3.2  Background 
 
The Hindin platform is third party software sold by Hindin Solutions, now Assura of Christchurch New Zealand.  
At the time that MSD purchased the product, it was exclusively a Microsoft based product, but MSD requested that 
a Java version of the application be developed and deployed at MSD.  
 
Since then MSD has been the only customer for the Java version and the vendor has not invested in the code 
branch. It is an orphan branch of the application and has not been materially upgraded in the last 15 years. 
 

The Hindin platform is now in a state where there are a number of serious problems that pose significant risk for 
the Ministry including the following out-of-support components:  

• The application runs on a 9 year old Sun (Oracle) M4000 server  

• The database runs on an 8 year old HP Superdome type server 

• The application runs on the Solaris version 9 operating system end of life since 2014 (first released May 2002)  

• Java 1.4 end of life since 2008 (first released February 2002)  

• The database is Oracle version 9.2, end of life since 2010 (first released May 2002) 

• Oracle WebLogic 8.1 end of life since October 2011 (first released July 2003) 
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It is not sustainable to continue to operate the Hindin platform under these conditions. There is a high risk of 
failure in which a single faulty component could render all of the applications that operate on it to be unavailable 
for a period of days or weeks. This is not confined to hardware and software components, the consequences of 
very old hardware and software includes significant risk of security vulnerabilities that cannot be fixed. 
  
The level of extreme technical debt associated with the Hindin platform is now at a level where it is not viable to 
continue to let the components age out another year. The probability of failure is trending from ‘likely’ towards 
‘almost certain’. 
 
The consequences of such a failure would be serious disruption to the critical business processes and functions 
supported by applications on the Hindin platform. 
  
Over successive years small-scale projects have been initiated to reduce the number of knowledge bases still 
resident on the Hindin platform. These small scale projects have been intended to reduce the size of the problem 
without spending too much of the available balance sheet cash. The large expense of ($25 million) of retiring 
Hindin would have used up too much of the available capital, which was required to fund other important 
software, hardware, and security upgrades. 
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‘System failure will lead to longer time frames to serve clients and partners. Reputation Risk

The current implementationofthe Hindin applications offer limited or no opportunity for Strategic Risk

Initial risk analysis

‘This section outlines the main risks that have been identified for this work stream. They are examined in terms of
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A risk register has been developed and will be progressively updated as more detailed analysis is undertaken.
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Risks from Change

The tables below deal with the risksofthe preferred investment option. Specifically it examines the execution risk
which looks at risk associated with doing the work, the residual risks that will be leftover once the work is complete
~ and any introduced risk that would be created as part of doing this work. It also looks at any mitigations that may
be implemented to lessen the effect or consequence of any of these risks becoming material isues that require
remediation.

Table 27: Execution Risk

Consequence | Likelihood | Assessment||[em pmsl Ivara Rania UES

The ability to integrate a new cloud Mm H m The identity management
Seocyplertorm i knowledge integration may intially be a
ple tactical solution that does

not completely meet the
raragimentsyitsn needsofthe business. Once:

the new identity
management solution isin
place, the integration
method can be upgraded.

‘Complexity of data migration L " " Early analysis into the
‘complexityof the data
migration. This migration
task will eed to start as
soon as possible.

Unacceptable Knowledge Management m L ™ Implement the tactical
solutionofConfluence asRFP responses. described in the second
option.

Knowledge Management REP takes m ™ " Adjust the resource plan to
ey increase the amount of

concurrent activites or
extend the timeline nto the
third year.

Unable to resource enough Cirom " L m Adjust the resource plan to
Socil Program Management (SPM) decrease the amount of
evelopers because of resource. concurrent activites

Sevelopere ssp of suing in an extendedcontention timeline into the third year.

Table 28; Residual Risk

Consequence| Likelihood
Residualrisk (H/M/1) [On

Knowledge continues to be spread across multiple m L Mm
Knowledge silos within the new Knowledge
Management tool, resulting in a cumbersome
‘experience for staff.
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Table 29: Introduced Risk

Consequence | Likelihood | , i
a (H/M/L) (H/M/Y)
Potential for anewimplementationpartnertobe L L L
introduced as partofthe RFP process, increasing the.
complexityoftheoperating environment.

Anewskill setwill needtobe developed within MSD to L t L
support the new Knowledge Management tool, increasing
the complexityof application support.

Benefits

‘The benefits of movingoff the Hindin platform include:
+ Remove severe operational riskofthe Hindin platform becoming unavailable.
+ Increase staff engagement and confidence, through a single sourceoftruth in a new knowledge management

solution.
+ Decrease time and cost to service clients by improved access to information that is contextual and relevant to

the client through the use of artificial intelligence.
“Decrease cost to trainstaffwith the reduction of systems and the improved integration of systems.
= New modern solutions will provide flexibility for new requirements and process improvement (improved ability

to respond to change).
+ Introduction of a feedback mechanism forstaffto evaluate where content is not it for purpose and ensure.

content remains updated and relevant.
«Provide client and partner self-service options.

Residual Risk:
Through implementing the proposed changes the risk to MSD is greatly reduced. The functionality used by MSD
staff will be running on modern, supported software with a roadmap for application support intothe future. Unlike
the current Hindin platform.

«a



3.4 Options considered (Economic case)

3.4.1 Longlistofoptions considered

Option1 The strategic optionis to move the Hindin knowledge basestoan intuitive | Short st option
Strategic option | repository where artificial ntligence technologies such 3s cognitive Preferred solution.

computing can be applied in order to surface required information to client
facing staff members in the right place righ time. In addition to providing
static information in the correct context his option provides future
opportunities to implement augmented inteligence to complement human
inteligence by performing repetitive tasks, analysing large datasets and
providing suggested outcomes. This will leave staf toexercise judgment
and deal with more complex issues. This kindoftechnology will make staff
more efficient and provide a smarter way of working.

The knowledge repository will be integrated with the core case.
‘management system so that knowledge can be provided automaticaly in
the context of where a staff member is working,

TheReview of Decision functionality curently resident on the Hindin
platform willbe moved the Appeals component bul ino the CramSPM
system. nical analysis showsa high level fit with the high evel
requirements.

The Complaints functionality currently residento the Hindin platform will
be moved tothe Ciram SPM system.

The Provider Management functionality currently resident on the Hindin
platform willbe moved to the Cram SPM Provider Management
Component.

Afterthe client based Hindi functions have been migrated to the MSD
| client management system Cram SPM, staff experience wil be improved
| through consoldationofcient information intoasingle system.

Option2 The do nothing option would result in certain failureof all of the Hindin | Discounted
Do nothing based applications.Asthe platform components continued toage andbe.

further out of vendor support. This i not aviable option because key.
business processes inthe Ministry would no longer be supported.

Option This option would result insomeof the hardware licking over to10 years | Discounted
Defector 12 months | old with the probabiityof failure continuing to escalate. This is not

preferredasth isk of failure to key MSD business functionscontinues to
be ntoleably high.

Option 4 This option would include the migration of all component partsofthe. Discounted
Upgrade servers, | Hindin platform to supported versions. This option would entail a significant
operating systems, | overhaulof the1 year old Hindin Java application code asi i unlikely to be
database, and Java | able to run on target architecture of th latest versionsof Java and Oracle:
to supported database server. The net result would be an expensive re-platform of

versions. capability that is 15years out of dae, and no longer meets MSD business
needs.

0



Options This option wil involve moving alofthe content and workflows tthe | Discounted
Move tothe version of indin thais currently supported... the version of Hindin that
Microsoft based | is supported for all customers except MSD). This i not seenas a strategic
version of Hindin. | option because twill ot be integrated with the Ciram case management

system and will bea stranded investment, not aligned with where MSD
wants to mov.

Furthermore, the ReviewofDecision and Complaints processes need to be
fective integrated with th cient case management system. In ine with
the MSD technology strategy, the preferred target environment or this
functionality is the Coram appeals and Complaints processing

A study was done nto the viability of movingtothe Microsoft version but it
was found that there had been adivergence inthe productrelative to MSD
business needs and that it was no longer a good match.

Options This option is partly strategic and partly tactical. t differsfrom the Shortlist option
Move Review of | preferred option in that the knowledge sharing and collaboration system
Decision, Complaints. | Confluence villbe the target environment for knowledge bases.
and Partners to
Ciram CMS and | Confluence has been the stop-gap tactical solution employed to date for
knowledge bases to | transferring the knowledgebassto lessen the impact ofa Hindin failure, i
Confluence is considerably less expensive tha the preferedstrategicoption which

uses intelligent systems to consistently pas the right information to staff
members. Confluenceoffers a supported platform forthe knowledge
content but tonlyoffers very basic search capable. Longer term the
content will need to be moved again o the sate solution. This option
willinclude the move of Review of Decision and Complaints to the Ciram
CMS, so that tho complaints andreviewof decision are attached to the
dient record

This option wil includemovingtheProvider Managemen component to
| Ciram Provider Management.

3.4.2 Shortlisted Options

34.2.1 Strategic Option

‘The Te Pae Tawhiti Technology Strategy indicates the Ministry will progress to implementing one source of
truth for client data and simplify systems to greatly improve the staff experience. This starts to deal with
tw of the main pain points for staf and clients in “thre is no single client view” and MSD has “disparate
business processes and lackof automation”. MSD's preferred system of record for cient related data and
eventsis the IBM's Cram Social Program Management (SPM).

With the procurement of a purpose but knowledge management system, information can be gathered,
mapped and interrelated in central location that can be searched and referenced by staff and other
systems. Other systems includ Cram SPM, smart agents, and artificial nteligence platforms. These
integrated systems can be configured to provide the right information, in the right placeattheright timeto
stafand clients, Unlike the existing system that i not integrated with Cram SPM and requiresstaffto
manually searchfor the information they require across multiple knowledge management applications.

With the additionof augmented intelligence (from a future integrated artifical intelligence platform), MSD
an make useof information from both the knowledge management system and Cram SPM, to improve

staff capability while making efficiency gains.

‘The knowledge management system will provide a feedback mechanism forstaff and clients to evaluate
content to ensure its effectiveness and conversion to business as usual.

os
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The knowledge management system will have a content lifecycle framework that defines how content will 
be managed along with a standard taxonomy schema (developed together with Information Services) to 
create a model which can be reusable across all MSD information. 
 
This option will allow MSD to continue to gain value from knowledge management over time as 
understanding and learning enables future actions relative to a client’s context. 
 
Cúram SPM has an off-the-shelf module for Review of Decision type processing called Appeals. Utilising 
Appeals processing for Review of Decision, and using the Cúram SPM framework for client complaints in 
general, means staff will have fewer systems to use and that complaints, and reviews of decision will be 
integrated with the client record. Both Review of Decision and complaints naturally fit with Cúram SPM, 
because this is the system where the bulk of the decisions for client provision of service are made. This will 
help alleviate two of the significant pain points with the Ministry’s existing technology. Unlike the existing 
process implemented in an Hindin application where Review of Decision and complaints are managed 
outside of Cúram SPM with no integration. 
 
Cúram SPM has an off-the-shelf module for Partners that can be extended to accommodate the provider 
functionality currently being provided by the Hindin platform. This will extend the current strategic use of 
Provider Management in Cúram SPM, further consolidating provider management functions in a single 
system. Unlike the existing component within the Hindin platform that is separate from other partner 
management components at the Ministry. 
 
The Te Pae Tawhiti Strategy indicates the Ministry will help people be aware of all the support available to 
them and provide confidence they will receive it. Moving the multiple Hindin knowledge bases to a single 
intuitive repository, with integration to the core case management system will surface client information to 
staff in the right place at the right time. 

 
 

3.4.2.2 Partly Tactical Solution 
 

The partly tactical solution differs from the strategic option in that the knowledge sharing and collaboration 
system is Confluence. Some Ministry knowledge bases have already been transferred to Confluence to 
lessen the impact of Hindin failure. Confluence is considerably less expensive than the strategic option with 
no use of intelligent systems and no integration with the core case management system. This lack of 
integration will require staff to manually search for the information they require. 
 
Confluence does however provide a single knowledge sharing and collaboration system where Ministry 
knowledge can be gathered, mapped and interrelated. The information can be searched and referenced by 
staff and Confluence provides features that allow staff to provide feedback on content as well as monitor 
content for changes. 
 
With no integration with the core case management system, this solution does not deliver a single client 
view to staff. Also with no smart agent or artificial intelligence features, this is only an interim solution 
providing limited long term benefit. 

 

 
3.5  Delivery Plan and Procurement (Commercial Case) 
 

3.5.1  Preferred Strategic Option 
 

3.5.1.1 Cúram Appeals, Complaints and Partners 
 
The components of the Cúram software required are already owned by the Ministry, and there is an 
existing in-house team that oversees configuration, testing, and implementation of Cúram modules and 
features.  
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The in-house Cúram team will be augmented with suitably skilled external labour using existing panel 
arrangements and external professional services contracts with IBM. It is not envisaged that any 
Procurement activity will be required for the Cúram components of the solution. 
 
The in-house capability utilises the Scaled Agile Framework (SAFe) and DevOps as key parts of the 
Technology operating model to break the delivery up into smaller more consumable increments, and 
thereby avoid the risk of a ‘Big bang” implementation. 
 
It is a tried and true delivery pattern for the Ministry that has successfully delivered a number of large scale 
projects, and is viable in this case. 
 
Among the first steps will be seek to eliminate the risk that this solution will not meet the business need or 
have considerable technical hurdles to implementation. This will be achieved by validating business fit of 
functionality in the solution, and that the high level design is feasible including any required integration 
points. This will be followed by a technical Proof of Concept PoC which will validate that the solution will 
work in the Ministry’s environment. The technical PoC also allows the eventual end users to visualise the 
system early.  
 
Development of a Minimum Viable Product (MVP) will then be pursued that will enable end users access to 
the system as soon as possible so their feedback can be incorporated into subsequent development 
iterations. 
 

 
3.5.1.2 Knowledge Base  
 
There will be a procurement exercise, abiding by the government rules of procurement, to determine the 
Knowledge Base software that will be required to meet the Ministry’s strategic needs. The initial scope for 
the project is a target repository for the knowledge bases currently in Hindin. 
  
Whilst only the current Hindin content is in scope, the solution will need to be highly scalable in volume of 
data, functionality, and access methods. For example, some of the knowledge/content types will need to 
be simultaneously available to staff, partners, and clients, via different channels. The knowledge repository 
will need to be amenable to natural language enquiry and speech interfaces. It is also possible that this will 
be a cloud based service. 
 
Given that this will be a new capability, the Ministry will create a joint implementation plan with the 
vendor to ensure successful delivery. This delivery plan will splice in with the Ministry’s Agile delivery 
method to ensure successful integration. Again, this is a tried and true delivery pattern. 
 

 
3.5.2  Move ROD, Complaints and Partners to Cúram CMS and Knowledge Bases to Confluence  
 

3.5.2.1 Cúram SPMbased Appeals, Complaints and Partners 

See 3.5.1.1 above. 
 
 

3.5.2.2 Confluence Based Knowledge Bases 
 

To partially mitigate the risk to the Ministry, a tactical solution has already moved a number of legacy 
Hindin knowledge bases to Confluence. This solution will build on the existing Confluence deployment to 
allow the decommissioning of the knowledge bases stored in the Hindin platform. Moving the information 
over is largely a business function and can be done incrementally to incrementally reduce risk of the 
information becoming unavailable. 
 

 



This i supported software, but has limited knowledge management functionality and no integration with
other Ministry systems. This option does not include any potential deployment of smart agents or artificial
inteligence.

This option will complete the tactical solution of movingallothe knowledge content out of Hindin and
into Confluence a an interim stage.

“Thi approach would recognise the move to Confluence vil be a stranded asset and further investment
(some of t duplicated) will be required to move to the eventual strategic solution. This approach will not
require any procurement plan or nev: commercial mode because the Ministry already has rights to use the
Confluence systems and has sufficient licenses.

353 Key Constraints and Dependencies

The proposals subject to the following constraints and dependanciss. These dependencies willbe carefully
monitored during the programme.

Table 30: Key constraints and dependencies related tothe isk identified fortis work stream.

Access to business Building out a new Knowledge Management Tool that mets the needs of the
Subject Matter Experts business now and into the future will require time from subject matter experts.
Limited number of
Ciram Social Program _Maonasament soa) Ciram Social Program Management (SPM) developers are speciality resource.
developers

Ideally the new Knowledge Management tool will integrate with the IDAMIDAM Replacement
ol replacement and be hosted in the cloud.

=



3.6 Financial Case for Hindin Replacement

3.6.1 Deal nding rskioun
Please provide  Hindin Replacement: Strategic Option
a breakdown ofresin|[En Tour [sown[seve somim]

fo TT en] wf|Tes
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‘vendor costs Implementation
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3.6.3 Detailed funding breakdown

Please provide | Partial Hindin Replacement: Knowledge content to Confluence only
a breakdown of
thecostsofthis | [6mTTooo] aoeormt]
initiative capital Knowledge Base

Capitalised labour
including vendor
costs

Operating
fies
Operating
Asarservic foes
vendor support fees
Software

Notes: This option will not allow the complete Hindi platform to be retired, but will reduce
the overall isk.

10
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4. Data Warehouse Replacement 
 

4.1  The case for replacing the Data Warehouse 
 
The data warehouse is an integral part of MSD and Oranga Tamariki’s (OT) operation.  The warehouse stores and 
integrates complex administrative data from over one million New Zealanders and enables MSD and OT to perform 
a wide range of, in some cases critical, functions, including frontline case management, advanced analytics, 
reporting and business intelligence.  The Ministry of Housing and Urban Development (HUD) also depend on the 
data warehouse for the latter two functions using MSD data. 
 
However, the demands placed on this system now far exceed what the platform was originally designed to 
deliver.  The combination of increasing service demands and poor governance has meant the system has evolved in 
an ad-hoc way, requiring short term, quick-fixes, the consequences of which have built up over time and led to an 
increasingly complex, brittle, and ultimately unsustainable platform for delivering core functions.  This 
accumulation of “technical debt” has reached a tipping point.  The system is now in a state that not only limits our 
ability to develop new insights for supporting MSD’s key strategic shifts but also presents a critical and imminent 
risk to performing MSD’s most basic, business-as-usual activities. The system is now prone to regular outages that 
directly impact front line staff and the services clients receive; creates risks to client privacy; lacks the resilience 
needed to respond to inevitable disruptions and new service demands; and is no longer cost-effective to 
maintain.  If unaddressed, these problems will get worse. 
 
There is an opportunity now to establish a new data warehouse that delivers enduring value by providing a more 
stable, scalable, secure, flexible and cost-effective platform.  This will allow MSD, OT, and HUD to deliver core 
functions, address emerging business priorities and respond more sustainably to longer term and future changes 
and demands on the system. In addition MSD and OT Chief Executives agreed in September 2018 to separate the 
provision of some shared services between the two agencies, with other services continuing to be provided until 
there is a natural investment point that requires a decision. This bid provides such an opportunity and in a way that 
maintains cross sector partnership. 
 
 

4.2  Background 
 
MSD’s data warehouse is a critical asset that supports diverse functions, ranging from frontline operations and 
routine business reporting through to advanced analytics.   The scale and complexity of this data asset, and the 
systems needed to support it, is substantial and growing.  For example, the current system: 

• Provides data management and reporting services for OT and HUD as a shared service. 

• Now contains over 7 million lines of code that must be manually created and maintained. 

• Stores information from over 50 different source applications that needs to be replicated daily. 

• Incorporates multiple regular data updates from eight different agencies. 

• Generates over 270,000 case manager reports each month.  

• Provides weekly service matching information for MSD’s 280,000 main benefit clients. 

• Delivers data feeds for Statistics New Zealand’s Integrated Data Infrastructure. 

• Provides data for performance and accountability reporting. 

• Supports a range of advanced analytics capabilities, including research, evaluation and business intelligence. 

 

MSD recently commissioned Accenture to, in part, review the state of the data warehouse.  This review identified 
that the current system is under severe strain caused by the cumulative effects of multiple factors, including: 

• The platform architecture is not designed to meet increasing government and wider public demands for 
flexibility, service innovation and data transparency. 
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• Poor data governance and the lack of a cohesive vision.  This has meant that system changes are often 
undertaken in an ad hoc way with little to no oversight and coordination to ensure these changes are 
sustainable.   

• Lack of codified standards and practices.  System changes are often poorly or inconsistently documented which 
creates significant risks when the few staff with deep institutional knowledge leave the organisation. 

• The compounding effects of technical debt. Over time, the accumulation of ad hoc fixes and poor processes has 
meant the system is becoming increasingly prone to outages.  Often the only option to address these issues is 
to create new artefacts, rather than fix the underlying, systemic issues – leading to yet more complexity and 
system vulnerability. 

 
There is now clear evidence the system has grown unsustainably and that technical debt has reached a point where 
it is having critical and imminent, if not immediate, impacts across MSD’s business including: 

• Significant adverse impacts on MSD clients and frontline staff.  Over the course of 2018 there have been 
regular outages and operational failures caused by the complexity and inflexibility of the system.  In one recent 
example, medical certificate matches (needed to process payments to clients with disability) had to be 
processed manually at an overhead of 44 FTE per day at front line. Vendor experts and MSD technicians took 
nearly two weeks of investigation to diagnose and take measures to address the problem.   

• The probability of outages having potentially very severe impacts on clients is becoming increasingly likely, if 
not inevitable. For example, the Accenture report notes that more complex errors are believed to exist, but 
have not been identified, and that outages could have widespread impacts on highly vulnerable clients, for 
example, urgent housing grants may be delayed, urgent at-risk children may not be flagged for attention, MSD 
may continue to contact deceased clients or initiate debt recovery because DIA data is unavailable. The risks to 
client wellbeing and the wider reputational risks to MSD and the Government are therefore substantial. 

• Risks to client data security, public trust and meeting obligations pursuant to the Privacy Act 1993.  The 
Privacy Act, as well as new guidance from Stats New Zealand, and MSD’s Privacy Human Rights and Ethics 
framework, include principles that agencies must follow to demonstrate how personal information is used with 
the aim of ensuring that only authorised users can access personal data and for a legitimate purpose. However, 
the historical lack of a coherent data governance system, and unclear processes, makes it increasingly 
challenging, if not impossible, to meet these obligations because it is difficult to understand MSD’s data assets, 
their relationships, who has access to them and how and where they are used. These privacy risks are 
compounded whenever system changes occur. It is further noted that OT is concerned that only authorised 
staff should be able to access their agency’s data, but the current system does support the level of agency 
control and oversight required. 

• Increasing resources needed to maintain even basic functionality.  Because of the growing complexities and 
interdependencies within the system, implementing even minor system changes and correcting errors is 
becoming increasingly costly and time-consuming. A simple legislative change to a descriptive text, for 
example, requires manually modifying and testing 150 reports. In one instance, a data error affecting 200 
clients over a three month period required approximately one month of processing time to resolve. Over all 
work occurring in the warehouse, it has been estimated that 75-80% of developer resource is spent 
maintaining the over 7 million lines of production code (this includes responding to up-stream system 
changes), with only the remainder available to support new initiatives, growth, or transformation.    

• Risks to the accuracy and timeliness of delivery. The reputation of MSD and the wider integrity of the benefits 
system depend on accurate and timely reporting. The lack of controlled and consistent reporting rules, means 
that it is becoming increasingly challenging to provide assurance that key data is being reported accurately and 
consistently. The manual work and complexity often means customers need to wait too long for information. 

• Risk of not meeting future need, growth or innovation. The current system is an impediment to realising the 
expected value of advances in analytics. 

  

 



43 Risks and Benefits

431 Risks

There are major risks associated vith the status quo are:
“Data privacy - failure would result in potentially significant breaches ofthe Privacy Act.
“Business disruption-failure leads to slowed/stopped operations resulting infailureto meet critical cient needs.

‘and potentially for extended periods of time.
“Inability to deliver insights across channels~making it harder for frontline staff to provide a tailored and

responsive service to clients.
- Slow delivery of new products and system changes, including delays to implementing legislative or operational

policy changes.

In addition, there are significant secondary issues associated vith the status quo:
- Poor client experience.
+ Reputation risks to MSD, OT, HUD and the Government.
~ Reduced ability topartnerwith external organisations.
“Low or unknown data quality.
“Less innovation to drivelongterm improvements in service efficiency and client experience (e.g. self-service,

real time options).
= Lock-in that may constrain the option set for the target operating model, and reduce our ability to respond and

‘adapt to demands for service innovation.
“Increasing long term costs.

‘The two preceding ists inform the main objectives that options are tested against in the appendices.

Initial risk analysis

This section outlines the main risks that have been identified for this work stream. They are examined in terms of
the seriousnessoftheir consequence as ell as thei ikelihood. Risk management and mitigation strategies are
also outlined for each of these risks.

Table 31: Initial Risks

Consequence | Likelihood treatMain Risks en) pyr LEERLEE

System failure and business H m Background
disruption Duetotheageand compleity of the system there

multiple layers of outages ranking from whole system
down, to failure process and interface issues. Each
layer hasa diffrent outage time and sk profile.
However it all impacts the staff dayto daywork, due to
the way data warehouse is used in MSD at the moment
(application layer, operational intelligence,Singleand
integrated data sourcing etc). Such outages can lead
issto client wellbeing and the wider reputational

tisks to MSD and the Government,
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Mitigation
Thenewdesign will consider the decouplingofdiferent
capabitios and wilbuildaplatform it for all required
capabiltis rather than added organically). Thenew
platform illbe selected based onscalabilityand
required functions.

Failingtodeliver atailored H M Background
andresponsiveservice to nabilty todeliver insightsacrosschannelsdue to
eters complicatedcodeandcoupled functionsandmodels.

Mitigation
nthe newplatform alnew and miggated code willbe:
simplifies, decoupled and structured in awaythat
allowsreuseofcomponents rather than the current
complex coding standards or lack of ) Auditing
processesand governancewillbeintroduced to ensure
an on-going compliance.

Resourcesand skillsto H " Background
‘maintain andsupport the Becauseofthegrowing complexities and
Smita interdependenciswithin the system, implementing

even minor systemchangesandcorrectingeors is
becomingincreasinglycostly and time-consuming. A
simplelegislative change 10adescriptive tet, for
example, requires manually modifying and testing 150
report. inoneinstance,adata erroraffecting 200
lients over a three month period required
approximately one month of processing time to
resolve. Overall workoccuringinthewarehouse, it has
been estimated that 75-80% ofdeveloper resourceis

{ spentmaintaining theover7millon inesof production
code (his includes respondingtoupstream system

} changes), with only the remainder available to support
new initiatives, growth, or transformation.
Mitigation

Selecting the up-to-date technologiesanddecoupling
the complexityinthe platform will help to reduce this

tisk as twill becasio ainor hirestaffwith today's
standard data technologies.

Old Technologiesthat " " Backeround
cannotcopewith newdata The platform architecture isnotdesignedtomeet
es nee increasing government and wider public demandsfor

Trt flexibly, service innovation and data transparency.
Mitigation
Thedesign wil include platforms and technologyasset
management standardsoensure up-to-date upgrades.
and on-going flexibly.

Infrastructure scalability is " " Background
notcopingwith rapid data The platform architectureis nt designed tomeet
enh increasing government and wider publicdemandsfor

flexibly, service innovationanddata transparency.
Mitigation
Selectingnewplatformsandpossibly cloud services wil
enableacost effectiveandagile scalabilityofthe
platform, only when is needed.

Lowor unknown data H " Background
quality Lackofdata managementa Data Warehouseorsource

systemslevels formanyyearsnow,led to problematic
100



data quality. In adiion, many solutions are bul over
theyearsto duplicate dota (10 mitigate integration
cos]. Th result, however, is unmanaged datawith no
dearsourceof truth.
Mitigation
Data management and discoverytols and new
processes will be included n the design of the new
platform, as well as updated daa police, standards
and governancetoensure anon-going data quality.

Riskstotheaccuracyand " Wo Baderound
timelinesofdelivery Becauseof the growing complexities and

interdependenceswithin the system, implementing
even minor systemchangesandcorrecting errors
becoming increasinglycostly ond time-consuming. A
simplelegislative change ta descriptive text, for
example, requires manually modifying and esting 150
reports. n one instance, a data erroraffecting 200
liens over a three month period required
approsimately onemonthof processing ime to
resolve. Over all work occuringinthe warehouse, t has
been estimated that 75-80%ofdevelope resources
spentmaintainingthe over 7 millon ines of production
code (his includes respondingto pstream system
changes), with onlyth remainder avaible to support
new intative, growth, ortransformation.
Mitigation
Dota management ool and policies will be introduced
to manage the dataquali at source as well as at.
orage level, Similarlydat lineageandcataloguetools
willbe introduced
Similarly the re-designedmodels willallow for a more
age delivery.

Data privacy -foilrewould P ™ |Basharouns
result in potentially The Privacy Act, 2s well as new guidance from Statsdecaironsesof he et edn, NS Pv oman Ras ond

9) Ethicsframework, include principles that agencies must
follow to demonstrate how personal informations
used with the aimofensuring tht only authorised
users can access personal data and fora legitimate
purpose. However, the historical lack of a coherent data
governance system, and unclear processes, makes it
increasingly challenging, if no impossible, to meet
these obligations because it is dificult to understand
MD's data assets hei relationships,whohas access
10 them andhow and where thy are used. These
privacyrisksare compounded whenever system
Changes cur.
Mitigation
“The new design will consider al such aspects. Data
governance and lineage needs obe enforced across all
data storages (including source systems).Theclient
consent should cary through the data aset fecycle.

Arisk register has been developed and will be progressively updated as more detailed analysis i undertaken.

105



Risks from Change

The tables below deal with the risksofthe preferred investment option. Specifically it examines the execution risk
which looks at rik associated with doing the work, the residual risks that wil be leftover once the work is complete
~ and any introduced risk that would be created as part of doing this work. It also looks at any mitigation that may
be implemented to lessen the effect or consequence ofanyofthese risks becoming material issues that require
remediation.

Table 32: Execution Risk

Consequence| Likelihood | Assessment

Thescaleofwork H L ™ Thesizeof the current Datawarehouseand
Sr its products i significantly big. To buida
a new platform that can serve similar

Biteeatvais outcome will take long time,fsof
resources, and a good care of the massive.
amountof data that needs tobe cleaned
and/or migrated.

This risk can be mitigated by proper
‘analysis and planning of the work required.
There will be a gradual migration to the
new platform based on isk and
dependencyanalysis. The old platform wil
not be decommissionedbeforethe full
migration.

Thecostand effortof t " ™ There wil be time where both platforms
tan are in Production.

withnew The newwork should budget for both
platforms for the first 2 years.

Business disription H L ™ This canbemitigatedbyproperly analysing
and planning the work o eliminate
dependencies or busines disruptions.
Product owners and diferent business
units must be involved in such planning,
Also to consider what needs tomigrateor
piloted first based on dependencies,
complexity and minimal impact to relevant
business nits.

Compatibilyofnew " L ™ The analysis of the solution components,
platform with current including replication technologies, will
Heat consider al relevant source systems and

negation.integration wiseietrsties) Ingeneral,new replication technologies
offer a wide range of integration solutions
and adapters.

Dependencieson other H ™ ™ There will be lotsof natives, a aresult.
eee plheiiog artes of this BC as well a the on-going BAU

ni projects that can be impactedbythe newBC nitativs). platform work or the otherwayaround.
‘Dependency and impact management wil
be managed a program and project levels
across al ntatives inthe organisation.

106



pr— . Womansrn fr
ihtisiss infrastructure (cloudplatforms,networkos

data (realtime replication, etc.).oe imepmeen smesapesaFo

ST

a (H/M/L) (H/M/L) LY Vivmioe

Bieter ' rp ————Tene forekirsis nebrEe
mem ™ v Data and integration principles willTm Re

Ai
a ns

Seeraepmo—"S
Rhmashfr

wc > " W nsdttontothdor grote
assessment section, link, there is a high

(e.g. IDAM, Client consent, etc.). Allmas gm——
eh
—

Tbe: cok

TE —— . yweeSEETo anre
reason businessrequirementgatheringphase.



The ok platform wil not be commissioned
until al required jobs are migrated or
replaced inthe new platform.

Compatibilityofcurrent ™ v t All processesofselectingnew
mar technologies will consider the.
SELL compatibility of technologies.
pal In general, new replication technologies

offera wide variety of integration
solutions and adapters.

New technology and ™ 3 LU | The usersofthe new platform, whether
a taf or developers, willbe wained tobe.

able to use thenewtechnologies and
processes properly.There willbe
knowledgedatabase and best pracice
materia.

Adaptationof A,Open ™ v M | Open data, Aland othernew aspect will
ee suddenly be enabled. The uptake of such
fale technologies wil be higher over th few

next year. Leadingto few risks including:
Numberand skilsof resources, allowance
for best designs and practice in that ares,
etc
On the other hand the open data will
require a sigfcant data privacy
consideration.
The progresof such new technologies
needs 0be compatible with the
government Al strategies, policies and
code of ethics.

43.2 Benefits

The benefitsofreplacing the MSD data warehouse and establishing more robust data governance and oversight
include:
+ Trusted and transparent useof data.
“Known and monitored data quality, providing greater confidence in the evidence being produced to support

good decision making.
+ Greater system reliability and resience.
«Smarter decision making across channels - at speed and scale.
«Flexibility to support MSD's strategic shifts and maet future demands for service innovation.
“Higher percentageofworkdedicatedtowardsvalue generation.
«Single client view i robust and usable for policy and operations.
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a4 Options considered (Economic case)

CCCN

FA ——Ee ———5
Key points:

and Analytics Strategy, IT Strategy and can provide the system.

Em,
Option2. For ths option there fs near certain occurence of atleast oneofthe major | Discounted

en
© EAE eerie

1 Key Points:

1+ This will lead to the need for increased and significant future.a
| + This will put at isk delivery of future strategic initiatives

.



Option “This approach would involve takingthecurrent system and maintainingt, | Discounted
Remediate in Parallel | while buiding new functionality in parale to replace theexisting products

‘and decommission the od ones. We woulduseour existing human and
technicalresource (including hardware and software licences) to ‘build
beside’.

This approach does not involve a procurement phase because it makes the
‘assumption that current resource and capabilites are suffcent. However,
there is evidenceto suggest this assumption isnot true asthereare current
practices, suchasstorage and automated testing, and information
management that arepoorlysupported, or not implemented i the current
architecture, andso there is a isk thatmanyofthe same problems with the
current systemwill transfer to the parallel solution.

KeyPoints:
= Current platform software will equire a major upgrade in 3 years

anywayand so this solution will need further future investment to
migrate.

«Thiscannot fundamentally address system design sues,
= Thisis not optimal for MSD, OT and HUD partnering to deliver.
“Locks in capabilites that limit futire operatingmodeland options.
+ This does not align with the principles of flexibility and modularity in

MSD Data and Analytics and T Strategies.

Option thisapproachwetakethecurrentsystem ‘a and invest in Discounted
Remediateinplace |wansformingit while stlusing i. Thi essentially representsanaccelerated

versionof our current ‘00 nothing’ approach that is constrained by resource
availabilty.

“Theobserved shortcomings ofthis approach are: the extreme
interconnectednessofthe over 7 millon inesof largely undocumented

| codemeansextrcatingparticular features is time consuming and involves
| costly impact analysis the inability toknow the exactusage demand of
|manyproducts and datasets, and we have no ability to know how they

might be re-combined and used furtheroncetheyleave the warehouse.
Theconclusion is tha thisis a verycostlyand slow approach.

Key Points:
«Has same imitations as remediating in parallel
«ls very costly and slow because t requires unwinding 20yearsof

technical deb.
Options This option chooses the highest isk functionality to address na narrow | Short listed option
Targeted Partial | scope:
Remediation

+ Adding data lineage totheentire existing warehousetoaddress some
privacyconcerns,

= Rebuildsingleviewof client, case manager reports, and legacy tools.
+ Rebuild task management reports.

Key Points:

«This partial remediation addresses no individualriskvrywell,
«Adds 0 technical debt and will need future investment for a long

term solution

‘Appendices 1 and 2 provide a more detailed analysisofthese options against the risks outlined in section 4.3.
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4.4.2 Shortlisted options

To explore the options for full remediation, we conducted interviews with over 50 MSD stakeholders as well as a

‘seriesofworkshops both within Insights MSD and with the wider MSD business to identify and test key businessma
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components.  It is focussed on addressing risk in a way that is consistent with modern practices and enables 
delivery of new value as well as existing products and services.  Appendix 8 elaborates on this target state. 
 
The preferred remediation option is rebuilding the data warehouse (See Appendix 7 for a full options analysis). The 
other options do not achieve all of the objectives, and, importantly, they cannot be delivered in a way that will 
support Te Pae Tawhiti or provide the flexibility to respond to longer term demands for system change and 
innovation.  In every implementation of our strategic shifts and transformation, data and analytics provide key 
pillars of capability that are predicated on fast, accurate access and analysis of historical data that only emerge 
from the preferred option.    
 
  

4.5  Delivery Plan and Procurement (Commercial Case) 
 
4.5.1  Governance  
 
It should be noted that MSD has, in the last two years, re-organised our governance structure to include an 
Investment Strategy Governance committee (ISGC) responsible for endorsing high level investment decisions, and 
has delegated authority directly from MSD LT. 
 
This is underpinned by a Portfolio Executive committee (PEC) that makes prioritisation decisions.  
 
Underneath these governance groups are a more operationally focussed Data Design Authority (DDA) and a Data 
Management Reference Group (DMRG).  The DDA and the DMRG, established in mid-2018, are specifically 
responsible for guiding decisions about design and implementation of data and analytics solutions, and it is these 
committees that will oversee the architecture and design decisions to ensure alignment to our Data and Analytics 
Strategy principles.    
 

 
4.5.2  Platform Rebuild  
 
In addition to the mitigation options considered above in section 4.4.4, we also considered options along three 
other dimensions as part of the delivery plan: 

 
• Service solution (how we partner with OT and HUD to develop the -services needed),  

• Service delivery (cloud versus on-premises delivery) and,  

• Implementation & Funding (how we phase and fund the delivery).    

 
The detailed analysis of each option is in included in Appendices 3-5.  
 
This analysis leads to the preferred set of options: 
 
• Mitigation Options: Rebuild the data warehouse.  

• Service Solution: Co-design the solution with OT and HUD, and as a further option decide on the operation and 
management towards the end of the 1st year of design and build.  

• Service Delivery: Provision using Infrastructure as a Service (IAAS), Platform as a Service (PAAS) and managed 
services in a public cloud environment.  

• Implementation & Funding: Using programme funding model to redesign and provision over 4 years using an 
“MVP and scale” approach. 

The preferred scope and service delivery options will involve a formal procurement, as there are several vendors in 
the Market that can address these options and we do not take a view on the optimal detailed solution, preferring 
to let that emerge.  
 
In the Service Solution case, however, OT and HUD are in agreement that this overall approach is agreeable.  
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The implementation plan revolves around designing a small minimum viable product and iterating by progressively 
building out data products involving design, migrate data, build phases, as shown in Figure 3: 
 
 

 
Figure 3: Delivery assumes developing an MVP and scaling. 

 
This involves progressively building new products as we decommission heritage functionality.  Further details of the 
work streams necessary to accomplish this rebuild are discussed in Appendix 7.  
 

 

4.5.3  Partial Target Remediation 
 
We recently held a four day workshop with SAS in part to consider options for a partial remediation of the existing 
platform. In this approach we recommend selecting the top three highest risk components: an expanded data 
lineage across all current data assets, having a focused and dedicated work stream to decommission several key 
high risk products, and re-building some functionality generated by the warehouse for case management 
(Appendix 8 details these options).  
 
This solution uses all our existing platform components to implement remediation, and this has consequences for 
delivery:   
 
• We would use the existing SAS based data warehouse, noting that the current platform software will require a 

major upgrade in 3 years anyway and so this solution will need further future investment to migrate. 

• The service delivery is on-premises using current infrastructure and there is a limited ability to remediate 
operational failures. 

• This also limits the options for partnering with OT and HUD because the current warehouse was not designed 
to support the security and data access models now required.  All of the options presented leave the status quo 
in place with respect to OT and HUD. 

• This is a “no procurement” option and so there is a prior assumption that existing capability is fit for purpose, 
even though we know in some areas this is not true. 

 
There are significant implications, principally that only some risks can be addressed, and then only in part.  
Additionally as we would be building onto an already complicated system, there would need significant future 
investment.   
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considered and has significant operational capability. Nevertheless, accounting for the differences the 
relative efforts involved are broadly consistent.  

• Ongoing operating expenses:  The 2022/23 numbers for software subscription and Infrastructure as a 
Service (IaaS) are assumed to be on-going.   

• OT and HUD: In the preferred option OT &HUD would keep their contribution to the current data 
warehouse software and hardware, and shared services and this would allow those agencies to cover 
their cloud usage and resourcing for data and analytics.  Financial arrangements could be for any 
shared components would have to be negotiated closer to the conclusion of the project when the 
exact nature of shared cloud resources would be known. 

• More details: of the costing can be found in Appendix 7. 

 
 

4.6.1.2 Assumptions for Rebuild 
 

The assumptions in this costing for the rebuild option are: 
 

• There are four work teams and resource profile shown in Figure 4.  Note that Appendix 7 gives more 
details of the team structure and rates.   

• The work would start November 2019.  From July to October there is project preparation with a lower 
FTE footprint.  Project establishment activities such as procurement, acquiring office space, and on-
boarding would run during this time.   

• Building analytics products is outside the scope of this bid and that existing baseline teams will do that 
work.  This bid just sets up the platform and the data infrastructure to support the data products.  

• The training costs for existing staff onto the new platform are not included 

• The costs for running the procurement process are supported by the staff on-boarded in the July-Sep 
time period e.g. the Project Manager, Architects and Leads. 

• The costs needed for changing MSD systems to allow any integration are not included  

• The initial use of the cloud resources and software subscription (2019) costs is currently provided by 
Accenture as a best estimate based on available information, with the caveat that they have not done 
a usage review of our systems.  Work is on-going to validate these numbers by refining a needs 
analysis of current deliverables, and by validating externally.   

• Cloud usage grows over the project life as data is migrated, and thereafter at 10% per year. 

• That MSD is “cloud ready” i.e. the capability exists to consume cloud services  during the development, 
and that we develop capability to monitor and manage these services long term 

• That MSD decommissions the existing data warehouse at the conclusion of the rebuild 
 

 



Please provide Data warehouse: Partial Targeted Remediation Option
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4.6.2.1 Notesforpartialtargeted remediation

+ No change in technology capability — continue to use current on-premises SAS analytics platform
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5. Digital Capability 
 

5.1  The case for scaling the Ministry’s Digital Architecture 
 

Client demand for MSD’s digital services is set to double over the next two years. We know the number of clients 
who connect with us online is increasing significantly (currently growing at up to 1,000 new MyMSD users per day), 
and we know the frequency of client online interactions with us is also increasing. In other words, more clients are 
demanding to use our online services, and they are demanding to use these services more and more regularly.  
 
We know that our digital platforms were not built to cope with this new load, and they will not be able to support 
the complexity of transactions we need to provide our clients with at these new demand levels.  All of these factors 
mean that the current MSD online platform is not sized or architected correctly to deliver services at this new level, 
and is likely to fail under these steadily increasing loads.  
 
Given we already have 650,000 clients registered in our digital channels, we know the effects of failure and 
disruption in our online channel would be major and widespread, with severe implications for both the Ministry 
and for all of our clients who use this channel.  
 
The Ministry’s digital architecture is in this position because it has emerged over a number of years from a series of 
short-term tactical decisions. These decisions were constrained each time by technology limitations, time, and cost, 
which have resulted in a now complex architecture. 
 
The piecemeal build of the Ministry’s straight-through processing has meant that there are high volumes of manual 
tasks being generated from client online applications. It has already resulted in high volumes of laborious and 
repetitive manual work for staff, and it has meant long delays for client applications to be processed. These 
problems and wait times will increase to critical levels under the predicted future loads. The straight-through 
processing implementation, and the Ministry staff impacted by it, will be unable to cope with these higher levels. 
 
Because of all of these factors, urgent investment is required now; to increase the scalability of the digital 
architecture to handle the demand we know is coming, as well as to remediate the straight-through processing 
issues we already have and we know will fail with an increased transaction load. 

 
 
 
5.2  Background 
 
The Ministry’s client-facing digital architecture has emerged over a number of years from a series of short-term 
decisions. These decisions were constrained each time by technology limitations, time, and cost; resulting in a now 
complex architecture.  
 
Significant decision points which led to today’s digital channel architecture are described below: 

• 2013 - When Cúram UA (Universal Access) was originally deployed as part of the Enhanced Online Services 
(EOS) project, our Client Management System (CMS) was not yet the master of client records (prior to the 
Single CMS project completing), and CMS had not been upgraded to a compatible software version. EOS was 
consequently deployed as a stand-alone Cúram instance, requiring additional effort and complexity, and 
bespoke integration between EOS and CMS.  The on-going cost of change of the Cúram platform is significant, 
and introduced client experience constraints which resulted in low client uptake. 

• 2015 - Under the Simplification programme, significant improvements were made to the digital channel with 
the introduction of MyMSD. MyMSD was delivered as a solution to enable mobile-friendly self-service for 
clients (which was not possible at the time with Cúram Universal Access). Tactical decisions were made as to 
sub-software components which prevent the MyMSD application to scale. It was initially an agile and light-
weight application, but over time it has grown to become a larger and increasingly complex application. 

 



Ministry's top 10 Seniors online applications were not completed within timeliness standards in 2017.

Client online applications intended for automated straight-through processing frequently generate a high number

of exceptions. These exceptions generate manual tasks which requirestaff to take action before the application can

manual tasks sitting in queues for longwait times before they are seen by staff. The task management solution also

allows tasks to be frequently re-queued, and worked on by different staff members, causing a significant amount

context switching and rework to take place.

‘conversion rate of low users (less than 20% done online) to medium users (more than 20% but less than 60% done
online).

|Client Online | (cc. Online Usage Description

Sn — ee
Medium ‘Morethan20%but less than60% done 66,576 23.4% 113,936 40%

meen| [er a
N/A No engagements that couldhavebeen 23,190 8.1% 14,282 5%

a

.



Current Online Usage (2018)

Forecasted Online Usage (2020)

Figure 5: MSD Current and Forecasted Client Online Usage

5.3 Risks and Benefits

53.1 Risks

The current complexity ofthe digital channel andstraightthrough processing architecture means there is:
« Asignificantriskthat the Ministry's clientfacing digital channels andstraight though processing wil not be

able to meat increasing client online demand over the next two years
« Anincreasing risk of failureof the Ministry'sclientfacing digital channels
+ Ahigh cost to maintain and support the Ministry's client facing digital channels
« Ahigh cost to introduce business changes tothe Ministry's client facing digital channels

Initial risk analysis

Ths section outlines the main risks that have baen identified for this work stream. They are examined in terms of
the seriousnessof their consequence as well as ther likelihood. Risk management and mitigation strategies are
also outlined for eachofthese isks.

Table 37: Main Risks

Consequence | Likelihood | Comments and Risk Management

‘The Ministry's digital architecture. H H Will be mitigated through increasing.
may not scale to meet future client scalability of:
oe hota « Digtal channel architecture,

and;
+ Suaight throughprocessing

architecture
19



Arisk register has bean developed and will be progressively updated as more detailed analysis s undertaken.

Risks from Change

The tables below deal with the iskofthe prefrrad investmant option. Specifically t examines the execution isk
which looks at risk associated with doing the work, the residual iks that will ba leftovar once the work is complete
— and any introduced risk that would be created as part of doing this work. It also looks at any mitigations that may
be implamentad to essen the facto consequence of anyof these isks becoming materi) ssues that require
remedition.

Table 38: Execution Risk

Consequenc| Likelihood | Assessment Mitigation[rr: ORC fe
There may be insufficient sled| M m M._ | Early program resourcing strategy
resources availble tomeet and planning
delivery needs resultingin
onger delivery timeline.
There maybe competing w " M |Portfolio governance to manage
DE esclations of constrained
delays to accesskeydelivery. resources
resources (people, technical
environments, ec), resulting in
longerdeliverytimeline.

Table 39: Residual Risk

7 Consequence| Likelihood | Assessment Mitigation
Sea EC) [a

The Ministry's digital W u M | Willneed to maintain continued
sale) investment in digtal architecture
a 10 ensure on-going ability to keep

— pace vith future client online
mi demand.

Table 40: Introduced Risk

Consequence| Likelihood| Assessment MitigationRSRREESIntroduced [ [on Rating
System defects and/orfalures W . M | Willbe managed throughout
maybe inroduced tothe program delivery by project / risk
Ministry's digital architecture ont dies
rom programme system Agari
changes, resulting in portal or
complete lossofclient online
services

10
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‘employment and positive social outcomes:

+ The Ministry's digital channels will be architected to accommodatefurther growth in client online demand in

* Reduced costs tointroducefuture business changes to the Ministry's client-facing digital channels

+ Reduced bottlenecks and delays in straight-through processing of client online applications

+ Increased alignment with vendor best-practice / reference architecture for architecture deployment

5.4 Options considered (Economic case)

Option 1 This option would require the Ministry's digital channel architecture tocope | Discounted

Se
es mass

Option 2 ‘This option would require the Ministry's digital channel architecture tocope | Discounted

iSi
mm

delaysand probable failure in straight-through processingofclient onlineSry



Options This option includes all of thinitiativesdescribed n theIncreaseScalability| Shortlisted Option
Increase Scalability | of Digital Channels short sted option. In addition, this option also includes. | (Preferred)
of Digital Channels | resohing key bottlenecks in the Ministry'sstraightthrough processing
and Suaight through | architecture.
Processing

This option is preferred because it will enable the Ministryto sale to twice:
the number of onlineusageover the next two years and be better
positioned for continued growthof digital cients.

5.4.2 Shortlisted options

Option 3: Increase ScalabilityofDigital Channels

“This option concentrates on increasing the scalability ofthe channel architecture which provides the
MyMSD digital experienceto clients. It consistsoftwo key components which are described in more detail
in this section.

Scalable MyMSD Architecture
The complexity of MyMSD system will be reduced to enable it to become sufficiently scalable and
agile enough to cope with the increasing client demand over the next two years.

This will be accomplished by making the following architecture changes to MyMSD:
+ Transforming MyMSDto become Cloud Native; to remove barriers to scalability and increase

flexibility and portability to any Cloud Service Provider
+ Transforming the MyMSD application to become stateless; to enable horizontal scalingof the

application
+ Replatforming the MyMSD database to a high performance database; to enable scaling to a

higher throughputofread and write database transactions
+ Moving MyMSD to the New Zealand Government Container-as-a-Service offering
+ Enabling Continuous Integration / Continuous Delivery (C1/CD) software development tooling

to enable faster deliveryof business change

Scalable CiramUniversalAccess Architecture
The complexityofthe IBM Cram Universal Access (UA) architecture deployment will be reduced
by aligning it with IBM's recommended reference architecture and best-practices. This will result in
a simplified and more scalable architecture which wil enable a lower costof change.

The Ministry's clent-facing Cram architecture currently consistsof a client-facing UA component
connected to a heavy-weight Enhanced Online Service (EOS) instanceofCram. The EOS Cram
instance requires bespoke integration with the Ministry's staff-facing Client Management System
(eM) instanceofCram inorder to synchronise client data.

This work wil enable UA application to be connected directly to the CMS instance of Cram. The
heavyweight EOS instanceofCram will be decommissioned, and the existing bespoke integration
between EOS and CMS will be decommissioned.

w




