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22 May 2023 Ref Number: MHA17497 

Phil Pennington 

RNZ Reporter 

phil.pennington@rnz.co.nz 

Tēnā koe Phil 

Official information request in relation to Māori Data Sovereignty 

I refer to your official information request dated 14 April 2023, which was transferred to 

Te Aka Whai Ora on 27 April 2023. You requested: 

1. The framework for Māori data sovereignty
2. The paper/s on the framework’s privacy and security matters
3. Any privacy impact assessment done on this work

o If not done, is one planned?
4. The results of the trial of the framework in phase one, and any other subsequent trials
5. Details of those trial/s including what was done, what was monitored, what was the point
6. Please explain what the plan is regards implementing it across the three agencies (Te Whatu

Ora, Te Aka Whai Ora and Ministry) re “national collections first, extended to other collections
over time”

7. Please explain what will/is expected to change re a patient’s health data held currently at a
district – formerly held by DHB – and where it will or may be held in future, over time

8. Please explain the range and volume of data
9. Is this only Māori-related data

o What about non-Māori data and data sovereignty for that
10. Please detail the principles being followed/likely to be adopted, regards cloud computing, in

relation to sovereignty, in particular (and please note where the following has already been
decided on or actioned):

o Use of public cloud computing (i.e., servers run by some other entity)
o Use of offshore cloud computing
o Use of cloud computing services owned by non-NZ entities

11. Please summarise briefly any and all consultation your agencies did over the framework
o Please name all major Māori parties consulted with

12. Please summarise ANY and all existing deals, or ones currently under negotiation, to access
cloud computing services of any kind, including the parties, duration, regards

o Any data covered by this framework
o Any other personal data outside this framework – it may be such you are OKing

storing/processing such data in Australia, say, but not doing that with Māori-related
data. Please make this clear

Your request has been considered under the Official Information Act 1983 (the OIA). The 

response to your request is set out in this letter of response and attached.  

Māori Data Sovereignty Framework and Te Aka Whai Ora role 

To provide you with further context in terms of the information you have requested, please 

note there is currently no Māori Data Sovereignty Framework (the Framework) in place. Te 

Aka Whai Ora’s role, working with Te Whatu Ora and Manatū Hauora is to facilitate and 

support Māori to exercise kaitiakitanga over the Framework’s development. This means, in 

effect the Framework will be developed by Māori for Māori, iwi, hapū and whānau. 
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Māori Stakeholder Engagement 

To support the development of the Framework we need to work with our key stakeholders in 

the hauora sector, including Iwi-Māori Partnership Boards (IMPBs), our hauora Māori 

partners and Māori data and digital leaders, with the first step being to determine what the 

data requirements are.  

You may be aware that not all IMPBs have received recognition under section 31 of the Pae 

Ora (Healthy Futures) Act 2022. Te Aka Whai Ora considers Māori data sovereignty and the 

ability for Māori to access and use this data to drive better hauora outcomes is of the upmost 

importance. As such, this mahi will not progress to formal engagement phase until IMPBs 

are in place and resourced. 

Te Aka Whai Ora mahi to date 

While we have not commenced formal engagement, we have continued our mahi by 

preparing material to support the development of the Framework. Work completed in 2022 

includes: 

• reviewing existing information on Māori data governance

• reviewing and considering current relevant legislation and guidance, for example

the Privacy Act 2020 and Digital and Data guidelines issued by the Department of

Internal Affairs

• engaging with other government agencies, in particular our partner agencies

Manatū Hauora and Te Whatu Ora

• engaging (informally) with Māori stakeholders to determine key themes on data and

information.

This mahi contributed to a paper to the Te Aka Whai and Te Whatu Ora Boards in 

September 2022 and December 2022 respectively. The paper summarised work undertaken 

to seek approval for the next steps prior to engaging formally with Māori. This paper Māori 

Data Sovereignty Framework’ and the accompanying presentation ‘Māori sovereignty 

framework: Health data, information, privacy and security’, is attached.  

Information has been withheld from these documents in accordance with section 9(2)(g)(i) of 

the OIA, to maintain the effective conduct of public affairs through the free and frank 

expression of opinions by or between or to Ministers of the Crown or members of an 

organisation or officers and employees of any public service agency or organisation in the 

course of their duty. 

I have considered the withholding of this information is not outweighed by other 

considerations which render it desirable, in the public interest, to make that information 

available (section 9(1) of the OIA). 

Current mahi to support the Framework 

In 2023, we have continued to progress the Framework mahi and ensure future access to 

data and information for Māori. This has included: 
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• Work with Te Whatu Ora and Manatū Hauora on the establishment of a Te Tiriti 

model overarching data governance group that includes IMPBs and hauora Māori 

partners. 

• Early-stage development of an Overarching Data Sharing Agreement (ODSA) to 

assist IMPBs and hauora Māori partners to have a single data sharing agreement 

for all collections held centrally. 

• Feeding into the Request for Proposal and the selection process for the National 

Data Platform (Platform) design and implementation partner, to ensure vendors will 

work with Māori and that Māori data elements will be explicitly embedded in the 

design of the Platform. 

Appendix One responds to the questions you have asked in points 1 to 12 above, and 

should be considered in light of the context we have provided.  

If you wish to discuss this decision with us, please feel free to contact Te Aka Whai Ora 

Ministerial Services (mhagovernmentservices@health.govt.nz).  

You have the right to seek an investigation and review by the Ombudsman of this decision. 

Information about how to make a complaint is available at www.ombudsman.parliament.nz 

or freephone 0800 802 602. 

 

Nāku noa, nā 

 

 

 

Kingi Kiriona 
Maiaka Mātauranga | DCE, Mātauranga Māori 
Te Aka Whai Ora 

 

 

  

mailto:mhagovernmentservices@health.govt.nz
http://www.ombudsman.parliament.nz/
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Appendix One: Response 

A copy of the framework for Māori data sovereignty and the results of the trial of the 
Framework in phase one, and any other subsequent trials / Details of those trial/s 
including what was done, what was monitored, what was the point 

As noted in our covering letter section ‘Māori Data Sovereignty Framework and Te Aka Wha  
Ora role’ there is no Māori Data Sovereignty Framework (the Framework) in place and 
therefore no details about the trials or results to release. 

Copies of the paper/s on the Framework’s privacy and security matters and any 
privacy impact assessments done on this work or planned 

A high-level review of legislation and Government guidelines relevant to this mahi has been 
undertaken. This information will be provided to and will support Māori consider these issues 
as part of the development of the Framework. This high-level review included a review of the 
standards and guidelines set out by the Government Chief Digital Officer and the Privacy Act 
2020.  

The Framework itself will not hold data.  However, when appropriate, Te Aka Whai Ora will 
support to Māori to assess the privacy impact on their data sets and systems. 

Please explain what the plan is regards to implementing it across the three agencies 
(Te Whatu Ora, Te Aka Whai Ora and Manatū Hauora) re “national collections first, 
extended to other collections over time” 

Currently, the Data Tripartite Agreement (DTA) is in place across the three health agencies, 
as endorsed by them in June 2022. This agreement reduces any access barriers that may 
arise following the health reforms. It allows for data held by any of the three agencies to be 
accessible to each other.  It also supports Te Aka Whai Ora to be a conduit for Iwi-Māori 
Partnership Boards and hauora Māori partners to access data with our support. 

As noted in our cover letter, engagement with Māori as kaitiakitanga of their data will further 
inform and guide the interaction between agencies once the Framework is in place. 

Please explain what will/is expected to change re a patient’s health data held currently 
at a district – formerly held by DHB – and where it will or may be held in future, over 
time 

Patient health data will not be part of the Framework. Patient health data is held by Te 
Whatu Ora. 

Please explain the range and volume of data. Is this only Māori-related data? What 
about non-Māori data and data sovereignty for that? 

Decisions on the range and volume of data will be made when the Framework is developed 
and following appropriate consultation. However, the Framework will apply to data and 
information that is sourced from, or about Māori. 

Please detail the principles being followed/likely to be adopted, regards cloud 
computing, in relation to sovereignty, in particular (and pls note where the following 
has already been decided on or actioned): Use of public cloud computing (i.e. servers 
run by some other entity); Use of offshore cloud computing; and Use of cloud 
computing services owned by non-NZ entities 
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Please summarise ANY and all existing deals, or ones currently under negotiation, to 
access cloud computing services of any kind, including the parties, duration, regards 

o Any data covered by this framework

o Any other personal data outside this framework – it may be such you are
OKing storing/.processing such data in Australia, say, but not doing that with
Māori-related data. Please make this clear

As noted above a high-level review has been undertaken of legislation and Government 
guidelines relevant to this mahi. This information will support the development of the 
Framework and any data storage considerations.  

Please summarise briefly any and all consultation your agencies did over the 
framework and please name all major Māori parties consulted with 

Details are provided in 3.2 and 7.1 of the attached Board paper and its accompanying 
presentation. 
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Board paper

MĀORI DATA SOVEREIGNTY FRAMEWORK

Date: 14 September 2022 Author: Robyn Kamira, GM Data and Digital 

For your: Decision Approved by Craig Owen, Corporate Services 

1. Purpose

1.1 This paper seeks the Board’s agreement to a staged approach to the roll-out of the Data Sovereignty 
Framework and engagement with Māori Health Providers and IMPB’s to operationalise the framework in the 
sector. 

1.2 The pre-draft version of the Māori sovereignty framework: Health data, information, privacy and security and 
a short slide deck accompanies this cover paper in your Pack. 

1.3 This version provides you with an initial approach that reflects discussions in our sector, findings from our 
wānanga series with our Māori Data and Digital Sector Working Group, and learnings from similar Māori-led 
projects. 

2. Recommendations

2.1.  It is recommended that Te Aka Whai Ora Board: 

a. Note the pre-draft Māori sovereignty framework for data, information, privacy and security paper has been
shared with Manatū Hauoura and Te Whatu Ora data and HIRA leads and their teams, who are engaged
with Te Aka Whai Ora data and digital

b. Note that a small central agency-only trial is underway to test the Stage 1 operationalising of the
Framework – and to help inform the future rollout of the Framework

c. Note that the previous Joint Boards Data and Digital working group requested that the Data Sovereignty
Framework be considered initially by the Te Aka Whai Ora Board

d. Approve the staging approach (3 agencies followed by Sector roll-out), and the scoping that makes it
feasible to implement between the three agencies (national collections first, extended to other collections
over time

e. Agree that a health sector engagement process be initiated as part of Stage 2 (above) to understand the
position of Māori health providers and Iwi Māori Partnership Boards (IMPBs) on:

i. sharing identifiable data

ii their expectations of their roles, mandates and outcomes relating to central data governance, and

iii. sharing the data governance design (Te Tiriti model) work underway by a process of co-design
between Te Whatu Ora DISH (Data & Information Strategy for Health & Disability) and DTA (Data
Tripartite Agreement) teams and Te Aka Whai Ora Data and Digital and Policy teams.

f. Agree to submit this paper to the Te Whatu Ora Board for their consideration

Document 1
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3. Background

3.1 In November 2021, the interim Māori Health Authority (iMHA) workplan committed to addressing Māori data 
sovereignty in the health system to be agreed with the Ministry of Health (MOH) and the Interim Health New 
Zealand (iHNZ) ( APP 1, p. 13). 

3.2 The Framework is informed by: 

i. contributions by Māori leaders active in drafting UNDRIP, the Wai 262 claims and several other

Indigenous Peoples programmes during the 1990s and 2000s

ii. review of previous Māori health data, information and privacy projects and programmes led by Māori

from the 1990s onwards

iii. the Privacy Act (2020) and a review of Māori-related Privacy Impact Assessments

iv. Engagement with recent wānanga participants, Māori stakeholders by Māori Data leads in HNZ and

MOH, ongoing engagement with Te Aka Whai Ora sector networks, and discussions with Te Aka Whai

Ora Board members

3.3 It addresses four key areas drawn from discussions about what is most prominent for Māori when considering 
data and information. 

3.4 Those four areas are: health data, information, privacy and security. 

3.5 It seeks to move along a continuum to operationalise the Framework: From principles, policies, operations, 
and systems design – and it is proposed that future work will include toolkits for policy, technical and data 
people. 

4. Discussion

The Framework is proposed to be implemented in a staged approach 

4.1 Discussions across wider Māori sectors ( ndustry, health, education, etc) indicate that sharing aggregated and 
unidentifiable data and information is a feasible first step to test how we govern and handle data and 
information that is sourced from, or about Māori – while protecting privacy (individual and collective) and 
security (online harm and data breaches). 

4.2 It indicates this work can be staged. The Framework can be implemented initially by scoping what is more 
immediately acceptable and sharable between MOH, Te Whatu Ora and Te Aka Whai Ora, and external 
stakeholders including Providers and IMPBs – that is, aggregated and unidentifiable data and information. 

4.3 This staging is ‘agi e’ allowing the three agencies to implement the Framework in a scoped environment, and 
test the thinking, policies and tools that operationalise the Framework – prior to considering how it might be 
extended. 

4.4 With Board guidance, a second stage could focus on identifiable data and information. However, this requires 
substantial engagement with the sector and a legal review. This is addressed in the next section. 

The Process includes inter-agency collaboration 

4 5 We are now receiving detailed feedback from the HIRA team, and Māori Data leads in Manatū Hauora, Te 
Whatu Ora and Te Aka Whai Ora. 

4.6 The feedback is confirming where the more complex discussions and decisions need to take place, and where 
alignment between the three agencies will help strengthen this work. 
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4.7 The feedback indicates the more complex areas will be  

i. providers view on their mandates and data governance membership and structure,  

ii. if, and/or when to include identifiable data, and  

iii. sector engagement. 

4.8 This pre-draft version seeks the Board’s approval to:  

i. the staging approach 

ii. the scoping to make it feasible to implement it, and  

iii. whether to address the more complex discussions on identifiable data and information in the sector. 

4.9 Your response will determine the extent and timing of our next steps including if and when to begin sector 

engagements, and on what topics – while ensuring that stakeholders are given proper time to understand the 

impacts and consider their positions. 

5. Contribution to Te Tiriti relationship and achieving equity 

5.1 This paper proposes that governance, operations, decisions and processes relating to data and information 

sourced from, or about Māori give effect to Te Tiriti o Waitangi, specifically when integrated into data, 

information, privacy and security requirements will enable the agencies to: 

i. protect Māori intellectual and cultural property 

ii. collect and make accessible data and information that is relevant to Māori values and models of 

health 

iii. act in the roles of kaitiakitanga, custodianship, stewardship, guardianship in relation to data – and 

how they each interact 

iv. set criteria for collection, analysis, and publication of information about Māori. 

6. Financial implications 

6.1 Narrative There are no particular financial implications resulting from this paper aside from Stage 2 

engagement needing resources.  We intend to consolidate the Te Whatu Ora programme with ours and set 

the path forward  

6.2 The sector engagement programme, when ready to commence, will require a minimum of FTEs 2 for a year to 

canvas IMPBs and provider requirements for this mahi.  

7. Consultation 

7 1 Narrative Internal/external stakeholders who were consulted: 

 
i. Leads and teams of data and digital including data governance of the three agencies. 

ii. Te Whatu Ora HIRA team, and Māori Data leads in Manatū Hauora, Te Whatu Ora and Te Aka Whai Ora. 

iii. Specialist group of Māori primary sector stakeholders, light engagement with Iwi Chairs, Māori health 

providers. A full and deep engagement is proposed in the recommendations. 
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iv. Noting at the time of writing Te Aka Whai Ora staffing is in progress and some Te Whatu Ora staff we’ve 

engaged with may or may not move to Te Aka Whai Ora. 

8. Next Steps 

8.1 Narrative Stage 1 operationalising continued but is upgraded to formal engagement with the three agencies. 

 

8.2 Stage 2 plan with a recommended approach for identifiable data, and full sector and legal engagement in 

2023 is designed and a paper returned to the Board in December 2022 for its guidance.  

9. Risk Analysis 

Identified Risk Risk likelihood Consequence of risk Mitigations 

Legal and sector 
expectations regarding 
identifiable data may be in 
conflict 

High Loss of confidence in Te 
Aka Whai Ora ability to 
leverage data for IMPBs 
and Māori health providers 

Staged approach and deep 
engagement with legal 
layer alongside 

 

10. Appendicies 

10.1  A Māori Sovereignty Framework: Health data information, privacy and security 

 

 

 

Craig Owen 
Inteim Corporate Director 
Date: 
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Operationalising – the parts
NOTE a. Note the pre-draft Māori sovereignty framework for data, information, privacy and security paper is receiving feedback from

MoH and Te Whatu Ora data and HIRA leads, and their teams, who are now engaging with Te Aka Whai Ora data and digital on
this topic.

b. Note a small central agency-only trial is underway to test the Stage 1 operationalising of the Framework – and to help inform
the future rollout of the Framework.

AGREE c. Agree the sequence of visibility of the next Draft of the Māori sovereignty framework: Health data, information, privacy and
security paper for feedback to:

• JOG: the LTs of MoH and Te Whatu Ora at their request;

• Joint Boards committee, at their request.

• Noting Te Aka Whai Ora LT and the Joint Boards requested it go to this Board first.

APPROVE d. Approve (1) the staging approach (3 agencies followed by Sector), and (2) scoping that makes it feasible to implement 
between the three agencies (national collections first, extended to other collections over time), while also meeting the iMHA
workplan (November 2021) deliverable (see Remit section, point 3 below).

AGREE e. Agree that a health sector engagement process be initiated as part of Stage 2 (above) to understand the position of Māori
health providers and IMPBs on (1) sharing identifiable data and (2) their expectations of their roles, mandates and outcomes
relating to central data governance, and (3) noting the data governance design (Te Tiriti model) work is underway by a Te Aka
Whai Ora designed process of codesign between Te Whatu Ora DISH (Data & Information Strategy for Health & Disability) and
DTA (Data Tripartite Agreement) teams and Te Aka Whai Ora Data and Digital and Policy teams.

Māori Sovereignty Framework
Health data, information, privacy & security for MāoriRele
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