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PRIVACY THRESHOLD ANALYSIS (PTA) 

 

This form will be used to determine whether a Privacy Impact Assessment (PIA), System of Records Notice 

(SORN), or other privacy compliance documentation is required under the E-Government Act of 2002, the 

Homeland Security Act of 2002, the Privacy Act of 1974, or DHS policy.   

Please complete this form and send it to your Component Privacy Office. If you are unsure of your 

Component Privacy Office contact information, please visit https://www.dhs.gov/privacy-office-contacts. 

If you do not have a Component Privacy Office, please send the PTA to the DHS Privacy Office: 

 

Senior Director, Privacy Compliance 

DHS Privacy Office 

U.S. Department of Homeland Security 

Washington, DC 20528 

202-343-1717 

 

PIA@hq.dhs.gov 

 

Your Component Privacy Office will submit the PTA on behalf of your office. Upon receipt from your 

Component Privacy Office, the DHS Privacy Office will review this form. If a PIA, SORN, or other privacy 

compliance documentation is required, your Component Privacy Office, in consultation with the DHS 

Privacy Office, will send you a copy of the template to complete and return. 

For more information about the DHS Privacy compliance process, please see 

https://www.dhs.gov/compliance. A copy of the template is available on DHS Connect at 

http://dhsconnect.dhs.gov/org/offices/priv/Pages/Privacy-Compliance.aspx or directly from the DHS 

Privacy Office via email: PIA@hq.dhs.gov or phone: 202-343-1717. 
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PRIVACY THRESHOLD ANALYSIS (PTA)

SUMMARY INFORMATION
Project, Program, ” 3Babel Street “Babel Platform
Component or | Customs and Border Protection|Office or 50

Office: (CBP) Program:
" FISMArr Numberar | Click bere oer ex.

Applicable: applicable):
Frojetor

“Type of Project or; I protean | OperationatHin prog
[Beraryan [Fo peer09
Dhar |Piocadaes |septmber 25,2025

Trpeied
ATO Status (if Ne ATO/ATP/OABe Not started a Clickhereto enter adate.

le appa:
PROJECT, PROGRAM, OR SYSTEM MANAGER

[ome [oro [Jo
[Proe— [Cree

INFORMATION SYSTEM SECURITY OFFICER (1550) (IF APPLICABLE)
[Nome [oreo res

[Phones “Click heretoenter text. Email: ‘Clickhereto ener text.
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Specific PTA Questions
Frckgroma
(U//LES) U.S. Customs and Border Protection (CBP). Officeof Field Operations (OFO). National
Targeting Center (NTC), Counter Network Division (CND), Publicly Available Information Group(Sumids tyototopo hanBae Sees Bob pir Bolrevi CHP wihacacape in ctl ros f Pubic Avatoto (AD anci meinrear which at mon ctl CBP pertione.The pric 2ml
‘geo-enabled, text-analytics, social media and web-monitoring platform designed to meet the needsofits
customers by fully leveraging PAL

(U/ILES) Babel X is an open source, intelligence monitoring web-based platform designed specifically to
‘meet the needsof the Intelligence Community (IC) and federal law enforcement in developing OpenSet meigence (OSINT Thepifcocrc or estos amtSeromgpcs,
‘hash tags, and names. It can handle requests across more than 52+ social media platforms and millions of
‘URLS and decp/dark web data. Babel X can perform cross-lingual searches across more than 200
languages. allowing users to enter terms in English and return foreign language results. The platform also
has the ability to build sophisticated filtering options for catered feeds and render various dataaon Lau. Bone Aho otmcsecon wih soonet oknly andi

(U//LES) Users can create hotlists based on eventsorknown terms used by bad actors in order to identifySerary foro of fomton th Show rts fo CBP saatsty A Babe
user will then review any hits to determine ifinformation is relevant and should be retained.

(U//LES) BabelX makes senseof large tractsofmulti-lingual data in near real time. Users identify
themes, entities, and categories, as well as detect relationships, within the cloud based platform. Babelan poreeih deoe OFaonscescopat. empor. Fk
analysis, public records search, sentiment, and topicsofinterest

neaRptSegaohne op
“Easy customization nd incorporationof new publ avaible dt sts.
+Public records database capabilities:

“Powerful search capability for law enforcement targets: and
(U//LES) BabelX has the ability to create geofences so CBP can view information posted from or about

Cericain ony,(OTL
b) (7)(E) BabelX knows location information if
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individual’s have geolocation turned on for their posts. This PTA covers BabelX and not LocateX which 

uses AdID information to determine location. LocateX is covered by the commercial telemetry PTA.  

 

(U//FOUO//LES) Enhancing CBP’s Targeting Enterprise  

Babel data will be used/captured/stored in support of CBP targeting, vetting, operations and analysis. This 

will parallel already existing CBP efforts to leverage PAI.  During this pilot, activities will be fluid to 

allow research on a range of activities and will be used to identify potential derogatory and confirmatory 

information associated with traveler’s, persons seeking benefits, and persons of interest.  CBP does no 

rely solely on information found in BabelX when taking actions. Relevant information would be retained 

as follows: 

 

(U// LES) CBP will not retain PII unless the information is put into one of the above systems and linked 

to an individual as derogatory or to confirm information. 

(U// LES) For technical help, 3 Babel Street employees have access to CBP queries, but only upon 

request from CBP and in an audited and access restricted “vault.” BabelX stores queries forever, however 

it does not store results of queries.  

 

 

 

(b) (7)(E)
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FayTorhld AvayisVenton member080sof
00 This project does not collect, tore, maintain, use,
or disseminate any personally identifiable

information®

1 Membersofthe public:
2. From whomdoestheProject, Program, ® US. Persons(U.Scitizensorlawful

or System collect, maintain, use, or : ”
disseminate information? penmanent x

Please check all that apply. [& Non-US. Persons

0 DHS Employees Contractors (list Components):
Glekheeo eerie
00 Other federal employees or contractors (lst
agencies): Click here to enter text.

ONo

2(a) Is information meant to be O18 USC§ 1367 protected individuals (e.2. T. U,
clehomoshow away
nese poptons |

0 Other. Please list: Clickhere to enter text.

3. What specific information about individuals is collected, maintained, used, orSea
Please provide a specific description ofinformation that is collected, generated, or retained (such as
names, addresses, emails, etc.)foreachcategoryof individualor population.

(OLE)Btytytitingnd ascsinelipicvslle min
i, ileLaNomePootpio

5oyMet ema ht ftdt rsdosyet Te mi He LS menTT  )BELLenre i Soarsa ns aL YoSt”CnEm tt eC tn egSpe esgemseeTA feey
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Csermames
Email Address
Phone Number
Social Media Content
Images
IP Address Domain Information
Social Security Nuinber
Driver’ License Number
Employment History
Location data based on geolocation tgs in public posts
AID information i availble through ocateX

3(3) Does this Project, Program, or System collect, maintain, use, or disseminate Social Security
numbers (SSN) or other typesofstand-alone sensitive information?"Ifapplicable, check all
that apply.

Social Security number Social Media Handie/ID
[[] Alien Number (A-Number) [[) Biometric identifiers (e.g, FIN,

[J Tax Identification Number EID)
(Visa Number (Biometrics. Please list modalities(e2.)
] Passport Number fingerprints, DNA, iris scans): Click here to
[0] Bank Account, Credit Card, or other enter ext
financial account number [0] Other. Please list: Click here to enter text|

Driver's License/State ID Number

(GFOUO) CBP is proposing 0 obtain access to
commercially available records, someof which

contin social security numberscompiledbyprivate
third partes. CBP is not proposingto collect SSNs306) Please provide the specific legal ba20)PeeDrovide tne oe IRUI | recyfomindividualsa part oftiscot. CBP

: obtains access o commercially available
information in furtherance ofits statutory law
enforcement and border security responsibilities.
See. e.g. 6US.C. 211: TheTariffAct of 1930, as

Scie PI (orsme rai PI tt iotcpr o dled witb thot,condsiin hs Bars.rma coat, sles 2 ehMow ratsonofv DHSHonk.fo SpringSes
Panay enable. formain. Svaiol Mss hsoybcs bokafiss amldalemeaenIDENTARTsd pbc lene conic i ein Aces Rees Anlysis DARA)equ.Thisformproves
privacysysfoDHS DENT.sooo b HARTThforces FTAwhereIDENT si ereprove fo compet ec RIVcssfont rmsdhodt ume oe,wllo ddsdaedrei inDENT llecmd
IDENT men seeprover nd ancope gysbotin do 0DENT 3da prover
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amended: The Immigration and Nationality Act
("INA"), asamended, 8 US.C. § 1101, et seq

3(c) If theSSNisneededfocarryoutthefunctionsand/orfulfillrequirementsof the Project,
System, or Program, please explain why itisnecessaryandhowit willbeused.

TOVILES) SSN is not “required” to conduct queries to fulfil the requirementof the platform. CBP will
conductsocialsecurity numberqueries on acaseby casebasisandwillbeutilizedlikeotherselectorsofmrsCahn vali Merion hsue: Trou Babelprions
‘with public and private data sources, it is able to combine PAI with identifiers such as SSNs.

(U//LES) CBP is primarily using Babel data to lookup telephone numbers, email addresses, usemames in
‘order to develop confirmatory or derogatory information. On occasion, when a telephone number is
queried, an individual's name, address and SSN, among others, will be returned as a result.

3(d)Ifthe Project, Program, or System requires the use ofSSN, what actions are being taken to
‘abide by Privacy Policy Instruction 047-01-010, SSN Collection and Use Reduction, whichTeits he ef pra abana SSXsaiswhen tee ar chalkEHor
regulatory limitations to eliminating the SSN? Note: even ifyouareproperly authorizedto collect
SSNs, you are required to use an alternate unique identifier.If there are technological, legal, or
‘regulatory limitations to eliminating the SSN,privacy-enhancingalternatives should be taken, such as
‘masking, truncating, or encrypting the SSN, or blocking the displayofSSNs inhardcopyordigital

U/FOUO) SSNs not “required” to conduct queries to fulfill the requirementofthe platform. CBP will
conduct social security number queries on a case by case basis and will be wilized like other selectors of
interest (when available or identified throughother queries).

8By aunique identifier’Pleaselist allunique
dont: Sa shore
(U//LES) Username. Email, Name, Street Address,

4. How docs the Project, Program, or | City, State, Zip Code, Country, Social Security
System retrieve information? Number, Driver's License Number, Domain Name,

IP Address, telephone number
By a non-unique identifier or other means. Please

bobs

EEasain10st te ic,ae SLSgnestSpeeie re
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TU/LES) BabelX users can crete geofences for
publicly available geotagged social media content.

(U/FOUO) For queries conducted in Babel, those
queries will be stored within Babel forever. The
resulls of those queries are notsavedorretainedby.

©. Whats the records thevendor.Access to individual account sarch
asyam queries is accessed/maintained by the vendors

testoinclude | DirectorofTechnologyfoanditing puposes The
Therecords schedulenumber)? Jno | vendor is curently creatingan Administrator
schedule hasbeenapproved, please Modulewhereanassigned CBPadministratorwill
provideproposedscheduleorplans0 | be abetoreview individual queries conductedby
determine it. any CBP user forauditing purposes. The

resusfndings/anaysisof queries conducted by
Not: recor edule nlc or rent | Cpoperons and lyst wll besaid in
he appropriateRecordsManagement Office” approvedCB SystemsofRecord such as

Automated Targeting System (ATS). Analytical
Framework for Intelligence (AFT), Intelligence
Reporting System -Next Generation (IRS-NG),
andlor TECSfor 75 years.
(U/FOUO) For queries conducted in BabelX. ose
queries wil besored within BabelX forever. The
resultsof hosequeriesarentsavedofretainedby
thevendor.Access toindividual account search

Sta)Howdocsthe Prolect PROBA, OF|queries is accessedmaintained by the vendor's
atodente x aecongance | Decor ofTechnology or auditing pupscs. CBP

a program manager gets monty reports from the
I hehe iy | Vendoron usese satisticsandcan request audit ogs

puree. mantalat@iv? |forany CBPaccountsas appropriateforauditing
pumoses. Theresus findingsanalysisofqueries

conductedby CBPoperatorsandanalystswillbe
maintainedi approved CBPSystemsofRecord.

6. Does this Project, Program,orSystem | gg,
connect, receive,o share PIT with any
other DHS/Component projects, 0 es. Ifyes, please list:
programs, or systems?” sn

So a ce dotcom peta0 PasRNConslye ove Cod erDH rs eesmal:b atrcs Of, hesys re ihmedye ACS
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7. Does this Project, Program,orSystem | CI No.
FE ed
external aorDET) governiteatof 0 Yes. Ifyes, please list:

mon-government partners or systems? | 1. io commercial entity that shares with other
US goverment gemies

Ts lssata pursuantmew or
existinginformationsharing agreement | C1005 au itn.
QIOUAOA,LOL RTA, cert I |Peasedescribe splcble information sharing
applicable,pleaseprovide agreementas |govemanceinplace:Click heretoenter textacon

59 No. Whatstepswillbetakentodevelopand5. Docsth Pree, Program,ar System akento devlop andDocstheProject Program, or SY. | tescounting lc eeto etre.
disclosuresof an individual's PII? 0 Yes. Inwhat formatisthe accounting

maintained: Click here to enter text.

To Toeirefer Program,or Syem
useor collect data involvingorfrom | B3 Social MediaorlongBS |0 satics”

O Live PII data for testing

ONo

Lr ——— EE ———aSmrim
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TT. Does (isProject, Program,orSystem |5 No
use data to conduct electronic searches,
queries, or analyses in an electronic |0 Yes. If yes. please clborate: Clik here fo enter
database to discover or locate a ot
predictive pattern or an anomaly
indicativeof terrorist or criminal
activity on the partof any individual(s)
(e. data mining)?" This does not
include subject based searches.

Tio) Is informationusedfor research, | 5 No.
statistical or other similar purposes? If so, ;i hr tortionbt deenttiea.. | 1 Yes. Ifyes. please elaborate: Click here to
agaregated, or otherwise privacy- enter textprotected?

72 Does he planned efor mclude any | 3 no
interaction or intervention with human
subjects! ia pilot studies, exercises, |[J Yes. Ifyes. please reach out 0 the DHS
focus groups, Surveys, equipment or | Compliance Assurance Program Office (CAPO) fortechnology,observationof public eeae ‘and approval of this effort.»
behavior, reviewof data sets fc. for

Oo.13. Does the Project, Program, or System
providerole basedoradditional 8 Yes. Ifyes please lst: CBPpersomelwingthe
privacy training for personnel Who | database are required 0 actin accordance with

S| CBP existing authorities and in compliance with
mite the CBP Social Media Directive (including.

completing th required raining) and Social Media
RulesofBehavior.

Tr meyrapap rag smsi,fb slagsoly iewhevia agoFelGove1FecyencovaoeFd Gores Coie tie oto bo toeotpeotsry int tof ome meoePOVfotmiarienipriondaad,ot hests otabt dd ut ep esofocllsect pestelogeof tt oe geo botorSb
amet cn. ot Aiedeftwroe +Coveneypn,

Or ocpetseamenaansicsc nt hnos wh 5amet cndcing esc: 1)sinfat oopensSshtemomec dmse le orasBeier pes tC Hot,a ab Sn,Pi sasSoetesaenemmm om CAPOsd poofcmclee353.scSz:Sl Ctht TCS ceosed otmedrm ho he rc ofSeaFoolhan cssen
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TsTere3 FIPS T9 determination? | gg
0 Yes. Please indicate the determinations for each
ote llowing
Confidentiality
O Low O Moderate O High 0 Undefined

orci
O Low O ModerateO High O Undefined

Availability
O Low O Moderate O High O Undefined

PRIVACY THRESHOLD REVIEW
(TO BE COMPLETED BY COMPONENT PRIVACY OFFICE)

Datesubmitedt ComponentPiva |
Concurrence rom ater Component

REBRBRR DEY PAComponent Privacy Office RecommendationFltes nude econmenatn bel; ai what ww privy compliance documentations needed,REak BTCac

ED EomhaWe 9 StaseyCoinfst ort md
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(TO BE COMPLETED BY THE DHS PRIVACY OFFICE)

a©) (©)(7)(C) —IFS Priva Office Approver (7 —Ll Clic ere o eter a dat

Clarefooerei
PTA Expiration Date September 25, 2033

DESIGNATION

hadiil SyCategoryof Syste: oer is sled, plese describe: Clk re fo ener et.
Determination: R Project, Program, System in compliance with full coverage

0 Project, Program, Systemin compliance with interim coverage

00 Project, Program, System in compliance until changes implemented

0 Project, Program, System not in compliance
Stem covered by exBE PIX
DHSICBPPA-058 Publicly Available Soil Mia Monitoring and Suton Awareness
DHSICBPPIAGOT ESTAS
DHS CBPPA009 TECS.
DHS CBPPIA006 ATS
Forconing IRSNG and Tied Teele Programs PLAS
inn coved by cxing SORN

SORN: |DHS/CBP-002 Trusted and Registered Traveler Programs, March 11,2020, §5 FR 14214;
DHS/CBP-006 Automate TargetingSystm. May 2. 2012.77FR 30297
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SCREscSy Fr Teel throm ESTA

DHSCBP-O1 US. Coton sd Border Protection TECS
'DHS/CBP-024 Intelligence Records System (CIRS) SystemofRecords

DIES rivacy Office Commentsmyow <anplincedfmston shore, langfdracto itCT
{UILES) CBP i siting PTA odes pir of Fabel Ser Babelpion, which 31Cpe oweancmomo Webrsorht wh prvi CBF ah sveiessash mersPoly Aratanro(Py sollshfo 55 i
‘mission critical CBP operations.
(U//LES) The platform can perform cross-lingual searches (i... entering English search terms and
retuming foreign language results) for keywords and keyword combinations, phrases, hashtags. andeo por mdmontoFURLs ad dey rk vs dats Thior canoA Trin phot ae Ttds i osdoyvolo, Larsenhme ten steneporc,x wel dec semi. con clone he dn rows veenah Kelora pl ets ATendrhemt andatoan

The DH Privacy Office apse this pots paiva seaiive ad cies PA coverage: As BabelX will
be used for a variety ofspecific targeting and vetting operations and analysis. coverage is dependent onpac so fh toh Sock meds monoringt tons arenes coveredbyDFSCBPPLAASS PlcAva Soc ids onion and Stations AwarenessCovers Tr vows eins nd ngei actves revi by DHSCBIPLALOO cone Systeor et ein(To. DHSCE PUA) JECe ye C20iy nd SecominyProcewin. FEcay Neon SAR nie, DHSCHP FLA.006 orateTarek Sym (01S). 5FrePrem
SOR coven i soeid an is provided by DIESCBP.00 ATS, DHSICBP-02 Tred andReainaed Trace gram, DHSCAF-11 0% Coton nd Border Protein TECS. DHS.CBP-505 Eicon System tor Tvl Abortion (ESTA), nd DHS CBY-031 Telsence Records Sym
(CIRS) System of Records.
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