
ITD Policy Statements

Access to or connection of Removeable Storage (USB) devices

Personnel must not insert any unauthorized USB device into any piece of MOA
owned equipment without authorization from the Information Technology
Department (ITD) and onlyafter the USB devices have been scanned for malware by
ITD. All insertions into MOA critical infrastructure technology must also be
approved and/or observed by ITD management and must follow ITD Change
management processes and procedures regarding patch management and malware
remediation.

1. USB devices includes any external device that utilizes a USB connection type
(i.e. Type-A, Type-B, Mini USB, Micro USB, Type-C, USB 2.0, 3.0, etc)

2. Critical Infrastructure includes any MOA service that if compromised would
pose a great risk or cause significant impact to Municipal operations and/or
resources.
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8 ITD Policy Statements

Cyber Security
Holland, Heather M. modified 2 hours ago
Access to or connection of Removeable Storage (USB) devices Personnel must not insert any unauthorized
USB device into any piece..

& SME Approved Hardware Standards
"Information Technology Department —

Gotowicki, Denita R. modified on December 6, 2019 43
Active Mini Dis Port to Dis Port USB to Ethernet EJS-00002 $33.99 £15-00002 a

$3399. :

[5] Product Codes (UNSPSC)
IT Procurement & Contract Management -
Holand, Heather. msifed on onary 4 2018 B=
43211500 Computers Deskiop, Laptops 43211600 Computer accessories

Keyboards, Mice, USB, DVD 43211900 Computer displays Monitors.

[i] IT Hardware Standards List
Information Technology Department
Gotowicki, Denita R. modified on June 13, 2018
USB to Ethernet EJ5-00002 $33.99 E15-00002 $33.99.

@-| Display board issues

“Information Technology Department
Holland, Heather M. modified on September 24, 2019
Take a mouse downstairs and plug it into oneof the USB ports of the computer..

[i] SAPIT Product Codes .
"Information Technology Department

Gotowicki, Denita R. modified on January4, 2018
43211500 Computers Desktop, Laptops 43211600 Computer accessories Keyboards, Mice, USB, DVD



43211900 Computer displays Monitors.

Lo] Product Codes (UNSPSC) -
= customer support =Velo, HesterM. modified ononary4 2013

43211500 Computers Desktop, Laptops 43211600 Computer accessories
Keyboards, Mice, USB, DVD 43211900 Computerdisplays Monitors.

a8 cisco-ip-phone-8800_series
customer support =
Holland, Heather M. modified on December 10, 2015 wr
CiscoIP Phone 8800 Series User Guide First Published: July 13, 2015 Americas pti
Headquarters Cisco Systems, Inc. 170 West Tasman.

[7] posterz
Cyber Security =
Holland, Heather M. uploaded on September 3, 2019 fo
Do not connect any personal or untrusted USB devices. HC

me) ServiceDesk Plus Procedure Steps Guidem= p:
Customer Support
Rath, Jeremy L. modified on May 11,2021
This example, for “other” for this categorywe entered USB webcam.

Lo) cisco-ip-phone-8800series -
“= Information Technology Department =

Holland, Heather M. modified on December 10, 2015 -
Cisco IP Phone 8300 Series User Guide First Published: July 13, 2015 Americas pbb]
Headquarters Cisco Systems, Inc. 170 West Tasman.

a Getting_Started
Cyber Security gs
Holland, HeatherM. modified on August 22, 2013 SpeSmgly
Getting Started: A Non Technical Guide Cyber Security For additional copies or to a
download this document, please vist: htp:/.

MOA-Cloud-Computing-Guidelines-2018
—~
os Information Technology Department a



von Siebenthal, Kerry L. modified on August 8, 2018 CloudComputing

Microsoft Word - UA Cloud Computing Guidelines 2016.dock Municipality of
Anchorage. Guidelines for the Use of3rd Party or Cloud..

5) SAP Administration - Practical Guide
"Information Technology Department LE

SAP PRESS is a joint initiative of SAP and Rheinwerk Publishing. The knowhow 8
offered by SAP specialists combined with the... -


