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Hacrosmuii npoTokon omnuchiBaeT (QopMar JaHHBIX, MEPeIaBacMbIX U3
noJicucTeMbl ckaHnupoBaHus B nojcuctemy oopadotku I[TAK IICAIT u u3 TTAK
IICAIT B AIIK «Ckanb-AC», U COOTBETCTBHME THUIIOB CYIIHOCTEH W TOJIEH s

6a3e1 nanabix OO0 «HTII «Bynkany.

1 TEPMMHBI 1 OITPEJAEJIEHWA

Tun cymHocTH — TUI, onuckBaronmi 00bekT 0a3bl qaHHBIX OO0 «HTI]
«Bynkan» u AIIK «Ckanb-ACy. Tun cymnoctu 3agaercs uaeHTUGUKaTOpoM enti-
tyTypeld u onpenensieT CTpyKTypy  1oJist OObEKTa.

Ilosie THIIA CYHNIHOCTH — UMS TIOJISI B OMTMCAHUU TUITA CYIITHOCTH.

O0bekT-cymHOCTh — 00BeKT 0a3bl gaHHbIX OO0 «HTIL «Bynkan» win
AIIK «Cxkanb-ACy», CTpyKTypa U COCTaB IOJIEM KOTOPOTO OMPENENIeTCs TUIIOM
CYIIHOCTH.

JSON-00beKT — 00BEKT-CYUIHOCTb, NPEICTABICHHBI B BHUJIE CTPOKU B

dhopmare JSON.

2 ®OPMAT JAHHBIX, IIEPEJABAEMbLIX W3 IIOJCUCTEMBI

CKAHHMPOBAHNMA B IIOACUCTEMY OBPABOTKMU ITAK TICAII

W3BnekaemMble JlaHHbIE M3 TOJICUCTEMbl CKAaHUPOBaHUS B TOJCUCTEMY
oopabotku [TAK TICAII mepematorcs B mopsiake, ommicaHHOM B «lIpoTokoie
uHTepPeiica B3aUMOJCHCTBUS» NaHHBIX MoAcucTeM. OHM BKIIIOYAIOT c€0sS OTUETHI
ckanepoB MIKC u pe3ynbrarsl 00paboTku (hailyioB, mepeyeHb KOTOPBIX ONPEEIICH
B T3.

N3Bnekaemble gaHHbIE TiepeaatoTcs B Bujie maccuBa JSON-00BEKTOB B 1oJjie
«data» mo komane 3anpoca gaHueix GetResult.

CoOTBETCTBUE THUIIOB CYHIIHOCTEH W HUX IOJIEH, MNEpeIaBacMbIX U3
nojicucTeMbl ckaHupoBanus s 6a3el 1aHHbBIX OO0 «HTL «Bynkan», npueaeHo

B TaOnumax 1 u 2.
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3 ®OPMAT HAHHBIX, IIEPEHABAEMbBIX N3 KOHTYPA BEbB-

AT'PEI'ALIMU ITAK TICAII B AIIK «CKAHB-AC»

Hannsie u3 konrypa BeO-arperaumu [IAK TICAITI B AIIK «Cxkanp-AC»
nepenarTcs B Buae ZIP-apXxuBOB ¢ TEKCTOBBIMH (halijlaMu, B KOTOPBIX KaKaas
ctpoka coaepkut JSON-o00BeKT.

. OHu BKIIIOYAIOT B ce0s pe3ysbTaThl 00padOTKU (aiiioB, 3arpyaeMbIX U3
BeO-pecypcoB, repeueHb KOTOPBIX orpenesieH T3.

CooTBeTCTBUE THUIOB CYIIHOCTEH M MX TOJIEH, MepeJaBaeMblX U3 KOHTypa

BeO-arperamuu [TAK I[ICAII B AIIK «Ckanb-ACy», npuBeieHo B Taduiie 3.

4 TIOPSJIOK CO3IAHUSA OB bEKTOB-CYIIHOCTEM

B Tabmuiax 1-3 ykazaHbl THIIBI CYITHOCTEH U UX TOJISI, 3HAYCHUS] KOTOPBIX
3aMoJHSI0TCS B pe3yibTaTe 00padboTku nu3Binekaembix gaHHbIX B [IAK TTCAIL

JlaHHbIE, KOTOpBhIE HE COOTBETCTBYIOT HU OJHOMY W3 THUIIOB CYLIHOCTEH
6a3e1 manabpix OO0 «HTL «Bynkan» wim ux mosieit, nepenatorcs B Tex xe JSON-
o0bekTax B (Qopmare, onucaHHoM B «lIpoTokosie omucaHusi UCTOUYHHUKOB ISl
CKAaHUPOBAHUS M U3BJIEKAEMBIX JaHHBIX» U «IIpoTokone omnucaHusi TUIIOB
CKaHepoB, (OPMATOB U3BJIEKAEMbIX JaHHBIX U TUTIOB ¢aitinos» [TAK TTCAITI.

Kpome mosneit, ykazanubix B Tabmumax 1-3, B I[TAK TICAII B kaxaom
00BEKTE-CYITHOCTH YKa3bIBAIOTCS 3HAUCHUS CIEAYIOIINX TOJICH:

— id — unentuduxarop oowvekra (GUID);

— entityTypeld — unentudukarop Tumna CymHOCTH:

a. 3 — subnet,

b. 4 —host,

c. 5 —port,

d. 6 —credo,

e. 7 — organization,
f. 8 —department,

g. 9 —personal,

h. 12 — hostinterface,
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— timeStamp — oTMeTKa BpeMeHH u3BieueHus naHHbIX B popmare UTC.

[Tons TunoB cymHoctel, nepenasaembie B JSON-00beKTaxX U HE BXOZISAIINE

B CTPYKTYpy THUIIOB CYIIHOCTEH, NMEPEHOCATCS B IOJIE «eXtras» B IMOJCUCTEME

o0pabotku [TAK [ICAII u B AIIK «Ckanb-AC».

JUisi  coXpaHEHUsS HEpapXUUYECKOH CTPYKTYpbI

00BEKTOB HCIIOJIB3YIOTCA OOBEKTHI C THIIOM CYITHOCTHU «relation», OIIpCACIAOIINC

CBSI3U MEX1y oObekTaMu (3HaueHue nosts «typeld» pasHo 1).

nepenaBaembeix  JSON-

Ta6mmma 1 — CooTBETCTBHE TUIIOB CYIIHOCTEH U MOJIEH OTYETOB CKAaHEPOB

[Tone mo mpoOTOKOITY OMUCAHUS CoOTBETCTBYIOIIIE
Ha3Banue
ckanepa THUIIOB U Q)OpM%TOB ckaHepoB u | TwHII CymHOCTH € MoJIe THIa
daitnos CYIIHOCTH

Nmap host.address.addr host name
host.hostnames.hostname.- domain
name
host.ports ports
host.ports.port.portid host.port name
host.ports.port.protocol description
host.ports.port.service.ostype | host.port.os name
host.ports.port.service.ostype version
host.0s.0s.osclass.osfamily host.os name
host.0s.o0s.osclass.osgen version
host.o0s.0s.osclass.cpe description

NNM Report.Reportltem.port port name
Report.Reportltem.protocol description
Report.Reportltem.cve cve name

AKW u [1PY IpPu host name
NetName domain
Latitude host, organization | latitude
Longitude longitude
Organization organization name
Country, City, Address address

Tabmuua 2 — CoOOTBETCTBME THIIOB CYIIHOCTEH M TOJIEW pe3yJbTaToOB

00paboTku (aiaoB




[Tosne mo mpOTOKOTY OMUCAHUS CoOTBETCTBYIOIIIE
Tum ¢aiina TUTOB U OpPMATOB CKaHepoB U | Twum cymHocTn € 1oJje Tumna
¢aiinos CYIITHOCTH
Kondurypamus | interface.interface id port name
o0opyaoBaHus interface.channel number number
Cisco intgerface.description description
interface.ip address hostinterface ip
hostname host name
username credo login
password password
privilege description
ip_dhcp pool.name router name
ip_dhcp pool.network.ip_ad- locallp
dress
ip_dhcp pool.network.mask localMask
ip_dhcp pool. domain-name description
ip_dhcp pool.dns-server dns
ip_domain.name host domain
ip.name-server name
ip_ftp.username credo login
ip_ftp.password password
Daitsnel From, Sender, ReplyTo, To, organization.per- | fio
3JIEKTPOHHOU Cc, Bec, ResentFrom, Re- sonal
MOYTEI sentSender, ResentTo, Re-
sentCc, ResentBcc
From, Sender, ReplyTo, To, organization.per- | name,
Cc, Bec, ResentFrom, Re- sonal.account type="Email”
sentSender, ResentTo, Re-
sentCc, ResentBcc
DeliveredTo name,
type="Email”
AuthenticationInfo name, type="Au-
thenticationInfo”
baza nannbIX Contacts.CompanyName organization name
JNEKTPOHHOUN Contacts.BusinessAddress, address
HIOYTBI BusinessAddressCity, Busines-
sAddressCountry, BusinessAd-
dressPostalCode, BusinessAd-
dressPostOfficeBox, Busines-
sAddressState, BusinessAd-
dressStreet, OfficeLocation
Contacts.BusinessFaxNumber, contacts
BusinessTelephoneNumber
Contacts.Department organization.de- | name
partment
Contacts.DisplayName, First- | organization.per- | fio
Name, FullName, Initials, sonal
LastFirstAndSuffix, Last-
Name, MiddleName, Suffix
Contacts.CallbackTelepho- organization.per- | name,




6

[Tone Mo MPOTOKONTY OMUCAHHUS CootBeTcTBYyIOIIIE
Tun gaitna TUTOB U OpPMATOB CKaHepoB U | Twum cymHocTn € IoJIe TUIa

¢aiinos CYIITHOCTH

neNumber, CarTelepho- sonal.account type="Phone”

neNumber, Home2Telepho-

neNumber, HomeFaxNumber,

HomeTelephoneNumber, Mo-

bileTelephoneNumber, Oth-

erTelephoneNumber, Primary-

TelephoneNumber, RadioTele-

phoneNumber

Contacts.EmailAddress name,

type="Email”
Contacts.HomeAddress, name, type="Ad-
HomeAddressCity, HomeAd- dress”

dressCountry, HomeAddress-
PostalCode, HomeAddress-
PostOfficeBox, HomeAd-
dressState, HomeAd-
dressStreet, MailingAddress,
OtherAddress, OtherAddress-
City, OtherAddressCountry,
OtherAddressPostalCode,
OtherAddressPostOfficeBox,
OtherAddressState, OtherAd-
dressStreet

Contacts.JobTitle, Profession

Contacts.Language

Contacts.Birthday

Contacts.Account

Contacts.NickName

Contacts.BusinessHomePage,
PersonalHomePage

Contacts.ComputerNetwork-
Name

Contacts.Spouse

Contacts.ManagerName

Contacts.AssistantName

Contacts.AssistantTelepho-
neNumber

name, type="Job”

name, type="Lan-
guage”

name,
type="Birthday”

name, type="Ac-
count”

name,
type="Nick-
Name”

name,
type=’7Page,’

name,
type="Computer-
NetworkName™

name,
type="Spouse”

name,
type="Manager-
Name”

name, type="As-
sistantName”

name, type="As-
sistantTelepho-
neNumber”




7

[Tosne mo mpOTOKOTY OMUCAHUS CoOTBETCTBYIOIIIE
Tum ¢aiina TUTOB U OpPMATOB CKaHepoB U | Twum cymHocTn € 1oJje Tumna
¢aiinos CYIITHOCTH
PCap Messages.Message.[Pv4.IpSrc, | host name
Messages.Message.[Pv4.IpDst,
Messages.Message. TCP.Port- | host.port name
Src, Messages.Message. TCP.-
PortDst, Messages.Mes-
sage.UDP.PortSrc, Mes-
sages.Message.UDP.PortDst
Messages.Message.Ethernet, host.hostinterface | mac
Messages.Message.Ethernet16,
Messages.Message.Ethernet32,
Messages.Message.BridgedE-
thernet
Ta6Jmua 3 — CoOTBETCTBUE THUIIOB CYIHHOCTeﬁ U 1noJieu PE3YJIbTATOB
00pabOTKH TaHHBIX U3 BEO-peCypcoB
Haspanme [Tone mo mMpoTOKOITy OMUCAHUS Co0TBeTCTBYIO
Be6-necyped WCTOYHHUKOB JIJISl CKAHUPOBAHUS U | THII CYNTHOCTH | IIEe MOJIe THIIa
peeyp M3BJICKACMBIX JaHHBIX CYIIIHOCTH
cve.mitre.org Name cve name
Description descr
nvd.nist.gov CVE Items.cve.CVE data meta.ID | cve name
CVE _Items.publishedDate published-date-
time
CVE Items.lastModifiedDate last-modified-
datetime
CVE _Items.cve.problemtype.prob- descr
lemtype data.description.value
CVE _Items.configurations.n- vulnerable-
odes.cpe_match.cpe23Uri software-list
scans.io hannobock.result host name
hannobock.result, hannobock.name domain
noncedisrespect.ip, sniproxyscans.- name
target, sniproxyscans.host, polito-
harcrawl.serverIPAdress
noncedisrespect.ports host.port name
politoharcrawl.url host domain




HasBanne
BeO-pecypca

ITomne 1o IMPOTOKOJIY OIIMCAaHUS
HCTOYHHKOB IJI1 CKAHUPOBAHUA U
HU3BJIICKACMBIX JaHHBIX

Tun cymuoctn

CootBeTcTBYIO
1iee I0J1€e TUIMa
CYIIHOCTH

project25499.host

rapid7.ssl.endpoints.ip,
rapid7.rdns.name, rapid7.fdns.-
value, rapid7.http.ip,
rapid7.moressl.endpoints.ip,
rapid7.cowrie, rapid7.nationalexpo-
sure.syn.value, rapid7.nationalexpo-
sure.nei.saddr, rapid7.nationalexpo-
sure.nei.daddr, rapid7.cio.ip,
rapid7.https.ip, rapid7.tcp.saddr,
rapid7.tcp.daddr, rapid7.udp.saddr,
rapid7.udp.daddr

rapid7.ssl.names.name,
rapid7.rdns.value, rapid7.fdns.-

name, rapid7.moressl.names.name

rapid7.cio.banner.geo.loc

rapid7.cio.banner.geo.loc

name

name

domain

latitude

longtitude

rapid7.ssl.endpoints.port,
rapid7.http.port, rapid7.nationalex-
posure.syn.name, rapid7.nationalex-
posure.nei.sport, rapid7.nationalex-
posure.nei.dport, rapid7.cio.port,
rapid7.https.port, rapid7.tcp.sport,
rapid7.tcp.dport, rapid7.udp.sport

host.port

name

rapid7.https.subject.o

rapid7.https.subject.c, rapid7.https.-
subject.st, rapid7.https.subject.l

host.organiza-

tion

name

address

sba_email.target.ip

host

name

sba_email.target.port

host.port

name

tangled.remotelPAddress

tangled.domain

host

name

domain
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Hassane [Tone mo MpOTOKOIY OMUCAHUS CoOTBETCTBYIO
Be6-pecyDed WCTOYHUKOB JIJISl CKAHUPOBAHUS U | THIT CyNHOCTH | IIee MoJIe THIIa
pecyp M3BJIEKAEMBIX JaHHBIX CYIIHOCTH
tangled.remotePort host.port name
umichsandy.saddr, umichsandy.- host name
daddr, umichhttps.source, umich-
https.destination, umichcrypto.ip,
umichheartbleed.host
umichcrypto.domain domain
umichsandy.sport, umichsandy.d- host.port name
port, umichhttps.destinationport,
umichhttps.sourceport
ecrimelabs.victim, ecrimelabs.sol- host name
dier
ecrimelabs.domain domain
ecrimelabs.port host.port name
hannoaxfr.ip host name
hannoaxfr.name domain
internetcensus2012 | item.IP, item.Traceroutes.SourcelP, | host name
item.Traceroutes. TracerouteRe-
sult.IP, item.ServiceProbes.Result
item.Synscans.Ports host.ports name
shodan.io ip_str host name
hostnames, domains domain
location.latitude latitude
location.longitude longitude
title description
port host.port name
org host.organiza- | name
location.area code, location.city, tion address
location.country code, location.-
country code3,
location.country name, location.
dma_code, location.postal code, lo-
cation.region code
0s host.os name
devicetype host.device ty | name
pe
cve.cve cve name
cve.description descr
cve.date published-

datetime
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Hassane [Tone mo MpOTOKOIY OMUCAHUS CoOTBETCTBYIO
BeB-pecypca UCTOYHHMKOB JIJIsl CKAHUPOBAHUS M | THII CYIIHOCTH | Iee MOJe THIa
W3BJICKACMBIX JTAHHBIX CYIIHOCTH
maxmind.com ip_address host name
location_latitude latitude
location_longitude longitude
ripe.net atlasprobes.probes.address v4, at- | host name
lastargets.measurements.dst addr,
dnschain.nameservers, dnschain.-
forward nodes, mlabclients.clients
atlasprobes.latitude, mlabclients.- latitude
clients
atlasprobes.longtitude, mlabclients.- longtitude
clients
atlasprobes description
dnschain.forward nodes, re- domain
versedns.domain
abusecontacts.holder info, ad- organization name
dressspacehierachy.netname
abusecontacts.emails contacts
abusecontacts.morespecific, ad- subnet name
dressspacehierachy.netname, as-
routingconsistancy.prefixes, an-
nouncedprefixes.prefixes.prefix,
risprefixes.prefixes.v4.originating,
risprefixes.prefixes.v4.transitting
abusecontacts.morespecific, ad- mask
dressspacehierachy.inetnum, asrout-
ingconsistancy.prefixes, an-
nouncedprefixes.prefixes.prefix,
risprefixes.prefixes.v4.originating,
risprefixes.prefixes.v4.transitting
arin.net net.name subnet name
net.netBlocks.cidrLength mask
net.netBlocks.description description
org.name organization name
org.city, org.iso3166-1.name, address
org.streetaddress
poc.emails, poc.phones contacts
poc.firstname, poc.lastname personal fio
verisign.com ip host name
domain domain
premiumdrops.com | ip host name
domain domain




