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PROJECT FOR PRIVACY & SURVEILLANCE ACCOUNTABILITY 

1101 Connecticut Avenue NW, Suite 450, Washington, DC 20036 
www.surveillanceaccountability.org 

November 28, 2022 
 
Via FOIA STAR 
Director, Office of Information Policy (OIP) 
United States Department of Justice 
441 G Street, NW, 6th Floor 
Washington, DC 20530 
 

RE: Freedom of Information Act Appeal – FOIAPA Request No. 1556873-000  

To Whom It May Concern:  

On behalf of the Project for Privacy and Surveillance Accountability, Inc. (“PPSA”), I 
write to appeal the Federal Bureau of Investigation’s (“FBI”) response to the above-
captioned Freedom of Information Act (“FOIA”) request (the “Request”).1 

The Request seeks two categories of records: 

1. All agency records including but not limited to reports, rules, regulations, 
memoranda, policies, communications, or training materials mentioning the level 
of security clearance necessary to view or otherwise access decisions, orders, or 
opinions issued by FISC or FISCR. 

2. All agency records including but not limited to reports, rules, regulations, 
memoranda, policies, communications, or training materials listing or otherwise 
compiling information about the job titles and number of individuals authorized 
to view or otherwise access decisions, orders, or opinions issued by FISC or FISCR. 
 

As demonstrated below, the FBI’s response to the Request was wholly inadequate, 
and the FBI should be directed to conduct a search for responsive records and to release all 
such non-exempt records immediately.   

On August 30, 2022, the FBI issued its response to this Request, essentially refusing 
to search for responsive records.2  But rather than forthrightly refusing to conduct a search, 
the FBI relied on the appearance of a search.  Indeed, the FBI stated that it had identified 
and was “releasing documents from previous requests regarding your subject” “[i]n an effort 
to provide you with responsive records as expeditiously as possible.”  While the FBI’s 

 
1 See Ltr. from G. Schaerr to FBI FOIA Officer, June 28, 2022 (Attachment A).  This FOIA request contained 
four subparts, to which the FBI assigned separate request numbers.  This appeal relates to subparts 3 and 4 
of that request. 

2  See Ltr. from FBI to G. Schaerr, Aug. 30, 2022 (Attachment B).    
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expeditious response may seem laudatory, its insufficiency becomes clear upon a closer 
inspection. 

 Indeed, the FBI did not expeditiously release documents while also conducting a 
search for all responsive records.  Rather, the FBI stated that it considered the 
“expeditious[]” release of the earlier documents to “fulfill[]” the Request.  Moreover, those 
“documents” actually consisted only of a single heavily redacted document.3  By no stretch 
of the imagination is this single document the only responsive record in the FBI’s possession. 

Thus, as demonstrated below, the FBI’s response falls far short of satisfying its 
obligations under FOIA.  Discontinuing a search after finding a single, previously released 
record is evidence of a search that was not reasonably calculated to uncover all responsive 
documents.  That is made clear by the FBI’s statement that PPSA could also request an 
“additional search for records.”4  That is not PPSA’s job; PPSA already submitted a request 
for all responsive records, and it need not request such a response again.  FOIA, as shown 
below, already requires the FBI to conduct a search for all responsive records, and it cannot 
satisfy FOIA until it does so.   

Moreover, even if this were the only responsive document in the FBI’s possession, the 
unexplained extensive redactions cannot be justified.  Accordingly, the Request should be 
returned to the FBI with instructions to conduct the searches FOIA requires, and to release 
additional non-exempt information or explain why that is not possible. 

I. The FBI failed to conduct a reasonable search for responsive records.

As shown above, the FBI largely admits that it failed to conduct a reasonable search
for responsive records.  That is reason enough to return the request to the FBI with 
instructions that it comply fully with its statutory obligations.  And, given the delay that the 
FBI’s deficient response has caused, the FBI should be ordered to complete that process 
immediately. 

As the D.C. Circuit explains, FOIA requires agencies to conduct a search “reasonably 
calculated to uncover all relevant documents.”  Valencia-Lucena v. U.S. Coast Guard, 180 
F.3d 321, 325 (D.C. Cir. 1999) (emphasis added).  The word “all” cannot be ignored.  Indeed,
as the D.C. Circuit further explains, “the adequacy of a search is determined not by the fruits
of the search, but by the appropriateness of methods.”  Hodge v. F.B.I., 703 F.3d 575, 579
(D.C. Cir. 2013) (cleaned up).  Conducting half of a search (or less) is clearly an insufficient
method to “uncover all relevant documents.”  Yet, that is all the FBI did here.

3 See Foreign Intelligence Surveillance Act and Standard Minimization Procedures Policy Guide 
(Attachment C). 

4 Attachment B. 
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Indeed, the FBI concedes that it stopped searching for responsive records after 
locating the single previously released document.5  In doing so, the FBI did not state that it 
made any other efforts to comply with FOIA.  For instance, the FBI didn’t conclude that 
additional searches would be burdensome.  The FBI also didn’t conclude that additional 
searches failed to identify any more records.  Nor did the FBI state that the Request failed 
to describe the requested records with sufficient detail.  Rather, the FBI simply hoped that 
releasing a single record would be enough, and that PPSA would not ask it to comply with 
its statutory duty.   

But the FBI cannot circumvent FOIA with such ease.  Rather, it is well established 
that FOIA requires “a good faith effort to conduct a search for the requested records, using 
methods which can be reasonably expected to produce the information requested.”  Oglesby 
v. U.S. Dep’t of Army, 920 F.2d 57, 68 (D.C. Cir. 1990).  Merely identifying and producing a
single potentially responsive record does not relieve the FBI of its duty to search for any
other records.  Rather, each relevant subpart of PPSA’s Request sought “[a]ll agency
records” that identify criteria for accessing FISC or FISCR decisions.

Moreover, even with respect to the released record, the FBI failed to explain the 
context in which it previously produced that record.  For instance, the FBI does not explain 
whether it released the record in response to a FOIA request that sought records similar to 
those PPSA requested.  Nor does the FBI explain whether, in response to that request, it 
conducted a search for additional records and did not locate any such records.  That 
information is highly relevant to assessing the reasonableness of the FBI’s reliance on the 
single previously produced document here.   

So, as one would expect, the FBI’s perfunctory search failed to identify all responsive 
records.  Especially in light of the D.C. Circuit’s admonition that agencies must “construe a 
FOIA request liberally,” Nation Mag., Washington Bureau v. U.S. Customs Serv., 71 F.3d 
885, 890 (D.C. Cir. 1995), ignoring the request for all responsive records fails to satisfy FOIA. 
And the FBI’s response further failed to comply with the Request’s instructions that “the 
remaining records [should] be produced on a rolling basis.”6  This instruction put the FBI on 
notice that PPSA expected the FBI to search for and continue producing records until it 
completed its response to the Request.  Were there any doubt about the scope of the Request, 
the inclusion of the word “all” should have put such doubt to rest, and informed the FBI that 
releasing a single document without searching for other records would not fulfill the 
Request.  

5 Attachment A. 

6 Id. 
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Accordingly, the FBI clearly failed to comply with its FOIA obligations by arbitrarily 
considering its partial response to “fulfill” the Request.  The FBI should therefore be directed 
to complete its processing of the Request immediately.  

II. The FBI also failed to comply with its obligation to release all non-exempt,
reasonably segregable records or portions of records.

The FBI’s response fails for the additional reason that the released record is redacted
beyond all recognition.  The FBI has the burden of demonstrating that its redactions and 
withholdings are proper.  See Pub. Emps. for Env’t Resp. v. Off. of Sci. & Tech. Pol’y, 825 F. 
Supp. 2d 104, 109 (D.D.C. 2011).  That is why, in litigation, the “agency must submit a 
‘Vaughn index and/or accompanying affidavits or declarations’ that specifically explains why 
certain documents were redacted or withheld.”  Id. at 107.  To be sure, the FBI is not required 
to provide a full Vaughn index during the administrative process.  Edmond v. U.S. Atty., 
959 F. Supp. 1, 5 (D.D.C. 1997).  But it is equally true, as the D.C. Circuit explains, that “the 
burden which the FOIA specifically places on the Government to show that the information 
withheld is exempt from disclosure cannot be satisfied by the sweeping and conclusory 
citation of an exemption,” as is the case for large parts of the document that the FBI released 
to PPSA.  Mead Data Cent. v. U.S. Dep’t of Air Force, 566 F.2d 242, 251 (D.C. Cir. 1977).   

For instance, the FBI withheld forty pages virtually in full without any explanation 
beyond “b7E.”7  But it is almost certain that those pages contain non-exempt material. 
However, PPSA is at a clear disadvantage in attempting to show that the redactions include 
non-exempt material, as PPSA does not have access to the unredacted information, and the 
FBI has failed to provide any further explanation for its broad withholdings.  The FBI is 
essentially “holding a grab bag and saying, ‘I’ll give you this if you can tell me what’s in it!’” 
James T. O’Reilly, 1 Fed. Info. Discl. § 4:30 & n.16 (quoting Blanchard, A History of the 
Federal Records Law, University of Missouri Freedom of Information Center Rep. No. 189 
(1967)).  FOIA clearly rejects this approach by placing the burden on agencies to explain 
their withholdings.   

Accordingly, given the FBI’s broad withholdings, which almost certainly include non-
exempt material, the FBI should be required to either release additional non-exempt 
material or “provide a relatively detailed justification, specifically identifying the reasons 
why a particular exemption is relevant and correlating those claims with the particular part 
of a withheld document to which they apply.”  Mead, 566 F.2d at 251.  Otherwise, PPSA will 
be required to obtain such an explanation through the litigation process.   

7 Attachment C at 13–53. 
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CONCLUSION 

It may be that the FBI has no further responsive records, or that all such records are 
subject to a FOIA exemption.  But the FBI cannot satisfy its statutory obligations under 
FOIA by conducting a perfunctory search that ignores the clear contents of the Request. 
Additionally, the FBI cannot rely on broad redactions that withhold non-exempt material. 
Accordingly, the Request should be returned to the FBI with directions to conduct a 
thorough search for responsive records, and to either release additional non-exempt material 
or provide a more adequate explanation for the redactions.   

Thank you for your prompt attention to this important matter. 

Sincerely, 

Gene C. Schaerr 
PPSA, Inc. 
General Counsel 
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PROJECT FOR PRIVACY & SURVEILLANCE ACCOUNTABILITY 
1101 Connecticut Avenue NW, Suite 450, Washington, DC 20036 

www.surveillanceaccountability.org 

June 28, 2022 

FOIA/PA Mail Referral Unit 
Department of Justice 
Room 115 
LOC Building 
Washington, DC 20530-0001 
MRUFOIA.Requests@usdoj.gov 

Dear FOIA Officer: 

This is a request under the Freedom of Information Act, 5 U.S.C. § 552, regarding 
opinions and appellate decisions by the U.S. Foreign Intelligence Surveillance Court 
(FISC) and U.S. Foreign Intelligence Surveillance Court of Review (FISCR). This request 
is filed on behalf of the Project for Privacy and Surveillance Accountability, Inc. (“PPSA”).  

As an organization concerned with government surveillance accountability, PPSA is 
concerned with the secrecy surrounding FISC and FISCR decisions. 

Accordingly, PPSA seeks: 
1. All decisions, orders, or opinions issued by FISC or FISCR since October

1, 1978.

2. To the extent not responsive to Item 1 above, all agency records listing
or otherwise compiling information about any decisions, orders, or
opinions issued by FISC or FISCR since October 1, 1978.

3. All agency records including but not limited to reports, rules,
regulations, memoranda, policies, communications, or training
materials mentioning the level of security clearance necessary to view
or otherwise access decisions, orders, or opinions issued by FISC or
FISCR.

4. All agency records including but not limited to reports, rules,
regulations, memoranda, policies, communications, or training
materials listing or otherwise compiling information about the job titles
and number of individuals authorized to view or otherwise access
decisions, orders, or opinions issued by FISC or FISCR.

Scope of Request: 
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For purposes of Items 3 and 4 of this request, the date range for responsive materials 
encompasses those either created, altered, sent, or received between January 1, 2015 and 
June 28, 2022. For all purposes of this request: (I) the terms “agency” and “records” shall 
be construed in relation to the definitions codified in 5 U.S.C. § 552(f); and (II) this request 
is directed specifically at the following units and/or divisions within the Department of 
Justice:  

Drug Enforcement Administration 
Federal Bureau of Investigation 
National Security Division 
Office of Legal Policy 
Office of Privacy and Civil Liberties 

Rather than physical production of any responsive records, we ask that you please 
provide each record in electronic form. If a portion of responsive records may be produced 
more readily than the remainder, we request that those records be produced first and that 
the remaining records be produced on a rolling basis. Further, we recognize the possibility 
that some responsive records may be exempt. To the extent possible, if redaction 
under 5 U.S.C. § 552(b) can render a responsive but exempt record nonexempt, 
please produce any such record in redacted form. We believe that redaction should 
foreclose any need to issue a Glomar response, as anonymized and redacted production 
would neither (1) reveal intelligence sources or methods nor (2) disclose any agency interest 
(or lack thereof) in any particular individual. 

We are prepared to pay up to $2000 for the material in question. Please contact me 
if the fees associated with this request exceed that figure, or if you have any other questions 
about this request.  

Thank you in advance for your speedy attention and assistance. 
Sincerely, 

Gene C. Schaerr 
PPSA, Inc. 
General Counsel 
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U.S. Department of Justice 

Federal Bureau of Investigation 
  Washington, D.C. 20535 

August 30, 2022 

MR. GENE C. SCHAERR 
PROJECT FOR PRIVACY AND SURVEILLANCE ACCOUNTABILITY 
SUITE 450 
1101 CONNECTICUT AVENUE NORTHWEST 
WASHINGTON, DC 20036 

FOIPA Request No.: 1556873-000 
Subject: U.S. Foreign Intelligence 
Surveillance Court/U.S. Foreign Intelligence 
Surveillance Court of Review 
(All Reports, Rules, Regulations, 
Memoranda, Policies, Communications, or 
Training Materials Mentioning Criteria to 
Access Decisions, Orders, and Opinions 
January 1, 2015 to June 28, 2022) 

Dear Mr. Schaerr: 

The FBI has completed its search for records subject to the Freedom of Information Act (FOIA) that 
are responsive to your request.  The enclosed 79 pages of records were determined to be responsive to 
your subject and were previously processed and released.   Please see the selected paragraphs below for 
relevant information specific to your request as well as the enclosed FBI FOIPA Addendum for standard 
responses applicable to all requests.  

In an effort to provide you with responsive records as expeditiously as possible, we are 
releasing documents from previous requests regarding your subject. We consider your 
request fulfilled.  Since we relied on previous results, additional records potentially 
responsive to your subject may exist. If this release of previously processed material does 
not satisfy your request, you may request an additional search for records.  Submit your 
request by mail to Initial Processing Operations Unit, 200 Constitution Drive, 
Winchester, VA  22602, or by fax to (540) 868-4997. Please cite the FOIPA Request 
Number in your correspondence.   

 
Please be advised that additional records responsive to your subject exist. If this release 
of previously processed material does not satisfy your request, you must advise us that 
you want the additional records processed.  Please submit your response within thirty (30) 
days by mail to Initial Processing Operations Unit, 200 Constitution Drive, 
Winchester, VA  22602, or by fax to (540) 868-4997..  Please cite the FOIPA Request 
Number in your correspondence. If we do not receive your decision within thirty (30) 
days of the date of this notification, your request will be closed. 

One or more of the enclosed records were transferred to the National Archives and 
Records Administration (NARA).  Although we retained a version of the records previously 
processed pursuant to the FOIA, the original records are no longer in our possession.   

If this release of the previously processed material does not satisfy your request, you may 
file a FOIPA request with NARA at the following address: 

National Archives and Records Administration 
Special Access and FOIA 
8601 Adelphi Road, Room 5500 
College Park, MD 20740-6001  

r 

r 
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 Records potentially responsive to your request were transferred to the National Archives 
and Records Administration (NARA), and they were not previously processed pursuant to 
the FOIA.  You may file a request with NARA using the address above. 

 
 One or more of the enclosed records were destroyed.  Although we retained a version of 

the records previously processed pursuant to the FOIA, the original records are no longer 
in our possession.  Record retention and disposal is carried out under supervision of the 
National Archives and Records Administration (NARA) , Title 44, United States Code, 
Section 3301 as implemented by Title 36, Code of Federal Regulations, Part 1228; Title 
44, United States Code, Section 3310 as implemented by Title 36, Code of Federal 
Regulations, Part 1229.10.   

 
 Records potentially responsive to your request were destroyed.  Since this material could 

not be reviewed, it is not known if it was responsive to your request.  Record retention and 
disposal is carried out under supervision of the National Archives and Records 
Administration (NARA)  according to Title 44 United States Code Section 3301, Title 36 
Code of Federal Regulations (CFR) Chapter 12 Sub-chapter B Part 1228, and 36 CFR 
1229.10.   

 
 Documents or information referred to other Government agencies were not included in this 

release.   
 
Please refer to the enclosed FBI FOIPA Addendum for additional standard responses applicable to 

your request.  “Part 1” of the Addendum includes standard responses that apply to all requests.  “Part 2” 
includes additional standard responses that apply to all requests for records about yourself or any third party 
individuals.  “Part 3” includes general information about FBI records that you may find useful.  Also 
enclosed is our Explanation of Exemptions. 

 
For questions regarding our determinations, visit the www.fbi.gov/foia website under “Contact Us.”  

The FOIPA Request Number listed above has been assigned to your request.  Please use this number in all 
correspondence concerning your request. 
 

Please be advised that if you are seeking a new search for records, you may wish to narrow the 
scope of your request based on material that you have already received, e.g., timeframe or locality.  
Additionally, be advised that “unusual circumstances” may apply. See 5 U.S.C. § 552 (a)(6)(B)(iii). These 
“unusual circumstances” will delay our ability to make a determination on your request within 20 days. See 5 
U.S.C. § 552 (a)(6)(B). Additionally, the payment of pertinent fees may apply to your request. See 5 U.S.C. § 
552 (a)(4)(A)(viii). The application of “unusual circumstances” is not a determination of how the FBI will 
respond to your substantive request. 
 

If you are not satisfied with the Federal Bureau of Investigation’s determination in response to this 
request, you may administratively appeal by writing to the Director, Office of Information Policy (OIP), United 
States Department of Justice, 441 G Street, NW, 6th Floor, Washington, D.C. 20530, or you may submit an 
appeal through OIP's FOIA STAR portal by creating an account following the instructions on OIP’s website: 
https://www.justice.gov/oip/submit-and-track-request-or-appeal.  Your appeal must be postmarked or 
electronically transmitted within ninety (90) days of the date of my response to your request.  If you submit 
your appeal by mail, both the letter and the envelope should be clearly marked "Freedom of Information Act 
Appeal."  Please cite the FOIPA Request Number assigned to your request so it may be easily identified. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

r 

r 

r 
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You may seek dispute resolution services by emailing the FBI’s FOIA Public Liaison at 
foipaquestions@fbi.gov.  The subject heading should clearly state “Dispute Resolution Services.”  Please 
also cite the FOIPA Request Number assigned to your request so it may be easily identified.  You may also 
contact the Office of Government Information Services (OGIS).  The contact information for OGIS is as 
follows: Office of Government Information Services, National Archives and Records Administration, 8601 
Adelphi Road-OGIS, College Park, Maryland 20740-6001, e-mail at ogis@nara.gov; telephone at 202-741-
5770; toll free at 1-877-684-6448; or facsimile at 202-741-5769.   

 
 

Sincerely, 
             

 
Michael G. Seidel 
Section Chief 
Record/Information Dissemination Section 
Information Management Division 

Enclosure(s)  
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FBI FOIPA Addendum 

As referenced in our letter responding to your Freedom of Information/Privacy Acts (FOIPA) request, the FBI FOIPA Addendum 
provides information applicable to your request.  Part 1 of the Addendum includes standard responses that apply to all requests.  
Part 2 includes standard responses that apply to requests for records about individuals to the extent your request seeks the listed 
information.  Part 3 includes general information about FBI records, searches, and programs.   

Part 1: The standard responses below apply to all requests: 
 

(i) 5 U.S.C. § 552(c).  Congress excluded three categories of law enforcement and national security records from the 
requirements of the FOIPA [5 U.S.C. § 552(c)].  FBI responses are limited to those records subject to the requirements of the 
FOIPA.  Additional information about the FBI and the FOIPA can be found on the www.fbi.gov/foia website. 
 

(ii) Intelligence Records.  To the extent your request seeks records of intelligence sources, methods, or activities, the FBI can 
neither confirm nor deny the existence of records pursuant to FOIA exemptions (b)(1), (b)(3), and as applicable to requests for 
records about individuals, PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(1), (b)(3), and (j)(2)].  The mere acknowledgment of the 
existence or nonexistence of such records is itself a classified fact protected by FOIA exemption (b)(1) and/or would reveal 
intelligence sources, methods, or activities protected by exemption (b)(3) [50 USC § 3024(i)(1)].  This is a standard response 
and should not be read to indicate that any such records do or do not exist. 

 
Part 2: The standard responses below apply to all requests for records on individuals:   
 

(i) Requests for Records about any Individual—Watch Lists.  The FBI can neither confirm nor deny the existence of any 
individual’s name on a watch list pursuant to FOIA exemption (b)(7)(E) and PA exemption (j)(2) [5 U.S.C. §§ 552/552a 
(b)(7)(E), (j)(2)].  This is a standard response and should not be read to indicate that watch list records do or do not exist. 
 

(ii) Requests for Records about any Individual—Witness Security Program Records.  The FBI can neither confirm nor deny 
the existence of records which could identify any participant in the Witness Security Program pursuant to FOIA exemption 
(b)(3) and PA exemption (j)(2) [5 U.S.C. §§ 552/552a (b)(3), 18 U.S.C. 3521, and (j)(2)].  This is a standard response and 
should not be read to indicate that such records do or do not exist.  

 
(iii) Requests for Confidential Informant Records. The FBI can neither confirm nor deny the existence of confidential 

informant records pursuant to FOIA exemptions (b)(7)(D), (b)(7)(E), and (b)(7)(F) [5 U.S.C.§ § 552 (b)(7)(D), (b)(7)(E), and 
(b)(7)(F)] and Privacy Act exemption (j)(2) [5 U.S.C.§ 552a (j)(2)]. The mere acknowledgment of the existence or nonexistence of 
such records would reveal confidential informant identities and information, expose law enforcement techniques, and endanger 
the life or physical safety of individuals. This is a standard response and should not be read to indicate that such records do or do 
not exist. 
 

Part 3: General Information:    
 
(i) Record Searches and Standard Search Policy.  The Record/Information Dissemination Section (RIDS) searches for 

reasonably described records by searching systems, such as the Central Records System (CRS), or locations where responsive 
records would reasonably be found. The CRS is an extensive system of records consisting of applicant, investigative, 
intelligence, personnel, administrative, and general files compiled by the FBI per its law enforcement, intelligence, and 
administrative functions.  The CRS spans the entire FBI organization, comprising records of FBI Headquarters, FBI Field Offices, 
and FBI Legal Attaché Offices (Legats) worldwide; Electronic Surveillance (ELSUR) records are included in the CRS. The 
standard search policy is a search for main entity records in the CRS. Unless specifically requested, a standard search does not 
include a search for reference entity records, administrative records of previous FOIPA requests, or civil litigation files.    

a. Main Entity Records – created for individuals or non-individuals who are the subjects or the focus of 
an investigation   

b. Reference Entity Records- created for individuals or non-individuals who are associated with a case 
but are not known subjects or the focus of an investigation 

 
(ii) FBI Records.  Founded in 1908, the FBI carries out a dual law enforcement and national security mission.  As part of this dual 

mission, the FBI creates and maintains records on various subjects; however, the FBI does not maintain records on every 
person, subject, or entity. 
 

(iii) Foreseeable Harm Standard.  As amended in 2016, the Freedom of Information Act provides that a federal agency may 
withhold responsive records only if: (1) the agency reasonably foresees that disclosure would harm an interest protected by one 
of the nine exemptions that FOIA enumerates, or (2) disclosure is prohibited by law (5 United States Code, Section 
552(a)(8)(A)(i)).  The FBI considers this foreseeable harm standard in the processing of its requests.   
 

(iv) Requests for Criminal History Records or Rap Sheets.  The Criminal Justice Information Services (CJIS) Division provides 
Identity History Summary Checks – often referred to as a criminal history record or rap sheet.  These criminal history records 
are not the same as material in an investigative “FBI file.”  An Identity History Summary Check is a listing of information taken 
from fingerprint cards and documents submitted to the FBI in connection with arrests, federal employment, naturalization, or 
military service.  For a fee, individuals can request a copy of their Identity History Summary Check.  Forms and directions can 
be accessed at www.fbi.gov/about-us/cjis/identity-history-summary-checks.  Additionally, requests can be submitted 
electronically at www.edo.cjis.gov.  For additional information, please contact CJIS directly at (304) 625-5590.   
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EXPLANATION OF EXEMPTIONS 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 
 

(b)(1) (A) specifically authorized under criteria established by an Executive order to be kept secret in the interest of national defense or foreign 

policy and (B) are in fact properly classified to such Executive order; 

 

(b)(2) related solely to the internal personnel rules and practices of an agency; 

 

(b)(3) specifically exempted from disclosure by statute (other than section 552b of this title), provided that such statute (A) requires that the 

matters be withheld from the public in such a manner as to leave no discretion on issue, or (B) establishes particular criteria for withholding 

or refers to particular types of matters to be withheld; 

 

(b)(4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

 

(b)(5) inter-agency or intra-agency memorandums or letters which would not be available by law to a party other than an agency in litigation with 

the agency; 

 

(b)(6) personnel and medical files and similar files the disclosure of which would constitute a clearly unwarranted invasion of personal privacy; 

 

(b)(7) records or information compiled for law enforcement purposes, but only to the extent that the production of such law enforcement records 

or information ( A ) could reasonably be expected to interfere with enforcement proceedings, ( B ) would deprive a person of a right to a 

fair trial or an impartial adjudication, ( C ) could reasonably be expected to constitute an unwarranted invasion of personal privacy, ( D ) 

could reasonably be expected to disclose the identity of confidential source, including a State, local, or foreign agency or authority or any 

private institution which furnished information on a confidential basis, and, in the case of record or information compiled by a criminal law 

enforcement authority in the course of a criminal investigation, or by an agency conducting a lawful national security intelligence 

investigation, information furnished by a confidential source, ( E ) would disclose techniques and procedures for law enforcement 

investigations or prosecutions, or would disclose guidelines for law enforcement investigations or prosecutions if such disclosure could 

reasonably be expected to risk circumvention of the law, or ( F ) could reasonably be expected to endanger the life or physical safety of any 

individual; 

 

(b)(8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency responsible for 

the regulation or supervision of financial institutions; or 

 

(b)(9) geological and geophysical information and data, including maps, concerning wells. 

 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 

 

(d)(5) information compiled in reasonable anticipation of a civil action proceeding; 

 

(j)(2) material reporting investigative efforts pertaining to the enforcement of criminal law including efforts to prevent, control, or reduce crime 

or apprehend criminals; 

 

(k)(1) information which is currently and properly classified pursuant to an Executive order in the interest of the national defense or foreign 

policy, for example, information involving intelligence sources or methods; 

 

(k)(2) investigatory material compiled for law enforcement purposes, other than criminal, which did not result in loss of a right, benefit or 

privilege under Federal programs, or which would identify a source who furnished information pursuant to a promise that his/her identity 

would be held in confidence; 

 

(k)(3) material maintained in connection with providing protective services to the President of the United States or any other individual  pursuant 

to the authority of Title 18, United States Code, Section 3056; 

 

(k)(4) required by statute to be maintained and used solely as statistical records; 

 

(k)(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian 

employment or for access to classified information, the disclosure of which would reveal the identity of the person who furnished 

information pursuant to a promise that his/her identity would be held in confidence; 

 

(k)(6) testing or examination material used to determine individual qualifications for appointment or promotion in Federal Government service 

the release of which would compromise the testing or examination process; 

 

(k)(7) material used to determine potential for promotion in the armed services, the disclosure of which would reveal the identity of the  person 

who furnished the material pursuant to a promise that his/her identity would be held in confidence. 
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(U_) General Information 

(U) Questions or comments pertaining to this policy guide can be directed to: 

({)) Federal Bureau of Investigation Headquarters, Office of the General Counsel, National 
Security and Cyber Lav..- Branch 

(CJ) Division point of contact: National Security La1;v Policy and Legislative Review Unit 

(U_) Supersession Information 

(U) See S{~ctinn 2 of this policy guide for a full listing of all supersessions. 

(U) Privileged Information 

(U) Any use of this document, including direct quotes or identifiable paraphrasing, will be 
marked with the fbllowing statement: 

(U) This is a privileged document that cannot be released in \vhole or in part to persons or 
agencies outside the Federal Bureau of Investigation, Department of Justice National 

Security Division, or the Foreign Intelligence Surveillance Comt, nor can it be 
republished in whole or in part in any ,-vritten fonn not containing this statement, 

including general use pamphlets, 'vvithout the approval of the 
Director of the Federal Bureau of Investigation. 

(U) This docurnent and its contents a.re the property of the FBl. If the document or its contents 
are provided to an outside agency, it and its contents arc not to be distributed outside of that 
agency \vi th out the \vritten permission of the unit listed in the contact section of this policy 

guide. 

(U) DIOG Prnvision 

(U) No policy may contradict, alter, or otherv.ise modify the standards of the DIOG. Requests for 
DIOG modifications can be made to the Internal Policy Office, pmsuant to DIOG subsection 3.22 

paragraphs (A), (B), (C), and (D). 
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Standard Minimization Procedures Policy Guide 

1. (lJ) Introduction 
1.l. (U) Scope and Purpose 

(U//~This policy guide (PG) applies to art information, comrnunications, material, or property 
that the Federal Bureau of Investigation (FBI) acquires pursuant to the Foreign Intelligence 
Surveillance A.ct (FISA) (hereafter collectively referred to as ''FJSA-acquired information"). As used 
in this PG, the tenn "FISA~acquired infonnation" includes all information obtained pursuant to Titles bl 

I, III, V, a~d VII ofFISAJ I ~~E 
I I 

(~/l'NF1 j _ ................ __________________________________________ _ 

" 
\ 

1 (U) Section 702 certifications, including the applic:abk rninimization prot.-1xtures, are renewed on an annual basis. The 
term "Sl\-1.P.;702," tht~refore, refers to the most cum:nt st~t of procedures. \\.'hen appropriate, this PG will be updated to 
t~nsure consistency with tht~ rnost wrrent set ofprocedures. 

] 
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2. (lJ) Superseded Policies 
(U/1~ The fol!mving polices have been superseded by the Foreign Jiaelligence 
Surveillance Act and Standard ;:\,finimization Procedures PolicJ' Guide: 

• (U) Policy Directive (PD) 0l37D, StandardA1inimization Procedures Implementation 
Poli(J' 

• (ll/,~D 0370D, Handling and Destruction q/ llnintenfional(v AcquiredFL5A 
li!fbrmation 

• (U) PD 0394D, Foreign Intelligence S'urveillance Acl (F'JS4.) AccuralJ' 

• (U~ PD 04420, Proceduresfc.w Coordinating Implementation qf Suneillance of 
lIS: Persons Overseas with the National Securi(v Agency (,.vhich superseded Policy 
Notice [PNJ 0121N, Interim Policy Providing Proceduresjhr Coordinating 
Implementation qf Surveillance c.?f U,S. Persons Overseas 1vith the l\/ationa!SecurilJ' 
Agency fNS4j) 

• (U/tFOU8-'} PD 0709D, Retention c.?f'Fr)1vign Intelligence Sur,•eillance Act (FJSA) 
A4aterialY fo!low· ing Pltvsica! Search 

• (U.HfOlJ~ PD 0722D, Legal Requirements for Raw !,~formation Acquired Pursuant to 
Title I or Ill f4' the Foreign Intelligence Surveillance Act (FISA)I I 

• (U/ffOUO)..PN 0674N, Interim Proceduresfbr the Handling t?f Unminimized P1S:4 
Section 702 /Jtfbrmation Outside qf ldent(fiedE1ectronic Data and Storage S_l'Stems Ad 
Hoc Database Export 

• rs1esd 
I 

• (U) Business Record Standard Afinimization Procedures PolicJ' Notice and Poli(J' 
Guide, 0642PG 

• (U) Forei,{:,"'11 Intelligence Surveillance Act (FJS:4) Accurm.::v, 0394PG 

• (0) Foreign intelligence Surveillance Act ,4ccuracy Polic:.v Cruide, 0394PG (,.vhich 
superseded Electronic Communication f.ECJ 66F--HQ--A 124 7863 serial 30, "Foreign 
Intelligence Surveillance Act, Procedures to Ensure Accuracy" (April \ 2001 ); EC 66F-­
HQ--C1384970 serial 3228, "Accuracy in FISA Packages --- Data and Electronic 
Communications Review by Investigative Technology Division" (September 8, 2003); 
and EC 66F--HQ--C1J84970 serial 11796, "Accuracy in FISA Packages---· Electronic and 
Data Communications Review" (July 15, 2004) 

• (U) F'oreignlntelligence Surveillance Act Overcollecticm Policy Guide, 0370PG (which 
superseded subsection 4. 7.2. of the Guidance on Intelligence Oversight Board (!OB) 
A.falters Policy Guide, 0188PG) 

• (U) StandardA4inimization Procedures Policy Guide, 0137PG 

. .., 

.) 

"sF.~cu,~ l1YN(_l:l?t_JR&: 
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Roles and Res onsibilities 

Authorized Users 

• (l)/lFOl)()~R.eceive the legal training required in Section 4 of this PG and keep 
documentation of their completion of required courses. 

• (lJJ7-Pl:,8,0.:,tromply 1;.vith the SMPs ,.vith respect to FISA-acquired infonnation . 

• (U/~OUO+Comply ,.vith al! policies and procedures ,vithin this PG. 

runary 

e ega trammg reqrnre m ;:,cctH>n ", o 

• (tJ77f1:~YOtComply with the SMPs ,.vith respect to FISA-acquired infonnation . 

• {Sl/Nrui 

4 
&rC'R•· l' 111':C)rQFN 
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• (0//f~ Destroy, with proper auth~documentation, any FlSA overcollection 

bl 
b3 
b7E 

existing at the field office (FO) withinL_____J.d: discovery and coordinate ,vith FBI bl 

Headquarters (FBIHQ) component and/or NSD OI to destroy any material in FBIHQ b3 

and/or NSD 01 custody. b7E 

~ 

-
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1t10n to t e a ove respons1 1 Itles, a pnmary case agen pnmary case 
coordinator/case manager rnust comply with a.II other applicable responsibilities and procedures 
articulated in this PG For more infonnation and a detailed description of the roles and 
responsibilities of primary case agents/primary case coordinators/case managers, see subsc.:.tion 
5. t and subsection 71.1. of this PG 

3.3. (l.J/7FuUOt-,,'\.dditiona1 Case Coo1·di11ators, Linguist Case Coordinato1·s, :Oesignees, 
and Responsible Parties 

--
6 

s.&7:Q E J'NN (fnmN 
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• .omp ywg \VIL a ot1er app ica e respons1 11tws anc procec ures 
articulated in this PG. 

(U/~For additional information, see 1!,J!,\%':\";Ji,Prt5,.L2. 

(Si!N,:PI 

-

--
"-

(U/lfOUQ-) For additional information, see §!,J!,\~~t>:\";Jh~~,!.5J.3. 

3.4. (U//1\"0UO}-:Field Office Supervisory Special Agents 

(U/7F'OU~FO SSAs must oversee FO squads t11at have responsibility for FISAs, and must 

1. (l..l//Ftn_.:(11-0btain legal training, as required in Section 4 of this PG. 

2. (U/fFOlJO).Ensure that al! personnel under their supervision who \vork on national 
security matters, assist 1;-vith the preparation of FISA applications, or handle FISA­
acquired information also receive training, in accordance "vith Section 4. 

3. (l.l77H)t;O)ilead and become familiar \\:'ith Sl\-IPs and FlSA accuracy procedures and 
promote compliance on their squads. 

4 (lJTTOlJ(l-1--Read and become familiar \.vith this PG· and prornote cmnpliance on their 
squads. Of particular importance, FO SSAs are reminded to: 

7 
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3.5. (U/,tFOhO)'"Cbief Division Counsel 

(UhfOC~ CDCs are legal counsel for FOs. Use of this tenn throughout this PG includes 
associate division counsel (ADC) as 1;-veH. A CDC is responsible for ensudng farniliarity and 
compliance "vith this PG and must: 

• (l)//fOt:o) Obtain legal training, as required in Section 4 of this PG. 

• (UilFOUO)-Provide legal training on the SlvlP and accuracy procedures using the most 
recent FJSA training materials. 

• (S/l~@ 

• 
• 
• (U/,~ ._, .... ;v, Consult with NSCLH and DOJ, as appropriate, rn the event ot a suspected 

overcollection and provide guidance, as necessary, to resolve the issue. 

• (ll//t''OCfJ+Conduct accuracy revie,vs on an annual basis in accordance \.Vith GC 
procedures and report all potentially material misstatements or omissions as specified in 
this PG. 

• (lJ/~Participate with NSCLB and NSD 01 attorneys in accuracy reviews during 
scheduled FlSA. minimization review-s of FOs. 

• (U//~Comp1y with any other responsibilities fcir CDCs included in this PG 

3.6. (U//~ection Chief 

(U//~Cs are responsible for ensuring familiarity and compliance with tll.is PG. In 
addition, operational SCs are responsible for being familiar \\:'ith all applicable responsibilities 
listed in this PG. 

3.7. (U!!mYQ} Assistant Special Agent in Charge (ASAC) 

(U/7FOUO,-ASACs are responsible for ensuring familiarity and compliance \Vith tll.is PG. 

3.8. (U//~ FBI Headquarters (FBlHQ) Operational Units 

(U/tr'OUS:, SSAs. special agents (SA), intelligence analysts (IA). detailees. and task force 
members who are assi5YT1ed to FBIHQ units handling FISA material must 
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• (Ul1F(')t;o-,-0btain legal training, as required in Section 4 of tl1is PG, 

• (0/?H)t:(~Ensure that all personnel under their supervision 1;.vho work on national 
security matters and assist ,vith the preparation of PISA applications or 'vvho handle 
FI SA-acquired information also obtain trainin~ in accordance with Section 4 of this PG. 

• (U//ffiU(~Read and become familiar with S!VlPs and promote compliance in their units. 

• (UHf'0Ct)+.:Read and become familiar \vith this PG and promote compliance in their 
units. 

• (U71F0U<.}}-Resolve disputes over markings or disseminations of PISA-acquired 
infonnation expeditiously, consistent with program managernent responsibilities 

• (S//Nsl 

3.9. (U/fl?OUO➔ lfBIHQ Unit Chiefs 

(U) FBIHQ UCs must: 

• (U/lFOUO,K)btain legal training, as required in Section 4 of this PG. 

• (ll/7t"0UO) Ensure that all personnel under their supervision who work on national 
security matters and assist \Vith the preparation of FISA applications or \vho handle 
FISA-acquired information also obtain trainin& in accordance with Section 4 of this PG. 

• (U/ll'"OUO)..Read and become familiar with the SlvfPs and FISA accuracy procedures and 
promote compliance in their units. 

• (U/fFOUO) R:ead and become familiar with this PG and promote compliance in their 
units. 

bl 
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• (S/00:1 I bl .... I ---~------------------------1 ~~E 
3.10. (U,'/¥0UO) National Security and Cyber Law Branch (NSCLB) 

(U) NSCLB must: 

• (U//FOUO) Obtain legal training on the SivfPs and this PG. 

• (lJ//rOUO) Provide legal training on the S~tPs and accuracy procedures, upon request or 
during scheduled FO visits, and update such training, as necessary. 

• 
• ( 1, · oorc mate w1t 1 • UlJJQEftL,:s?\'JUJJY.,., .. nm.QI C ... ~L,, .,,r!.mW.>cL, ..... ,Y)\1L. 

R.1..~spons1..~, and Services Branch (CCRSB), and NSD 01 to develop and maintain a 
process to monitor compliance with the Sl\.1Ps and periodically audit activities and 
procedures required by this PG. 

9 
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• (U/~ Identify and analyze potential risks of SivfP-related noncompliance, in 
coordination w'ith NSB, and determine whether changes or updates are needed to this PG 
or to systerns that contain FlSA-acquired information in order to rninimize the potential 
risk of SMP-related noncompliance, after considering the impact these changes \vou1d 
have on FBI operations. 

• (U/~.faintain this PG, in consultation \\-'it11 NSB and CCRSB, to ensure that it is 
consistent with the SMPs and with the FBI' s operational needs. Jncorporate any changes 
required to reflect new direction frorn the FlSC or other legal authorities irnrnediately. 
For all other changes, consider and, "vhen appropriate, incorporate the suggested changes 
to this PG twice yearly. 

• 1 ISt!Nll I 
• (ll/ffOCO}-Submit, on a quarterly basis, the NSB report of the accounting of the number 

of foreign disseminations ofFISA-acquired information concerning United States bl 

persons (lJSPERs) to the AG through the NSD OL b 3 
b7E 

• (U/~Review FISA accuracy fonns for completeness, concurrently with the legal 
reviev•<' of Fl SA applications. 

• (U~articipate \Vith NSD 01 attorneys in accuracy reviews during scheduled 
FISA minimization reviev,..,s of FOs. 

• l~ff.NI;'I 

• ' 
• ' 

• ............ 

3.11. (S//~ -

" 10 
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bl 
b3 
b7E 

EX.3-37

Case 1:23-cv-00861-RC   Document 1-3   Filed 03/29/23   Page 38 of 97



"-..... 

--

--

SE.CRL 1,1,•HSFBR:C 
(Ui7F08Q~_F oreign Intelligence Surveillance Act and 

Standard :~•Hnimization Procedures Policy Guide 

bl 
b3 
b7E 

I 

bl 
b3 

3r.1r:2,.7(7(U:r,,:zi.:!l.....,=ii~H~:a;:~~:;:y;;st;;e;;;n;;;1s;-,~:r.d'd;;n1;rin;;.ir;s;;tr:;;a;;;to;:;;1;:;;·s _________________ ____.b7E 

{~/!~ 

11 

EX.3-38

Case 1:23-cv-00861-RC   Document 1-3   Filed 03/29/23   Page 39 of 97



4 

5 --
6 -
7 -

..S:_&;L;Jl_e-Sf ,'/Pf@l<I) k £5 
(Ul7F'600) Foreign Intelligence Surveillance Act and 

Standard :~•Hnimization Procedures Policy Guide 

bl 
b3 
b7E 

8. (ll// · -•nsure tha _.--_rns access to all FISA 702-acquired information it.__ __ _. 
(except for specific case c ass1 1cations aut11orized for prohibited access)_ 

si:CRE't'n iWJ.il Okn 
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4. (lJ) Training 

(U//FOtf9+AII FBI personnel, including contractors, task force officers (TFOs), and others 
operating under FBI supervision and control, must complete training as fo!!ow-s: 

• (U/;~FISA Applications: FO and/or FBIHQ personnel \Vhose \'Vork involves 
national security matters must complete FISA accuracy training prior to drafting or 
assisting \-vith the preparation of FISA applications. Training may be provided by CDCs 
or NSCLB, or through Virtual Academy (VA). 

• (U/tf-:'OlJ()t Raw FISA Data: All personnel must he trained on the FlSA S~tP .... ---..... 
ELSUR/PHYS, including the 2016 update to the SMP ELSUR/PHYS, and take the .... l __ ____, 
Section 702 Retention 201 l course in VA, prior to being given access to, handling, or 
using ra,.v, unminirnized. FISA-acquired information in any way 

I 

(U/J'FOUO) -~e most current FISA training materials are available on the NSCLB Intranet site 
and must be used by CDCs and NSCLB for live training. An FO is exempt from live training by 
the CDC if training \Vas conducted by NSCLB or the NSD OI during an FO reviev..- \Vithin the 
last two years, 

13 
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5.1. (U//F6l.1Q.µ:'ase Manager Roles: Case Coo1·di11ators, Case :Managers, and 
Uesignees 

(U/~At the renewal and dosing of a FISA order (including the decision not to renew), 
primar ' case coordinators must complete any required documentation ,vith respect to the use of 

bl 
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certah ..._ ___ ___, see the :NSCLB Intranet site for guidance). b7E 

5.1.l. (U/~rimary Case Coordinator/Case Manager 

(S/?NH-

14 
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5.l.l.1. (S!/N:lU I 
I I 

(S:f/NJT .......-1"'~~,-------------------------J 
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,....s ..... 1 ...... 1 ..... 2.......__,s_·w ..... 1~ .... -"----------------------...... J 

\ 
\ 

(L~OUQ+ The primary case coordinator is also responsible for fhlfilling all additional case 
coordinator roles set forth in subsection 5.12. 

16 
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(U77T6UO) Definition of Raw FlSA-Acquired Information 

" " " --
" 

·1 (U) The FISA statute, 50 U.S.C. § l80l(e), defines FU as: 
"( I) information that relates to. and if concerning a United States person is necessa:ry to, the ability of the United 
States tn protect against~ 

(A) actual or potential attack or other grnve hostile acts of a foreign power or an agent of a foreign 1)11\ver: 
(B) sabotage, intematiorllil terrorism, or the international prol.iforntion of ·weapons of mass desimciim1 by a 
foreign pnwer or an agent of a foreign pmver; or 
(C) clandestine intelligeucc activities by an intelligence service or 11ctwork ofa foreign power or by an agent 
nfa foreign power: or 

(2) infommtion with respect to a foreign power or foreign tcmitory that relates to, mid if concerning a United 
States person is necessary to--

(A) the national defense or the security of the United States; or 
(B) il1e couduct ofil1e foreign affairs nfthe United States." 

18 
S RC!-:JS:t;;:it+,i:~U!Jli.t 

bl 
b3 
b7E 

bl 
b3 
b7E 

bl 
b3 
b7E 

EX.3-43

Case 1:23-cv-00861-RC   Document 1-3   Filed 03/29/23   Page 44 of 97



SECftl lm~GlUllN-
(Uffl'OUO+-f oreign Intelligence Surveillance Act and 

Standard :~•Hnimization Procedures Policy Guide 

5.4. (U~ Systems and Storage Areas 
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(~!~~ J ,.............._" _________ ___ 

-
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(S//1 ' bl ---------------------------------------5.4.l.6. 

5.4.2. (U//FOUO) Other "Approyed~' FBl Systems! I 
I I ----------

(S//N:F~ 
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5.7. (U/tFOUOr)tarking Policy 

5.7,l. tlT''!"~: •~~ ~ase Coordinators and the A.onlication of Minimization Markint!s 
(s:.,,)N-d 
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5.8. (U/~vstems and Stom2e Areas to \\lhich Markine Policy is Aoolicable 

(Sh~. 
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(Sh~ bl .-...._ _ ____._ ________________________________ ~b3 

--
5.9.2. 

............... 

--

..........._ 

(U//f<'OUO) Definit:ion of Dissemination for the Purposc~s of the Standard 
Minimization Procedures 

--..........._ 

31 
SEcBf I dNfH'OHN 

b7E 

bl 
b3 
b7E 

EX.3-50

Case 1:23-cv-00861-RC   Document 1-3   Filed 03/29/23   Page 51 of 97



--

5.9,3.6. 

iicGElkU8FORN _ 
(U//fOUO) Foreign Intelligence Surveillance Act and 

Standard :~•Hnimization Procedures Policy Guide 

(U/WOUO)""FlSA Caveat 

12 As a r1:~minder. a dissemination includes serializing/uploading infonnation into another FBI system to ·which there 
is broad ac:c1:~ss (e.g., Sentinel). 
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(li/7FOOQiAccording to tll.e FISA, "No infomrntion acquired pursuant to [FISA) shall be 
disclosed for !avv enforcement purposes unless such disclosure is accompanied by a statement 
that such infonnation, or any infonnation derived there from, may only be used in a criminal 
proceeding "vith the advance authorization of the Attorney General" (50 U.S.C. §§ 1806 (b), 
1825(c), 1845(b)). The caveat requirernent applies to both USPER and non-USPER infonnation . 

(li/7Ft,~_Accordingly, any dissemination that contains FISA-acquired or PISA-derived 
information rnust include a prominently placed statement that, at a minirnurn, provides that the 
information may not be used in a criminal proceeding without the advance authorization of the 
AG. For approved caveats, ,!ease see the :NSCLB Intranet site. 

5.9,3.7. 

(U/~For po 1cies am procec urns goverrung · .e c 1ssemma rnn o m onna 1.on 
to foreign governments, consult the Foreign Dlssetnlnotfrm of Class~fled lnfbrmatlon Po1fr~'it 
Guide, 07G3PG. 

--
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(U/7F6YO.) lf a disk of raw PISA-acquired information is provided to a prosecutor, the disk must 
be marked clearly with a FISA caveat. 

I 

1.------____,;;-----------------------------.1( 

\ 
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5.1 l. (U/ffOUO) 'Ret.ention Policy 

5.ll.L . J 

-
--

--
--
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bl 
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'-..__ bl 

--

5.11.1.7. (lJ) Information Retained in Connection \:Vith Litigation Matters 

b3 
b7E 

_,4~cs_1_i;~,i~' ______________________________ __,,l~~ 
.._ __________________________________ __.lb7E 
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(U) \Vhen ELSURlPHYS or FISA 702-acquired infommtion is reasonably believed to be 
necessary for or potentially discoverable in litigation matters, the FBI may temporarily retain the 
information that vvould othervvise have to be destroyed under the SMP retention requirements. 

.__ ___________________ ____, iVhen a decision is rnade to retain 
products for litigation purposes, the systems must identify the specific information to be retained 
and must ensure that the infom1ation is only made accessible to personnel connected to the 
particular litigation matter. NSCLB and the Litfaation Branch will document the lithtation for 
,Mhi rh thP i nforrn $lt1 cm i <1 FPt~i n PN I 

L--------......---------------------------------1-
5. l l. L 8. (S/!NJd 

............... 

--
............... 
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5.12. (U7'ffi'01}O) Logs and Indices Eliminated 

(s.,,,~-
·/
J;i. ,f 

',..,t_l • 

(U) Per the SMPs, the FBl may disclose FISA-acquired inforn1ation, rncluding raw· FISA­
acquired. information, and information derived therefrom to federal prosecutors and others 
\Vorking at their direction for all !a•-.1vfoI fcireign intelligence and Imv enforcement purposes. Any 
disclosure ofFISA-acquired digital evidence must comply vvhh the Digital !Tvi&mce Policv 
Guia\? . __ 083GPG. 
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5.13.2. ([J/'~1
~~-~-- ~;, :.,,u1er2:encv Access for Federal Prosecutors 

(S~I 

5.13.3. (UttF0UO) Access for National Securitv Division Personnel 

r~!lN.F~ 
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~~ ~ . 

. , or agen -s or ana ys s, con :ac. 

• (U//FOFO) For linguists, contact the assistant SC, La11m .. m£e Ser-Ao:.~s Section (LSS), I bl .._ ____ __,_ b3 

• (U/"FOUO) ft11 attorneys, contact the UC forl INSCLB,I I b7E 

('C' '":--•·" 
-.."'//~ 

5.14.3. (U//¥0UO) Step Two: Database Access 

(S!i'N.FI 

18 (U,4FOUOJ4Jie retiuired trainina is addr1:~s.s.ed in thd 
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5.15. (U/~ Downloading, Handling, and Storing FISA Intercept l\'ledia for Use as 
Original Evidence 

(U/~LSUR conducted pursuant to PISA may be used in judicial or administrative 
proceedings in certain circumstances. This includes FISA-acquired infcinnation obtained in 
counterterrodsm investigations. The below procedures ensure that FISA-acquired infonnation 
that has been do,v11loaded from an FBI collection system to archival removable (portable) media 
for the purpose of a judicial or administrative proceeding meets the standards for admissibility in 
such a judicial or administrative proceeding 

(Ur7:F0YQ)...FlSA-acquired intercepts that are downloaded from an FBI collection system to such 
rnedia must be treated as original evidence and must be submitted to, and maintained in, the 
ELSlJR evidence control room (EECR) to ensure integrity and authenticity. PISA-acquired 
intercepts that remain on an FBI collection system or an online storage system continue to he 
subject to controlled access and will be maintained in a manner that ensures integrity and 
authenticity. 

(U/~ AH FBI personnel (including task force personnel) v.-'!10 handle, access, and/or 
process PISA-acquired intercepts that have been dmvnloaded from FBI collection systems to 
archival-removable media must ensure that these dov,mloaded intercepts are processed, 
maintained, and stored in a manner that protects the integrity, authenticity, and appropriate 
classification of the original intercepts. This entails properly labeling and marking the 
classification of the media, which includes a FISA caveat or banner; establishing a chain of 
custody by using the FD-504 "Chain of Custody~ ELSUR Evidence rvledium Storage 
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Envelope"; creating an FD-1087 "Evidence Log" in Sentinel; and entering the media into 
ELSUR storage by placing the media in the EECR and marking it as "FJSA." 

(U) If an EOT receives a FISA-acquired intercept download request, the EOT must download the 
requested recording from the FBI collection system maintained in the FO to archival removable 
media, unless the ASAC designates another individual from the FO to assume this responsibility. 
The EOT or A.SAC designee must 

• (U) Mark/label archival removable media and include the proper classification and a 
FISA marking. 

• (U) Establish an FD-504 "Chain of Custody ------ ELS UR Evidence Mediurn Storage 
Envelope" by filling out the "Accepted Custody" section (enter ''Data Do,vnload") and 
fill out the ''Released Custody" section of the form and include the proper classification 
and a FlSA marking. 

• (U) Create the FD-1087 "Evidence Log" in Sentinel. 

• (U) Place the media in the FD-504 "Chain of Custody~ ELSUR Evidence MCdium 
Storage Envelope," and submit it to the EECR. 

• (U) Notify, if necessary, the case agent and Central l\rfonitoring Plant (CMP) manager 
that there is an interception, collection, recording, or do"vn!oad-related issue or concern. 

• (U) Send the media to the office of origin (00) by an approved courier ,.vhen the 
requesting agent is located in an FO that is not the 00. 

• (U) Coordinate ,,.,,..ith case agents and dispose of dm.vnloaded FISA media when the FISA 
media meets the disposition requirements set forth in the destruction fotm, FD-98], 
"Fcdcrn1 Burca.u of Investhmtiorr Disposition ofForchm Imdligencc /\CT (PISA.) 
ELS.UR \.1edia" 

(U/TFOl.:07 'Hie case agent must: 

• (ll/7FOU0)4;)ocument, in an uploaded/serialized record in the case file, any known 
technical, recordation, download, duplication, and/or revie\v-related issue or concern and 
noti(y the Cl\.1P manager by e-mail if there is a concern about lost collection. 

• (UMfOU~ Ensure that al! PISA-acquired intercept collections downloaded to archival 
removable media are processed and treated as original ELSUR evidence, 

• (ll/7t"6{J.Ql Ensure that for each court order where such PISA-acquired intercept 
evidence is do\'vnloaded, the media is properly classified, has a FISA marking, and has 
been submitted to the EOT for storage in the EECR. 

• (U/,,~Document~ in the case file, the reason for the do\'vnloaded PISA-acquired 
intercept recordings and duplicates, their dissemination, and their disposition. 

5.16. (S/~ 
5.16.1. (U) k~c_o_p_e ________________________ _ 

(U) This policy applies to service of all types of FlSA orders (i.e., emergency, physical search, 
ELSUR, PR/TT, or business records orders). 
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L-------r-----------------------------------,.lbl 
(Slh · b3 .,...... _ ___........_ ________________________________ __,,b7E 

5.16.2.7. (lJ77t1$,.:Destruction of FISA Orders and Other Related Materials 

(S;mfl 

5.16.3. (U) Specific Procedures for Sening FISA Orders 

(Uttf'OF~Service of FIS A orders can generally he broken down into two categories: (1) 
service on an ECSP (i.e., telephone companies or ISPs) \\-'itll whom the FBI has an established 
relationship and (2) service on all other parties, including landlords, hotels, businesses, and 
smaller communications companies that do not regularly receive service of PISA orders. 
Different procedures apply, depending on the type of recipient. 

5.16.3.1. (U/~ervice on Electronic Communications Service Providers \Vith \Vhom 
the FBI Has an Established Relatfonship 

58 
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(U//rOUO) The NSCLB Intranet site contains a standard letter that may be provided to the 

6'' 
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6. cs17Nll I bl ~I ---------------------------------------.1 ~~E 
6.1. (l.J/if . Ad Hoc (Temilorary) Systems 

6.1.l. (U/~Overview 
{S!'tNJ 

6.1.l.1. (U) Definition .-----------------------------------------, 
t,;,: 1,~,rd 

--
6.1.1.2. (U) Requin•mt.mts for and Limitations on Use 

--

Js (U) See subsections 2,2 .. LHL and ;LL for an introduction to this conct~pt 
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(_U/~-~t'.01J.'fote thj the 1:~1~~-s,1:e,~~d~in~ ~ccess by prosecutors to ad hoc systems are the same as 
for access t See o•Jv;;·u::t,J,, 5. b.,. 

6.1.1.3. (U) .Additional Requirements 

(U//r"6~,i.O,LA nonexhaustive list of FBI systems, including ad hoc systems, can be found on the 
NSCLB_lntnmei._site. 

. 1ona guH ance on reqmremen s am es pmc tees, re er o -11trane · st e. 

6.1.2. (U) Analysis and Queries of Ra,\'· FISA.-Acquired Information bl 
b3 

bl 
b3 
b7E 

(U) Users \Vho are authorized to have access to rav..- FISA-acquired information in an ad hoc b7E 

system rnay analyze the data to find, extract, review, translate, and assess ,.vhether the 
information reasonably appears to meet the minimization standard. i-\.ny queries of datasets that 
contain raw· FISA-acquired information in an ad hoc system must be designed to find and extract 
FU or evidence of a crirne. 
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r-::.!t~f .....-J~...:..ll.ci.a...----------------------------------'i bl 

6.1.3. (U) :Dissemination, :Disclosure, and Compliance 

(.·u) Ad ht: wsterrr are subject to the dissemi.nation, disclosure, and compliance provisions 
governin such as those contained in subsection 5.8. and subsection .5.1 G. (See also 
Sections IV and V of the SMP-ELSlJR/PHYS.) b7E 

6.1.4. (U) Retention of FISA-Acquired Information 

(U) The FBI may retain f'ff\V FlSi\-acquired information concerning unconsenting USPERs in an 
ad hoc system in order to detern1ine \vhether the inforniation reasonably appears to meet the 
minirnization standard, as follows: 

• l~imd 

~ 

" 
............... 
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(U) FBI personnel rnust consult as appropriate with CDCs, OGC, or NSD to determine 1;.vhether a 
communication is privileged . .---------------------------------, 
6.2. lSll~j I 1 

"-. bl 
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7. (U/~ISA 702: Special Considerations 
7.l. (U) Introductfon 

(U) The PISA Amendments Act of 2008 created a new legal framework for the acquisition of 
foreign intelligence by targeting non-USPERs located outside the United States without an 
individualized court order. These procedures are detailed. in 50 lJ.S.C. § 1881a and are bl 

commonly referred to as "Section 702:' As is the case with ot11er provisions of FISA, a b3 

significant purpose of the Section 702 targeting must be to obtain FU. b7E 

r.::.,.,~I 
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"' --
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7.2. (U) Presidential Policy Directive 28 

~Fl 

7.3. (U) Legal Standard to Request. FlSA 702 Coverage 

r~ 

bl 
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b7E 

b7E 

7.3.l. (U//P6Y(l)_:Foreignness Determination 

HJ1.__I ..,,.,...~-,N-rd _________________ ____,/ ~t 
29 (U) The FISA statute, 50 U.S.C. § 180 l(i), defines the term "U.S person" .as: 

• (U) A lJ .S. citizcm. 
• (U) An alien l.mvfully admitted for permanent residence ("permanent resident" or ''green card hokier"). 
• (U) An unincorporated association .a substantial number of members of which .are l}. S. citizens or 

pern:mnent residents. 
• (U) A lJ .S. corporation. 

(U) The tenn ''U.S. Person" docs not iliclude U.S. corporations or associations that are "foreign powers,'' as defined 
in 50 U.S.C § 18.0l(a)(lH3) (Le., t11osc that are foreig11 governments orcompmients, factiom ofa foreig1111ation 
that are not substantially composed uf lJ. S. persons, or entities that are openly acknowledged by a foreig11 
government to be directed and cmitrolkd by such foreign govemmeuts). 
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(U//FOUO,-Certifkations 

" ............... 

---
7.3.3. (U/lFOUO) .Prohibitious 

7.3.3.l. (U/tf()U(~Reverse Targeting 

(U/l1•0UO,-:;Reverse targeting" is defined as targeting a non-USPER v.-'!10 is reasonably believed 
to be located outside of the United States ·with the tme purpose of acquiring communications of 
either (l) an USPER or (2) any individual reasonably believed to be located inside of the United 
States \Vith whom the non-USPER is in contact The FISA statute, 50 U.S.C, § l88l(a)(b)(2), 
and The Auormy General's Guidelines for the Acquisition qf F'oreign Intelligence Surveillance 

74 
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btfi.mnation Pursuant to the Foreign Intelligence Surveillance Act q.f 1978 (as amended) 
expressly prohibit reverse targeting. 

(SI/~ 

-

--
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• (SIN.Fl 

~ 

............... 

" .............. 

~ 

----------
7.4.1. (U/fFOUO) Required Database A,ccess 

(S/,~H 

--

--
(lT ·trr,., ,,,.. rBf ·· J k' I J,, • ...✓ ,., •••✓ ~ nersonne see mg access to 

I I In addition, these personnel must 
complete the OGC-provided training on the changes made to th ____ .... in May 2016. 

(Ultr'OUO~-.i\l 1sers, including supervisors and legal revie\vers, also must 
successfully complete the..._ _____________ ....., prior to ganung access to 
I !Additionally, these users must complete refresher training every t,vo years. 

(U/if!'OUO)-:After completing the required course(s), a user must submit a System Access 

~:~;::~\~SAR) vi~.\~~~1;~~~~~~c:;:t~~;cess_ .~utoma~~~~~ln~t~~; }r:-~~~:: EPAS will route the 
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7.ll.3. (U) ••Roamer'' Provision Exception 

(U) Not\vithstanding the other provisions of this section, pursuant to the U.S.A. Freedom Act (50 
U.S.C. § l 805(f)), the director or head of another IC element may approve the continued 
targeting of a non-USPER previously believed to be located outside the United States for up to 
72 hours from the time that the non-USPER is reasonably believed to be located inside the 
United States, provided that the director or head: 

• (U) Reasonably detennines that a lapse in the targeting of the non-USPER poses a threat 
of death or serious bodily harm to any person. 

• (U) Notifies the AG of the intent to continue targeting. 

• (U) Requests, as soon as practicable, the employment of emergency ELS UR or physical 
search as described in 50 TJ.S.C. § 1805(f). 

(U) Any information obtained pursuant to this authority rnust comply with the minimization 
requiremen•J.s contained in 50 TJ.S.C. § 1805(f). Any case manager, respon~ble pa1y, or designee 
seeking to continue collection under this provision must immediately notif_ and consult 
with NSCLB. 
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7.13.4. (U~SA Caveat and S1,ecfal :Markings for FlSA 702 :Material 

(U/~Any document or other media containing PISA 702-acquired infonnation must 
include the standard FISA caveat, as set fcni11 in subsection 7. ! 3 ,8. 
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(U /7FflHQ+f or policies and procedures governing the dissemination of FISA information 
to foreign governments, consult the Fore[qn,Dissernination o[Clas~ified)nfbrmation.Polily 
Guide, 07B3PG. .------------------------------------, 
7.13.9. (S//NJ<1 I 
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8. (lJ) Electronic Surveillance: S ecial Considerations 
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9. (lJ~ "Business Records: Special Considerations 
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9.3. (U/~eview for Overproduction 
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9.4. (U//F6U07 ~forking and Storage of FlSA Business Records Returns 

bl 
b3 
b7E 

I 

(~/,,~~ .-..u..i:.u...::wi.1--------------------------------------1bl 
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"For example, a bank state1mmt wvering time periods outside the dates provid1:xt by the BR would not be an 
ovetproduc:tion because it is a preexisting docLm11:~ni:. and that is hcrw tht~ bank ket~ps its records. 
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(U/1-roUO:Hn addition, digital evidence must be handled according to the Digital I:;\,idav.x 
F'o!icv Guide. 0830PG. 
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10. (lJ~PhysicaJ Searches: Special Considerations 
10.1. (U/~Handling of Information/Items Obtained Pursuant to PISA Physical 

Search 
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(U//FOCO) In addition, digital evidence \\-'ill be handled according to the Dig.ital E\'idence 
Polfer Directive and Policv (:ui&i (0639DPGl 
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12. (SltN){ 
12.1. (U) General Princi1,les 
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13. ~ ()vercoUection of F]SA l\laterial 
(U/tFOUQ,}. A FISA overco!lection occurs \vhen infomrntion is acquired outside tll.e scope of a 
FJSA order, FISA \vaxrant, or other FISA authority (i.e., Section 702 or 705(b) of the FISA 
Amendments Act). In the business record context, an overcollection also may be called an 
"overproduction." 

(U//Ft)tfBj. This policy only applies to information acquired pursuant to FISA authority 35 It 
does not apply to overcollections resulting from NSLs or criminal process such as grand jury or 
trial s1 ~---- ---,,, ·· 
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13. l. (U) Pnweuting FISA. Overcollections 
{<:/~rl 

b7E 

({ r '"""-""' T 11')\I I 
• ·)l!l x-1-... .. ......... 7-.-----------------------------------. 
.~~ I 
I I 

• (U/~ 
I 

bl 
b3 
b7E 

,s csi'Zlw( J bl 

.._ ___________________________________ ___.r ~~E 
122 

s.iil Rli.T,'rPUJ1<0.1lN 

EX.3-86

Case 1:23-cv-00861-RC   Document 1-3   Filed 03/29/23   Page 87 of 97



• (l~ 

I 

si;e:RE'F,'/e'OFQ:!t.N 
(Ui7Fttt::lQ-) Foreign Intelligence Surveillance Act and 

Standard :~•Hnimization Procedures Policy Guide 

13.2. (U) Identifying FlSA Overcollections 

<lJl~ 

I b7E 

I 
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(Uh'f'OUOJ 

13.3. (U) Notifications 

(UM6UO~._ __________________________ __, 

13.3.L (U) Initial Notificatfon 
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13.3.2. (U) N otJfication of Destruction of OvercoHection 
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!i/.t'Vlicnl' 

13.4. (U) Reporting Potential JOB Matters 
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13.5. (U) Handling of Overcollecte.d l\.:fate.rial 
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l..), I, 1 u, uesirucuon 
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13.7.L (U) Authorizatfon for Destruction b3 

/(;.'{/~ I b7E .,.....J..:../.1.i.li,a.il;l;;Z. _________________________________ __,,, 

13. 7 .2. (U) Method of Destruction 

13.7.3. (U) :Destruction of Classified Materials 

(UftfOU()+The destruction of FISA overcollections rnust confonn with current FBl policies, as 
articulated in the PD 0506D, Destruct.ion o{('hlssi/ledand Sensiilve Aiaterial, for the des.tmction 
of classified materiaL Any questions with regard to the proper destruction of classified material 
should be directed to the local FO secwity ofiicer. 

(U77FClUE½ FO SSAs are responsible for ensuring that subordinates follmv the policies for 
purging overcollected PISA-acquired infonnation and keeping written records of approvals in 
the appropriate electronic and paper case files. 

13.7.3.1. (U) Destruction of Material in Field Offices 
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13.7.3.2. (U) Destruction of l\laterials at FBIHQ 

(·lr 1~F· .· .,r .,.//.rlJl~ 

13.7.3.3, (U} Destruction of Materials in the Possession of the NSD 01 

(U/~ 

13.8. (U) Retrieving OvercolJected Information That Has Been Disseminated 

I 
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13.9. (U) Technical Assistance 
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13. l 0. (U) Other Assistance 
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14. (lJ/~Accuracy 
14.1. Paramount Importance of Accuracy 

14.2. l.J Seo )e 

(s: 

14.3. (U Procedures to Ensure the Accuracy o Fl A Applications 

14.3. l. (S11Ni91 --
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AJlpendix A: (U) Emergency Disclosure ofl?ISA-Acquired 
lnforu1ation to ()ther G:0Yern1nent ()fficials 
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AJlpendix B: (U) List of Higher Authorities 
(U~elO\v are links to various higher or related legal authorities referenced throughout 
this PG: 

• (U) Standard Adinimization Proceduresfbr FBI Electronic S'urveillance and PJ~ysical 
Search (}mducted Under the Foreign Intelligence Sur,•eillance Act (signed J\.fay 17, 
"')1 '" f""-' ... , "' · · 1-c; "')1 ") .• 3 . 6, e iectn, e n.ugust ,. , .• 3 . 6 tU) 

• ~F) 1'4inimization Procedures u~ed hy the Federal Bureau qf Investigation in 
Connection w·ith Acquisitions f?/ Foreign intelligence b!lormation Pursuant to Section 
702 f!/'the Foreign intelligence Surveillance Acl of 1978, as amended {November 13, 
2013) 

• (U) Federal Bureau (?.f'fnvestigation StandardAfinimization Procedures for Tangible 
lhings Obtained Pursuant to lltle V qfthe Foreign lmelligence Surveillance Act (l\-1arch 
7 ·JO l '.') . ' - ,)_ 

• (U) Gates Procedures (n.farch 29, 2013) 
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Date of Last Renewal 

Publish Date 

Effective Date .... 
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