
IR-01-22-30169 

9 December 2022 

Phil Pennington 
Phil.Pennington@rnz.co.nz 

Dear Phil 

Request for Information 

Thank you for your Official Information Act 1982 (OIA) request dated 30 September 2022, 
in which you asked for information regarding Police's Automatic Number Plate 
Recognition (ANPR) systems and privacy assessments. 

My response to each of your questions can be found below. 

Pis release in full and in fully searchable format, regarding any and each of the 
ANPR camera networks systems police access, including SaferCities and also Auror; 

1. Privacy impact assessments or similar (if there are multiple, then all)

Police completed a Privacy Impact Assessment (PIA} in August 2017 for a project 
concerning the collection of information from private ANPR platforms. The full document 
is withheld under section 9(2)(g)(i) of the OIA, to maintain the effective conduct of public 
affairs through the free and frank expression of opinions by or between or to Ministers of 
the Crown or members of an organisation or officers and employees of any public service 
agency or organisation in the course of their duty. The executive summary of this PIA can 
be provided, and you will find a copy enclosed. Of note, this document was prepared in 
2017. Since then, clear policy and processes have been put in place regarding the use of 
technology by NZ Police, including the use of ANPR. Please note some information from 
this document has been withheld under section 9(2)(g)(i) of the OIA. 

Auror and SaferCities have carried out their own PIAs to satisfy their obligations under 
the Privacy Act (2020) by identifying and mitigating any of the potential risks arising from 
the collection, use, or handling of personal information. Police sought an understanding 
from these companies as to their treatment of any potential privacy risks, for which they 
provided Police with their PIAs. 

Information regarding any risks to the platforms that Police use is critical to their safe 
operation. Information on any risks provided by these companies must therefore be 
subject to an ongoing obligation of confidence to ensure that information will continue to 
be proactively provided to Police. Releasing this information could also prejudice their 
respective commercial positions. The companies' PIAs are therefore withheld with 
reliance on sections 9(2)(ba) and 9(2)(b(ii) of the OIA. 

Police National Headquarters 

180 Molesworth Street. PO Box 3017, Wellington 6140, New Zealand. 
Telephone: 04 474 9499. 04 498 7400.www.policegovt.nz 
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2. Any report, doc, response or similar arising directly from any and each of these 
PIAs 

 
There are no reports or documents arising directly from any PIA. Police consulted with 
the OPC on the proposed trial of additional functionalities within the Auror platform. OPC 
provided its response via email on 2 August 2021. The feedback from the OPC on 
Police’s ANPR policies has been considered and where appropriate incorporated into the 
updated policy. 
 
The full email is withheld in full under section 9(2)(g)(i) of the OIA, to maintain the 
effective conduct of public affairs through the free and frank expression of opinions by or 
between or to Ministers of the Crown or members of an organisation or officers and 
employees of any public service agency or organisation in the course of their duty. 
 

3. The latest two of any separate risk assessments. 
 

Security Risk Assessments are maintained for services provided by Auror and 
SaferCities. These documents are withheld in full under section 9(2)(b)(ii) of the OIA in 
that the making available of this information would be likely unreasonably to prejudice the 
commercial position of the person who supplied or who is the subject of the information, 
and section 9(2)(ba) of the OIA to protect information which is subject to an obligation of 
confidence. 
 
You have the right to ask the Ombudsman to review my decision if you are not satisfied 
with the response to your request. Information about how to make a complaint is available 
at: www.ombudsman.parliament.nz. 
 
 
Yours sincerely 
 
 
 
 
 
 
Carla Gilmore 
Manager Emergent Technology 

 



Automatic Number Plate

Recognition — Privacy Impact

Assessment

Abstract: A review of the Counties Manukau
Project to acquire and use Number Plate
Information (NPI) from private Automatic
Number Plate Recognition (ANPR) platforms
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2.0 Executive summary
21 The Project
The Project is an endeavour by the Counties Manukau District fo acquire data about motor vehicles
from existing privately operated (non-polce) CCTV systems using ANPR software. The NPI data vil
be stored and available in a database knownasthe Vehicle Identification Broadcast Engine (VIBE),supplied by SecuroGroup, aprivale sofware company.
There is a growing use of ANPR private operators. ANPR software has become more afordable and
effective. Groups of etafrs, owners of large car parking complexes and loca authoriies are all
{apping no the securty benefits of the ool. Goverment ents such as NZTA are exploring the
possibilty of using ANPR fo roading use ntligence. Figures on how many ANP platforms thereight be New Zealand vide ae not avaiable. Auckland Police continue to be approached by
‘Community Partners wanting to provide NPI to Police. Itis a safe assumption thatifthis project were
1o become anationally owned cme tool nthe future, he potential number ANPsitesconnected fo
Poiie coud be significant
Recent information suggested that in the Northand region there are 3 Northland towns keen to supply
NPI data, their contribution arising from up to 700 cameras. It is a safe assumption that nationally the
potential ANPR platforms number in the many 1000s.
ANPR ought o be viewed as a forerunner othe wider use of ther CCTV platform options such as
“facial recognition’. Already another Police district is contemplating the opportunity provided by
retailers who have deployed ‘facial recognition’ software.

The Urited Kingdom experience, whichis significantly saturated, s a useful case study on
appropratefnapproprateuseof NPI Unie the VIBE project at hand, the UKGovermentPolice
Forces actively funded the installation of thousands of new ANPR cameras. It now owns and operate
over 8000 CCTV/ANPR platforms and acquires 10s of millions of lines of data on a daily basis®. Their
joumey to acceptable use of NP! included a significant public furore, new legislation governing the
se of CCTV, the appointment of a Surveilance Camera Commissioner and the creation of a Home.
Office National ANPR Data Centre. In addition the legislation createdaSurveilance Camera Code of
Conduct. By all accounts this was a substantial and lengthy pros.
There vill be much to lean from the UK Police experience and tapping into that experience would be
valuable to NZ Police, to assis with the responsible uptake and use of NPI
In adciton to the UK experience. coanisance of the current social mate in Netw Zealand is
important.

Pudi 3 CraVTInCOnCEMs SbOUt Me secuty snd tseof gata In
Integr Infrastructure (IDI) administered by Statistics NZ. The public perception is that the
State sector is nota rusted stewardofcizen's sensitive data.
Without a srong corporate strategy around VIBE, Police acquisitionofprivate NPI data could be
characterisedas mass sunveilance' or big brother behaviour. Careful thought and assurance needs
be given to the introduction of how the Project is managed, deployed and operated. There is

iil for posiive exposure and community benef fom his project.

Current features of concern with the project include;

22 Collection of NPI
There is a need for a defensible and though purposefo coliecting NPI That purpose ough tobe
supported by research abou the uty, necessity and proportionality of using NPI for crime detection.
In adton its desirable tha the Project is publicly introduced in transparent manner by briefing the
Ministerof Police and the Privacy Commissioner.

“rofessonal olce Magazine Future of NPR, p16 1/12/2016
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2.3 Security 

Security in a project involving technology and personal information has to be wider than just database 
and technical security. The considerations around guidance and policy, and physical access to the 
system and structural security must be connected and complimentary.  Being able to determine 
access and behaviour within the system by any individual is important. 

The Project also involves 3rd parties who engage with Police in various ways.  SecuroGroup and the 
Fusion Data Centre both supply the technical capability for Police to hold, store and use NPI.  They 
are agents of Police who should operate at a secure and responsible level commensurate with 
Police’s own expectations of itself.   

This concept also extends to those parties who are happy to supply NPI from their systems for Police 
use.  They will be seen by the public as acting in tandem or as agents of Police.  They will all be using 
the same NPI data to which Police has access.  Having common expectations of this cohort of 3rd 
parties about their level of security around their systems, their uses of the data and their audit 
capacity are matters that Police should be assessing, before receiving data from them.    

2.4 Use of personal information 

How NPI will be used and for what is unclear. Linked to the overall purpose of why Police will acquire 
NPI, clarity around the rules and limits on the use of it are crucial to the integrity of the Project.  The 
thinking about use in general ought to consider the need for limits on disclosure as well. 

2.5 Retention of Personal Information 

The Project’s current thinking about retention periods for NPI data is arbitrary at best.  If NPI was to 
be used simply to detect stolen vehicles in real time, very short periods of retention would be 
expected.  By extending the purpose and use of NPI to include detection of crime, longer periods of 
retention are potentially defensible.  More thought is required about the rationale for stated retention 
periods. 

2.6 Governance and Assurance 

In light of the Project potentially becoming a national application, adequate governance and robust 
assurance are prerequisites for the integrity of the practice. A high level governance group working in 
tandem with a knowledgeable working group, and a robust ‘3 lines of defence’ model of assurance, 
perhaps with a 3rd line of defence that includes some external independent oversight are very 
important attributes for the Project.  The governance and assurance should be managed from a 
central executive perspective.      
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Recommendations

Collectionof NPI Formulate adefensiblepurpose’for colecting
ANPR

Conductresearchthatdemonstratestheutiity
‘andpublicbeneftofPolice useofANPRfor
stolenveticiesandcrimeingeneral
Formulateaprocessforcheckingonthe
transparencyof3¥partyprovidersonNPI

ConsiderpolticalbisfingsbsforstheProject
‘becomesanationalventure

‘ConsultwiththePrivacyCommissionerwhen
theProjectgoalsareknown,definedand
accepted

Security Createclear ulesandprocessaboutaccessto
NPlinVIBE

Createa contractualrelationshipwith
SecuroGroup/Fusionthatincludessecurity
requirementsforVIBE.
Managetherelationshipswith3* party
providersofNPIbyestablishingclear Police
‘expectationsofpracticesincolecting and
‘managingpersonalinformation

Useofpersonal information EstablishriesandguidanceabouthowNPI
‘canbeused byPolice includingthe limitsofuse

Retentionofpersonalinformation Establishretentionperiodsthatare
‘commensuratewiththevarioususesor
purposes forwhichNP wil be of value toPolice

Introduceresponsibiltyforongoingoversightof
theProjectto a NationalPolice governance
group

Introduce a robustassurance reportingmode!
thatincludesconsiderationofa truly
independent3+ineofdefence
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