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DMP:AAS/MAA
F. #2021R01036

UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK
LLLlx

UNITED STATES OF AMERICA FILED UNDER SEAL

-against - COMPLAINTAND
AFFIDAVIT IN SUPPORT

GUOCHUN HE, also knownas “Dong He” or OF ARREST WARRANTS
“Jacky He,” and

ZHENG WANG, also known as “Zen Wang,” Docket No. 22 MJ 1137
(I8USC. § 1512(c)2)and

Defendants 1956(a)2)(A))

Cx

EASTERN DISTRICT OF NEW YORK, SS:

Thomas M. Ryder, being duly sworn, deposes and states that he is a Supervisory

Special Agent with the Federal Bureauof Investigation, duly appointed according to law and

acting as such.

OBSTRUCTION OF AN OFFICIAL PROCEEDING

In or about and between January 2019 and the present, both dates being

approximate and inclusive, within the Eastern District of New York and elsewhere, the

defendants GUOCHUN HE, also known as “Dong He” or “Jacky He.” and ZHENG WANG,

also known as “Zen Wang,” together with others, did knowingly, intentionally and corruptly

attempt to obstruct, influence and impede an official proceeding, to wit: acriminal prosecution in

the Eastern District ofNew York ofa global telecommunications company (“Company-17)

based in the People’s Republic of China (“PRC”).

(Title 18, United States Code, Section 1512(¢)(2))
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MONEY LAUNDERING

In or about November 2021, within the Eastern District of New York and

elsewhere, the defendant GUOCHUN HE, also known as “Dong He” or “Jacky He,” together

with others, did knowingly and intentionally transport, transmit and transfer monetary instruments

and funds, to wit: approximately $41,000 in Bitcoin, from one or more places outside the United

States to and through one or more places inside the United States, with the intent to promote the

carrying on of specified unlawful activity, to wit: obstruction ofjustice, in violation of Title 18,

United States Code, Section 1512(c)(2).

(Title 18, United States Code, Section 1956(a)(2)(A))

MONEY LAUNDERING

In or about October 2022, within the Eastern District of New York and elsewhere,

the defendant GUOCHUN HE, also known as “Dong He” or “Jacky He,” together with others,

did knowingly and intentionally transport, transmit and transfer monetary instruments and funds,

to wit: approximately $20,000 in Bitcoin, from one or more places outside the United States to

‘and through one or more places inside the United States, with the intent to promote the carrying

on of specified unlawful activity, to wit: obstructionof justice, in violation of Title 18, United

States Code, Section 1512(¢)(2).

(Title 18, United States Code, Section 1956(a)(2)(A))
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“The sourceof your deponent’s information and the grounds for hisbeliefare as

follows:!

1. Ihave beena Special Agent with the Federal Bureau of Investigation

(FBI) since August 2014 and am currently a Supervisory Special Agent assigned to the New

York City Field Office. As a Special Agent, I have investigated numerous matters during the

course of which I have conducted physical surveillance, interviewed witnesses, executed court-

authorized search warrants and used other investigative techniques to secure relevant

information. Tam familiar with the facts and circumstances set forth below from my

participation in the investigation, my reviewof the investigative file, and from my review of

reportsofother law enforcement officers involved in the investigation.

I. The Defendants

2. The defendant GUOCHUN HE; also known as “Dong He”or “Jacky He,”

isa citizen of the PRC. Based on the information set forth below, I assess that HE is an

intelligence officerofthe PRC conducting foreign intelligence operations targeting the United

States, on behalfofthe PRC government and for the benefit of Company-1. The defendant

ZHENG WANG, also known as “Zen Wang,” isa citizenof the PRC who is known to me to be.

HE’s co-worker, and whom Iassess also to be an intelligence officerofthe PRC conducting

foreign intelligence operations targeting the United States, onbehalfof the PRC government and

! Because the purposeofthis Complaint is to set forth only those facts necessary to establish
probable cause to arrest, I have not described all the relevant facts and circumstancesof which I
am aware.
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for the benefit of Company-1. Photographs of HE and WANG, respectively, are set forth

below:

| at [}

y Va4

! j
11. Background Regarding the Investigation and Prosecution of Company-1

3. Company-1 is a global telecommunications company headquartered in the

PRC which conducts business across the world and in the United States. Company-1 maintains

several affiliates in the United States. Company-1 is a defendant in a pending prosecution in

the Eastern District of New York (“EDNY). In a February 2020 press release announcing the

unsealingof a superseding indictment against Company-1, the U.S. DepartmentofJustice

indicated that the investigation related to Company-1 is ongoing.

111. The Scheme to Obstruct the Investigation and Prosecution of

A. Overviewof Conduct

4. Intheircapacity as intelligence officers working for the PRC government,

employed by a U.S. government law enforcement agency (“GE-1") to obtain confidential
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Company-I for the purposeofobstructing justice. ~ HE paid GE-1 approximately $61,000 for

such information.

5. HEand WANG first cultivated their relationship with GE-1 in or about

February 2017. GE-1 subsequently began working as a double agent for the U.S. government

Since becoming a double agent, GE-1"s continued contact with HE and WANG occurred under

the supervision of the FBI. ~ Pursuant to directives from the FBI, GE-1 provided various kinds of

information to HE and WANG at their request, including purportedly sensitive information about

the U.S. government's criminal case against Company-1. While acting under the supervision of

the FBI, GE-1 received payment from HE and WANG for the information he/she had provided,

some of which has purported to contain sensitive, non-public U.S. goverment rial information.

6. Asof October 2021, HE and WANG had provided GE-1 with payment of

approximately $14,000, in addition to jewelry worth approximately S600, for purported sensitive

USS. government information. ~ Specifically, and unrelated to this matter, GE-1 received: (1) a

Western Union wire for $2,000 in September 2017; (2) $3,000 in cash during an in-person

meeting with HE and WANG; and (3) $9,000 in cash and jewelry in September 2015,

7. Beginning in or about January 2019, when charges were first announced

against Company-1, HE and WANG repeatedly sought from GE-1 non-public information

regarding the pending criminal prosecutionofCompany-1, as well as any ongoing investigation

of Company-1, in an effort to interfere with the prosecution and the ongoing investigation.

Beginning in the summer of 2021, HE and WANG?s effortsto interfere with the pending

2 Certain references to conduct by GE-1 are to conduct by law enforcement agents acting on
behalfofGE-1, such as communications sent on GE-1's behalf and receiptof Bitcoin payment on
GE-1s behalf.
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criminal prosecution and ongoing investigation related to Company-1 escalated. In or about

September 2021, HE tasked GE-1 with providing information about meetings that GE-1 was

purportedly having with membersofthe prosecution team at the U.S. Atiomey’s Office for

EDNY to strategize for the jury trial in the prosecution of Company-1. In October 2021, in

response to HE's request for documents and records from the prosecution team, GE-1 passed to

HE a single page document that appeared to be classified as “SECRET and that purported to

discuss a potential plan to charge and arrest two current Company-1 principals residing in the

PRC. GE-1 falsely indicated to HE and WANG that he/she surreptitiously photographed the

document duringa meeting with federal prosecutors. The document,ifauthentic, could be used

by Company-1 to obstruct the ongoing criminal prosecution and government investigation.

HE paid GE-1 approximately $41,000 in Bitcoin for that single page. In December 2021, after

the document was passed to HE, in discussions concerning the document, HE informed GE-1

that Company-1 “demanded to communicate with [GE-1] directly” but that HE had “refused it”

because “it’s too dangerous.”

8 In communications with HE and WANG, GE-1 has repeatedly indicated

his/her knowledge and expectation that the materials he/she passed would be shared with

> Material classified at the “SECRET” level, ifdisclosed without authorization, would be
expected to cause serious damage to the national securityofthe United States.

* The two documents described in this affidavit that GE-1 obtained and passed to HE and WANG
were actually prepared by the goverment for purposesof this investigation and were neither
taken from any document related to the prosecutionofCompany-1 nor actually classified as
“SECRET.” Furthermore, the information set forth below that was provided by GE-1 to HE and
WANG does not accurately recount actual meetings, communications or other strategy related to
the prosecutionof Company-1

¢ Unless otherwise noted, all communications between GE-1, HE and WANG set forth below
were made using an encrypted messaging program. All messages include original grammar,
spelling and punctuation.

6

�

���

�������	�
������������������������������������	����������
���������	�������������������
����������������� ��!����"��#�
�����������$�����������������������#���!����"���
��
����	��#������"��#��������$��#�
������������������#�%����&������'��($$���$����)*+�����������,�$����#�-��������	�����#�
�����������$����
�����������(�����������������
���������'���.����$�����������������������$�����#�
���������������!����
�����������������	�
������������#����

����������	����$������/���0�123������#���
��
������������������
������	�
	�������#���������������"������������
������
�����
�	��������������#�40����!����$�	�	���������������������5&*!��#���#6�#�����
�������	��
#������
#���#������������������������"��#�$���	�
������������1#�����������$����#���������	��������������
�������������������#����������������	�
������������������������������������7�����
����!�����

��8����	��97���������:�������$����#�������	�
��������)������������$����#���������"���
��������������������������������������#���������������$�����!�����#������
������/���������������������"��#�;!���<������	�2������#������#���/�$������2�������/��'���������������2=�>��� ������������������"��#��������5&*!��!����#����
���	�����������#��6#�� ��"	�������8
���������#����#�������	��#6�#�
�����"��	�����#����"��#��3�?�����	��	����$�������#�/���0�12�	�	���$�����	����"��#�������#���,�������"��	����8
�����������������������������#��������	����������$��#�%������������7�1#��"�����������������������#����$$��������#���!����������������
���������������5&*!�"�������		��
�
��������#����������$���
��
�����$��#��������������������"�����#���� ��$�����������������	��������#�
�����������$����
���������������		���	����$������/���0�1�2��@���#�������#���$������������$���#��	�"��#���"���
����������!��������������5&*!����������������	��������������	�����������������������������#�����������	��������#�
�����������$����
�������=�%�	�����#�"����������		������������������"��!������������5&*!����$���#��	�"�"�������������������
������������
���������&		�����������	����������	�����������
		��������
����������������

Case 1:22-mj-01137-RER   Document 1   Filed 10/20/22   Page 7 of 29 PageID #: 7



Case 1:22-m|-01137-RER Document 1 Filed 10/20/22 Page 8 of 29 PagelD #: 8

Company-1, and HE and WANG never denied that the materials they received from GE-1 would

be shared with Company-1. In fact, regarding the purportedly classified page they received

from GE-1 regarding Company-1, HE explained, “[Company-1] didn’t give me specifically

feedback now yet [about the document], but they are obviously interested in it, and my boss and

they need further information.” Afterreceiving the document, HE and WANG requested

information regarding cooperating witnesses working with the U.S. government in the

prosecution of Company-1.

B. The Defendants First Seek Information Regarding the Prosecution of Company-1

9. The defendants’ firs efforts to obtain non-public information regarding

the prosecutionof Company-1 from GE-1 began in or about January 2019, shortlyafter charges

were unsealed against Company-1.° On or about February 1, 2019, several days after the

indictment charging Company-1 was first unsealed, HE sent GE-1 a message containing two

hyperlinks to public news articles about the charges. HE and GE-1 then exchanged the

following messages:

[HE]: Do you have time to use a public phone call me in this two days?

[GE-1): What do you mean by a public phone? Do you mean like a pay phone on
the street?

[HE]: yeah. the pay phone on the street. is it convience for you?

[GE-1: I really don’t knowif they exist anymore.

[HE]: can you check it exist or not tomorrow. if still exist. just tell me and I will
tell you the phone number that we can makea phone call in suitable time.

© In or about January 2019, GE-1 sent a message to HE in which GE-1 stated, in sum and
substance, that GE-I was having financial difficulties. HE responded: “let me see if there are
something I can do for you.”
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10. Several days later, on or about February 4, 2019, GE-1 spoke with WANG

using a public phone kiosk. During the call, WANG expressed interest in GE-1 obtaining non-

public information about the prosecutionof Company-1. During the conversation, WANG

expressed interest in finding out information regarding “the U.S. side”ofthe charges against

Company-1. When GE-1 indicated that he/she lacked direct access to such information,

WANG suggested that he/she consult with a “friend” or “maybe, you know, you know in your

‘own ways maybe [unintelligible] you see you have the-the way to find.”

11. On or about February 14, 2020, several days aftera superseding

indictment charging Company-1 was unsealed, HE wrote GE-1: “And you know, yesterday, the

US department ofjustice make a new lawsuit just aim to [Company-1}, can you talk about this

with your ex-college [colleague] who work for departmentof justice? Evidencees, next

measures, or communication... , anything about this are good, Thank you very much,” using an

abbreviation for Company-1. When GE-1 responded that GE-1 did not know what the:

abbreviation meant, HE explained he was referring to Company-1. HE also wrote: “You can

earn something about this case from Internet before start” and that *[tJhe latest lawsuit yesterday

is made by federal court of Brooklyn NY.

12. On or about February 17, 2020, HE wrote to GE-1, following up to see if

there had been any progress in locating confidential information regarding the case against

Company-1: “So, dear friend, did you get anything about it?” GE-1 responded that he/she had

not been at work yet. HE responded, “take it easy, happy holiday, and waiting for your further

information.”

13. In or about August 2021, GE-1 wrote to HE asking for direction about

what information to gather: “Is there anything specific that would be helpful to know about?”
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‘and “[Company-1], still>” HE responded, “Yes, [Company-1] still, and all about the trade talk,

attitude, analysis, potential measures, targets, offers...are helpful, andof cause the specific cases

of sanction aim to China enterprises are also 00d.”

C. The Defendants Seek and Obtain Information to Obstruct the EDNY Prosecution

14. Inthe fall of 2021, GE-1 falsely informed the defendants that he/she was

meeting with members of the EDNY prosecution team to prepare for trial against Company-1

In response, the defendants directed GE-1 to seek non-public information from the EDNY

prosecution team, including witness lists, information about cooperating witnesses and

information about forthcoming charges against Company-1.  GE-1 repeatedly indicated his/her

understanding that the information he/she was passing would ultimately go to Company-1, and

HE and WANG never denied that they were sharing the information with Company-1. To the

contrary, HE expressed that the information was of great interest to Company-1. Receipt of the

identitiesof cooperating witnesses far in advance of when the defense would otherwise be

entitled to such information would be advantageous to the defense and would provide Company

1 with an opportunity totamperwith witnesses.

15. On or about and between September 3, 2021, and September 6, 2021, GE-

1 and HE exchanged messages. Initially, GE-1 wrote to HE that I think I might be able to

Volunteer to help a colleague with something related to [Company-1]. No promises, but I'm

going to try to get involved.” HE responded: “OK, waiting for you!” GE-I responded: “Ok

Pll see what I can do. Is this something you want me to tryto do? Ifso,i there anything

specific I should try to find out?” HE then replied: “Everything about this is good.”

16. On or about September 14, 2021, HE wrote to GE-1: “[H]ow about your

work of [Company-1] issues? Did you find something meaningful?” GE-1 responded: “1
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haven't yet. 1 really need you to be specific with what you need me to focus on. I'm limited

in what I can look for and the time I can spend on this and need some guidance from you on

what to prioritize looking for. I can probably get something related to the [Company-1] case

but I need to know the highest priority of what I should try to get.”

17. On or about September 17, 2021, GE-1 wrote “I'm helping with the [law

enforcement agency] side of things” with respect to the case against Company-1, including

working on discovery and trial preparation. ~ GE-1 also explained, in sum and substance, that

GE-1 was only able to access information about the Company-1 case in a secure room into which

GE-1 could not bring a phone for taking pictures. GE-1 additionally asked for what purpose

HE wanted the information about the Company-1 case, given that GE-1 could get into serious

trouble for obtainingit to which HE responded that it was for his “personal study.” ~ As set

forth herein, HE’s statement that he was trying to obtain information about the investigation and

prosecution of Company-1 for “personal study” was false

18. On or about September21, 2021, GE-1 wrote to HE that “I'm going on

site tomorrow and just want to confirm that should try to find useful information on the

criminal investigation, and if can, about DPA, what DOJ wants, the extradition proceedings,

and Commerce sanctions. Correct?” GE-1 also asked: “With information on the criminal

investigation being the most useful to you, yes?” HE responded: “Yes, waiting for you

update!”

19. On or about and between September 22, 2021, and September 23, 2021,

GE-1 wrote to HE that “There's a meeting tomorrow with the [Company-1] prosecution team at

the Easter District ofNY. I'm going. Is there anything you want me to say in the meeting?

I there anything specific you want me to try to find out?” HE responded: “just tell me the
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memoofthe meeting and attendees.”  GE-1 subsequently responded that GE-1 did not know all

the attendees, but that the “EDNY prosecution team” and several law enforcement agencies

would be there, including the law enforcement agency for which GE-1 worked. HE responded:

“It seems a important meeting, waiting for your more details about it, Thank you for your hard

work!”

20. On or about and between September 26, 2021, and September 27, 2021,

GE-1 provided HE with information about the September 2021 meeting discussed above. GE-1

stated, in sum and substance, that the focus of the meeting was “trial preparation,” including a

discussionof preparing various witnesses for trial. GE-1 further stated that GE-1 was

responsible for helping to prepare witnesses from GE-1's law enforcement agency. HE

responded: “1 focus on are there some new accusations in this new round charge and what

evidences have they got. I think maybe it will bealitle difficult for you to make clear about it,

but, it’s very important. And, the another point is whom of [Company-1] have been examined

by your section? Can you make a list ofthis?” Based on the communications between HE

‘and GE-1 that I have reviewed, | understand HE statement to mean that HE sought information

regarding possible new charges to be brought against Company-1 and the evidence supporting

such charges (“are there some new accusations in this new round charge and what evidences

have they got”). GE-1 responded: “Everything about this case is very confidential and we are

only given information on a *need-to-know" basis, so getting a lotofdetails about the litigation

strategy will be difficult, We haven't even gotten the listof law enforcement agency]

witnesses from EDNY yet. Its so sensitive that they are going to email it on a classified

‘computer that can only be accessed from the office.” HE responded: “ok, waiting for you can
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get something from office, please just see with your eyes and remember with your brain, and if

possible, use another phone [to take pictures] send to me as possible.”

21. On orabout and between September 30, 2021, and October1,2021, GE-1

and HE exchanged multiple messages. ~ In one message, HE asked: “How about the [Company-

1] case now? I wonder will the DOJ put forward a plea bargaining and what will be the specific

offers?” and “When will be next meeting? ~ And, did you get the witness list now?” GE-1

responded: “1 think the next meeting at EDNY is Wednesday. I don’t know about the witness

listyet. have t been able to get to the classified computer where they will send it and I haven't

heard anything about it, but I might try to got into the office where the computer is after the

meeting in Brooklyn.”

22. On orabout and between October 5, 2021, and October 6, 2021, HE and

GE-1 further discussed obtaining non-public information related to the Company-1 case. GE-1

wrote: “the meeting is confirmed for tomorrow. It's going to be mainly about trial preparation.

‘They might talk about the criminal investigation though.” ~ GE-1 also asked: “Is there anything

You want me to mention or ask about besides the witness list?” HE responded that he wanted

information about the government's witnesses as well as the focusof the government's present

investigation: “[Y es, except the lis, the direct and pointof investigation, and the evidence what

they have got are we focus on of cause.” GE-1 wrote back: “Just letting you know the meeting

was postponed to next week. I will Keep you updated.”

23. On or about October 14, 2021, HE wrote GE-1: “So, how about the

meeting?” In response, GE-1 and HE exchanged the following communications:

[GE-1): The meeting, as predicted, was mainly about tral strategy, witnesses
prep, etc.
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[GE-1): 1 was able to se the witness lists. Not only the [GE-1’s ageney] lst but
Talso saw that there was a list of [Company-1] employees that have been or will
be interviewed and who might be called as witnesses at the trial based on their
interviews.

[GE-1): I don’t know that this list of employees is useful to you, but it would
certainly help [Company-1] with its defense.

[GE-1]: I can’t obviously memorize a whole list, so are there any [Company-1]
names that the company would want me to look for?

[GE-1): I could probably look for 2 or 3 the next time I get to look at the list.

[HE]: Woo, your are so busy, please take care of yourself! list is obviously
‘meaningful to meofcause, but we need detail, the name in the list, whole is the
best,ifyou just gota part, what ever [GE-1's agency) or other department,
especially [Company-1], it’s also good. In the other hand, the strategyoftrail is
also very important, the scheduleoftrail, the directof investigation and the:
prosecution point, anyway, can you give me more details?

24. On orabout and between October 15, 2021, and October 18, 2021, HE

renewed his request for the identities of the government's witnesses

[GE-1): Also, the list of [Company-1] names is long and there is no way I could
remember all those names. And it's impossible to take a picture. They don’t
even allow phones in the meeting.

[GE-1): Plus, im sorry to say this, but i’s a little hard for me to remember the
names in Chinese.

[GE-1): If [Company-1] has some names they would specifically like me to look
for, I could do that. A few names. Like no more than 3.

[GE-1): They also discussed at the meeting that there are cooperative witnesses.
These are secret witnesses that EDNY hasn't disclosed yet to the [Company-1]
attomeys. The judge has protected their identities.

[HE]: Sorry to make you confused. I just wanna you be safe. And, is it
possible that you write down some names of [Company-1] witness when you see
the list next time? Actually, I have no authority to know the persons of
[Company-1] focus on, 1 just supply the information and suggestions.
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[HE]: Just few names or their titles are good. And, how about witnesses of [GE-
1's agency], 1think you know the detailsof his, right? 1 think it’s also
meaningful to me.

[HE]: As for reward, Tam trying some ways, hope it will be works some days
ater.

25. Based on my training and experience, and my participation in this

investigation, I assess that, in saying that he lacked authority to provide specific taskings as to

Company-1 (“Actually, I have no authority to know the persons of [Company-1] focus on, I just

supply the information and suggestions.”), HE was admitting that he was not, in fact, interested

in the information for “personal study,” but rather was receiving directives from his supervisors.

26. On or about October 29, 2021, GE-1 wrote to the defendant HE: “Just left

latest meeting at EDNY. 1 managed to get a page from the legal strategy memo.”  GE-1

attached a photographof a page marked “(SECRET/NOFORN),” “READ AND RETURN

ONLY.” “CONFIDENTIAL ATTORNEY WORK PRODUCT” and “DO NOT DISSEMINATE

OUTSIDE OF EASTERN DISTRICT OF NEW YORK.” The page purported to be page cight

ofa 27-page document, and discussed plans to arrest two Company-1 employees located in the

PRC. GE-1 then wrote: “I think this will help [Company-1] defend their case. I hope you find it

useful.” and “It talks about EDNY wantingto arrest [Company-1] employees.” Notably, the

banner “SECRET/NOFORN” indicates that the document is classified at the “SECRET” level

and is not to be disseminated to foreign audiences. ~ As noted above in footnote 4, the document

was not, in fact, classified.

27. Before responding, HE deleted the message containing the “legal strategy

memo.” HE then wrote to GE-I that: “I [the memorandum] is exactly what I am waiting for,

ofcause it's useful, please waiting for my further information.” ~ GE-1 replied: “If you or
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[Company-1] have any questions or need me to explain anything about that page or the

document it went with, let me know.” With respect to GE-1s offer to discuss the trial strategy

document, HE replied: “Let's waiting for the feedback from some guys.” HE also told GE-1:

“Ifyou can get all the [tial strategy] document, it’s obviously excellent!” Based on my

training and experience, and my participation in this investigation, Iassess that HE’s comment

that he would wait for “feedback from some guys” indicated that he was sharing the purportedly

“SECRET” document with other individuals to evaluate the significanceofthe tral-related

information contained in the document

28. On or about November I, 2021, HE responded to GE-1: “Yes, of cause

your safe it's the most important issue that I focus on, so even I can’t talk more about this to

[Company-1] directly since there some corporation witnesses in it as you mentioned. ~ Anyway,

thank you for your work hard and kindly help.” Before sending that message, HE deleted all

previous messages betweenhimself and GE-1. Based upon my training and experience, and my

participation in this investigation, HE’s statement that he could not “talk more about this to

[Company-1] directly” indicates that he had previously discussed with Company-1 employees

his efforts to obtain information about Company-1 but that he would not do sofurtherwith

respect to this specific document.

29. During the same conversation, HE also stated: “As for reward, can you

accept Bitcoin? tis easy to handle and safe to give you, butif you don’t know it, it'sa litle

trouble to turn it to cash.” In the contextofthe conversation, HE’s reference to “safe” meant

that the provisionofBitcoin by HE to GE-1 would be difficult to trace by the government.

30. On orabout and between November 2, 2021, and November 3, 2021, HE.

and GE-1 exchanged messages in which HE offered to pay GE-1 between 520,000 and $30,000
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for that page from the rial strategy memorandum. ~ Asofthe dateofthat offer, HE had paid

GE-1 a totalof approximately $14,000 for allofGE-1's efforts on behalfofthe PRC government

from approximately February 2017 to October 2021. Thus, HE was offering to pay GE-1

‘approximately twice the amount fora single page related to the criminal prosecution of

Company-1 than HE had paid for all of GE-1's previous work, reflecting the document's

perceived value to HE and his superiors. Moreover, based upon the foregoing, HE’s statement

that he would “keep the detailsof information resources for only myself” is consistent with his

prior statement to GE-1 that HE would not further discuss his source for obtaining the document

with Company-1 employees.

31. Onorabout November 5, 2021, HE and GE-1 exchanged a series of

messages. During that conversation, GE-1 brought up the page GE-1 had obtained from the

trial strategy memorandum and wrote: “I'm sure your boss and [Company-1] were very pleased

toread it” HE responded that he “obviously know how valuable the last page it is, let me talk

to my boss again next Monday, will give you feedback soon.”

32. Onorabout and between November 14, 2021, and November 15, 2021,

GE-1 and HE exchanged messages in which GE-1 asked, in sum and substance, for an update

about being paid for his/her work in Bitcoin. HE responded that he would “try my best to get

40 thousands this time, but it’s just part of the budget, it will be more in future.” With respect

to converting the Bitcoin payment to cash, HE wrote: “I suggest you do it in gambling house, |

know in some house of Las Vegas can make it, it will be private and safe. Please waiting for

my further information.”

33. Onorabout and between November 16, 2021, and November 17, 2021,

GE-1 and HE exchanged the following messages:
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[GE-1]: There's another meeting coming up, but I need more guidance from you
or [Company-1] on what to get. Last time I saw a page from the same strategy
document that discussed how the government might take legal actions related to
[Company-1] employees who are here in the US. Is that some thing that would
be helpful to [Company-11? If not, please tell me what I should be looking for.

[HE]: 1 agree with you, [Company-1] obviously will interested in it and maybe
will offer more, the point is how to do this issue with them, let me think and try it.

[HE]: When will the next meeting? 1 think the operation details and list just aim
to employeesof [Company-1] in US are obviously important, and the names of
corporation witnesses intel [Company-1] are more important, can you get it?

[GE-1): Thank you for trying to get [Company-1] on board to offer more
compensation. ~ | appreciate what you're trying to do for me. 1 will figure out
how to create a [Bitcoin] wallet. ~The meeting is Tuesday. I'll see what Ican
do.

As discussed below, HElater clarified that, in asking for “corporation witnesses intel,” he was

actually seeking information regarding the government's cooperating witnesses against

Company-1

34. On or about and between November 19, 2021, and November 20, 2021,

while in the Eastern District of New York, GE-1 received 070060163 Bitcoin in a specific

Bitcoin wallet he/she had identified to HE. ~ Based on prevailing exchange rates, that amount of

Bitcoin was equivalent to approximately $41,000 dollars,

35. On or about and between November 19, 2021, and November 22, 2021,

after HE had paid GE-1 approximately $41,000, GE-1 thanked HE for the payment. In

response, HE wrote: “1 am happy you are satisfied with it, and yes, [Company-1] didn’t give me

specifically feedback now yet, but they are obviously interested in it, and my boss and they need

further information, so waiting for more details about your tomorrow meeting, but please

remember, your safe is the most important issue, please take care of yourself.” In addition, GE-
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1 asked HE to clarify what he meant by “corporation witnesses” in his prior statement that “1

think the operation details and list just aim to employees of [Company-1] in US are obviously

important, and the namesofcorporation witnesses intel [Company-1] are more important.” HE

responded: “Oh, maybe I typed a wrong word, I meant the cooperation witnesses list of

[Company-1] as you mentioned.” In other words, HE asked GE-1 to obtain the list of

“cooperating witnesses” related to the criminal prosecution of Company-1.

36. On or about and between December2, 2021, and December 3, 2021, GE-1

informed HE that he/she would attend another meeting related to the criminal prosecution of

Company-1 the next week and that GE-1 would “see what information about witnesses I can

safely get.”

37. Onorabout and between December 3, 2021, and December 7, 2021, GE-1

asked HE: “[Y]ou were waiting for some feedback from [Company-1] on that witness page I got

you. Did they give any feedback on that page or what they want me to get?” HE responded:

“Nope, they didn’t give me any positive feedback yet, and demanded to communicate with you

direetly, refused it, it’s too dangerous.”

38. In that same conversation, HE also wrote: “I think what you did is more

important and more meaningful to the healthy Sino-US relationship than to the profit ofa

corporation, and please don’t worry, I will try my best to guarantee your reward that you

deserved.” In other words, HE indicated that he did not want GE-1 to speak directly with

Company-1 (which had apparently sought to communicate directly with GE-1) and would

armangefor GE-1 to be paid anyway. In response, GE-1 thanked HE and subsequently wrote: “I

agree that this case is a huge distraction and helping you and [Company-1] end it will only help

smooth the path to better relations.” HE did not respond.
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39. On orabout December 7, 2021, HE asked GE-1 what had happened at the

meeting related to the criminal prosecutionof Company-1, and the two then exchanged the

following messages:

[GE-1): Before we talk about the meeting, can you tell me, what did [Company-1]
say they want to talk to me about?

[GE-1]: Should Ibe worried that if don’t talk to them, theyll stop contributing
to my reward?

[GE-1): I'm just a little surprised they want to talk to me directly.

[HE]: Actually, I don’t think itsa good idea that hope for reward from
[Company-1] and communicate with them, I guess maybe they worried about
‘maybe will involved the not necessary illegal trouble because it, so they are very
prudent about this. Don’t worry, | will afford your reward from our budget.

In other words, as indicated above, HE did not want GE-1 to communicate directly with

Company-1 about the Company-1 prosecution but reassured hinvher that he/she would be paid

for his/her efforts.

40. On December 7, 2021, GE-1 also informed HE that “I got another page of

the strategy memo. I think its what [Company-1] wanted but just grabbed a page quickly.

‘There's a bunchof cooperating witnesses who know about different things. But the names listed

are code names.” GE-1 also asked “Should I send it to you? Are [Company-1] even still

interested?” HE replied: “There are no specific name? Ok, please send it to me, let’s estimate.”

‘Thus, HE asked for the document obtained by GE-1 in order to determine how much to pay GE-

1 for obtaining it. GE-1 then senta photograph of a document marked “(SECRET/NOFORN),”

“CONFIDENTIAL ATTORNEY WORK PRODUCT” and “DO NOT DISSEMINATE

OUTSIDE OF EASTERN DISTRICT OF NEW YORK." The document indicated that it was

7 Similar to the prior document, this document was not actually classified.
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page “26 of 27 and included a purported description of plans involving various cooperating

witnesses in the Company-1 prosecution. On the page, purported cooperating witnesses were

organized by the categories of information cach witness was expected to provide. Each

purported witness was identified only by a code name-—the names of classic American film stars

such as Marilyn Monroe and Cary Grant—and the page identified, for cach purported witness,

the government attorneys and law enforcement agencies responsible for preparation as well as

the country in which the witness was located.

41. On or about and between December 8, 2021, and December 9, 2021, HE

asked GE-1 to obtain the entire 27-page trial strategy memorandum, and GE-1 asked, in sum and

substance,if he/she would receive more payment.

42. On or about and between December 18, 2021 and December 20, 2021,

GE-1 and HE exchanged the following messages:

[GE-1): I'm just really freaking out over here trying to do this for you and was a
litle taken back when you asked for the whole document after 1 went through so
much just to get those two pages. This is really stressful.

[GE-1]: There is another meting next week. I hope you can understand that I
don’t realistically think i can get the whole document out but should I try to get
another page or two? What do you want me to do?

[HE]: Hi, [GE-1], sorry to delay. As we know, the [Company-1] issue obviously
is a political issues made by US, we focus on the inner witness list of [Company-
1], and what will they do to obtain their witness statements, and the illegal
evidence they already got. As the reward, please trust me according what we do
for you these years,

[GE-1): OK. I trust you have my back. I hope you can understand why I was
concerned though. | know you appreciate what I'm doing, I'm just not sure about
your boss or [Company-1). I'll see what I can do at the meting. I'm concerned
about illegal evidence, too. I'll focus on that, the inner witness list (we still don’t
have actual names, but hopefully they” release at least our witnesses soon), and
howthey re going to get the witness statements.
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43. Onorabout and between December 22, 2021, and December 25, 2021,

GE-1 and HE exchanged the following messages:

[GE-1): So the meeting is tomorrow. I'll ry my best to get you info on the
things you asked for. Not sureifit got lost in translation, but by illegal evidence
do you mean Brady, Giglio, or Jencks material?

[HE]: I mean the illegal evidence of [Company-1] that have been taken by
procurators.

Based upon my training and experience, and my participation in this investigation, HE used the

word “procurators” to refer to the government attorneys prosecuting the criminal case against

Company-1

44. On or about and between December 26, 2021, and January 11,2022, HE

and GE-1 exchanged a seriesof messages in which GE-1 informed HE that GE-1 had obtained

the entire trial strategy memorandum related to Company-1, as well as a recording ofa meeting

with prosecutors. GE-1 did not accept HE’s offer to pay GE-1 an additional $50,000 for that

entire document and recording.

45. On or about February 23, 2022, HE sent GE-1 a message asking: “And as

for the stuffs of [Company-1, do you keep it yet?” Based upon the communications between

GE-1 and HE that I have reviewed, as well as my training and experience, I assess that “the

Stuffs of [Company-1]" referred to the full trial strategy memorandum and recordingof a

meeting with prosecutors that GE-1 had purportedly obtained. GE-1 subsequently informed HE

that he/she no longer was involved in preparation meetings for the trial of Company-1, and did

not provide the full tial strategy memorandum requested by HE.

46. HE and WANG since have continued to inquireof GE-1 regarding the

EDNY criminal case against Company-1. On or about June 6, 2022, HE sent GE-1 a message
21
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requesting information regardinga satus conference then scheduled for late June 2022 in the

EDNY criminal case.

47. More recently, on or about September 26, 2022, HE informed GE-1 that

he had “applied [for] some reward for you, how to transfer it to you?  Bitcoin is ok yet?” After

indicating that Bitcoin would be an acceptable form of payment, GE-1 wrote, “And it makes me

feel glad that your organization appreciates the work I did for them on [Company-1]. 1 know

you appreciate what Idid, but | wasn’t feeling the love from you bosses.”

48. On or about September 29, 2022, HE wrote:

[T]he BTC transfer work is still under progress as we have to make sure any
potential risks are evaluated, so I guess it will be done untill around October 15.
And yes, my boss is upset about the material you acquired wasn’t exploited fully,
though your efforts were appreciated. Actually, my organization already decided
to give a good reward to you at that time, but we considered that the rewards
ought to be divided into small amounts and sent by several times for the safety
purposes.

Tassess that, in this communication, HE indicated that his supervisor—likely a reference to a

senior PRC intelligence officer—was disappointed (“my boss is upset about the material you

acquired wasn’t exploited fully”) either because HE had refused to allow Company-1 to

‘communicate directly with GE-1 or because HE had not acquired the full rial strategy

memorandum from GE-1. As summarized above, in or about December 2021, HE had indicated

that Company-1 had “demanded to communicate with you directly, I refused it it’ 100

dangerous.” 1 further assess that HE indicated that his employers had already determined to

further compensate GE-1 for his/her work on the Company-1 matter and to divide the

‘compensation into multiple payments, the first of which encompassed the payment of

‘approximately $41,000 in Bitcoin, and the next of which would occur around October 15, 2022

due to operational security reasons. In the contextofthe conversation, similarly to HE’s
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reference in November 2021 to Bitcoin being “safe,” HE’s reference to “the safety purposes”

meant that the provisionof Bitcoin by HE to GE-1 would be difficult to trace by the government.

49. On or about October 17, 2022, HE sent GE-1 a message requesting that

GE-1 generate a new Bitcoin wallet in order to receive the Bitcoin payment “for the safety

purpose.” HE subsequently wrote to GE-1, “Please take care of yourself, and handle the Bitcoin

issues carefully.”

50. On or about October 18, 2022, while in the Easter District of New York,

GE-I received 102554449 Bitcoin in the specific Bitcoin wallet he/she had identified to HE.

Based on prevailing exchange rates, that amount of Bitcoin was equivalent to approximately

$20,000 dollars. The same day, HE wrote to GE-1, “Please Check your wallet, did you get it?”

GE-1 subsequently confirmed receipt, to which HE responded with an emoji ofa hand with

fingers making the “OK” sign. On or about October 20, 2022, HE deleted all previous

messages betweenhimself and GE-1
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WHEREFORE your deponent respectfully requests that arrest warrants be issued

for the defendants GUOCHUN HE, also known as “Dong He” or “Jacky He,” and ZHENG

WANG, also known as “Zen Wang,” so that each may be dealt with according to law.

‘Thomas M. Ryder = =

‘Supervisory Special Agent
Federal Bureau of Investigation

Swom to before me by telephone
this __ dayofOctober, 2022

Ramon E. Reyes, Jr. 5
THEHONORABLERAMON E. REVES, JR.
UNITED STATES MAGISTRATE JUDGE
"EASTERN DISTRICT OF NEW YORK.
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UNITED STATES DISTRICT COURT
forthe

East District ofNew York

United States of America
v. )} Casene, 2M

GUOCHUN HE, also known aDong He" or }
acy Her )

)

SE eo
ARREST WARRANT

To: Any authorized lw enforcement officer

YOU ARE COMMANDED to arrest and bring before  Unied States magiajudge without unecessary delay
(namefern oe are) GUOCHUN HE, as ownas “Dong He” or “Sacky He” .
hs + ses of offs or lair bas on ths Following dosent Tied ehcout
© Inditment 3 Superseding Indictment 3 Information 3 Superseding Information &f Complaint
3 Probation Violation Petion 3 Supervised Release Violation Petition 3 Vilation Notice 3 Order ofthe Court
his offense i rely described as follows:

Title 18, United States Code, Section 1512(c)(2)
Title 18, United States Code, Section 1956(a)(2)(A) (two counts)

——.
Date: 102012022 Ramon E. Reyes, Jr. S32sinol”

City and sate: _ Brooklyn, New York Hon. Ramon E. Reyes, J, US. Magistrate Judge
rivet wantte

“his vara was essved on dro andth person was amet on os
at cy ands)

Dae Tigfe Sane

FE

������������	
���������������������� ��������������������������������������������� ��� !����������������� ��"������������#�� !� 	
 �������
$%&%'()'* +,,-./�0+,,+1/��2� ��3��4���� 5�"�6�7������!�#������� !��89:�+,-�;9<<+1=-=�������������"�>� �?�>���������� ��"��������#�? �������@4"?��7 ���4��4���!�����3�"�6�3A')B%�C&�D%EFC'�*C�G%�)EE%F*%(H I7��� ���!!4��"������������������	 �6�� ���>���"����������66�7 �?�"�!4#����� 6�"�7 �������!�4��2J ��" !�#��� J �4K����" �?���" !�#��� J�����#�� �� J�4K����" �?������#�� �� J��#K6� ��J L��>�� ���M �6�� ���L�� � �� J�4K��	 ��"���6�����M �6�� ���L�� � �� JM �6�� ������ !� J��"������������4���� ���������� ��>� ��63�"��!� >�"������66�7�2
����2 NFFOP'Q�C&&PR%ESF�FPQ')*OE%� �3���"������2 TEP'*%(�')B%�)'(�*P*U%,VWXYZ�� ��7�������7�����!� 	�"����A()*%H I���"�����K������7����������"���A()*%H��ARP*[�)'(�F*)*%H 
����2 \EE%F*P'Q�C&&PR%ESF�FPQ')*OE%TEP'*%(�')B%�)'(�*P*U%

������]̂_̀abc�de_̀bef̀�gh�iaj�kgblmnopqnrqstuvwxyzx{zuw|}xz~q��x�|�u�y�q�� ��������
mnopqnrqstuvwxyzx{zuw|}xz~q��x�|�u�y�q�� ����v���tnz������u��wpx��t�����xz�������������v���tnz������u��wpx��t�����xz�����u���������{x�x�z�w�������������xxyv�ztr�{�x�y qxz��u�xzs�����wt���tn����u~�w��u�����~�� ¡¢£�¤¥��¦§¦̈©�ª«¥¬®̄ °°§�̈®£¦±�²§�� ¡¢£�¤¥��¦§¦̈©�ª«¥�¬ ̄¦³�́µ́ ¥́¶µ¥́µ�́µ³́·³̧·�¹µº»µµ»

Case 1:22-mj-01137-RER   Document 1   Filed 10/20/22   Page 26 of 29 PageID #: 26



Case 1:22-mj-01137-RER Document 1 Filed 10/20/22 Page 27 of 29 PagelD #: 27
70 442 Rev 1/11) ArsWart (Page)

“This second page contains personal identifiers provided for law-enforcement use only
and therefore should not be fled in court with the executed warrant unless under seal.

(Notfor Public Disclosure)

Nameof defendantoffender:
Known aliases:
Last known residence:
Prior addresses to which defendanvoffender may still have ties:

Last known employment:
Last known telephone numbers:
Placeofbirth
Dateof birth:
Social Security number:

Height: Weight:
Sex: Race:
Hair: Eyes:
Scars, tattoos, other distinguishing marks:

Historyofviolence, weapons, drug use:

Known family, friends, and other associates (name. rearion, addressphone number):

FBI number:
Complete description ofauto:

Investigative agency and address:

‘Name and telephone numbers (office and cell)ofpretrial services or probation officer (fappiicabc):

Dateof last contact with pretrial services or probation officer (applicable:
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������������������������������������������� !�����" ������#��� $�����"�%��#���#�&�����%�#�$ '(��%�#��)��"�*�����$+ ���"��#�%�#�����*$����"�,��%�$��������*#"�'�"��"����-��*"���' ## �"�*�$����*���#��� $./012�314�56789:�;9<:81<64=>?�@��AB�C�B��C����ABB��C��DE�AF���GH����DI����J�AF�����HC��K�D��HA���CC��������A�FLHKL�C�B��C����ABB��C���@�M���HGG�L�	���H��DI����J�AF���@NGAM@���DI����J�AF����G�NLA����O@P���D�G�K��AB�PH��LDQ����AB�PH��LDRAKH�G�R�KO�H�M��O@P��DS�H�L�D ��H�L�DR�TD ��K�DS�H�D UM��DRK���V�����AA�V�A�L���CH��H��OH�LH���@��J�DSH��A�M�AB�	HAG��K�V�F��NA��V�C�O��O��DE�AF��B�@HGMV�B�H��C�V���C�A�L������AKH�����WXYZ[\�][̂Y_̀aX\�Ybb][cc\�deaX[�XfZg[]hDijk��O@P��DlA@NG����C��K�HN�HA��AB��O�ADk�	���H���H	������KM���C��CC����D?�@����C���G�NLA����O@P�����ABBHK����C�K�GG�AB�N����H�G����	HK���A��N�AP��HA��ABBHK���Ẁm�Ydd̂̀nYĝ[hDQ����AB�G����KA���K��FH�L�N����H�G����	HK���A��N�AP��HA��ABBHK���Ẁm�Ydd̂̀nYĝ[hD
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UNITED STATES DISTRICT COURT

ore
Ensm Disritof ew York

United States of America
v. )Deno, 2MZHENG WANG, aloknown a Zen Wang” :

)
)

Sy

ARREST WARRANT

Tor Anyauthorizednwenforcement ofr
VOU ARE COMMANDED to arcs and bring efor Und Sse magi fd withot unnecessary ely

eofpssobe aren) ZEN WANG,i Zon Wor” .
ho seemed afan fens ostion bos ne lowing document Fed with he court
O Indictment 1 Superseding Indiciment 1 Information (1 Superseding Information Complaint
3 ProutonViton Pettion 3 Supersisd Rls Via Ption. (3Vilaton Notice 1 Onder fhe Gout
Thisoffnse is ify described as lows:

Title 18, United States Code, Section 1512(c)(2)

TA
pos __some Ramon E. Reyes, Jr. S20 si S07

Ciy and sates Brokiyn, Nowvork bon Ramon ERs,ir. US. Hagage

Haman was reveon ant the perwsedo
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“This second page contains personal identifiers provided for law-enforcement use only
and therefore should not be fled in court with the executed warrant unless under seal.

(Notfor Public Disclosure)

Nameof defendantoffender:
Known aliases:
Last known residence:
Prior addresses to which defendanvoffender may still have ties:

Last known employment:
Last known telephone numbers:
Placeofbirth
Dateof birth:
Social Security number:

Height: Weight:
Sex: Race:
Hair: Eyes:
Scars, tattoos, other distinguishing marks:

Historyofviolence, weapons, drug use:

Known family, friends, and other associates (name. rearion, addressphone number):

FBI number:
Complete description ofauto:

Investigative agency and address:

‘Name and telephone numbers (office and cell)ofpretrial services or probation officer (fappiicabc):

Dateof last contact with pretrial services or probation officer (applicable:
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