
SOCIAL SENTINEL® SERVICES AGREEMENT

“This Social Sentinel Services Agreement, together with Arizona Sate University Supplemental Terms and
Conditions st forth on Exhibit A. the Social Sentinel Services Order Form setforth on Exhibit B. the
Social Sentinel Terms of Use set forth on Exhibit C, and the Social Sentinel Privacy Policy set forth on
Exhibit D, is entered ino by and between Social Sentinel, Inc.,a Delaware corporation “SSL” "We."
“Us,” or "Our" and the Arizona Board of Regents. a body corporate. for and on behalfofArizona State
University ("ASU “Fou” and “Your") (collectively the “Parties”). The Agreement, Exhibits and any
‘addendums attached thereto shall collectively be referred to as the “Agreement.” %

“This Agreement is the final, complete, and exclusive agreement ofthepartes with respect o the subject
materhereof and supersedes al prior or contemporancous communications and understandings between
the parties including. without limitation, any prior purchase orders or requests for proposals. By signing.
below. Parties acknowledge that they have read and agreed 1 the ers set forth in this Agreement.

includingthe Schedule(s) attached hereto and are authorized to execute this Agreement on behalfof Your
organization.

YOU SPECIFICALLY ACKNOWLEDGE THAT, AS DETAILED BELOW, THE SERVICE
PROVIDES ACCESS TO ONLY PUBLICLY AVAILABLE SOCIAL MEDIA DATA; YOU WILL
NOT ATTEMPT TO USE THE SERVICE OR REPORTS THEREFROM IN ANY WAY THAT
MAY RESULT IN YOU OBTAINING SOCIAL MEDIA DATA THAT IS NOT PUBLICLY
AVAILABLE.

The Effective Dateof tis Agreement is December31,2016 (“the Effective Date”),

os Social Sentinel, Inc.



SOCIAL SENTINEL® SERVICES AGREEMENT
TERMS AND CONDITIONS

“his Agreement describes the Serves We vill provid to You, howe we will work together, and ahr aspects ofur
business relationship.
1. DEFINITIONS
“Annual Period” means a one-year period of time during wich Youreceive Our Service under this Agreenen.

“Confidential [information means ail confidential information in oral, writen, araphi, electronic or ther form
including. bot not mit to. past. present and future keywords/phrases refined keywords/phrases. filers. library.
topic areas. business. financial and commercial information. pices and pricing methods, rade secrets, ideas,
inventions. discovers, methods. processes, know-how. computer programs. source code. nd any other data or
information disclosed. whether orally. visually or in writing. Confidential information wil not include data or
infomation which 1) i publicly avaiable Social Media Dota ii ther information that was in he pubic domain
atthe time i was disclosed or fll within the publi domain, except through the faut ofthe receiving pany; (i) was
Known to the receiving party at the time of disclosure without an obligation of confidentiality, as evidenced by the
receiving partys witen records iv) becomes known 0 the receiving party froma source other tha the disclosing
party without an obligation of confidentiality: or (v) is developed by the receiving party independently of the
disclosing party's confidential information a demonstcated by writen records

“Documentation” means Our user ides. documentation, temsof use, and help materials specifically describing the
Servic, as may be made available 10 You and updated from time 1 ime by Us withyourwritten agreement.
“Malicious Code™ means any software code or program hat may prevent. imp or otherwise adversely affect the
operation of any computer software, hardware or network, or dversely affect accesfo,or the confidentiality of. any
system or data, or adversely affect the user experience, including worms, trojan horses viruses and other similar
things or devices.

“Service” means the Social Sentinel software service and elated Documentation, as updated from time to time
provided by Us 10 You 10 alert You fo thea shared publicly on social media and blog ircams 0 that You may
aggregate and asses such data originating from a specific geographic location or including specific keywords,
Hashtags or other data feds. searched inside or ouside a eofence (the “Alers™, fo potential threats 10 security.
public safety, harm. sear or acsof violence. Our Service includes Our Sentinel Searc™ Libary. Local
algorithms. and Roles and Permissions Tool. We will make reasonable efforts to provide You with thirty (30) days
prior writen notice ofmaterial updates.

“User” means an individual who is Your employee or contractor, wh is auborized by You to use the Servi, and 10
whom You (or We at Your request) have supplied a ser identification and pasword.
2. OUR RESPONSIBILITIES, Subject 0 and limiid by the termsofthis Agreement, We will@) makethe Service
available to You pursuant 0 this Aecment, through ree acess ove the Intemet,(b) provide Out standard email
and telephone support for the Serve to You during normal business hours Eastern Standard Time a no additional
charge, and (¢) use commercially reasonable efforts to make the Service available 24 hours a day 7 days 2 week,
except for: (i) planned downtime (of which We will give clectonic notice), (i) any unavailability caused by
circumstances beyond Our reasonable contol. including. for example. actions by You fothe extent hat may impede
access 10 or funcron ofthe Service, an ict of God. actof government, flood. ire. carlquake, civil ures, act of
Teron, or Your niemet sevice provider failure or delay. and (i) any unavailability caused by our tesminationofthe
Services pursuant to Section 3.2.
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3. PRICING.

3.1. You agree to pay the service fee forthe first yearof the Term in the amount set orth in the Order Form, and,
upon writen renewal, an ongoing annual fe inthe amountse forth in the Order Form forconsecutive Annual Periods

oftheTerm (the “Service Fee”). Except as otherwise specified herein, i) fees are based on the rights provided herein,
regardlessofthe amountof Your actual usage. and (i) payment obligations are non-<ancelable and fees pid are non
refundable. The Service Fee for the fistyearof the Term willbe billed upon receipt ofa fully executed copyofthis
agreement. Service Fees are due within thirty (30) days of receipt of the invoice. You are responsible for providing.
‘complete and accurate billing and contact information (0 Us and noifying Usof any changes to such information.

3.2.17 You fail 10 make payments when due and fail 0curethebreach within thirty (30) days, then in addition to Our
other rights and remedies. We will have the righ to terminate this Agreement upon thirty (30) days writen notice.

3.3. Unless otherwise stated. Our fees and pricing do no include any taxes. levies, dutis or similar governmental
assessments of any nature, including but not limited to value-added. sales, use or withholding taxes, assessable by
any local, tat, provincial, federal or foreign jurisdiction (collectively. “Taxes"). You are responsible for paying ail
Taxes associated with Your purchases hereunder.

4. TERM AND TERMINATION

4.1. The term (“Termofthis Agreement wil begin on the Effective Date and expire twelve (12) months after the.
Effective Date. The parties may extend the term upon written mutual agreement, The total Term will not exceed 5
years.
4.2. Either party may terminatethis Agreement for cause: i) upon thirty (30) days writen notice o the other party of
a material breach if such breach remains uncured at the expiration of such period;or(i) immediately upon writen
notice 0 the other party ofa material breach that is incapable of cure: or if) immediatelyifthe other party becomes
the subject of a petition in bankruptcyo any other proceeding relating to insolvency, receivership. liquidation or
assignment for the benefitofcreditors.

43. Upon termination, Youraccess 0 the Service will terminate and You must discontinue all usc. We wil not refund
any portion of the Service Fee for the current annul period f we terminate the Agreement for cause under Section
or If you terminate for any reason other than for cause under Section 4.2. All provisions of this Agreement that
anticipate performance afte the terminationofthis Agreement and all provisions necessary 10 interpret and enforce
Such provisions, will survive termination of this Agreement.

5. YOUR USE OF THE SERVICE.

5.1. You may use and access the Service solely 10 aggregate and assess publicly available social media and blog.
Streams for potential threats 10 security, public safety, harm, self-harm or actsof violence. No other rights, express or
implied. are granted bythis Agreement, the Documentation. or otherwise. You are solely responsible for Your and
Your Users” useof the Service and compliance with this Agreement and,as applicable. the Termsof Use Agreement
Tocated in Exhibit C attached hereto, and for providing such computer and other resources necessary to enablesuch
Users ta uilize the Service. You will use commercially reasonable efforts 0 prevent unauthorized access 0 or use of
Service. and You will notify Us prompily upon learning of any such unauthorized access or use. You wil use the
Service only in accordance with applicable laws and government regulations. You agree 10be contractually bound by
the Tiviter TermsofService, locatedai htp:/viter.comtos.

5.2. You will not (a) make the Service available to, or use the Service for the benefit of, anyone other than You or
Users, (b) sel, resel, license, sublicense, distribute, rent or lease the Service, (c) use the Service for any unlawful

3
cess



purpose. (d) use the Service in violationof any third-party privacy rights, (¢) use the Serviceforemploymentorcredit
check purposes. or 10 access non-public information, (7) use the Service (0 store or transmit Malicious Code. (2)
interfere with ordisrupt the integrity or performanceof the Service or third-party data contained therein, (h) attempt
10 gain unauthorized access 0 the Service or its related systems or networks, (i) reverse engineer. reverse compile.
copy. translate, modifyor create derivative worksof theService or anypar, feature. functionor user interface thereof.
(G) use the Service for any purpose other than to obtain Alertsregarding threats shared publicly on social media and
blog streams, or (k) use theService in any way not permiteunderthisAgreement.

5.3. Through Your uscofthe Service. You and your Users may provide certain personal information about You.
Users andor other third parties. such as User logon credentials or search terms inp for filtering (hereinafier referred
10.85 “Personal Date”). The types of Person] Data that may be collected via the Service are set forth in our Privacy
Policy. attached hereto as Exhibit D. and any other related information disclosure statements that We will
immediately make available to You. n writing. in connection with Your useofthe Service. We may collect, use and
in cenain limited circumstances disclose such Personal Data in accordance with Our Privacy Policy (c.¢.. 10
contractors and service providers who are assisting Us i she operation or hostingofthe Service). As a condition to
uploading any Personal Data 10 the Service and/or otherwise accessing and using the Service, You and Users arc
required 10 accept the ems of our Privacy Policy. which is set forth in Exhibit D-

5.4. You acknowledge and agree that We process such Personal Data in Our capacity as data processor, and that You
remain at all times the data controllerof such processing. Notwithstanding anything 10 the contrary, in Your capacity
as data controller, tis Your exclusive responsibilty (0 obtain all necessary consents 10 such processing. 0 convey
the information notices as required by applicable law. to make any necessary filings with the appropriate data
protection authorities, 0 enforce and comply with any request 0 access and/or rectifyand/ordelete any such Personal
Data.

5.5. You agree 10 keep records sufficient to demonstrate Your compliance with this Agreement, includingthe names
of Users using the Service.

6. PROPRIETARY RIGHTS. Subject to Your right to use and access the Service duringthe Tennof his Agreement
as se forth in Section 3, Wewil retain exclusive right, ile andinterest (including all intellectual property rights and
other rights) in and tothe Service and Documentation, including all ideas, concepts, designs, software, oftware code,
inventions, reports. communications, and worksofauthorship, and all Inellectual Property associated therewith,and
‘You shalt have no ownership in or license to the Service or any portion thereof, nor in the Intellectual Property
associated therewith. If You elect to provide any feedback or comments to Us related to Your experience with the
Services (“Feedback”). al of Your Feedback shallbe Our sole and exclusive property, and We shal have the right to
use and disclose such Feedback in any manner and for any purpose in Our discretion without remuneration,
compensation or attribution to You. provided hat We are under io obligation to use such Feedback.

‘Nonwithstandingthe foregoing. ifYou want to discuss or explore ideasor concepts about future developmentofthe
Service or provide comments to Us about the Service that are not included in the definition of “Feedback,” such
discussions wilbeaddressed pursuant 0 aseparate agreement to be negotiated by the Partie.Ifcither Party wants
any Intellectual Propertynot included in the foregoingtobe made. conceived, discovered. developed orcreated.either
Solely ar jointly with any other personorpersons includingYou("IP development”), where such IP development is
donefororatYourrequest and in connection withthis Agreement (“Agreement IP"), such Agreement IP development
will be addressed pursuani 10 a separate agreement tobe negotiatedby the Parties.

“Intellectual Property” means any andall Data, inventions, designs, original worksof authorship, formulas, processes.
compositions. programs. databases. data, technologies. discoveries, ideas. writings, improvements, procedures.
techniques, know-how. and all patent, trademark, service mark, trade secret, copyright and other intellectual
property rights (and goodwill) relating fo the foregoing.
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7. REPRESENTATIONS, WARRANTIES, INDEMNIFICATION, EXCLUSIVE REMEDIES AND
DISCLAIMERS

2.1. Each party represents and warrants that his Agreement has been duly authorized, executed and delivered and
canstiutesa legal, valid, and binding obligation. enforceable in accordance with ts tems.

2.2. We warrant that (a) the Service wil perform materially in accordance with the applicable Documentation. and
(b) We will not materially decrease the functionalityofthe Service duringa subscription tenn. For any breachof an
above warranty. We wil use commerciallyreasonable efforts to cause the Service to function in accordance with the
Documentation andor to re-perform the professional services. as applicable. 17 We notify You that We are unable to
remedy any material breach of this warranty, You remedies are those described in Sections 4.2 (Termination) and
4.4 (Refund or Payment upon Termination),

We warrant to You that i) alofthe Contract services will be performed ina professional and workmanlike manner
and in conformity with industry standardsby persons reasonably suited byskill raining and experience for the ype
ofservices they are assigned to performsi) Wewill comply, and will be responsiblefor ensuring any of Our owners,
officers, directors, members, managers. agents. employees, contactors or subcontractors (SSI_Parties). comply
with all applicable federal, state and local laws in the performance of this Agreement: and (iii) We own or have
suficient rights inal services to bedelivered by Us, and theservicesdeliveredby Us will not infringe upon or violate:
any Intellectual Propertyofany third partes.

1a thirdpartyclaims that the Serviceasused by You infringes the third party's Intellectual Property rights and We
reasonably determine that You should stop using the Service, then We will, at Our option and expense, provide one
of the following exclusive remedies: (1) replace or modify the Service to make it non-infringing while still
performing the same or substaniially same functions; (2) procure the rightof You to continue using the Service; or
(3) ifin Our judgment nether (1) o (2) is commercially feasible, direct You to top using the Service and refund a
prorated amount of Your Service Fees. We wil not be responsible for any infringing use thet You may makeofthe
Service afler We direct You to stop using the Service.

7.3 Indemnification by Us. We wil indemnify, defend, save and hold harmless You, the Stateof Arizona, its
departments, agencies. boards, commissions, universities, and its and their officials, agents and employees
(collectively. Indemnitee) for, from, and against any and all claims, actions, liabilities, damages, losses, or expenses
(including, court costs. aiomeys fees, and costsofclaim processing. investigation, and litigation) for bodily injury
or personal injury (including death), or loss or damage to tangible or intangible property (collectively, Claims) to
the extent such Claims are caused, or alleged o be caused, by (i) the negligent acts or omissions of Us, or any
of Our owners, officers, directors, members, managers, agents, employees, coNraciors or subcontractors (SS1
Parties), but onlyto the extent such Claims arenot caused by the acts or omissions of You: (i) breach of this
Contract,or (i) failure to comply with any applicable law. We will be responsible for primary loss investigation,
defense and judgment costs where this indemnification isapplicable. Notwithstanding anything to the contrary inthe
foregoing. the disclaimers and Fimitation of ability provisions inths Agreement apply.

Indemnification Limitations. You are a public institution and, as such, any indemnification, liability limitation,
releases or hold harmless provision in this Contract wil be limited as requiredbyArizona law, including without
limitation Article 9, Sections 5 and 7 of the Arizona Constitution and ARS §§ 35-154 and 41-621. Therefore, Your
liability under any claimfor indemnificationin this Contracts linvited toclaims for property damage, personal injury.
or death 0 the extent caused by actsoromissionsofYou.

Responsibility. Each party willbe responsible forthe negligence,acts and omissionsof ts employees and contractors
when acting under such party's direction and supervision. Notwithstandingthe temsof this Contract or any other
‘document or agreement: i) her than for employees and contractors acting under Your direction and supervision,
‘Youare notresponsibleforanyactionsof anythird partie,including Your students (unless they are current employees
or contractors); and (i) no person may bind You unless they are an authorized signatoryofYou, as setforthin
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PUR-202, which is at svwasu,dcounselmanuslsignatuseauthorit. aml. This section is subject to the limitation
of abil provisions in this agreement,

7.4. You understand and agree 1 the following:
(8) The Service provides information regarding potential threats to security, public safety, harm, self-harm or acts of
violence based on publicly available social media posts (“Social Media Data"). This Social Media Data is made
available 10 Us by one or more social media services or third party data providers. We make no representations or
Warranties as to the sufTiiency, completeness. timeliness. authorization for access 10, or accuracy of Social Media
Data.

(b) We use commercially reasonable efforts in providing the Service. Any Ales provided to You by Our Service are
generated by Our software service and provided to You without review by Us. You are responsible for reviewing.
‘Alerts provided to You by the Service and for determining any actions You will or will no take i response 10 such
Alerts. You understand and agree that Alerts provided by the Service aay include Alerts that You do not find
responsive or may omit social media posts. We do not warrant that the information contained in the Alerts is
comprehensive, complete or accurate. and We do nat assume and hereby disclaim any liability to any person or entity
or any loss or damage caused by the contents or omissions in any Alers provided by the Service. whether such
contents or omissions result from negligence. accident. or otherwise. You and Your Users have the ability to sei
scofences and add Keywords and search tems 0 be used by Our Service (“User Added Items”). Youunderstand and
‘agree that User Added lems may affect the Alerts provided by the Service, for example by increasing the number of
Alerts lagged by the Service.

(9) EXCEPT AS EXPRESSLY PROVIDED HEREIN, YOU SPECIFICALLY ACKNOWLEDGE AND
AGREE THAT THESERVICE IS PROVIDED “AS IS” AND “AS AVAILABLE,” WITHOUT WARRANTY
OF ANY KIND. EITHER EXPRESS OR IMPLIED OR STATUTORY. INCLUDING THE IMPLIED
WARRANTIES OF MERCHANTABILITY. FITNESS FOR A PARTICULAR PURPOSE, ACCURACY,.OR
ANY WARRANTIES THAT MAY ARISE FROM COURSE OF DEALING, COURSE OF PERFORMANCE OR
USAGE OF TRADE. WEANDOUR AFFILIATES, OFFICERS. EMPLOYEES, AGENTS, REPRESENTATIVES,
PARTNERS, SUPPLIERS AND LICENSORS DISCLAIM ANY AND ALL WARRANTIES REGARDING THE
SECURITY, RELIABILITY, TIMELINESS. COMPLETENESS. ACCURACY AND PERFORMANCE OF THE.
SERVICE.

8 LIMITATION OFLIABILITY

5.1. YOU SPECIFICALLY ACKNOWLEDGE THAT OUR TOTAL, CUMULATIVE LIABILITY UNDER
THIS AGREEMENT WILL NOT EXCEED THE REQUIRED MINIMUM INSURANCE COVERAGE
LIMITS AS PROVIDED IN SECTION 13(A) OF THE ARIZONA STATE UNIVERSITY SUPPLEMENTAL
TERMS AND CONDITIONS (SEE EXHIBIT A, ATTACHED HERETO) REGARDLESS OF WHETHER
INSURANCE APPLIESTOSUCH LOSS. THIS LIMITATION WILL APPLY, REGARDLESS OF WHETHER
ANY REMEDY SET FORTH HEREIN FAILS OF ITS ESSENTIAL PURPOSE. AND REGARDLESS OF THE
THEORY OF LIABILITY ON WHICH SUCH CLAIM OF DAMAGE IS BASED, BE IT IN CONTRACT, TORT,
NEGLIGENCE, STRICT LIABILITY, CONTRIBUTION. INDEMNITY OR ANY OTHER LEGAL THEORY.

$2. IN NO EVENT WILL EITHER PARTY BE LIABLE TO THE OTHER PARTY FOR ANY
CONSEQUENTIAL, INCIDENTAL. SPECIAL, EXEMPLARY, PUNITIVE, OR INDIRECT DAMAGES. EVEN
IF ITHAS BEEN ADVISED OFOR IS AWARE OF THE LIKELIHOOD OF SUCH DAMAGES.

9. CONFIDENTIALITY
9.1. Each party will hold the other's Confidential Information in confidence and. unless required by law, not make
the other's Confidential Information available to any third party. or use the other's Confidential Information for any
purposeother than the implementation ofthis Agreement or, inthe case of SSI, a otherwise set forth inOur Privacy

6



Policy). We will only share Confidential information with Youo the extent it isessential 10 accomplish the intentions.
ofthe Agreement. AnyofOur Confidential information given to You willbe clearly marked as Confidential.
“The receiving party agrees. upon learning of the disclosure, to notify the disclosing party promptly of any
unauthorized disclosure of the disclosing party's Confidential Information.
ASU is a public institution and, as such, is subject 10 ARS §§ 39-121 through 39-127 regarding public records.
‘Accordingly. any provision regarding confidentiality is limited fo the extent necessary10 comply withArizona law.
9.2. Nothing in this Agreement will be consirued to restrict the partis from disclosing Confidential Information as
required by law or court order or other governmental order or request,
10. GENERAL PROVISIONS
10.1. This Agreement is governed by the lawsofthe Sie of Arizona without regard to its conflicts of law's
provisions. the state and federal courtsof which have sole and exclusive jurisdiction to esol any actions orclaims
arising outof o in connection with this Agreement. We submit 0 the exclusive jurisdiction of such courts for such
purpose. ASU's obligations hereunder are subject 10 the regulations/palicies of the Arizona Board of Regents. Any.
proceeding arising out ofo relating 0 this Contract will be conducted in Maricopa Coury, Arizona.

10.2. This Agreement including any ems referenced herein, s the entire agreement between You and Us regarding
Your use of the Service and supersedes al prior and contemporaneous agreements. proposals or representations.
written or oral, concerning its subject mater. No modification, amendment, or waiver of any provisionofthis
Agreement wil be effective unlessin writing and signed by the party agains: whom the modification, amendment or
Waiver is 0 be asserted. In the eventofany conflict or inconsistency among the following documents, the order of
precedence shall be: (1) Exhibit A - Arizona State University Supplemental Terms and Conditions; (2) the Social
Sentinel Services Agreement; (3) Exhibit 3 ~Order Form; (4) Social Sentinel Terms of Use and Privacy Policy.

10.3. Neither party may assign any of its rights or obligations hereunder, whether by operation of aworotherwise,
without the otherparty’ prior writen consent, which consent will not be unreasonably withheld. We may assign this
Agreement in its entirety in connection with a merger, acquisition. corporate reorganization, or sale of all or
Substantially ll of is assets. or the assets 0 which this Agreement relates. In theeven!ofassignment based on the
foregoing. You reserve the right to terminate the Agreement immediately within ninety (90) days of assignment.
Subject 10 the foregoing. this Agreement wil bind and inure to the benefitof the partes, thei respective successors
and permitted assigns.

10.4. The partis are independent contractor. This Agreement does not createa partnership, franchise, joint venture,
agency, fiduciaryor employmentrelationshipbetween the parties.

10.5. We will notdisclosethe fact that You are a clientof SSI to the general public or media, unless otherwise
required by law,without Yourprior writen consent.

10.6.If any provisionof his Agreement is held by a courofcompetent jurisdictionto be contrary to law. the provision
wil be deemed null and void, and the remaining provisions ofthis Agreement will remain in eect
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IN WITNESS WHEREOF, the Pari have signed this Agreement as ofthe Effective Dat.

THE ARIZONA BOARD OF REGENTS,
a body corporate, for and on behalfofARIZONA STATE UNIVERSITY

By:=—z -
Title: Tamara John
Date signed: 12/19/2016

Socre
Lnne
Title: President & CEO. Gary J. Margolis
Datcsigneé: ___ Dec 19, 2016

ExhibitA~Arizona State University Supplemental Terms and Conditions
Exhibit B- Order Form
ExhiitC Social Sentinel Terms of Use
Exhibit Social Sentinel Privacy Policy
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EXIIBIT A
ARIZONA STATE UNIVERSITY SUPPLEMENTAL TERMS AND CONDITIONS

To the extent any provisions ofthe foregoing contract withthe Arizona Boardof Regents, @ body corporate. for and
on behalfofArizona State University (ASU) conflict with any of the provisions of this Exhibit, the provisions of
this Exhibit will control. References fo this Contract include the forcgoing contract and this Exhibit. All provisions
of this Contract that anticipate performance afir the termination of this Contract, and all provisions necessary or
appropriate to interpret and enforce such provisions. will survive termination ofthis Contract,

1. Nondiscrimination. Thepartieswill complywithal applicablestate and federal laws, rules, regulations, and
executive orders governing equal employment opportunity. immigration. and nondiscrimination. including the
Americans with Disabilities Act. If applicable, the parties will abide by the requirements of 41 CFR §§ 60-
1.4(x), 60-300.5) and 60-741.5(x). These regulations prohibit discrimination against qualified individuals
based on their status as protected veterans or individuals with disabilities, and prohibit discrimination
against al individuals based on their race, color,religion,sex or national origin. Moreover, these regulations
require that covered prime contractors and subcontractors takeaffirmativeaction o employ and advance in
employment individuals without regard to race, color, religion, sex, national origin, protected veteran status
or disability.

2. Conflictof Interest. Ifwithin3yearsafer the executionofthis Contract, SSIhiresas an employeeor agent
any ASU representative who was significantly involved in negotiating. securing. drafing,o creating this Contract,
then ASU may cancel this Contract as provided in Arizona Revised Statutes (ARS)§38-511. Notice is also given of
ARS§§41-2517and41-753.

3. Arbitration in Superior Court. Asrequired by ARS§ 12-1518, the partes agree to make useofarbitration in
disputes that are subject 10 mandatory arbitration pursuant to ARS § 12-133.

4. Dispute Resolution. If a dispute arises under this Contract, the partics will exhaust all applicable
administrative remedies provided forunder Arizona BoardofRegents Policy 3-809.

5. Records. To the extent required by ARS § 35-214. the non-ASU parties to this Contract (jointly and
severally, SSI) will retain all récords relating to this Contract, SSI will make those records available at all
reasonable times for inspection and audit by ASU or the Auditor General of the StateofArizona during the term of
this Contract and for a period of five years afte the completion ofthis Contract. The records will be provided at
Arizona State University. Tempe, Arizona, or another location designated by ASU on reasonable notice 10SS1.

6. FailureofLegislaturetoAppropriate. Inaccordance with ARS § 35-154,ifASU'sperformanceunder this
‘Contract depends on the appropriationoffundsby the Arizona Legislature, and ifthe Legislature fulsto appropriate
the funds necessary for performance, then ASU may provide written notice of his to SSI and cancel this Contract
without further obligation of ASU. Appropriation is a legislative act andi beyond the control ofASU.

7. Advertising, Publicity, Names and Marks. SSI will not do anyof the following. without, in cachease, ASU's
prior written consent: (i) use any names. service marks, trademarks, trade names, logos,orother identifying names,
domain names. or identifying marks of ASU (ASU Marks), for any reason including online, advertising. or
promotional purposes; (i) issue a press release or public statement regarding this Contract; or (i) represen or
imply any ASU endorsement or suppor of any product or service in any public or private communication. Any
permitted use of any ASU Marks must comply with ASU's requirements, including using the ® indication of
registered trademark where applicable.
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8. Authorized Presence Requirements. As required by ARS § 41-4401, ASU is prohibited from awardinga
contrac to any coniractor or subcontractor that fails to comply with ARS § 23-214(A) (verification of employee
eligibility through the c-verify program). SSI warrants that it and its subcontractors comply fully with all
applicable federal immigration Laws and regulations tha relate otheir employees andtheircompliance with ARS §
23.214(A). A breachofthis warranty wilbe a material breach ofthis Contract that is subject to penaliis up to and
including temination of this Contract. ASU retains the legal right 10 inspect the papers of any contractor or
subcontractor employee who works hereunder to ensure that the contractoror subcontractor is complyingwith the
above warranty.

9. Data Use, Ownership,and Privacy. Subject to the provisionsofSection 6ofhe Social Sentinel Services
Agreement, as between the parties. ASU will own, or retain all ofits rights in, all data and information that ASU
provides to SSI. as well as al data and information managed by SS1 onbehalfof ASU. including all output, reports,
analyses. and other material relating o, derived from, or generated pursuant 10 this Contract, even if generated by
51. as well as all data obtained or extracted through ASU's or SI's use ofsuch data or information (collectively.
ASU Data). ASU Dataalso includesaldata and information provided directlyto SS1 by ASUstudentsand employees.
‘andincludes personal data, metadata, and user content
ASU Data will be ASU's Intellectual Property and SSI will treat it as ASU's confidential and proprietary
information. SSI will not use, access. disclose. orlicense. or provide tothird parties, any ASU Data. except: (i)to

theextent necessary to fulfill SSI's obligations to ASU hereunder: or (ii) as authorized in writing by ASU. Without
limitingthe generality of the foregoing. SSI will not use any ASU Data, whethero not aggregated or de-identified,
for product development, marketing. profiling. benchmarking, or product demonstrations, without, in each case.
ASU's prior writien consent. SSI will no, directly or indirectly: (x) attempt to re-identfy or de- aggregate de
identified or aggregated information;or (y) transfer de-identified and aggregated information to any party unless hat
partyagrees not toatlempt e-identifcationor de-agregation. For ASU Data tobeconsidered de- idenificd.all direct
and indirect personal identifiers must be removed, including nemes, 1D numbers, dates of birth, demographic
information, location information, and school information. Upon request by ASU. SSI wil deliver, destroy. and/or
make available to ASU, any or all ASU Data.
Notwithstanding the foregoing.if this Contract contains a scope of work or other provision tha requires or allows
55110 provide aggregated and de-identified data 0 SSIs customers, then SSI may provide such information solely to
the extentallowed in his Contract, and onlyifsuch data is aggregated withsimilar dataof other customersofSSI (i.
is not identified as ASU, ABOR,or Arizona-specific).
10. Information Security. All systems containing ASU Data must be designed. managed. and operated in
accordance with information security best practices and in compliance with all applicable federal and state laws,
regulations and policies. To diminish information security threats, SSI will (either directlyor through its third party
service providers) meet the following requirements:
(@) Access Control. Control accessto ASUS resources,including sensitive ASUDat,limitingaccess to legitimate
business need based on an individual's job-related assignment. SSI wil, or will cause the system administrator fo.
approve and track access o ensure proper usage and accountability, and SSI will make such information availsble
10ASU for review, upon ASU's request.
(b) Incident Reporting. Report information security incidents immediately to ASU (including those that involve

informationdisclosure incidents, unauthorized disclosureofASU Data. network intrusions, successfulvirus attacks,
unauthorized access or modifications, and threats and vulnerabilities).
(€) OFT Shore. Direct services underthis Contract will be performed within the bordersof he United States. Any
services that are described in this Contract tht directly serve ASU and may involve access to secure or sensitive
ASU Data or personal client data or development or madification of software for ASU will be performed within the
bordersofthe United Stats. Unless sated otherwise in this Contract, this requirement docs not apply 10 indirect or
“overhead services, redundant back-up services or services that are incidental to the performanceofthis Contract
“This provision applis to work performed by subcontractors at all ters and to al ASU Data
(@ Patch Management. Carry out updates and patch management for ll sysiems and devices ina timely manner
and tothesatisfaction of ASU. Updates and patch management mustbedeployedusingan auditable process that can
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be reviewed by ASU upon ASU's request.
(©) Encryption. All systems and devices that store, processor transmit sensitive ASU Data must use an industry
standard encryption protocol for data in transit and a est.
® Notifications. Notify ASU immediatelyifSSI receives any kindofsubpoenafor or involving ASU Data. if
any third-party requests ASU Data. or if SSI has a change in the location or transmission of ASU Daa. All
notifications to ASU required in this Information Security paragraph will be sent to ASU Information Security
at Infoseci@asuedu. in addition to any other notice addresses in this Contract,
(Security Reviews. Complete SOC2 Type If or substantially equivalent reviews in accordance with industry
Standards. which reviews ae subject to review by ASU upon ASU's request. Currently. no more than tworeviews
per year are required.
(1) Scanning and Penetration Tests. Perform periodic scans, including penetration tests. for unauthorized
applications. services. code and system vulnerabilities on the networks and systems included in this Contract at
regular intervals in accordance with indusiry standards and best practices. SSI must correet weaknesses withina
reasonable period of time. and SSI must provide proofofesting to ASU upon ASU's request
() ASU Rights. ASU reserves the right (either directlyor through third party service providers) to scan andor
penetration test any purchased and/or leased software regardless of where it resides.
Gi) Secure Development. Use secure development and coding standards including secure change management
procedures in accordance with indusiry standards. Perform penetration testing and/or scanning prior 10 releasing
new software versions. SS! will provide internal standards and procedures toASU for review upon ASUrequest.

11. Americans with Disabilities Act and Rehabilitation Act. SSI will comply with all applicable provisions of
the Americans with Disabilities Act. the Rehabilitation Act of 1973, and al applicable federal regulations. All
electronic and information technology and products and services 10 be used by ASU faculty/saff students, program
participants, orother ASU constituencies mustbecompliantwith the Americans with Disabilities Act and Section
508 of the Rehabilitation Act of 1973, as amended fiom time to time. Compliance means that adisabled person
‘canacquire the same information, engage in the same interactions, and enjoy the same scrvices as a nondisabled
person, in an equally effective and integrated manner. with substantially equivalent easeofuse

12. No Boycott of Israel, Asrequired by ARS § 35-393.01, SS) certifies it is not currently engaged in a boycolt
of Israel and will not engage in a boycat of Israel during the termofhis Contract.

13. Insurance Requirements. Without limiting any liabilities or any other obligation of SSI. SS1 will purchase
‘and maintain (and cause is subcontractors 0 purchase and maintain), until all oftheir obligations have been
discharged. includingany warranty periods under this Contract,o are satisfied. insurance against claims forinjury
10 persons or damage 10 property hat may arise from or in connection with the performance of the work
hereunderby SSI, its agents, representatives, employees or subcontractors
These insurance requirements are minimum requirements for this Contract and in no way limit any indemnity
covenants in this Contract. ASU does not warrant that these minimum limits are sufficient to protect SSI from
Tiailities that might arise outofthe performanceof the work under this Contract by SS, is agents, representatives.
employees, or subcontractors.
A. Minimum Scope and Limits of Insurance: SSI will provide coverage with limits of liability not ess than
those stated below

I. Commercial General Liability ~Occurrence Form. Policy will includebodily injury, property damage, personal
injury. and broad form contractual Hability coverage.

+ General Aggregate 52,000,000
«Products—Completed Operations Aggregate $1,000,000
+ Personal and Advertising Injury $1.000000
«Blanket Contractual Liability~ Writenand Oral $1,000,000
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«Fire Legal Liability s 50000
+ Each Occurrence $1.000.000

a. Policy will be endorsed to include the following additional insured language: “The State of Arizona. its
departments. agencies. boards, commissions. universities. and its officers, officials. agents, and employees, will be
named as additional insureds with respect to liability arising outof the aciviies performed by or on behalof SSL.”
b. Policy will containa waiverof subrogation against the State of Arizona. its departments. agencies. boards,
commissions, universities. and its officers. officials. agents, and employees, for losses arising from work performed
by or on behalfofSSI.
2. Worker's Compensation and Employers” Liability.Statutory limits. as amendedfrom time otime.and in cach
case no less than the amounts specified below:

Workers Compensation Employers Liability
«Each Accident $1.000.000
+ Disease-Each Employee $1.000.000
+ Disease-Policy Limit $1.000.000

a. Policy will contain a waiver of subrogation against the StateofArizona its departments. agencies, boards.
commissions. universities. and its officers, official, agents, and employees. for losses arising from work performed
by or on behalfofSSI.
b. This requirement willnot apply to: Separately, EACHcontractoro subcontractorexemptunderARS§23-901,
AND when such contractoro subcontractor signs the appropriate waiver (SoleProprietor! Independent Contractor)
form.
3. Technology/Network Errors and Omissions Insurance,

«Each Claim $2,000,000
+ Annual Aggregate 54,000,000

a. This insurance will cover SSIs liability for act,erorsand omissions arising out ofSS1's operationsorservices,
including loss arising from unauthorized access or use tha results in identity thetor fraud.
b. Coverage wil include the following:

~ Hostile actionor athreat of hostile action with the intent toaffect,alte. copy, corrupt. desioy. disrupt.
damage, or provide unauthorized access/unauthorized use ofa computer system including exposing or
publicizing confidential electronic dator causing electronic data fo be inaccessible;

~ Computer viruses, Trojan horses, worms and othertypeofmaliciousordamagingcode;
~ Dishonest, fraudulent, malicious, or crinvinal use ofacomputer systemby aperson. whether identified or

‘not, and whetheracting aloneor in collusion withother persons, 0 affect. ltr, copy corrupt, delete. disrupt,
or destroya computer system or obiain financial benefit for any partyor 10 steal o take electronic data

~ Denial ofservice for which the insured s responsible that results in the degradation ofo lossofaceess
internet or network activities or normal use of a computer system;

= Loss of service for which the insured is responsible that results in the inability of a third party. who is.
‘authorized to da so. 1 gain access to a computer system and conduct norma internet of network activites:
Access 10 2 computer system or computer system resources by an unauthorized person or an authorized
person in an unauthorized manner:

~ Loss or disclosureof confidential information no matter how it occurs;
- Systems analysis:
- Software Design;
~ Systems programming:
~ Data processing:
- Systems integration;
- Outsourcing includingoutsourcing development anddesign:
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~ Systems design, consulting. development and modification:
~ Training services relating 10 computer software or hardware:
~ Management, repair and maintenanceofcomputer products. networks and systems
© Marketing. selling. servicing. distributing, installing and maintaining. computer hardware of software; and
~ Data eniry. modification. verification. maintenance, storage, retrievalorpreparation of data output.

e.. Ifthe ability insurance required by this Contract iswritten on 4 claims-made basis, SSI warrants that any
retroactive dote under the policy will precede the effective date of this contract, and thateither continuous
coverage will be maintained or an extendeddiscovery periodwillbeexercised fora periodof 2 years beginning at the
time workunder this Contract iscompleted.
4. Policy will cover professional misconduct or lack of ordinary skil for those positions defined in the scope of
work of this Contract
B. Additional Insurance Requirements: All policies will include. or be endorsed to include. the following
provisions (blanket endorsements are not ceptable):

1. The State of Arizona. fs departments, agencies, boards. commissions. universities. and its officers. officials.
agents, and employees, wherever additional insured status is required such additional insured willbe covered
tothe full imitsof ibility purchased by SSI, even if hose limits of liability are in excess of hose required by this
Contract,
2. SSIs insurance coverage willbe primary insurance with respect 0 all other available sources.
3. Coverage provided by SSI will not be limited to the lability assumed under the indemnification
provisionsof this Contract.
C. Notice of Cancellation; Material Changes: Changes 10 the insurance policies described above, which
changes are material to compliance with this Contact. will require 30 days’ prior written notice 10 ASU;
however, 10 days" prior writien natice is required prior fo cancellation due fo non-payment of premiums.
Notices required in this Section must be sent directly to Director of Risk Management, Arizona State
University. PO Box 876512. Tempe, AZ, 85287-6512and will be sent by United States certified mal. return receipt
requested.
D. Acceptability of Insurers: Insurance istobe placedwith duly licensed or approved non-admited insurers in

theStateofArizona withan “A.M. Best” ratingofnot less thanA- VII. ASU inno way warrants thatthe above required
minimum insurer rating is sufficient o protect SSI from potential insurer insolvency.
E. Verification of Coverage: SSI will fumish ASU with certificatesof insurance (ACORD form or equivalent
approved by the State of Arizona)as required by his Contract. The certificates for each insurance policy arc 0 be.
Signed by a person authorizedby that insure to bind coverage on is behalf.
All certificates and endorsements are to be received and approved by ASU before work commences. Each
insurance policy required by this Contract must be in effect atorprior tocommencementof work under this Contract
and remain in effect for the durationof this Contract. Failure to maintain the insurance policies as required by this
‘Contract or to provide evidenceof renewal, is a material breachofcontract.
Allcertificates required by this Section must be sent 10 DirectorofRisk Management, Arizona Sate University, PO
Box 876312, Tempe, AZ, 85287-6512. ASU's project or purchase order number and project description will be
noted on each certificate of insurance. The State of Arizona and ASU each reserves the right fo require complete,
certified copiesofall insurance policies required by this Contract atany ime.
F. Subcontractors: SSI's certificate(s) wil include all subcontractors as insureds under is policiesor SSI will
furnish o ASU separate certificates and endorsements for each subcontractor. Alcoverages for subcontractors will
be subject 1 the minimum requirements identified above.
G. Approval. These insurance requirements are the standard insurance requirementsof ASU. Any modification
or variation from the insurance requirements in this Contract will require the approval of the Arizona
Departmentof Administration Risk Management Section
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14. Notices. All notices and communications required or permitted under this Contract wil be in writing and wil
begiven by personal delivery againstreceipt (including privatecourier service suchas Federal Express),or certified
United States Mail, retun receipt requested. All notices and communications willbe sent 10 the addresses set forth
below or to such other address as the partis may specify in the same manner:

ToASU:
ASU Police Department
PO Box 871812
Tempe, AZ 85287-1812
Aun: ChiefofPolice

Witha copy to:
Purchasing and Business Services
PO Box 875212
Tempe. AZ 85287-5212
Attn; Chef Procurement Officer

To Sentinel Services. Inc.:
Liz Kleinberg, General Counsel
Social Sentinel, Inc.
128 Lakeside Ave., Suite 302
Burlingion, VT 05401

Notices, ifdelivered,ndifprovidedinthe mannerst forth above, willbedeemedto have been given and received on
the dateof actual receipt or upon the date receipt was refused. Any noice (0 be given by any party may be given
by legal counsel for such party.

15. Termination. ASU may terminate ths Contractwith orwithoutcause upon 30 days’ writtennotice toSS1. Ifthis
Contract is terminated by ASU for cause pursuant o this section, ASU will have no further obligations, other than
payment for services rendered, goods received, and expenses incurred, and SSI will refund to ASU all prepaid
amounts for goods or services not delivered or rendered. IF this Contract is tenminated by ASU without cause (as
defined in Section 4.2ofthe Social Sentinel Service Agreement Terms and Conditions), SSI will not provide ASU
with any refund for the Service Fee paidfo the then-current Annual Period. The term ofthis Contractwill not exceed
S years.
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EXHIBIT C

SOCIAL SENTINEL, INC. TERMS OF USE
(htps/isocialsentinel.com/terms-of-use)

NOTE: In the eventofany conflict or inconsistency among the following documents. the order of
precedence shall be: (1) Exhibit A - Arizona State University Supplemental Termsand Conditions:
(2) the Social Sentinel Services Agreement Terms and Conditions: (3) Exhibit B ~ Order Form; (4)
Social Sentinel Termsof Use and Privacy Policy.

Welcome (0 the Terms of Use Agreement for SacialSentinel.com,a site owned and operated
by Social Sentinel, Inc.,a Delaware corporation (“SSI”).

1. DESCRIPTION OF SERVICES.
SocialSertinel.com (the “Site” provides information regarding the Social Sentinel” services. which
include SS's social media thre alert service (the “Services”) The content and media on the Sie,
includes, but is not limited o, any documents, reports, presentations. and videos on the Site

regardingthe features and functions ofthe Services (he “Content®). Useofthe Sie, including any
updates, enhancements, new features, and/or the ation of any new links, i subject 0 this Terms.
of Use Agreement (“TOU Agreement”), This TOU Agreement does not cover the useofthe
Services. Please refer to your Social Sentinel Services Agreement with SSI for terms relating 10 use:
ofthe Services.

SS may discontinue, modify or suspend any aspectof the Site with prior notice. SS1 may impose.
Jimits on use of the Site, o suspend or discontinue access 0 all or part of the Sit without prior
noice.

2. ACCEPTANCE OF TERMS.
You agree that your useof the Ste issubject to the terms in ths TOU Agreement. The terms
“User” and “you refer 10 any person whoaccesses the Site. You are authorized 0use the Site only
if you agree io abide by al applicable laws and fo the terms in this TOU Agreement. This TOU
Agreement shal remain in full force and effect while you use the Sie.

“This TOU Agreement shall remain in ull force and effect while you use the Sit.

TERMS OF USE

1. PRIVACY AND PROTECTION OF PERSONALLY IDENTIFIABLE INFORMATION.
See the Privacy Policy, attached as Exhibit , relating fo thecollection and useof your personally
identifiable information. For purposes of he Privacy Policy. the term “Personally Identifiable
Information” refers to any information tha identifies or can be used to identify, contact. or locate
the person to whom such information pertains.

2. NOTICE SPECIFIC TO INFORMATION AVAILABLE ON THIS SITE.
2.1. Content on the Site. You are not permitted to use any Content or 0 reproducethe
Content in anymanner without the prior written consent of SSI
22. Monitoring of Cantent. SSI and its agents and designees reserve the right 10 monitor.
restrict access to, edit, modify or remove any Content on the Site. SSI reserves th right at all
times to disclose any information SS! deems necessary to satisfy any applicable aw,
regulation, legal process or governmental request,o 10 dit, modify, refuse 10 post o 10
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remove any informationor materials.in whole or in par. in SST's sole discretion. THESE
RIGHTS WILL NOT BE CONSTRUED TO CREATE ANY LIABILITY TO SSI IN
CONNECTION WITH ANY CONTENT.
Materials uploaded to the Site may be subject 10 posted limitations on usage. reproduction
andor dissemination. You are responsible for adhering to such limitations if you download
the materials,

23. DISCLAIMERS.

“Third-Party Materials: The Site may contain links o third party websites. When you access.
hid party websites. you do so a your own risk. Third party links published or posted by
Usersor sponsors (together. “Third-Party Links”) do not constitute or imply an approval or
endorsement by SS! ofany information. material. documents, services or products available
on third pars websites. SSI makes no epresentarions about the suitability or accuracy of
information. documents, material. services or products published. posted or made available
as part of he content, services or products offered by Users or sponsors or any purpose.
(together. “Third-Party Content and Services”). ALL SUCH THIRD-PARTY LINKS AND
THIRD-PARTY CONTENT AND SERVICES ARE PROVIDED WITHOUT
WARRANTY OF ANY KIND BY SSI. SSI DISCLAIMS ALL WARRANTIES AND
CONDITIONS WITH REGARD TO SUCH THIRD-PARTY LINKS AND THIRD PARTY
CONTENT AND SERVICES INCLUDING ALL WARRANTIES AND CONDITIONS OF
MERCHANTABILITY. FITNESS FOR A PARTICULAR PURPOSE. TITLE AND NON-
INFRINGEMENT, WHETHER EXPRESS, IMPLIED OR STATUTORY.

Limitation ofLiability: [Intentionally omitted because the provisionsof Section§ of the
Social Sentinel Services Agreement apply.]

3.NO UNLAWFUL OR PROHIBITED USE.
‘Asa conditionof your useof the Site, you will ot use the Site for any purpose that is unlawful or
prohibited by this TOU Agreement. SSI reserves the right 0 investigate and take appropriate legal
action against any Users who violate this provision (as determined in SSIs sole discretion).
including, without limitation, removing. editing or modifying any offending Content, or denying.
restricting, or suspending of terminating your access to all or any part of the Site, withorwithout
prior notice or explanation. and without lability to SSI. SSI has no obligation to take anyofthe
above-referenced actions, and is not responsible for the conductofany Users who violate this
provision
You will not

3.1. Use the Site in any mans that could damage, disable, overburden. or impair anyofthe
Site's servers or the neiwork(s) connected to anyof the Site's servers, or interfere with any
other party's use and enjoyment of the Ste.
32. Atiempt 10 gain unauthorized access 0 any part of the Sit, other accounts, computer
Systems or networks connected 10 any Site server, through hacking. password mining or any
other means.
3.3. Obtain or attempt to obtsin anymaterialsor information through any means not
mtntionally madeavailable through the Site
3.4. Use the Site in connection with surveys, contests, pyramid schemes, chain eters. junk
‘camal, spamming or any duplicative, exploitive or unsolicited messages (commercial or
otherwise).
3.5. Advertise productsofany kind that you or someone else manufacturers, supplies.
distributes. This includes not publishing. posting. uploading. discussing, mentioning or
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listing the telephane numbers, addresses, facsimile numbers, e-mail addresses, domain
names or Web linksof your manufacturing. supply. retail. or wholesale business or any other
businessofthis type.
3.6. Publish. post. upload, link to, discuss, disseminate, mention,or lst your own personal
‘contact information i it sfor the purpose ofadvertising. distributing or selling products or
Services that you or someone else manufactures, supplies, distributes or sell.
3.7. Publish. post. upload. lnk to. discuss. disseminate, mentionor is your or anyone else's
ageore-mail address anywhere on the Sie.
3.8. Publish. post upload. lnk to, discuss, disseminate, mention orlist names, telephone
‘numbers. addresses, e-mail addresses. facsimile numbers. domain names or websites ofany
other Users.
3.9. Defame. abuse, harass. stalk, threaten, offend. provoke. name call, or otherwise violate
the lal sight (including the rights ofprivacy and publicity)ofcthers
3.10. Publish. post. upload. disseminate.useor make comments that areof a abusive
Violent, inappropriate, vulgar. profane. defamatory. obscene, indecent,sexually explicit.
pomagrapic,or otherwise objectionableor unlawful nature.
3.11. Publish. post, discus. upload, disseminate or mension information that contairs content
intended to victimize, harass. degrade. o intimidate an individual os groupof individualson
the basiofreligion, gender. race. ethnicity. age. disability,orsexual orientation. Hate
speech of any kindis not permitted on the Site.
3.12. Publish. post, discuss, upload. disseminate or mention illegal activitesofany kind.
including. without limitation. references o illegal drug use. temorist activities. making of
buyingillegal weapons, violating someone else’s privacy or child pornography.
3.13. Publish, post, upload, disseminate, post Web links 10 or otherwise make available any
‘content, which is abscene, lewd. violent. sexually explicit, pormographicorotherwise
objectionable or llgal,
314. Publish. post, upload. use or otherwise make available, passoffas your own, or solicit
for exchange, sale or purchase, any content protected by intelectual property laws,
including. by wayofexample, and notas limitation, copyrightor trademark laws (or rights

ofprivacy or publicity) unless you own or contro the rights thereto or have received all
necessary consent 10 do the same.
3.15. Post, upload, disseminate. ink t. use. modify, copy. reproduce, republish, transmit or
otherwise make available any content, which is made available through the Site in any
manner that infringes any copyright. trademark. patent, trade secre, or other personal or
proprictary rightof any party.
3.16. Publish, post, upload. disseminate, us, link to or otherwise make available any image,
photographor pietureofany other person or User without hat person's or User's consent
3.17. Solicit informationof any Kind from os exploit in any way Users who are under the age
of 18
3.18. Upload files 10the Site that contain viruses, Trojan horses, worms, time bombs,
cancelbos. cormupted ils, o any other similar software or programs that may damage the
‘operationofanother's computer or propertyof another,
3.19. Harvest. solicit o otherwise collect personal information from or aboutather Users for
any purpose.
3:20. Use the Site in any manner that s inconsistent with or violates any applicable laws or
regulations.
321. Create a false identity ontheSiteforthe purpose of misleading others.
3.22. Publish. post, disseminate. nk 10. upload. use, copy or otherwise make available
(whether or not fora fee) any directory of Usersof the Site.
3.23. Register on the Site under a new User nameifSS1 has restricted. suspended or
terminated your use or Membership on the Site.
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3.24. Register more than once or register more than one User name on the Sie. 1fyou
register mare than once or register any additional User name(s). SSI will delete any.
additional registration and/or User name from the Ste and system.
325. Register with a User name that is offensive, deceptive orviolatesany other
party's rights,
326. Register on the Site if you are under he age of 14.
327. Register on the Site with a non-working or inactive e-mail address. or someone else’s
e-mail address other thanyour own
328. Publish. post. upload. disseminate, discuss. mention or insinuate false information
about other Users.
329. Publish, post, upload. disseminate, discussormention the value, validity or
effectiveness of products or services of sponsors if you have never ownedor sed such
product or services.

4 UNSOLICITED IDEA SUBMISSION POLICY.
SSH welcomes your comments and feedback about the Site and the Services. Note that SSI does nat
accept or consider unsolicited submissions concerning its business or operations. including. but not
limited to. orginal ideas for new advertising campais. promotions, products, services.
technologies, processes, materials. marketing plans or new productservice names. Pleasedo ot
send SS! such submissions. The purpose of his policy is 0 avoid potential misunderstandings or
disputes when SSI's services. products or marketing strategies appear similar to ideas submitted to
ssi

5. COPYRIGHT COMPLAINTS.
Materials may be made available on the Site by third parties not within SSIs control. SS! respects
the intelectual property rightsof others. and SSI asks the Usersofthe Ste to do the same. Its
SI's policy not o permit materials known by SSI to infringe another party's copyright 0 remain
on the Site. If you believe that your work has been copied and is accessible on the Site in a way that
constitutes copyright infringement, or that he Site contains links or other references fo another
online location thatcontains material or activity that infringes your copyright rights. you may notify
SSI by providing thefollowinginformation (as required by the Online Copyright Infringement
Liability Limitation Act of the Digit Millennium Copyright Act, 17 U S.C. § $12) 10 our
copyright agent set forth belo:

+ A physical or electronic signature of person authorized 10 act on behalfofthe ownerof an
exclusive right that is allegedly infringed;

+ Identificationof the copyrighted work claimed to have been infringed.or if muliple
copyrightedworksat asingle online site are coveredbya single notification,a
representative lis of such works a tha ste;

+ Idenvificationof the material that is claimed to be infringing or to be the subject of
infringing activity end that is toberemoved or access to which s 0 be disabled. and
information reasonably sufficient to permit SS1 10 locate the material;

+ Information reasonably sufficient to permit SSI to contact the complaining party. such as an
‘address, telephone number, and ifavailable. an electronic mail address at which the
‘complaining party maybe contacted;

+ A statement that the complaining party has a good faith belief that useof the material in the
manner complained of is not authorized by the copyright owner, is agent,or the la; and

+ A statement that the information i the notification isaccurate. and under penalty of
perjury. thatthe complaining party is auhorized to act on behalfofthe ownerof an
exclusive right that s allegedly infringed.

Copyright Agent:
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Liz Kleinberg
General Counsel
Social Sentinel, Inc.
128 Lakeside Ave, Suite 302
Burlingion, VT 05401

—_— Jsocialsentinelcom

6. INTELLECTUAL PROPERTY OF SSI. The Site contains conent protected by
copyright, trademark. and other aw, and SSI owns and retains all rights in ths content.

7. COPYRIGHT NOTICE. Copyright ©2016 Social Sentinel, Inc. Al rights reserved.

8. TRADEMARKS. SOCIAL SENTINEL, ASSESS ALERT AVERT, LOCAL.
SENTINEL SEARCH, aetrademarksofSocial Sentinel, Inc

9. [Intentionally omitted

10. INDEMNITY. The indemnity provisions of the Social SentinelServicesAgreement apply.

11. MISCELLANEOUS.Ifany provision of this TOU Agreement is held unenforceable, the
remaining provisions will be enforced 10 the maximum extent possible. Nowaiverby either party
oFany rights under this TOU Agreement constitutes a waiverofany other right, or right o enforce
‘any subsequent breachofthis TOU Agreement. In the event cither party i forced to enforce its
rights against the other. in addition anyother remedies, you agree 10 pay SSI°s reasonable costs.
including attormeys" ees and costsof suit.
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EXHIBITD

SOCIAL SENTINEL, INC. PRIVACY POLICY.
NOTE: In the event ofany conflictoinconsistency among the folowing dosuments. the order of
precedence shall be: (1) ExhibitA - Arizona State University Supplemental Terms and Conditions:
2) he Social Sentinel Servis Agreement Terms and Conditions: (3) Exhibit B-Order Form; (4)
Social Sentinel Terms ofUse and Privacy Policy

S81 Privacy Poly
Social Sentinel. ne. ("SSI") hscreated this Privacy Policy (“Privacy Policy”) to demonstrae ts
‘commitment 0 fully disclosing he information collection and use practices applicable 10 he
SocialSaminel.com website (te "Sie"

“This Privacy Policy covers anly information cllected by SSI through your seofthe Sie or the
Social Sentinel” services. which include SSIs social media threat ler service (th “Services”). SSI
is mot responsible for any third party information that you may acess while using he Services
including publicly available socal media information mode available by third party social medi
services. For policies applicable to third-party information that you may access while sing the
Services. sethe privacy policies ofsuch third partes.
“his Privacy Policy is being provided to users and clientof the Services for information purposes
only and is no intended 0 and shall no be consircd 10 giv any third party any intrest o rights
(including any third party beneficiary rights) with respect to orinconnection with any
representation o provision contained hereinorcontemplacd hereby.

1Types of Information and MethodofCollection
Scefions 1 through S ofthis Privacy Policy apply to informatio colcetd from or about you
hough vour use of the Services (User Information”). Sections | through 5ofthis Privacy Policy
DONOT apply to information that i publicly avilable from third party social media services.
(:Publily Availabe Social Media Infomation”). SI's policies and proccdures regarding the use
ofPublicly Available Social Media Information are set forth in Section6 below.
Collection of User Information

+" By Browsing. As you browsetheSit, the Inemes protocol (IP) address ofyour computer,
“cookies” (described below) and othe standard tracking data SSI uses to evaluate Site
rac and usage patterns are collected. Such information is ageregated with racking data
from all Site visitors. IF you only browse this Sit. you are not required to identify yourself
or provide any personally identifiable information. For purposes ofthis Privacy Policy. the
eam “Personally Identifiable Information” rerto any information that denies or can
be used to identify, contact,or locate he person to whom such information pertains

+ By User's Vluniry Submission. When using ary feature ofthe Services that allows for
unilateral or multilateral communication between yourself and SS! or other usersofthe
Services, you may choose 1 provide other User Information, including Personally
dentiiabie Information. IFyou publicly post Personally dentiiable Information anywhere

+ onthe Site, will be available 0 hid parties and you may receive unsolicited messages
from those partis. SSI has no obligation 0 ensure the securityor confidentiality of any
infomation you choose fo make publicly availabe throughthe Sie hat allows for
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unilateral or multilateral communication betweenyourself and other uses ofthe Services.
Also. SSI cannot ensure that paries who have access to such infomation wil respect your
privacy. Please exercise caution when deciding to publicly disclose Personally Identifiable
Information.

The Siteuses a featureofyour browser0 set “cookies on your computer. Cookies are small
packets of information sent by the Site through your browser 0 your computer. These cookies can
bedeletedor modified through your browser Iniemet setings. If you do not want your browser to
accept cookies. you can um off the cookie acceptance option in Your browser's stings. You may
modify your browser preferences 10 provide you with choices relatingto cookies. You have the
choice to accept all cookies. tobe notified when acookie isseto 10 reject al cookies.If you
hoose 0 reject cookies, you may no be able to lize fully all ofthe Sites features and
information.

We do not track our users across third party websites and thus do not respond to Do Not Track
(“DNT")signals. However. some third party websitesdo keep rack ofyour browsing activities
when they serve you content which enables them to tailor what they present (0 you. Ifyou are
visiting such sites, certain website browsers may allow you to set the DT signal on your browser
So that third partis knowyoudo not want to be tracked.

Information on Children
51 does not knowingly collect any information from children under the age of 13. The Services are
intended for use by persons to access information related to public security. If SS! earns that it has.
Personally Identifiable Information on achild under the age of 13, SSI will delete that information
from ts systems where reasonably possible. SSI encourages parents and guardians to monitor
children's online device usage. Parental control protections, such as mobile device hardware,
software or filtering services. are commercially available to limit the access to material that is
harmful to minors.
2. How Collected information May Be Used
‘Subject to any termsofuse that govern ownershipand useof information collected by and through
the Services, User Information is owned solely by SSI. User Information collected by and through
ths Site maybe used by SSL, its divisions. subsidiaries, and affiliates,orother entities that arc
involved in the operationofthis Site for SSI's purposes.
SS may use User Information collected and provided. individuallyor inan aggregate form, as
follows:
+10 contact you about the Services;
+ 10 compare and otherwise use data entered by users for anypurpose including consulting.

research and marketing:
+ 10 evaluate products and services SSI or third parties could offer 0 you;
+ 10 monitor or improve use ofthe Services:
+ 10 monitor compliance with SSI's TermsofUse Agreement of the Site:
+ 10 provide special offers to you from S31 and/or itsaffiliates and subsidiaries and other

hird partes; and
+ 10 send you promotional material on behalfofSSI and/or its affiliates and subsidiaries and

other third partis.

3. With Whom Collected Information is Share
‘At times. we may share User Information in aggregateoranonymized form. with third parties for
various purposes. SSI will require those third parties to follow appropriate privacy poliics and
Security measures.. SS1 does not bear responsibility for any actions or policiesofthird parties. The
following outlines the ways in which User Information may be shared with others:
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User Data: We may share User Information tht is not Personally Identifiable Information. for any.
purpose. SS1 will na, without your pri written permission, share such infomation ina form that

allows other members or third parties to fink it to any Personally Identifiable Information.
‘Aggregate Information: We may share User Information in ageregate form, such as general
demographics and Site usage statistics. with hird party advertiser, sponsors or other organizations.
Wedo not share specific demographic information.
Business Transfers: With Your prior writen agreement. the Ste, SS1 and/ora subsidiary or
division of SST maybe sold along with its assets, orother transactions may occur, in which your
on-Personally Identifiable Information Gi... information tha is not Personally Identifiable:
Information) is oneofthe business assets transferred. In suchacase. your User Information may be
oneofthe business assets we transfer.
Legal Process: SSI reserves the right to disclose User Information, including your non-Personally
Identifiable Information, as required by law and when SS1 believes that such disclosure s necessary
to protect SSI’ rights and/or comply with judicial proceeding. subpoena, court order or other
Tegal process served on SSI. The disclosureof this information be with notice 10 you.

4. Security and Encryption
While there is no such thingas perfect security.” SS1 takes commercially reasonable precautions to
protect User Information. Ou security policies are reviewed periodically and reviseda required.

5. ThirdParty Links.Websites.and Cookies
Our Site may contain extemal links 0 third party websites. We have no control over,andare not
responsible for, the content of, of information gathered by these ather websites. Any Personally
Identifiable Information collected by such third partes is subject to such third parties” privacy
policy. Companies that may advertise on the Site do not have aceess to Personally Identifiable
Information that you do not post using ny featureofthe Sie that allows for unilateral or
mulilateral communication betweenyourselfand other usersof the Sie. Those advertisers may set
their own cookies on your mobile device and access those cookies if you allow them (0 do so. Third
parties” useofcookie is subject 10 their own privacy policies.

6. Use of Publicly Available Social Media Information
“This Section 6 applies toPublicly Available Social Media Information that you may access from
the Services as partof SSI's Social Sentinel” social media threat alert service.
SS! has no intention of, nor the capability to, gather private information ofusers that is not publicly
available from the social media services they use. In general. the Services enable SSI'sclients (0
aggregate and assess the threats shared publicly on social media and blog streams originating from
a specific geographic location orincludingspecific keywords, hashtagsorother data fields.
searched inside or outside a geofence, fo potential threat to security, public safty, harm, slf-
har or acts of violence. These results wil be shared with SSI's clients 10 allow those clients to
‘conduct assessments of potential harm. self-harm and acts of violence. and to determine what
further sieps should be taken, if any. to address such concerns. SSI also may share these results in
response 10 a valid law enforcement requestor egal process, to protect SSI'srightsand property or
thoseof third partes, or as otherwise permitted or required by law.

‘Social media data feeds are provided 10 SSI by social media services and third-party data
aguregators. These third-party data aggregators obtain thir feeds from the online servicesofsocial
‘media companies. The algorithms SSI applies to Publicly Available Social Media Information do.
Ro attempt 0, and indeed cannot, discern any Personally Identifiable Information that is not
already includedin the data feeds SS! receives from social media services and third-party data
aggregators.
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8. S81 ContactInformation
IFyouhavequestions regarding this Privacy Policy. please email us or contact us by mail or
telephone:
Liz Kleinberg
General Counsel

cinhera osocialsenine com
EE on Burlington, Vermont 05401-4939
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BS frzonasate
University

Amendment#2
To Social Sentinel Services Agreement

Tris Amendment #2 amends the Agreement effective December 31, 2016 between the ARIZONA BOARD OF
"REGENTS for and onbehalfofARIZONA STATE UNIVERSITY (ASU') and Social Seninel. Inc. (SSI) as previously
amended (the Agreement)
The partes agree to amend the Agreement as follows

1. The tem of the Agreement shall be renewed two (2) years: January1, 2018through December31, 2020,
2. Section 10 Information Secarty)ofExotA hereby revised and shall readas folows:

10. Information Security. All systems, software. services, and devices that store. transmit or otherwise
process ASU Data (cach, System) must be designed. managed, and operaied In accordance wih
information security best practices and n compliance with al applicable law, les, and regulation. ASU
Data means al dataandinformation that ASU provides 0 SSI. 25well 25 all ata and infomation managed
by S51 on behalf of ASU. including al otout, reports, analyses, and other materials relaing to, derived
rom, or generated pursuant to this Conlraci, even if generated by SSI, as well as all data obtained or
extracted through ASU's or SSI use of such data or information’ ASU Data also inciudes all dota and
information provided directlyto SSI by ASU students and empoyees,and includes person data, metadata,
and user content,

a. With respect to each System. SSI and fs confractrs a ars (directly and ough their hd party
service providers) wil meet the following requirements
1. Access Control Control access to ASU's resources, including ASU Data, limiting access to

legiimate business need based on an indwduals job-related assignment. approve and track
access to ensure proper usage and accountabilty, and make such nformaion avaiable fo ASU
for reve, upon ASU's request

2. IncidentReporting. Report information security incidents thaaffectASU Data to ASU (including
those that involve infcrmation disclosure incidents. unauthorized disclosure of ASU Data
Successful network intrusions, malware infection, and unauthorized access of modifications).

3 OffShore. Ensure () thtal developmentor modificationofsoftware for ASU is performed only
within the borders of the Urited States, and (1) all ASU Data (including any backup copies) are
Stored, accessed from, and otherwise processed ony whi the bordersof the United States

4. PatchManagement,Carryout updates and paich management orail Systems i a timelymanner
and to the satisfaction of ASU. Updates and patch management must be deployed using an
‘auditable process thatcan be reviewed by ASU upon ASU's request.

5. Encryption. Ensure all Systemsuse an industrystandardencryptionprotocol or sensitve data
personal data, or personal idenifiable data, as those terms may be defined In applicable laws.
ules and regulations (PI) n transit anda est (as documented In NIST 800-ST. or equa)

6. Notications. Notiy ASU immediately if SS receives any kind of subpoena for or involving ASU
Data, f any third partyrequests ASU Daa, o if SSI has a change in the locationortransmission
of ASU Data. All nticationsto ASU required in ths informalion Security paragraph wil be sent
10ASU informarion Security a Infoseci@asuedu. in dion 0 any other notice addresses nts
Agreement

7. Backup and Restoration Ensure that ll ASU Data is avaiable and accessible, and that adequate
systems aren place {o restore the availabilty and accessiiiyof al ASU Data ina timely manner
intheeventof a physicalortechnica threat.
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8. PrivacybyDesian_When developing, designing, selecting, and using Systems for processing
Sensitive dala, personal data. or personally idenifable data, as those terms may be defined in
appicable laws, ruies and regulations (Pl), SSI wil. with due regard to the siate of the art,
incorporate and implement data privacy bes! practices.

b. In additionto Section 10(a) above, the following provision apply if.) SS! receives, stores,oranalyzes.
ASU Data (including If the data is not online) or (i) SSI is hosting, or managing by infrastructure.
ouside of ASU, inciuding in the cloud, ASU Data
Social Sentinel represents that the data i receives, stores, or analyzes pursuant1 is provision of
the Social Sentinel ServicetoASU are data consisting of threats shared publicly on thircpary social
‘media platforms, and accordingly this provision i inapplicable. Notwithstanding the foregoing, Sociel
Sentinel acknowiedges the following provision and agrees to comply o the extent it is applicable to
the Social Sentinel Service:
1. Third Party Security Audits. Complete certified third party audit (such as SO2 Type Ii or

Substanially equivalent) in accordance wih then current industry standards, which audits are
Subject to review by ASU upon ASU's request. Currently, 10 more than two audits per year are
required

2. Penetration Tests. Perform periodic. third party scans, including penetration tests, for
unauthorized applications, Services code, and System vunerabililes on each System in
accordance wih industry standards and ASU standards (as documented in NIST 800-115 or
equvalent), and must provide proof of testing to ASU upon ASU'srequest.

3. Vulnerabiity Scanning, Al web-based Systems are required tohave a remediation pian and third
party web application sacuriy scans in accordance with then current industy best practices or
when required by applicable industry regulation or standards. Social Sentinel must correct
weaknesses withina reasonable period of ime, consistent with appicable industry regulation or
standards, and consistent wih the cricalty of the risk, and Social Sentinel must provide proof of
testing to ASU upon ASU's request.

. In addition to Section 10 (a)-(5) above, the following provision apples if: ) ASU is purchasing or
leasing software, o processingasoftware renewal, (i) Socal Seniinel i creating anycode for ASU;
or (i) Social Sentinel shosting,ormanaging by infrastructure outsideofASU, including in the cloud,
ASU Data
1. ASURights Alow ASU (drectl or through third party service providers) to scan andlor

penetration est any System regardless of where i resides

in addition to Sections 10(a)(c) above, the following provision apples if: () ASU is purchasing or
leasing software, or processing a software renewal. (i) Social Seniinel is realing any code for ASU;
(i) Social Sentinel is hosting. of managing by infrastructure outside of ASU, including in the cloud.
ASU Data:o (), Social Sentinel s collecting Pll or ASU Data via a ink on an ASU ed or otherASU
managed webpage
1. Secure Development. Use secure development and coding standards including secure change

management procedures in accordance wih industry standards.Prior 10 releasing new software
Versions, Social Sentinel wil perform qualiy assurance testing and penetration testing andlor
scanning, SocialSentinelwill providetoASU fo review, upon ASU request, evidenceofasecure.
Software development Ife cycle (SDLC).

Al other tems and conditions shall remain the same as oulined in the Agreement, as amended.
[Signature Page Follows)
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‘The parties have caused this Amendment to be signed by thei duly authorized representatives on the date set forth
below.

THE ARIZONA BOARD OF REGENTS ‘SOCIAL SENTINEL, INC.
FOR AND ON BEHALF OF
ARIZONA STATE UNIVERSITY:

oy: ope oy BlaGh

Printed Name: 10 printed Name: Richard Gibbs

THE ger Tite. President

Date: 3une 17, 2019 Date: Jun 17,2019
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SOCIALSENTINEL,INC,smnmmon
[SalesCovtac proce QE.

“Arizona State University (AZ)

‘ContactName:| AllysonTaylor

Adress:|70 Box $7181
[Ci Ste, ZIP:| Tempe, AZ852871812 iy, State, ZIP: | Tempe, AZ85287-1812
|Phone:| 480-965-0771 Phone: | 480-965 2074

Michacl | Thompron@asee Email: | Allyson ylor@anu edu

[Docs ClientrequireaP0? [VES

Effective Date of Agreement: [Janvaryn20t97]

PLEASE READ THIS CAREFULLY: Social Sentinel, Inc. (“Social Sentinel”) and Arizona State University
(“Client”) (together, the “Partics™) entered into the Social Scatinel® Services Agreement on December 31, 2016,pTCresfe
theAgrecment,thePariessgree torenewtheAgreementfor theTermprovidedintheExhibit oSocialSentinel
‘OrderForm,attachedhereto,

ttsdSnpyeeA
SEEDTTCLLAEe
REeei
BE eh ST

mE
‘signature;£1074GOB Signature]



EXHIBITSoca Senta Order Form
TermandFees

+ TERM

“Term for Product(s) ~

[Aso Peat1 773079 Two [mahi |
Aamir | 2020 Jw[imino |

+ PRODUCTSANDFEES

Product
Social Media Scanning $4550000

[memtonvinomr| |
[fstwer |
TOTAL ANNUAL FEES Sas0n
*Cam aie 0.12cducaion stn ny.
Virdee dl

ori Chen ry: Soc Som wh ak Shes eal HED Cleats only when al of
To ollowing oes} Soc Smtsce sls dst) i devlopg SharhEraboiar con wi och Sot af Shr fo eso es
or oFtots suo. Sac Sol meso ers as wil
Ee Soaave HED ChadanosTem.

© For Chem I Soc Seine abe Sr tlle to Clin ding the Tem, Cle’
Tota omaf Share wi alswe Tm. orwaleondot Hla. Poss cn
Boi weet mabe Sr maa 10 Cle dung. Anal eid 3, hist woul be
eta Heo oi ade i Aromat Tor einer of ous Fated 3 ad Io
Rom eed.
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