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DMA MANUAL §5231.1, CHANGE 5
1 SUBJECT: Defense Mapping Agency (DMA) Mapping, Charting and Geodetic (MC&G)
J Classification Management Progran (0)
}

1. Purpose. To add Appendix A-2, subject: DUA Polnt Positioning Data Base
(PPDB) Classification Guide to the basic manual.

2. Action. Place enclosed Appendix A-2 in the 3-ring binder cover
Lsncdiately behind Appendix Aol. Remove the old Appendix A-2, dated 20 August
1975 (provided to SAD holders only) and Appendix A-2, dated 9 October 1980,
and destroy as per appropriate security procedures.
FOR THE DIRECTOR:

Enclosure HUGH P. JOHNSON
Appendix A-2, DUA PPDB Colonel, USA

o Classification Guide (C/NF) Chief of Staff

Distribution B+
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APPENDIX A-2

DNA POINT POSITIONING DATA BASE
. "PROGRAM CLASSTFICATION GUIDE

1. (U) Policy. The contents of the classification guide are intended to
i provide basic guidance on security classification, handling and control of

Point Positioning Data Base (PPDB) materials in the collateral environment.
2. (U) References.

a. (U) Department of Defense (DoD) National Disclosure Policy (NDP-1),
9 September 1981.

b. (U) DHA Manual 5200.1, DMA Information Security Program,
November 1982.

3. (U) Cancellation. This Appendix cancels DMA Manual S5231.1, Appendix A-2
transmitted via DMAM $5231.1, Change 3 dated 20 August 1979, and Appendix A-2,
Annex A transmitted via DAM 5231.1, Change 5 dated 9 October 1980.
4. (U) Applicability. This Appendix applies to all Federal Agencies and
their civilian contractors authorized by HQ DHA to use or handle PDB

o materials.

a. (U) Reproduction of this Appendix is authorized for dissemination on a
nead-to-know basis.

b. (U) Inquiries concerning interpretation of the policies and procedures
contained herein should be directed to HQ DHA(PPC) for resolution.
5. (U) Procedures.

a. (U) PPDB classification and control markings.

(1) (v) PPDBs prepared from decompartmented source material will
contain the following markings:

(a) (U) The SECRET materials put into production after 1 August
1982 will contain the following classification markings:

SECRET-NOT RELEASABLE TO FOREIGN NATIONALS
(See NOTE below)
VARNING NOTICE: INTELLIGENCE fqn LE
SOURCES OR METHODS INVOLVED pee Luptre ELLER

VERE 5 ooeter Loerie

® CONFIDENTIAL
FOE erin RCT MTIONAES
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KEPRODUCTION PROHIBITED
COURIER HANDLING ONLY
CLASSIFIED BY DWAM S5231.1, APPENDIX A<2
DECLASSIFY ON OADR

(0) NOTE: Decompartmenced PPOB materials, authorized by HQ DWA for foreign
release, will contain the classification and caveat marking: SECRET -
RELEASABLE. To (COUNTRY NAME) vice SECRET-NOT RELEASABLE T0 FOREIGN NATIONALS.

(5) (U) The SECRET materials produced prior to 1 August 1982
Will contain classification markings applicable to the Executive Orders in
Cffect at that time.

(e) (0) Even though previous review/declassification markings
appear on PPDBe produced prior to | August 1982, they will be declassified
neh the originating agency or "DECLASSIFY ON OADR'.

(2) (U) PPDB materials prepared from collateral source materials will

contain classification and control markings as per reference 2.b., consistent
“ith the classification level assigned the PDE.

(a) (0) Foreign and Domestic area PPDB materials prepared from

Cource material classification. However, as required, HQ DWA(PPC) will make a
Case-by-case judgement and provide the appropriate guidance.

(b) (VU) Domestic area PPDB materials prepared from UNCLASSIFIED

source material will contain the control handling markings

DISTRIBUTION LIMITED - DESTROY WHEN NO LONGER NEEDED

bo (U) 2PDB Handling and Control.
(1) (0) Classified PPOBs will be handled, transported, and stored in

accordance with existing directives applicable to the security level of their
Component materials. However, classified PPDBe prepared from decompartmented
Source materials will also be restricted by the following:

wid o
a2
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(a) (U) PPDBs will not be mailed under any circumstances. They
will be transported via military transportation and accompanied by an
accredited courier (ARFOOS or equivalent) with a TOP SECRET clearance. The

. courier may be a military or Dob civilian employee, but will not be a
contractor.

(6) (C) Under conditions where 300,000 square nautical miles or
more of contiguous PPDB area coverage are assembled together, the PPD
materials will be handled, stored, and transported in accordance with
procedures equivalent to those afforded collateral TOP SECRET/NOT RELEASABLE
TO FOREIGN NATIONALS materials. NOTE: The phrase “assembled together" is
defined as being accessible in a single room, safe or storage area.

(¢) (C) PPDBs containing decompartmented source material will
not be updated or otherwise revised on a production cycle of less than two
years, without being submitted to HQ DMA for further action and approval.

(d) (U) PPDB materials may be released to approved civilian
contractors only if such material is required to fulfill a Dob or other
Federal Agency contract obligation. The release authorization must be
requested from HQ DMA(PPC) in writing by the Dob contracting officer or his
authorized representative only after the contractors “need-to-know" has been
verified. In addition prior to shipment, the classified storage capability

@ cecil learns CE he rival fim sunt be verified to be equal to or
greater than the storage requirement of the material being shipped. This
Storage verification is perforned by the shipping component's Security Office.

(e) (U) PPDB materials are authorized for release to military
organizations, Federal Agencies, and approved civilian contractors only for
use in targeting applications and/or those procedures involving precise
positioning.

(£) (U) Reproduction of the PPDB materials (imagery, tape
cassettes/cartridges, etc.) in any manner or format, outside of HQ DHA, is
strictly prohibited.

(2) (1) Accountability, Inventory and Transmittal records associated
with PPDB materials will be prepared and handled in accordance with reference
2.b. Such records will refer to PPDB materials by Stock Control Number so as
Rot to reveal the PPDB area coverage.

6. (U) Security Guidelines. General security classification and handling
guidelines for combinations of information applicable to classified PPDBs are
as follovs:

a. (U) PPDB names and locations for domestic PPDBs are UNCLASSIFIED.

A273
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7. ( General Responsibilities.
a. (0) The DoD PEDB Repository (DMA Aerospace Center (DMAAC)/SIDLD)) will“\\ maintain an inventory and total count of all distributed and on hand PPDBs.

- b. (U) Users of PPDB materials are prohibited from:

0) @ Seprotucing ony of the materials in any samner or former.
(2) (U) Shipping PPDB materials to another user withoutobtaining

_ prior approval from DHAAC(PPGC).

(2) (© Transporting a classified PPDB requiring special securityhandling by any other beans chan appropriately clesres courier. ARPOOH ora).
(4) (U) PPDB materials destruction. When no longer required, PPDBmaterials should be rerurmed to the DoD PDB Repesivory. 1 she mmteristn arein poor condition, they may be desiroveds by the user, ind a cert itiests ofdestruction submited fo. the Dob FEDS Repository.  Roseuer chaseition APPO/HES810 cassettes or ARPS/NP 5825 cartaidger ahich become. spoelotes useable orare not required, Vill be zeturned co the Dab PPDS Reposteory for Sepsersingscxmnination Tor hurcher ates snd ropes scvesteontlies:

8. (1) DoD Catalog of Point Positioning Data Bases. This catalog carries theoverall Classi Fiction of SECRT-NOT RELERGARIE 0 FOREION MARIONLS, sad wiltbe accorded the same security safeguards as classified FPDDS, encore that 14nay oe oem Through Teper pen ty.

ares
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