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Mr. Daniel J. Bernstein
MuckRock News
DEPT MR 126349
411A Highland Ave.
Somerville, MA 02144-2516
126349-45451275@requests.muckrock.com

Dear Mr. Bernstein:

This acknowledges receipt of your March 17, 2022, Freedom of Information Act (FOIA)
request to the National Institute of Standards and Technology (NIST) in which you 
requested: “The electronic form of NIST’s records regarding the NIST Post-
Quantum Cryptography Standardization Project. Specifically, I am requesting 
records of the project phase leading up to the call for submissions, records of the 
submission phase, records of the first round, records of the second round and more 
recent records leading up to the day of this request. Documents from NIST,
documents from NSA, documents from other U.S. government agencies and 
documents from foreign government agencies. This request also includes all records 
from NIST/NSA meetings mentioning the word “quantum”, whether or not NIST 
views those meetings as part of this project. This request also includes all records of 
NSA’s writeup of post-quantum cryptography mentioned at the 27th August 2013 
NIST/NSA meeting.

Your request was received at the FOIA Control Desk on March 17, 2022 and was 
assigned FOIA Log # DOC-NIST-2022-001064.

FOIA allows agencies twenty working days to make a determination on the request.  
However, it may not always be possible to provide the documents within this time period.  
In some cases, we may take an extension and will advise you.  Please be advised that 
your request may be subject to fees for search, review, and reproduction costs.  Should 
this be the case, you will be given an estimate of the costs.  Fee estimates are developed 
in good faith and are based on our reasonable judgment.  However, due to the unique 
nature of each request and complexity of documents involved, actual costs to search and 
review the material may vary from the original estimate.

Case 1:22-cv-02319   Document 1-1   Filed 08/05/22   Page 12 of 17



Matt Gonzales, a Management Analyst in my office, is the contact point for processing 
your request.  If you have any questions regarding your pending FOIA request, he may be 
reached by email at foia@nist.gov.

Sincerely, 

Catherine S. Fletcher
Freedom of Information Act Officer
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Mr. Daniel J. Bernstein
MuckRock News
DEPT MR 126349
411A Highland Ave.
Somerville, MA 02144-2516
126349-45451275@requests.muckrock.com

Dear Mr. Bernstein,

This letter is in response to your March 17, 2022, e-mail to the National Institute of 
Standards and Technology (NIST), Freedom of Information Act (FOIA) office for 
information.  Your request was received at the FOIA Control Desk on March 17, 2022 
and assigned FOIA Log Number DOC-NIST-2022-001064.

We are unable to process your FOIA request as submitted because the document 
descriptions are overly broad. For example, your request included any correspondence 
involving the word “quantum” which will be voluminous and include a significant 
number of documents that are outside the scope of the Post Quantum Cryptography 
Standardization Project. Please provide more specific descriptions or clarification of the 
particular documents you are requesting for each item in your request.

The FOIA, which can be found in Title 5 of the United States Code, section 552, provides 
that a person may obtain access to federal agency records, except to the extent that such 
records are protected from public disclosure.  The FOIA does not, however, provide 
access to records held by Congress or the federal courts, by state or local government 
agencies, or by private businesses or individuals. 

A FOIA request can be made for any agency record that is not publicly available.  If you 
wish to pursue your request, please describe as best as possible the records you are 
requesting.  In your description include information such as the date and place the records 
were created, the file descriptions, subject matter, persons involved, and other pertinent 
details that will help identify the records.  For your convenience, FOIA information can 
be viewed from http://www.nist.gov/director/foia/ .  Other helpful FOIA information can 
be found at: http://www.usdoj.gov/oip/index.html.
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If we do not receive clarification or a revised request by COB, April 28, 2022, we will 
assume that you are no longer interested in receiving the documents requested and your 
FOIA request will be closed. 

Sincerely, 

Catherine S. Fletcher 
Freedom of Information Act Officer
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Mr. Daniel J. Bernstein
MuckRock News
DEPT MR 126349
411A Highland Ave.
Somerville, MA 02144-2516
126349-45451275@requests.muckrock.com

Dear Mr. Bernstein,

This letter is in response to your March 17, 2022, e-mail to the National Institute of 
Standards and Technology (NIST), Freedom of Information Act (FOIA) office for 
information.  Your request was received at the FOIA Control Desk on March 17, 2022 
and assigned FOIA Log Number DOC-NIST-2022-001064.  

After speaking with the program office assigned to this request, we are unable to process 
your FOIA request as submitted because the document descriptions are overly broad. For 
example, there is no defined start date for this request that is identified. NIST has been 
working on the field of quantum and encryption for many years and a search start date 
would help scope the material. NIST has also had staff changes and technology updates 
throughout the years (in both mail and file storage) and this would help us focus the
search. 

FOIA requests do not include the scope of publicly available materials. The following 
links will contain some information on NIST research involving post-quantum 
cryptography that is already available that may help you as well: 
https://csrc.nist.gov/Projects/post-quantum-cryptography (this is the top page for post-quantum 
cryptography). The next links are some sub pages that you may find useful: 
https://csrc.nist.gov/publications/search?keywords-lg=PQC&sortBy-lg=relevance&viewMode-
lg=brief&ipp-lg=25&topicsMatch-lg=ANY&controlsMatch-lg=ANY (this link is for published 
papers that ITL hosts), https://www.nist.gov/fusion-search?s=PQC&start=0&sort=relevance
(this link is a search result on all of NIST post-quantum cryptography), and 
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-
algorithms (this last link is for applied work in post-quantum cryptography migration).

Email meta data is unclear, and the example cited is public meta data on public message 
emails. This information would be publicly available. After speaking with the program 
office, we were notified that you are on the mailing list for post-quantum cryptography 
and have been from the start of that service.

Meetings between NIST and NSA that mentions the word “quantum” is well beyond the 
scope of Post-Quantum Cryptography. NIST has a long history in quantum information, 
standards and technology, which include, as example, atomic clocks; bose-einstine 
condensates; quantum bell testing; Laser Ion traps, Quantum Dots; Quantum Economic 
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Development Consortium; Quantum Mathematics; Quantum Communications; etc.
Clarification of the scope of your request will help ensure the response is not 
overwhelming to yourself and will focus the response to the specific materials you are 
interested in.

In addition, NIST is only required to search records in our custody and control.  If you 
are interested in records from other federal agencies, you will need to make a FOIA 
request directly to them.  Other agency FOIA contacts can be found at www.foia.gov and 
on the agencies’ websites.

The FOIA, which can be found in Title 5 of the United States Code, section 552, provides 
that a person may obtain access to federal agency records, except to the extent that such 
records are protected from public disclosure.  The FOIA does not, however, provide
access to records held by Congress or the federal courts, by state or local government 
agencies, or by private businesses or individuals. 

A FOIA request can be made for any agency record that is not publicly available.  If you 
wish to pursue your request, please describe as best as possible the records you are 
requesting.  In your description include information such as the date and place the records 
were created, the file descriptions, subject matter, persons involved, and other pertinent 
details that will help identify the records.  For your convenience, FOIA information can 
be viewed from http://www.nist.gov/director/foia/ .  Other helpful FOIA information can 
be found at: http://www.usdoj.gov/oip/index.html.

If we do not receive clarification or a revised request by COB, June 2, 2022, we will 
assume that you are no longer interested in receiving the documents requested and your 
FOIA request will be closed. 

Sincerely, 

Catherine S. Fletcher 
Freedom of Information Act Officer
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