
INTHE DISTRICT COURT OF OKLAHOMACotRERIOTRICTCOOK
STATE OF OKLAHOMA

STATE OF OKLAHOMA ex rel, OFFICE OF AUG -5 20
MANAGEMENT AND ENTERPRISE SERVICES ) RICK WARREN
And STATE OF OKLAHOMA ex rel. OFFICE) COURT CLERK
OF EDUCATIONAL QUALITY AND ) a
ACCOUNTABILITY, )

)
Plantits, )

)v )  CaseNo. pay =
) CJ-2022-3757KLEO, INC. dita CLASSWALLET, )
)

Defendant. )

PETITION
‘COMES NOW Painiffs Stat of Oklahoma ex rel. Office of Management and Enterprise

Services and State of Oklahoma ex rel. Office of Educational Quality and Accountability
(collectively the “State”) and for their causes of action against Defendant Kleo, Ine. bla
ClassWallet state as follows

PARTIES, JURISDICTION AND VENUE
1. On August 6, 2020, Plaintiff State of Oklahoma ex rel. Office of Management and

Enterprise Services (‘OMES"), an Oklahoma state agency, entered into a contact

(“Contract”) for the benefit of Plinsiff State of Oklahoma ex el. Office of Educational
Quality and Accountability (“OEQA"), another Oklahoma state agency, with Defendant
Kieo, Ine. ba ClassWalle,

2. Defendant Kleo, Inc. bla ClassWallet (“ClassWallet" is a foreign corporation organized
under the Taws of the State of Delaware and registered to do business in the State of
Oklahoma

3. The Contract in its entiretyi attached as Exhibit A to this Petition.
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4. The District Court of Oklahoma County, State of Oklahoma has general jurisdiction to

decide matters involving disputes between agencies of the State of Oklahoma and

ClassWallet

5. Venue is proper in Oklahoma County, State of Oklahoma pursuant to Section 26.1 of

Attachment A to the Contract. See Contract at p. 27, Exhibit A attached hereto

GENERAL ALLEGATIONS

6. Prior to the exceution of the Contract, Class Wallet made representations to the State about

its product and services in bid documents. Those representations included, but are not

necessarily limited to:

its service virally eliminates the risk of fraud or misuse of funds;

(b) the platform implementation is quick and easy;

(©) there is minimum administrative overhead required; and

(@ for use of funds for educational materials, literacy, supplies, books that there is no risk

of fraud and no overhead required.

7. Under the Contract, two grant programs were established which were the “Stay in School”

program to pay for private school wition and the “Bridge the Gap” program to allow

qualified families to purchase educational supplies, materials and technology. Sec Contract

at p. 1, Exhibit A attached hereto.

8. The funds for the two grant programs came from the Governors Emergency Education

Relief ("GEER") funds. Sec Contract at p. 1, Exhibit A attached hereto.

9. GEER funds were federal funds provided to the State of Oklahoma pursuant to the CARES

Act, a federal bill passed to provide emergency relief in response to the economic fallout

of the COVID-19 pandemic.
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10. Under the Contract, there ae recitations about representations ClassWallet made about its

knowledge and capabilities to the State such as it “has the requisite knowledge and

capability to provide immediate and necessary services for Oklahoma schools to be able to

‘manage their funding, transactions, reconciliation of paperwork and receipts, etc.” Sec

Contract at p. 1, Exhibit A attached hereto.

11. Under the Contract, ClassWallet agreed that “[iJf by 5:00 p.m. Central Standard Time

December 30, 2020, the entire amountof Grants has not been awarded, the total amount of

Grants ot awarded shall be refunded by OEQA no later than January 20, 2021." See

Contract at p. 2, Exhibit A attached hereto.

12. Under the Contract, ClassWallet further agreed that:

@ it “shall have an ongoing obligation to comply, with all applicable federal, State, and

Tocal laws, rules, regulations, ordinances ...” See Section 9.1 of AttachmentA to the

Contract, Exhibit A at p. 12 attached hereto.

(b) it “shall have a continuing obligation to comply with Customerspecific mandatory

contract provisions required in connection with the receipt of federal funds ..." See

Scetion 9.4 of Attachment A to the Contract, Exhibit A at p. 13 attached hercto

(€) it “is responsible to review and inform its employees, agents, and subcontractors who

provide a product or perform a service under the Contract of [ClassWallet's]

obligations under the Contract and [ClassWallet] certifies that ts employees and each

such subcontractor shall comply with minimum requirements and applicable provisions

ofthe Contract.” See Section 9.5 of Attachment A to the Contract, Exhibit A at p. 13

attached hereto.
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(@ it “is required to retain records relative to the Contract for the duration of the Contract

and for a period of seven (7) years.... If a claim, audit, litigation or other action

involving such records is started before the end of the seven-year period, the records

are required to be maintained for two (2) years from the date that al issues arising out

of the action are resolved, or until the end of the seven (7) year retention period,

whichever is later.” See Section 10.2 of Attachment A to the Contract, Exhibit A at p.

15 attached hereto,

(e) it “shall remain solely responsible for its obligations under the terms of the Contract,

forts actions and omissions and thoseofits agents, employees and subcontractors ...”

See Section 13.3 of Attachment A to the Contract, Exhibit A at p. 18 attached hereto.

(© it*“shall indemnify the [State, OMES and OEQA], as applicable for any and all liability,

claims, damages, losses, costs, expenses, demands, suits and actions of third parties

arising from or in connection with [ClassWallet's] breach of its representations and

warranties in the Contract ....” Se Sections 4.8, 4.11 and 16.2 of Attachment A to the

Contract, Exhibit A at pp. 7 and 20 attached hereto

(8) “Pursuant 10 74 O.S. § 85.14, where federal granted funds are involved, applicable

federal laws, rules and regulations shall govern to the extent necessary to insure benefit

of such federal funds to the State.” See Section 26.1 of Attachment A to the Contract,

Exhibit A at p. 27 attached hereto.

13. ClassWallet further agreed in its Scope of Work that it:

shall create and supply a parent and student friendly online platform .. The
Platform shall .. include (1) an Applicant application portal for the Grants
and a Provider application portal (collectively, the * Application System’);
(2)a Fiscal Management and Payment System [which is an ‘online platform
for Account Holders to receive grants and use grants to make payments as
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determine by Grants guidelines’); support and training; and reporting
services.

See Attachment C to the Contract, Exhibit A attached hereto.

14. ClassWallet also agreed in its Scope ofWork that ts Application System shall provide for

“electronic verification and acknowledgment by the Applicant of required assurances and

ulesof the program.” See Attachment C to the Contract, Exhibit A attached hereto.

15. ClassWallet also agreed in its Scope of Work to “create and deliver training” to parents

approved for participation in the Grants. See Attachment C to the Contract, Exhibit A

attached hereto.

16. ClassWallet finally agreed in its Scope of Work that it would “invoice OEQA upon

execution of the contract $17,350,000.00 to distribute in grants pursuant (0 this Contract.”

See Attachment C to the Contract, Exhibit A attached hereto,

17. The Contract could “only be modified, amended, or expanded by an Addendum.” See

Section 3.1 of Attachment A to the Contract, Exhibit A at p. 6 attached hereto.

18. Additionally, implied into the Contract is a covenant of good faith and fair dealing that

required ClassWallet not to injure the reasonable expectations of the State.

19. In August 2020, ClassWallet received $17,350,000.00 to fund the two grant programs.

20. On or about August 10,2020, ClassWallet either directly or through a subcontractor caused

the Application System and the Fiscal Management and Payment System to go live.

21. On or about August 10, 2020, ClassWallet either directly or through a subconiractor began

verifying statuses in submitted Applications and approving or disapproving Applications

for the two grant programs.
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22. However, ClassWallet cither directly or through a subcontractor failed to maintain all the

records regarding the verification of status that support approval or disapproval of

Applications for the two grant programs.

23. This failure to retain documents has damaged the Stat.

24. After August 30, 2020 and before or on December 30, 2020, ClassWallet either directly or

through a subcontractor began approving and paying for purchases under the Bridge the

Gap grant program submitted by individual Applicants who were awarded a grant

25. ClassWallet, in approving and paying for purchases under the Bridge the Gap grant

program, did not comply with the guidelines of the grant programs.

26. ClassWallet failed to comply with guidelines as it issued payments to approved vendors

for items not within the scopeofthe Bridge the Gap grant program.

27. ClassWallet's work for the State also made ClassWallet  subrecipient of the GEER funds.

28. ClassWallet has not submitted subrecipient reports to the USDOE as required.

29. ClassWallet has failed to submit a single audit to the USDOE.

COUNT I: BREACH OF CONTRACT.

‘The above numbered paragraphs are restated and incorporated by reference in Count I.

30. ClassWallet breached its contract with OMES and OEQA by making payments for items

not within the scope of the Bridge the Gap grant program.

31. ClassWallet also breached the Contract by failing to properly educate and advise the

Applicants to the two grant programs of its terms and conditions.

32. ClassWallet further breached the Contract by failing to maintain information.

33. ClassWallet further breached the Contract by failing to submit reports to the USDOE.
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34. The damages 10 the State due to ClassWallet's breach of contract are in excess of

$75,000.00.

COUNT II: FRAUD AND/OR NEGLIGENT MISREPRESENTATION

“The above numbered paragraphs are restated and incorporated by reference in Count IL

35. ClassWallet made the above representations to induce the State (0 enter into the Contract.

36. Despite agreeing to comply with federal laws and regulations, ClassWallet had no

intention of providing the programmatic support and oversight needed to comply with

federal laws.

37. In making the above representations, ClassWallet caused the State to believe that it was

agreeing to act in a subrecipient manner for the two gran.

38. The State relied upon ClassWallet’s representations to ts detriment.

39. ClassWallet made the above representations intentionally or with a gross disregard for the

truth,

40. ClassWallet apparently had no intention of acting as a subrecipien.

41. After the conclusion of the two programs, ClassWallet denied being a subrecipient and

admitted that it did not act in such a manner and would not and did not comply with the

reporting obligations ofa subrecipient.

42. The damages to the State due to ClassWallet's mistepresentations are in excess of

$75,000.00.

COUNT Iii: DECLARATORY AND INJUNCTIVE RELIEF

‘The above numbered paragraphs are restated and incorporated by reference in Count IIL
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43. ClassWallet should be declared a subrecipient and mandatorily enjoined to comply with

the subrecipient reporting status and to promptly and expeditiously submit those reports to

the USDOE.
WHEREFORE Plaintiffs State of Oklahoma ex rel. Office of Management and Enterprise

Services and State of Oklahoma ex rel. Office of Educational Quality and Accountability pray for

judgment against Defendant Kleo, Inc. d/b/a ClassWallet in an amount in excess of $75,000.00,

punitive damages, declaratory and injunctive relief, plus interest, attorney's fees and costs.

Respectfully submitted,

& As Ay
(Da UMass
Erin M. Moore, OBA No. 20787

Assistant Attorney General
Oklahoma Attorney General's Office

Litigation Section
313 N.E. 21* Street

Oklahoma City, Oklahoma 73105
Tele: (405) 521-3921 Fax: (405) 521-6246

Email: erin.moore @oag. ok. 20

Attorney for Plaintiff
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7: OKLAHOMA
{77 Office of Management
“fa aEnterprise Services

STATE OF OKLAHOMA CONTRACT WITH CLASSWALLET

“This State of Oklahoma Contract is ener into between the Statof Oklahoma by and through the Office
of Management and Enterprise Services for he benefit of the Officeof Educational Quality and Accountability and
Kieo, Inc. dba ClassWallt (“Supplier”) pursuant to 62 0.8. 34.111. The Contrat is effective as of August 6, 2020
and extends through December 30, 2020, uness extended by writen mutual agreement,

Purpose
Due 0 the unprecedented national andstatehealth treat as wel as revenue fssues within the stat, inthe

state's best interest 0 prompily engage supplies wel steed in expertise n assisting state schoolsand personnel with
the development and administrationof student directed gran programs to enable students to succeed educationally
durin this health emergency.

“This contract involves the us of the Governors Emergency EducationRelief (GEER) Funds. It will establish
0 grant programs (each award under such programs,a “Grant")

1. Create .$9,716,000.00 Stay in Sool program with grants not 0 exceed $6,500 pe awarded applicant to
pay for private school ition;

2. Create a $7,634,000 Bridge the Gap program with grant incrementsof$1,500.00 to qualified fails to
purchase educational supplies, materialsan technology.

Due t0 the unprecedented national and State health threat as wel as the aggressive timeline to disrbute
allowable finds and invest in unbudgeted goods and sevice, it is crucial and in the State’ best interest o promply
engagea supplier to manage and ge necessary funding to teachers and schools. Supplier has the requisite knowledge
and capability to provide immediate and necessary services for Oklahoma schools tobeable o manage their funding,
transactions, reconciliation ofpaperwork and receipts, ec

“This Contract Document memoralizes the agreementof he parties with respect 0 termsof the Contac,

Now, therefor, in consideration of th foregoing and the mutual promises st forth herein, the recipt and
Suciency of which aehereby acknowledged the parties agre1s follows:

1 The parties agree tha Supplier hs not yet begun performanceofwork under the Contract, Upon full
exceution of the Contract, Supplier may begin work. ssuance ofa purchase onde s required prior o
payment 10a Supple.

2 The following Contract Documents are atached hereto and incorporated herein:

21 AuachmentA: State of Oklahoma General Tes;
commons EXHIBITCormaenn?Smet t i &X



22 Atachment B: Satof Oklahoma IT Terms; and
23 Atachment C: Statement of Work

3. Except for information deemed confidenial byth State pursuant 0 applicable aw, ule, regulation
or policy, th paris additionallyagree Contract terms and information are not confidential and re:
dislosable without further approve or orice to Suppl

4. The partes recognize that whi the Sate of Oklahoma is exccuting his contrac, payment
obligations rest soley withthe Office of Educational Quality and Accountability ("OEQA") and the
Office of Management and Enterprise Services (“OMES") shal no be responsible for such. Please
send invoices and billing inquiries to:

Office of Educational Quality and Accountability
840 Research Parkway, Suite 455
Oklahoma Ciy, OK 73104
1£by 5:00 pan. Central Standard Time December 30, 2020, the entire amount ofGrants has been
awarded, no refund shall be due from Supplier0OEQA

iby 5:00 pn. Central Standard Time December 30, 2020 the entire amountofGrants has not been
awarded, the total amountof Grants not awarded sha be refunded to OEQA no later than January
50,2021.

5. The panes recognize that while the Sate of Oklahoma is executing this contract, OEQA is the
business owner ofthe State ofOklahoma's use ClassWallet's solution andClassWallt shall look
solely 10 OEQA, not OMES, or any issue or need that does not pertain o the application.
Interpretation or enforcementof the temsof his Contac,

6. Any reference to Contract Document refers to such Contract Document as it may have been
amended. Ianto the extent any provision is in multiple documents and addresses the same or
substantially the same subject matter but does ot erate an actual conflict, the mre recent provision
is deemed 0 supersede ealier versions.

STATE OF OKLAHOMA Keo, Inc. dfbalClass Wallet
by and through the
OFFICE OF MANAGEMENT AND
ENTERPRISE SERVICES

Vassiaa. Rosorbenoe errghtore we Games ocanber-— pee
Name: _DJerry Moore Name: __Jamie Rosenberg

Title: clo Tite: CEO

Due: 870202 pa Augusto.2020
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“The Office of Educational Quality and Accountability is additionally executing this Contract to memorialize its
involvement in negotiation ofand ts agreement with the termsofthis Contract.

Office of Educational Quality and Accountability

ee

Name:

Tite:

Date:

prStam
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ATTACHMENT A

STATE OF OKLAHOMA GENERAL TERMS

“This Stateof Oklahoma General Terms (“General Terms") is a Contract Document in connection
with a Contract awarded by the OfficeofManagement and Enterprise Services on behalfof the
Stateof Oklahoma.

In addition to other terms contained in an applicable Contract Document, Supplier and State agree to
the following General Terms:

1 Scope and Contract Renewal

LL Supplier may not add products or services to its offerings under the Contract without
the State's prior written approval. Such request may require a competitive bidof the
additional products orservices.Ifthe need arises for goods or services outside the
scopeofthe Contract, Supplier shall contact the State.

12 Ato time during the performanceof the Contract shall the Supplier have the
authority to obligate any Customer for payment for any products or services (3) when
a corresponding encumbering document is not signed or (b) over and above an
awarded Contract amount. Likewise, Supplier is not entitled to compensation for a
product or service provided by or on behalfofSupplier that is neither requested nor
accepted as satisfactory.

13 ifapplicable, prior to any Contract renewal, the State shal subjectivelyconsider the
valueofthe Contract to the State, the Supplier's performance under the Contract, and
shall review certain other factors, including but not limited to the: a) terms and
conditions of Contract Documents to determine validity with current State and other
applicable statutes and rules; b) currentpricing and discounts offered by Supplier:
and ¢) current products, services and support offered by Supplier. If the State
determines changes to the Contract are required as a condition precedent fo renewal,
the State and Supplier will cooperate in good faith to evidence such required changes
nan Addendum. Further, any request for price increase in connection witha
renewal or otherwise willbe conditioned on the Supplier providing appropriate
documentation supporting the request,

14 The State may extend the Contract for ninety (90) days beyond a final renewal term
at the Contract compensation rate for the extended period. Ifthe State exercises such
option o extend ninety (90) days, the State shall notify the Supplier in writing prior
to Contract end date. The Stat, at is sole option and to the extent allowable by law,
may choose to exercise subsequent ninety (90) day extensions at the Contract pricing
rate, to facilitate the finalizationofrelated terms and conditions ofanew award or as
needed for transition to 2 new Supplier.
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15 Supplier understands that supplier registration expires annually and, pursuant to OAC
260:115-3-3, Supplier shall maintain its supplier registration with the State as a
precondition (0 a renewalof the Contract.

2 Contract Effectiveness and Orderof Priority

21 Unless specifically agreed in writing otherwise, the Contract is effective upon the
date last signed by the parties. Supplier shall not commence work, commit funds,
incur costs, or in any wayactto obligate the State unil the Contract is effective.

22 Contract Documents shall be read to be consistent and complementary. Any conflict
among the Contract Documents shall be resolved by giving priority to Contract
Documents in the following order of precedence:

A any Addendum;

B. any applicable Solicitation;

C. any Contract-specific Stateterms contained in a Contract Document
including, without limitation, information technology terms and terms
specific to a statewide Contract or a State agency Contract;

D. the terms contained in this Contract Document;

E. any successful Bid as may be amended through negotiation and to the extent
the Bid does not otherwise conflict with the Solicitation or applicable law;

F. any statementof work, work order,orother similar ordering document as
applicable; and

G. other mutually agreed Contract Documents.

23 Ifthere is a conflict between the terms contained in this Contract Document or in
Contract-specific terms and an agreement provided by or onbehalfof Supplier
including but not limited to inked or supplemental documents which alter or
diminish the rightsofCustomer or the State, the conflicting terms provided by.
Supplier shall not take priority over this Contract Document or Acquisition-specific
terms. In no event will any linked document alter or override such referenced terms
except as specifically agreed in an Addendum.

24 Any Contract Document shall be legibly written in ink or typed. All Contract
transactions, and any Contract Document related thereto, may be conducted by
electronic means pursuant to the Oklahoma Uniform Electronic Transactions Act.

3 Modificationof Contract Terms and Contract Documents
assesnsfrei
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3.1 The Contract may only be modified, amended, or expanded by an Addendum. Any
change to the Contract, including the additionofwork or materials, the revision of
payment terms, or the substitution of work or materials made unilaterally by the
Supplier, is a material breachof the Contract. Unless otherwise specified by
applicable law or rules, such changes, including without limitation, any unauthorized
written Contract modification, shall be void and without effect and the Supplier shall
not be entitled toany claim under the Contract based on those changes. No oral
statementof any person shall moify or otherwise affect the terms, conditions, or
specifications stated in the Contract

32 Any additional terms on an ordering document provided by Supplice are of no effect
and are void unless mutually executed. OMES bears no liability for performance,
payment or failure thereof by the Supplier or by a Customer other than OMES in
connection with an Acquisition.

4 Definitions

In addition to any defined terms set forth elsewhere in the Contract, the Oklahoma Central
Purchasing Act and the Oklahoma Administrative Code, Title 260, the parties agree that,
when used in the Contract, the following terms are defined as set forth below and may be
used in the singular or plural form:

41 Acquisition means items, products, materials, supplies, services and equipment
acquired by purchase, lease purchase, lease with option to purchase, value provided
or rental under the Contract.

42 Addendum means a mutually executed, written modification to a Contract
Document.

43 Amendment means a written change, addition, correction or revision to the
Solicitation.

44 Bid means anoffer a Bidder submits in response to the Solicitation.

45 Bidder means an individual or business entity that submits a Bid in response to the
Solicitation.

46 Contract means the written, mutually agreed and binding legal relationship resulting
from the Contract Documents and an appropriate encumbering document as may be
amended from timeto time, which evidences the final agreement between the parties
with respect 0 the subject materofthe Contract.

47 Contract Document means this document; any master or enterprise agreement terms.
entered into between the parties that re mutually agreed to be applicable to the

meneSusiesar
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Contract; any Solicitation; any Contract-specific terms; any Supplier's Bid as may be
negotiated; any statementof work, work order, or other similar mutually executed
ordering document; other mutually executed documents and any Addendum.

48 Customer means the State of Oklahoma by and through theOffice of Management
and Enterprise Services for the benefitof the Secretaryof State.

49 Debarment means action taken by a debarring official under federal or sate law or
regulations to exclude any business entity from inclusion on the Supplier lst;
bidding; offering to bid; providing a quote; receiving an awardof contract with the
State and may also result in cancellationofexisting contracts with the State.

4.10 Destination means delivered to the receiving dock or other point specified in the
applicable Contract Document.

411 Indemnified Parties means the State and Customer and/or is officers, directors,
agents, employees, representatives, contractors, assignees and designees thereof.

4.12 Inspection means examining and testing an Acquisition (including, when appropriate,
raw materials, components, and intermediate assemblies) to determine whether the
Acquisition meets Contract requirements.

413 [RESERVED]

414 OAC means the Oklahoma Administrative Code.

415 OMES means the Office of Management and Enterprise Services.

4.16 Solicitation means the document inviting Bids for the Acquisition referenced in the
Contract and any amendments thereto.

417 State means the governmentofthe stateof Oklahoma, its employees and authorized
representatives, including without limitation any department, agency. or other unt of
the goverment ofthe stateof Oklahoma.

418 Supplier means the Bidder with whom the State enters into the Contract awarded
pursuant to the Solicitation or the business entity or individual that sa party to the
Contract with the State.

4.19 Suspension means action taken by a suspending official under federal or state law or
regulations to suspend a Supplier from inclusion on the Supplier list; be eligible to
submit Bids to State agencies and be awarded a contract by a State agency subject to
the Central Purchasing Act.

mensommigaar
sass v



420 Supplier Confidential Information means certain confidential and proprietary
informationof Supplier that is clearly marked as confidential and agreed by the State
Purchasing Director or Customer, as applicable, but does not include information
excluded from confidentiality in provisionsof the Contact or the Oklahoma Open
Records Act.

421 Work Product means any and all deliverables produced by Supplicr under a
statement of work or similar Contract Document issued pursuant to this Contract.

5 Pricing

51 Pursuant 0 68 0.5. § 1352, 1356, and 1404, State agencies are exempt from the
assessmentofState sales, use, and excise taxes. Further, State agencies and political
subdivisionsofthe State are exempt from Federal Excise Taxes pursuant to Title 26
ofthe United States Code. Any taxesofany nature whatsoever payable by the
Supplier shall not be reimbursed.

52 Pursuant to 74 0.5. §85.40, all travel expenses of Supplier must be included in the
total Acquisition price.

5.3 The price ofa product offered under the Contract shall include and Supplier shall
prepay all shipping, packaging, delivery and handling fees. All product deliveries
will be fice on board Customers Destination. No additional fees shall be charged by
Supplier for standardshipping and handling. IfCustomer requests expedited or
special delivery, Customer may be responsible for any charges for expedited or
special delivery

6 Ordering, Inspection, and Acceptance

61 Any product or service furnished under the Contract shall be ordered by issuance ofa
valid purchase order or other appropriate payment mechanism, includinga pre-
encumbrance, or by use ofa valid Purchase Card. All orders and transactions arc
governed by the terms and conditionsofthe Contract. Any purchase order or other
applicable payment mechanism dated prior o termination or expirationofthe
Contract shall be performed unless mutually agreed in writing otherwise.

62 Services will be performed in accordance with industry best practices and are subject
10 acceptance by the Customer. Notwithstanding any other provision in the Contract,
deemed acceptance ofa service or associated deliverable shall not apply
automatically upon receipt ofa deliverable or upon provision ofa service.

Supplier warrants and represents that a product or deliverable furnished by or
through the Supplier shall individually, and where specified by Supplier to perform
asa system, be substantially uninterrupted and error-free in operation and guaranteed

sonssesasSmear
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against faulty material and workmanshipfor a warranty periodof the greater of
ninety (90) days from the dateofacceptance or the maximum allowed by the
manufacturer. A defect in a product or deliverable furnished by or through the
Supplier shall be repaired or replaced by Supplier at no additional cost or expense to
the Customerifsuch defect occurs during the warranty period.

Any product to be delivered pursuant to the Contract shall be subject to final
inspection and acceptance by the Customer at Destination. The Customer assumes no
responsibilty for a product until accepted by the Customer. Title and riskof loss or
damage toa product shall be the responsibiltyofthe Supplier until accepted. The
Supplier shall be responsible for filing, processing, and collecting any and all damage
claims accruing prior to acceptance.

Pursuant (0 OAC 260:115-9-5, payment for an Acquisition does not constitute final
acceptanceof the Acquisition. Ifsubsequent inspection affirms that the Acquisition
does not meeto exceed the specificationsofthe order or that the Acquisition has a
latent defect, the Supplier shall be notified as soon as is reasonably practicable. The
Supplier shall retrieve and replace the Acquisition at Supplier's expense or, ifunable
to replace, shall issue a refund to Customer. Refund under this section shall nat be:
an exclusive remedy.

6.3 Supplier shall deliver products and services on or before the required date specified
iin a Contract Document. Failure todeliver timely may result in liquidated damages
as set forth in the applicable Contract Document. Deviations, substitutions, or
changes in a product or service, including changes of personnel directly providing
services, shall not be made unless expressly authorized in writing by the Customer.
Any substitution of personnel directly providing services shall be person of
comparable or greater skills, education and experience for performing the services as
the person being replaced. Additionally, Supplier shall providestaffsufficiently
‘experienced and able to perform with respect to any transitional services provided by
Supplier in connection with termination or expirationofthe Contract.

64 Product warranty and return policies and terms provided under any Contact
Document will not be more restrictive or more costly than warranty and return
policies and terms for other similarly situated customers for a like product.

7 Invoices and Payment

7.0 Supplier shall be paid upon submission ofa proper invoice(s)a the prices stipulated
in the Contract in accordance with 74 0.5. §85.448 which requires that payment be
‘made only after products have been provided and accepted or services rendered and
accepted.

ames
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“The following terms additionally apply:

A. An invoice shall contain the purchase order number, description of products
or services provided and the datesofsuch provision.

B. Failure to provide a timely and proper invoice may result in delay of
processing the invoice for payment. Proper invoice is defined at OAC
260:10-1-2.

C. Paymentofall fees under the Contract shall be due NET 45 days. Payment
and interest on late payments ae governed by 62 0.5. §34.72. Such interest
is the sole and exclusive remedy for late payments by a State agency and no
other late fees are authorized to be assessed pursuant to Oklahoma la.

D. “The date from which an applicable early payment discount time is calculated
shall be from the receipt date ofa proper invoice. There is no obligation,
however, 0 utilize an carly payment discount

E. Ifan overpayment or underpayment has been made to Supplier any
subsequent payments to Supplier under the Contract may be adjusted to
correct the account. A written explanation of the adjustment will be issued to
Supplier

F. Supplier shall have no rightof setoff.

G. Because funds are typically dedicated to a particular fiscal year, an invoice
will be paid only when timely submitted, which shall in no instance be later
than six (6) months after the endof the fiscal year in which the goods are
provided or services performed.

H. The Supplier shall accept payment by Purchase Card as allowed by Oklahoma
Taw.

8 Maintenance of Insurance, Paymentof Taxes, and Workers’ Compensation

8.1 As a condition of this Contract, Supplier shall procure at its own expense, and, upon
written request, shall provideproofof, insurance coverage with the applicable
Habit Timits set forth below and any approved subcontractorofSupplicr shall
procure and, upon written request, provide proofofthe same coverage. The required
insurance shall be underwritten by an insurance carrier with an A.M. Best rating of
Aor better,

Such proofofcoverage shall additionally, upon written request, be provided to the.
Customerifservices will be provided by any of Supplier's employees, agents or
subcontractors at any Customer premises and/or employer vehicles will be used in

assesrei
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connection with performance of Supplier's obligations under the Contact.
Additionally, Supplier shall ensure each insurance policy includes a thirty (30) day
notice ofcancellation and name the State and its agencies as certificate holder and
shall promptly provide proofto the Stateof any renewals, additions, or changes to
such insurance coverage. Supplier's obligation to maintain insurance coverage under
the Contract isa continuing obligation until Supplier has no further obligation under
the Contract. Any combination of primary and excess or umbrella insurance may be
used to satisfy the limitsofcoverage for Commercial General Liability, Auto
Liability and Employers’ Liability. Unless agreed between the partis and approved
by the State Purchasing Director, the minimum acceptable insurance limits of
Tiabilty are as follows:

A. Workers® Compensation and Employer's Liability Insurance in accordance
with and to the extent required by applicable laws

B. Commercial General Liability Insurance covering the risksofpersonal injury,
bodily injury (including death) and property damage, including coverage for
contractual ability, witha limit ofliabilityof not less than $5,000,000 per
occurrence;

€. Automobile Liability Insurance with limitsoflabilityof not less than
$5,000,000 combined single limit each accident, provided, however, that no
such coverage shall be required if the Supplier performs all services
hereunder on a remote basis without personnel on or traveling toorfrom
Customer's premises;

D. Directors and Officers Insurance which shall include Employment Practices
Liability as well as Consultant's Computer Errors and Omissions Coverage, if
information technology services are provided under the Contract, with limits
not less than $5,000,000 per occurrence;

E. Sccurity and Privacy Liability insurance, including coverage for failure to
protect confidential information and failure of the securityofSupplier's
‘computer systems that results in unauthorized access to Customer data with
limits $5,000,000 per occurrence; and

F. Additional coverage required in writing in conneetion with a particular
Acquisition

82 Supplier shall be entirely responsible during the existenceofthe Contract for the
Tiability and paymentoftaxes payable by or assessed to Supplier or ts employees,
agents and subcontractorsofwhatever kind, in connection with the Contract,
Supplier further agrees to comply with all state and federal laws applicable to any
such persons, including laws regarding wages, taxes, insurance, and Workers’
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Compensation. Neither Customer nor the State shall be liable to the Supplier, its
employees, agents, or others for the paymentoftaxes or the provision of
unemployment insurance and/or Workers’ Compensation or any benefit available to
a State or Customer employee.

83 Supplier agrees to indemnify Customer, the State, and its employees, agents,
representatives, contractors, and assignees for any and all liability, actions, claims,
demands, or suits, and all related costs and expenses (including without limitation
reasonable attomeys’ fees and costs required to establish the right to indemnification)
relating to tax liability, unemployment insurance and/or Workers Compensation in
connection with ts performance under the Contract

9 Compliance with Applicable Laws

9.1 As long as Supplier has an obligation under the terms of the Contract and in
‘connection with performance of its obligations, the Supplier represents its present.
compliance, and shall have an ongoing obligation to comply, with all applicable:
federal, State, and local laws, rules, regulations, ordinances, and orders, as amended,
including but not limited to the following:

A. Drug-Free Workplace Act of 1988 set forth at 41 U.S.C. §81

B. Section 306 of the Clean Air Act, Section S08of the Clean Water Act,
Executive Order 11738, and Environmental Protection Agency Regulations
‘which prohibit the use of facilities included on the EPA Listof Violating
Facilities under nonexempt federal contracts, grants or loans;

C. Prospective participant requirements set at 45 C.F.R. part 76 in connection
with Debarment, Suspension and other responsibility matters;

D. 1964 Civil Rights Act, Title IX ofthe Education Amendment of 1972,
Section S04 ofthe Rehabilitation Act of 1973, Americans with Disabilities
Actof 1990, and Executive Orders 11246 and 11375;

E. Anti-Lobbying Law set forth at 31 U.S.C. §1325 and as implemented at 45
CFR. part 93;

F. Requirementsof Internal Revenue Service Publication 1075 regarding use,
access and disclosure of Federal Tax Information (as defined therein);

G. Obuaining certified independent audits conducted in accordance with
Government Auditing Standards and Officeof Management and Budget
Uniform Guidance, 2 CFR 200 Subpart F §200.500 et seq. with approval and
work paper examination rightsof the applicable procuring entity;
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H. Requirements of the Oklahoma Taxpayer and Citizen Protection Actof 2007,
250.5. §1312 and applicable federal immigration laws and regulations and
be registered and participate in the Status Verification System. The Status
Verification System is defined at 25 0.5. §1312, includes but is not limited to
the free Employment Verification Program (E-Verify) through the
Department of Homeland Security, and is available at www.dhsgov/E-
Verify;

I Requirementsof the Health Insurance Portability and Accountability Act of
1996; Health Information Technology for Economic and Clinical Health Act;
Payment Card Industry Security Standards; Criminal Justice Information
System Security Policy and Security Addendum: and Family Educational
Rights and Privacy Act; and

J. Be registered as a business entity licensed to do business in the State, have
obtained a sales tax permit, and be current on franchise tax payments to the
State, as applicable

92 The Supplier's employees, agents and subcontractors shall adhere to applicable
Customer policies including, but not limited to acceptable useof Internet and
electronic mail, facility and data security, press releases, and public relations. As.
applicable, the Supplier shall adhere to the State Information Security Policy,
Procedures, Guidelines set forth at
ttps:omes.ok.govisites/g/files/gme3 16/f/InfoSecPPG_0.pdf. Supplicr is responsible
for reviewing and relaying such polices covering the above to the Supplier's
employees, agents and subcontractors.

93 Atno additional cost to Customer, the Supplier shall maintain al applicable licenses
and permits required in association with ts obligations under the Contract.

94 In addition to compliance under subsection 9.1 above, Supplier shall have a
continuing obligation to comply with applicable Customer-specific mandatory.
contract provisions required in connection with the receipt of federal funds or other
funding source.

95 The Supplier is responsible to review and inform its employees, agents, and
subcontractors who provide a product or perform a service under the Contract of the
Supplier's obligations under the Contract and Supplier crtifes that its employes
and each such subcontractor shall comply with minimum requirements and
applicable provisionsof the Contract. At the requestofthe State, Supplier shall
promptly provide adequate evidence that suchpersonsare its employees, agents or
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approved subcontractors and have been informedof their obligations under the
Contract,

9.6 As applicable, Supplier agrees to comply with the Governor's Executive Orders
relatedto theuse of any tobacco product, electronic cigarette or vaping device on any
and all properties owned, leased, or contracted for use by the State, including but not
timited to all buildings, land andvehicles owned, leased, or contracted for use by
agencies or instrumentalitisof the State.

9.7 The execution, delivery and performanceof the Contract and any ancillary
documents by Supplier will not, to the bestof Supplier's knowledge, violate, conflict
with, or result in a breachofany provision of, or constitute a default (or an event
which, with notice or lapseoftime or both, would constitute a default) under, or
result in the termination of, any written contract or other instrument between Supplier
and any third party.

98 Supplier represents that it has the ability to pay its debis when due and it does not
anticipate the filing ofa voluntary or involuntary bankruptcy petition or appointment
ofa receiver, liquidator or trustee

9:9 Supplier represents that, to the best of its knowledge, any litigation or claim or any
threat thereof involving Supplier has been disclosed in writing to the State and
Supplier is not awareofany other litigation, claim or threat thereof.

9.10 Ifservices provided by Supplier include deliveryofan electronic communication,
Supplier shall ensure such communication and any associated support documents are
compliant with Section 508of the Federal Rehabilitation Act and with State
standards regarding accessibility. Should any communication or associated support
documents be non-compliant, Supplier shall correct and re-deliver such
communication immediately upon discovery or notice, at no additional cost to the
State. Additionally, as part ofcompliance with accessibility requirements where
documents are only provided in non-electronic format, Supplier shall promptly
provide such communication and any associated support documents in an alternate
format usable by individuals with disabilities upon request and at no additional cost,
which may originate from an intended recipient or from the Stat.

10 Audits and Records Clause

10.1 As used in this clause and pursuant 0 67 0.5. §203, “record” includesa document,
‘book, paper, photograph, microfilm, computer tape, disk, record, sound recording,
film recording, video record, accounting procedures and practices, and other data,
regardlessoftype and regardless of whether such items are in written form, in the
formof computer data, or in any other form. Supplier agrees any pertinent federal or
State agency or governing entity ofa Customer shall have the right 0 examine and
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audit, at no additional cost toa Customer, all records relevant to the execution and
performanceofthe Contract except, unless otherwise agreed, costsofSupplier that
comprise pricing under the Contract.

10.2 The Supplier is required to retain records relative to the Contract for the duration of
the Contract and fora periodofseven (7) years following completion or termination
ofan Acquisition unless otherwise indicated in the Contract terms. Ifa claim, audit,

Titigation or other action involving such records is started before the end ofthe seven-
year period, the records are required to be maintained for two (2) years from the date
that all issues arising outof the action are resolved, or until the endof the seven (7)
‘year retention period, whichever is later.

10.3 Pursuant to 74 0.5. §85.41,ifprofessional services are provided hereunder, all items
ofthe Supplier that relate 0 the professional services are subject to examination by
the State agency, State Auditor and Inspector and the State Purchasing Director.

1 Confidentiality

ILI The Supplier shall maintain strict securityofall State and citizen data and records
entrusted to it o to which the Supplier gains access, in accordance with and subject
10 applicable federal and State laws, rules, regulations, and policies and shall use any
such data and records only as necessary for Supplier to perform its obligations under
the Contract. The Supplier further agrees to evidence such confidentiality obligation
ina separate writing ifrequired under such applicable federal or State laws, rules and
regulations. The Supplier warrants and represents that such information shall not be
sold, assigned, conveyed, provided, released, disseminated or otherwise disclosed by
Supplier, its employees, officers, directors, subsidiaries, affiliates, agents,
representatives, assigns, subcontractors, independent contractors, successoror any
other persons or entities without Customer's prior express written permission.
Supplier shall instruct al such persons and entities that the confidential information
shall not be disclosed or used without the Customer's prior express written approval
except as necessary for Supplier to render services under the Contract. The Supplier
further warrants that it has a tested and proven system in effect designed to protect all
confidential information.

112 Supplier shall establish, maintain and enforce agreements with all such persons and
entities that have access to State and citizen data and records to fulfill Supplier's
duties and obligations under the Contract and to specifically prohibit any sale,
assignment, conveyance, provision, release, dissemination or other disclosureofany
Stateorcitizen data or records except as required by law or allowed by written prior
approval of the Customer.
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113 Supplier shall immediately report o the Customer any and all unauthorized use,
appropriation, sale, assignment, conveyance, provision, release, access, acquisition,
disclosure orotherdissemination of any State or citizen data or recordsofwhich it or
its parent company, subsidiaries, affiliates, employees, officers, directors, assignees,
agents, representatives, independent contractors, and subcontractors is aware or have
knowledge or reasonable should have knowledge. The Supplier shall also promptly
furnish to Customer full details of the unauthorized use, appropriation, sale,
assignment, conveyance, provision, release, access, acquisition, disclosure or other
dissemination, or attempt thereof, and use its best efforts to asist the Customer in
investigating or preventing the reoccurrence of such event in the future. The Supplier
shall cooperate with the Customer in connection with any litigation and investigation
deemed necessary by the Customer to protect any State or citizen data and records
and shall bear all costs associated with the investigation. response and recovery in
connection with any breach of State or citizen data or records including but not
fimited to credit monitoring services with a termofat least three (3) years, all notice-
related costs and toll fee telephone call center services.

114 Supplier further agrees to take such commercially reasonable action within its control
to prompily prevent a reoccurrenceof any unauthorized use, appropriation, sale,
assignment, conveyance, provision, release, access, acquisition, disclosure or other
dissemination of State or citizen data and records.

115 Supplier acknowledges that any improper use, appropriation, sale, assignment,
conveyance, provision, release, access, acquisition, disclosure or other dissemination
ofany State data or records o others may cause immediate and irreparable harm to
the Customer and certain beneficiaries and may violate sate or federal laws and
regulations. If the Supplier o is affiliates, parent company, subsidiaries, employees,
offices, directors, assignees, agents, representatives, independent contractors, and
subcontractors improperly use, appropriate, sel, assign, convey, provide, release,
access, acquire, disclose or otherwise disseminate such confidential information to
any person or entity in violation of the Contract, the Customer will immediately be
entitled to injunctive relief and/or any other rights or remedies available under this
Contract, at equity or pursuant to applicable statutory, regulatory, and common law
without a cure period.

116 The Supplier shall immediately forward to the State Purchasing Director, and any
other applicable person listed in the Notices section(s)ofthe Contract, any request by
athind party for data or records in the possessionof the Supplier or any subcontractor
orto which the Supplier or subcontractor has access and Supplier shall fully
cooperate with all effort to protect the security and confidentialityofsuch data or
records in response to a third party request.
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117 Customer may be provided access to Supplier Confidential Information. State
agencies are subject 10 the Oklahoma Open Records Act and Supplier acknowledges
information marked confidential information willbedisclosed to the extent permitted
under the Open Records Act and in accordance with this section. Nothing herein is
intended to waive the State Purchasing Director's authority under OAC 260:115-3-9
in connection with Bid information requested to be held confidential by a Bidder.
Notwithstanding the foregoing, Supplier Confidential Information shall not include
information that: i) is o becomes generally known or available by public disclosure,
commercial use or otherwise and is not in contraventionofthis Contract; (i) is
Known and has been reduced to tangible form by the receiving party before the time
ofdisclosure for the firs time under this Contract and without other obligations of
confidentiality; (i) i independently developed without the useofany of Supplier
Confidential Information; (iv) is lawfully obtained from a third party (without any
confidentiality obligation) who has the right to make such disclosure or (v) résumé,
pricing or marketing materials provided to the State. In addition, the obligations in
this section shall not apply to the extent that the applicable law or regulation requires
disclosureof Supplier Confidential Information, provided that the Customer provides
reasonable written notice, pursuant to Contract notice provisions, to the Supplierso
that the Supplier may promptly seek a protective order or other appropriate remedy.

12 Conflict of Interest

In addition to any requirement of laworofa professional codeofethics or conduct, the
Supplier, its employees, agents and subcontractors are required to disclose any outside
activity or interest that conflicts or may conflict with the best interestof the State. Prompt
disclosure is required under this section if the activity or interest is related, dircetly or
indirectly, 0 any person or entity currently under contract with or secking to do business
with the State, its employees or any other third-party individual or entity awarded a contract
with the State. Further, as long as the Supplier has an obligation under the Contract, any
plan, preparation or engagement in any such activity or interest shall not occur without prior
writen approvalof the State. Any conflict of terest shal, at the sole discretionof the
State, be grounds for partal or whole terminationofthe Contract,

13 Assigment and Permitted Subcontractors

13.0 Supplier's obligations under the Contract may not be assigned or transferred to any
other person or entity without the prior written consentof the State which may be
withheld at the State's sole discretion. Should Supplier assign ts rights to payment,
in whole or in part, under the Contract, Supplier shall provide the State and all
affected Customers with written noticeof the assignment. Such written notice shall
be delivered timely and contain details sufficient for affected Customers to perform
payment obligations without any delay caused by the assignment.
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132 Notwithstanding the foregoing, the Contract may be assigned by Supplier to any
corporation or other entity in connection with a merger, consolidation, sale of all
equity interests of the Supplier, ora sale ofall or substantially allof the assetsof the
Supplier to which the Contract relates. In any such case, said corporation or other
entity shall by operation of law or expressly in writing assume all obligations of the
Supplier as fully as if it had been originally made a party to the Contract. Supplier
shall give the State and all affected Customers prior written noticeofsaid
assignment. Any assignment or delegation in violationofthis subsection shall be
void

13.3 Supplier may utilize subcontractors in in supportof the Contract upon prior written
approvalofthe Stateof such subcontractor. Such approval is within the sole
discretionofthe State. Ifthe Supplier is permitted to utilize subcontractors in
support ofthe Contract, the Supplier shall remain solely responsible for its
obligations under the termsof the Contract, for is actions and omissions and those of
its agents, employees and subcontractors and for payments o such persons or
entitis. Any proposed subcontractor shal be identified by entity name and shall
include the natureof the services to be performed. The Supplier shall, upon written
request, provide to the State a copyof a written agreement executed by the Supplier
and subcontractor setting forth that such subcontractor is bound by and agrees, as
applicable, to perform the same covenants and be subject to the same conditions and
make identical certifications to the same facts and criteria, as the Supplier under the
terms ofall applicable Contract Documents (provided, that the other terms and
conditionsofsuch subcontract, including without limitation the commercial terms as
between Supplier and subcontractor, may be redacted). Supplier agrees that
maintaining such agreement with any subcontractor and obtaining prior written
approval by the State of any subcontractor shall be a continuing obligation. The
State further reserves the right 0 revoke approval ofa subcontractor oan employee
thereof in instances of poor performance, misconduct or for other similar reasons.

13.4 All payments under the Contract shall bemadedirectly to the Supplier, except as
provided in subsection A above regarding the Supplier's assignmentofpayment. No
payment shall be made to the Supplier for performance by unapproved or
disapproved subcontractor.

13.5 Rights and obligationsofthe State ora Customer under the termsof this Contract
may be assigned or transferred, at no additional cost, to other Customer entities

14 Background Checks and Criminal History Investigations

Prior to the commencementof any services, background checks and criminal history
investigationsofthe Supplier's employees and subcontractors who will be providing
services may be required and,if and to the extent so required, the required information shall
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be provided to the State ina timely manner. Supplier's access to facilites, data and
information may be withheld prior to completionofbackground verification acceptable to
the State. The costsofadditional background checks beyond Supplier's normal hiring
practices shall be the responsibilityof the Customer unless such additional background
checks are required solely because Supplierwill not provide results of ts otherwise
acceptable normal background checks; in such an instance, Supplier shall pay for the
additional background checks. Supplier will coordinate with the State and its employees to
complete the necessary background checks and criminal history investigations. Should any
employee or subcontractorofthe Supplier who will be providing services under the Contract
not be acceptable as a result ofthe background check or criminal history investigation, the
Customer may require replacement of the employee or subcontractor in question and, if no
suitable replacement is made withina reasonable time, terminate the purchase order or other
payment mechanism associated with the project or services.

15 Patents and Copyrights

Without exception, a product or deliverable price shall include all royalties or costs owed by
the Supplier to any third party arising from the useofa patent, intellectual property,
copyright or other property right held by such third party. Should any third party threaten or
make a claim that any portionof a product or service provided by Supplier under the
Contract ininges that partys patent, intellectual property, copyrighto other property right,
Supplier shall enable each affected Customer to legally continue to use, or modify for use,
the portion of the product or service at issue or replace such potentially infringing product,
or re-perform or redeliver in the case ofa service, with at least a functional non-infringing
equivalent, Supplier's duty under this section shall extend to include any other product or
service rendered materially unusable as intended du to replacement or modificationof the
product or service at issue. Ifthe Supplier determines that noneof these alternatives are
reasonably available, the State shall return such portionofthe product or deliverable at issue
to the Supplier, upon written request, in exchange for a refundofthe price paid for such
returnedgoods as well a a refund or reimbursement, if applicable,ofthe costofany other
product or deliverable rendered materially unusable as intended due to removalofthe
portion of product or deliverable at issue. Any remedy provided under this sectioni not an
exclusive remedy and is not intended to operate as a waiver of legal or equitable remedies
becauseof acceptance of relief provided by Supplier.

16 Indemnification

16.1 Acts or Omissions

A. Supplier shall defend and indemnify the Indemnified Parties, as applicable,
for any and all liability, claims, damages, losses, costs, expenses, demands,
suits and actionsofthird partis (including without limitation reasonable
attomeys’ fees and costs required to establish the right 0 indemnification)
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arising outof, or resulting from any actionorclaim for bodily injury, death,
or property damage brought against anyofthe Indemnified parties to the
extent arising from any negligent act o omission or willful misconductof the
Supplier or its agents, employees, or subcontractors in the execution or
performanceof the Contract.

B. Tothe extent Supplier is found liable for loss, damage, or destructionofany
propertyofCustomer due to negligence, misconduct, wrongful act, or
‘omission on the partof the Supplier, its employees, agents, representatives, or
subcontractors, the Supplier and Customer shall use best efforts to mutually
negotiate an equitable settlement amount to repair or replace the property
unless such loss, damage or destruction isof such a magnitude that repairor
replacement is nota reasonable option. Such amount shall bé invoiced to, and
is payable by, Supplier sixty (60) calendar days after the date of Supplier's
receipt of an invoicefor the negotiated settlement amount

162 Infringement

Supplier shall indemnify the Indemnified Parties, as applicable,forall lability,
claims, damages, losses, cost, expenses, demands, suits and actionsofthird partis
(including without limitation reasonable attorneys’ fees and costs required to
establish the right to indemnification) arising from or in connection with Supplier's
breachof its representationsand warranties in the Contractoralleged infringement of
any patent, intellectual property, copyright or other property right in conneetion with
a product or service provided under the Contract. Supplier's duty under this section
is reduced to the extent a claimed infringement results from: (x) a Customer’ or
user’s content; (b) modifications by Customer or third party to a product delivered
under the Contract or combinationsofthe product with any non-Supplicr-provided
services or products unless Supplier recommended or participated in such
modification or combination; (c) useof a product or service by Customer in violation
ofthe Contract unless done 50 a thedirectionof Supplier, or (d)a non-Supplier
product that has not been provided to the State by. through or on behalfofSupplier
as opposed toits combination with products Supplier provides to or develops for the
State or a Customer as a system

163 Notice and Cooperation

In connection with indemnification obligations under the Contract, the parties agree
to furnish prompt written notice to each otherof any third-party claim. Any
Customer affected by the claim will reasonably cooperate with Supplier and defense
ofthe claim to the extent its interests are aligned with Supplicr. Supplicr shall use
counsel reasonably experienced in the subject matter at issue and will not settle a
claim without the written consentofthe party being defended, which consent wil not
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be unreasonably withheld or delayed, except that no consent will be required to settle
a claim against Indemnified Parties that are not a State agency, where relief against
the Indemnified Parties is limited to monetary damages that are paid by the defending
party under indemnification provisionsofthe Contract.

164 Coordination of Defense.

In connection with indemnification obligations under the Contract, when a State
agency is a named defendant in any filed or threatened lawsuit, the defense of the
State agency shall be coordinated by the Atomey General of Oklahoma, or the
Attomey General may authorize the Supplier to control the defense and any related
settlement negotiations; provided, however, Supplier shall not agree to any
settlementofclaims against the State without obtaining advance written concurrence
from the Attomey General Ifthe Attorney General does not authorize sole control of
the defense and settlement negotiations to Supplier, Supplier shall have authorization
to equally panicipate in any proceeding related to the indemnity obligation under the
Contract and shall remain responsible to indemnify the applicable Indemnified
Parties.

16.5 LimitationofLiability

A. With respect to any claim or causeof action arising under or related to the.
Conteact, neither the State nor any Customer shall be liable to Supplier for
Tost profits, lost sales or business expenditures, investments, or commitments
iin connection with any business, lossof any goodwill or for any other
indirect, incidental, punitive, special or consequential damages, even if
advised of the possibilityof such damages.

B. With respect to any chim or cause of action arising under or related to the
Contract, Supplier shall not be liable, to either the State, any Customer or the
State and any Customer collectively in an amount exceeding $650,000.00
provided, notwithstanding anything to the contrary in the Contract, this
imitation shall not apply to limit damages, expenses, costs, actions, claims,
and liabilities arising fromorrelated to property damage, bodily injury or
death caused by Supplier or its employees, agents or subcontractors;
indemnity obligationsof Supplier pursuant to Sections 16.1 and 16.2ofthis
‘Contract, security or confidentiality obligations under the Contract; the bad
faith, negligence, intentional misconduct or other acts for which applicable
Taw does not allow exemption from liabilityofSupplier or its employees,
agents or subcontractors.

C. “The limitationof lability and disclaimers set forth in the Contract will apply
regardiessofwhether Customer has accepted a productorservice. The partes
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agree that Supplir has set its fees and entered into the Contract in reliance on
thedisclaimers and limitations set forth herein, that the same reflect an
allocationof risk between the parties and form an essential basisof the
bargain between the partis. These limitations shall apply notwithstanding
any failureof essential purposeof any limited remedy.

17 Termination for Funding Insufficiency

17.1 Notwithstanding anything to the contrary in any Contract Document, the State may
terminate the Contract in whole or in part if funds sufficient o pay obligations under
the Contract are not appropriated or received from an intended third-party funding
source, In the eventofsuch insufficiency, Supplier willbe provided at least fifteen
(15) calendar days” writien noticeof termination. Any partial terminationofthe
Contract under this section shall not be construed as a waiver of. and shall not affect,
the rights and obligationsof any party regarding portions of the Contract that are not
terminated. ‘The determination by the Stateofinsufficient funding shall be accepted
by, and shall be final and binding on, the Supplier.

172 Upon receiptof noticeofa termination, Supplier shall immediately comply with the
notice terms and take all necessary steps to minimize the incurrenceofcosts
allocable to the work affected by the notice. Ifa purchase order or other payment
mechanism has been issued and a product or service has been accepted as satisfactory
prior to the effective dateoftermination, the termination does not relieve an
obligation to pay for the product or service but there shall not be any liability for
further payments ordinarily due under the Contract or for any damages or other
amounts caused by or associated with such termination. Any amount paid to
Supplier in the form of prepaid fees that are unused when the Contractor certain
obligations are terminated shall be refunded.

17.3 The States exerciseof is ight to terminate the Contract under this section shal not
be considered a default or breach under the Contract or relieve the Supplierof any
liability for claims arising under the Contract

18 TerminationforCause

18.1 Supplier may terminate the Contractif i) it has provided the State with written
noticeof material breach and (i) the State fails to cure such material breach within
thirty (30) daysofreceipt of written notice. If there is more than one Customer,
material breach by a Customer does not give ise to a claim of material breach as
‘grounds for termination by Supplier of the Contract as a whole. The State may
terminate the Contract in whole or in part if i) it has provided Supplier with written
notice of material breach, and (ii) Supplier failsto cure such materia breach within
thirty (30) days ofreceiptofwriten notice. Any partial terminationof the Contract
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under this section shall not be construed as a waiver of, and shall not affect, the rights
and obligationsof any party regarding portionsof the Contract that are not
terminated.

18.2 The State may terminate the Contract in whole or in part immediately without a thirty
(30) day written notice to Supplier if (i) Supplier fails to comply with confidentiality,
privacy, security, environmental orsafety requirements applicable to Supplier's
performance or obligations under the Contract; ii) Supplier's material breach is
reasonably determined to be an impediment to the function of the State and
detrimental to the State or tocause condition precluding the thirty (30) day notice or
(iii) when the State determines that an administrative error in connection with award
ofthe Contract occurred prior to Contract performance.

18.3 Upon receipt of noticeof a termination, Supplier shall immediately comply with the
notice terms and take all necessary steps to minimize the incurrenceofcosts
allocable to the work affected by the notice. Ifa purchase order or other payment
‘mechanism has been issued and a product or service has been accepted as satisfactory
prior to the effective dateoftermination, the termination does not relieve an
obligation to pay for the product or service but there shall not be any liability for
further payments ordinarily due under the Contract or for any damages or other
amounts caused by or associated with such termination. Such termination is not an
exclusive remedy but is in addition to any other rights and remedies provided for by
law. Any amount paid to Supplier inthe form of prepaid fees that are unused when
the Contract or certain obligations are terminated shall be refunded. Termination of
the Contract under this section, in whole or in part, shall not relieve the Supplier of
Hiability for clams arising under the Contract.

18.4 The Supplier’ repeated failure to provide an acceptable product or service;
Supplier's unilateral revisionoflinked or supplemental terms that have a materially
adverse impact on a Customer's rights or obligations under the Contract (except as
required by a governmental authority); actual or anticipated failure of Supplier to
perform its obligations under the Contract; Supplier's inability to pay is debts when
due; assignment for the benefit of Suppliesereditors; or voluntary or involuntary
appointment ofa receiver or fling of bankruptcy of Supplice shall constitute a
‘material breachofthe Supplier's obligations, which may result in partial or whole
terminationof the Contract, This subsection is not intended as an exhaustive list of
material breach conditions. Termination may also result from other instances of
failure toadhere to the Contract provisions and for other reasons provided for by.
applicable law, rules or regulations; without imitation, OAC 260:115-9-9 is an
example.

19 TerminationforConvenience
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19.1 The State may terminate the Contract, in whole or in part, for convenienceif tis
determined that termination is in the State's best interest. In the event ofa
termination for convenience, Supplier will be provided at least thirty (30) days"
writen noticeoftermination. Any partial terminationofthe Contract shal not be
construed as a waiver of, and shall not affect, the rights and obligationsof any party
regarding portionsofthe Contract tht remain in effect.

19.2 Upon receiptofnoticeof such termination, Supplier shall immediately comply with
the notice terms and take all necessary steps to minimize the incurrenceofcosts
allocable to the work affected by the notice. If a purchase order or other payment
mechanism has been issued and a product or service has been accepted as satisfactory
prior to the effective date of termination, the termination does not relieve an
obligation to pay for the product or service but there shall not be any liability for
further payments ordinarily due under the Contract or for any damages or other
amounts caused by or associated with such termination. Such termination shall not be
an exclusive remedy but shall be in addition to any other rights and remedies
provided for by law. Any amount paid to Suppl in the formofprepaid fees that
are unused when the Contract or certain obligations are terminated shall be refunded.
“Termination of the Contract under this section, in whole or in part, shall not relieve.
the Supplierof liabilityfor claims arising under the Contract.

20 SuspensionofSupplier

20.1 Supplier may be subject to Suspension without advance notice and may additionally
be suspended from activities under the Contractif Supplier fails to comply with
confidentiality, privacy, security, environmental or safety requirements applicable to
Supplier's performance or obligations under the Contract,

202 Upon receipt ofa notice pursuant to this section, Supplier shall immediately comply.
with the notice terms and take all necessary steps to minimize the incurtenceofcosts
allocable to the work affected by the notice. Ifa purchase order or other payment.
mechanism has been issued and a product or service has been accepted as satisfactory
prior to receiptofnotice by Supplier the Suspension does no relieve an obligation to
pay for the product or service but there shall not be any liability for further payments
ordinarily due under the Contract duringa periodof Suspensionorsuspended
activity or for any damages or other amounts caused by or associated with such
Suspension or suspended activity. A right exercised under this section shall not be an
exclusive remedy but shall be in addition to anyother rights and remedies provided
for by law. Any amount paid to Supplier in the form of prepaid fees attributable to a
periodof Suspension or suspended activity shall be refunded.

203 Such Suspension may be removed, or suspended activity may resume, at the carlier
of such time as a formal notice is issued that authorizes the resumption of
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performance under the Contractor at such time asa purchase order or other
appropriate encumbrance document is issued. This subsection is not intended to
operate as an affirmative statement that such resumption will occur.

20 Certification Regarding Debarment, Suspension, and Other Responsibility Matters

“The certification made by Supplier with respect to Debarment, Suspension, certain
indictments, convictions, civil judgments and terminated public contracs is a material
representation of fact upon which reliance was placed when entering into the Contract. A
determination that Supplier knowingly rendered an erroneous certification, in addition to
other available remedies, may result in whole or partial terminationofthe Contract for
Supplier's default. Additionally, Supplier shall promptly provide written notice to the State
Purchasing Director if the certification becomes erroneous due to changed circumstances

2 Cerification Regarding State Employees Prohibition From Fulfilling Services

Pursuant to 74 0.5. § 85.42, the Supplier certifies that no person involved in any manner in
developmentofthe Contract employed by the State shall be employed to fulfil any services
provided under the Contract.

23 Force Majeure

234 Either party shall be temporarily excused from performance to theextentdelayed as a
resultof unforeseen causes beyond its reasonable control includingfireor other
similar casualty, actof God, stike or bor dispute, war or other violence, or any law,
order or requirementof any governmental agency or authority provided the party
experiencing the force majeure event has prudently and promptly acted to take any
and all steps within the party’s control to ensure continued performance and to
shorten durationofthe event. Ifa party's performance of its obligations is materially
hindered as a result of a force majeure event, such party shall promply notify the
other party of its best reasonable assessmentof the nature and duration of the force
majeure event and steps it is taking, and plans to take, to mitigate the cffccts of the
force majeure event. The party shall use commercially reasonable best efforts to
continue performance to the extent possible during such event and resume full
performance as soon as reasonably practicable.

232 Subject to the conditions set forth above, non-performanceas a result ofa force
majeure event shall not be deemed a default. However, a purchase order or other
payment mechanism may be terminated if Supplier cannot cause delivery ofa
product or service in a timely manner to meet the business needsofCustomer.
Supplier is not entitled to payment for products or services not received and,
therefore, amounts payable to Supplier during the force majeure even shall be
equitably adjusted downward.
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233 Notwithstanding the foregoing or any other provision in the Contract, (i) the
following are not a force majeure event under the Contract: () shutdowns,
disruptions or malfunctions in Supplier’ system or anyof Supplier's
telecommunication or intemet services other than as a resultofgeneral and
widespread intemet or telecommunications filures that are not limited to Supplier's
systems or (b)thedelay or failure of Supplier or subcontractor personnel to perform
any obligation of Supplir hereunder unless such delay or failure to perform is itself
by reason ofa force majeure event and (ii) no force majeure event modifies or
excuses Supplier's obligations elated to confidentiality, indemnification, data
security or breach notification obligations set forth herein

24 Security of Property and Personnel

In connection with Supplier's performance under the Contract, Supplier may haveaccessto
Customer personnel, premises, data, records, equipment and other property. Supplier shall
use commercially reasonable best efforts to preserve the safety and securityofsuch
personnel, premises, data, records, equipment, and other propertyofCustomer. Supplicr
shall be responsible for damage to such property to the extent such damage is caused by its
employees or subcontractors and shall be responsible for lossofCustomer property in its
possession, regardlessof cause. IfSupplier fails to comply with Customer's security
requirements, Supplier is subject to immediate suspension ofwork as well as termination of
the associated purchase order or other payment mechanism.

25 Notices

All notices, approvals or requests allowed or required by the terms of any Contact
Document shall be in writing, reference the Contract with specificity and deemed delivered
upon receipt or upon refusalof the intended party to accept receiptof the notice. In addition
to other notice requirements in the Contract and the designated Supplier contact provided in
a successful Bid, notices shall be sent to the State at the physical address set forth below.
Notice information may be updated in writing to the other party as necessary.
Notwithstanding any other provisionof the Contract, confidentiality, breach and
termination-related notices shall not be delivered solely via e-mail.

Isent to the State:
State Purchasing Director
2401 North Lincoln Boulevard, Suite 116
Oklahoma City, Oklahoma 73105

With a copy. which shall not consiitute notice, to:
Purchasing Division Deputy General Counsel
2401 North Lincoln Boulevard, Suite 116
Oklahoma City, Oklahoma 73105
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26 Miscellancous

261 Choice of Law and Venue

Any claim, dispute, or litigation relating to the Contract Documents, in the singular
or in the aggregate, shall be govemed by the lawsofthe State without regard to
applicationof choice of law principles. Pursuant to 74 0.5. §85.14, where federal
granted funds are involved, applicable federal laws, rules and regulations shall
‘govern 10 the extent necessary to insure benefitof such federal funds to the State.
Venue for any action, claim, dispute, or ligation relating in any way to the Contract
Documents, shall be in Oklahoma County, Oklahoma.

26.2 No Guarantee of Products or Services Required

“The State shall not guarantee any minimum or maximum amountof Supplier
products or services required under the Contract.

263 Employment Relationship

“The Contract does not crete an employment relationship. Individuals providing
products or performing services pursuant to the Contract are not employees of the
State or Customer and, accordingly are not eligible for any rightso benefits
whatsoever aceruing to such employes.

264 Transition Services

transition services are needed at the timeof Contract expiration or termination,
‘Supplier shall provide such services on a month-to-month basis, at the contract rate
or other mutually agreed rate. Supplier shall provide a proposed transition plan, upon
request, and cooperate with any successor supplier and with establishing a mutually
agreeable transition plan. Failure 0 cooperate maybe documented as poor
performanceof Supplier.

265 Publicity

“The existenceof the Contract or any Acquisition is in no way an endorsement of
‘Supplier, the products or services and shall not be so construed by Supplier in any
advertising or publicity material. Supplier agrees to submit to the State all
advertising, sales, promotion, and other publicity matters relating to te Contract
wherein the nameofthe State or any Customer is mentioned or language used from
which, in the State’s judgment, an endorsement may be inferred or implied. Supplier
further agrees not to publish or use such advertising, sales promotion, or publicity
mater or release any informational pamphlets, notices, press releases, research
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reports, or similar public notices concerning the Contract or any Acquisition
hereunderwithout obtaining the prior written approvalofthe State.

266 Open Records Act

Supplier acknowledges that all State agencies and certain other Customers are subject
to the Oklahoma Open Records Act set forth at 51 0.5. §24A-1 ef seq. Supplieralso
acknowledges that compliance with the Oklahoma Open Records Act and all
opinionsof the Oklahoma Attorney General concerning the Act s required.

267 Failure to Enforce

Failure by the State or a Customer at any time to enforce a provision of, or exercise a
sight under, the Contract shall not be construed as a waiverofany such provision.
Such failure to enforce or exercise shall not affect the validityof any Contract
Document, or any part thereof, or the rightofthe State or a Customer o enforce any
provision of, or exercise any right under, the Contract at any time in accordance with
its terms. Likewise, a waiver ofa breachof any provision ofa Contract Document
shall not affect or waive a subsequent breachof the same provision or a breach of any.
other provision in the Contract,

268 Mutal Responsibilities

A. No party to the Contract grants the other the right to use any trademarks, trade
names, other designations in any promation or publication without the
express written consent by the other party.

B. The Contract is a non-exclusive contract and each party is freeto enter nto.
similar agreements with others

€. The Customer and Supplier each grant the other only the licenses and rights
specified in the Contract and all other rights and interest are expressly
reserved.

D. The Customer and Supplier shall reasonably cooperate with each other and
any Supplier to which the provision ofa product andlor service under the
Contract may be transitioned after termination or expirationofthe Contract

E. Exceptas otherwise set forth herein, where approval, acceptance, consent, or
similar action bya party is required under the Contract, such action shall not
be unreasonably delayed or withheld.

269 Invalid Term or Condition
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“To the extent any term or condition in the Contract conflicts with a compulsory
applicable State or United States law or regulation, such Contract term or condition is
void and unenforceable. By executing any Contract Document which contains a
conflicting term or condition, no representation or warranty is made regarding the
enforceabilityof such term or condition. Likewise, any applicable State or federal
laworregulation which conflicts with the Contract or any non-conflicting applicable
State or federal law or regulation is not waived.

26.10 Severability

Ifany provision ofa Contract Document,o the applicationofany term or condition
to any party or circumstances, is held invalid or unenforceable for any reason, the
remaining provisions shall continue to be valid and enforceable and the application
ofsuch provision to other partes or circumstances shall remain valid and in ful force
and effect. Ifa cout finds that any provisionofthis contract i invalid or
unenforceable, but that by limiting such provision it would become valid and
enforceable, then such provision shall be deemed tobe written, construed, and
enforced as so limited.

26.11 Section Headings

“The headings used in any Contract Document ae for convenience only and do not
constitute terms of the Contract,

26.12 Sovereign Immunity

Notwithstanding any provision in the Contract, the Contracti entered into subject to
the State's Constitution, statutes, common law, regulations, and the doctrine of
sovereign immunity, noneofwhich are waived by the State noe any other right or
defense available to the Stat.

2613 Survival

As applicable, performance under all license, subscription, service agreements,
statements of work, transition plans and other similar Contract Documents entered
into between the parties under the termsofthe Contract shall survive Contract
expiration. Additionally, rights and obligations under the Contract which by their
nature should survive including, without limitation, certain payment obligations
invoiced prior to expiration or termination; confidentiality obligations; security
incident and data breach obligations and indemnification obligations, remain in effect
after expiration or terminationofthe Contract,

26.14 Entire Agreement
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“The Contract Documents taken together as a whole constitute the entire agreement
between the parties. No statement, promise, condition, understanding, inducement or
representation, oral or written, expressed or implied, which is not contained in a
Contract Document shall be binding or valid. The Supplier's representations and
certification, including any completed electronically, are incorporated by reference
into the Contract

26.15 Grauities

“The Contract may be immediately terminated, in whole or in pat, by written notice if
itis determined that the Supplier, its employee, agent, or another representative
violated any federal, State or local law, rule or ordinance by offering or giving a
gratuity to any State employee directly involved in the Contract. In addition,
Suspension or Debarment ofthe Supplier may result from such a violation.

26.16 Import/Export Controls

Neither party will use, distribute, transfer or transmit any equipment, services,
software or technical information provided under the Contract (even ifincorporated
into other products) except in compliance with all applicable import and export laws,
conventions and regulations.
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ATTACHMENT B
STATE OF OKLAHOMA TECHNOLOGY TERMS

Pursuant to the Oklahoma Information Technology Consolidation and Coordination Act, OMES-
Information Services (‘OMES-IS”) is designated (0 purchase information technology ~ and
telecommunication products and services on behalfof the State. The Act directs OMES-IS to acquire
necessary hardware, software and services and to authorize the use by other State agencies. OMES, as the
ownerof information technology and telecommunication assets and contracts on behalfofthe State, allows
other State agencies to use the assets while retaininglicenseor ownership rights, as applicable, and the ight
to reassign the assets, at no additional cost, upon written notification to Supplier. OMES-IS is the data
custodian for State agency data; however, such data is owned by the respective State agency.

1 Definitions

LL COTS meanssoftware that is commercial off the shelf.

12 Customer Data means all data supplied by or on behalfof a Customer in connection with
the Contract, excluding any confidential informationof Supplier.

13 Data Breach means the unauthorized access by an unauthorized person that results in the
use, disclosure or theft ofCustomer Data.

14 Host includes the terms Hosted or Hosting and means the accessing, processing or storing,
ofCustomer Data.

15 Intellectual Property Rights means the worldwide legal rights or interests evidenced by
or embodied in any idea, design, concept, personality right, method, process, technique,
apparatus, invention, discovery or improvement including any patents, trade secrets and
Know-how; any workof authorship including any copyrights, moral rights or neighboring
tights; any trademark, service mark, trade dress, rade name or other indicia of source or
origin; domain name registrations; and any other proprietary or similar rights. Intellectual
Property Rightsofaparty also includes all worldwide legal rights or interests that the party
may have acquired by assignment or license with the right to grant sublicenses.

16 [RESERVED]

17 Non-Public Data means Customer Data, other than Personal Data, that is not subject to
distributiontothe public as public information. It is deemed to besensitive and confidential

sumensSurmnr
Semen a



by Customer because it contains information that is exempt by statute, ordinance or
administrative rule from access by the general public as public information. Non-Public
Data includes any data deemed confidential pursuant to the Contract, otherwise identified
by Customeras Non-Public Data, or that a reasonable person would deem confidential

18 Personal Data means Customer Data that contains I) any combination of an individual's
name, social security numbers, driver's license, state/federal identification number,
account number, credit or debit card number and/or 2) data subject to protectionunder a
federal, state or local law, rule, regulation or ordinance.

19 Security Incident means the attempted or successful unauthorized access,use,disclosure,
modification, or destruction of information or interference with the Hosted environment
used to perform the services.

110 State CIO means the State Chief Information Officer or authorized designee.

LIL Supplier Intellectual Property means all tangible or intangible temsor things, including
the tellcctual Property Rights therein, created or developed by Supplier, whether prior to

providing any services or Work Product to Customer and prior oreceiving any documents,
materials, information or funding from or onbehalfof a Customer relating to the services
or Work Product, or after the effective date of the Contract.

1.12 Third Party Intellectual Property means the Intellectual Property Rightsofany third
party that is nota party to the Contract, and that is not directly or indirectly providing any
‘goods or services to a Customer under the Contract,

1.13 Work Product means any and all deliverables produced by Supplicr for Customer under
a statement of work issued pursuant to the Contract.

2 Termination of Maintenance and Support Services

Customer may terminate maintenance or support services without an adjustment charge, provided
any of the following circumstances occur:

21 Customer removes the product for which the services are provided, from productive use

22 The location at which the services are provided is no longer controlled by Customer (for
example, becauseofstatutory or regulatory changes or the sale or closing ofa facility).

If Customer chooses to renew maintenance or support after maintenance has lapsed, Customer may
choose to pay the additional fee,ifany, associated with renewing alicense after such maintenance
or support has lapsed, or to purchase a new license. Any amount paid to Supplier in the form of
prepaid fees that are unused whenservices under the Contract or purchaseorderare terminated shall
be refunded to Customer.

3 Compliance and Electronic and Information Technology Accessibility
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State procurementof information technology is subject 0 certain federal and State laws, rules and
regulations related to information technology accessibility, including but not limited to Oklshoma
Information Technology Accessibility Standards (“Standards”) set forth at
Hitpseomes ok. gov/seryicesfinfornation-services'accessibiliy-sundseds. Suppliershallprovidea
Voluntary Product Accessibilty Template ("VPAT") describing accessibility compliance via a
URLlinkingto the VPAT and shall update the VPAT as necessary in order to allow a Customer to
obtain current VPAT information as required by State law. IFproducts require development or
customization, additional requirements and documentation may be required and compliance shall
be necessary by Supplier. Such requirements may be stated in appropriate documents including but
not limited to a statement of work, riders, agreement, purchase order or Addendum. All
representations contained in the VPAT provided will be relied upon by the Stateor a Customer, as
applicable, for accessibility compliance purposes.

4 Media Ownership (Disk Drive and/or Memory Chip Ownership)

41 Any disk drives and memory cards purchased with or included for use in leased or
purchased products under the Contract remain the propertyofthe Customer.

42 Personal information may be retained within electronic media devices and components;
therefore, electronic media shall not be released either between Customers or for the resale,
ofrefurbished equipment that has been in use bya Customer, by the Supplier o the general
public or other entities. This provision applies to replacement devices and components,
‘whether purchased or leased, supplied by Supplicr, is agents or subcontractors during the
downtime (repair) of products purchased or leased through the Contract. Ifa device is
removed from a location for repairs, the Customer shall have sole discretion, prior to
semoval, to determine and implement sufficient safeguards (such as a recordof hard drive
serial numbers) to proteet personal information that may be stored within the hard drive or
memoryofthe device.

5 Offshore Services

No offshore services are provided for under the Contract. State data shall not be used or accessed
internationally fortroubleshooting or any other use not specifically provided for herein without the
prior written permission, which may be withheld in the State’s sole discretion, from the appropriate
authorized representative of the State. Notwithstanding the above, back office administrative
functions, including customer service, of the Supplier may be located offshore and the follow-the-
sun support model may be used by the Supplier to the extent allowed by law applicable to any
Customer Data being accessed or used.

6 Compliance with Technology Policies

61 The Supplier agrees to adhere to the State of Oklahoma “Information Security Policy,
Procedures, and Guidelines” available a
hitpsi/omes ob. sov/sla/files/sme3| 6/1 InfoSecPPG 0 pl.

Supplier's employees and subcontractors shall adhere to the applicable State IT Standard
Methodologies and Templates including but not limited to Project Management, Business
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Analysis, System Analysis, Enterprise and IT Architecture, Quality, Application and
Security Methodologies and Templates as set forth at 1c. nes ob oy

62 Supplier shall complywith applicable Federal Information ProcessingStandardsincluding,
without limitation, FIPS 200, FIPS 140-2 or successor standards and al recommendations
from the National InstituteofStandards and Technology. The confidentialityofCustomer
Data shall be protected and maintained in accordance with these standards as well as other
applicable Customer standards.

63 Supplier shall comply with the CJIS Security Policy as more particularly described at
Appendix 2 attached hereto and incorporated herein.

7 Emerging Technologies

The State of Oklahoma reserves the right to enter into an Addendum to the Contract at any time to
allow for emerging technologies not identified elsewhere in the Contract Documents if there are
repeated requests for such emerging technology or the State determines it is warranted to add such
technology.

8 Extension Right

Inaddition to extension rightsofthe State set forth i the Contract,the State CIO reserves th right to
extend any Contract fthe State CIO determines such extension to be in the best interestof the State.

9 [RESERVED]

10 Commercial Off The Shelf Software

If Supplier specifies terms and conditions or clauses in an electronic license, subscription,
maintenance, support or similar agreement that conflict with the termsofthis Contract, the additional
terms and conditions or conflicting clauses shall not be binding on the State and the provisions of
this Contract shall prevail

11 [RESERVED]

12 Intellectual Property Ownership

12.1 All Supplier Intellectual Property and all Intellectual Property Rights i all Work Product or
other intellectual property owned or licensed by Supplier or any subcontractor,or developed
byoron behalf of the Supplier or any subcontractor pursuant o this Contract, shallbe owned
by and reserved in the party developing (or otherwise owning) such intellectual property
during the term of this Contract and following termination. All Supplier Intellectual
Property and all Intellectual Property Rights in all Work Product or other intellectual
property owned or licensed by Supplier or any subcontractor, or developed by or on behalf
ofthe Supplier or any subcontractor pursuant to ths Contract, shall not be considered a work
made for hire in favor of the State/Customer, and State/ Customer shall have no claim and
shall make no claim of ownership or other interest therein (other than the limited license
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rights as explicitly set orth below). Provided, notwithstanding the foregoing, that under no
circumstances shall any (i) Customer Data or (ii) customized forms or similar mechanisms
of user interface developed exclusively for the Customer in conncetion with the
implementation of the programs contemplated by this Contract constitute Supplier
Intellectual Property, which elements of Work Product shall constitute and remain the
propertyof Customer.

12.2 With respect to Supplier Intellectual Property, the Supplier grants the Customer, for no
additional consideration, non-transferable, non-exclusive, royalty-free, fully paid license,
solelyfor the internal business useof the Customer, to use, copy, modify,display, perform,
transmit and prepare derivative worksofSupplier Intellectual Property embodied in or
delivered to the Customer in conjunction with this Contract. To the extent that any Third
Party Intellectual Property is embodied or reflected in the Work Productor is necessary to
provide services, Supplier shall obtain from the applicable third party for the Customer's
benefit,a non-transferable, non-exclusive, royalty-fiee. fully paid license to use such Third
Party Intellectual Property, solely for Customer'sinternalbusiness purposes. The foregoing

licensesincludetheright to sublicense third parties, solely for the purposeofengagingsuch
third parties to assist or carry out Customer's internal business use of the Work Product.
Except for the preceding licenses, all rights in Supplier Intellectual Property remain in
Supplier and all rights in Third Party Intellectual Property remain in the third-party. On
written request, Supplier shall provide Customer with documentation indicating a third
party's written approval for Supplier to use any Third Party Intellectual Property that may
be embodied or reflected in the Work Product.

123 For the avoidance of doubt, nothing in this Contract shall preclude Supplier from
developing foritself, or for others, materials which are competitive with those produced as
a resultofthe services provided under the Contract

13 Hosting Services

13.1 IFSupplier or its subcontractor, affiliate or any other person or entity providing products
or services under the Contract Hosts Customer Data in connection with an Acquisition,
the provisions of Appendix 1, attached hereto and incorporated herein, apply to such
Acquisition.
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13.2 Ifthe Hosting of Customer Data by Supplier or its subcontractor, affiliate or any other
personorentity providing productso services underthe Contract contributes to or directly
causes a Data Breach, Supplier shall be responsible for the obligations set forth in
Appendix I related to breach reporting requirements and associated costs. Likewiseifsuch
Hosting contributes toordirectly causes a Security Incident, Supplier shall be responsible
for the obligations set forth in Appendix 1, as applicable.

14 Change Management

When a scheduled change is made to products or services provided to a Customer that impacts the
Customer's system related to such product or service, Supplier shall provide two (2) weeks” prior
written notice of such change. When the change is an emergency change, Supplier shall provide
twenty-four (24) hours’ prior written notice of the change. Repeated failure to provide such notice
may be an evaluation factor (as indicative of Supplier's past performance) upon renewal or if future
bids submitted by Supplier are evaluated by the State.

15 Service Level Deficiency

In addition to other termsofthe Contract, in instancesof the Supplier's repeated failure o provide an
acceptable levelof service or meet service level agreement metrics, service credits shall be provided
by Supplier and may be used as an offset to payment due.

16 Notices

In addition to notice requirements under the terms of the Contract otherwise, the following
individuals shall also be provided the request, approval or notice, as applicable:

Chief Information Officer
3115 N. Lincoln Blvd
Oklahoma City, OK 73105

Information Services Deputy Counsel
3115 Noh Lincoln Boulevard
Oklahoma City, Oklahoma 73105
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Appendix 1 to State of Oklahoma Information Technology Terms

“The parties agree to the following provisions in connection with any Customer Data accessed,
processedorstoredbyor on behalfof the Supplier and the obligations, representations and warranties set
forth below shall continue as long as the Supplier has an obligation under the Contract

A. Customer Data

IL Customer will be responsible for the accuracy and completenessofal Customer Data
provided to Supplier by Customer. Customer shall retain exclusive ownership of all
Customer Data. Non-Public Data and Personal Data shall be deemed to be Customers
confidential information. Supplier shall restrict access to Customer Data to their employees
witha need to know (and advise such employees of the confidentiality and non-disclosure
obligations assumed herein).

2 Supplier shall promprly notify the Customer upon receipt of any requests from
unauthorized third parties which in any way might reasonably require access to Customer
Data or Customer’ useofthe Hosted environment. Supplier shall notify the Customer by
the fastest means available and also in writing pursuant to Contract notice provisions and
the notice provision herein. Except to the extent required by law,Suppliershall not respond
to subpoenas, service or process, FreedomofInformation Act or other open records
requests, and other legal request related to Customer without first notifying the Customer
and obtaining the Customer's prior approval, which shall nt be unreasonably withheld, of
Supplier's proposed responses. Supplier agrees to provide its completed responses to the
Customer with adequate time for Customer review, revision and approval

3 Supplier will use commercially reasonable efforts to prevent the lossof or damage to
Customer Data in its possession and will maintain commercially reasonable back-up
procedures and copies to facilitate the reconstruction ofany Customer Data that may be
lost or damaged by Supplier. Supplier will promptly notify Customerofany loss, damage
0, or unauthorized accessofCustomer Data.Supplier will use commercially reasonable
efforts to reconsiruct any Customer Data that has been lost or damaged by Supplier as a
result ofits negligence or willful misconduct. If Customer Data is lost or damaged for
reasons other than as a resultofSupplier's negligence or willful misconduct, Supplier, at
the Customers expense, will at the requestof the Stat, use commercially reasonable
efforts to reconstruct any Customer Data lost or damaged.

B. Data Security

1 Supplier will use commercially reasonable efforts, consistent with industry standards, to
provide security for the Hosted environment and Customer Data and to protect against both
unauthorized access to the Hosting environment, and unauthorized communications
between the Hosting environment and the Customer's browser. Supplier shall implement
‘and maintain appropriate administrative, technical and organizational security measures to
safeguard against unauthorized access, disclosure or theftofPersonal Data and Non-Public
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Data. Such security measures shall be in accordance with recognized industry practice and
not less stringent than the measures the service provider applies to its own personal data
and non-public dataof similar kind.

2 All Personal Data and Non-public Data shall be encrypted at rest and in transit with
controlled access. Unless otherwise stipulated, the service provider is responsible for
encryption of Personal Data.

3 Supplier represents and warrants to the Customer that the Hosting equipment and
environment wil be routinely checked with a commercially available, industry standard
software application with up-to-date virus definitions. Supplier will regularly update the
virus definitions to ensure that the definitions are as up-to-date as is commercially
reasonable. Supplier wil promptly purge a viruses discovered duringvirus checks. If
there is a reasonable basis to believe that a virus may have been transmitted to Customer
by Supplier, Supplier will promply notify Customer ofsuch possibilty in a writing that
states the natureofthe virus, the date on which transmission may have occurred, and the
means Supplier has used to remediate the virus. Should the virus propagate to Customer's
IT infrastructure, Supplicr is responsible for costs incurred by Customer for Customer to
remediate the virus.

4 Supplier shall provide its services to Customer and is userssolely from data centers n the
USS. StorageofCustomer Data at rest shall be located solely in data centers in the U.S.
Supplier shall not allow its personnel or contractors to store Customer Data on portable
devices, including personal computers, except for devices that are used and kept only at its
US. data centers. Supplier shall permit ts personnel and contractors to access Customer
Data remotely only as required to fulfill Supplier's obligations under the Contract,

Supplier shall allow the Customer toaudit conformance to the Contract terms. The
Customer may perform this audit or contract with a third party at its discretion and at
Customer's expense.

& Supplier shall perform an independent audit of its data centers at least annually at ts
expense and provide a redacted version of the audit report upon request. Supplier may
remove its proprietary information from the redacted version. A Service Organization
Control (SOC) 1 audit report or approved equivalent sets the minimum level ofa third-
party audit.

7 Any remedics provided in this Appendix are not exclusive and are in addition to other
rights and remedies available under the termsofthe Contract, at law or in equity.

C. Security Assessment

1 The State requires any entity or third-party Supplier Hosting Oklahoma Customer Data to
submitto a State Certification and Accreditation Review process to assess initial security
risk. Supplier submitted to the review and met the State’s minimum security standards at
time the Contract wasexcauted. Failure to maintain the State’s minimum security standards
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during the termof the contract, including renewals, constitutes a material breach. Upon
request, the Supplier shall provide updated data security information in conneetion with a
potential renewal. If information provided in the security risk assessment changes, Supplier
shall promptly notify the State and include in such notification the updated information;
provided, however, Supplier shall make no change that result in lessened data protection
or increased data sceurity risk. Failure to provide the notice required by this section or
maintain the levelof security required in the Contract constitutes a material breach by
Supplicr and may result in a whole or partial terminationofthe Contract

2 Any Hosting entity change must be approved in writing prior to such change. To the extent
Supplier requests a different sub-contractor than the third-party Hosting Supplieralready
approved by the Stat, the different sub-contractor is subject to the State's approval.
Supplier agrees not to migrate State’s data or otherwise utilize the different third-party
Hosting Supplier in connection with key business functions that are Supplier'sobligations
under the contract until the State approves the third-party Hosting Supplier's State
Certification and Accreditation Review, which approval shall not be unreasonably
withheld or delayed. In the event the third-party Hosting Supplier does not meet the State's
requirements under the State Certification and Accreditation Review, Supplier
acknowledges and agrees it will not utilize the third-party Supplier in connection withkey
business functions thatare Supplier's obligations under the contract, until such third party
‘meets such requirements

D. Security Incident or Data Breach Notification: Supplier shall inform Customer of any Security
Incident or Data Breach.

I Supplier may need to communicate with outside parties regarding a Security Incident,
which may include contacting law enforcement, fielding media inquirics and sccking
external expertise as mutually agreed upon, defined by law or contained i the Contract. If
a Security Incident involves Customer Data, Supplier will coordinate with Customer prior
to any such communication.

2 Supplier shall eporta Security Incident to the Customer identified contact set forth herein
within five (5) daysofdiscoveryofthe Security Incident or within a shorter notice period
required by applicable law or regulation (i.¢. HIPAA requires notice to be provided within
24 hours).

3 Suppliershall:

a Maintain processes and procedures to identify, respond to and analyze Security
Incidents;

bh Make summary information regarding such procedures available to Customer at
Customer's request;

© Mitigate, o the extent practicable, harmful effectsofSecurity Incidents that are
Known to Supplier; and
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Documentall Security Incidents and their outcomes.

4 IFSupplir has reasonablebeliefor actual knowledge ofaData Breach, Supplier shall (1)
promptly notify the appropriate Customer identified contact set forth herein within 24
hours or sooner, unless shorter ime is required by applicable law, and (2) take
commercially reasonable measures to address the Data Breach in a timely manner.

E. Breach Responsibilities: This section only applies when a Data Breach occurs with respect to
Personal Data or Non-Public Data within the possession or controlof Supplier.

1 Supplier shall (1) cooperate with Customer a reasonably requested by Customer to
investigate and resolve the Data Breach, (2) promptly implement necessary remedial
measures, if necessary, and (3) document responsive actions taken related to the Data
Breach, including any post-incident reviewof events and actions taken to make changes in
business practices in providing the services, if necessary.

2 Unless otherwise stipulated,if a Data Breach is a direct resultof Supplier's breach of its
obligation to encrypt PersonalData and Non-Public Data or otherwise prevent ts release,
Supplier shall bear the cost associatedwith (1)the investigationandresolutionofthe Data
Breach; (2) notifications to individuals, regulatorsorothers required by state law; (3 credit
monitoring services required by state or federal law; (4)a website or toll-free numbers and
call center for affected individuals required by state law all not o exceed the agency per
record per person cost calculated for data breaches in the United States on the most recent
Costof Data breach Study: Global Analysis published by the Ponemon Institue at the time
ofthe data breach; and (5) complete all corrective actions as reasonably determined by
Supplier based on root cause

3 IfaData Breach isa direct resultofSupplier's breachofits obligations to encrypt Personal
Data and Non-Public Data or otherwise prevent its release, Supplier shall indemnify and
hold harmless the Customer against all penalties assessed to Indemnified Parties by
‘governmental authorities in connection with the Data Breach.

F. Notices
In addition to notice requirements under the terms of the Contract and those set forth above, a
request, an approval ora notice in connection with this Appendix provided by Supplier shall be
provided to:
ChiefInformation Security Officer
3115 N. Lincoln Blvd
Okishoma City, OK 73105
and
servicedesk@omes.ok gov.
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G. Supplier Representations and Warranties

Supplier represents and warcanis the following:

L The product and services provided in connection with hosting services do not infringe a
third party's patent or copyright or other intellectual property rights.

2 Supplier wil protect Customer's Non-Public Data and Personal Data from unauthorized
dissemination and use with the same degreeofcare that each such party uses to protect its
own confidential information and, in any event, will use no less than a reasonable degree
ofcare in protecting such confidential information.

3 The execution, delivery and performanceofthe Contract and any ancillary documents and
the consummationofthe transactions contemplated by the Contract or any ancillary
documentsbySupplier wil not violate, conflict with, or result ina breachofany provision
of, or constitute a default (or an event which, with notice or lapseof time or both, would
constitute a default) under, or result in the termination of, any written contract or other
instrument between Supplier and any third partes retained or utilized by Supplicr to
provide goods or services for the benefitof the Customer.

4 Supplier shall not knowingly upload, store, post, e-mail or otherwise transmit, distribute,
publishordisseminate to or though the Hosting environmentany material thal contains
Software viruses, malware orother surreptitious code designed to interrupt, destroy or limit
the functionalityof any computer software or hardware or telecommunications equipment
orcircumvent any “copy-protected” devices, or any other harmfulor disruptive program.

He Indemnity

‘Supplier ages to defend, indemnify and hold the State, its officers, directors, employees, and
agents harmless from al liabilities, claims, damages, losses, costs, expenses, demands, suits and
actions (including without limitation reasonable attorneys’fees and costs required to establishthe
tight to indernnification), excluding damages that ae the sole fault ofCustomer, arising from or
in connection with Supplier's breach of its express representations and warranties in these
Information Technology Terms and the Contract. Ifa third party claims that any portion of the
products or services provided by Supplier under the termsofanother Contract Document or these.
Information Technology Terms infringes that partys patent orcopyright, Supplice shall defend,
indemnify and hold harmless the State and Customer against the claim at Supplier's expense and
pay all related costs, damages, and atomey’s fees incurred by or assessed to, the State and/or
Customer. The State and/or Customer shall promptly notify Supplierofany third party claims and
to the extent authorized by the Attomey Generalof the State, allow Supplier o control the defense
and any related settlement negotiations. If the Attomey Generalofthe State does not authorize
sole controlofthe defense and settlement negotiations to Supplier, Supplier shal be granted
authorization to equally participate in any proceeding related to this section but Supplier shall
remain responsible to indemnify Customer and the State forall associated costs, damages and fees.
incurred byor assessed to the State and/or Customer. Should the software become, or in Supplier's
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opinion, be likely to become the subject ofa claim or an injunction preventing it use as
contemplated in connection with Hosting services, Supplier may, at its option (i) procure for the
State the right to continue using the software or (i) replace or modify the software witha like or
similar product so that it becomes non-infringing.

I Termination, Expiration and Suspension of Service

1 During any periodofservice suspension, Supplier shall not take any action to intentionally
disclose, alter orerase any Customer Data.

2 Inthe event ofa termination or expirationof the Contract, the parties further agree:

Supplier shall implement an orderly return of Customer Data in a format specified by the Customer
and, as determined by the Customer:

a retum the Customer Data to Customer at no additional cost,a a time agreed to by
the partes and the subsequentsecuredisposal of State Data

b wansitionedtoadifferent Supplier ata mutually agreed cost and in accordance with
a mutually agreed data transition plan and the subsequent secure disposal of State
Data or

© acombination of the two immediately preceding options.

3 Supplier shall not take any action to intentionally erase any Customer Data fora period of:

a 10 days after the effective dateof termination, ifthe termination i in accordance
with the contract period;

Bh 30daysafter the effective dateof termination, ifthe termination isforconvenience;
or

© 60 days after the effective dateof termination, if the termination isforcause.

After such period, Supplier shall, unless legally prohibited or otherwise stipulated, apply de-
identification and pseudonymization encryption protocols (utilizing at east 256-bit encrypion) to
all Customer Data in its systems or otherwise in its possession or under ts control.

4 The State shall be entitled to any post termination or expiration assistance generally made
available with respect to the services.

S Dedenification and pseudonymization by SupplierofCustomer Data shall be
performed in a secure manner. Certificatesofde-identification and pseudonymization,
and, if requested, the decryption Key, shall be provided to Customer within thirty (30)
calendar day of its request for de-identification and pscudonymization.
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Appendix 2 to State of Oklahoma Information Technology Terms INTRODUCTION

The use and maintenance of al itemsof software or equipment offered for purchase herein must be in
compliance with the most current version ofthe U.S. Departmentof Justice, Federal Bureau of
Investigation (“FBI”), Criminal Justice Information Services (CIS) Division's CJIS Security Policy
(“CIS Security Policy” or “Security Policy” herein)

“The Enityor Affilate acquiring the data or system is hereby ultimately responsible for compliance with
the CIS Security Policy and will be subject to an audit by theStateof Oklahoma CJIS Systems Officer
(“CSO”) and the FBI CJIS Division's Audit Staff.

CJIS SECURITY POLICY REQUIREMENTS GENERALLY

The CJIS Security Policy outlines anumberofadministrative, procedural, and technical controls agencies
must have in place to protect Criminal Justice Information (“C11”). Our experience is that agencies will
‘generally have manyof the administrative and procedural controls in place but will need to implement
additional technical safeguards in odertobe in complete compliance with the mandate. A Criminal Justice
Agency (“CIA") and certain other governmental agencies procuring technology equipment and services
that could be used in hosting or connecting or transmitting or receiving CJ data may need to use the check
list herein to make sure that the software, equipment, location, security, and persons having the ability to
access CI will meet the CIIS requirements per the then current CIIS Security Policy. A completed
Appendix H 10 said Security Policy will need to be signed by Vendor ora 3"partyifit has access to Cll,
such as incident tothe maintenance or support ofthe purchased hardware or software within which resides
CII. Per Appendix “A” to said Security Policy, “access to CJ is the physical or logical (electronic)
ability, right or privilege o view, modify or make use of CJL”

DIRECTIVE CONCERNING ACCESS TO CRIMINAL JUSTICE INFORMATION AND
TO HARDWARE OR SOFTWARE WHICH INTERACTS WITH CJI

and CERTIFICATION

The FBI CJIS Division provides state-of-the-art identification and information services to the loca, state,
tribal, federal, and international criminal justice communities for criminal justice purposes, as well as the
noncriminal justice communities for noncriminal justice purposes.

“This Directive primarily concerns access to CJI and access to hardware and software in the use,
retention, transmission, reception, and hosting of CJ1 for criminal justice purposes and not for
noncriminal justice purposes. In that regard, this Directive is not only applicable to such data, but also to
the hardware and software interacting with such data, their location(s), and persons having the ability to
access such data. The CJIS data applicable to the Security Policy is the data described as such in said
Policy plus all data transmitted over the Oklahoma Law Enforcement Telecommunications System
(“OLETS) which is operated by DPS.

In order to have access to CJ or to the aforesaid hardware or software, the vendor must be familiar with
the FBI CJIS Security Policy, including but not limited to the following portionsofsaid Security Policy:

1. the Definitions and Acronyms in §3 & Appendices “A”&“B";
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2 the general polices in §4;
5. the Policies in $5;
4. the appropriate forms in Appendices “D”, “E”, “F” & “IP; and
5. the Supplemental Guidance in Appendices “1” & “K"

“This FBI Security Policy i located and may be downloaded a:

By executing the Contract to which this Directive is attached, the vendor hereby CERTIFIES
that theforegoing directive has and wil be followed, including but not imited o full
compliance with the FBI CJIS Sccurity Policy, as amended and as applicable.

Policy Requirement Checklist [OS

Policy Area | Information Exchange Agreements

Policy Area 2 Security Awareness Training

Policy Area 3 Incident Response

Policy Area d Auditing and Accountability

Policy Area's Acsess Control

Policy Area 6 entiation and Authentication

Policy Area? Configuration Management

Policy Arca $ Media Protection

Policy Area 9 Physical Protection

Policy Arca 10 Systems and Communications
Protection and Information
Integrity

Policy Area 11 Formal Audis

Policy Area 12 Personnel Security
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ATTACHMENT C
Scope of Work

I. Defintions. For purposesofthis ScopeofWork, defintions shallbeas follows:
1. Grants: Stay in School Scholarship and Bridge the Gap Scholarship Grants, collectively.
2. Applcani(s): Parent or legal guardian applying for Grants elgibiity on behalf of their K-12

student(s).
3. Account Holder(s): Parentorlegalguardianapprovedforparticipation inthe Grants on behalf

of their K-12 student(s)
4. Provider(s): Approved private school provider.
5. School): School applying to be a Provider but not yet approved.
6. Stakeholders: Collective term used 1 refer to Applicants, Account Holders, Providers,

Schools, and other members ofthe public with an interest in the Grants.
7. Application System: oniine platform for Applicants and Providers to submit requested

information todetermine eligibility forthe Grants.
8 Submitted Application: Oncethe Applicantcommis totheprocessand clicks thesubmit button

in the Application System.
9. Fiscal Management and Payment System: online platform for Account Holders to receive

grants and use grants to make payments as determine by Grants guidelines.
10. Platform: Ubrela term refering to all components including Application System, Fiscal

Management and Payment System, online support and training, and online reporting services.

I. The Supplier shall create and supply a parent and student friendly online platform for use by
Stakeholders. The Platform shall be designed for ease of use by Applicants and include: (1) an
Applicant application portal for the Grants and a Provider applicalion portal (collectively, the
“Appicalion System); and (2) a Fiscal Management and Payment System (‘Fiscal Management and
Payment System’), support and training, and reporting services. Users will include Applcanis,

Providers, Schools, and any other Stakeholders,

Wl. Timelines
1." The Platfonn shall be completed by August 10, 2020 (go-ive).
2. The Application System shall be closed once all Grants have been awarded, or

December 30, 2020, whichever s eariest.

IV. Application Systeny The Supplier shal create and provide an interactive Application System that
meets. the folowing specications.

1. GeneralRequirements: The Application System shall provide the ability to do the
following

"put an plo data om appicants neal Revenu Seri ax forms,
2. Input data from government assistance programs such as TANF and SNAP.
3. Input personal information for multiple students in household on the same

applcation.
4. Provide verification review of income based on data input by the Appicant, and

dent the potential nee for further review and processing.
5. Compare Applicant reported income to income thresholds definedby the program

‘and determine efgbily for both Grants
6. Require and allow the uploadofforms into the Application System.
7. Allow electronic verification and acknowledgment by the Applicant of required

assurances and rules of the program.
Ags0936346
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8. Allow Applicant to start and sop an application mid-siream and save information to
be able to resume later.

9. Allow Applicant to choose a pre-qualified school and upload an acceptance eter, or
provide a verification report to a designated indvidual at a Provider to verfy the
‘Applicant has been acceptedorattends the School

10. Applicants may apply to both Stay in School Scholarship and Bridge the Gap
Scholarship grants on the same application and applicable income guidelines will be
applied to each respective grant

11. Muliple students in a family may receive Stay in School Scholarship grants.
12. Once all Stay in School Scholarship grants are awarded, the Application Portal will

remain open only for consideration of Bridget the Gap Scholarship granis.
2. Applicant Application Portal. The Application System shall provida the ability to do the.

following:
1." Provide stagesofapproval based on existing system and reporting capabiltie.

“This may include: Provider Assignment Review Pending, Provider Assignment
Verifed, Income Review Pending, Income Verified, and Provider Acceptance.

2. Allow a System Administrator to view application status, including what
applications are in process, income over guideline, incomplete, or approved.

3. Allow a System Administrator or a Provider to upload or input documents on
behalfofApplicants.

4. Generate an acceptanceor derial etter to Applicants
5. Allow Applicants o apply each year fo renewal
6. Bundle siblings into thesame Applicants user account
7. Allow additional income verification documents to be uploadedto the applicant

account
8. Provide workflow for Applicants o confirm Provider after acceptance
9. Nolifcation to Appiicants that a Provider needs lo be selected
10. Provider selection
11. Potential uploadof acceptanceletter

V. Fiscal Management and Payment System: The Supplier shal create, maintain, and operate a Fiscal
Management and Payment System in the Plator for use by Stakeholders. The Fiscal Management
‘and Payment Syste requested shall provide the following

1. Abiity to createnotionalvitual wallet accounts or Account Holders o easily receive funds and
pay for expenses.

2. Abily to establish an accountforeach Account Holder, and be able to bundle families while
Keeping each student account separate.

3. AbilyforAccount Holders to pay tuon to Providers.
4. Abilly for Account Holders to purchase educational resources other than tuition such as

technology, supplies books, etc. with approved ecommerce vendors integrated ito the Fiscal
Management and Payment System.

5. Abily to utiize subaccounts within the account to earmark funds specifically for either tution
or for educational resources.

6. Abilty for Account Holders to check balances, authorize payment, and upload invoices and
statements

7. Allow Schools to register for participation to become Providers and receive ACH payments.

VI. Customer Service: The Supplier shall provide customer service for all Stakeholders. Which
shal includ:

1." Abily to reach an Application System customer service representative from 8:00 am. ~ 500
pam. (Central Time), Monday — Friday, via emai, chal, and phone, and a Fiscal Management
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and Payment System customer service representative from 8:00 am. — 800 p.m. (Eastern
Time), Monday~Friday and 10:00 am. 4:00p.m. (Easter Time) Saturday via emal, chat and
phone.

VIL. Reporting: The Supplier shall make the following reports avaible via the platform. Reports shall
include:

1. Status of Provider applications.
2. StatusofApplicant applications.
3. stingofcurrentuseraccounts.
4. Detail summaries of purchases and amounts
5. Aggregateaccount balances.
6. Year-end close-outofaccountsandbalances.

Vill. Training: The Supplier shall create and deliver training for all identified stakeholders
IX. Hardware/Operating System Specification: The Supplier shall take commercial reasonable

measures in its conlrol to make the Platform is compatible with current version and the two (2)previous versions (N-2') of widely-used device platforms and software. The table below
represents a current exampleof commonly used systems and versions:

[Phatform 7 Operating System

ppl

10S 11+

X. Web Browser Specifications: The system should be compatible with market-availsble web
browsers including, but not Imited to

1. Google Chrome,
2. Microsoft Edge, Microsoft Internet Explorer 11 (partial support),
3 Firefox, ang,
4. Safar

payment

The feefor the scopeofwork quoted above is as follows:
Implementation Fee: $650,000.00

ClassWallet to Invoice OFQA uponexecution of thecontract$17,350,000.00todistributein grants
pursuanttothisContract

Classtwaletto Invoice OEQA $325,000.00 on August 10, 2020 Go-Live:
Classialet to Invoice OEQA $325,000.00 onAugust 30, 2020 Go-Live De-brief Meeting.
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