
© Original Message
From: HEILER, FREDERICK W JR GS-11 USAF ACC 53 WGP
frederick heir. 1@usal mil>
Seni: Wednesday. May 18,2022 12:59 PM
To: 53 WG All <53-WG-Allgus anil
Co: BRYANT, HEATHERJGS-12 USAF ACC 53 WGAP <heather bryantus anil;
STAUB, FREDAGS-11 USAE ACC 53 WGP<lodstaub gusaan; IEILER,
FREDERICK WIR GS-11 USAF ACC $3 WGAP <frderick heer. 1@usafmit>
Subject: OPSEC reply for Consolidated Sor Leader Messages

ALCON. .

ir Force Senior Leadership is requesting assistance with recuiing and
reducing unauthorized PSEC / CU relesses to the general pubic

Please review the following OPSEC guidance or recruiting assistance and
recucing unauthorized releases to the general public

(CSA - We need help recruiting-opportritestopen up your suas to
local personnel to show them what we do. :

16 you wish 0 assist with the recruiting please nly your squadeon
leadership before proceeding and reviewth Public Release information
clow. Please remeber, when speaking a these type ofevents you
representingthe Air Force. Whetheryouar at Eglin AF o a GSU location,
please consult with $3 WG Public Ais office prior t speaking on tis



issue. They can beter prepare you for your event.

(CSAP + We need 1dobetteran OPSEC - think you al got this. but 1add my twocents. The AF hd an incident recently where videos rom the
Mightine were posted on AT/NCO Facebook page where an ical had an
engine malfunction that resulted nafire. Additionally, an interna biel
about the sustainment ofthe A-10 was leaked to the public, which makes it
moredifficultforSecAFandCSAFto messageCongressanmodernization. We

ar our own worst enemy when we dor practice good OPSIC.

OPSEC identifies and protects key operationaland mission support
information. Poor OPSECpractices and unauthorized Controlled Unclassified
Information (CUI disclosures have resulted in loss of fe and mission
‘compromise. Plesse effin and tink carefully before pasting work elated
information, oF something tht happened on your base o social media. A post
10 socal mcdia goes aroundtheworld quickly to fiends and adversaries
like. Refrain from discussing "shop lk” outside ofyourwork
centerfolice, everyone docsnt need o know that information,

From the $3 WG OPSIEC Plan:

2.10. PUBLIC RELEASE Ths information i intended for individuals who wish
10 elase information conceming the Air Force andlor $3 WG-1th general
public ooutside agencies, examples include but are not limited (0: news
media, 53 WGwebsiteand social media sites. andlor sposches and
proscntaions provideda symposiums. This alo forrelease to technical
websites and periodicals.

2.10.1. Inthe event the 53 WG docs not havea PublicAfi officorif
he96 TW Public Afais offic is unable o perform this task, the 53 WG:
‘OPSEC Signature Manager will ct as the Public Airs officer for this and
only his ak.

2.10.2. Those who wish to release information should conduet inl
coordination with SMEs and uni CHL. The sth then prepares the materia!
and routes the package, long with appropriate cover sects through ther
respective supervisor, branch icf division ie,commanderandor
dinetor. The requester shoud then coordinate through the 53 WG Public
Aflis offic for final review and approval, $3 WG Public Airs wil, 5.
applicable, coordinate with additonal SMEs, CIs, WG/CC and higher



headquanes PA

2.10.11. The 53d Wing PAO, onbeaofthe53WICC, isthe ease
‘abort for all S34 Wing units, ncling Geographically Separated Uris,
The 53d Wing PAO will work with host unit PAoffices focal eview is
more applicable

2.10.3. The 53 WG OPSEC Signature Manager long with the Unit OPSI:CCoordinators wil sss 53 WG Public Airs and. 3s applicable, GSU Public
Ties Offices by providing up-to-date WG and unit Cit . Thus ensuring
Public Afi sabi to adhere 0 the policy of“maximum disclosure,
minimum delay" without compromising OPSEC.

2.10.4, Pease refer 0 AFL 35-102 forall Public ATi security and
policy review procedures.

1you have any questions. concernso issues please le me know

wie

FrederickW. HellerJr,GS-11,DAF

534 Wing Security Specials

534 Wing OPSIC Signature Manager
olin Air Fore Base, Florida 32542
Commercial Phone: 850 852.7478
DSN Phone 4: £72478
SMO: EDICHDSS
FRIENDLY REMINDER: Check announcements often nour SharePoint (link below)
for security updates.

$30 Wing Sharchoin:
sspmile£3Wing! seusSages lms


