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Classification: 

Bill, 

Here are a few thinl~s I could find related to AIfa Bank. Hope they help. I would definitely recommend reaching out 

Brian/Joe/Paul et al though since more may have been done, the below may have been adjusted (and I know the U~i 
examined this as well but I don’t have those resuits electronically i don’t think)... 

The third attachment below are some talking points that were put together by Lisa and the 7t" floor but the doc con 

a few summary bullets on Alfa. 

Thanks, 

J 
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COMMITNICATIONS EXPLOII’ATION 
Chicago Division, Squad L4 

3 October 2016 

FBI Chica &ssesses Alfa-Bank and Trump Or~zanization-related seB, ers almost 
not intentionally or covertly. 

Ctficago has high confidencec in this assessmenl, which is 
sensitive source with excellenl access and conoborates FBI 

~vestigatix/~ acfiviW conducted to &ate. 

Scope~Ng~ 

(~madon in this document was derived fi’om searches of DWS and Sentinel. 

"A0pendix A: Expressions of Likelihood (or Ptobabiliw) 
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~FBI Chicago assesses Alfa-Bank and Tromp 
Orgamzallon ser~ers almosl cerlainlv did not communicale 

based on an examh~afion of Alfia-Ba~< servers 
IT employees. Their examination 

Alfa-Bm~ DNS sm~’ers nmy have conducted 
DNS looka~ps of nmil! ,lmmp-email.eom in response to spam 
e-mail senl by US digital marketing colnpanies Listrak or 

(’end~ One, which are associated with IP subnct 
66._ 16.133,0, 24 and donm ul ma~l l.hltnll)-ema ll.colll. 

resPecli}’ely. Fm~hennore. ~~ ~ ~ new 
momtonng m~d filtering sensors to de~ecl and block 
commction attempts, 

~ According to a sensilive source with 
excellent access, on m~ unl~ov,~ date Stuart Bmseth, 
using entail address sbmseth(fi, letterone.coma. sent 
fore" individuals scm~s of documents Milch allegedly 
proved there was an active link between All’a-Bank 
DNS se~ers and the domain mail l.mun 

FBI INTEt:[NAI, I[’SE ON I,Y 

(U) Investigation Background 

l On or about 19 September 2016. 
m~ anon~anous third pa,%" provided the US 
Depa~ent of Justice (F~J) a whit~aper 
i~l~cath~g a US-based sea’s" o,aa~ed by the 
Tnm~ Orgm~zalio~ - domain 
mail!.munp-enmil.con~ ass~ialed with 
ad&-ess 66,216.133,29 - had been cox’~ly 
conmmnicadng wilh sen’~s at ~fa-Ba~ 
h~ Moscow, Russia - IP addresses 
217.12~97.15 and 217.12.96,15 - beaveen 
4 May 2016 m~d 4 Sq~lember 2016. 

FBI; 
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