
From: SANDS, ALLISON (c6) (51)SE
Sent: Wednssdss, October5, 2016 S07 PM
To: SANDSALLISON Coun MAIC, PAUL M. (CD)

he PIENTKA, OF (WF) (FBI)
WOTEN, BRIANJ (CD) (PBI
TOFER. JOHNF. (CD) (FBI)

GAYNOR, RYANC (CD) (FB)
ce WIERZBICRL DANIELS ICG) HEIDE

CURTIS A (CG) (481)
Subject: Status update on ALFA BANK case —I

We have several portant updates tis aernaon and want 1 ba sure avryone onthe same page
. We spoke oa sin ERIho5dhe wos contacted by David Dagonst Georg Tech to
prose etic anyson the ice veIR Hc belvedthet th whi paper wocredible, ondwes going to shee thet aesament this
iaoons the Washington Pos. Prior to hi tarview wit the Washington Post, he was spescrgto
Teprasentaties of theTrump Orgar ationwha wane to “exlain thi side ofthe cory.” IESE
cis of suspicious activity ave headybeen dabunkadouranaly ofthe og rom Contral ynamics and

AAAAARCpr
att tka by the Fal and by Alfa Ban

1. CHS cessed twos suspicious tht hemai tramp-emal com domain was tokendown fer the
hte paper came ou. This occured cause th FI sated Central Dynamics that they wer tl basting the
aL rump-erma om domaincn chek DNStable. Because thy hadkeady turned ownershipcf this domain

10Trump Organiaton viaGoDaccy several years 50 theyupdated hel DNS tables to correct the oversight
Thisis why te suspect domain “disapeared”

2. Chis dso cme that a “new hostname— tramp] contact<hentcom—was then create, ard
thtAfBank wos te fst Iaddress to pingonthat new hos name. Weble this not anew hostname

scoomen
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and that Alfa Bank pinged it during their internal research n response to the whitepaper

. Theaforementioned CH,aswellas David Dagan,areexpected todirectly contradictF8lassessments
and will report that thereicredible evidenceof covert communications betweenTrumpemail servers andAlfa
bank. Their assessmentsdonotchangeours, butpose a challengein refutingtheirclaims using only open
source information.

. Weare analyzing logs provided by Central Dynamics. 5fa, these logs donotshowany evidence of
thecovertchannel mentioned in the white paper. Central Dynamics providedal ofthe firewall logsafiated
with the4Alfa Bank IP addressesof interest, and inno instance is thereany record ofany ofthoseIP addresses
communicating with the mail trump-emai com IP address.

. Server logsfrom Lisrak, the SP thathosts the domain,are forthcoming, and shouldoffer definitive
evidenceof the nature of anyactivity between Alfa Bank DNS servers and any email domainsassociated withIP
address 56.216.133.29. Wehavealso reached out to theagent in Miamito obtain more specific logson this
particular IP address, tobe sure we aren'tmissinganythingcaptured inthefirewall logs alread provided.

. Wearegoingto speakto David Dagon,andsee ifhehasany new Informationforus.

. “TheCHSbelievesthe article will bepublished In the Washington Post and New York Times on
Sunday.

Asalways, | am hanpy toansweranyquestionsand wil continueto keep you updatedas things develop.

‘Special Agent Alison Sands

i cv.t

From: SANDS, ALLISON (CG) (FBI)
Sent; Monday, September 26, 2016 5:20 PH

es ta
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To: MARIC, PAUL M. (CD) (FBI); PIENTKA, JOE (WF) (FBI); AUTEN, BRIAN J. (CD) (FBI); STOFER, JOHN F. (CD) (FBI); 
GAYNOR, RYAN C. (CD) (FBI) 
Cc: WIERZBICKI, DANIELS. (CG) (FBI); HEIDE, CURTIS A. (CG) (FBI) 
Subject: Status update on ALFA BANK case ---

Cl ass i fication : 

Class i f i ed By : C0 0B95Q73 
Derived Fr om: FB I NS I C dated 20130301 
Decl ass ify On : 20411231 

Good afternoon, 

We have several updates on the ALFA BANK case to pass along: 

• The a€ent in Miami who has been work in€ with Cent ral Dynamics received an email from an 
executive at Central Dynamics stating that t hey checked the servers for the last 30 days, and the only IP t hey 
detected hitt ing the server was 167,73.11.8. This is the IP address mentioned in the white paper that resolves 
to SPECTRUM HEALTH. It is unclear at this time what kind of communication was this "hit" is referring to. We 
are still waiting on the server logs to conduct our own forensic investigation of any network activity on this 
domain. 

• NSLs are in draft and wi l l soon be available for del ivery to LISTRAK, the ISP that hosts the trump
email.com domain, and GoDaddy.com. We will seek to obtain any logs ava ilable on the LISTRAK server that 
re late to the t rump-emai l. com domain, and subscriber data, any domains and subdomains affiliated with 
subscriber, IP logs, and billing information on trump-emai l.com domain from GoDaddy.com 

• Open sou rce research on the current and historica l lists of Tor exit nodes published by the Tor 
Project (to rporjeci.org) covering the t ime period of May ll 2016 - Sept 4 2016, revealed no m.itches to the 

SPECTRUM HEALTH IP (167.73.110.8). Normal ly, a Tor exit node wou ld appear in this list if it were active during 
the reviewed time period. Under normal conditions, the historical data used for searching is captured at a rate 
of once per hour, every hour, every day. This is further evidence that the white paper's cla im a bout SPECTRUM 
HEALTH being an exit node - exclusive for ALFA BANK or otherwise -- is not supported by technical analysis. As 
far as we know, there is no way to create an e)(clusive TOR exit node- doing so wou ld by default decrease the 
anonymity of the Tor user. Further, in add ition to being a technically questionable practice, t he use of Tor 
networks in general is inconsistent with Russ ia's TTPs for obfuscating its network activities. 

As always, I'm happy to answer any questions. 

Best, 

Special Agent Allison Sands 

No. 1 :21-cr-00582-CRC (D.D.C.) 

FBI-DWS-01- 00 0 1 906 
sea _FBI PROD_ 006378 

SCO-008670 

DX-538_0003 



Chicago Division/ CY-1 
desk: 312-829-8628 

mobile: 312-965-5872 

From: SANDS, ALLISON (CG) {FBI) 
Sent: Friday, September 23, 2016 1: 53 PM 
To: SANDS, ALLISON (CG) (FBI); MARIC, PAUL M. (CD) (FBI); PIENTKA, JOE (WF) (FEI); AUTEN, BRIAN J. (CD) (FBI); 
STOFER, JOHN F. (CD) (FBI) 
Cc: WIERZBICKI, DANIEL S. (CG) (FBI); HEIDE, CURTIS A. (CG) (FBI) 
Subject: Status update on ALFA BANK case --

Classifi cation : 

Cl ass ified By : C00B95Q73 
Derived Fr om: FB I NS I C dated 2 013 0301 
Decl a ssi f y On : 2 041 12 3 1 

Good afternoon, 

Miami followed up this morning with Central Dynamics who confirmed that the ma ill.trump-email.com doma in 
is an old domain that was set up in approximately 2009 when they were doing business with Trump 
Organization that was never used. They released the doma in via GoDaddy to the Trump Organization over a 

year ago; however, the DNS tables were not updated and that domain still pointed to Central Dynamics 

servers. As of this afternoon, a WHOIS look-up revealed t hat the ma ill.trump-email.com no longer resolves to 
Central Dynamics, indicating they likely updated their DNS tables after the FBI informed them of the oversight. 
This email domain is no longer pointing to any active ma il server. 

Central Dynamics provided reviewed a picture of a Barracuda (spam filter) service connected to server [trump

email.com]. The information di5played by the Barracuda spam fi lter for trump·emaif.com indicates that during 
an unspecified time period, 15 inbound ema ils were received, 1 was allowed to pass through the filter, and 1 
outbound email was marked as spam and blocked . The information provided only reflects email smtp traffic, 
and we have requested that Miami obtain logs for the email server on which the domain was residing to 
identify whether or not there was any other traffic (non-smtp) that indicates malware or another ALFA BANK 
traffic (including the alleged DNS queries) resid ing on the server. 

Respectfully, 

Allison Sands 

From: SANDS, ALLISON (CG) (FBI) 
Sent: Thursday, September 22, 2016 4:53 PM 
To: MARIC, PAUL M. (CD) {FBI); PIENTKA, JOE (WF) (FBI); AUTEN, BRIAN J. (CD) (FEI); STOFER, JOHN F. (CD) {FBI) 
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Cc: WIERZBICKI, DANIEL S. (CG) (FBI); HEIDE, CURTIS A. (CG) (FBI) 
Subject: RE: Status update on ALFA BANK case ---

Cl assi f i cation : 

Cl a ss i fied By : C0 OB 95Q7 3 
De r i v e d From: FB I NS I C d a t e d 20 1 303 01 
De c l a ssi fy On : 204 11 23 1 

Miami made contact with Central Dynamics, who confirmed that trump-email.com is a legitimate mail server 
that is used by Trump Hotels. Agent spoke to an executive at Central Dynamics, who agreed to cooperate with 
the FBI and w ill prov ide logs as req uested . Agent wi l l return to Centra l Dynamics tomorrow morning to meet 
with the technology support staff. We will prov ide Central Dynamics with the three IP addresses of specific 
interest for ALFA BANK and SPECTRUM HEALTH and specifica lly request for any logs related to that network 
traffic. Centra l Dynamics also provides email support for Trump.com, but moved the trump .com email servers 
to another server due to the high frequency of malicious attacks to those accounts. 

Best, 

Special Agent Allison Sands 

Ch icago Division/ CY-1 
desk: 312-829-8628 

mobile: 312-965-5872 

From: SANDS, ALLISON (CG) (FBI) 
Sent: Thursday, September 22, 2016 4:22 PM 
To: PIENTKA, JOE (WF) (FBI); AUTEN, BRIAN J. (CD) (FBI); STOFER, JOHN F. (CD) (FBI); MARI(, PAUL M. (CD) (FBI) 
C:C: WIERZBICKI, DANIELS. (CG) (FBI); HEIDE, CURTIS A. (CG) (FBI) 
Subject: Status update on ALFA BANK case ---

Cl assi fi c ation : 

Cl ass ified By : C0 OB95 Q73 
De riv e d Fr om : FB I NS I C da ted 20 1 30301 
Dec l ass i fy On : 2 0 26 1 2 31 

Good afternoon, 

As of 1S00 today 9/22/16, CG CV-1 have conducted the following investigation actions in support of the 
forthcoming case on ALFA BANK: 

• FBI CG CY-1 submitted an EC to open a full invest igat ion - pend ing ASAC and SAC approval 

• CV-1 Computer scientists extracted files from source thumb drive for future analysis on OPWAN. 

• Case agents coordinated w ith Cyber Division (POC Scot t Hellman) to examine techn ical 
inconsistencies in the white papers methodo logies and conc lusions. Overall, ECOU assesses that the claims put 
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forth in the white pape r are invalid. Some key points: 

o There is no network traffic between the ALFA BANK and t he t rump-emai l.com domains, only DNS 

queries; 

o There is no evidence to support that the suspect email is currently t i@d to th@ TRUMP 

ORGANIZATION· t he detai ls of the registration do not match any of the legitimate TRUMP ORGANIZATION mail 
servers; 

o An error message on port 25 does not indicate that the server is set up specifically to only 
comm unicate to designated IP addresses; and 

o A "secret" communicat ions portal is unlikely to have "email" or "trum p" in the domain name and 

would unlike ly communicate directly to ALFA ABNK's IP address. 

o There is a lack of supporting evidence tying the ALFA BANK to the SPECTRUM HEALTH DNS queries. 

• Case agents researched t he legitimate mail servers affiliated with trump .com, and maill.trump· 

email.com is not among them. Trump.com appears to be protected by a anti-ODDS service called CLOUDFARE 

in San Francisco, where trump-ema il.com does not. 

• Research on the t rump-email.com domain, the parent domain to the suspect maill.trump-
email.com, revealed that the domain is registered to Central Dynamics Corporation, Boca Raton, FL. According 
to open source, Central Dynamics provides IT services to the Hotel industry that did some marketing fo r the 
Tru mp Organ ization in app roximately 2007-2009 (the maill.trump-email.com domains was created in August 
2009). Case agents cut a lead to Miami (POC SSA Jason Manar) to contact Central Dynamics to gather 
information about the trump-email.com domain using a ruse t hat the FBI is contacting t he m to see if th is is a 
legitimate emai l account and not a spoof email account having the potentia I t o send spear-phish ing or other 
cyber criminal th reat s, and High light that t he Registrant Organization was listed as Trump Orgainzation [sic) 
which could be an indication of mal icious intent. Requested server logs if possib le. 

• A WHOIS search revea led that the suspect email domain is being hosted on a Listrak server in Litiz, 
PA. Case agents contacted Philadelphia (POC SA Joshua Hubiak) 11nd put Ha rr iburg RA on standby to contact 
Listrak to gather any info rmation possible about t he trump-emai l.corn domain . Philadelphia will wait to 
approach Listrak pending the outcome of the conversation w ith Central Dynamics. (NSL will be issued 
tomorrow if warranted) 

• IP addresses associated with the suspect email domain ma ill.trump-email.com (IP address 

66.216.133.29 ) and SPECTRUM HEALTH, the suspected TOR exit node (IP address 167.73.110.8) were run 
through■■■■ records (POC David Garn). Resu lts are as follows: 

FB I - DWS-0 1- 00 0 1 909 
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Respectfully, 

Special Agent Allison Sands 

Chicago Division/ CY-1 
desk: 312-829-8628 

mobile: 312-965-5872 

Classificat ion : 

Cl assi fi cation : 

Cl assifi cation : 

Cl assification : 

Classificat ion : 

Cl ass ificat i on : 

Class i fication : 
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