PENNSYLVANIA STATE POLICE
DEPARTMENT HEADQUARTERS
1800 ELMERTON AVENUE
HARRISBURG, PENNSYLVANIA 17110

Mailing Date: April 27, 2022

Jordan Bader

MuckRock News

DEPT MR 124650

411A Highland Avenue

Somerville, Massachusetts 02144-2516

PSP/RTKL Request N° 2022-0463
Dear Requestor:

On March 21, 2022, the Pennsylvania State Police (PSP) received your request
for information pursuant to Pennsylvania’s Right-to-Know Law (RTKL), 65 P.S. §§
67.101 — 67.3104, wherein you stated:

Pursuant to the Pennsylvania Right to Know Act, | hereby request the
following records:

Please provide the following materials related to this agency's use of cell-
site simulators (sometimes also referred to as a Stingray or IMSI catcher)
or similar technologies provided by companies, including but not limited to,
Octasic/Nyxcell, Digital Receiver Technologies, and Tactical Support
Equipment.

AGGREEMENTS AND CONTRACTS

All agreements (in addition to any associated exhibits and amendment)
related to this agency's use of cell-site simulator technology, including but
not limited to all:

e contracts (related to purchase, use, sharing of equipment, sharing
of data, and any other action related to the use of this technology)
memorandums or understanding
intergovernmental services agreements
nondisclosure agreements, or
any other agreements.

An Internationally Accredited Law Enforcement Agency



POLICIES AND PROCEDURES
Any policies regarding this agency's use of cell-site simulators.
Responsive materials include all policies and procedures related to:

o the acquisition of the technology, including guidance regarding
procurement through the bidding process, third parties, or any other
method

e the use of the technology, including data collection, retention, and
disposal

e training on and coordination of the technology

 any application affidavit, or similar records created in the course of
use of this technology

¢ the sharing of the equipment itself

« the sharing of any information gathered by the technology, either
with other police departments, the district attorney, or any other
entity, inside or outside of the local criminal justice system

PROCUREMENT
All materials regarding this agency's acquisition of cell-site simulator
equipment. Responsive materials include all:
e bidding and procurement materials, including the initial Request for
Bids, Request for Proposals, or equivalent bidding records
e invoices and receipts related to payments for the equipment
e records related to any complimentary use of the equipment

According to previous news reports, your agency has used cell-site
simulator equipment. This request is for all responsive materials relevant
to the use of cell-site simulator equipment since January 1, 2018.

The requested documents will be made available to the general public,
and this request is not being made for commercial purposes.

A copy of your request is enclosed. By letter dated March 28, 2022, you were
notified in accordance with RTKL section 67.902(b) that PSP required an additional
thirty days to prepare this final response to your request.

In response to your request for the bulleted items under “AGREEMENTS AND
CONTRACTS”, your request is granted. Your request is granted insofar as the
responsive eleven-page record, PSP Fully Executed Purchase Order No: 4300375619
(marked for identification as PSP/RTK000001-PSP/RTK000011). This document is
enclosed with this letter.

However, in response to your request the buileted items under “POLICIES AND

PROCEDURES", PSP’s policies and procedures regarding the use of cell-site
simulators are as follows:
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e The cell-site simulator is only used with a Probable Cause base Court
Order, signed by a Common Pleas Court Judge, or higher.

e The Court Order is sealed by the Court.

¢ An exigent circumstance clause allows for verbal authorization from a
Common Please Court Judge which is then followed by a written
application within 72 hours.

e The Bureau of Emergency and Special Operations (BESO)/Electronic
Surveillance Section (ESS) does not keep track of on-going investigation
from the field, or other agencies. When ESS receives a request for
service, ESS will evaluate the technical feasibility and the legal threshold
needed to carry out the specific mission for an investigation. If both are
met appropriately, we will coordinate with members in the field to carry out
that mission. Once the specific mission is completed by ESS we typically
no longer are involved with on-going investigation from the field related to
the TIID.

e BESOJ/ESS members are the only PSP personnel trained and allowed to
use this equipment.

Lastly, in response to your request for the bulleted items under
“PROCUREMENT”, please be advised there have been no additional procurements of
cell-site simulators.

To the extent that your request seeks or may be construed to seek records
pertaining to covert law enforcement investigations, including, intelligence gathering and
analysis, the PSP can neither confirm nor deny the existence of such records without
risk of compromising investigations and imperiling individuals. Under No
Circumstances, therefore, should this final response be interpreted as indicating
otherwise. In all events, should such records exist, they are entirely exempt from public
disclosure under the RTKL and Criminal History Record Information Act, 18 Pa. C.S. §§
9101-9183.

In closing, you have a right to appeal this response in writing to the Office of
Open Records, 333 Market Street, 16" Floor, Harrisburg, Pennsylvania 17101-2234.
The appropriate OOR appeal form is available for your use at,
https://www.openrecords.pa.gov/Appeals/AppealForm.cfm. If you choose to appeal, you
must do so within 15 business days of the mailing date of this response, and send to the
OOR: 1) this response; 2) your request; 3) the reason or reasons why you think PSP
wrongfully denied your access to the requested records. (a statement identifying any
flaws in the reasons provided above as to why a requester is not subject to access the
requested records under the RTKL).

If you have any questions, please feel free to contact our office at the telephone
number listed below.

Sincerely,
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mMoLgan Rledivige

Morgan Reidlinger

Deputy Agency Open Records Officer
Pennsylvania State Police

Bureau of Records & Identification
Right-to-Know Law/Subpoena Section

1800 Elmerton Avenue

Harrisburg, Pennsylvania 17110

Email: RA-psprighttoknow@pa.gov
1.877.785.7771 (Main); 717.525.5795 (Fax)

Enclosures: PSP/ RTKL Request N° 2022-0463

Granted “public record”, PSP/RTK000001-PSP/RTK000011
Reidlinger Verification
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PENNSYLVANIA STATE POLICE
DEPARTMENT HEADQUARTERS

VERIFICATION OF
MORGAN REIDLINGER
DEPUTY AGENCY OPEN RECORDS OFFICER

|, Morgan Reidlinger, Deputy Agency Open Records Officer of the
Pennsylvania State Police (variously, PSP or Department), am authorized to
prepare this verification in response to PSP/RTKL Request N° 2022-0463.
Accordingly, on this 27th day of April, 2022, | verify the following facts to be
true and correct, to the best of my knowledge or information and belief:

1. 1 am familiar with PSP/RTKL Request N° 2022-0463, which is
attached to this verification.

2. Utilizing the information contained within the request, | have
searched all Department databases to which | have access for
evidence of any PSP records that may respond to the request.

3. As a result of my searches, in response to the request for the
bulleted items under “AGREEMENTS AND CONTRACTS”, |
identified and retrieved the responsive PSP record:

« The responsive eleven-page record, PSP Fully
Executed Purchase Order No: 4300375619
(marked for identification as PSP/RTK000001-
PSP/RTK000011).

4. However, in response to the request for the bulleted items
under “POLICIES AND PROCEDURES”, the PSP’s policies
and procedures regarding the use of cell-site simulators are as
follows:

+ The cell-site simulator is only used with a Probable Cause
base Court Order, signed by a Common Pleas Court Judge,
or higher.

+ The Court Order is sealed by the Court.
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« An exigent circumstance clause allows for verbal
authorization from a Common Please Court Judge which is
then followed by a written application within 72 hours.

« The Bureau of Emergency and Special Operations
(BESO)/Electronic Surveillance Section (ESS) does not keep
track of on-going investigation from the field, or other
agencies. When ESS receives a request for service, ESS
will evaluate the technical feasibility and the legal threshold
needed to carry out the specific mission for an investigation.
If both are met appropriately, we will coordinate with
members in the field to carry out that mission. Once the
specific mission is completed by ESS we typically no longer
are involved with on-going investigation from the field related
to the TIID.

« BESO/ESS members are the only PSP personnel trained
and allowed to use this equipment.

5. Lastly, in response to the request for the bulleted items under
“PROCUREMENT”, the requestor was advised there have been
no additional procurements of cell-site simulators.

| understand that false statements made in this verification are subject

to penalties of 18 Pa. C.S. § 4904, relating to unsworn falsification to
authorities.

Yl C/LC/%M -ﬁ_ﬁé/fii%ﬂ,@f/‘{
4 ¢

Morgan Reidlinger
Deputy Agency Open Records Officer
Pennsylvania State Police
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MUCKROCK NEWS 2 0 2 ? MO. L/ 67 3
DEPT MR 124650 ai2iw

411A HIGHLAND AVE
SOMERVILLE, MA 02144.2516

s AUTO*MIXED AADC 550
PENNSYLVANIA STATE POLICE

RTK OFFICE

1800 ELMERTON AVE

HARRISBURG PA 17110-9718

March 14, 2022
This is a follow up to a previous request:
To Whom It May Concern:

I wanted to follow up on the following Pennsylvania Right to Know Act request, copied below, and
originally submitted on Feb. 9, 2022. Please let me know when I can expect to receive a response.

Thanks for your help, and let me know if further clarification is needed.

View request history, upload responsive documents, and report problems here:
https://www.muckrock.com/respond/1258037/

If prompted for a passcode, please enter:
M]JBWBPA

Filed via MuckRock.com
E-mail (Preferred): 124650-51571570@requests.muckrock.com

1SZ d ¢4y 1t

For mailed responses, please address (see note):
MuckRock News

DEPT MR 124650

411A Highland Ave

Semerville, MA 02144-2516

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock
by the above in order to better track, share, and manage public records requests. Also note that improperly
addressed (i.e., with the requester's name rather than "MuckRock News" and the department number)
requests might be returned as undeliverable.

/8000008210

On Feb. 7, 2022:

Uhine
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MuckRock News

DEPT MR 124650

411A Highland Ave
Somerville, MA 02144-2516
124650-51571570@requests.muckrock.com

0 KR 2t P 251

Subject: Pennsylvania Right to Know Act Request: Cell-site simulator agreement and procurement
information (Pennsylvania State Police)
To Whom It May Concern:

Pursuant to the Pennsylvania Right to Know Act, I hereby request the following records:

Please provide the following materials related to this agency’s use of cell-site simulators (sometimes aiso
referred to as a Stingray or IMSI catcher) or similar technologies provided by companies, including but not
limited to, Octasic/Nyxcell, Digital Receiver Technologies, and Tactical Support Equipment.

AGREEMENTS AND CONTRACTS

All agreements (in addition to any associated exhibits and amendments) related to this agency’s use of
cell-site simulator technology, including but not limited to all:

« contracts (related to purchase, use, sharing of equipment, sharing of data, and any other action related to
the use of this technology)

» memorandums of understanding

» intergovernmental services agreements

» nondisclosure agreements, or

» any other agreements.

POLICIES AND PROCEDURES

Any policies regarding this agency’s use of cell-site simulators. Responsive materials include all policies
and procedures related to:

s the acquisition of the technology, including guidance regarding procuremernt through the bidding
process, third parties, or any other method A

» the use of the technology, including data collection, retention, and disposal

» fraining on and coordination of the technology

+ any application, affidavit, or similar records created in the course of use of this technology

« the sharing of the equipment itself

- the sharing of any information gathered by the technology, either with other police departments, the
district attorney, or any other entity, inside or outside of the local criminal justice system

PROCUREMENT

All materials regarding this agency’s acquisition of cell-site simulator equipment. Responsive materials
include all:

« bidding and procurement materials, including the initial Request for Bids, Request for Proposals, or
equivalent bidding records

» invoices and receipts related to payments for the equipment

» records related to any complimentary use of the equipment

According to previous news reports, your agency has used cell-site simulator equipment. This request is for
all responsive materials relevant to the use of cell-site simulator equipment since January 1, 2018.

The requested documents will be made available to the general public, and this request is not being made
for commercial purposes.
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MuckRock News C“ 7 2 O \4 (( j
DEPT MR 124650 3128122
411A Highland Ave
Somerville, MA 02144-2516
124650-51571570@requests. muckrock.com

In the event that there are fees, I would be grateful if you would inform me of the total charges in advance
of fulfilling my request. I would prefer the request filled electronically, by e-mail attachment if available or

CD-ROM if not.

Thank you in advance for your anticipated cooperation in this matter. I look forward to receiving your
response to this request within 5 business days, as the statute requires.

Sincerely,
Jordan Bader

View request history, upload responsive documents, and report problems here:
https://fwww.muckrock.com/respond/1238037/ .

If prompted for a passcode, please enter:
MJJBWBPA

Filed via MuckRock.com
F-mail (Preferred): 124650-51571570@requests.muckrock.com

For mailed responses, please address (see note):
MuckRock News

DEPT MR 124650

411A Highland Ave

Somerville, MA 02144-2516

PLEASE NOTE: This request is not filed by a MuckRock staff member, but is being sent through MuckRock
by the above in order to better track, share, and manage public records requests. Also note that improperly
addressed (i.e., with the requester's name rather than "MuckRock News" and the department number)

requests might be returned as undeliverable.

-G LD

15930

1SZ o 12y

8280000082020
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L — I
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Toxy 717:214:3383 pO043710 052412013 46:37
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e e F__,____,_—_____._________‘_______.
\ms'Pun:hsse ordoris compiisad okt “The sbove-telarancad Setidiation, (he Suppllars ald or Preposel, ard sty docurnenis sitacned to {his Purchase Order
o incompratsd by ralaroncs,
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e

Ry
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14 IYEM# SPRAY HLSUP 2,000 Eaoh 4412812013 §6,662.00 1 131,304.00 \
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lnformafion: Totel Amownt:
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FULLY EXECUTED - CHANGE 2 - REPRINT
'purchase Order No: 4300376619

- f’age 2 0f ?:——_‘\

|
' Original PO Effsctive Date: 0612112013
1 ¢ PO Changs Date: 4010442013
PO issua Dale! 40/01/2013
__.—______—-——'_._,_-—-—‘-_.—-—---._-—-—'_._-—-—-_-—-
| Quppller Name:
lHARRES GORPURATION
I __,_._-,-_._'_.___..__——-—"_'_ - ....,_,_._.—-—*._. __._.—-._.-l-'__,,,_.._’-'—__,_.—.,_.— __.__—-—-___—-——‘_————-_-———___‘..—--———'N—”'
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e e Date - LA e e
Flold Chiengod: DELIV_DATE
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Now Value: 20131428
'Il:s flom B TRARN-EC 2,000 Each 442872013 8,000.00 1 42,000.00
tom Toxt
Trataing {fou sludents)
Elold Changad: oELIV_DATE
] old Valus: 20130830
Row Value: 20434128
\lé flom 7 4,000 Hash §412812043 14A34.08 1 14,434.00
| HARPOON.DB-730 800-UP
\ {fam Toxt
\ viacpoon PA §i-oval Bank 700/800 Upgrads
| Flotd Changedi DELIV_DATE
| Old Valuor 20130830
| Now Valiel 20131128
HE tom ¥ HARPOON DUAL 1000 Fach 147202043 48,410.00 i 18,41 9,00
BAND 760-800
l
; Tiam Toxt
Harpoon PA (- Ouat Band 700/800
| Flold Ghengod: paELIV_DAYE
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Mavr Veluot so{3fi28
8 Ttom HARPOOH 1.000 Eaoh 4412812013 18,0180 4 16,916,060
PA-KiT-2100
Hom Towd

Herpaon PA KiL-Singte Band 2500
\ Floig Changiad: pELIV_DATE
O\ Valuas 20136830

| \owValus: 20134128
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FULLY EXECUTED » GHANGE 2 » REPRINT

Puschase Order No. 4300376619

Origins! PO Effoctive Date: 06/2412013 .

R £0 Change Datel 10/04/2013 i

| ) PO Isaus Daler 4010172013 |

\ ;._,_,,_.,_ﬁ,_____a..,___ﬂ_-_.__d__ ==
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e ————— e —— T
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Goneral Requirements for all loms:
Henrdar Text
| 1Q/1/13 - Chango rasde by D. Lallze! - The delivary dsto 1s betng changsd to Hoveniber 28, 2013 duelohe upgrede process Ums par
\ notification from the vandnd, ' r
e IC\I!IllllllllllililllllIllll"l'll!l"illlll\!llI\l\l \
8124113 - Change msde by D, Letlzsl- tolivery Dals Iy valag chenged to Saplember 30,2013 dus lo delivery s 80 daya sltar taseipt of
1 purchaso ordar por prgs 3 of quole QTEB?TH.04088. l
\ l\lﬂ'llll||\ll||Lllllll'tli!"\!"lllll“tll‘llll\lll\\ll“tﬂ
\| Harels Quotelion #QTEST70:04008, dalad 612013 \
] In accordancs vithhe GOPA Procuramont Hendbook, Part 1, $eclion 28, A5A Faderel Supply Schodules, PSP hes oblstnad tha
appeopials docwmentallon and sppovals to complets thie purchaso, Plagsd sea the allached pedarel Cooparalive Agroament raquest \
i approved by Buray of 1Y Procuremant, along vith the bysinoss cast avmittad for ls roquest, \
GSA 1122 PROGRAM: GSASF-02683 \
VENDOR GONTAGT: Mithael Dllonf5? 12467460 ' _ '\
BESOCONTACT: Gone Gulien .
ectilon@pa.gov

Shipping insiruatlons
PSP Contaslt Gare Cutlan/747-508-0033 EXT 120
Mo {urther Infornation {ot {his PO, -
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FULL‘;QS%%/UTED « REPRINT |
| Purcihase Order No: 4300375619 \

|

| Orlginal PO Effective Date: 0612412013
PO {ssus Datal 12/06{2013

_.__-________._-———_J

SO ~— ==
Your SAP Vendor #: 181303 Please Dollver To3

pannsylvania State Pollce
{74 Easl Hershay Park Dr PESO
Hershey PA 17033:0444 US

Suppller NamofAddress:

|HARRIS CORPORATION

1026 W NASA BLVD

|MELBOURNE FL  32818-0001 US

Piéase Bl To: . |
ommonweallh of Pannsytvania - PO Involce ‘
\ . O Box 68180
Suppller Phono Rumbor; 434-485-9272 Jardsbutg, Pennsylvanla 17106
li Suppller Fax Numbers NONE ,

i

Purchasing Aga;ﬂ '
| Norot Donna Laftzel

llPhanu': 747/340:9780 Pufahaen Order Description

\F_ax: 7472142383 Q0437019 052412013 10:37

l._‘-rh_'ls Purchass Ordorls campsad of: The abovaereferanced Bolkcilalion, tha Supplers Y or Proposal, and any documents aliachad (o this Purchsse Orde(
of Incarporelod by (efarence.

Supphers must provida four mendatory olements on PO Involcas: PO Nunibar, Involes Dets, Javeles Number, and dnvelcs Grass Amount, Faliore to

'wmpw vit result In he 10lura of the Invaica, Addivone! optional Inforaation such 8s supplior neme, rddress, yarett toInformation and PO Une llem
 Infarmatjon vl Improve Involoa processing, ’ '
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R ——— e e
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| Dese - — o Date Unk .
;1 ITEH # SPRAY NN HLS.UP 2,000 Bath 1212612043 66,862.00 1 131,304,90
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Ltam Yext .

SlingRay 11t HallSloum Upgrade (hardwara)

12 Rtom # HLSL-SW 2,000 Egch 121262013 20,000.00 ] 40,000.00 ]
ttem Toxt .
HallStorm software |

3 ftam & TRAIN-EC 2,004 Eaoh 12126/2013 6,000,0¢ M 1 12,000,049 1
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FULLY EXECUTED - REPRINT . |
Purchase Order Noi 4300375619
Original PO Effective Dalal 0612172013
| PO tssus Dale: 1210512013
!
"Euppner Name: |
HARRIS GORPORATION |
|
_ S S
ltem~  Matortal/Sarvice -Qty UoM Dealivery . Nel Price Price Total
Dese Date | Unlt )
mm Text . ’
Tralning {four siudents) R
4 ttam # {,000 gagh 12{281204% 14,134,00 S 14,144,00
| HARFOON:0OB-700:800-UP
t
\ {tens Toxt
| Harpoon A Kil:Dush Bank 700800 Upgiade \
5 ttetn # HARPOON DUAL £.000 Each 1212812043 18,410.00 i 48,4419.00 \
BAND 70500 '
fiem Toxt
Hatpoon PAKH ~ Dua_l Band 700800
."UII!‘I-I'I'VIII'.-I'I!-‘lilll...lII.I‘-'!‘v!'('b.ll,l""l'rr-l-ll!-l'!.llll.l!'lllvl.!l-"liltl'l!.'l"‘lll'il'v’b ----- lnviul'!‘vn-'~~-0\l0u [YZ T3 1014 g
§ Hom ¥ HARPOON 4000 Each 4202612013 18,815,00 i 16,816.00
PAKIY2100 1
o Toxt . ' i,
Harpoon PA KiL-Single Band 2100 - \
General Raquivements for atl itams: |
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|
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FULLY EXECUTED - REPRINT
| Purchase Order No: 4300375619 |
| Qrlginat PO Effoalive Date: 06/2412013
NPO lssus Dale; 12/06/2013 \

Supplier Name:
L ' ) ‘ HARRIS GORPORATION

| Hoader Toxt
1204743 - Changs madoy D, Leftzel - Thls bO1s belng axtended to 12728713,

101713 - Chango mads by O, Lelzel - The dalivery dolo Is belng chenged lo Novambar 26, 2013 Sus lo the upgrada precass lime per
no
: tcation frony the vandor,

REELIATATAR AN RRETRINECIUNNENI BIRROIBNTRETIALOD O]

6124113 - Charige mads by D, Lellzal - Dafivery Dale Is being changed to Sepleniber 30, 2013 duo to dellvery 1s 80 doys e rocaipl
f purchass ordor perpage 3 f quote QYEST79.04006.

| sasreneiist nu‘nounullllulllulﬂulnlnl!nulnlunun

\ 1n accordanca Wil tha GOPA Procutoment Handbook, Part 1, Sacilon 28, GSA Federal Supply achedutos, PSP hes oblelned tho

| spproprisls )

| documentalton ard approvels fo completo Wy purchass, Piasse see \he alisched Federe! Cooparalive Agtosmant sequast spproved by
Buseau ol IT Brocuremant, atong vl the Businass caso submilted for this roquast,
GSA 1122 PROGRAM: 65-95F.0283)

Harda Quotelon JRTESTT9.04038, dated §I {12043 l

VENDOR GONTACT: Michasl Dilonf571:246-7450

HESO CONTAGT: Gang Cullen

ecullen@pa.goy
Shipping Inslietions
PSP Contact: Gane Gullen717-508.0033 EXT 120 ]
Mo furttior Informailon for this PO, ' . 1
|
| l
| |
!
! ‘,\
| [ e il
information: . ’ Total Amount:

232,772.00
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