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‘Mobile DNI %

= Mobile DNI can be described as people
using their Cell Phone or cellular
technology to access the Internet and
E-mall

= There are essentially two “types” of
collection:
= Collection within the GPRS/3G network (i.e Abis

link)

= Collection within the public Internet
(FORNSAT/F6/SSO/FISA/etc)
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Mobile DNI

= Mobile DNI Collect comes in two main types:

Convergence of DNR & DNI selectors! Internet

Mastly from FB collection

Most cases, needs to be “near” the infrastructure

Locks like regular DNI| but with “hints™ that thea
source i1s a cell phone

Collection could be F&, FORNSAT, S5O, FISA
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HTTP Activity

= HTTP activity comes in two types:

cnn.com Server

| /e—

Client-to-Server
“requests”

Server-to-Client
“responses”
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Mobile DNI: HT TP Activity

= HTTP activity comes in two types:

“Hints" of DNR crigins
Public {proxy} |P addresses

website.com Server

Corvergence of DNRE & DNI selectars!
Usually private I[P addresses
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Moblle DNI: Converged c_o\l

= Examples of “converged” collection:
= GPRS by F6 JUGGERNAUT's

= WLL/CDMA by SCREAMIN (OTRS)

= All “converged” collection is put into the
“Cellular DNI” plug-in of XKS which gives
you the ability to query for DNI traffic based
on DNR selectors (IMSI, IMEI, MSISDN,
etc) where applicable
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Moblle DNI: Converged co\leh

DNR & DNI meta-data will be together:

ITSER_A ACTIVITY TTSFR_E COOKIE ACTIVE USER ACTIVE 1TISER TP ACTTV,

_ setrer to chett e clblfede<TLLI~ -’= yahoo™ _ ..
-Cgrah-::--::--‘; logged in (Fmail) _ ENC +osaible -C;mhrm.':- _ A

z clb0%ed4e<TLLI=
s 418056101353054 <ThST>

_ seen with machme T B Showr (20 Walues  c1h0%e4e<TLII> -C vahoo= _ HK
-C;-.rﬂ.h-:“-c:-? geery with machme T H Showr (2) YValues H Zposanble -’i yahoo= _ L

_ previous 1B _ clbl9edp T Lo -'f'j,:';ed.wu:u:ﬂ'J _ i
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n X-KEYSCORE's Cellular DNI plug-in allows
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Mobile DNI: Converged coHectio‘__

you to query on the DNR selectors for
Persona Analysis

= = Claazic A-bd
oy =] A5 and Whiv' ketedala
P =] Alert

- -[=|BlackBerry

L -E)cnE

- -Ecd Logs

- Elcategory D

' == el Dl

- =] Cieco Passwords

: =] Docunmzn: hietacdate

: =] Droncuarmzre: Tagging
. =]Email Addreszes

- -[=|Exracted Files

- -EJFulLcg Onl

- [EJHTTR Activity

L =R Cafa Seolocstion
| =]Loging and Passwords
| EMicropiugin Metadals

Query Mame:

Tustification:

Additional Justification:

Miranda Murber:

Datetime:

Triberface:

it Status:

IHST:

KT:

THSI:

IKET:

distua?_s

1"eek

w | crat: (20000506 8 0000 |3 Stop: 20000513 ] 2350
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‘Mobile DNI: Converged co\le

- By taking the IMSI we found in MARINA we can identify all
of the DNI traffic (webmail, web-surfing etc.) that originated
from that same mobile subscriber

IS Application Irio = Anplizaton Appll [+Fincerprints]
41 sosc g et s it il e PR S o SE W REpIrespon ae cellpl
41 sess SRS 99 presponsedtml  WMEpresponse ptw
a5 4490 #8999 Mpresponseltmi  MTpresponse prw
4105 Y¥ahoo! Fromnt Pasge mailwebmiailyahon  mailsweehnail palioo
s1sossE vahoo! Fromt Page mialliwebmallyahiss  malliwebmallvalios
A sos ! Wail maill webmailyahoo  mailiwebmail wahoo
41 BI'IEH_ ! Wil mailwebmiailyahon  mailssehmail saboo
41 soss ! Wail malliwebmailyahos  malliwehmallyahos
sossJ i SET mallwebmailyahos  mailiwebmall sahos
4 a0 ! Wlail mail webmailyahoo  mailiwehmail wahoo
41 soss|EGE 1 Wail mallwebmailyahos  mailiwehmailyahoo
Ao ! Wil mallwebmailyahos  mallhwebmallyahoas
A s ! Wlail mail webmailyahoo  mailiwehmail gahoo
41 sossE ! Wail maillwebmailyahoos  mailiwebnmail wmahoo
2 sossEEEEE ! Wlail mallwebmallyahos  malliwehmallsahos
Ao ! Wlail mail webmailyahoo  mailiwehmail yahoo
& B[IEE_ ! Wlail miailwebmnilyahoo  maileeeb vail Al oo
4 soss ¥ Wlall mallwebmallyahos  malliwehmallvahos
2 sosc TGN ! Wil mallwebmailyahoos  mailswebmailsahoo
4 sosc ! Wlail mailwebmailyalhons  mailiwehmail ahoo
4 soss ¥ Wall mallwebmallyahos  malliwehmallyahos
! Wil mail webmailyahoos  mailwebmail wah oo
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‘Mobile DNI: Traditional Collection

= After the DNI traffic exits the
GPRS/WLL/CDMA Gateway, it will travel
over the public Internet and can be

collected through “traditional” DNI accesses
ike FORNSAT, F6, SSO, FISA etc.
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Tenl@is o] s »

‘;;Moblle DNI: Traditional Collectio

o

Sometimes its difficult to tell if your target is using
a cell phone to access his E-maill

MARINA currently provides little or no “hints”

TS A& TISERTD PHONE TISFR_A ACTIVITY TISER_R COOKTR ACTIVE_TISER  ACTIVE_TISFR_TP ACTIVE
20030205 1929432 ctencto server [N - -
2003005 19294327 logged ir. (emzi) [N yahoo= AF
ZO020205 1946427 loomed i, (emad) _ vahoos AT
20030206 1900062 logged i (emai) || yahoo= AF
20030206 1906227 logged it (emat) [N yahoo= AF
20090506 1906207 clent to server I yalwo= AT
0050206 1926542 seen with machine [0 Srruenhdsle¥ 7 <vahooBcookie> Srmeuhd eV <yahcoBoookie> vahoo™ AF
SO0S0506 1926547 > seen with machine I 9rvuenhd:lr¥7 <vahocEcookie> SrmevhddriT=yahcoBockie= yahoo AT
D006 1926542 previous b I grmeundary /<yahcobeocke> [ R2eo- AL
20030506 1926547 clentto server e Srmevhd slrd7 <yahcoBrodkie= yahoo= AT
ZO090506 1926542 logged i (emai) s el sl 7 <yalc o Do oeldes valio o= AT
0050206 1928052 seen with machine I Srouenhdslr¥ 7 <vahooBcookie™ Srmeuhdsr37<yahcoBoookie™ vathoo™ AF
20030506 1928057, rhent to srrer e Srnienhd dr97<yahcoRrodkie> yahoo= AT
20030506 1928052 previous IP s Srmevhd slr97 <vahcoBoockie wahoo- AT
20020506 1928057 | SENTCRETCRACTCIRNN 0 | Srmeihd dr7<yahcoBeookies yahoos AF
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~earch For
LS e Tanee:

username
L Ermaanme
L ErTaned
U3 Crmane
= ermane
SN man e
LUIEErnanms=
LISErmanse
LISErnan»E

LIE&rTane
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Moblle DNI: Traditional Co\le

X-KEYSCORE “User Activity” provides
some hints

Note the fingerprint of
browser/cellphone/nokia

mesnch »ale

oo

I 0

oo
g
I oo
oo
I oo
I oo
- oo
oo
oo

Apphication
mail’wehmailymalhno
mailiweh Imiall araho
mail‘wehmall® oo
mialleecbinailyalves
il wre b ai lral v
mailwechmailyalioeo
mailwelbnailsralyaeo
mail’webonailyaleeo
mail fwelnailsralyes
mailwrebonailyaleen
mail harslmnailyalseo

ApplD (+Fingerprints]

AT LLELE Lis L, e lihone nokia ce LN ] N =

TS L a T=JL0.TE - i =" iy
/ T=3 1 i1 K

- T OV ETA A LT I T . .
il Ehmaail Avalved Brovi s e < ipdwnenekia collphanssap fingerprintphonsnokia/generic makiile
railfw e hmail Aradvoo Do s liphonenokia ccliphoeneswap finger primphoncnokia/generic mohilke
mailfe ehmailiyvalvoo hrovisers<eliphonenekia cellphoneiaap finger print/phonenokia/ieneric mobils
matlawi e lmalyalvoo browi sers< e lijdwonenokia cellphenessiap fingerprimt/phonenokiageneris mobils
mailfw ebmail valveo browvi ser<eliphonenokia cellphoneiwap fingerprinbphonenokia’generis mobils
mailaw elhmailyvalveo browi sen< e liponenokia cellpheneiswap fingerprint phonenokiageneris mobils
mailfwebmail valveo brov sers eliphonenokia cellphoneiap fingerprinbphonenokia’generic mobils

mailnaabhmailivales browi een s s liphonenekia celiphonsisap fingarprintiphongnokiagenaric mahils
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‘Mobile DNI: Traditional Co\lecti

» X-KEYSCORE “HTTP Activity” also provides some hints!
= Note the hosthame of intl.m.yahoo.com and user agent of:

NokiaN72/5.0706.4.0.1 Series60/2.8 Profile/MIDP-2.0
Configuration/CLDC-1.1

HTTP Type Hozt = LRL =ath LIRL Args
et irdl oy akoo com me s senger c=Ma2rnvyy zHy TU S =ro=yahoosr=2644404353

io0okie Broveser

SPayslgasT Yevalansdeiegjl |3agaa_mma NT2/5.0706.40.1 SeregfV2.8 ProflemiDP-2.0 Configuration’ LD C-1.1
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Moblle DNI: Traditional Co\lectlo

L)

The content also provides some “hints

ID: sese_orig_proc
Type HTTP-GET | S Prinle: Friendly Wersion

Ty

DHI Display | Raw Dala bl Farmal

Services =

oy
GET fpimezsengerTo=alaws VzE-TT &tare=FrzourceServlctPname=rahos Sr=284440435 HTTT .1
Hast mtl . yehoo com
Accepk texbarascript, et ecrmascrngl, apphcateni-javascompt, =Ebhml, spphcatentmd wap shiml =

o arbiruzed, teetirnd. wep wml, apploationimd wap wemle, agpleationtrnd. wap sl crpt
applicaton’java, applicaton’s-jara-arcivre, wstind sun2me. aop -descnptor, apphoanoenend
apphcatontmd cma dim content, apphcabondend wap e -message, apphcahonfond wap ac,
applicatonsmd ama, dd oml, ewtiarazcrpt, 5

Accept-Charset:  mo-BE30-1, mE-E, so-10646-ucs-2; =i &

Accept-Encoding: gag, deflate idenhiz, q=0.2

Arccept-Lamguage =n

Conle: =1
<F =1

=1

a=A8kzag1f38
! ( ¥ ahoo lozin i [N »
b [ Gender: male, Bnth year: 1964, Postal code: -]

T |e=1700
=id

ir=en-TI5 [ Langnagedcomtents English

TOP SECRETHCOMINT/REL TO USA, AUS, CAN, GBR, NZL



HTTP Activity Examples

The content also provides some “hints”

Hast
Locept

User-Agent:

i-wap -profile:
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intl.m.yahoo. com

textiiavazcrpt, textfecmascrpt, applcabon=-1avascrpt, texthtl, applcatoniend wap zhiml =
mmiltp arbrized, textvmd wap wiml, appheationtmd wan winle, apphcationsmd wap wmlscrpt
applicationjava, application’z-java-arcluve, textivnd. sun | 2me. app-descoptor, applicationdmd
apphcationSmd. oma dr content, application’id wap mms-toessage, applcationsmd.wrap. sic,
applicatontmd. oma dd xenl, textavascript, *™

Mokiald72/5.0706.4.0.1 Senes60/2.8 PrefileMVIDE-2.0 Configurahon/CLDC-1. 1
"hitp:inds 1 nds nolda comMaprof TN 20100 mml”
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Moblle DNI: Traditional Co\lec’u@

Sometimes there are even more “hints”

et TR
219a5h50F1 L
- =4
Yahoo B Cookie 3
=l
ip-address I
HIASP-APH wrag
M SIS D N ¥ MSP-MSISDN OTIITOEIGED
¥ ISP MEIEDH-HEX 3933273037 39383 23536 20

zer- Agent MomllarS 0 {Symban0EM 2 11 Seriesb3 1 HaolaaBa3- 1010021 110, Profile®AIDE-2 0 Confimurat
ke Gecke) Safan'd 13
w-wrap-profile: *htp-ind:z1.nds aclea comfaprofTIEL S - 10100 2ml"

H-Male-MMusicZhop-Yersien: 1.0.0
K-Wala-MusicShap-Bearer  GFESE3G

Feferer hpoinew m vahoo. cormiwbp -messengenmessenger fo=wo o DE o B &=127 222951 88 tare =hpt
H-MEP-AG DEFAULT AG

K-MEP-ATH: Wags

¥ MSP-CALLTNG- TP ]

H-MEP-IEIEDH SEIRRE0EE

K-MEP-MEISDH-HEX: 3ERITR0ITIHIRIARL3642
X-MWEP-HMODE-IMANME TEp sy - spml

IC-WEP-SESSTON -1 10100 1,68 2320
H-MEP-TTG DEFATTLT 113G
H-MWEP-WAP-CTIENT-IT:.  493TF07T232562
Wiz Siemiens
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HITP Activity Examples

IPhone Users! r= Browser

Caokie:

Tzer-Aoent:

aplLapple.mail.go.yahoo.com IFhene Mail {(5H11)

=1

n=o7zcc{d2anith
= Yahoo logi id: [N )
p { Gender: femmale, Buth vear: 1977, Postal colde: NGz

b=34|22]2 { Industry: Telecommuoc ations, Job: Metwork Advaimastrator, Spe
I=E4d

lg=en-TS [ Language/content: English )

=g ( Country: United States )

np—1

V
d

yahoo, com

=UlCEBUYdUCK B IdY g Y U Y na SN PE Yybd D ez ln )4 ['zA -

a= AR

sk=D A& CWI205447

ks=EAARZ]  STMoCuS[Wed ATmlg--~C

e 2wBTENVNEFURTF OekEwTURNeESEY v OB T OFEQUTRZRFUTEZVOIT
FoegFDTUOD S0 InVIER 4 Ghw ATERVZVE Qve--

path

!

deomam

vahco.com

iPhons Mail (H11)
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