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What is a workflow? i |

= Workflows automate queries.
= One-time
= Standing

= Every search type can be a workflow.
= Same functionality and capability

= Follow on actions
= Emall alert
= Download actions
= Metadata summary
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Who can submit a wokfl %

= Anyone!
= One owner per workflow, but using follow-
on actions:

= Multiple-users can be notified of results and/or
sent summary information

= Result table can be automatically shared

= If ownership needs to be changed, a ticket
can be submitted to the team.
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What can | do with a WOJk %

= Workflows can be configured to run once

= Workflows can be configured to run daily
m Every 1, 2, 3,4, 6, 8, 12 or 24 hours

= You can set an offset to start running at a certain
hour

= Download results

= Email results and email alerts
= MAILORDER results

= MySQL report
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';Why do | want a workﬂ© %

= XKEYSCORE has a rolling buffer of data
= Repetitive queries
= Sigdev purpose
= Fingerprint and appid testing
= Queries take a long time during high times

= Follow on actions
= Google Earth data
= Statistics
= Customizable — write a script!
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How do | setup a workflow?

= Two main ways
= Based on the results of a recent query

Simplifies the process & more likely to produce
the desired result!

This is done by right-clicking on the result set from
the desired query and selecting Create Workflow
from this Search. This populates the Workflow
Wizard with the same criteria that was used by the
selected query.

= From scratch using the Workflow Wizard
Not recommended — but we’ll show you anyway
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How do | setup a workflow?

= The next ten slides demonstrate how to
step through the workflow wizard from
scratch

= But if you create the workflow from an
existing query result many of the steps will
already be correctlv pooulated!  [rignt dick to get tre

Result Grid Row Actions

[ view Metaoeta menu and choose
[ My Recent Results [l wigw Metaciata (Mew Wirdow: thlS Option

@ Help | Actions v Wiewr Lﬁ LelciRon
'/_—| Rename Guary . ;

| Guery Name Mumn Results | Num DBs Datetime Submitted = | Query ID
= byz rapt rdp india both dir 1= Share Resuts. . 3006 10f51  2011-09-19 17:01:44 jb_e00b)
| |:| byx rapt rdp class o Q Repopulste this Search o Farm 132 49 of 51 2011-09-1916:38:07  jb_e00b9)
‘ ] by T rapt rdp S Creste Waorkflow from this Search 93 49 of 51 2011-09-19 163536 jb_e00ka)

] wivy bb pin imsi no five eyes (WORKFLIOW @ Split Both Sides of T-affic e 9035 o4 of 37 2011-09-19 08:55:57  xml_joh_:
| [l afghan pin imsi correlation (MWORKEL CWY :} Archive Results er 7124 120f 12 2011-09-18 235519 xml_job_2

Resutt Grid Cell Actions
“'\_l? Filles o Guery baanig Eqpuial by 2 rapl rdpe india B

“'\_? Fiker: Guery hame Hot Cgual toe oy rapt rog incliz ..

Show Full Cell Value
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i Navigation Menu

_—J F\j E-x-r-JIurer-

=] My Workflows
=4 Search

=3 Classic

H [ IMuttiSearch

4[] Classic A-M

# [ Classic N-Z
=] Common

= Category DNI
- = Document Metadata

. =|Email Addresses
| @[] Userdctivity

H]YolP
o []Wireless
3 AResuts
- [E] My Recent Results
| [E] My Previous Resuts
i [=] ey OPgaing Resutts
- [E] My Downloads
2 =9 Statistics
" [ Link Summarization
=3 Tagsing
' [E] Local Tagging
[55] Tarh Fvtrardor Taconine ;J

ch users

Freferences € Help

Welcome to the New XKEYSCORE Home Page!
If you have guestions or bug reports please go to XKEYSCORE Mew GUI Forum
To use the old GUI, click here

HUMAN RIGHTS ACT,

USSID 18 AND USSID 9
| (SYSTEM) queries require a justification to ensure Human Rights Act (HRA), USSID 18 and
551D 9 compliance, Please enter information as prompted by the query interface. an audit
ail has been established and will be searched as part of Menwith Hill Station's response ta
ay cormplaint braught under HRA and as part of the USSID 18 and USSID 9 process.,
ease note that SEMSITIVE TARGETING APPROMAL (STA) is required for HRA before subrmitting
a1y query which includes terms specific to a persan or company (eq name, address, identity
stails such as communications address, passport/bank account number) who EITHER (&) is
sfined as a UK, British Dependent Territory (BOT) ar Second Party "person’ or (b) is located in
12 UK, or a BDT or Second Party country, STA IS also required for wildcard pulls that are
evitably going to retrive a substantial proportion of such enties (e.g. wildcarding on a UK city
ide). Full legal guidance is available from the HRA Compliance Officer at Menwith Hill Station.
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How do | setup a workflow?

i

f 7
' w
F u t ! Workflow Central Request Wizard ¥ ‘
IFST, S| || d
y | Please select a Search Type.
{ = ' Every session collected, indexed by "standard” DNI meta-data i
! ) (toffrom 1P, port, casenotation, application id, sigad, etc).
|Fu|| Log 12|
Search Type Help {w
(] |
i Cancel 4 Prev PoMext Submit
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‘How do | setup a workflow?

wd Workflow Central Request Wizard

Basic Information | x" | ri n g 0 r 0 n e_

. _ : ~1st be unigue per user
il AR must have a justification
Query Justification: Testing appid signature | jUStlfl C atl Ons
Additional Justification:

Miranda Nurnber:

Datetime:!1 Day 'Istart:jE-U-CIQ-D_é;DcI-EIjé'D_D':DD- '—ﬁ:smp;.gg'g'g'_gj_gs [32359:’_‘@

i' Reccurring Search || One Time Search‘

Basic Features Help \ -

Runs once over
a set datetime
range

JL
Cancel 4 Prev

P Next Submit |

SECRET//COMINT/REL TC USA, AUS, CAN, GBR, NZL



SECRETHCOMINT/REL TO USA, AUS, CAN, GBR, NZL

‘How do | setup a workflow?

Workflow Central Request Wizard x|

S e | e 0 Add Search Fields a n t to
Search Values are ANDed by default,
S e a rC To OR Search Figlds:

* Use the Multiple Field Search tab (below the input fields).
* Select all the fields you wish to search.

To OR Search Yalues:
* Type 'OR' between each value {ho guotes),

See Search Value Help below for more details or
Select a for a description of boolean logic go to here.

field to
Search Field Search Yalue Remaove
search From IP Address OR ToIP Address 1234 %

[ Attribute Info A
From IF Address =

To IP Address | < ! \
j foPon _ I | or every field,
Single Field Search Multlple Field Search | f Ul m USt SElect

Search ¥alue Help 21 ie PLUS key

Cancel 4 Prev P Next Submit
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‘Group by option

_."" Workflow Central Request Wizard

“Group b

=
4l ita results.

Group Search Fields

. Would you like to group any fields?
“Red ™
"-';' Yes

"Retu

Group By Type

o

Table Unique Values: @ Croup By Type Hel
Group by Type Help

9]

Global Unigue values:

Columns to Group By

Datetime:
Client IP (X-Fowarded-For):

This option groups gagh
rectdtizbhiebddt &TROHE and

ourtoniiacttds dhre satulis.
concatenated.

Username:
Attribute Info!
From IP Address:
To IP Address:

From Port:
To Port:

Select the fields you
want to group by.

From Country (IP):
To Country (IP):
From City (IP):

To City (IP):

From Latitude (IP): = :
< | .’_I—J

Cancel 4 Prev P Mext Submit

_I_I_I_l_i_l/_l_l_l_l_l_l_l
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Select databases

kﬂurkﬂuw Central dlt

Searc abases-you-would like to use 2
" TAD STAT Team (tac-stat:xs_weh_db)

“Can use an, alias for mgljngple databases

C,CEs.N53 s _Wel

“Prepopulat&d=féregted frofian existing search

I TEC 550 DEEPDIVE NOFORN {ssoxksdd1:xs_web_db)

=Choose th

I TEC TURTLERACE (turtlerace:xs_weh_ch)
I Timberline S¥ (timberine-svixs_web_da)

I TURBULENCE at the TEC (turbotecxs_web_db)

I TURBULENCE MHS live (TURBOPOUND) (turbopound: ys_weh_dh) JEEn R ko ae i

[ TURTLEALE MHS live system (tutboales_web_db)

I xK5¥DIP1 NDFORN {wksvoip-nfigO) . i
If this Is selected, resulis

are only returned if theJ
content still exists at site

™ ®KSYOIP2 REL {dkswaip-rel:gl)

I vakima Deep Dive (jacknife-dd:xs_web_db)

I Yakima mission system {jackrife:xs_weh

Content must exist

[4]

Basic Features Help

1| [

Cancel 4 Previous B hext Submit
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Follow on Actions

|
AI I OWS y Workflow Central Edit Request Wizard
“Follow-on Actions -
=Allows y content) to another
Would you like to add any follow on actions
location. | cw
¥ Yes
Srript Script Arguments Addd
| ; -
AI I OWS y = Ernail To: | |
|Ema|| Alert |" | |
| Ervall Blert ROvR.: [ Returm Only with Results

Share Results: [T Share Results with users above

An emailis sent out once
your workflow is completed.

“Allows y ‘SQLRnt

Setup a MySQL statement
to alter your results

Download your results to
another location.

Used to forward VolP to
NUCLEON

Cancel 4 Previous

P Mext Submit
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Email alert

-'l'
Workflow Central Edit Request Wizard
— Follow-on Actions
. Would you like to add any follow on actions
™ Mo ‘
* Yes . ' .
- _ Comma delimited email
Script Soript Arguments Add
| Ernail Ta: | «— . ! addresses.
Ernail Alert |" | ] | [| + || b, - .
Eral Alrt ROWR I7 Retum Only with Rauk ['his option only sends an
‘ '50L Report | Share Results: [ share Results with users above | ‘ i
L [ —— email if you workflow has
Find and Foward Vaip resu |ts ]
This will make the results
appear for all of the listed
users
Cancel 4 Previous P Mext Submit
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'SQL report

Workflow Central Request Wizard e

Follow-on Actions

Would you like to add any follow on actions

© Mo ‘
I ves
Script Script Arguments Add
_i : =
I|SQL Report iv‘jType. . f. CSVor HTML
i |Email To: _ ' [
Email Subject: |
Email Content: \
Ernail ™ Emall Attachment
Attachment: \
ROWR: ™ Return Only With Results Email metadata that a user
Filename: : can Set
Mail Ordler i
Trigraph: = = -
cor: e — This must be a VALID SQL
' FROM %{OUTPUT _TABLE} :I < statement.
WHERE
(GROUP BY = ,
GZIP: ™ Compress Contents Exam ple .

SELECT casenotation, sigad

FROM %{OUTPUT TABLE}
Cancel 4 Prev »ne oo | WHERE sigad!=*

 GROUP BY casenotation
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Download Results

/ Workflow Central Request Wizard %
| i~ Follow-on Actions
i ] Would you like to add any follow on actions
| C No
' @ ves
| Script Script Arguments Add |
I s e — ¥ -
1User = -
Download Sessions |~ H _ |
{Email To:
|Email Subject:
JEmaiI Content:
ROWR: [~ Return Only With Results
,|Filename: '
| Mail Order
]Trigraph: -
| GZIP: [ Compress Contents
1|Send To Agility: [ Send To Agility
' Cancel 4 Prev P Next Submit '
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You're almost done!

Wi = T :
Workflow Central Request Wizard X/

- Workflow Review

| This gquery (Find_my_appid) wil search the Full Log table in database(s):
xks-jychan:qD

The gquery will run CONTINUDUSLY executing every 6 hours beginning at 5:00 EST
The query will execute the following search criteria:

<and>>
<field>From IP Address</field:~
<value>1.2.3.4</value>
</and>

<and>

<field>To Port</field=
| <yalue>80</value>
| <fand>

<and>
<field>AppID (+Fingerprints)*</field>
<value>search/google*</value>>
</and>

| Workflow Yalues | ‘Workflow xML

-

|| Cancel 4 Prev b nest Submit |
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Workflow Pending

iz
1O SECEET S FCOMINT S FREL T

XKEYSCORE Welcome:
ﬂ Home ‘T8 “Workflow Certral 4 Search 1y Results Stakistics Tagging a Prefererces & Help

f Navigation Menu I My Workflows

=55 Explarer = i
=]Home " | Help Actions -

= Cwierkflowe Certral Guery Typs Guiery Name Lazt Modilied
EHEHUE".—H (£ full g Fircl_my _sopicl 2009-03-05 1444 5
| ity Wtk floss
3= Search
=23 Cassic
# _hutiSearch
& T Classic AW
() Clessic M-I
= Common
= Category DM
=|Document Metadats
="|Emai Addreszes
= Exiracted Files ‘
Sewear State « Actions
- ZJHTTP Activity .
- =] Prnone Number Extracior pE!nd | ng
= |Uzar Activty
| Cictionary His
i+ [|Fie Tranzter
= ] MutiSearch
TP Addresses
=] Meac Address
= |Uszemame
[H [ mMetwork Manaoement
=] SearchWizard
. @ [ Useraclivity
& ) voP
H [ Wirelezs
3 Results
=] Wity Recent Results
= | My Previous Rezults
=] My Ongoing Resulls
=ty Dowwrlosds
= =5 Statistics
Lk Summarization
= Tagging
=] Local Tagging
=\ Tarh Fytrartne Tammino

= s ! F'agerll of 1| B Page Size: | 30 Displaying 1 - 1 aof 1
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Workflow Approved

Il 128 and Huran F

! XKEYSCORE Welcﬂme:-_ switch users |
| e Home BF Workflaw Central ) Search |7, Resuks [T Stabisties [D] Tasging B Prefersnces @ Help
Mavigation Menu 4| | My Workflows | X l
=5 Explorer = - _ = o)
=] Home , H_Bb Shioss Workflow: Find_my _appid %/ |
=) =) Wiorkflowe Central Query Type ' T~ T -
B Worktlow Cerira g <2yl version="1.0" encoding="UTF-8"?> a
I Request | @ [0d <query_jobss [
(] My Workflows <internal_gui>1<finternal_gui»
[= =3 Search «datetime_created> 1236264295« fdatetime_created:=
== Clagsic =job=
& () MuttiSearch <xks_useric S ks userid
) Classic AM <xks_user_hame [iks_User_name:
& ] Classie N-2 <yks_password>18837b706121a0ca< fxks_password=
LByce <search_typesful_log< fsearch_type:
: AT <guery_name=Find_my_appid< fguery_name:
=] Categary DN <guery_justification= Testing appid signature  <fouery justification:
|=] Document Metadata <datetime:=
[ E)emal Addresses <interval=6<fintervals
T Estracted Files <offset>5<foffset>
=] Ful Log DM <[datetime:
EHTTP Activity {Eﬂ%here} | -
EPhone Number Exractor 2 Al m wYweard
] User Activey < field>fm_ip< /field»
) [ Dictionasy Hts cvalue»1.2.2.4 < fvalue>
@ []Fie Transfer I OG «fand>
=i WuttiSearch S =and=
=]P Adiresses c:ﬁellclbtu_a[;gc:f lﬁeld}
=] Mac Adcress zvalue=>80<{valuex=
=] Usernarms : eland> e
= <and=
& [ Metwork Management «field>fingerprint < /field>
=] Search Yizard <value=search/google® < fvalue =
[ User&ctiviy } =fand>
] valP < fwherex>
& Cwireless ! <group_by>to_ip</group_by>
5 EgResuts ," :IlndaHES}urn:pJe key(to_p)«<findexess
- <jsqi=>
EEl0y Recent Resufts <atvanced s | '
=]y Previous Resuts <content_must_exist>true< foontent_must_exist= ! '
(=] My Cngjolng Resulis <routing : '
=My Dowrilasds L < database>xks-jychan:q0<fdatabase: : .
= &y Statistics Sroutng> |
(=] Link Summarization . =
=) Taggng RN Savel L |
=] Local Tagging r N I m| 30 Deplayion Lot il
[T Tark Fvbeactae TadmmRdH .:] il |22 [_ Al e f s . ol - !

Thiz zvstern iz audited for USSID 18 and Hurman Rights Act compliance

o ol A ¥ = F = v - A ' TS r r -4, N T ¥ - "Fy o L& s Bl B ¥ 2 i
e 11 : =& FFArA NS RUIRLIEE .:\._-.:"-'. ‘AEF Vi~ AR REa 1 IREY 1elpe Al :I:.._ i an pee b BB A B B 1
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‘Common mistakes

Workflow Central Request Wizard (%

“From IP and To IP
with the same value.

Add Search Fields

Search Values are ANDed by default.

. . To OR Search Fields:
*|n this view, terms are  Use the Multiple Field Search tab, (below the input flids),
* Select all the fields you wish to search.
AN Ded together To OR Search Yalues:
* Type 'OR' between each value (no quotes).
m Use M u |t|p|e F |e|d See Search Value Help below for more details or

for a description of boolean logic go to here.

Search Value Remove |
From P Address OR To IP Addresb 1234 *

Attribute Tho N
=

Search Tab.

From IP Address
To IP Address

Tkl

. To Port -

: Single Field Searchy, || Multiple Field Search ‘

Search Yalue Help (v ||

Cancel 4 Prev P Next
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‘Common mistakes

| Workflow Central Request Wizard

=Using the multiple Add Search Fields
fl eld SearCh d 0€es nOt Search Yalues are ANDed by default.
I l To OR Search Fields:
b reak th IS U p II'I’[O 3 U* Use ;agcrx&ulltipiesFie!d Search tab (below the input fields),
search<->value pairs. o OR Search Values: |
* Type 'OR' between each value (no quotes).
. E nte r eaCh term See Search Yalue Help below for more details or
Separate|y |n the for a description of boolean logic go to here,
. . - .S.earch- Fié-ld - Searﬁ:l.'n-';v.'s-l.lue Remaove
singe fieldsearch. | From IP Address 1234 % |
ToIP Address 5678 x
: From Port &0 x*x

| ] ==
|| Single Field Search Multiple Field Search -

Search Yalue Help (v

Cancel 4 Prev P Next  Submit
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‘Common mistakes

| Workflow Central Request Wizard

=This will return ALL

- Add Search Fields

casenotations.
| Search Yalues are ANDed by default.
. : To OR Search Fields:
“a Wi ” be deafeted * Use the Multiple Field Search tab (below the input fields).
[ | * Selact all the fields you wish o search,
by a but d does To OR Search Values:

* Type 'OR' between each value (no quotes).

equal “!b”

=All the defeated

See Search Yalue Help below for more details or
for a description of boalean logic go to here.

| Search Field Saareh VAL Remov |
values must be Cesenlation : x
Casenotation s} *
ANDed together. Casenlation . %
Casenotation Id *x

Single Field Search . Multiple Field Search

Search ¥Yalue Help -

'\ cancel 4 Prev P MNext

Crik
<UD
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‘Common mistakes

Workflow Central Request Wizard X - If you a re SeleCtlng
e | specific SIGADs, only
Search Values are ANDed by default. select the sites that

To OR Search Fields:

* Use the Multiple Field Search tab (below the input fields). have data from that

* Select all the fields you wish o search.

To OR Search Yalues: S I GAD f

* Type 'OR' between each value {no quotes).

See Search Yalue Help below for mare details or = Q Ueri es Wl ” retu m

for a description of boolean logic go to here.

' Search Field Search Value Remove fa Ste r
Casenotatian lc *x S |.L'|.g mt &G& Cted
Casencation " — “Less work for the
SIGAD AUC-953 X
,. - s system.
'll Select the Database(s) to query
=AUS sites
=Fg sites
=NZ sites

[T Content must exist

[ [ Llnl;hetk;ll ]

Basic Features Help |w
Cance = .
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‘Common mistakes

“If you select the
SQL Report option,
make sure you put a
valid SQL statement!

SQL statement filled in:

SELECT casenotation,
couMPTY

WHERE casenotation!="
GROUP BY casenotation

FROMERSOTPUT TABLE}

Workflow Central Request Wizard

Follow-on Actions

Would you like to add any follow on actions

C No
I ves
Script Script Arguments
i | Type:
SQL Report o e
’ |Email To:
Ernail Subject:

Ernail Content:

Email
Attachment:

ROWR:

Filenarne:

ial Order
Trigraph:

SQL:

GZIP:

Cancel 4 Prev

Csy 5

analyst@work.com
:_Mj{« Workflow Resits
lBad SQL - empty

I Email Attachment

™ Return Only With Results

SELECT casenatation, count(*) a
FROM %{OUTPUT _TABLE}
WHERE casnenatation!="

GROUP BY casenotation] 2

PoMext Subini
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