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=

Document Metadata Agenda %

= Why to Query on Document Metadata

= How to Find Document Metadata
= e.g. File - > Properties
= Google

How to Create Queries in XKS

s XKEYSCORE Document Metadata and PDF
Metadata
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Iocument MetadatamA %

What?: Use non-traditional selectors to find
and track targets sending/receiving
documents of interest

How? |t targets documents by Author,
Organization, or embedded images (logos)

Why? We don’t always know WHO is
sending the documents, but they are

‘guilty-by-association” if they send/receive
the document. So, who are THEY?
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‘Finding Document Metadata

We find "Document Metadata” in File
Properties

EE XKEYSCORE Terms.doc - Microsoft Word
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P'Document Metadata Anaﬂy

= How do you find document metadata®?

= Passive Collection: Collected Documents already
contain data

= Active Collection: CNE "Categorized Collection” from
TUNINGFORK Data or Pinwale Queries on “US-3101"

= Open Source: Google Hacking
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Finding Document Metadata
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LinksUpToDate False
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MMClipCount at
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FaragraphCount &
FresentationTarget
ScaleCrop False
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A ilpe 10.0

"|Author GoGo
CharacterSeunt 3582
Comments
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Finding Document Metadata

Active Collection: CNE “Categorized Collection”
from TUNINGFORK Data

TUNINGFORK

Collection Z

|
ND EI::. Lser il_'lfl:ll"l'-ﬂ Elti':lr'l ﬁ:ll_lr'l l:l C E}_ Microsoft l,'Ei'i"l_______. ulkimedia {1?}_ Iail (35) - Inst Msgr{ﬂ]:_ YVOIP {1&42}_
Raw Project Details[53115 only] el B AE.{ ;‘;‘P | .
' : Hie Filenarme Extenszion ol lecte Sige
Ma”bij :=< ?{!E(ljltmi' [limit 3 dates 20080829 T o o =T 2T
e oHnecolan Il dles - - ] -
: 3 IniTiles {2) . 2002-07-19 208
listed]: 2008-08-27 81e0b T 21-4a68at648acs
2005-0/7-19 W boS0es  Powerpoint(0)  |1d-3dffb4d38926 2008-07-19 | 388
List :"3".” Thumbe.db {12)
Collection ™ 06527 O-cled1756266f 2008-03-13 3a9

.

//—_ . . i e B B P R - S | P ' ni D] o T (s [ s I el g P i o
@Hzed Collection

To find Document Metadata in TUNINGFORK,
you must view each Document in Categorized
Collection (manual intensive)
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‘Finding Document Metadata

Using XKEYSCORE to query

-
S ——

on CNE data

Figlds = Advanced Feabures =  Show Hidden Search Fields  Clear Search Values  Reload Lask Search VYalues

Search: ocument Metadata

This query in XKS

Input Source; F oA 0 or FO=BASE

Selected implant exfils from active collection (zks-che.corp.nsaic.gov:ixs web db)

Filename Extension ALthor

Syrstem Admin CYodoc coc Awthorised User

Gl ownloads'Physical_Layer i BPE_$4402,palf et

CriDeeuments andd SettingeiGuest'DecktopS070807 excelbook mif  paf Canter For Excelence
C:iDoecuments and SettingswaserDesktop'des ktop iconsyvementrack « doc USer

CriDownload s'ns -J-overview oddf ek

Ca'lecuments and Settingstuserbeskiop'desktop icons'servers_exp dog resulis

Tithe MLt Source
RN |

 BIMEERNRER)

Producecd
{Microsoft word - 307343833363 these results

DONSESPRNND ER1 2

NP D ER1 2

oyl gheadt g cala okl gl s T AT >
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Search by domains
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F|nd|ng Document Metadata

Open Source Google Hacking

Advanced Gearch Gearch Tip Help

ste:comsats. net pk filetype. doc [ Google Search ]
Or....
filetypexls |(filetype:pdf

= “site:comsats.net.pk”

Search by file types

= “filetype:pdf” or “filetype:doc”
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Document Metadata Analysis

How to find Document Metadata when you have
NEVER collected a document

N7
W

Ernployes Lisk
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Document Metadata Analysis

Take Client’s (Active User) IP address and query
on it in XKEYSCORE

C

\\(L[ Search: Document Metadata
&,

f/ﬂ@\ﬁ‘\ Extension:  |pptordocor pdforxs
Actwe User: P address: (55 EG_ Either
. | — |
I ))2hoo.com

ACTIVE TUSER ACTIVE USEE TP .

-
— e
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Targetmg Document I\/Ietadat %

Use XKEYSCORE to Find Who Else Is
sending the files?
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Document Metadata Analysis

- Take “File Properties” information and fill-in qu

Search: Document Metadata

Dacurment Type!

AKEYSCORE Terms.doc Properties

Encrypted?:

| General | Summary | Skatistics | Conterts | Custom | SR

Title:; mleyscore Terms Filaharme:

Subject: Extension:
futhor Joe Baggabonuts ]

*Subject™:

[Manager:

*Craation Time™:

Carmparey: | ZMFA Zendian MEA|

st Modified Time™:

Catenory! *LUnigue ICMNJ fulltext]:

Keywords: Author:  |Joe BaggaDonuts

Coamments: Last Author:

Organization: fhiFA Zendian MEA

Hyperlink.
hase: Title:

Template:  Mormal.dok

Language:

|:| Save preview picture

*Comment™® [fulltext]:

FilejEmbedded Image
Hash [fullkexzt]:

,I | Cancel

Metadata Mame:

Metadata walue [fulltext]:
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Document Metadata Analysis
~ Sample Query

Sample Query:
Organization = PTCL Search: Document Metadata
To/From Country = Pakistan
@zatinﬂ: FTCL >
Title:
Language:

*Comment™® [fulltexk]:

FilefEmbedded Image
Hash [fulltexk]:

Metadata HMame:

Metadata WValue [fulltexk]:

IP Address: From
IP Address: To w
Port: From
Port: To W
< Country: [Pk | | Either V‘ >
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Document Metadata Analysis
~ Sample Query (Results)

Previous Slide produces these
results

Filename g anization

Instructions to Kunar province bidders commumity midwifery. ilos FTCL

Instructions to Kunar province hidders communmy midwifeny.do PFTCL
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Embedded Images

%

Turn a logo into a selector

)/eme = SIGINT VALUE

The Gateway of Yemeén f 7 t
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Embedded Images

”

n XKEYSCORE parses out logos from within documents
(PDFs, DOCs, Outlook Emails, etc) embedded as images

T s EE :

g S

Yeme

The Gateway of Yemen ﬁet .__/ LDQO” mage 32-character

hash can be parsed out and

o jizall olsd queried.

Lgio 55 awslsdl ollasMally 6 65 3all clS uid] audslss o> 55 o] £ gimgall Ll 6, LaVL

i la=Nall ,n..u:] il
&S il
5% gl
ME LZ On Chip Cache per Processor 2« MDS
System Contraller Card 1e
Solaris 10 03/03 HWI1 Operating System Preinstalleds Sun Fire V490 Server

n Sar L

TOP SECRET//ICOMINT//REL TO USA, AUS, CAN, GBR, NZL



TOP SECRETHCOMINT/REL TO USA, AUS, CAN, GER, NZL

‘Embedded Images

Files often contain embedded images, such as company logos.

GPRS TLL
B TSN el | e gl o | Gleis Dl

JEN ADSL wad i g3 e Al s il

Step 1: ldentify if a document
HAS an image in it

IS TS | gl g | il b g ylalY wr-:'|+'||._

s v ITE. 316} & Alxdullaly Mohammexd
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Embedded Images

.2
I "

// L atetinne —ase Motation

I 2009-03-26 15:54:50 Y PGEQRARARDDTC

From IF

_ Session ” Header (3] H Attachments (/) ” Meta (3]

é ______.-"""_ .

i Formmatter: f2iILe ol [ Send to: Download Session =</ Mode: Full Session [N ©ptions = |

| Quick Clicks -,,,.} Retneving Attachment. .. \ _/
X sessior Step 2: Open
EI!K Attachments ,
¥ sigint Document and click
9% mage_summary_mont on “Full Session

L ’ﬁ_lmage_ﬂummary_
E‘Edncument et

| 5 ~R¢ e:i_docurments and =
| EI ? unknown

| EI? text

P -? document_body, g

- document_body.e)

ElE]lrn-age
i EIIEUII'E';I
W] b3d7853e4bfde7087
5 Elﬁnﬂ:ln::e
| ; EIT pdf
Tl: wOocuments and ©
| E!ﬂ Cne-Click Searches
El Find opposite side of sess
I () =g
(@
= Find More Docs with Same
- -~ B35ed0&57cfe 2507 7904
-~ bB3d7855ed4bfde 70574 cf
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Embedded Images

— e —

-

/

| Formatter: EauLLe 24l | Send to: Download Session | Mode: Full Session | Options +# | Search Con

Quick clicks 3 |

!K Session

= 3 Attachments
= ﬂ sigint |
= X image_summary_mont Using IMAGE format
!ﬂ IMage_surnmary_n
= X documnent_meta |
!Kn::_l:lm:urnents and s
| = # unknown
= 7 text
? document_body ., x|

? docurment_body.e)
L;—J[ﬂlrnage

Hm]

d
b3d7853ed4bfde708

=% office
| =% pdf
| *¥ C:\Documents and ¢ Step 3: |n left-side menu bar, select an
One-Click Searches Image and copy/paste the 32-character
- %EM name (without the extension)
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‘Embedded Images

Step 4. Paste the 32-character name
into the “File/Embedded Image Hash”
Field in the Document Metadata query

=) Classic &A-M

o Figlds v Advanced Features v Show Hidden Search Fields  Clear Search values  Reload Last Search Yalues
ASF and Wiy’ Metadats

:l'::hﬁew Search: Document Metadata

=] CME

E:Llelﬁj . Filef Emﬁg?ﬁ?ﬁf h3d78532 dbfde? 087 4ci02a3dEctell
Celiular DM

=] Cizco Passwords

Document Metadsta
= Mire mert Taonine

Step 5. Select all of your good
collection sites + SUBMIT!

(2ks-central.corp.nsa.ic.gow:gsummary )
Search

Databasas Australian sites (xkcentral2 dsdixs_web_db)
CARBOY i(carboy-proxy . rl.r.nsa:carboy_wehbh_dh)

CARDAMON (zkevw-dsd.rl.r.nsa:zs web dbl

[Clear Che :ks]

II::E set Che :ks]

[Submit] [CELHEEII
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Embedded Images

—_— i = mpm r— — s e e e— e —

| Session H Header (3] ” Akbachments (6) ” Meka (4) l |

Formatter: UL Rl | 5end tor Do Or... You can one-click query to create a new query
Quick Clicks l
': .'.'n_lllll:llzlll'_hl_llllllll:lf!,'_IIILllll.EH:ll:.Jl_ll:l:l #"u.llr:
El?ﬁ-:l.:n:;urnent_rneta = Search: Document Metadata
- !E ¢ _docurments and settings_usuari
-2 F unknown Query Mame:  |One-click search on document hash:f4:5353|
= text
- ¥ documnent_body SOLICITANTE txt Justification:  |One-click search to find more documents with
EIIIIf'FIE:E:
= @rd | | Additional Justification: v
'-C:H,Duzu:uments and Settingshusuar |
EI - Find aopposite side of sessian Miranda Number:
ol Lanigyuagys, |
EI -~ Find Mare Daocs with Same hash . .
- a97d82d06aaa9017 cacheSfeabl 2f15e Comment* [fulltext]:
FeeIsighin1ha0zhichs7 as1bdraged File/Embedded Im30e 7053830l 401 b a0 2k 7 c087a31 bafzacd
Hash [fulltext]:

_ TlacfdSeStdé6déedeSed E4dET77
- Find email address

—

o Fakimnissa@hbotrnal aonm
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Embedded Images

Stand-alone files can be uploaded into XKS
and images parsed out

= Useful for TAO collection that didn't get into XKS
(non United Rake)

Nttos:/ixks-central.corp.nsa.ic.qov/general/view _fle.pno

This system is auc
CLASSIFICATION: TOI

ou can upload SOTF and D-124 files, as well as just random files (. doc, .ppt, etc.)
Upload File| \[ Browse._. |
Upload

This system is auc
CLASSIFICATION: TOI

To task the hex values for images in
CADENCE or Query in PINWALE, contact
The Xtreme Target Pursuit Team [N

B S217 and I S 3114
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Embedded Images

= Questions on any of these tools or
technigues, contact:
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