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XCheck coverage gap on Civic entities5 
TliURt;D.AY J.J Y 10 2020 8 () 

0::: 
In order to get ready for US 2020 election, XCheck team is pron<.'tivdy looking for gnps inc:) 
current protcl'tion <.'overage. One mnin item we noticed is the risk from short of C1JV1•r agC' tI_ 
Civic entities. \-Vant to use this nott' lo share some data ~md a11 ovc1v1cw of the pr oblcm. You 

can find more details on what arc Civic entities (Civic Actors) in this wiki and lcurn more· 0 
about XCheck here. 

Tl;dr on Risks: 

1. Confirmed entities not co,·crNI by XCht't·k tags: Among all co11firmed C'n•1<_• 

entities, ahout 18% (41K) nre not covered by XCheck lags (data fr om 07/2 ,) 
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'I'l;dr on Risks: 

1 Confirmed entities nol covered by XCheck tag~ \mon~ ;\\I C'onflrnll'd L"i\ ll' 

l'nl1lll'S, ahout 18% (41K) are not covered by XCheck tags (Ll:ita lrtn to -':l) 

1. Among all confirmed Civic entities which ha,·e a US 2020 risk tic1·h1J; t 1 ·, l. 

19% ( 19K) are not covered by XCheck tags (dat.i from<>~ · 2s). 

2. Prohable entities not covered byXCheck tag\: Bt•su.lt.•s conlinm.•d Cinl' l'nl1 l 1l's, 

there are 18M entities incluckd in probahlc Ci\'IC list but nol pn>ll'l'll'<l by XClll'd, taµs, cn 

amon~ which 5.8M do ha,·e US 2020 nsk llenng (1-:l) Adduig thes,• to \:Chc•,•k 1>dl ,, CJ) 
XChcrk prolcctc<l en Li ties today. (Probable Civic entity list I~ H high l'l'l'Hli , lov1• pn•eisiow 

I isl of cnliti1:1s iclcmtitied through ~,utom;itc<l detection and si~nals, more dr tu1l s 111 w1 l,1)C::: 

:,. Tags not rctlccting proper priority level: For all confirmed Civic enli li t•s which .11(.9 
covered by XCheck tags, they are spread across 60+ different tags, whose proll'('lic1n Z 
levels are all different and might not malch the desired protcclion level pl'r US ~020 

risk tiering. 

Details on Risks 

• Confirmed entities not covered by XChcck lags 

o All together there are 229K confirmed Civic entities (per 07/25 dat:1), 18kK ,1rL· 
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assigned US 2020 risk tiering 1-3 , These 181< are the ones we sec highest risk and (.) 
<( 

protected by XCheck. Among the 41K not protected by XChec-k, ,AK hilvc lw,·n 

will work to extend XCheck protection to by early August. 
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Details on Risks 

• Confirmed entities not covered by XCheck taWi 

All together there are 229K confirmed c1,ic entities (per 07/ 25 d,ita), 1881' an· 

protected by XCheck. Among the 41K not protected by XCheek. 18K h,w .... lwt•n 

assigned US 2020 l'lsk tiering 1-3. 11,esc 18K are the ones we src hi!!,ht:st nsk .mtl 

will work to extend XCheck protection to by early August. 
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connrm•d conlhm,d tol,1/ 
US 20l0 11trmg/XCl'ltck taa coven11e 
l (h,gt>e-~t ~) • l1 
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l 10,ri57 

G,1ne1 rot11 188,638 40,67S 
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• Probable entities not covered by XChcck tags 

o Thcr<' arl' another 19M entities in probably Civic list (per 07/25 data). 757K ;1n• 

protected hy XChcck. Among the 18M not protected hy XCheck lod;iy, ;1hout 5.8M 

have lwen assiined US 2020 risk tiering 1-3. Per whal we learnt from - l)1es1..• 
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are entities associnlcd with confirmed Civic entities, for examplr, pilg<' admi ns for <:( 
president candidates. We don 't plan to extend XCheck prot<~cli(Hl to ,111 of tlwm, will() 

wait for input from Chic team to decide which entities hcrt- might wort~ prott·rlior1 W 
and t'Slimale XChcck re:;ources need accordingly. 0:: 
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US 2020 11e,lnglXCh•ck tag cover•g• 

l {h1gheSt risk) 

l 

' no JS l1•, 

Grand Tot_.1 

probable 

With XChtck Tag No XChtCk Tag 

2 4$9 

527.735 

r ,171.438 

'-----' 12,28S.365 
7S7.113 18,086,997 

h11p,·: ltbur\,,.,111 

• Tags not retlecling proper prot.ecl.ion level 
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18,844.110 

o Confirmed Civic entities covered by XCheck tags today are protected via -60 

different tags. XCheck protection levels va1y by tags, thus current protcclion can 

not ensure t],e entities are covered with the most sui table protected level. 
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• Tag'i not reflecting pro1>er protection level 

o Confirmed Civil' entities covered by XChe<>k tags today are pr<itected via ~ho 

different tags. XCheck protection levels vary by lags, thus current proti;-rtion t·an 

not ensure the t.>nlities are covered wilh the most suitable prok·Ltcd k•vd. 
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Current mitigation plan on coverage risks: 

Tlmtnl ETA 

~MfyAug 
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Confirmed C1V1c Entity distribution across XCheck tap 
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Confirmed Civic Entity distribution across XCheclc tap 
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XCheck to protect all confi 
Rlitable protection level agreed witll 

iJl.or probable Civic entities, we11 leam from ~ 

11gb risk and worth XCheck protection. 

'D finaliw plan to protect confirmed Civ.fe 
tiering (Rest-of-World) entities. 
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lf$harebot C1v,c Data Intra XFN. An oveNlew of the >:Check gap al"l81ysis on the CVA 11st(s) 

\lt' ( Alright~ I shared this post to Civic Data Infra XFN. 

Here is the shared post : https://fb.workplace.com/groups 
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what action s do these cover? I get that there are coverage gaps in terms of tags for entities bu1~ 

know what it represents In terms of types of acttons and volume of actions? (9 O 
Like Reply 41w z 
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Ii) After action dcdup, we 'd expect - 3.4 review 1obs/da11 from these confirmed CIVIC enlil~ I 
covered by XCheck tag. Another - 64 from conf irmed Civic entitles which are covered by XCheck tags but',t.atected 
via exemption - has more detailed number on action type breakdown. (.) 
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- Break. down by actions, there are 109 daily xcheck exempted actions and 90 actions per daily w1fflu 
xcheck protection. The llighest volume exempted action Is IAct1onFeedL1m1t and tlie liighest volume of ac 
without xcheck pro1ectlon is IActionMarkA:;Dls1urb1ng, 
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• How many Jobs we could foresee? 

Job increase we can foresee tn 1mm~iate state 

Jobs we do not plan to rev,ew w~cn m,ght have r~ 
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probable ,raobablt confirmed ............ Gr....i 
otail not via Total 

notvlaXChect Wh,tellst RevHtw XCheck Wh,telist "-7 30 0 17 s 13 7 62 
7.576 165 130 7871 26 so 7 7 954 

19 10958 3 0 4 1 
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t. A.her aclion declup, we'd expect .. 34 review k)bs/day from thn• eo 1f1i'fflr- C 1/1_ enti r ~I 
,;;o;.• , i=-J t..y ,.,._1 , 1, tag. Another -64 from COfll•T'ffled Civic enlihes which a., CO\'ll!red t-,y '<Chet:k •Ag1 i,,.;1 "rot ctod 
11la ,~er ,pt101. ■nas more deta1'ed numbar on action lype br..lkdown. 

l lltP Fltply 41-.'w 

■ Break down by actions, lhere are 109 daily ,check 1x11mpt1d ac11ont and 90 actions pci, daily ,'v1t1101.1t 

~check protection The h1ghes1 volume exemptl!d 1c:t1on JS IAct10nFetdUm1t and 1h~ h,ghas-1 vohJme 011c1m11s 
withoul )(Check protection 111 1ActionMarkAsDis1urb1ng • 
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pollllcal ertlt')' apl)!I. that DovOps 1'13$ been wor1<,11g on. 
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There's a!~o a gap on tChl'!cks covl'lrln11 
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