
WSP No. C110134GSC 

SECTOR Service Level Agreement 
Between 

Winthrop Marshal's Office 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Winthrop Marshal's Office ( a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B1 SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance· 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against alJ claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated , the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
WASHI GTON STATE ATROL 

WINTHROP MARSHAL'S OFFICE 

£µ 
Date 

Mi!\P.S~Al.. t>l\'IIH.) Df\i,ii..'t.»f((01'\') 9'0J,.. 

/1A41'f]~ Printed Name and Title 

APPROVED BY THE OFFI~ OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 

· records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance T earn sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Marshal David Dahlstrom 
(509) 996-2160 
cell: (509) 341-4125 
marshal@townofwinthrop.com 

Service Level Agreement issues: 

Same as above 
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WSP Contract No. C110134GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

he above-referenced Contract between the Washington State Patrol and the Winthrop Police 
Department is hereby amended as follows : 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

fjw John R. Batiste, Chief 

Date Fk 

WINTHROP POLICE DEPARTMENT 



WSP No. C110137GSC 

SECTOR Service Level Agreement 
Between 

Lake Forest Park Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Lake Forest Park Police Department ( a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board . The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and ,state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
WASH GTON STATE ATROL 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law ( currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Rhonda Siner 
(206) 957-2898 
rsiner@ci. lake-forest-park. wa. us 

Service Level Agreement issues: 

Sergeant Jason Becker 
(206) 364-8216 
jbecker@ci.lake-forest-park.wa.us 
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WSP Contract No. C110137GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Lake Forest Park 
Police Department is hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

John R. Batiste, Chief 

Date 

LAKE FOREST PARK 
POLICE DEPART NT 

Sig 

Date 



WSP No. C110138GSC 

SECTOR Service Level Agreement 
Between 

Auburn Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Auburn Police Department (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuantto federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
c0mputing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination . 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board . The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board . The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON AUBURN POLICE DEPARTMENT 
WAS NGTON STATE PATROL 

Date Ot- b - l c:, 

r-t.i~...J+.ll.4M~~'41ll~'!..._L_l4~~ --:r-~s \<"~u ... j Cu,E.£: CT ~6UC'E. V l"'rinted Name and THI~ 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts · 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requestor 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX 8 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Brian Garbarino, Network Engineer 
(253) 804-5025 

. bgarbarino@auburnwa.gov 

Service Level Agreement issues: 

Assistant Chief Bob Karnofski 
(253) 804-3115 
bkarnofski@auburnwa.gov 
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WSP Contract No. C110138GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Auburn Police 
Department is hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

AUBURN POLICE DEPARTMENT 

Signature 



WSP No. C110186GSC 

SECTOR Service Level Agreement 
Between 

Tacoma Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Tacoma Police Department (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 

· applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove th_e virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 

· detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Proiect Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination . 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board . The Chief of the WSP and the Agency shall jointly appoint an ad~mional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and cond itions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 

. parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
WAS INGTON STAT PATROL 

Ta.MA POLICE DEPARTMENT 

Sig~ ~ /4,/J 
Date 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 

Appendix B - Project Contacts APPROVED AS TO FORM: 
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Assistant City Attomey P 4 age 



APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state. and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 

SECTOR User Agreement- April 2010 Page 7 



APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Clayton Krauss 
(253) 591-5073 
ckrauss@ci.tacoma.wa.us 

Service Level Agreement issues: 

Sergeant Frank Richmond 
(253) 591-5347 
frichmon@cityoftacoma.org 
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WSP Contract No. C110186GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Tacoma Police 
Department is hereby amended as follows : 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

-{.r- John R. Batiste, Chief _ 

{) 7- z_ ?...--/J 

Date 

TACOMA POLICE DEPARTMENT 

Signature 

Date ~ ' 

APPROVED AS TO FO M: 

Michael J. Smith 
Police Legal Advisor 
Assistant City Attorney 

c;_Q 



WSP No. C110188GSC 

SECTOR Service Level Agreement 
Between 

Shoreline Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Shoreline Police Department (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electror,ic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is· known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A, Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agen9y will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, ch9nges in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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) 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
WAS NGTON STATE PATROL 

7/;-t'/d 

SHORELINE POLICE DEPARTMENT 

Signature 
Date 

0 

~ '-'--'---'-'---"C.-~~-'<L.<....l,j~..,c........L....LLILJ:LL.--10--~L M . t+i06UY~ c1ur DE Po~-u~ 
Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 

• improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIXB 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Sergeant Bruce Bartlett 
(206) 801-2756 
bruce.bartlett@kingcounty.gov 

Service Level Agreement issues: 

Chief Daniel Pingrey 
(206) 801-2710 
Daniel.pingrey@kingcounty.gov 
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WSP Contract No. C110188GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Shoreline Police 
Department is hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended unti l terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

TH IS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

SHORELINE POLICE DEPARTMENT 

Signature -:$L,w\~r-l 

Date 
~,-,t lS"" 



WSP No. C110189GSC 

SECTOR Service Level Agreement 
Between 

Yakima County Prosecuting Attorney's Office 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Yakima County Prosecuting Attorney's Office (a General 
authority Washington law enforcement agency as defined in Section 10.93.020 of the 
Revised Code of Washington; or an Office of a Prosecuting Attorney as defined in 
Chapter 36.27 of the Revised Code of Washington), referred to hereafter as the 
Agency. This Agreement defines roles and expectations in regard to the Statewide 
Electronic Collision and Ticket Online Records (SECTOR) processes including a 
method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A, Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B1 SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SEGTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or un.til termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calen.dar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON OSECUTING 
WA INGTON STATE PATROL 

ill </I 1/. 
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APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Cort"!mittee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance T earn sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Kerrie Maybee 
Kerrie.maybee@co.yakima.wa.us 

Service Level Agreement issues: 

Susan Arb 
Susan.arb@co.yakima.wa.us 
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WSP Contract No. C110189GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Yakima County 
Prosecuting Attorney is hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

YAKIMA COUNTY PROSECUTING 
ATTORNEY 

Date / 7 



WSP No. C110190GSC 

SECTOR Service Level Agreement 
Between 

Longview City Attorney 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Longview City Attorney ( a General authority Washington 
law enforcement agency as defined in Section 10.93.020 of the Revised Code of 
Washington; or an Office of a Prosecuting Attorney as defined in Chapter 36.27 of 
the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission {WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance · 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C. Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. · 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement iri a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date oftermination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Disp·ute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON LONGVIEW CITY ATTORNEY 
E PATROL 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management; the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used _in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX 8 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance T earn sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTO_R Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Judy Jones 
Judy.jones@ci.longview.wa.us 

Service Level Agreement issues: 

Marilyn Hann 
Marilyn.haan@ci.longview.wa.us 
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WSP Contract No. C110190GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Longview City 
Attorney is hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

Date 

LONGVIEW CITY ATTORNEY 



WSP No. C110278GSC 

SECTOR Service Level Agreement 
Between 

Everett Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (W.SP) and the Everett Police Department (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (OOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to Initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A, Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B1 SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users wlll not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSPare: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

SECTOR User Agreement- April 201 O Page2 



b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP: this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other p~rty. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly' appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON EVERETT POLICE DEPARTMENT 
W ROL 

'- b:X~ z-.v--a 
Siijffature .. 

Date -~/ 

,/~ A ::P\//4.£·-; -;/'-
Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol {WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases In order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under fed~ral law. WSP maintained copies of Individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was Implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR} application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APP(;NDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact wlll most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations! feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Jerry Diedrichs, IT Manager 

(425) 257-8683 

jdiedrichs@ci.everett. wa .us 

Service Level Agreement issues: 

Captain Dan Templeman 

(425) 257-8493 

dtempleman@ci.everett. wa. us 
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CITY OF EVERETT 

By ~ 

Dated: f 1::t(?--1)0{;0 

ATTEST: 

APPROVED AS TO FORM: 

By ~ ~ .d4i 
~~y ¾ 

D d· /2 I 1./IQ • 
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WSP Contract No. C 110278GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Everett Police 
Department is hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

EVERETT POLICE DEPARTMENT 

Date 



AGREED: 

By: 

Date: 

APPROVED AS TO FORM: 

fl,k 

WSP Amendment 1 to SECTOR Contract No. Cl 10278GSC 



WSP No. C110279GSC 

SECTOR Service Level Agreement 
Between 

Kittitas County Prosecuting Attorney's Office 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Kittitas County Prosecuting Attorney's Office (a General 
authority Washington law enforcement agency as defined in Section 10.93.020 of the 
Revised Code of Washington; or an Office of a Prosecuting Attorney as defined in 
Chapter 36.27 of the Revised Code of Washington), referred to hereafter as the 
Agency. This Agreement defines roles and expectations in regard to the Statewide 
Electronic Collision and Ticket Online Records (SECTOR) processes including a 
method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B. SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

· 4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

SECTOR User Agreement- April 2010 Page 2 



b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for cbanges to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. . 

STATE OF WASHINGTON KITTITAS COUNTY PROSECUTING 
PATROL 

"1 l'#/tl 
Si 
Date 

tj.-1~£/#~~~'.LIUl,~~~c, "'S 2 .e-,-....,ae.-( fk-s.~ 
t../ Printed Ntlme and Titfe 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies · 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washjngton State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate lav,., enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Duke Senter, IT Administrator 

(509) 962-7510 

Duke.senter@co.kittitas.wa.us 

Service Level Agreement issues: 

Gregory Zempel, County Prosecutor 

(509) 962-7520 

Greg.zempel@co.kittitas.wa.us 
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WSP Contract No. C 110279GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Kittitas County 
Prosecuting Attorney's Office is hereby amended as follows: 

a. In accordance with Section 11 , the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

' ~~ f John R. Batiste, Chief 

7/\//r-
Date 

KITTITAS COUNTY PROSECUTING 
ATTORNEY'S OFFICE 

Date 



· WSP No. C110384GSC 

SECTOR Service Level Agreement 
Between 

City of Lacey 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Police Department of the City of Lacey (a General 
authority Washington law enforcement agency as defined in Section 10.93.020 of the 
Revised Code of Washington; or an Office of a Prosecuting Attorney as defined in 
Chapter 36.27 of the Revised Code of Washington), referred to hereafter as the 
Agency. This Agreement defines roles and expectations in regard to the Statewide 
Electronic Collision and Ticket Online Records (SECTOR) processes including a 
method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agre~ment becomes effective on the .date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This .Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON CIT OF LACEY 
WAS TON STATE ATROL 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/2 /2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts . 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law ( currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical.information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX 8 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance T earn sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Cindy Zielinski, Information Services Manger 
(360) 438-2626 
Czielinski@ci.lacey.wa.us 

Service Level Agreement issues: 

Greg Cuoio, City Manager 
(360) 491-3214 
Gcuoio@ci.lacey.wa.us 
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WSP Contract No. C110384GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Lacey Police 
Department is hereby amended as follows: 

a. In accordance with Section 11 , the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON LACEY POLICE DEPARTMENT 

WAS~ ~;;;;._~'-._ 

~ John R. Batiste, Chief 

Date ~ O) ( 
Signature 



WSP No. C110406GSC 

SECTOR Service Level Agreement 
Between 

Mukilteo Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Mukilteo Police Department (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A, Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney; Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change requesUcontrol process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. · 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command ·and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. · 

The parties signing below warrant that they have read and understand this Agreem_ent; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON MUKILTEO POLICE DEPARTMENT 
ATROL 

tD(P,:;_ '/I} 

Date ignature Date 

a-r,.:fm ld/wNttJ 4~ d/4,,,!JdrfiL--
Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
irito a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The .Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 

· (2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

David Varga, Director of IT 
(425) 263-8000, ext 8037 
dvarga@ci.mukilteo.wa.us 

Service Level Agreement issues: 

Charles Macklin.Commander 
(425) 263-8100, ext 8102 
crnacklin@ci. mukilteo. wa. us 
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WSP Contract No. C110406GSC 
· Amendment 1 

. WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Mukilteo Police 
Department is hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

f John R. Batiste, Chief 

?-f--1r 
Date 

MUKILTEO POLICE DEPARTMENT 

Date 



WSP No. C110407GSC 

SECTOR Service Level Agreement 
Between 

Grays Harbor County Prosecuting Attorney's Office 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Grays Harbor County Prosecuting Attorney's Office (a 
General authority Washington law enforcement agency as defined in Section 
10.93.020 of the Revised Code of Washington; or an Office of a Prosecuting 
Attorney as defined in Chapter 36.27 of the Revised Code of Washington), referred 
to hereafter as the Agency. This Agreement defines roles and expectations in regard 
to the Statewide Electronic Collision and Ticket Online Records (SECTOR) 
processes including a method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A, Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B. SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
'collision reports, NO ls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 

· during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish .the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board, The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

,i 
The parties signing below warrant that they have read and undersfand this Agreement; 
and have the authority to enter into this Agreement. · 

STATE OF WASHINGTON GRAY HARBOR COUNTY 
PRO ORNEY'S OFFICE 

~ -l-~-At-l,f,&,~~fl-!_-.-14~~'.:::_~~.f_!_b 

. 
· Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its 9atabase, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52: 120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent • 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Dale Gowan, Central Services 
(360) 249-4144x454 
dgowan@co.grays-harbor.wa.~s 

Service Level Agreement issues: 

H. Steward Menefee, County Prosecuting Attorney 
(360) 249-3951x109 
smenefee@co.grays-harbor.wa.us 
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WSP Contract No. C110407GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRAC AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Grays Harbor 
County Prosecuting Attorney's Office is hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

GRAYS HARBOR COUNTY 
PROSECUTING ATTORNEY'S OFFICE 

Signature 

Date 



WSP No. C110447GSC 

SECTOR Service Level Agreement 
Between 

City of Kent 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Law Department for the City of Kent (acting as 
prosecutor in the Kent Municipal Court under Section 2.20 of the Kent Municipal 
Code), referred to hereafter as the Agency. This Agreement defines roles and 
expectations in regard to the Statewide Electronic Collision and Ticket Online 
Records (SECTOR) processes including a method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications. to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• · Update required Agency processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NO ls, and .NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 
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c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board . The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON CITY OF KENT 

Date · 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrenc~ at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 

Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Kim Clements, Senior System Analyst 
(253) 856-4623 
kclements@ci. kent. wa. us 

Service Level Agreement issues: 

Tami Perdue, Chief Prosecuting Attorney 
(253) 856-5776 
tperdue@ci.kent.wa.us 
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WSP Contract No. C110447GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the City of Kent is 
hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

John R. Batiste, Chief 

Date I I 

CITY OF KENT 

7-15 · 28l5 
Date 



WSP No. C110449GSC 

SECTOR Service Level Agreement 
Between 

Cosmopolis Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Cosmopolis Police Department (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A. Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agehcy use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON COSMOPOLIS POLI E DEPARTMENT 
WASH TON STATE ATROL 

nd ~ ?ouC-<c_, 
APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law ( currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related.to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003 . 

. The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a cer:,tral database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report .. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Casey Stratton, Chief of Police 
(360) 532-9237 
cstratton@cosmopolis.us.com 

Service Level Agreement issues: 

Heath Layman, Deputy Chief 
(360) 532-9237 
hlayman@cosmopolis.us.com 
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WSP Contract No. C 110449GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Cosmopolis 
Police Department is hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON ;rATE PATROL 

. Batiste, Chief 

Date 
opeµ.;-

COSMOPOLIS POLICE DEPARTMENT 

Date 



WSP No. C110479GSC 

SECTOR Service Level Agreement 
Between 

City of Port Townsend 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Attorney's Office for the City of Port Townsend as 
defined in Section 2.08.040 of the Port Townsend Municipal Code, referred to 
hereafter as the Agency. This Agreement defines roles and expectations in regard to 
the Statewide Electronic Collision and Ticket Online Records (SECTOR) processes 
including a method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 
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c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing . . WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. °The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON CITY OF PORT TOWNSEND 
WASHINGTON ST PATROL 

s~ 
1.2-- K - /D 

Date 

~&f~;\;-<.)(]> IIM YV\.D½-f C!.... , -ry m6R 
t/ Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law ( currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and'WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions duri_ng non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Mark Peil, IT 
(360) 390-5850 
mpeil@cityofpt.us 

Service Level Agreement issues: 

Caroline Avery, Legal Assistant 
(360) 379-5080 
cavery@cityofpt.us 
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WSP Contract No. C110479GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the City of Port 
Townsend is hereby amended as follows: 

a. In accordance with Section 11 , the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~~ 
i!J'rJohn R. Batiste, Chief 

Date f( /o;f J' 

CITY OF PORT TOWNSEND 

Signature 



WSP No. C110584GSC 

SECTOR Service Level Agreement 
Between 

Walla Walla County Prosecuting Attorney's Office 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Walla Walla County Prosecuting Attorney's Office (a 
General authority Washington law enforcement agency as defined in Section 
10.93.020 of the Revised Code of Washington; or an Office of a Prosecuting 
Attorney as defined in Chapter 36.27 of the Revised Code of Washington), referred 
to hereafter as the Agency. This Agreement defines roles and expectations in regard 
to the Statewide Electronic Collision and Ticket Online Records (SECTOR) 
processes including a method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT}, and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection( s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update requ(red Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A, Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle . 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal-and state.law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all· necessary steps to remove the virus 
and assure the virus is not transmitted ·to the SECTOR server located at and 
maintained by WSP. 

_e. Agency users and reviewers will transfer collisions, NO ls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 

. collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web ·uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a. secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 

11. Termination. Except as oth_erwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 

. termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in acco_rdance with the terms of this 
Agreement for performance prior to the effective date of ~ermination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following. manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the disp.ute and 
make a determination of the dispute. The determination of the Dispute Board shall · 
be final and binding on the parties hereto. 

13. Order'.of Precedence. In the event of any inconsistency in the terms ·of this 
Agreement, unless otherw.ise provided herein, the· inconsistency shall be resolved by 
givihg ptecedence in the following order: applicable federal and state statutes and 

. regulations; . the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed .upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON WALLA WALLA COUNTY 

Signature Oat 

rl A-rr4'•'rr T,u,,,u l. . ~ '(e_ r,,,!JJ e;ut:-:::J Mr',!/:, 
and Title/1,4//;f~C-/ Printed Name and Title 

APPROVED BY THE OFAfE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix·A - Statement on Collision Records Data · 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law ( currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requestor 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned ~n the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or With 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Ms. Ann Retzlaff, Legal Assistant 
(509) 524-5445 
aretzlaff@co.walla-walla.wa.us 

Service Level Agreement issues: 

Mr. James Nagle, County Prosecutor 
(509) 524-5445 

· Jangle@co.walla-walla.wa.us 

SECTOR User Agreement- April 2010 Page 8 



WSP Contract No. C 110584GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Walla Walla County 
Prosecuting Attorney's Office is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in fu ll force and effect. 

THIS AMENDMENT is executed by the persons sign ing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

WALLA WALLA COUNTY 
PROSECUTING ATTORNEY'S OFFICE 

Y~z !?', 2&r 7 
I ; 

Date 



'WSP No. C110585GSC 

SECTOR Service Level Agreement 
Between 

Whitman County Prosecuting Attorney's Office 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Whitman County Prosecuting Attorney's Office (a 
General authority Washington law enforcement agency as defined in Section 
10.93.020 of the Revised Code of Washington; or an Office of a Prosecuting 
Attorney as defined in Chapter 36.27 of the Revised Code of Washington), referred 
to hereafter as the Agency. This Agreement defines roles and expectations in regard 
to the Statewide Electronic Collision and Ticket Online Records (SECTOR) 
processes including a method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix 8 1 SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

· 7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor( s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
. signature and continues until June 30, 2015, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. T_he determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON WHITMAN COUNTY PROSECUTING 
ATTORNEY'S OFFICE 

~ WM,, 01/ulu\1 
~ 5fl\'lc{ (to()er/Date 

O~c(: Afh'\1ftl(~t-vutw 
Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Comm_ittee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent · 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. · Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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WSP Contract No. C110585GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Whitman County 
Prosecuting Attorney's Office is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until 
terminated as provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

AU other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

WHITMAN COUNTY PROSECUTING 
ATTORNEY'S OFFICE 

~UPIP@ ftc!t 
Si nature 

Date 



WSP No. C110586GSC 

SECTOR Service Level Agreement 
Between 

City of Mercer Island 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Attorney for the City of Mercer Island (acting as 
prosecutor in the Mercer Island Municipal Court), referred to hereafter as the 
Agency. This Agreement defines roles and expectations in regard to the Statewide 
Electronic Collision and Ticket Online Records (SECTOR) processes including a 
method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 

SECTOR User Agreement- April 2010 Page 1 



• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A, Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. · 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 
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c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C. Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON CITY OF MERCER ISLAND 
PATROL 

'1-(- 11 
Signature 
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Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix 8 - SECTOR Governance Committee Training Policies 
Appendix 8 - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. · 
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APPENDIX 8 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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WSP Contract No. C 110586GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the City of Mercer 
Island is hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

:if fl..'/t..w.Jut/. ~~ :::Tt,{0_ l,J...01.s- +hl.1 Afl'\0'\elrn~ i'-t effe_c.4,·ve. re/nJ4c.,/,·v-e ..fo 
:Jv. r::, I 1 ~ 0 ,s) IMid ""''{ r'/l,/-e-71/t.-t"l,•';!J ~~ CA"VIU$./(,,nl- t,,I ~h +h..·r ~c.f C...r-t he.r-e.hv r11-l,'f,'~cf 
All otner terms and conditions of this Contract remain in full force and effect. v '(\ )!lr 
THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~ John R. Batiste, Chief 

2-ra·- /J 
Date 

7-le,·ts: 

CITY OF MERCER ISLAND 

Signature 

7[cUs-
Date ' I 
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WSP No. C110587GSC 

11-013 
SECTOR Service Level Agreement 

Between 
Council Approval N/A 

City of Tukwila 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Attorney for the City of Tukwila (acting as prosecutor in 
the Tukwila Municipal Court under Section 2.16 of the Tukwila Municipal Code), 
referred to hereafter as the Agency. This Agreement defines roles and expectations 
in regard to the Statewide Electronic Collision and Ticket Online Records (SECTOR) 
processes including a method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the.control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate .a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose ~ollision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
. NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of · 
agency accounts. 
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c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Di_spute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON CITY OF TUKWILA 
ATROL 

;/Jff 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 

. database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX 8 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 

SECTOR User Agreement-April 2010 Page 7 



WSP Contract No. C110587GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the City of Tukwila is 
hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended unti! terminated as 
provided in accordance with Section 11. 

b, Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that ~hey have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

Date 

CITY OF TUKWILA 

~---
Signature 

Date 



WSP No. C110588GSC 

SECTOR Service Level Agreement 
Between 

City of Spokane Prosecutors Office 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the City of Spokane Prosecutors Office (acting as prosecutor 
in the Spokane Municipal Court under Section 03.01.810 of the Spokane Municipal 
Code), referred to hereafter as the Agency. This Agreement defines roles and 
expectations in regard to the Statewide Electronic Collision and Ticket Online 
Records (SECTOR) processes including a method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT}, and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B1 SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 
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c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor( s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the .terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter.of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
W ROL 

CITY OF SPOKANE PROSECUTORS 
OFFICE 

~,!~ 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that.information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 

SECTOR User Agreement- April 2010 Page 5 



the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requestor 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. . Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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WSP Contract No. C110588GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the City of Spokane 
Prosecutor's Office is hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

&-~ 
~ ohn R. Batiste, Chief 

~ JjJ~ 
Date I 

CITY OF SPOKANE PROSECUTOR'S 
OFFICE 

Date 



WSP No. C110589GSC 

SECTOR Service Level Agreement 
Between 

City of Puyallup 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Attorney for the City of Puyallup (acting as prosecutor in 
the Puyallup Municipal Court), referred to hereafter as the Agency. This Agreement 
defines roles and expectations in regard to the Statewide Electronic Collision and 
Ticket Online Records (SECTOR) processes including a method for resolving 
technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A. Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except.in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere tq training program 
detailed in Appendix B1 SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. · 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 
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c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of. contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Eacl'i art shall defend, protect and hold harmless the other party 
from ancf against all claims suits and/or actions arising from any negligent or 
inter-itional act o Oillls.§ion f that party's employees, agents, and/or authorized 
subcontractor(s) while P.erf rming under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
w 

CITY OF PUYALLUP 

s~ 

t ~ fL f. t;M' .. L.i ,f'/./. 
Printed Name and Title 7 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
-Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law ( currently RCW 46.52.060) authorized _the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 

SECTOR User Agreement-April 2010 Page6 



APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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WSP Contract No. C110589GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the City of Puyallup is 
hereby amended as follows: 

a. In accordance with Section 11 , the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

TH IS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~ John~ ~ 

7/ ✓)r, 
Date ~ / 

CITY OF PUYALLUP 

....___ 

Date 1 ' 



WSP No. C110590GSC 

SECTOR Service Level Agreement 
Between 

City of Milton 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Prosecutor for the City of Milton (acting as prosecutor in 
the Milton Municipal Court), referred to hereafter as the Agency. This Agreement 
defines roles and expectations in regard to the Statewide Electronic Collision and 
Ticket Online Records (SECTOR) processes including a method for resolving 
technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 
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c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. 'Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor( s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law ( currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not .have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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WSP Contract No. C110590GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the City of Milton is 
hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

CITY OF MIL TON 



SECTOR Service Level Agreement 
Between 

Langley Police Department 
And 

Washington State Patrol 

WSP No. C110771GSC 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington State 
Patrol (WSP) and the Langley Police Department (Law Enforcement Agency or LEA). This 
Agreement defines roles and expectations in regard to the Statewide Electronic Collision 
and Ticket Online Records (SECTOR) processes including a method for resolving technical 
issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, or a 

collision reviewer's workstation. SECTOR Client software will be used to create and 
transmit electronic collision reports, notice of infractions (NOi), and notice of criminal 
citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts collision 
reports, NOls and NOCCs. The SECTOR BackOffice application coordinates updates to 
the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and NOCC data 
as collected either through SECTOR or on paper forms. These applications are under 
the control of a governing organization with representatives from the Washington Traffic 
Safety Commission (WTSC), WSP, the Administrative Office of the Courts (AOC), the 
Washington State Department of Transportation (WSDOT), and the Department of 
Licensing (DOL). This group is known as the SECTOR Governance Committee. 

3. LEA Responsibilities. The LEA certifies that it operates computers to create vehicle 
collision reports, NOls, and NOCCs pursuant to federal, state, and local requirements using 
SECTOR Client. Under this Agreement the responsibilities of the LEA are: 

a. The LEA shall designate a Local SECTOR Administrator as the primary contact for 
SECTOR and who will receive SECTOR Administrator training. The Local SECTOR 
administrator shall: 

• Administer user accounts for LEA personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the change 
request process; 

• Manage the connection(s) needed to move data between SECTOR Client to · 
SECTOR BackOffice applications; 

• Provide support for LEA users and reviewers; 

• Update required LEA processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a work 
order for problem resolution and tracking. 

b. LEA support staff will install SECTOR Client software on LEA-owned equipment. The 
LEA will not share the SECTOR Client with others. 

c. The LEA acknowledges Appendix A Statement on Collision Records Data. The LEA 
certifies that it operates electronic equipment to create vehicle collision reports pursuant 
to federal, state and local requirements; and that it will not disclose collision data except 
in compliance with 23 U.S.C. §409, other federal law and state law. 

d. The LEA will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The LEA will make its electronic collision, NOi and 
NOCC reporting equipment and system secure and prevent unauthorized use. The LEA 
will ensure LEA SECTORequipment maintains current virus checking software. If the 
LEA SECTOR equipment becomes infected, the LEA will take all necessary steps to 
remove the virus and assure the virus is not transmitted to the SECTOR server located 
at and maintained by WSP. 

e. LEA users and reviewers will transfer collisions, NOls, and NOCCs regularly and 
promptly. All LEA users and reviewers will adhere to training program detailed in 
Appendix B. SECTOR Governance Committee Training Policies. 

f. The LEA will be responsible for all required hardware and software purchases for the 
LEA use of the SECTOR Client application and the transmittal of collision reports, NO ls, 
and NOCCs to WSP, including LEA personnel, operating, maintenance, and data 
transmission costs. Any costs associated with the LEA interfacing with SECTOR 
BackOffice will be the responsibility of the LEA. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of WSP are: 

a. WSP will provide SECTOR Client software to the LEA at no charge. Maintenance of the 
SECTOR Client application is provided by WSP, including maintaining compliance with 
the business rules, data formats, and standardized collision report forms. WSP will 
provide the Web uniform resource locator (URL) address for connection to the SECTOR 
BackOffice application and security information to the Local SECTOR Administrator to 
assure client connectivity .. WSP will provide a secure environment for collision, NOi, and 
NOCC data; and retain this data according to federal and state laws and regulations. 
WSP will also provide to the LEA any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of agency 
accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance Committee; 
provide notification of application modifications; transmit NOls and NOCCs to AOC; and 
transmit collision reports to DOT and DOL. 
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d. WSP reserves the right to review and approve LEA equipment security measures; and to 
suspend or withhold service until such matters are corrected to the reasonable 
satisfaction of WSP. This includes validation of current virus checking software 
packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist the 
LEA in resolving problems with the SECTOR application. This support is limited to 
resolutions for routine questions on the SECTOR Client application and processes, 
including troubleshooting and password resets, and using pre-defined policies and 
procedures. Items not immediately resolved by WSP will be moved to a higher level of 
support within WSP; this higher level of support is provided during regular business 
hours, Monday through Friday. 

5. Project Contacts. WSP and LEA points of contact for this Agreement are identified in 
Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact information 
contained in Appendix C, changes in this Agreement are not in effect unless agreed upon by 
both WSP and the LEA. However, the LEA agrees to comply with changes in data formats, 
report forms and other business rules as required by WSP. The LEA will be notified when . 
any changes or updates to these requirements occur. The revising party shall notify the 
other party of any changes to Appendix C within five (5) business days of the change taking 
affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this Agreement, 
both parties shall comply with all federal and state nondiscrimination laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall be under 
the direct command and control of the Chief of WSP or designee and shall perform the duties 
required by this Agreement in a manner consistent with WSP policy and regulations, applicable 
state and local laws, and the Constitutions of the State of Washington and the United States. 
The assignment of personnel to accomplish the purpose of this Agreement shall be at the 
discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party from 
and against all claims suits and/or actions arising from any negligent or international act or 
omission of that party's employees, agents, and/or authorized subcontractor(s) while 
performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015 or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may terminate 
this Agreement by giving ninety (90) calendar days written notification of termination to the 
other party. If this Agreement is so terminated, the terminating party shall be liable only for 
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performance in accordance with the terms of this Agreement for performance prior to the 
effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be determined in 
the following manner. The Chief of the WSP shall appoint one member to the Dispute 
Board. The LEA shall appoint one member to the Dispute Board. The Chief of the WSP 
and the LEA shall jointly appoint an additional member to the Dispute Board. The Dispute 
Board shall evaluate the dispute and make a determination of the dispute. The 
determination of the Dispute Board shall be final and binding on the parties hereto. As an 
alternative to this process and if applicable, either of the parties may request intervention by 
the Governor, as provided by RCW 43.17.330, in which event the Governor's process will 
control. 

13. Order of Precedence. In the event of any inconsistency in the terms of this Agreement, 
unless otherwise provided herein , the inconsistency shall be resolved by giving precedence 
in the following order: applicable federal and state statutes and regulations; the terms and 
conditions contained in this Agreement; any other provisions of the Agreement, whether 
incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions agreed upon 
by the parties. No other understandings, oral or otherwise, regarding the subject matter of 
this Agreement shall be deemed to exist or bind any of the parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; and 
have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
WA LANGLEY ~OLICE DEPART~ N6 /4 

~ "/,q ltJ!/ 
Sig t Date s~ ~ Date 

~ ~ fl &41,../;~ l?:Mb'(M . /-{ESfl9AJ 46LZt!t / 
rinted N eand Title Printed Name and Title ~ I 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/22/09 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law ( currently RCW 46.52.060) authorized the Washington State 
Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain statistical 
information about collisions. For the next thirty years WSP maintained a largely manual system 
for filing collision reports generated over approximately five-year periods. WSP also produced 
some limited statistical collision data, primarily fatality and accident rate summaries, using paper 
punch card technology. Analysis of collision data for highway safety purposes was not possible 
because Washington State did not have a uniform collision report; data on collision reports was 
primitive and inconsistent; collision reports were not coded by precise roadway location; and no 
computerized database system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create computerized 
collision databases in order to analyze the need for highway safety improvements; and to 
participate in federal programs to fund those improvements. These federal laws and their 
associated funding provided for states to adopt uniform collision reports containing detailed 
highway safety coding; and provided that information from these reports would be maintained in 
a computerized collision database with precise location coding of all collisions. These laws 
were implemented jointly by WSP and the Washington State Department of Transportation 
(WSDOT). Beginning in approximately 1970 WSP collected collision reports and entered the 
raw data into a computer. The data was then transferred to WSDOT for the creation of the 
collision database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw data into a 
computer, and the creation of the collision database remained unchanged until 1996. By this 
time the original WSP computer system used for data entry and storage and retrieval of collision 
records had become obsolete. An attempt to convert to an optical character recognition system 
was not successful. After an extensive discussion between WSP, WSDOT and the Washington 
State Office of Financial Management, the agencies concluded that functions related to the 
maintenance of copies of collision reports and computer input of raw collision report data could 
be most efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database required 
by federal law but also, pursuant to an interagency agreement with WSP, began entering all raw 
collision data into WSDOT's computer. Pursuant to this interagency agreement, WSDOT also 
began work to develop an electronic imaging system to store and retrieve copies of individual 
collision reports. This imaging system was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database will 
remain in effect until WSP, WSDOT and separate law enforcement agencies enter into a 
SECTOR Service Level Agreement to allow LEAs to file collision reports and transmit collision 
report data electronically to WSDOT. The Statewide Electronic Collision and Ticket Online 
Records (SECTOR) application was developed through a collaborative partnership that includes 
WSP, WSDOT, the Administrative Office of the Courts, the Department of Licensing, and local 
law enforcement agencies. SECTOR enables law enforcement officers to create electronic 
collision reports and other forms in the field, pursuant to federal, state and local requirements. 
This data is then transferred to a central database where it is available for review, analysis and 
reporting by law enforcement agencies. 
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The Department of Licensing is an agency of the State of Washington authorized by law (RCW 
46.52.030) to receive full access to collision reports for purposes of maintaining case records 
under RCW 46.52.120; for supplying abstracts of driving records under RCW 46.52.130; and to 
administer financial responsibility requirements when drivers are involved in traffic collisions 
under chapter 46.29 RCW. To perform these functions, they must review collision reports that 
are filed by law enforcement agencies and citizens. 

23 U.S.C. §409 prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any occurrence at 
a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 [2003]). Accordingly, 
collision data may not be disclosed unless a requester acknowledges that the data will not be 
used in any action for damages arising from any occurrence at a location mentioned in the 
report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every LEA that elects to use SECTOR must designate one person (up to three) to attend a 

Governance Team sponsored SECTOR Training Course. This ensures that each LEA using 
SECTOR will have at least one individual who has received training through the Governance 
Team sponsored SECTOR Training Course. An LEA may send more than three 
officers/deputies to Governance Team sponsored SECTOR Training Course when 
additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training Course 
should assume responsibility for training other users within their LEA. 

3. Training courses conducted within an LEA must be coordinated with the SECTOR Training 
Coordinator. 

Training Recommendations 
1. Individuals conducting training within their LEA should be proficient with the SECTOR 

application prior to training additional users by using SECTOR for at least 90 days prior to 
conducting training. LEAs can request assistance from WSP or other agencies for training. 

2. LEAs must designate a SECTOR point-of-contact through whom all SECTOR support 
questions will come to the WSP help desk. This point-of-contact will most often be the 
LEA's designated Local SECTOR Administrator. For urgent SECTOR issues or questions 
during non-standard work hours SECTOR users may contact the WSP Information 
Technology Division Customer Services. 

3. Each LEA SECTOR User should receive training with the current version of the course 
materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training Course 
and are experienced in the use of SECTOR are encouraged to serve as trainers in future 
Governance Team sponsored SECTOR Training Courses or with other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the LEA's Local 
SECTOR Administrator. The Local SECTOR Administrator sends recommendations/ 
feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the LEA: 

Technical issues and change requests: 

. Randy Heston, Acting Chief 
(360) 221-4433 
pdchief@langleywa.org 

Service Level Agreement issues: 

Randy Heston, Acting Chief 
(360) 221-4433 
pdchief@langleywa.org 
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WSP Contract No. C110771GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Langley Police 
Department is hereby amended as follows: 

a. In accordance .with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~ >---r John R. Batiste, Chief 

Date 

LANGLEY POLICE DEPARTMENT 

Date 



SECTOR Service Level Agreement 
Between 

Mountlake Terrace Police Department 
And 

Washington State Patrol 

WSP No. C110772GSC 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington State 
Patrol (WSP) and the Mountlake Terrace Police Department (Law Enforcement Agency or 
LEA). This Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for resolving 
technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, or a 

collision reviewer's workstation. SECTOR Client software will be used to create and 
transmit electronic collision reports, notice of infractions (NOi), and notice of criminal 
citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts collision 
reports, NOls and NOCCs. The SECTOR BackOffice application coordinates updates to 
the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and NOCC data 
as collected either through SECTOR or on paper forms. These applications are under 
the control of a governing organization with representatives from the Washington Traffic 
Safety Commission (WTSC), WSP, the-Administrative Office of the Courts (AOC), the 
Washington State Department of Transportation (WSDOT), and the Department of 
Licensing (DOL). This group is known as the SECTOR Governance Committee. 

3. LEA Responsibilities. The LEA certifies that it operates computers to create vehicle 
collision reports, NOls, and NOCCs pursuant to federal, state, and local requirements using 
SECTOR Client. Under this Agreement the responsibilities of the LEA are: 

a. The LEA shall designate a Local SECTOR Administrator as the primary contact for 
SECTOR and who will receive SECTOR Administrator training. The Local SECTOR 
administrator shall: 

• Administer user accounts for LEA personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the change 
request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for LEA users and reviewers; 

• Update required LEA processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a work 
order for problem resolution and tracking. 

b. LEA support staff will install SECTOR Client software on LEA-owned equipment. The 
LEA will not share the SECTOR Client with others. 

c. The LEA acknowledges Appendix A Statement on Collision Records Data. The LEA 
certifies that it operates electronic equipment to create vehicle collision reports pursuant 
to federal, state and local requirements; and that it will not disclose collision data except 
in compliance with 23 U.S.C. §409, other federal law and state law. 

d. The LEA will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The LEA will make its electronic collision, NOi and 
NOCC reporting equipment and system secure and prevent unauthorized use. The LEA 
will ensure LEA SECTOR equipment maintains current virus checking software. If the 
LEA SECTOR equipment becomes infected, the LEA will take all necessary steps to 
remove the virus and assure the virus is not transmitted to the SECTOR server located 
at and maintained by WSP. 

e. LEA users and reviewers will transfer collisions, NOls, and NOCCs regularly and 
promptly. All LEA users and reviewers will adhere to training program detailed in 
Appendix B, SECTOR Governance Committee Training Policies. 

f. The LEA will be responsible for all required hardware and software purchases for the 
LEA use of the SECTOR Client application and the transmittal of collision reports, NO ls, 
and NOCCs to WSP, including LEA personnel, operating, maintenance, and data 
transmission costs. Any costs associated with the LEA interfacing with SECTOR 
BackOffice will be the responsibility of the LEA. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of WSP are: 

a. WSP will provide SECTOR Client software to the LEA at no charge. Maintenance of the 
SECTOR Client application is provided by WSP, including maintaining compliance with 
the business rules, data formats, and standardized collision report forms. WSP will 
provide the Web uniform resource locator (URL) address for connection to the SECTOR 
BackOffice application and security information to the Local SECTOR Administrator to 
assure client connectivity. WSP will provide a secure environment for collision, NOi, and 
NOCC data; and retain this data according to federal and state laws and regulations. 
WSP will also provide to the LEA any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of agency 
accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance Committee; 
provide notification of application modifications; transmit NOls and NOCCs to AOC; and 
transmit collision reports to DOT and DOL. 
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d. WSP reserves the right to review and approve LEA equipment security measures; and to 
suspend or withhold service until such matters are corrected to the reasonable 
satisfaction of WSP. This includes validation of current virus checking software 
packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist the 
LEA in resolving problems with the SECTOR application. This support is limited to 
resolutions for routine questions on the SECTOR Client application and processes, 
including troubleshooting and password resets, and using pre-defined policies and 
procedures. Items not immediately resolved by WSP will be moved to a higher level of 
support within WSP; this higher level of support is provided during regular business 
hours, Monday through Friday. 

5. Project Contacts. WSP and LEA points of contact for this Agreement are identified in 
Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact information 
contained in Appendix C, changes in this Agreement are not in effect unless agreed upon by 
both WSP and the LEA. However, the LEA agrees to comply with changes in data formats, 
report forms and other business rules as required by WSP. The LEA will be notified when 
any changes or updates to these requirements occur. The revising party shall notify the 
other party of any changes to Appendix C within five (5) business days of the change taking 
affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this Agreement, 
both parties shall comply with all federal and state nondiscrimination laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall be under 
the direct command and control of the Chief of WSP or designee and shall perform the duties 
required by this Agreement in a manner consistent with WSP policy and regulations, applicable 
state and local laws, and the Constitutions of the State of Washington and the United States. 
The assignment of personnel to accomplish the purpose of this Agreement shall be at the 
discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party from 
and against all claims suits and/or actions arising from any negligent or international act or 
omission of that party's employees, agents, and/or authorized subcontractor(s) while 
performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015 or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may terminate 
this Agreement by giving ninety (90) calendar days written notification of termination to the 
other party. If this Agreement is so terminated, the terminating party shall be liable only for 
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performance in accordance with the terms of this Agreement for performance prior to the 
effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be determined in 
the following manner. The Chief of the WSP shall appoint one member to the Dispute 
Board. The LEA shall appoint one member to the Dispute Board. The Chief of the WSP 
and the LEA shall jointly appoint an additional member to the Dispute Board. The Dispute 
Board shall evaluate the dispute and make a determination of the dispute. The 
determination of the Dispute Board shall be final and binding on the parties hereto. As an 
alternative to this process and if applicable, either of the parties may request intervention by 
the Governor, as provided by RCW 43.17.330, in which event the Governor's process will 
control. 

13. Order of Precedence. In the event of any inconsistency in the terms of this Agreement, 
unless otherwise provided herein, the inconsistency shall be resolved by giving precedence 
in the following order: applicable federal and state statutes and regulations; the terms and 
conditions contained in this Agreement; any other provisions of the Agreement, whether 
incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions agreed upon 
by the parties. No other understandings, oral or otherwise, regarding the subject matter of 
this Agreement shall be deemed to exist or bind any of the parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; and 
have the authority to enter into this Agreement. 

STATE OF WASHINGTON ERRACE POLICE 
w 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/22/09 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington State 
Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain statistical 
information about collisions. For the next thirty years WSP maintained a largely manual system 
for filing collision reports gener<?ted over approximately five-year periods. WSP also produced 
some limited statistical collision data, primarily fatality and accident rate summaries, using paper 
punch card technology. Analysis of collision data for highway safety purposes was not possible 
because Washington State did not have a uniform collision report; data on collision reports was 
primitive and inconsistent; collision reports were not coded by precise roadway location; and no 
computerized database system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create computerized 
collision databases in order to analyze the need for highway safety improvements; and to 
participate in federal programs to fund those improvements. These federal laws and their 
associated funding provided for states to adopt uniform collision reports containing detailed 
highway safety coding; and provided that information from these reports would be maintained in 
a computerized collision database with precise location coding of all collisions. These laws 
were implemented jointly by WSP and the Washington State Department of Transportation 
(WSDOT). Beginning in approximately 1970 WSP collected collision reports and entered the 
raw data into a computer. The data was then transferred to WSDOT for the creation of the 
collision database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw data into a 
computer, and the creation of the collision database remained unchanged until 1996. By this 
time the original WSP computer system used for data entry and storage and retrieval of collision 
records had become obsolete. An attempt to convert to an optical character recognition system 
was not successful. After an extensive discussion between WSP, WSDOT and the Washington 
State Office of Financial Management, the agencies concluded that functions related to the 
maintenance of copies of collision reports and computer input of raw collision report data could 
be most efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database required 
by federal law but also, pursuant to an interagency agreement with WSP, began entering all raw 
collision data into WSDOT's computer. Pursuant to this interagency agreement, WSDOT also 
began work to develop an electronic imaging system to store and retrieve copies of individual 
collision reports. This imaging system was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database will 
remain in effect until WSP, WSDOT and separate law enforcement agencies enter into a 
SECTOR Service Level Agreement to allow LEAs to file collision reports and transmit collision 
report data electronically to WSDOT. The Statewide Electronic Collision and Ticket Online 
Records (SECTOR) application was developed through a collaborative partnership that includes 
WSP, WSDOT, the Administrative Office of the Courts, the Department of Licensing, and local 
law enforcement agencies. SECTOR enables law enforcement officers to create electronic 
collision reports and other forms in the field, pursuant to federal, state and local requirements. 
This data is then transferred to a central database where it is available for review, analysis and 
reporting by law enforcement agencies. 
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The Department of Licensing is an agency of the State of Washington authorized by law (RCW 
46.52.030) to receive full access to collision reports for purposes of maintaining case records 
under RCW 46.52.120; for supplying abstracts of driving records under RCW 46.52.130; and to 
administer financial responsibility requirements when drivers are involved in traffic collisions 
under chapter46.29 RCW. To perform these functions, they must review collision reports that 
are filed by law enforcement agencies and citizens. 

23 U.S.C. §409 prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any occurrence at 
a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 [2003]). Accordingly, 
collision data may not be disclosed unless a requestor acknowledges that the data will not be 
used in any action for damages arising from any occurrence at a location mentioned in the 

· report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every LEA that elects to use SECTOR must designate one person (up to three) to attend a 

Governance Team sponsored SECTOR Training Course. This ensures that each LEA using 
SECTOR will have at least one individual who has received training through the Governance 
Team sponsored SECTOR Training Course. An LEA may send more than three 
officers/deputies to Governance Team sponsored SECTOR Training Course when 
additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training Course 
should assume responsibility for training other users within their LEA. 

3. Training courses conducted within an LEA must be coordinated with the SECTOR Training 
Coordinator. 

Training Recommendations 
1. Individuals conducting training within their LEA should be proficient with the SECTOR 

application prior to training additional users by using SECTOR for at least 90 days prior to 
conducting training. LEAs can request assistance from WSP or other agencies for training. 

2. LEAs must designate a SECTOR point-of-contact through whom all SECTOR support 
questions will come to the WSP help desk. This point-of-contact will most often be the 
LEA's designated Local SECTOR Administrator. For urgent SECTOR issues or questions 
during non-standard work hours SECTOR users may contact the WSP Information 
Technology Division Customer Services. 

3. Each LEA SECTOR User should receive training with the current version of the course 
materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training Course 
and are experienced in the use of SECTOR are encouraged to serve as trainers in future 
Governance Team sponsored SECTOR Training Courses or with other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the LEA's Local 
SECTOR Administrator. The Local SECTOR Administrator sends recommendations/ 
feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the LEA: 

Technical issues and change requests: 

Gary Knight, IT Manager 
(425) 744-6234 
gknight@ci.mlt.wa.us 

Service Level Agreement issues: 

Craig Mccaul, Commander 
(425) 670-8260, ext 4424 
cmccaul@ci28.mlt.wa.us 
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WSP Contract No. C110772GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington _State Patrol and the Mountlake 
Terrace Police Department is hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is . 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

John R. Batiste, Chief 

Date -

MOUNTLAKE TERRACE 
POLICE DEP ENT 

Date 



SECTOR Service Level Agreement 
Between 

Bothell Police Department 
And 

Washington State Patrol 

WSP No. C110773GSC 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington State 
Patrol (WSP) and the Bothell Police Department (Law Enforcement Agency or LEA). This 
Agreement defines roles and expectations in regard to the Statewide Electronic Collision 
and Ticket Online Records (SECTOR) processes including a method for resolving technical 
issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, or a 

collision reviewer's workstation. SECTOR Client software will be used to create and 
transmit electronic collision reports, notice of infractions (NOi), and notice of criminal 
citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts collision 
reports, NOls and NOCCs. The SECTOR BackOffice application coordinates updates to 
the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and NOCC data 
as collected either through SECTOR or on paper forms. These applications are under 
the control of a governing organization with representatives from the Washington Traffic 
Safety Commission (WTSC), WSP, the Administrative Office of the Courts (AOC), the 
Washington State Department of Transportation (WSDOT), and the Department of 
Licensing (DOL). This group is known as the SECTOR Governance Committee. 

3. LEA Responsibilities. The LEA certifies that it operates computers to create vehicle 
collision reports, NOls, and NOCCs pursuant to federal, state, and local requirements using 
SECTOR Client. Under this Agreement the responsibilities of the LEA are: 

a. The LEA shall designate a Local SECTOR Administrator as the primary contact for 
SECTOR and who will receive SECTOR Administrator training. The Local SECTOR 
administrator shall: 

• Administer user accounts for LEA personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the change 
request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for LEA users and reviewers; 

• Update required LEA processes with the parameters of SECTOR. 
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performance in accordance with the terms of this Agreement for performance prior to the 
effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be determined in 
the following manner. The Chief of the WSP shall appoint one member to the Dispute 
Board . The LEA shall appoint one member to the Dispute Board. The Chief of the WSP 
and the LEA shall jointly appoint an additional member to the Dispute Board . The Dispute 
Board shall evaluate the dispute and make a determination of the dispute. The 
determination of the Dispute Board shall be final and binding on the parties hereto. As an 
alternative to this process and if applicable, either of the parties may request intervention by 
the Governor, as provided by RCW 43.17.330, in which event the Governor's process will 
control. 

13. Order of Precedence. In the event of any inconsistency in the terms of this Agreement, 
unless otherwise provided herein, the inconsistency shall be resolved by giving precedence 
in the following order: applicable federal and state statutes and regulations; the terms and 
conditions contained in this Agreement; any other provisions of the Agreement, whether 
incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions agreed upon 
by the parties. N0 other understandings, oral or otherwise, regarding the subject matter of 
this Agreement shall be deemed to exist or bind any of the parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; and 
have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL BOTHELL POLICE DEPARTMENT 

llUI~~ lf- '1- 11 
Signature Date 

Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/22/09 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington State 
Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain statistical 
information about collisions. For the next thirty years WSP maintained a largely manual system 
for filing collision reports generated over approximately five-year periods. WSP also produced 
some limited statistical collision data, primarily fatality and accident rate summaries, using paper 
punch card technology. Analysis of collision data for highway safety purposes was not possible 
because Washington State did not have a uniform collision report; data on collision reports was 
primitive and inconsistent; collision reports were not coded by precise roadway location; and no 
computerized database system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create computerized 
collision databases in order to analyze the need for highway safety improvements; and to 
participate in federal programs to fund those improvements. These federal laws and their 
associated funding provided for states to adopt uniform collision reports containing detailed 
highway safety coding; and provided that information from these reports would be maintained in 
a computerized collision database with precise location coding of all collisions. These laws 
were implemented jointly by WSP and the Washington State Department of Transportation 
(WSDOT). Beginning in approximately 1970 WSP collected collision reports and entered the 
raw data into a computer. The data was then transferred to WSDOT for the creation of the 
collision database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw data into a 
computer, and the creation of the collision database remained unchanged until 1996. By this 
time the original WSP computer system used for data entry and storage and retrieval of collision 
records had become obsolete. An attempt to convert to an optical character recognition system 
was not successful. After an extensive discussion between WSP, WSDOT and the Washington 
State Office of Financial Management, the agencies concluded that functions related to the 
maintenance of copies of collision reports and computer input of raw collision report data could 
be most efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database required 
by federal law but also, pursuant to an interagency agreement with WSP, began entering all raw 
collision data into WSDOT's computer. Pursuant to this interagency agreement, WSDOT also 
began work to develop an electronic imaging system to store and retrieve copies of individual 
collision reports. This imaging system was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database will 
remain in effect until WSP, WSDOT and separate law enforcement agencies enter into a 
SECTOR Service Level Agreement to allow LEAs to file collision reports and transmit collision 
report data electronically to WSDOT. The Statewide Electronic Collision and Ticket Online 
Records (SECTOR) application was developed through a collaborative partnership that includes 
WSP, WSDOT, the Administrative Office of the Courts, the Department of Licensing, and local 
law enforcement agencies. SECTOR enables law enforcement officers to create electronic 
collision reports and other forms in the field, pursuant to federal, state and local requirements. 
This data is then transferred to a central database where it is available for review, analysis and 
reporting by law enforcement agencies. 
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The Department of Licensing is an agency of the State of Washington authorized by law (RCW 
46.52.030) to receive full access to collision reports for purposes of maintaining case records 
under RCW 46.52.120; for supplying abstracts of driving records under RCW 46.52.130; and to 
administer financial responsibility requirements when drivers are involved in traffic collisions 
under chapter 46.29 RCW. To perform these functions, they must review collision reports that 
are filed by law enforcement agencies and citizens. 

23 U.S.C. §409 prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any occurrence at 
a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 [2003)). Accordingly, 
collision data may not be disclosed unless a requestor acknowledges that the data will not be 
used in any action for damages arising from any occurrence at a location mentioned in the 
report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every LEA that elects to use SECTOR must designate one person (up to three) to attend a 

Governance Team sponsored SECTOR Training Course. This ensures that each LEA using 
SECTOR will have at least one individual who has received training through the Governance 
Team sponsored SECTOR Training Course. An LEA may send more than three 
officers/deputies to Governance Team sponsored SECTOR Training Course when 
additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training Course 
should assume responsibility for training other users within their LEA. 

3. Training courses conducted within an LEA must be coordinated with the SECTOR Training 
Coordinator. 

Training Recommendations 
1. Individuals conducting training within their LEA should be proficient with the SECTOR 

application prior to training additional users by using SECTOR for at least 90 days prior to 
conducting training. LEAs can request assistance from WSP or other agencies for training. 

2. LEAs must designate a SECTOR point-of-contact through whom all SECTOR support 
questions will come to the WSP help desk. This point-of-contact will most often be the 
LEA's designated Local SECTOR Administrator. For urgent SECTOR issues or questions 
during non-standard work hours SECTOR users may contact the WSP Information 
Technology Division Customer Services. 

3. Each LEA SECTOR User should receive training with the current version of the' course 
materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training Course 
and are experienced in the use of SECTOR are encouraged to serve as trainers in future 
Governance Team sponsored SECTOR Training Courses or with other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the LEA's Local 
SECTOR Administrator. The Local SECTOR Administrator sends recommendations/ 
feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the LEA: 

Technical issues. and change requests: 

Brent Meyer, IS Applications Analyst 
( 425) 489-3377 ext. 5506 
brent. meyer@ci. bothell. wa. us 

Service Level Agreement issues: 

Denise Langford, Captain 
(425) 487-5561 
denise.langford@ci.bothell.wa.us 
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WSP Contract No. C110773GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract b.etween the Washington State Patrol and the Bothell Police 
Department is hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

0 John RB;;;,_ 
Date I T Date 



WSP No. C110777GSC 

SECTOR Service Level Agreement 
Between 

City of East Wenatchee 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Attorney for the City of East Wenatchee (acting as 
prosecutor in the East Wenatchee Municipal Court), referred to hereafter as the 
Agency. This Agreement defines roles and expectations in regard to" the Statewide 
Electronic Collision and Ticket Online Records (SECTOR) processes including a 
method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NO ls and NOCCs. The SECTOR BackOffice application· 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
. NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR <;;lient. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• · Accept modifications· to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A, Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
· for the Agency use of the SECTOR Client application and the transmittal of 

collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR clien_t to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 
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c. WSP wiU provide a change request/control prqcess; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NO ls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
lim..ited to resolutions for routine questions on the SECTOR Client application and 
pro_cesses, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C. Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and ottier business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP poHcy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend; protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this . 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and.conditions contained in this Agreement; any other 
provisions of the Agreement; whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand. this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
W HINGTON STATE PATROL 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 

· (2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX 8 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to·Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 

. other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials· 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 

SECTOR User Agreement- April 2010 Page 7 



APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Joel Rankin 
, (509) 663-7000 

joelr@keymethosd.net 

Service Level Agreement issues: 

Devin Poulson, Prosecuting Attorney 
(509) 884-9515 ext 116 
dpoulson@east-wenatchee.com 
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WSP Contract No. C110777GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the City of ast 
Wenatchee is hereby amended as follows: 

a. In accordance with ·section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

CITY OF EAST WENATCHEE 

fz~tJL 
Signature 

Date 
I /n/; ~ 

t J 



WSP Contract No. C110778GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the City of Pasco is 
hereby amended as follows: 

a. In accordance with Section 11 , the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~ John R. Batiste, Chief 

7/0,)\' 
Date 

CITY OF PASCO 

Date 



WSP No. C110780GSC 

SECTOR Service Level Agreement 
Between 

City of Port Angeles 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Attorney for the City of Port Angeles (acting as 
prosecutor for the City of Port Angeles in Clallam County District Court), referred to 
hereafter as the Agency. This Agreement defines roles and expectations in regard to 
the Statewide Electronic Collision and Ticket Online Records (SECTOR) processes 
including a method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B. SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 
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c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into thi_s Agreement. 

STATE OF WASHINGTON CITY OF PORT ANGELES 
w 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Bill Creasey, IT 
(360) 417-4515 
bcreasey@cityof PA. us 

Service Level Agreement issues: 

Dennis Dickson, Assistant City Attorney 
(360) 417-4532 
ddickson@cityof PA. us 
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WSP Contract No. C110780GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the City of Port 
Angeles is hereby amended as follows: 

a. In accordance with Section 11 , the period of performance of this Contract is 
extended unti l terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in ful l force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute th is Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

hnR.B:Z«s-
Date 

CITY OF PORT ANGELES 

Signature 

£ti tll_s-
Date r I 



WSP No. C110781 GSC 

_SECTOR Service Level Agreement 
Between 

City of Algona 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Attorney for the City of Algona (acting as prosecutor for 
the City of Algona under the Algona Municipal Code), referred to hereafter as the 
Agency. This Agreement defines roles and expectations in regard to the Statewide 
Electronic Collision and Ticket Online Records (SECTOR) processes including a 
method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A. Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B. SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 
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c. WSP will provide a change requesUcontrol process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until-termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agree~nt. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
W ATROL 

Signature Date '5/ 21/ I 1 

ibt /0 Lvo;l/s /I, 5," r 0 fcp/"\ 
Printed Name and Title ' 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law ( currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. · 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibilit'y requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for .damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not. be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIXB 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

. Technical issues and change requests: 

Aaron Walls, Prosecutor 
(206) 601-8288 
Aaron@thewallslawfirm.com 

Service Level Agreement issues: 

Aaron Walls, Prosecutor 
(206) 601-8288 
Aaron@thewallslawfirm.com 

SECTOR User Agreement- April 2010 Page 8 



WSP Contract No. C110781GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the W ashington State Patrol and the City of Algona is 
hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

CITY OF ALGONA 

~ 

Signature 

Date 



WSP No. C110782GSC 

SECTOR Service Level Agreement 
Between 

City of Orting 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Attorney for the City of Orting (acting as prosecutor for 
the City of Orting in the Orting Municipal Court), referred to hereafter as the Agency. 
This Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A, Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 
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c; WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the rea~onable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and· regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this . 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 

. Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

Sig~ re ,f 

~~c:d,IILL~~~~~ ~ -'{ i O ~ 0, It~ 
!/ Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law ( currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
Thes~ federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already exi?ting collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Aaron Walls, Prosecutor 
(206) 601-8288 
Aaron@thewallslawfirm.com 

Service Level Agreement issues: 

Aaron Walls, Prosecutor 
(206) 601-8288 
Aaron@thewallslawfirm.com 
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WSP Contract No. C110782GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the City of Orting is 
hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

CITY OF ORTING 

c;~ -
Signature ~ 
Date 



l WSP No. C110783GSC 

SECTOR Service Level Agreement 
Between 

City of Burien. 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Attorney for the City of Burien (acting as prosecutor for 
the City of Burien under the Burien Municipal Code), referred to hereafter as the 
Agency. This Agreement defines roles and expectations in regard to the Statewide 
Electronic Collision and Ticket Online Records (SECTOR) processes including a 
method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
WASHINGTON STATE ATROL 

CITY OF BURIEN 

Signature 

~r..n~...ft~~(L,._.f_,44:,tX,l:Z;r..L.ill~~~ame L!,,d~ if. 7 

Date '5/'7. '"J/ 1 f 

{)(oScct.d&-r, , 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 

SECTOR User Agreement- April 2010 Page4 



APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law ( currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003; 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR se·rvice Level Agreement to allow Agencies to file collision reports and 

· transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Aaron Walls, Prosecutor 
(206) 601-8288 
Aaron@thewallslawfirm.com 

Service Level Agreement issues: 

Aaron Walls, Prosecutor 
(206) 601-8288 
Aaron@thewallslawfirm.com 
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WSP Contract No. C 110783GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the City of Burien is 
hereby amended as follows: 

a. In accordance with Section 11, the period of performance of this Contract is 
extended until terminated sooner as provided in the Agreement. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

CITY OF BURIEN 

Date 



Contract Notifications - Multiple (See Attached List) 

External Contract 

Comments 

Yes 

Non-financial agreement. 

Amendment extends the end 

date indefinitely 

BFS Grants & Contracts M anager Approved Yes 

BFS Budget Analyst Name Shawn Eckhart 

Allotment Needed 

Unanticipated Receipt Needed 

Type of Receipt 

BFS Budget M anager Approved 

Encumber Contract 

BFS Fiscal Analyst Name 

Yes 

BFS Accounting Manager Approved Yes 

BFS FSP Manager Approved Yes 

BFS Administrator Approved Yes 

Questions 

Distribute Executed Copies To: 

Attachments SECTOR list.xlsx 

Version: 4.0 
Created at 5/10/2016 4:22 PM by Cline, Karen (WSP) 
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Contract Numbe( Vendor Name contact Name Phone Numbe( E-Mail Address City State Zip 

C090871GSC-l Washinf(lon State Deportment of Fish and Wildlife Lieutenant John McIntosh 360-902-2346 Jo~n.i',,1clnt9sh_(a)dfw.]N<1,F.9V 600 Copita l Way North Olympia WA 98S0l 

C090873GSC-l lssaQuah Police Oep3rtment Commandc( Stan ConrJd 42S 837-3200 rur:ic(a)ci. iss.1t1u3h.wa.us. PO Box 1307 Issaquah WA 98027 

C090874GSC-1 Sbmani,1 County Shc(iff's Office Chief Criminal Deoutv P:it Bond 509-427-9490 ~tb@.__co.skmania.wa~1:JS PO Box 790 Stevenson WA 98648 
C090875GSC-1 Centralia Police Department Services. Commandc( John 8o(cn 360-330-7680 iborenf@citvofcentralia.com PO Box609 Centralia WA 98351 

C090876GSC-l Snoqualmie Police Department Chief of Pol ice James K. Schaffer 425-888-3333 jgh_affer@_d_~_l)OO',.l_almie.wa.us 34825 SE DouRlas Street Snoqualmie WA 98065 

C0908TTG5C-l C~n~ Police Department CommJnde( Rick Campbell 509-498-9285 r~ mobellr@citvofchenev..on:r 215 G Street Cheney WA 99004 

C090878GSC-1 Pend Oreille County Sheriffs Office Inspector Alan Botzhcim 509-447-1901 Abotzheim®~ndorcllle.orQ: PO Box 507S Newport WA 99156 

C090879GSC-1 Battre Ground Police Department lieutenant Roy Butler 360-342-5200 rQv.butlert@ci.battle.:&_rou_nd.wa.us 507 SW 1st Street 8'lttle Ground WA 98604 

C090881GSC-1 Airway Heights. Police Department Sergeant Robert Sw;:m 509-244-3707 rswan(a)~wh.of_g 1208 S Lundstrom Street Airway Hci~ht:; WA 99001 

C090882G5C-1 Kitsap County Sheriffs Office Lieutenant John Sprague 360-337-4905 ~~@_c_o.kJts.:i~.wa.vs 614 Oivlson Street Port Orchard WA 98366 

C090883GSC-1 Pullman Police Department Commander Chris Tennont 509-334--0802 ~J')_ris.te1Jnant@~ulll'l)gn•wa__.&9v 325 SE Par.id isc Street Pullman WA 99163 

C090976GSC-l Monroe Police Department Administrative Director Debbie Willis 360-863-4579 dwillis@ci .moMoe.wa.us 818 W Main Street Monroe WA 98272 

C0909TTGSC-1 Chelan County Sheriff's Office Lieutenant Kent Si~son 509-667-6337 ~~Qt.slss_on~o_.d__lelan.wa__.us 401 Washington Street, 1st Level Wenatchee WA 98801 

C090978GSC-1 Kelso Police Department Mr. Ed Nelson 360-423-1270 .k112en_@!<elso,.,q_v PO Box935 Kelso WA 98626 

C090979GSC-1 Walla Walla County Sheriffs Office Captain Bill White 509-524-5400 b_whit~@l:_o."@)_l_a-walla_.~.u~ 240 W Alder Street Walla Walla WA 99362 

C090981G5C-1 lsl;:ind County Sheriffs Office Sergeant Rick Norrie 360-678-78TT ri5=~_n_@..co .i~la_nd_~~a.us PO Box5000 Coupeville WA 98239 

C090982GSC-l Mount Vernon PoHce Department lieutenant Greg Booth 360-336-6273 li?:regb@mountvcrnonwa_.£Ov 1805 Continental Place Mount Vernon WA 98273 

C090983GSC-1 camas Police Department Coptain Shyla Nelson 360-817-1S24 snclsol)@_cj.camas.wa.us 2100 NE 3rd Avenue Comas WA 98607 

C090984GSC-l Pacific Police Department Detective Steven Churchel 253-929-1130 schurchelf@ci.aacific.wa.us 100 3rd Avenue SE Pacific WA 98047 

C090985GSC·l Ok.,nogan County Sheriffs Office Undersheriff Joe Somday S09-422-7200 isomd_;i_y_@_cp_._Q.k3Q01@!1_._~a.us 149 N 4th Avenue Oic.,nogan WA 98840 

C090986GSC-l West Richland Police Department Scrge;:int Scott Bravo 509-967-3425 srb~e~richl~nd.orli?: 3801 W Van Giesen Street West Richland WA 993S3 

C090987GSC-1 Whitman County Sheriffs Office Mr. Rick McN.1nnany 509-397-6266 rickm_@.co.whi!_man.w_a,!.us PO Box470 Colfax WA 99111 

C090988GSC-l 81.ainc Police Department Ms. Lisa Moeller 360-332-6769 lr:r)_o_ellcr@.£I~_p-~1Jine_.coi:n_ 322 H Street Blaine WA 98230 

C090989GSC-l North Bonneville Police Dep;:irtment Chief Divin Owens 509-427-40SO cal_@&!>(Re.ne_t PO Box7 North Bonneville WA 98639 

C090990GSC-l Lewis Cou nty Sheriff's Office Chief Criminal Deputy Gene Scibcr 360-740-1341 gene.seiber@lewis_coun~a.r._ov 345 West Main Street Chehalis WA 98532 

C091019GSC·l Kirkland Police Department Capr.ain Gene Markle 425-S87-3406 Gr)"larkle_@Q:_ki rkland.Y!;J .US 123 5th Avenue Kirkland WA 98033 

C091020GSC-l A.satin Police Department Chief Bill Ocrbonne 509-243-4411 2sotinchicf@c:,bleonc.net PO Box S17 Asotin WA 99402 

C091021GSC-l Bremerton Police DepJrtment Chief Cr.i ig Rogers 360-473-S220 ~raig.rol:!ers(ci)ci.br_cmerton.wa.l,!S 1025 Burwell Street Bremerton WA 98337 

Cl00086GSC-l Jefferson County Sheriff's Office sergeant Andy PcrnsteinN 360-38S-383l a~,:nstginer(u)co.icfl_crs_!,'.)_n.wa_:_ll.S 79 Elkins Road Port Hadlock WA 9S339 

C100087GSC-1 Lynden Police Department Support Services Manager Marilyn Wyss 360-354-2828 I w,:ss_,:r:,_@.lynde_nwa.orn 203 19th Street Lynden WA 93264 

C100144GSC-1 ~lnbridp,e Island Police Depo rtment Admlnistrative Lieutenant Sue Schultz 206-842-5211 s5t;huJ.tz.@.c_i_.pain!Jrid_pg-isLw;i.us 625 Winslow Woy E 8'linbridgc Island WA 9S110 

C100145GSC-1 Fcder.11 W;:iy Police Department Civilion Operations Manager CJ.thy Schrock 253-835-6850 ~athv..schroc~@.__c~offe_9eralway.CQ.r:i} PO Box9718 Feder.ii Way WA 98063-9718 

Cl00222GSC-1 Aberdeen Police Department Seq~cant Tom Schmidt 360-538-4444 tschmidt(a)aodinfo.com 210 E Market Street Aberdeen WA 98520 

Cl00311GSC-l Poulsbo Police Department Sen~c.int Howard Lemming 360-779-3113 hlcmming@_c_i;y_ofppulsb_o_._t;_i;>m PO Box9S Poulsbo WA 98370 

C100312GSC-l Tieton Police Department Chief Jeff Ketchum 509-673-0200 ~ieton601~@c~ntu!'Y_!gl.net PO Box 357 Tieton WA 98947 
Cl00313GSC-l Tukwila Police Department Chief David W. Haynes 206-433-1808 6200 Southcenter Boulcv.Jrd Tukwila WA 93138 

Cl00375GSC·l Wallo Walla Police Department Ms. Patty Blakely S09-524-4377 Qbla kely_@ci.walla-walla.wa._us PO Box478 Walla Walla WA 99362 

Cl00393GSC-l Ska~it County Sheriff's Office Chief Deputy Tom Molitor 360-336-94S0 600 S 3rd Street #100 Mount Vernon WA 98273 

C100470GSC-l Arlington Police Department Mr. Seth Kinney 360-403-3400 ski l)ney_~linR.1:0,:i~.g_ov 23S N Olympic Avenue Arlington WA 98223 

Cl00471GSC-1 Coulee Dam Police Dep;:irtmcnt Chief Pat. A. Collins 509-633-1234 fd_pd50l@coulcedam.q!J! 300 Lincoln Avenue Coulee Dam WA 99116-1434 

C100473GSC-1 Marysville Police Department Comm;:inder Robert L:Jmoureux 360-363-8314 1635 Grove Street Marysville WA 98270 

C100474GSC-1 Steilacoom Police Department Scrp;cant Joshua Billings 253-S79-8000 jpshua.billinv,~~i.steilicO:()m.wa.us 601 Main Street Steilacoom WA 98388 

C100S78GSC-l Ruston Police Department Chief Jeremy Kinkel 253-761-0272 lcrcrryy_._~_unkel@_t_o_wn.9_frl,!5J:On.org 5117 N Winnifred Street Ruston WA 98407 

C100641GSC-l Covington Police Department Chief Kevin Klason 253-638-1110 ~(JVil)_~k l~~n@_kl&,~OUl)!,y.R_OV 16720 SE 271st Street, Suite 100 Covington WA 98042 

C100642GSC-1 North Send Police Department Chief Mark Toner 425-888-4438 m;:irk.tonec:_@_kingcounty .11,ov lSSO Boalch Avenue NW North Bend WA 9804S 

Cl00726GSC-1 Snohomish County Sheriff's Office Deputy Willlam Tcr.Vecn 42S-388-3829 william.ter•vecnf@snoco~ 3000 Rockefeller Avenue Everett WA 98201 

C100781GSC-l Brier Police Department Chief Donald E. Lane 425-TTS-5452 dlanc@.__cib(ier.w:i.us 2901228th Street SW Brier WA 98036 

C100782GSC-1 Coupeville Police Department Town Marshal David Penrod 360-678-4461 pa_ul_ol)e_~h_i~__y_~ryct PO Box 725 Coupeville WA 98239 

Cl00784GSC-1 Granite Fall~ Police Department Records Specialst Paula Hutcheson 360-691-6611 p_cro_uch@gr.Jn_i~g:f;tlls.Q.olic~ . .Q!R PO Box64 Granite Falls WA 98252 

Cl00785GSC-l Lynnwood Police DepJrtment Deputy Chief Karen Manser 425-670-5602 ~m;inser(o)ci.lvnnw09(1.wJ.us PO Box5008 Lynnwood WA 98046-5008 

Cl00786GSC-1 MIii Creek Police Department Support Services Manager Robin Swanson 425-921-5716 rob_i_Q_@ci_tvofmillcre$'k.com 15728 Main Street Mill Creek WA 98012 

Cl00794GSC-l Chewelah Police Dep.irtment Officer Ryan Pankey 509-935-6555 Rv.1no;,inkev_(@Volhoo.com PO Box2S8 Chewelah WA 99109 

Cl00809GSC-l La kewood Police Department Lieuten;:mt Alex Kasuske 253-830-S0OO akasus_~~_@Q_tyg_fl;ik_cwood.u~ 6000 Ma in Street SW La kcwood WA 98499 

C100827GSC-l Quincy Police Department Officer Sto(my Baughman 509-787-4718 sba l!.~h man ~..Qd .orQ! PO Box426 Quincy WA 98848 

Cl00854GSC-1 Ephr.it:1 Pollce Department Chief Mike Warren 509-754-2491 mwarren@£Qh9tl.OIJ'. 121 Alder Street SW Ephrata WA 98823 
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WSP Contract No. C 110829GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Bellingham Police 
Department is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail : sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

BELLINGHAM POLICE DEPARTMENT 

Signature 

Date 
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WSP No. C120470GSC 

SECTOR Service Level Agreement 
Between 

Department of Natural Resources 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Department of Natural Resources (a limited authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington), referred to hereafter as the Agency. This Agreement defines 
roles and expectations in regard to the Statewide Electronic Collision and Ticket 
Online Records (SECTOR) processes including a method for resolving technical 
issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to. 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2016, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON DEPARTMENT OF NATURAL 

RESOURCES _ - . -~ ~ 
~7/< ~!? lt.2-s · re 

Date 

~ l<-8-k!E_ ;:' L ·b<1~-l2 
Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the GOllision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 

SECTOR User Agreement- April 201 O Page6 



APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Jarrod Nordloh, Radio Tech 
(360) 584-3437 
jarrod.nordloh@dnr.wa.gov 

Service Level Agreement issues: 

Officer Jason Bodine 
(360) 628-6930 
jason. bodine@dnr.wa.gov 
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WSP Contract No. C120470GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Washington State 
Department of Natural Resources is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix c,· Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

WASHINGTON STATE DEPARTMENT OF 
NATURAL RESOURCES 

Date 



WSP No. C120472GSC 

SECTOR Service Level Agreement 
Between 

Sequim Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Sequim Police Department (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington ), referred to hereafter as the Agency. 
This Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A, Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law . 

. d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to th8' Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state non'discrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2016, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member tot.he Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided.herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
W~ TON STATE PATROL 

SEQUIM POLICE DEPARTMENT 

Sig Signature Date 

- l,JI.t.l .. .'Z/tM l):L UeJ!)J],:,::J C iN,£-f .,f .f'c, t.7-d 
Printed 't e and Title ~~ Printed Name and Title 

APPROVED BY THE OFFIC~F THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

· Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Steve Rose, IT Manager 
(360) 681-3421 
srose@sequimwa.gov 

Service Level Agreement issues: 

Anthony Graham, Officer 
(360) 683-7227 
agraham@ci.sequim.wa.us 
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WSP Contract No. C120472GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Sequim Police 
Department is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

" ,...c o✓t C 
Date 

SEQUIM POLICE DEPARTMENT 

!Jd~ .LJ~ 
Signature c H:r£-r, s~ ~ a.cd-

Date 



WSP Contract No. C120472GSC 
Amendment 2 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Sequim Police 
Department is hereby amended as follows: 

a. Appendix C, Section 1 Project Contacts for the Sequim Police Department: 

Technical issues and change requests: 
Anthony Martin, IT Program Manager 
(360) 582-2444 
amartin@sequimwa.gov 

Service Level Agreement issues: 
Devin McBride, Detective 
(360) 582-5723 
dmcbride@seg_uimwa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

Date 

SEQUIM POLICE DEPARTMENT 

Signature 



WSP No. C120474GSC 

SECTOR Service Level Agreement 
Between 

Kittitas Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Kittitas Police Department (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington ), referred to hereafter as the Agency. 
This Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. · 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change requesUcontrol process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2016, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. · 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations;. the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 

SECTOR User Agreement- April 2010 Page 5 



the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1'. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Chris Taylor, Officer 
(509) 201-0364 
kpd403@cityofkittitas.com 

Service Level Agreement issues: 

David Anderson, Officer 
(509) 929-4340 
kpd402@cityofkittitas.com 
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WSP Contract No. C120474GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Kittitas Police 
Department is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON KITTITAS POLICE DEPARTMENT 
WASHINGTON STATE JROL 

Date 



WSP No. C120554GSC 

SECTOR Service Level Agreement 
Between 

City of Federal Way 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Attorney for the City of Federal Way (acting as 
prosecutor for the City of Federal Way in the Federal Way Municipal Court), referred 
to hereafter as the Agency. This Agreement defines roles and expectations in regard 
to the Statewide Electronic Collision and Ticket Online Records (SECTOR) 
processes including a method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; . 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

SECTOR User Agreement-April 2010 Page 2 



c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2016, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination . 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional · 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise . 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

CITY OF FEDERAL WAY STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~ .:Y,,~ 2 
Signature ate 

-L:i.J~__f::b.Zck~~~~~~v-=-~110 N l/,v:vrl~M) Gfy fllw~ 
Printed Name and Title / 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Append ix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Servlce Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent · 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 

SECTOR User Agreement- April 201 O Page 7 



APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Thomas Fichtner, IT Manager 
(253) 835-2561 
Thom as. fichtner@cityoffederalway.com 

Service Level Agreement issues: 

Tonia Proctor, Lead Paralegal 
(253) 835-2561 
Tonia. proctor@cityoff ederalway. com 
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WSP Contract No. C120554GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Federal Way 
Prosecuting Attorney's Office is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

CITY OF FEDERAL WAY 

AIV''/ JoPUl~U-1 CAY ATlbP-Nfj 

~/11/Jv 
Date 1 1 



WSP No. C120555GSC 

SECTOR Service Level Agreement 
Between 

City of SeaTac 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Attorney for the City of SeaTac (acting as prosecutor for 
the City of SeaTac in the SeaTac Municipal Court), referred to hereafter as the 
Agency. This Agreement defines roles and expectations in regard to the Statewide 
Electronic Collision and Ticket Online Records (SECTOR) processes including a 
method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 
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c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless .. Each party shall defend, protect and hold harmless the other party 
from and,against all.claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2016, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination . 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless. otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
W INGTON STATE PATROL 

¢1.:, 
Date Signature 'Date ' 

~~~~'L-.Jr.dM.tz!ft~C'U~T ~~~dN0.~f;19t1 ~ci« 
APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Append ix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Departme,nt of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Mike Butay, IT Technician 
(206) 973-4888 
mbutay@ci.seatac.wa.us 

Service Level Agreement issues: 

Cindy Corsilles, Prosecutor 
(206) 973-4630 
ccorsilles@ci.seatac.wa.us 
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WSP Contract No. C120555GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the SeaTac 
Prosecuting Attorney's Office is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

Date 

SEATAC PROSECUTING 
ATTORNEY'S OFFICE 

Date 



WSP No. C120556GSC 

SECTOR Service Level Agreement 
Between 

Eastern Washington University Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Eastern Washington University Police Department (a 
General authority Washington law enforcement agency as defined in Section 
10.93.020 of the Revised Code of Washington), referred to hereafter as the Agency. 
This Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR Back Office will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change requesUcontrol process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2016, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination . 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein , the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
w 

EASTERN WASHINGTON 
UNIVERSITY POLICE DEPARTMENT 

-~~ .3-1~~12-
Signature 

I • L. WAL,~1..S-. 
Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision.reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requestor 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Dave Stewart, LE IT Tech 
(509) 359-2072 
dstewart@ewu.edu 

Service Level Agreement issues: 

Quincy Burns, Detective 
(509) 370-5190 
eburns@ewu.edu 

11AR 1 02012 
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WSP Contract No. C120556GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Eastern 
Washington University Police Department is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

~'l?At~tl 
Date ~ V 

EASTERN WASHINGTON UNIVERSITY 
POLICE DEPARTMENT 

4JJ4'~ 
Signature 

Date 



WSP No. C120557GSC 

SECTOR Service Level Agreement 
Between 

Klickitat County Sheriff's Office 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Klickitat County Sheriff's Office (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington), referred to hereafter as the Agency. This Agreement defines 
roles and expectations in regard to the Statewide Electronic Collision and Ticket 
Online Records (SECTOR) processes including a method for resolving technical 
issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

. g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2016, or uhtil termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board . The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations ; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON KLICKITAT COUNTY SHERIFF'S 
W PATROL OFFIC 

Si D~e Date 

_-ar c~~ ~ ;J~IJ~le~n~e.~ l"'.\~K_,l~ll~: t>~_U_tl~ d.f~r~5h_~_r ;_4 __ _ 
"Printed N e and Title ~ J Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer sysfem used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision.reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was 'developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requester 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator: For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Pat Kaley, Chief Criminal Deputy 
(509) 773-4455 
patk@co. klickitat. wa. us 

Service Level Agreement issues: 

Pat Kaley, Chief Criminal Deputy 
(509) 773-4455 
patk@co. klickitat. wa. us 
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WSP Contract No. C120557GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Klickitat County 
Sheriffs Office is hereby amended as fol lows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agieements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

Date 

KLICKITAT COUNTY SHERIFF'S OFFICE 

~ 
Signature 

Date 



1 WSP No. C120558GSC 

SECTOR Service Level Agreement 
Between 

Des Moines Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Des Moines Police Department (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington), referred to hereafter as the Agency. This Agreement defines 
roles and expectations in regard to the Statewide Electronic Collision and Ticket 
Online Records (SECTOR) processes including a method for resolving technical 
issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

SECTOR User Agreement- April 2010 Page 1 



• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2016, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON DES MOINES POLICE DEPARTMENT 

Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requestor 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 

FEB 2 8 2012 

SECTOR User Agreement- April 2010 Page 6 



APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users m~y 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency:· 

Technical issues and change requests: 

Dale Southwick, Technology Manager 
(206) 870-6545 
dsouthwick@desmoineswa.gov 

Service Level Agreement issues: 

Bob Crane, Patrol Officer 
(206) 870-7624 
bcrane@desmoineswa.gov 
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WSP Contract No. C120558GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Des Moines 
Police Department is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976-
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

DES MOINES POLICE DEPARTMENT 

Date 



SECTOR Service Level Agreement . 
Between 

. Republic Police Department 
And 

Washington State Patrol 

WSP No. C120716GSC 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington State 
Patrol (WSP) and the Republic Police Department (Law Enforcement Agency or LEA). This 
Agreement defines roles and expectations in regard to the Statewide Electronic Collision 
and Ticket Online Records (SECTOR) processes including a method for resolving technical 
issues. 

2. Description of SECTOR. SECTOR has three primary.parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, or a 

collision reviewer's workstation. SECTOR Client software will be used to create and 
transmit electronic collision reports, notice of infractions (NOi), and notice of criminal 
citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts collision 
reports, NOls and NOCCs. The SECTOR BackOffice application coordinates updates to 
the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and NOCC data 
as collected either through SECTOR or on paper forms. These applications are under 
the control of a governing organization with representatives from the Washington Traffic 
Safety Commission (WTSC), WSP, the Administrative Office of the Courts (AOC), the 
Washington State Department of Transportation (WSDOT), and the Department of 
Licensing (DOL). This group is known as the SECTOR Governance Committee. 

3. LEA Responsibilities. The LEA certifies that it operates computers to create vehicle 
collision reports, NOls, and NOCCs pursuant to federal, state, and local requirements using 
SECTOR Client. Under this Agreement the responsibilities of the LEA are: 

a. The LEA shall designate a Local SECTOR Administrator as the primary contact for 
SECTOR and who will receive SECTOR Administrator training. The Local SECTOR 
administrator shall: 

• Administer user accounts for LEA personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the change 
request process; 

• Manage the connection(s) needed tp move data between SECTOR Client to 
SECTOR BackOffice applications; 

.• Provide support for LEA users and reviewers; 

• Update required LEA processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a work 
order for problem resolution and tracking. 

b. LEA support staff will install SECTOR Client software on LEA-owned equipment. The 
LEA will not share the SECTOR Client with others. 

c. The LEA acknowledges Appendix A. Statement on Collision Records Data. The LEA 
certifies that it operates electronic equipment to create vehicle collision reports pursuant 
to federal, state and local requirements; and that it will not disclose collision data except 
in compliance with 23 U.S.C. §409, other federal law and state law. 

d. The LEA will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The LEA will make its electronic collision, NOi and 
NOCC reporting equipment and system secure and prevent unauthorized use. The LEA 
will ensure LEA SECTOR equipment maintains current virus checking software. If the 
LEA SECTOR equipment becomes infected, the LEA will take all necessary steps to 
remove the virus and assure the virus is not transmitted to the SECTOR server located 
at and maintained by WSP. 

e. LEA users and reviewers will transfer collisions, NO ls, and NOCCs regularly and 
promptly. All LEA users and reviewers will adhere to training program detailed in 
Appendix 8 1 SECTOR Governance Committee Training Policies. 

f. The LEA will be responsible for all required hardware and software purchases for the 
LEA use of the SECTOR Client application and the transmittal of collision reports, NO ls, 
and NOCCs to WSP, including LEA personnel, operating, maintenance, and data 
transmission costs. Any costs associated with the LEA interfacing with SECTOR 
BackOffice will be the responsibility of the LEA. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of WSP are: 

a. WSP will provide SECTOR Client software to the LEA at no charge. Maintenance of the 
SECTOR Client application is provided by WSP, including maintaining compliance with 
the business rules, data formats, and standardized collision report forms. WSP will 
provide the Web uniform resource locator (URL) address for connection to the SECTOR 
BackOffice application and security information to the Local SECTOR Administrator to 
assure client connectivity. WSP will provide a secure environment for collision, NOi, and 
NOCC data; and retain this data according to federal and state laws and regulations. 
WSP will also provide to the LEA any evasive action required to protect the SECTOR 

. computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of agency 
accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance Committee; 
provide notification of application modifications; transmit NOls and NOCCs to AOC; and 
transmit collision reports to DOT and DOL. 
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d. WSP reserves the right to review and approve LEA equipment security measures; and to 
suspend or withhold service until such matters are corrected to the reasonable 
satisfaction of WSP. This includes validation of current virus checking software 
packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist the 
LEA in resolving problems with the SECTOR application. This support is limited to 
resolutions for routine questions on the SECTOR Client application and processes, 
including troubleshooting and password resets, and using pre-defined policies and 
procedures. Items not immediately resolved by WSP will be moved to a higher level of 
support within WSP; this higher level of support is provided during regular business 
hours, Monday through Friday. 

5. Project Contacts. WSP and LEA points of contact for this Agreement are identified in 
Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact information 
contained in Appendix C, changes in this Agreement are not in effect unless agreed upon by 
both WSP and the LEA. However, the LEA agrees to comply with changes in data formats, 
report forms and other business rules as required by WSP. The LEA will be notified when 
any changes or updates to these requirements occur. The revising party shall notify the 
other party of any changes to Appendix C within five (5) business days of the change taking 
affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this Agreement, 
both parties shall comply with all federal and state nondiscrimination laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall be under 
the direct command and control of the Chief of WSP or designee and shall perform the duties 
required by this Agreement in a manner consistent with WSP policy and regulations, applicable 
state and local laws, and the Constitutions of the State of Washington and the United States. 
The assignment of personnel to accomplish the purpose of this Agreement shall be at the 
discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party from 
and against all claims suits and/or actions arising from any negligent or international act or 
omission of that party's employees, agents, and/or authorized subcontractor(s) while 
performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2015 or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may terminate 
this Agreement by giving ninety (90) calendar days written notification of termination to the 
other party. If this Agreement is so terminated, the terminating party shall be liable only for 
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performance in accordance with the terms of this Agreement for performance prior to the 
effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be determined in 
the following manner. The Chief of the WSP shall appoint one member to the Dispute 
Board. The LEA shall appoint one member to the Dispute Board. The Chief of the WSP 
and the LEA shall jointly appoint an additional member to the Dispute Board. The Dispute 
Board shall evaluate the dispute and make a determination of the dispute. The 
determination of the Dispute Board shall be final and binding on the parties hereto. As an 
alternative to this process and if applicable, either of the parties may request intervention by 
the Governor, as provided by RCW 43.17.330, in which event the Governor's process will 
control. 

13. Order of Precedence. In the event of any inconsistency in the terms of this Agreement, 
unless otherwise provided herein, the inconsistency shall be resolved by giving precedence 
in the following order: applicable federal and state statutes and regulations; the terms and 
conditions contained in this Agreement; any other provisions of the Agreement, whether 
incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions agreed upon 
. by the parties. No other understandings, oral or otherwise, regarding the subject matter of 
this Agreement shall be deemed to exist or bind any of the parties hereto. 

The parties signing below warrant thqt they have read and understand this Agreement; and 
have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
WAS GTON STAT PATROL · 

5/:JYQ 
Date 

~ 
Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/22/09 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 

OF-F-lCLR 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington State 
Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain statistical 
information about collisions. For the next thirty years WSP maintained a largely manual system 
for filing collision reports generated over approximately five-year periods. WSP also produced 
some limited statistical collision data, primarily fatality and accident rate summaries, using paper 
punch card technology. Analysis of collision data for highway safety purposes was not possible 
because Washington State did not have a unifo~m collision report; data on collision reports was 
primitive and inconsistent; collision reports were not coded by precise roadway location; and no 
computerized database system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create computerized 
collision databases in order to analyze the need for highway safety improvements; and to 
participate in federal programs to fund those improvements. These federal laws and their 
associated funding provided for states to adopt uniform collision reports containing detailed 
highway safety coding; and provided that information from these reports would be maintained in 
a computerized collision database with precise location coding of all collisions. These laws 
were implemented jointly by WSP and the Washington State Department of Transportation 
(WSDOT). Beginning in approximately 1970 WSP collected collision reports and entered the 
raw data into a computer. The data was then transferred to WSDOT for the creation of the 
collision database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw data into a 
computer, and the creation of the collision database remained unchanged until 1996. By this 
time the original WSP computer system used for data entry and storage and retrieval of collision 
records had become obsolete. An attempt to convert to an optical character recognition system 
was not successful. After an extensive discussion between WSP, WSDOT and the Washington 
State Office of Financial Management, the agencies concluded that functions related to the 
maintenance of copies of collision reports and computer input of raw collision report data could 
be most efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database required. 
by federal law but also, pursuant to an interagency agreement with WSP, began entering all raw 
collision data into WSDOT's computer. Pursuant to this interagency agreement, WSDOT also 
began work to develop an electronic imaging system to store and retrieve copies of individual 
collision reports. This imaging system was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database will 
remain in effect until WSP, WSDOT and separate law enforcement agencies enter into a 
SECTOR Service Level Agreement to allow LEAs to file collision reports and transmit collision 
report data electronically to WSDOT. The Statewide Electronic Collision and Ticket Online 
Records (SECTOR) application was developed through a collaborative partnership ~hat includes 
WSP, WSDOT, ~he Administrative Office of the Courts, the Department of Licensing, and local 
law enforcement agencies. SECTOR enables law enforcement officers to create electronic 
collision reports and other forms in the field, pursuant to federal, state and local requirements. 
This data is then transferred to a central database where it is available for review, analysis and 
reporting by law enforcement agencies. 
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The Department of Licensing is an agency of the State of Washington authorized by law (RCW 
46.52.030) to receive full access to collision reports for purposes of maintaining case records 
under RCW 46.52.120; for supplying abstracts of driving records under RCW 46.52.130; and to 
administer financial responsibility requirements when drivers are involved in traffic collisions 
under chapter 46.29 RCW. To perform these functions, they must review collision reports that 
are filed by law enforcement agencies and citizens. 

23 U.S.C. §409 prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any occurrence at 
a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 [2003]). Accordingly, 

. collision data may not be disclosed unless a requester acknowledges that the data will not be · 
used in any action for damages arising from any occurrence at a location mentioned in the 
report. 

SECTOR User Agreement- April 2009 Page 6 



APPENDIX 8 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every LEA that elects to use SECTOR must designate one person (up to three) to attend a 

Governance Team sponsored SECTOR Training Course. This ensures that each LEA using 
SECTOR will have at least one individual who has received training through the Governance 
Team sponsored SECTOR Training Course. An LEA may send more than three 
officers/deputies to Governance Team sponsored SECTOR Training Course when 
additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training Course 
should assume responsibility for training other users within their LEA. 

3. Training courses conducted within an LEA must be coordinated with the SECTOR Training 
Coordinator. 

Training Recommendations 
1. Individuals conducting training within their LEA should be proficient with the SECTOR 

application prior to training additional users by using SECTOR for at least 90 days prior to 
conducting training. LEAs can request assistance from WSP or other agencies for training. 

2. LEAs must designate a SECTOR point-of-contact through whom all SECTOR support 
questions will come to the WSP help desk. This point-of-contact will most often be the 
LEA's designated Local SECTOR Administrator. For urgent SECTOR issues or questions 
during non-standard work hours SECTOR users may contact the WSP Information 
Technology Division Customer Services. 

3. Each LEA SECTOR User should receive training with the current version of the course 
materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training Course 
and are experienced in the use of SECTOR are encouraged to serve as trainers in future 
Governance Team sponsored SECTOR Training Courses or with other agencies. 

· 5. Recommendations for improvements to SECTOR should be directed to the LEA's Local 
SECTOR Administrator. The Local SECTOR Administrator sends recommendations/ 
feedback to WSP. 

SECTOR User Agreement-April 2009 Page? 



APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the LEA: 

Technical issues and change requests: 

George Bonney, IT Tech 
(509) 775-0231 
comptem@rcable.com 

Service Level Agreement issues: 

Sergeant Ken Marcusen 
(509) 775-2812 
officerkenmarcuson@rcabletv.com 

SECTOR User Agreement- April 2009 

MAY 1 7 2012 

BUDGET & FISCAL 
Wsp 

Page 8 



WSP Contract No. C120716GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Republic Police 
Department is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

Q2A!/?rs 
Date I 

REPUBLIC POLICE DEPARTMENT 

:5c;r La(tiJU <!.,u_J__p 

~~ 
s-J;g/;ta 

Date 



, WSP No. C120791GSC 

SECTOR Service Level Agreement 
Between 

Kent Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Kent Police Department (a General authority Washington 
law enforcement agency as defined in Section 10.93.020 of the Revised Code of 
Washington), referred to hereafter as the Agency. This Agreement defines roles and 
expectations in regard to the Statewide Electronic Collision and Ticket Online 
Records ($ECTOR) processes including a method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency..:owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

SECTOR User Agreement-April 2010 Page 2 



c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5 .. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2016, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notificatidri of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board . The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
memberto the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE 
w 

Signature Oat 

DEPARTMENT 

~ M~' C@ 
Printed Name and Title / 

KGN ·r-~ · en, GF () r eb1...,c.r; 
Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Tra ining Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvemen.ts; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT ma_intained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until -1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46. 52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requestor 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX 8 

SECTOR Governance Committee Training Policies 

Training Requirements· 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training thro1,1gh the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance T earn sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
TrainiRg Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 · 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Curt Ryser 
(253) 856-4642 
CRyser@kentwa.gov 

Service Level Agreement issues: 

Sergeant Robert Constant 
(253) 856-5882 
rconstant@kentwa.gov 
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WSP Contract No. C120791GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Kent Police 
Department is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@vitsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

KENT POLICE DEPARTMENT 

Signature 

6-- Lf-/ b 
Date 



iWSP No. C120793GSC 

SECTOR Service Level Agreement 
Between 

Klickitat County Prosecuting Attorney's Office 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Klickitat County Prosecuting Attorney's Office (an Office 
of a Prosecuting Attorney as defined in Chapter 36.27 of the Revised Code of 
Washington), referred to hereafter as the Agency. This Agreement defines roles 
and expectations in regard to the Statewide Electronic Collision and Ticket Online 
Records (SECTOR) processes including a method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• · SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC- data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; · 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, _NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 
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c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2016, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party.· If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination . 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise . 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. ' 

STATE OF WASHINGTON 
WASH TON STATE A TROL 

KLICKITAT COUNTY PROSECUTING 
ATTORN Y'S OFFICE 

~ 5h1/~,,::z 
Signatu e Date 

""-4r±:!.~(f&,~~~~ti:22~~~~---hniid0t~:~n~~ 
APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 

SECTOR User Agreement- April 2010 Page 4 



APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 a.nd 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 

· from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data-entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering.all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions .under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision data may not be disclosed unless a requestor 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Summer Beeks, LASA 
509-773-5838 
summerz@co.klickitat.wa.us 

Service Level Agreement issues: 

Lori Lynn Hector, Prosecutor 
509-773-5838 
lorih@co.klickitat.wa.us 

8ULA;;;(T .~ FISCAL 
V\/,,;;rel 
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C13616 

WSP Contract No. C120793GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Klickitat County 
Prosecuting Attorney's Office is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11 . 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

c. Appendix C, Section 2 Project Contacts for Service Level Agreement issues: 
David R. Quesnel, Prosecutor 
davidq@klickitatcounty.org 
(509) 773-5838 
Technical Issues and Change Requests: 
Tracy L. Hector, Office Administrator 
(509) 773-5838 
tracyh@klickitatcounty.org 
IT Contact: 
Technical Services Division 
Glen Chipman, Director 
205 S.Columbs Room 103 
Goldendale, WA 98620 
(509) 773-2331 
glenc@klickitatcounty.org 

All other terms and conditions of this Contract remain in full force and effect . 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

;h~~ 

KLICKITAT COUNTY PROSECUTING 
ATTORNEY'S OFFICE 



,; , I~ 
IN WITNESS WHEREOF, the parties here to have signed this agreement this -~~ L~-

clay of '1Y/CU/..., , 2016 

ATTEST: 

Klickitat, 
ungton 

APPROVED AS TO FORM: 

David R. Qesnl 
Klickitat County Prosecuting Attorney 

BOARD OF COUNTY COMMISSIONERS 
Klickitat County, Washington 

Absent 

David M. Sauter, Chairman 

m Sizem e, Commissioner 

&,o~ 



.NSP No. C120795GSC 

SECTOR Service Level Agreement 
Between 

City of Des Moines 
And 

Washington State Patrol 

· 1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Attorney for the City of Des Moines (acting as prosecutor 
in the Municipal Court of the City of Des Moines), referred to hereafter as the 
Agency. This Agreement defines roles and expectations in regard to the Statewide 
Electronic Collision and Ticket Online Records (SECTOR) processes including a 
method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, .notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requ.irements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 

· Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; '--

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to·the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) . 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

· b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
. Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 
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c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security. 
measures; and to suspend or withhold service until such matters are corrected to 

. the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. · Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2016, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination . 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board . The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency_shall jointly appoint an additional 
member to the Dispute Board . The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. · 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
W PATROL 

Signat · 

dnfkD~y I/. seJ./ Ci~; $0( PrintedName and Title / 

APPROVED BY THE OF E OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a · 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintai~ed their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and · 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review; analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). Accordingly, collision·data may not be disclosed unless a requestor 
acknowledges that the data will not be used in any action for damages arising from any 
occurrence at a location mentioned in the report. 
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APPENDIXB 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b.. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as• 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Chris Pauk 
206-870-6721 
cpauk@desmoineswa.gov 

Service Level Agreement issues: 

Barry Sellers, Sgt. 
206-870-7616 
bsellers@desmoineswa.gov 
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WSP Contract No. C120795GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Des Moines 
Prosecuting Attorney's Office is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

Date / 

DES MOINES PROSECUTING 
ATTORNEY'S OFFICE 

Date 



WSP No. C130119GSC 

SECTOR Service Level Agreement 
Between 

City of Shelton 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Attorney for the City of Shelton (acting as prosecutor in 
the Municipal Court of the City of Shelton), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

• Update required Agency processes with the parameters of SECTOR. 
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• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B. SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: · 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

SECTOR User Agreement- June 2012 Page2 



c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2016, or until termination as provided herein. 
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11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination . 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON CITY OF SHEL TON 
WAS NGTON STATE PATROL 

I'S 

. ~ 1. ':lP;f.;, 8it?At1v1~ 8/g/1v 
' Date s· n re Date Signature 

~~~~erf~~~~;~;11b C~ 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 6/8/2012 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix B - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For. the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP. maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve.copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

) 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail : ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests : 

Sharon E, ,glisl 1, LASil\ 
380.351.o/7 91 
senglisb@glclaw,Gem 

Service Level Agreement issues: 

Dan Patton , LASA 
360.426.4441 
Daniel@ci . shelton . wa. us 
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WSP Contract No. C130119GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The ,above-referenced Contract between the Washington State Patrol and the Shelton 
Prosecuting Attorney's Office is hereby amended as follows: 

a. .section 10, the period of performance of t his Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman · 
Information Technology Division 
Washington State Patrol · 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~~ 
FOR: John RJ zr•g 

6 
Date I 

SHELTON PROSECUTING ATTORNEY'S 
OFFICE . 



WSP No. C130549GSC 

SECTOR Service Level Agreement 
Between 

City of Aberdeen 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the City of Aberdeen (a General authority Washington law 
enforcement agency as defined in Section 10.93.020 of the Revised Code of 
Washington; or an Office of a Prosecuting Attorney as defined in Chapter 36.27 of 
the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC) .. 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or No·ccs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administra.tor to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. · WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with. Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
. purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

SECTOR User Agreement- February 2013 Page 3 



) 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2017, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint -one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 

· Board. The Chief of the WSP and the Agency shall jointly appqint an additional 
member to the Dispute Board . The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the ·inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE 

ignature Date Date 

@?~ M~ r C✓'?J 
Printed Name and Title ) · 

fHIU l NELSON 
Printed Name and Title 

fu~P"'t'>RATT0-1\{ . eou i<rsif 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix C - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports;· and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete: An attempt to convert to 
an optical character recognition system was not successful. After an· extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. • Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and. according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

. Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 

· E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Ms. Sandy Mullins 
(360) 537-3202 
smullins@aberdeenwa.gov 

Service Level Agreement issues: 

Mr. Forest Worgum 
(360) 537-3232 
fworgum@aberdeenwa.gov 
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WSP Contract No. C130549GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT. 

The above-referenced Contract between the Washington State Patrol and the City of Aberdeen 
is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

a. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman · · 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, _Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR~ 

Lo ,,--1 p. .... I 7'-
Date 

______ .,_, . ., .. . .. · · ···- ··· • 

CITY OF ABERDEEN 



) ) WSP No. C130551GSC 

SECTOR Service Level Agreement 
Between 

<Zlf l .13 , ocf 

Clallam County 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Wa$hington 
State Patrol (WSP) and the Clallam County Prosecutor (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee: 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: · 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTORClient to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolutioh and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A, Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and preve_nt 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls; and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support_ for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. · 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests . 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall_ 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chi~f of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30; 2017, or until termination as provided herein. 

11 . Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination . . 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member tci the Dispute 
Board . The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make .a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations ; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

ST 

Date 

C!..ti IWr '1 4,o:<-lt rJ ISt ~ A-l\1-1-l--

Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix C - Project Contacts 

Approved as to f~m W: 
<7,1 ( 2· h1 
Mark Nichols 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain · 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsisteht; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mai!: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Ms. Deborah Earley, IT Director 
(360) 417-2345 
dearly@co.clallam.wa.us 

Service Level Agreement issues: 

Ms. Deborah S. Kelly, Deputy Prosecutor 
(360) 417-2297 
canderson@co.clallam.wa.us 
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WSP Contract No. C130551GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Clallam County 
Prosecuting Attorney's Office is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 

WASH~ A~ 

FOR: John R. Batiste, Chief 

Date 

CLALLAM COUNTY PROSECUTING 
ATTORNEY'S OFFICE 

Signature 

Date 



WSP No. C130552GSC 

SECTOR Service Level Agreement 
Between 

Lacey Prosecuting Attorney 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Lacey Prosecuting Attorney (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The·Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. . The Agency acknowledges Appendix A, Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training -Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize · 
the SECTOR client to create collision reports, 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
addr~ss for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall · 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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1 O. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2017, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving prece<;lence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
E TR 

~ ~tUfi-,' CR, 
rintedNameand Title ) 

EY PROSECU G ATTORNEY 

. l J 
Date 

. Jo eph M. Svoboda, Assistant City Atty 
Printed Name and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix C - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. · 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies.· SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX 8 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Mr. Dave Schneider, City Attorney 
(360) 491-1802 
Dave@Laceylawgroup.com 

Service Level Agreement issues: 

Mr. Joe Svoboda, City Attorney 
(360) 491-1802 
Joe@laceylawgroup.com 
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WSP Contract No. C130552GSC 
Arnendrnenl 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington Stale Patrol and the City of Lacey 
Prosecuting Attorney's Office is hereby amended as follows: 

a. Section 1 O, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~~ 
FOR: John R. Batiste, Chief 

Dale 

CITY OF LACEY PROSECUTING 
ATTORNEY'S OFFICE 

,. /\ g!,,.J, c,r,yy-

\ (,--j 2) r 6 /4'- I ( ~ \ \ \ 
L_I Is- (\·7 

Date / / 



WSP No. C130553GSC 

SECTOR Service Level Agreement 
Between 

City of McCleary 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the City of McCleary (a General authority Washington law 
enforcement agency as defined in Section 10.93.020 of the Revised Code of 
Washington; or an Office of a Prosecuting Attorney as defined in Chapter 36.27 of 
the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the applica'tion and database at WSP that accepts 
· collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data 1:1s collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department-of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

SECTOR User Agreement- February 2013 Page 1 



• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SE;CTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. · 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2017, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

CITY OF MCCLEARY 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix C - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing det~iled highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and th,e creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive · 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports· that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce Countv v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX 8 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinato'r. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

. 1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

. Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Mr. Randy Bunch 
(360) 495-3107 
rbunch@cityofmccleary.com 

Service Level Agreement issues: 

Mr. George Crumb 
(360) 495-3107 
georgec@cityofmccleary.com 
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WSP Contract No. C130553GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the McCleary Police 
Department is hereby amended as follows: 

a. Section 10, the period of performance of th is Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON MCCLEARY POLICE DEPARTMENT 

WA~ ~ 

·Fo 7-dnk.iiatisteffiet 

Date Date .1 



WSP No. C130554GSC 

SECTOR Service Level Agreement 
Between 

Clark County Prosecuting Attorney 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Clark County Prosecuting Attorney (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2017, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance priqr to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 

~~44-,.L.:::___~~-L.:..~J 
Signature 76afu 

/;W, 7 - ~ , · c@ 
Printed Name and Title ) 

Su, tr ~a-Jes""' , a,J&,¼,~4 
Printed Na e and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix C - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

· The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Mr. Cliff Anderson, 
(360) 397-2261 X 4957 
clifford. anderson@clark. wa. gov 

Service Level Agreement issues: 

Ms. Shari Jensen 
(360) 397-2261 X 4763 
shari.jensen@clark. wa. gov 
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WSP Contract No. C 130554GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Clark County 
Prosecuting Attorney's Office is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section ·11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

c. Appendix C, Section 2 Project Contracts for Technical issues and change requests: 
Ms. Leslie Ripplinger 
(360) 397-2261 X 4957 
Leslie. Ripplinger@clark. wa .gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT Is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

ohn R. Batiste, Chief 

Date ~ Date I 



WSP No. C130555GSC 

SECTOR Service Level Agreement 
Between 

Jefferson County Prosecutor 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Jefferson County Prosecutor (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
th·e Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day,. seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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) 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2017, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination . 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board . The Agency shall appoint one member to the Dispute 
Board . The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board . The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

( 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations ; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by _the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 

ignature Signature Date 

f?.p~ HtfK_,' C0 
Printed Name and Title ) 

J;. llr.J. R.,.J<u,.~ r., •ma Iii[,,.,,, 
Printed Name and 1tle 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data . 
Appendix' B - SECTOR Governance Committee Training Policies Approved as t0 fonn only: 
Appendix C - Project Contacts 

()adOvJ ~ < 
,rnffei·~on , Pt·o~ecutottO ce 
3\ ~ ju,rg · 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 

SECTOR User Agreement- February 2013 Page 5 



to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E~mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Mr. Todd Oberlander 
(360) 385-9171 
toberlander@co.jefferson.wa.gov 

Service Level Agreement issues: 

Mr. Scott Rosekrans 
(360) 385-9180 
srosekrans@co.jefferson. wa. us 
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WSP Contract No. C130555GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Jefferson 
County Prosecuting Attorney's Office is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Petennan 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

Date ~ / 

JEFFERSON COUNTY PROSECUTING 
ATTORNEY'S OFFICE 

✓ tiC ~ / 7 
Signaure 

Date r I 



WSP No. C130556GSC 

SECTOR Service Level Agreement 
Between 

Skagit County Prosecutor 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Skagit County Prosecutor (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive .SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; · 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Proiect Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last · 
signature and continues until June 30, 2017, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this ·Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination . 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following mariner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise , regarding 
t.he subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A ~ Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix C - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collislo·n database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOTand separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services; 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Ms. Debi McGrath 
(360) 336-9460 X 584 7 
debim@co.skagit.wa.us 

Service Level Agreement issues: 

Ms. Vickie Maurer 
(360) 336-9460 X 7655 
vickiem@co. skagit. wa. us 
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WSP Contract No. C130556GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Skagit County 
Prosecuting Attorney's Office is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, $ection 1 Project Contacts for Service Level Agreements issues: 
Ms. Oebble Peterman 
Information Technology Division 
Washlngton State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Malling Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596~4976 
E-mail : sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force .:ind effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendn1ent 

STATE OF WASHINGTON 
WASHINGTON ST A TE PATROL 

~.:)~e..~ 
FOR: John R Batiste, Chief 

Date 

Signature 

Date / 



WSP No. C130557GSC 

SECTOR Service Level Agreement 
Between 

Auburn Prosecuting Attorney 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Auburn Prosecuting Attorney (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A. Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2017, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 

Signature Oat 

~ltf//K,' C-~ 
Printed Name and Title ) 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix C - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Mr. Brian Garbarino 
(253) 804-5025 
bgarbarino@auburnwa.gov 

Service Level Agreement issues: 

Mr. Brian Garbarino 
(253) 804-5025 
bgarbarino@auburnwa.gov 
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WSP Contract No. C130557GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the City of Auburn is 
hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

A ll other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to e><ecute this Amendment. 

STATE OF WASHINGTON 
WASHIN~ N _:TATE PATROL 

2)~~ 
FOR: John R. Batiste, Chief 

Date 

Sign,ature f 
I 

Date 



1WSP No. C130558GSC 

SECTOR Service Level Agreement 
Between 

City of Black Diamond 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the City of Black Diamond (a General authority Washington 
law enforcement agency as defined in Section 10.93.020 of the Revised Code of 
Washington; or an Office of a Prosecuting Attorney as defined in Chapter 36.27 of 
the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the appJication that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). · 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency proce·sses with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A. Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pur~uant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers Will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix 8, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NO ls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

C 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and pas$word resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance~ This Agreement becomes effective on the date of the last · 
signature and continues until June 30, 2017, or until termination as provided herein. 

~ 1. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; .the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreernent shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE CITY OF BLACK DIAMOND 

APPROVED BYTHE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix C - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance T earn sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. · 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User shoµld receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Mr. Chip Hanson 
(253) 631-0351/ (206) 909-2456 
chanson@ci. blackdiamond. wa. us 

Service Level Agreement issues: 

Chief Jamey Kiblinger 
(253) 261-0602 
jkiblinger@police.ci. blackdiamond. wa. us 
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WSP Contract No. C130558GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Black Diamond 
Police Department is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman .. 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 

WASH~~ 

FOR: John R. Batiste, Chief 

Date 
~ l I 

BLACK DIAMOND POLICE 
DEPARTMENT 

Signature 

Date 



WSP No. C130560GSC 

SECTOR Service Level Agreement 
Between 

Evergreen State College Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Evergreen State College Police Department (a General 
authority Washington law enforcement agency as defined in Section 10.93.020 of the 
Revised Code of Washington; or an Office of a Prosecuting Attorney as defined in 
Chapter 36.27 of the Revised Code of Washington), referred to hereafter as the 
Agency. This Agreement defines roles and expectations in regard to the Statewide 
Electronic Collision and Ticket Online Records (SECTOR) processes including a 
method for resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization _with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix 8 1 SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2017, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulat ions; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
w 

N STATE COLLEGE 
~zwtPARTMENT 

J IY JI, I, ':!> 
___,,-=--"""""'=---£...lwa'--=-- -F - ~ - H--l'-4--' 3 ----==---=---'-"'c....:!!l!'-:-l-_._-"----=---------

D ate 

~ Ml#Kt, ~ 
Printed Name and Title Printed Name andTle 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix C - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce Countv v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Linda Horn 
(360) 887-5512 
hornl@evergreen.edu 

Service Level Agreement issues: 

Linda Horn 
(360) 887-5512 
hornl@evergreen.edu 
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WSP Contract No. C130560GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Evergreen State 
College Police Department is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until_ terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa .gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment, 

EVERGREEN STATE COLLEGE 
POLICE D J...""1"11:m.tl\1T 

FOR: John R. Batiste, Chief 

Date Date 



WSP No. C130561GSC 

SECTOR Service Level Agreement 
Between 

Colfax Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Colfax Police Department (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix 8 1 SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision•, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

SECTOR User Agreement- February 2013 Page 3 



10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2017, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination . 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions ntained in this Agreement; any other 
provisions of the Agreement, whethell . r,corporated by reference or otherwise. ,, 

14. Complete Agreement. This Agreem~~t contains all the terms· and conditions 
agreed upon by the parties. No other] nderstandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON 
WASHIN TON STATE PA 

COLFAX POLICE DEPARTMENT 

:2_, 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix C - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Dan Brown 
(509) 868-6424 
dbrown@ci.colfax.wa.us 

Service Level Agreement issues: 

Rick McNannay, Chief of Police 
(509) 397-4615 
rmcnannay@ci. coif ax. wa. us 
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WSP Contract No. C130561GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Colfax Police 
Department Is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FORC%~ 
Date I Date > 



WSP No. C130562GSC 

SECTOR Service Level Agreement 
Between 

Ocean Shores Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Ocean Shores Police Department (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A, Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. · 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP. will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. · WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2017, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated , the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this.Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON OCEAN SHORES POLICE 
w DEPARTME. T 

~ ~~JJ________:_~ ~-4-4(5> ~  3 ls 1..s 
Ignature Signature Date 

~t1ifg,r ~ 
Printed Name and Title I Pii/4!d~~m§ T11~e-

CH rE l , 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix 8 - SECTOR Governance Committee Training Policies 
Appendix C .., Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Sergeant Joe Brouillard 
(360) 289-3331 X 121 
brouillard@osgov.com 

Service Level Agreement issues: 

Sergeant Don Grossi 
(360) 289-3331 X 126 
dgrossi@osgov.com 
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WSP Contract No. C130562GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Ocean Shores 
Police Department is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF W 
WASH 

Date 

OCEAN SHORES POLICE 
DEPARTMENT 

'I- V-17 
' Date 



WSP No. C130598GSC 

SECTOR Service Level Agreement 
Between 

Selah Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Selah Police Department (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 

SECTOR User Agreement- February 2013 Page 3 



) 

10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2017, or until termination as provided herein . 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STAT SELAH POLICE DEPARTMENT 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix C - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
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the field, pursuant to federal, state and local requirements. This data is then transferred 
to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

J 

Technical issues and change requests: 

) 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail : pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Stephen Yu 
(509) 575-6056 
syu@ci. yakima.wa. us 

Service Level Agreement issues: 

Chief Richard Hayes 
(509) 698-7353 
rhayes@ci .selah .wa.us 
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WSP Contract No. C130598GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Selah Police 
Department is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11 . 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~ 
FOR: John R. Batiste, Chief 

Y1k/o-
Date I / 

SELAH POLICE DEPARTMENT 



WSP No. C130599GSC 

SECTOR Service Level Agreement 
Between 

Brewster Police Department 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the Brewster Police Department (a General authority 
Washington law enforcement agency as defined in Section 10.93.020 of the Revised 
Code of Washington; or an Office of a Prosecuting Attorney as defined in Chapter 
36.27 of the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 
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• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A. Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will make its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity. 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 
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b. WSP will create Local SECTOR Administrator Account; train the Local SECTOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2017, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following manner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one member to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 

" make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto. 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agreed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STATE OF WASHINGTON BREWSTER POLICE DEPARTMENT 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Append ix C - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. 
These federal laws and their associated funding provided for states to adopt uniform 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering all raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies. SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX B 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
often be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Services. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIX C 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Juana Escobar 
(509) 689-2331 
juanaescobar@brewsterpd.org 

Service Level Agreement issues: 

Rory Williams 
(509) 689-2331 
officerwilliams@brewsterpd.org 
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WSP Contract No. C130599GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Brewster Police 
Department is hereby amended as follows: 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
Ms. Debbie Peterman 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~~£~ 
FOR: John R. Batiste, Cle 

Date I 

BREWSTER POLICE DEPARTMENT 

r 

zj~ lw.}u : - . 
Signature f\.)~a.-LL<-- Co,,,-, \.cir1 C,v...,.e.J o-f P.:>\1 (S2.._ 

L--/110 129 tr 
Date I • 



WSP No. C130601GSC 

SECTOR Service Level Agreement 
Between 

City of Napavine 
And 

Washington State Patrol 

1. Purpose. This Service Level Agreement (Agreement) is between the Washington 
State Patrol (WSP) and the City of Napavine (a General authority Washington law 
enforcement agency as defined in Section 10.93.020 of the Revised Code of 
Washington; or an Office of a Prosecuting Attorney as defined in Chapter 36.27 of 
the Revised Code of Washington), referred to hereafter as the Agency. This 
Agreement defines roles and expectations in regard to the Statewide· Electronic 
Collision and Ticket Online Records (SECTOR) processes including a method for 
resolving technical issues. 

2. Description of SECTOR. SECTOR has three primary parts: 
• SECTOR Client is the application that operates on a vehicle computer or device, 

or a collision reviewer's workstation. SECTOR Client software will be used to 
create and transmit electronic collision reports, notice of infractions (NOi), and 
notice of criminal citations (NOCC). 

• SECTOR BackOffice is the application and database at WSP that accepts 
collision reports, NOls and NOCCs. The SECTOR BackOffice application 
coordinates updates to the SECTOR Client software. 

• The third part is all applications that receive and process collision, NOi and 
NOCC data as collected either through SECTOR or on paper forms. These 
applications are under the control of a governing organization with 
representatives from the Washington Traffic Safety Commission (WTSC), WSP, 
the Administrative Office of the Courts (AOC), the Washington State Department 
of Transportation (WSDOT), and the Department of Licensing (DOL). This group 
is known as the SECTOR Governance Committee. 

3. Agency Responsibilities. The Agency certifies that it operates computers to create 
or review vehicle collision reports and/or NOls and/or NOCCs pursuant to federal, 
state, and local requirements using SECTOR Client. Under this Agreement the 
responsibilities of the Agency are: 

a. The Agency shall designate a Local SECTOR Administrator as the primary 
contact for SECTOR and who will receive SECTOR Administrator training. The 
Local SECTOR administrator shall: 

• Administer user accounts for Agency personnel; 

• Accept modifications to the SECTOR Client; 

• Document and submit recommendations for modification of SECTOR via the 
change request process; 

• Manage the connection(s) needed to move data between SECTOR Client to 
SECTOR BackOffice applications; 

• Provide support for Agency users and reviewers; 

SECTOR User Agreement- February 2013 Page 1 



• Update required Agency processes with the parameters of SECTOR. 

• Contact WSP Information Technology Division Customer Services to initiate a 
work order for problem resolution and tracking. 

b. Agency support staff will install SECTOR Client software on Agency-owned 
equipment. The Agency will not share the SECTOR Client with others. 

c. The Agency acknowledges Appendix A Statement on Collision Records Data. 
The Agency certifies that if it operates electronic equipment to create vehicle 
collision reports pursuant to federal, state and local requirements it will not 
disclose collision data except in compliance with federal and state law. 

d. The Agency will adhere to the SECTOR application standards for the computing 
environment as published by WSP. The Agency will niake its electronic collision, 
NOi and NOCC reporting equipment and system secure and prevent 
unauthorized use. The Agency will ensure Agency SECTOR equipment 
maintains current virus checking software. If the Agency SECTOR equipment 
becomes infected, the Agency will take all necessary steps to remove the virus 
and assure the virus is not transmitted to the SECTOR server located at and 
maintained by WSP. 

e. Agency users and reviewers will transfer collisions, NOls, and NOCCs regularly 
and promptly. All Agency users and reviewers will adhere to training program 
detailed in Appendix B, SECTOR Governance Committee Training Policies. 

f. The Agency will be responsible for all required hardware and software purchases 
for the Agency use of the SECTOR Client application and the transmittal of 
collision reports, NOls, and NOCCs to WSP, including Agency personnel, 
operating, maintenance, and data transmission costs. Any costs associated with 
the Agency interfacing with SECTOR BackOffice will be the responsibility of the 
Agency. 

g. If the Agency is an Office of a Prosecuting Attorney, Agency users will not utilize 
the SECTOR client to create collision reports. 

4. WSP Responsibilities. WSP provides support for SECTOR Client and SECTOR 
BackOffice computing environment. Under this Agreement the responsibilities of 
WSP are: 

a. WSP will provide SECTOR Client software to the Agency at no charge. 
Maintenance of the SECTOR Client application is provided by WSP, including 
maintaining compliance with the business rules, data formats, and standardized 
collision report forms. WSP will provide the Web uniform resource locator (URL) 
address for connection to the SECTOR BackOffice application and security 
information to the Local SECTOR Administrator to assure client connectivity, 
WSP will provide a secure environment for collision, NOi, and NOCC data; and 
retain this data according to federal and state laws and regulations. WSP will 
also provide to the Agency any evasive action required to protect the SECTOR 
computing environment from significant risk. 

SECTOR User Agreement- February 2013 Page 2 



b. WSP will create Local SECTOR Administrator Account; train the Local SE9TOR 
Administrator; and assist the Local SECTOR Administrator in administration of 
agency accounts. 

c. WSP Will provide a change request/control process; coordinate change requests 
describing issues or enhancements through the SECTOR Governance 
Committee; provide notification of application modifications; transmit NOls and 
NOCCs to AOC; and transmit collision reports to DOT and DOL. 

d. WSP reserves the right to review and approve Agency equipment security 
measures; and to suspend or withhold service until such matters are corrected to 
the reasonable satisfaction of WSP. This includes validation of current virus 
checking software packages. 

e. WSP will support SECTOR Governance Committee sanctioned training. 

f. WSP Information Technology Division Customer Services will provide first level 
telephone support twenty-four (24) hours-a-day, seven (7) days-a-week to assist 
the Agency in resolving problems with the SECTOR application. This support is 
limited to resolutions for routine questions on the SECTOR Client application and 
processes, including troubleshooting and password resets, and using pre-defined 
policies and procedures. Items not immediately resolved by WSP will be moved 
to a higher level of support within WSP; this higher level of support is provided 
during regular business hours, Monday through Friday. 

5. Project Contacts. WSP and Agency points of contact for this Agreement are 
identified in Appendix C, Project Contacts. 

6. Changes and Modifications. Except for changes to the points of contact 
information contained in Appendix C, changes in this Agreement are not in effect 
unless agreed upon by both WSP and the Agency. However, the Agency agrees to 
comply with changes in data formats, report forms and other business rules as 
required by WSP. The Agency will be notified when any changes or updates to 
these requirements occur. The revising party shall notify the other party of any 
changes to Appendix C within five (5) business days of the change taking affect. 

7. Compliance with Civil Rights Laws. During the period of performance for this 
Agreement, both parties shall comply with all federal and state nondiscrimination 
laws. 

8. WSP Staffing. WSP staff providing services under the terms of this Agreement shall 
be under the direct command and control of the Chief of WSP or designee and shall 
perform the duties required by this Agreement in a manner consistent with WSP policy 
and regulations, applicable state and local laws, and the Constitutions of the State of 
Washington and the United States. The assignment of personnel to accomplish the 
purpose of this Agreement shall be at the discretion of the Chief of WSP or designee. 

9. Hold Harmless. Each party shall defend, protect and hold harmless the other party 
from and against all claims suits and/or actions arising from any negligent or 
intentional act or omission of that party's employees, agents, and/or authorized 
subcontractor(s) while performing under this Agreement. 
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10. Period of Performance. This Agreement becomes effective on the date of the last 
signature and continues until June 30, 2017, or until termination as provided herein. 

11. Termination. Except as otherwise provided in this Agreement, either party may 
terminate this Agreement by giving ninety (90) calendar days written notification of 
termination to the other party. If this Agreement is so terminated, the terminating 
party shall be liable only for performance in accordance with the terms of this 
Agreement for performance prior to the effective date of termination. 

12. Disputes. In the event that a dispute arises under this agreement, it shall be 
determined in the following mariner. The Chief of the WSP shall appoint one 
member to the Dispute Board. The Agency shall appoint one memoer to the Dispute 
Board. The Chief of the WSP and the Agency shall jointly appoint an additional 
member to the Dispute Board. The Dispute Board shall evaluate the dispute and 
make a determination of the dispute. The determination of the Dispute Board shall 
be final and binding on the parties hereto: 

13. Order of Precedence. In the event of any inconsistency in the terms of this 
Agreement, unless otherwise provided herein, the inconsistency shall be resolved by 
giving precedence in the following order: applicable federal and state statutes and 
regulations; the terms and conditions contained in this Agreement; any other 
provisions of the Agreement, whether incorporated by reference or otherwise. . . 

14. Complete Agreement. This Agreement contains all the terms and conditions 
agr~ed upon by the parties. No other understandings, oral or otherwise, regarding 
the subject matter of this Agreement shall be deemed to exist or bind any of the 
parties hereto. 

The parties signing below warrant that they have read and understand this Agreement; 
and have the authority to enter into this Agreement. 

STAT CITY OF NAPAVINE 

Printed Name and Title Printed Nam's and Title 

APPROVED BY THE OFFICE OF THE ATTORNEY GENERAL 4/27/2010 

Appendices: 
Appendix A - Statement on Collision Records Data 
Appendix B - SECTOR Governance Committee Training Policies 
Appendix C - Project Contacts 
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APPENDIX A 

Statement on Collision Records Data 

In 1938 Washington State law (currently RCW 46.52.060) authorized the Washington 
State Patrol (WSP) to file, tabulate and analyze collision reports; and to produce certain 
statistical information about collisions. For the next thirty years WSP maintained a 
largely manual system for filing collision reports generated over approximately five-year 
periods. WSP also produced some limited statistical collision data, primarily fatality and 
accident rate summaries, using paper punch card technology. Analysis of collision data 
for highway safety purposes was not possible because Washington State did not have a 
uniform collision report; data on collision reports was primitive and inconsistent; collision 
reports were not coded by precise roadway location; and no computerized database 
system existed. 

In 1966 and 1973 the federal government enacted laws requiring states to create 
computerized collision databases in order to analyze the need for highway safety 
improvements; and to participate in federal programs to fund those improvements. · 
These federal laws and their associated funding provided for states to adopt uniform . 
collision reports containing detailed highway safety coding; and provided that information 
from these reports would be maintained in a computerized collision database with 
precise location coding of all collisions. These laws were implemented jointly by WSP 
and the Washington State Department of Transportation (WSDOT). Beginning in 
approximately 1970 WSP collected collision reports and entered the raw data into a 
computer. The data was then transferred to WSDOT for the creation of the collision 
database required under federal law. WSP maintained copies of individual collision 
records as well as its database, while WSDOT maintained their own collision database. 

The WSP and WSDOT systems for filing individual collision reports, the entry of raw 
data into a computer, and the creation of the collision database remained unchanged 
until 1996. By this time the original WSP computer system used for data entry and 
storage and retrieval of collision records had become obsolete. An attempt to convert to 
an optical character recognition system was not successful. After an extensive 
discussion between WSP, WSDOT and the Washington State Office of Financial 
Management, the agencies concluded that functions related to the maintenance of 
copies of collision reports and computer input of raw collision report data could be most 
efficiently performed by WSDOT in conjunction with its already existing collision 
database function. Beginning in 2002, WSDOT not only created the collision database 
required by federal law but also, pursuant to an interagency agreement with WSP, 
began entering c;1II raw collision data into WSDOT's computer. Pursuant to this 
interagency agreement, WSDOT also began work to develop an electronic imaging 
system to store and retrieve copies of individual collision reports. This imaging system 
was implemented in May 2003. 

The current system for filing paper collision reports and creating the collision database 
will remain in effect until WSP, WSDOT and separate law enforcement agencies enter 
into a SECTOR Service Level Agreement to allow Agencies to file collision reports and 
transmit collision report data electronically to WSDOT. The Statewide Electronic 
Collision and Ticket Online Records (SECTOR) application was developed through a 
collaborative partnership that includes WSP, WSDOT, the Administrative Office of the 
Courts, the Department of Licensing, and local law enforcement agencies, SECTOR 
enables law enforcement officers to create electronic collision reports and other forms in 
the field, pursuant to federal, state and local requirements. This data is then transferred 
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to a central database where it is available for review, analysis and reporting by law 
enforcement agencies. 

The Department of Licensing is an agency of the State of Washington authorized by law 
(RCW 46.52.030) to receive full access to collision reports for purposes of maintaining 
case records under RCW 46.52.120; for supplying abstracts of driving records under 
RCW 46.52.130; and to administer financial responsibility requirements when drivers are 
involved in traffic collisions under chapter 46.29 RCW. To perform these functions, they 
must review collision reports that are filed by law enforcement agencies and citizens. 

Federal law prohibits data compiled or collected for purposes of complying with federal 
highway safety laws from being used in any action for damages arising from any 
occurrence at a location mentioned in the data (Pierce County v. Guillen, 537 U.S. 129 
(2003). 
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APPENDIX 8 

SECTOR Governance Committee Training Policies 

Training Requirements 
1. Every Agency that elects to use SECTOR must designate one person (up to three) to 

attend a Governance Team sponsored SECTOR Training Course. This ensures that 
each Agency using SECTOR will have at least one individual who has received 
training through the Governance Team sponsored SECTOR Training Course. An 
Agency may send more than three officers/deputies to Governance Team sponsored 
SECTOR Training Course when additional seats are available. 

2. Individuals who have attended the Governance Team sponsored SECTOR Training 
Course should assume responsibility for training other users within their Agency. 

3. Training courses conducted within an Agency must be coordinated with the SECTOR 
Training Coordinator. 

Training Recommendations 
1. Individuals conducting training within their Agency should be proficient with the 

SECTOR application prior to training additional users by using SECTOR for at least 
90 days prior to conducting training. Agencies can request assistance from WSP or 
other agencies for training. 

2. Agencies must designate a SECTOR point-of-contact through whom all SECTOR 
support questions will come to the WSP help desk. This point-of-contact will most 
<;>ften be the Agency's designated Local SECTOR Administrator. For urgent 
SECTOR issues or questions during non-standard work hours SECTOR users may 
contact the WSP Information Technology Division Customer Servic~s. 

3. Each Agency SECTOR User should receive training with the current version of the 
course materials and according to established course standards. These include: 
a. Course manuals & exercises 
b. Training materials 
c. Suggested course duration (2 days) 
d. SECTOR Training evaluation form (optional) 

4. Individuals who have attended a Governance Team sponsored SECTOR Training 
Course and are experienced in the use of SECTOR are encouraged to serve as 
trainers in future Governance Team sponsored SECTOR Training Courses or with 
other agencies. 

5. Recommendations for improvements to SECTOR should be directed to the Agency's 
Local SECTOR Administrator. The Local SECTOR Administrator sends 
recommendations/ feedback to WSP. 
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APPENDIXC 

Project Contacts 

1. ForWSP: 

Technical issues and change requests: 

Information Technology Division Customer Services Group 
Telephone: (360) 705-5999 
E-mail: ITDCustomerServicesGroup@wsp.wa.gov or ITDHelp@wsp.wa.gov 

Service Level Agreement issues: 

Ms. Pat Ramsdell 
Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 705-5170 
E-mail: pat.ramsdell@wsp.wa.gov 

2. For the Agency: 

Technical issues and change requests: 

Michael Ellis 
(360) 880-0116 
mellis@cityofnapavine.com 

Service Level Agreement issues: 

Michael Ellis 
(360) 880-0116 
mellis@cityofnapavine.com 
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WSP Contract No. C130601GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above-referenced Contract between the Washington State Patrol and the Napavine Police 
Department is hereby amended as fol lows; 

a. Section 10, the period of performance of this Contract is extended until terminated as 
provided in accordance with Section 11. 

b. Appendix C, Section 1 Project Contacts for Service Level Agreements issues: 
· Ms. Debbie Peterman 

Information Technology Division 
Washington State Patrol 
Street Address: 403 Cleveland Avenue, Suite C, Tumwater WA 98501 
Mailing Address: PO Box 42622, Olympia WA 98504-2622 
Telephone: (360) 596-4976 
E-mail: sectoradmin@wsp.wa.gov 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the 
authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~ d =-
FOR: John R. Batiste, Chief 

0 1 ),A/}-
Date 

NAPAVINE POLICE DEPARTMENT 

~ 
Signature 

Date 



WSP Contract: C130696GSC 

I. PURPOSE 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

WASHINGTON STATE 
DEPARTMENT OF FINANCIAL INSTITUTIONS 

RECEIVED 

SEP 1 l 2013 
OR-CONSUMER SERVICI:::. LJlmiH.Jh 

LICENSING UNIT 
OLYMPIA, WASHINGTOI~ 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Washington State Department of 
Financial Institutions, a non criminal justice agency (NCJA). This MOU sets forth the policy to 
ensure the protection of criminal history record infonnation (CHRI) between the WSP, the NCJA, 
and the Federal Bureau of Investigation (FBI). This MOU provides guidance for the creation, 
viewing, modification, transmission, dissemination, storage, and destruction of CHRI data. This 
policy applies to the NCJA and its contractors with access to, or who operate in support of, non
criminal justice services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As participants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CnS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees . WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

1. NCJA responds to requests for information by the FBI ens Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal history 
use and dissemination, misuse, background checks, password management, storage, and 
destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI ens using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 
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5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the eHRI is to be 
used. · 

6. NeJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the information contained in the FBI identification 
record. These officials also must advise the applicants that procedures for obtaining a 
change, correction, or updating of an FBI identification record are set forth in Title 28, 
e.F.R. 16.34. Official making such determinations should not deny the license or 
employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NeJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to eHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A) . 

. 10. NeJA is responsible for compliance to technical standards set forth by WSP and the ens 
Security Policy. 

11. NeJA will conduct periodic self audits to ensure compliance with ens Security Policy. 
12. NeJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13 . NeJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

ID. CRIMINAL IDSTORY RECORD INFORMATION RESPONSBILITIES 
NeJA shall conform to system policies, as established by the FBI ens Division and WSP, before 
access to eHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

1. The rules and procedures governing access to eHRI shall apply equally to all participants in 
the system. 

2. All noncriminal justice agencies with access to eHRJ data must designate a specific unit, 
position, or personnel to access eHRJ; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to eHRI data from the system shall pennit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NeJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NeJA must comply with and enforce system security. NeJA must have someone designated as 
the security point of contact (POC). Security POe's shall be responsible for the following: 

1. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 
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3. Ensuring that personnel security screening procedures are being followed as stated in the 
ens Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP informed of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI information. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI CJIS systems must review security awareness 
training within six months of their appointment or assignment. Documentation pertaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware (e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the ens sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI information is housed 
.shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI ens information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI ens information. All requests 
from system access shall be made as specified by the ens Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LIAISON REPRESENTATIVES 
For the Washington State Patrol: 

Jim Anderson, Administrator 
Criminal Records Division 
PO Box 42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

) 

For the Washington State 
Department of Financial Institutions: 
Maureen Camp 
PO Box41200 
Olympia WA 98504-1200 
360-664-7887 
maureen.camp@dfi.wa.gov 

Each party shall defend, protect and hold harmless the other patty from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while perfonning this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may terminate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so tenninated, the tenninating party shall 
be liable only for performance in accordance with the tenns of this MOU for performance prior to the 
effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be detennined in the following manner: The 
Chief ofWSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief of WSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The determination of the Dispute Board shall be final and binding on 
the parties hereto. If applicable and as an alternative to this process, either of the patties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation - Criminal Justice Information Services (CTIS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise. provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Terms and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the parties. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the parties hereto. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 
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EXHIBIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal history record information (CHRI) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of haim resulting from the loss, misuse, or unauthorized access to or 
modification of information." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws_, regulations, and standards (including the FBI 
Criminal Justice Information Services (CITS) Security Policy) as well as with rules, 

. procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (111) System and CHRI are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, personnel security, system security, and data security. 

The provisions of this Outsourcing Standard are established by the Compact 
Council pursuant to 28 CFR Part 906 and·are subject to the scope of that rule. They apply 
to all personnel, systems, networks, and facilities supporting and/or acting on behalf of the 
Authorized Recipient to perf01m noncriminal justice administrative functions requiring 
access to CHRI without a direct connection to the FBI CJIS Wide Area Network (WAN). 

1. 0 Definitions 
1.01 Access to CHRI means to view or make use of CHRI obtained from the III 

System but excludes direct access to the III System by computer terminal or 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal history record repositories or as 
provided by title 42, United States Code, section 14614(b ). 

1.02 Authorized Recipient means (1) a nongovernmental entity authorized by 
federal statute or federal executive order to receive CHRI for noncriminal 
justice purposes, or (2) a government agency authorized by federal statute, 
federal executive order, or state statute which has been approved by the 
United States Attorney General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Nonparty State's 
criminal history record repository or a designee of such administrator who is 
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a regular full-time employee of the repository, which is also referred to as the 
State Identification Bureau (SIB) Chief. 

1.04 CHRI, as referred to in Article I( 4) of the Compact, means information 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of arrests, detentions, indictments, or 
other formal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, correctional supervision, or release; but does 
not include identification information such as fingerprint records if such 
information does not indicate involvement of the individual with the criminal 
justice system. 

1.05 Criminal Hist01y Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
state criminal history record repository and/or the FBI system. 

1.06 Compact Officer, as provided in Article 1(2) of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Party State, the chief 
administrator of the State's criminal history record repository or a designee 
of the chief administrator who is a regular full-time employee of the 
repository. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the particular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient to perform noncriminal justice 
administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure ofIII CHRI by an Authorized Recipient 
to an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
well as rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

I .09 Noncriminal Justice Administrative Functions means the routine noncriminal 
justice administrative functions relating to the processing of CHRI, to 
include but not limited to the following: 
I. Making fitness determinations/recommendations 
2. Obtaining missing dispositions 
3. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or State statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 
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1.10 Noncriminal Justice Purposes, as provided in Article 1(18) of the Compact, 
means uses of criminal history records for purposes authorized by federal or 

· state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing determinations, immigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States Attorney General which is to be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRI for 
noncriminal justice purposes, limits the use of the information to the 
purposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the inf01mation, provides for audits and sanctions, provides conditions for 
termination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and personnel security 
controls sufficient to protect CHRI and associated information systems. 

1.13 Positive Identification, as provided in A1ticle 1(20) of the Compact, means a 
determination, based upon a comparison of fingerprints 1 or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject of a criminal history record or records 
indexed in the III System. Identifications based solely upon a comparison of 
subjects ' names or other non-unique identification characteristics or numbers, 
or combinations thereof, shall not constitute positive identification. 

1.14 Public Carrier Network means a telecommunications infrastructure 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infrastructure which supp01ts public users other than 
those of the agency using that network. Examples of a public carrier network 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon, network connections to AT&T, ATM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public carrier network provides network services to the public; 
not just to the single agency using that network. 

1.15 Security Violation means the failure to prevent or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-flat 
fingerprint submission. Further information concerning positive identification may be 
obtained from the FBI Compact Council office. 
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violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rule, procedure, or standard established by the Compact Council and the 
United States Attorney General. 

2.0 Responsibilities of the Authorized Recipient 
2.01 Prior to engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive written 
pem1ission from (1) the State Compact Officer/Chief Administrator2 or (2) 
the FBI Compact Officer3

; (b) provide the Compact Officer/Chief 
Administrator copies of the specific authority for the outsourced work, 
criminal history record check requirements, and/or a copy of relevant 
portions of the contract as requested; and ( c) inquire of the FBI Compact 
Officer whether a prospective Contractor has any security violations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the State Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to 
providing a Contractor access to CHRJ. The contract shall, at a minimum, 
incorporate by reference and have appended thereto this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when the Contractor is to 
perform duties requiring access to CHRI, specify the terms and conditions of 
such access; limit the use of such information to the purposes for which it is 
provided; limit retention of the information to a period of time not to exceed 
that period of time the Authorized Recipient is permitted to retain such 
infonnation; prohibit dissemination of the infmmation except as specifically 
authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
confidentiality of the information to include confomation that the intended 
recipient is authorized to receive CHRI; provide for audits and sanctions; 
provide conditions for termination of the contract; and ensure that Contractor 

2The Compact Officer/Chief Administrator may not grant such permission unless he/she has 
implemented a combined state/federal audit program to, at a minimum, triennially audit a 
representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHRI under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3State or local Authorized Recipients based on State or Federal Statutes shall contact the 
State Compact Officer/Chief Administrator. Federal or Regulatory Agency Authorized 
Recipients shall contact the FBI Compact Officer. 
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personnel comply with this Outsourcing Standard. 
a. The Authorized Recipient shall conduct criminal history record 

checks of Contractor personnel having access to CHRI if such checks 
are required or authorized of the Authorized Recipient's personnel 
having similar access.4 The Authorized Recipient shall maintain 
updated records of Contractor personnel who have access to CHRI 
and update those records within 24 hours when changes to that access 
occur and, if a criminal history record check is required, the 
Authorized Recipient shall maintain a list of Contractor personnel 
who successfully completed the criminal history record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. . 

c. The Authorized Recipient shall ensure that the most c'u1Tent version of 
both the Outsourcing Standard and the ens Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days (unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or ens Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless otherwise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or ens Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or because of, its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the terms and conditions of the 
Outsourcing Standard. The Authorized Recipient shall certify to the 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHRI 
under the approved outsourcing agreement. 

4If a national criminal history record check of Authorized Recipient personnel having 
access to CHRI_is mandated or authorized by a federal statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is amended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. The national criminal history record checks of Contractor personnel with access 
to CHRI cannot be outsourced and must be performed by the Authorized Recipient. 
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2.06 The Authorized Recipient shall provide written notice of any early voluntary 
termination of the contract to the Compact Officer/Chief Administrator or the 
FBI Compact Officer. 

3.0 Responsibilities of the Contractor 
3.01 The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the ens Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Personnel, and Information Technology) to comply with 
the most cun-ent Outsourcing Standard and the most cun-ent FBI CJIS 
Security Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
CJIS Security Policy. In addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CHRI. The Authorized Recipient 

· shall provide the written approval of a Contractor's Security Program. 
3.03 The requirements for a Security Program should include, at a minimum: 

a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the CJIS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
d) Standards for the selection, supervision, and separation of personnel with 
access to CHRI. 
**If the Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the CJIS Security Policy. If the 
corporate policy is not this specific, it must flow down to a level where the 
documentation supports these requirements. 

3.04 Except when the training requirement is retained by the Authorized Recipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes to federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversary date 
of the contract, certify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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to CHRl. 
3.05 The Contractor shall make its facilities available for announced and 

unannounced audits performed by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI ens 
Division. During this review, provision will be made to update the Security 
Program to address security violations and to ensure changes in policies and 
standards as well as changes in federal and state law are incorporated. 

3.07 The Contractor shall maintain CHRI only for the period of time necessary to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CHRI. 

3 .08 The Contractor shall maintain a log of any dissemination of CHRI, for a 
minimum of 365 days. 

4.0 Site Security 
4.01 The Authorized Recipient shall ensure that the Contractor site(s) is a 

physically secure location to protect against any unauthorized access to 
CHRI. 

5.0 Dissemination 
5.01 The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondary recipient 
with unique identifiers, (B) the record disseminated, (C) the date of 
dissemination, (D) the statutory authority for dissemination, and (E) the 
means of dissemination. 

5.03 If CHRI is stored or disseminated in an electronic f01mat, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHRI be disseminated other than as 

governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Security 
6.01 If a local, state, or federal written standard requires or authorizes a criminal 

history record check of the Authorized Recipient's personnel with access to 
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CHRI, then a criminal history record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRI. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are performed on the Authorized 
Recipient's personnel performing similar functions. Criminal history record 
checks must be completed prior to accessing CHRI under the contract. 

6.02 The Contractor shall ensure that each employee performing work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRI. The 
Contractor shall confirm in writing that each employee has certified in 
writing that he/she understands the Outsourcing Standard requirements and 

· laws that apply to his/her responsibilities. The Contractor shall maintain the 
· employee certifications in a file that is subject to review during audits. 
Employees shall make such certification prior to performing work under the 

· contract. 
6.03 The Contractor shall maintain updated records of personnel who have access 

to CHRI, update those records within 24 hours when changes to that access 
occur, and if a criminal history record check is required, maintain a list of 
personnel who have successfully completed criminal history record checks. 
The Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7.0 System Security 
7.01 The Contractor's security system shall comply with the ens Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the ens Security Policy. 
a. If CHRI can be accessed by unauthorized personnel via Wide Area 

Network/Local Area Network or the Internet, then the Contractor 
shall protect the CHRI with firewall-type devices to prevent such 
unauthorized access. These devices ,shall implement a minimum 
firewall profile as specified by the ens Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CHRI, both from inside and outside the networks. 

b. Data encryption shall be required throughout the network passing 
CHRI through a shared public carrier network. 

7.02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHRI shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media (e.g., disks, drives, backup storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
overwriting the media and/or degaussing the media. 

c. The Authorized Recipient shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media ( e.g., hard copies, 
print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRI in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written· policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Stand'ard 
that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CHRI under the 
contract. 

c. The Contractor shall immediately (within four hours) notify the 
Authorized Recipient of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written report documenting such security violation, any corrective 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

d. The Authorized Recipient shall immediately (within four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or te1mination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. The Authorized Recipient shall provide a 
written report of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days ofreceipt of the written report from the Contractor. The 
written report must include any corrective actions taken by the 
_Contractor and the Authorized Recipient to resolve such security 
violation. 
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8.02 Te1mination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to termination by the Authorized Recipient for 

security violations involving CHRI obtained pursuant to the contract. 
b. The contract is subject to termination by the Authorized Recipient for 

the Contractor's failure to notify the Authorized Recipient of any 
security violation or to provide a written report concerning such 
violation. 

c. If the Contractor refuses to or is incapable of taking corrective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall terminate the contract. 

8.03 Suspension or termination of the exchange of CHRI for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written report notifying the 
State Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
corrective action to successfully resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRI with the Authorized Recipient 
pursuant to 28 CFR §906.2( d). 

b. If the exchange of CHRI is suspended, it may be reinstated after 
satisfactory written assurances have been provided to the Compact 
Council Chairman or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CHRI is tenninated, the Contractor's records (including 
media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

8.04 The Authorized Recipient shall provide written notice (through the State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The termination of a contract for security violations. 
b. Security violations involving the unaut}:iorized access to CHRI. 
c. The Contractor's name and unique identification number, the nature 

of the security violation, whether the violation was intentional, and the 
number of times the violation occurred. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
States Attorney General reserve the right to investigate or decline to 
investigate any report of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perform a final audit of the Contractor's systems after 
te1mination of the contract. 

9.0 Miscellaneous Provisions 
9.01 This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this 
Outsourcing Standard: (1) The CJIS Security Policy. 

9.03 The te1ms set forth in this document do not constitute the sole understanding 
by and between the parties hereto; rather they provide a minimum basis for 
the security of the system and the CHRJ accessed therefrom and it is 
understood that there may be terms and conditions of the appended contract 
which impose more stringent requirements upon the Contractor.5 

9.04 The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conformance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the parties to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and conespondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 of this Outsourcing Standard shall be forwarded by First Class 
Mail to: · 

FBI Compact Officer 
1000 Custer Hollow Road 
Module D-3 
Clarksburg, WV 26306 

10.0 Exemption from Above Provisions 

5Such conditions could include additional audits, fees, or security requirements. The 
Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.01 

10.02 

An Information Technology (IT) contract need only include Sections 
1.0, 2.01, 2.02, 2.03 , 3.01, 6.0, 8.0, and 9.0 of this Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 
1. 

2. 

3. 

4. 

5. 

6. 

Access to CHRI by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the IT contractor; 
The computer system resides within the Authorized Recipient's 
facility; 
The Authorized Recipient's personnel supervise or work 
directly with the IT contra,ctor personnel; 
The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CHRI 
contained therein; and 
The Authorized Recipient retains all of the duties and 
responsibilities for the perfmmance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable ,requirements, 
including the Outsourcing Standard. 

An Authorized Recipient' s contract where access to CHRI is limited 
solely for the purposes of: (A) storage (referred to as archiving in 
some states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRI; and/or (C) destruction of the CHRJ by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Sections 1.0, 2.01 , 2.02, 2.03, 3.01, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
1. Access to CHRI by the Contractor is limited solely for the 

purposes of: (A) storage (referred to as archiving in some 
states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf cif the Authorized 
Recipient with appropriate security measures in place to 
protect the CHRI; and/or (C) destruction of the CHRI by 
Contractor personnel when not observed by the Authorized 

2. 
Recipient; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the Contractor; 
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3. The Contractor is not authorized to disseminate CHRI to any 
other agency or contractor on behalf of the Authorized 
Recipient; 

4. The Contractor's personnel are subject to the same criminal 
history record checks as the Authorized Recipient's personnel; 

5. The criminal history record checks of the Contractor personnel 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard; and 

7. The Contractor stores the CHRI in a physically secure location. 
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WSP Contract No. C130696GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and Washington 
State Department of Financial Institutions is hereby amended as follows: 

• The end date shall be extended through September 19, 2021. 

• EXHIBIT B CJIS Security Policy 5.1 shall be replaced with EXHIBIT B CJIS 
Security Policy 5.5. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

1/rr/rr-
/ Bate 

WASHINGTON STATE DEPARTMENT 
OF FINANCIAL INSTITUTIONS 



WSP Contract No. C130697GSC 
Amendment 1 

WA State Department of Health - N20392 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and Washington 
State Department of Health is hereby amended as follows: 

• The end date shall be extended through June 30, 2020. 

• Exhibit B "CJIS Security Policy" shall be replaced by Exhibit B - Federal Bureau of 
Investigation - Criminal Justice Information Services (CJIS) Security Policy, Version 5.5, 
published 6/1/2016 which is available at the following link: www.fbi.gov/about-us/cjis/cjis
security-policy-resource-center. WSP will provide a copy of the manual upon request. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

STATE OF WASHINGTON 
DEPARTMENT OF HEAL TH 

Q ~~ ------9--,,,, y ,~ Frank·Webley, 
--~-------~------~<-.::;-(_} ~ Contract Speciglist 

FOR: John R. Batiste, Chief SignatuF 

Date I ~ Date 



I. PURPOSE 

WSP Contract: C130697GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

WASHINGTON STATE 
DEPARTMENT OF HEALTH 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Washington State Department of 
Health, a non criminal justice agency (NCJA). This MOU sets forth the policy to ensure the 
protection of criminal histmy record infonnation (CHRI) between the WSP, the NCJA, and the 
Federal Bureau of Investigation (FBI). This MOU provides guidance for the creation, viewing, 
modification, transmission, dissemination, storage, and destruction of CHRI data. This policy 
applies to the NCJA and its contractors with access to, or who operate in support of, non-criminal 
justice services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As participants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Infonnation Services (CJIS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

l. NCJ A responds to requests for infonnation by the FBI CJIS Division or the WSP in the 
fonn of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has fonnalized written procedures for the following, if applicable: criminal histoiy 
use and dissemination, misuse, background checks, password management, storage, and 
destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI CJIS using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 



4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 

5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the CHRI is to be 
used. 

6. NCJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the infonnation contained in the FBI identification 
record. These officials also must advise the applicants that procedures for obtaining a 
change, correction, or updating of an FBI identification record are set forth in Title 28, 
C.F.R. 16.34. Official making such detenninations should not deny the license or 
employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NCJA shall seek WSP pennission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to CHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

10. NCJA is responsible for compliance to technical standards set forth by WSP and the CJIS 
Security Policy. 

11. NCJA will conduct periodic self audits to ensure compliance with CJIS Security Policy. 
12. NCJA will pmticipate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NCJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

III. CRIMINAL HISTORY RECORD INFORtWATION RESPONSBILITIES 
NCJA shall confonn to system policies, as established by the FBI CJIS Division and WSP, before 
access to CHRI is pennitted. This will allow for control over the data and give assurance of 
system security. 

1. The rules and procedures governing access to CHRI shall apply equally to all participants in 
the system. 

2. All noncriminal justice agencies with access to CHRI data must designate a specific unit, 
position, or personnel to access CHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to CHRI data from the system shall pennit an 
FBI CJIS Division or WSP audit team to conduct appropriate audits. NCJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NCJA must comply with and enforce system security. NCJA must have someone designated as 
the security point of contact (POC). Secmity POC's shall be responsible for the following: 
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I. Identifying the user of the hardware/sothvare and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is cmmected to the state system. 
3. Ensuring that personnel security screening procedures are being followed as stated in the 

CJIS Security Policy. 
4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP infonned of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI infonnation. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Infonnation Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI CJIS systems must review security awareness 
training within six months of their appointment or assignment. Documentation pertaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control secnrity addendum and which 
contain hardware, software, and/or firmware ( e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the CJIS sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical ba1Tiers that restrict unauthorized access. 

All persormel with access to computer centers, CHRI, or areas where CHRI infonnation is housed 
shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security .awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignn1ent for all persormel who have 
authorized access to FBI CJIS infonnation. Those who have direct responsibility to configure 
and maintain computer systems and networks will not have access to FBI CJIS information. A 
summary ofCHRI information, limited to conviction history is stored on the NCJA network; no 
CJIS repo11s are stored on the network. All emails with CJIS information attachments are printed 
and deleted after printing. All requests from system access shall be made as specified by the CJIS 
Systems Officer (i.e. WSP Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this clata with the WSP. 



Storage 
Please see ·Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 

V. LIAISON REPRESENTATIVES 
For the Washington State Patrol: 

Jim Anderson, Administrator 
Criminal Records Division 
PO Box 42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: jim.anderson([/)wsp.wa.gov 

VI. INDEMNIFICATION 

For the Washington State 
Department of Health: 
T. Diane Young 
PO Box 47877 
Olympia WA 98504-7877 
360-236-4666 
diane. young@doh.wa.gov 

Each party shall defend, protect and hold harmless the other party from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERIVIINA TION 
Except as otherwise provided in this MOU, either party may tenninate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so terminated, the terminating party shall 
be liable only for performance in accordance with the teims of this MOU for perfonnance prior to the 
effective date of tennination. 

LX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be detennined in the following manner: The 
Chief ofWSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief ofWSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The detennination of the Dispute Board shall be final and binding on 
the parties hereto. If applicable and as an alternative to this process, either of the parties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 
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Exhibit B - Federal Bureau of lnvestigation - Criminal Justice lnfom1ation Services (CJIS) Secllti ty 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www. tb i. £!ovlabout-us/cj isicj is-securi tv-policv-resource-center. WSP will provide a copy of 
the manual upon request. 

Xl. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Tenns and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL \VRITINGS CONTAINED HEREIN 
This MOU contains all the tem1S and conditions agreed upon by the pai1ies. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the patties hereto. 

ST ATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~~~£>'-

~ Jolm R. Batiste, Chief 

3/f/11 
Date 
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WASHINGTON STATE 
DEPARTMENT OF HEALTH 
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Date 
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L&I Contract No. K3228 
WSP Contract No. C130698GSC 

I. PURPOSE 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

and the 

WASHINGTON STATE DEPARTMENT OF 
LABOR AND INDUSTRIES 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Washington State Department of 
Labor and Industries, a non-criminal justice agency (NCJA). This MOU sets forth the 
policy to ensure the protection of criminal history record information (CHRI) between the 
WSP, the NCJA, and the Federal Bureau of Investigation (FBI). This MOU provides 
guidance for the creation, viewing, modification, transmission, dissemination, storage, and 
destruction of CHRI data. This policy applies to the NCJA and its contractors with access 
to, or who operate in support of, non-criminal justice services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As participants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

A. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal 
Justice Information Services (CJIS) Security Policy (See Exhibit B) which includes 
authorized use of CHRI, dissemination of CHRI, statute authorization for civil applicant 
background checks conducted by noncriminal justice agencies, applicant notification 
and record challenge, security of CHRI, storage of CHRI, outsourcing of noncriminal 
justice administrative functions, and user fees. WSP will conduct regional audits of all 
agencies working under this MOU to ensure compliance to all state and federal 
standards. 

B. NCJA. The NCJA shall be responsible for ensuring: 

1. NCJA responds to requests for information by the FBI CJIS Division or the WSP in 
the form of questionnaires, surveys, or similar methods, to the maximum extent 
possible, consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal 
history use and dissemination, misuse, background checks, password 
management, storage, and destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to 
Public Law 92-544 is solely used for the purpose for which the record was 
requested. Subject fingerprints shall be submitted with all requests for CHRI for 
noncriminal justice purposes. Access to the FBI CJIS using name-based inquiry 
and record request messages is not permitted for noncriminal justice purpose, 
unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is 
made outside the receiving departments, related agencies, or other authorized 
entities. 

Contract between Washington State Patrol and Washington State Dept. of Labor and Industries 
Contract No. C130698GSC FBI MOU 
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WSP Contract No. C130698GSC 

5. All fingerprint based applicant submissions must include in the reason 
fingerprinted field an accurate representation of the purpose and/or authority for 
which the CHRI is to be used. 

6. NCJA must notify the applicants fingerprinted that the fingerprints will be used to 
check the criminal history records of the FBI. The officials making the determination 
of suitability for licensing or employment shall provide the applicants the opportunity 
to complete, or challenge the accuracy of, the information contained in the FBI 
identification record. These officials also must advise the applicants that procedures 
for obtaining a change, correction, or updating of an FBI identification record are 
set forth in Title 28, CFR 16.34. Official making such determinations should not 
deny the license or employment based on information in the record until the 
applicant has been afforded a reasonable time to correct or complete the record, or 
has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security 
and confidentiality of records and to protect against any anticipated threats or 
hazards to their security or integrity. 

8. NCJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 

9. Outsourcing of noncriminal justice administrative functions requiring access to 
CHRI to either another governmental agency or a private contractor acting as an 
agent for the authorized receiving agency complies with the security and 
management control outsourcing standard for non-channelers (see Exhibit A). 

10. NCJA is responsible for compliance to technical standards set forth by WSP and 
the CJIS Security Policy. 

11. NCJA will conduct periodic self-audits to ensure compliance with CJIS Security 
Policy. 

12. NCJA will participate in WSP and FBI audits, provide plans for any compliance 
issues, and follow through to resolution within identified timeframes. 

13. NCJA will ensure all appropriate staff members are trained according to the state 
and federal requirements. 

Ill. CRIMINAL HISTORY RECORD INFORMATION RESPONSIBILITIES 
NCJA shall conform to system policies, as established by the FBI CJIS Division and 
WSP, before access to CHRI is permitted. This will allow for control over the data and give 
assurance of system security. 

1. The rules and procedures governing access to CHRI shall apply equally to all 
participants in the system. 

2. All noncriminal justice agencies with access to CHRI data must designate a specific 
unit, position, or personnel to access CHRI; noncriminal justice agencies must advise 
WSP of such personnel and changes to such designation. 

3. All noncriminal justice agencies with access to CHRI data from the system shall 
permit an FBI CJIS Division or WSP audit team to conduct appropriate audits. NCJA 
must cooperate with these audits and respond promptly. 

Contract between Washington State Patrol and Washington State Dept. of Labor and Industries 
Contract No. C130698GSC FBI MOU 
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WSP Contract No. C130698GSC 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NCJA must comply with and enforce system security. NCJA must have someone 
designated as the security point of contact (POC). Security POC's shall be responsible for 
the following: 

1. Identifying the user of the hardware/software and ensuring that no unauthorized 
users have access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 

3. Ensuring that personnel security screening procedures are being followed as stated in 
the CJIS Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 

5. Supporting policy compliance and keeping the WSP informed of security incidents. 

6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to 
all of the other agencies to which the NCJA provides CHRI information. Authorized users 
shall access and disseminate the CHRI data only for the purpose for which they are 
authorized. NCJA shall have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have 
direct responsibility to configure and maintain FBI CJIS systems must review security 
awareness training within six months of their appointment or assignment. 
Documentation pertaining to the materials used and those employees which receive 
security awareness training shall be maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of 
rooms, that is/are subject to criminal justice agency management control security 
addendum and which contain hardware, software, and/or firmware (e.g., information 
system servers, controlled interface equipment, associated peripherals or communications 
equipment, wire closets, patch panels, etc.) that provide access to the CJIS sensitive 
facilities and restricted/controlled areas shall be prominently posted and separated from 
non-sensitive facilities and non-restricted/controlled areas by physical barriers that restrict 
unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI information is 
housed shall either be escorted by authorized personnel at all times or receive a 
fingerprint-based background check. All personnel must review security awareness 
training within six months of their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks 
shall be conducted within 30 days of initial employment or assignment for all personnel 
who have authorized access to FBI CJIS information and those who have direct 
responsibility to configure and maintain computer systems and networks with access to 
FBI CJIS information. All requests from system access shall be made as specified by the 
CJIS Systems Officer (i.e. WSP Identification and Criminal History Section). 

Contract between Washington State Patrol and Washington State Dept. of Labor and Industries 
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NCJA shall use the data supplied by WSP and the FBI under this MOU only for the 
authorized purpose intended. NCJA shall not use this data for any other purpose and shall 
not disseminate this data with any other parties unless required by law. NCJA shall 
share any public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers 
(Exhibit A). 

V. LIAISON REPRESENTATIVES 

For the Washington State Patrol: 

Jim Anderson, Administrator 
Criminal Records Division 
PO Box42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Washington State Department 
of Labor and Industries: 

Ms. Jennifer Hall, Explosive Licensing 
PO Box44655 
Tumwater WA 98504-4655 
Phone: 360-902-5563 
Email: jennifer.hall@lni.wa.gov 

Each party shall defend, protect and hold harmless the other party from and against all 
claims, suits and/or actions arising from any negligent or intentional act or omission of 
that party's employees, agents, and/or authorized subcontractor(s) while performing this 
MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three 
years and may be renewed. It may be modified by mutual written consent of the two 
agencies. Liaison Representatives may modify Exhibit A by mutual written consent of the 
two agencies without changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may terminate this MOU upon ninety 
(90) days' written notification to the other party. If this MOU is so terminated, the terminating 
party shall. be liable only for performance in accordance with the terms of this MOU for 
performance prior to the effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be determined in the following 
manner: The Chief of WSP, or designee, shall appoint one member to the Dispute Board. 
NCJA shall appoint one member to the Dispute Board. The Chief of WSP, or designee, 
and the NCJA shall jointly appoint an additional member to the Dispute Board. The Dispute 
Board shall evaluate the dispute and make a determination of the dispute. The 
determination of the Dispute Board shall be final and binding on the parties hereto. If 
applicable and as an alternative to this process, either of the parties may request 

Contract between Washington State Patrol and Washington State Dept. of Labor and Industries 
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intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A - Security and Management Control Outsourcing ·s tandard for Non-Channelers 

Exhibit B - Federal Bureau of Investigation - Criminal Justice Information Services (CJIS) 
Security Policy, Version 5.2, published 8/9/2013 which is available at the following 
link: www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a 
copy of the manual upon request. 

Exhibit C- Additional Data Handling Requirements 

XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided 
herein, the inconsistency shall be resolved by giving precedence in the following order: 
A. Applicable federal and state statutes and regulations; 
B. The Terms and Conditions contained in this MOU; 
C. The Exhibits attached to this MOU; 
D. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the parties. No other 
understandings, oral or otherwise, regarding the subject matter of this MOU shall be 
deemed to exist or to bind any of the parties hereto. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

WASHINGTON STATE 
DEPARTMENT OF LABOR AND 
INDUSTRIES 

Anne F. Soiza, Assistant Director 
Division of Occupational Safety and Health 

1 ~/,;,. 0 11-r 
Date 
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EXHIBIT C 
ADDITIONAL DATA HANDLING REQUIREMENTS 

This Attachment documents the data handling requirements for transferring, accessing and protecting 
L&l's network and/or data shared under the terms of this Contract. 

DESCRIPTION OF DATA 
Access is granted to L&I for criminal history background information owned by Washington State Patrol. 
In the execution of this Contract, L&I Explosive Licensing Program submits an applicant's fingerprint card 
to WSP. WSP emails a password protected document (data) that contains the applicant's criminal 
history information. L&I reviews the information to determine if the applicant can be issued an 
explosives license in compliance with the RCW 70.74.360. After review of the information, the 
Explosives Licensing Program files the document, retains it for 6 years, and then destroys the document. 

Data provided within the context of this Contract may be confidential, private and/or may contain 
sensitive details about an applicant's background and criminal history. 

DATA CLASSIFICATION DECLARATION 
RCW 70. 74.360 states: "{1) The director of labor and industries shall require, as a condition precedent to 
the briginal issuance and upon renewal every three years thereafter of any explosive license, 
fingerprinting and criminal history record information checks of every applicant. In the case of a 
corporation, fingerprinting and criminal history record information checks shall be required for the 
management officials directly responsible for the operations where explosives are used if such persons 
have not previously had their fingerprints recorded with the department of labor and industries. In the 
case of a partnership, fingerprinting and criminal history record information checks shall be required of 
all general partners. Such fingerprints as are required by the department of labor and industries shall be 
submitted on forms provided by the department to the identification section of the Washington state 
patrol and to the identification division of the federal bureau of investigation in order that these agencies 
may search their records for prior convictions of the individuals fingerprinted. The Washington state 
patrol shall provide to the director of labor and industries such criminal record information as the 
director may request. The applicant shall give full cooperation to the department of labor and industries 
and shall assist the department of labor and industries in all aspects of the fingerprinting and criminal 
history record information check. The applicant shall be required to pay the current federal and state fee 
for fingerprint-based criminal history background checks." 

IX! CHECK THE APPROPRIATE Box 

0 CONFIDENTIAL 
A data classification for data that, due to its sensitive or private nature, requires limited and authorized 
access. Its unauthorized access could adversely impact the agency legally, financially or damage its 
public integrity. 

IX! RESTRICTED CONFIDENTIAL 
A data classification for the most sensitive medical and business data within the agency. It is 
Confidential {as defined above); however, with a need for added protection. Its unauthorized access 
would seriously and adversely impact the organization, its customers, employees or subcontractor(s). 

METHOD OF DATA ACCESS 
The data shall be provided by the Department of Labor & Industries/Information Services in the following 

format: 
0 Encrypted floppy disk or CD-ROM 
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~ Encrypted electronic-mail 
0 US or CMS mail 
~ Secure file transfer 
0 On-line application 
D Network assessment 
0 Direct connection to the network-
□ Other <Describe> _______________ _ 

Frequency of Data Exchange 
0 One time: data shall be delivered by ___ (date) 
~ Repetitive: Each time a customer submits a fingerprint card for an Explosive License. 
~ As available 

AUTHORIZED ACCESS TO DATA 
Access to the data is limited to Contractor staff and subcontractor(s) who are specifically authorized and 
who have a business need-to-know. In accordance with the terms contained herein and prior to making 
the data available, the Contractor shall notify all staff and subcontractor(s) with access to the data of the 
use and disclosure requirements. 

USE OF DATA 
The data provided shall be used and/or accessed only for the limited purposes of carrying out activities 
pursuant to this Contract as described herein. The data shall not be duplicated or redisclosed without 
the prior written authority of L&l's Contract Manager. The Contractor shall not use the data for any 
purpose not specifically authorized under the terms of this Contract. 

SECURITY OF DATA 
The Contractor shall take due care to protect the data from unauthorized physical and electronic access, 
as described in this Contract, to ensure compliance with all appropriate federal laws and applicable 
provisions of Washington State law. 

The handling requirements and protective measures for (Restricted) Confidential data while it is in 
motion and at rest are as follows: 

GENERAL ACCESS-

Access is based on business need-to-know. It is explicitly authorized by the L&I data 
owner to specific individuals. 

TRANSMISSION OF DATA-

PRINT-

A) Electronic file transfer- Secure file transfer (encrypted) required. 
B) Transmission by mail-Traceable delivery required (e.g. messenger, federal or 

commercial courier, certified, return receipt mail). 
C) Transmission by facsimile-prohibited 
D) Electronic Mail - Encrypted email required 
E) Portable Storage Media, e.g. CDs, DVDs, USB flash drives, tapes, etc. - Encryption 

Required 

Store in a secured, lockable enclosure. 
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COPYING-
Photocopying only with pre-authorized approval by the L&I Contract Manager. 
Photocopying minimized and only when necessary. Care must be taken to recover all 
originals and copies. Extra or spoiled copies must be disposed of properly (see Media 
Disposal below). 

MEDIA DISPOSAL-
A) Printed materials (reports and documents): Destruction is required (recycling is 

prohibited). Shredding or use of certified, marked and locked bins for shredding is 
appropriate. 

B) Removable magnetic or optical storage media (tape, diskettes, CDs): Media must be 
destroyed or deposited in certified bins specifically designated for magnetic media 
or "cleaned" using a U.S. Department of Defense-standard data cleaning program, 
and then may be reused. 

PHYSICAL SECURITY OF DATA -
Access to areas containing the data must be physically restricted. Data must be locked 
when left unattended. 

ELECTRONIC DATA AT REST-
If there is a need for data to be stored on a PC, the Contractor must assure unauthorized 
access cannot take place, including but not limited to password protection when PC is 
left unattended. Data stored on non-L&I equipment must be encrypted. 

AUTHENTICATION OF USER IDENTITY-
1. Authentication from inside an L&I facility for Contractor staff to access internal LAN 

and computer systems-requires user ID and password 

2. Authentication for Contractor staff from a location outside of an L&I facility-strong 
authentication (e.g., digital certificates, hardware, tokens, biometrics, etc) is 
required. 

DATA RECOVERY-
Loss of the data or equipment - Legal notification to L&l's contract manager is· required. 

DATA DISPOSITION (MEDIA DISPOSAL)-
Upon completion of work, the data collected must be destroyed or returned to L&I. 
Certification of Data Disposition form (Attachment F) is required. 

SYSTEMS MANAGEMENT-
Contractor shall ensure all systems, including portable systems are maintained with all 
best security practices including but not limited to up-to-date anti-virus protection, 
security patches, firewall(s), full disk encryption, etc. 

TERMINATION OF ACCESS 
Each party may at its discretion disqualify an individual authorized by the other party from gaining access to 
data. Notice of termination of access will be by written notice and become effective upon receipt by the 
other party. Termination of access of one individual by either party does not affect other individuals 

authorized under this Agreement. 
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WSP Contract No. C130698GSC 
L&I Contract No. K3228 

Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the 
Washington State Department of Labor and Industries is hereby amended as follows: 

• The end date shall be extended through January 11, 2023. 

• Section V, Liaison Representatives with the following: 
Mr. Daniel Massey, Explosive Licensing 
PO Box 44655 
Tumwater WA 98504-4655 
Ph. 360-902-5569 
Daniel.massey@lni.wa.gov 

• Exhibit B "CJIS Security Policy" shall be replaced by Exhibit B - Federal Bureau of 
Investigation - Criminal Justice Information Services (CJIS) Security Policy, Version 5.6, 
published 6/5/2017 which is available at the following link: www.fbi.gov/about-us/cjis/cjis
security-policy-resource-center. WSP will provide a copy of the manual upon request. 

• Exhibit C "Additional Data Handling Requirements" 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is execu,ted by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHlNGTON STATE PATROL 

I Dat~ , 

WASHINGTON STATE DEPARTMENT OF 
LABOR AND INDUSTRIES 

Signature 

Date 



EXHIBITC 
ADDITIONAL DATA HANDLING REQUIREMENTS 

This Attachment documents the data handling requirements for transferring, accessing and protecting 
L&l's network and/or data shared under the terms of this Contract. 

DESCRIPTION OF DATA 
Access is granted to L&I for criminal history background information owned by Washington State Patrol. 
In the execution of this Contract, L&I Explosive Licensing Program submits an applicant's fingerprint card 
to WSP. WSP emails a password protected document (data) that contains the applicant's criminal 
history information. L&I reviews the information to determine if the applicant can be issued an 
explosives license in compliance with the RCW 70.74.360. After review of the information, the 
Explosives Licensing Program files the document, retains it for the period specified by the Secretary of 
State Disposition Authorization Number (DAN) 87-10-41113, and then destroys the document. 

Data provided within the context of this Contract may be confidential, private and/or may contain 
sensitive details about an applicant's background and criminal history. 

DATA CLASSIFICATION DECLARATION 
RCW 70.74.360 states: "{1) The director of labor and industries shall require, as a condition precedent to 
the original issuance and upon renewal every three years thereafter of any explosive license, 
fingerprinting and criminal history record information checks of every applicant. In the case of a 
corporation, fingerprinting and criminal history record information checks shall be required for the 
management officials directly responsible for the operations where explosives are used if such persons 
have not previously had their fingerprints recorded with the department of labor and industries. In the 
case of a partnership, fingerprinting and criminal history record information checks shall be required of 
all general partners. Such fingerprint~ as are required by the department of labor and industries shall be 
submitted on forms provided by the department to the identification section of the Washington state 
patrol and to the identification division of the federal bureau of investigation in order that these agencies 
may search their records for prior convictions of the individuals fingerprinted. The Washington state 
patrol shall provide to the director of labor and industries such criminal record information as the 
director may request. The applicant shall give full cooperation to the department of labor and industries 
and shall assist the department of labor and industries in all aspects of the fingerprinting and criminal 
history record information check. The applicant shall be required to pay the current federal and state fee 
for fingerprint-based criminal history background checks." 

~ CHECK THE APPROPRIATE Box 
0 CONFIDENTIAL 
A data classification for data that, due to its sensitive or private nature, requires limited and authorized 
access. Its unauthorized access could adversely impact the agency legally, financially or damage its 
public integrity. 

~ RESTRICTED CONFiDENTIAL 
A data classification for the most sensitive medical and business data within the agency .. It is 
Confidential (as defined above); however, with a need for added protection. Its unauthorized access 
would seriously and adversely impact the organization, its customers, employees or subcontractor(s). · 

METHOD OF DATA ACCESS 
The data shall be provided by the-E9epartment of Labor & Industries/Information Services in the following 
format: 
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0 Encrypted floppy disk or CD-ROM 
[ZJ Encrypted electronic-mail 
D US or CMS mail 
[ZJ Secure file transfer 
D On-line application 
D Network assessment 
D Direct connection to the network-
□ Other <Describe> _______________ _ 

Frequency of Data Exchange 
D One time: data shall be delivered by ___ (date) 
[ZJ Repetitive: Each time a customer submits a fingerprint card for an Explosive License. 
[ZJ As available 

AUTHORIZED ACCESS TO DATA 
Access to the data is limited to Contractor staff and subcontractor(s) who are specifically authorized and 
who have a business need-to-know. In accordance with the terms contained herein and prior to making 
the data available, the Contractor shall notify all staff and subcontractor(s) with access to the data of the 
use and disclosure requirements. 

USE OF DATA 
The data provided shall be used and/or accessed only for the limited purposes of carrying out activities 
pursuant to this Contract as described herein. The data shall not be duplicated or redisclosed without 
the prior written authority of L&l's Contract Manager. The Contractor shall not use the data for any 
purpose not specifically authorized under the terms of this Contract. 

SECURITY OF DATA 
The Contractor shall take due care to protect the data from unauthorized physical and electronic access, 
as described in this Contract, to ensure compliance with all appropriate federal laws and applicable 
provisions of Washington State law. 

The handling requirements and protective measures for (Restricted) Confidential data while it is in 
motion and at rest are as follows: 

GENERAL ACCESS-
Access is based on business need-to-know. It is explicitly authorized by the L&I data 
owner to specific individuals. 

TRANSMISSION OF DATA-

PRINT-

A) Electronic file transfer- Secure file transfer (encrypted) required. 
B) Transmission by mail-Traceable delivery required (e.g. messenger, federal or 

commercial courier, certified, return receipt mail). 
C) Transmission by facsimile-prohibited 
D) Electronic Mail - Encrypted email required 
E) Portable Storage Media, e.g. CDs, DVDs, USB flash drives, tapes, etc. - Encryption 

Required 

Store in a secured, lockable enclosure. 
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COPYING-
Photocopying only with pre-authorized approval by the L&I Contract Manager. 
Photocopying minimized and only when necessary. Care must be taken to recover all 
originals and copies. Extra or spoiled copies must be disposed of properly (see Media 
Disposal below). 

MEDIA DISPOSAL-
A) Printed materials (reports and documents): Destruction is required (recycling is 

prohibited). Shredding or use of certified, marked and locked bins for shredding is 
appropriate. 

B) Removable magnetic or optical storage media (tape, diskettes, CDs): Media must be 
destroyed or deposited in certified bins specifically designated for magnetic media 
or "cleaned" using a U.S. Department of Defense-standard data cleaning program, 
and then may be reused. 

PHYSICAL SECURITY OF DATA -
Access to areas containing the data must be physically restricted. Data must be locked 
when left uriattended. 

ELECTRONIC DATA AT REST-
If there is a need for data to be stored on a PC, the Contractor must assure unauthorized 
access cannot take place, including but not limited to password protection when PC is 
left unattended. Data stored on non-L&I equipment must be encrypted. 

AUTHENTICATION OF USER IDENTITY-
1. Authentication from inside an L&I facility for Contractor staff to access internal LAN 

and computer systems-requires user ID and password 

2. Authentication for Contractor staff from a location outside of an L&I facility-strong 
authentication (e.g., digital certificates, hardware, tokens, biometrics, etc) is 
required. 

DATA RECOVERY-
Loss of the data or equipment - Legal notification to L&l's contract manager is required. 

DATA DISPOSITION (MEDIA DISPOSAL)-
Upon completion of work, the data collected must be destroyed or returned to L&I. 
Certification of Data Disposition form (Attachment F) is required. 

SYSTEMS MANAGEMENT-
Contractor shall ensure all systems, including portable systems are maintained with all 
best security practices including but not limited to up-to-date anti-virus protection, 
security patches, firewall(s), full disk encryption, etc. 

TERMINATION OF ACCESS 
Each party may at its discretion disqualify an individual authorized by the other party from gaining access to 
data. Notice of termination of access will be by written notice and become effective upon receipt by the 
other party. Termination of access of one individual by either party does not affect other individuals 
authorized under this Agreement. 
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I. PURPOSE 

WSP Contract: Cl30705GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

WASHING TON OFFICE 
OF THE INSURANCE COMMISSIONER 

The pa1iies to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Washington State Office of the 
Insurance Commissioner, a non criminal justice agency (NCJA). This MOU sets fmih the policy 
to ensure the protection of criminal history record information (CHRI) between the WSP, the 
NCJA, and the Federal Bureau of Investigation (FBI). This MOU provides guidance for the 
creation, viewing, modification, transmission, dissemination, storage, and destrnction of CHRI 
data. This policy applies to the NCJA and its contractors with access to, or who operate in support 
of, non-criminal justice services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As paiiicipants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destrnction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CJIS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

I. NCJA responds to requests for information by the FBI CJIS Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal histo1y 
use and dissemination, misuse, background checks, password management, storage, and 
destrnction ofCHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI CJIS using name-based inquiiy and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 



4. Access to eHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 

5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the eHRI is to be 
used. 

6. NeJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy ot; the information contained in the FBI identification 
record. These officials also must advise the applicants that procedures for obtaining a 
change, correction, or updating of an FBI identification record are set fo1ih in Title 28, 
e.F.R. 16.34. Official making such determinations should not deny the license or 
employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NeJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to eHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

I 0. NeJA is responsible for compliance to technical standards set fmth by WSP and the ens 
Security Policy. 

11. NeJA will conduct periodic self audits to ensure compliance with ens Security Policy. 
12. NeJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NeJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

III. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NeJA shall conform to system policies, as established by the FBI ens Division and WSP, before 
access to eHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

I . The rnles and procedures governing access to eHRI shall apply equally to all pmticipants in 
the system. 

2. All noncriminal justice agencies with access to eHRJ data must designate a specific unit, 
position, or personnel to access eHRJ; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to eHRI data from the system shall permit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NeJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NeJA must comply with and enforce system security. NeJA must have someone designated as 
the security point of contact (POC). Security POe's shall be responsible for the following: 
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1. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 
3. Ensuring that personnel security screening procedures are being followed as stated in the 

CJIS Security Policy. 
4. Ensuring that appropriate hardware security measures are in place. 
5. Suppotiing policy compliance and keeping the WSP informed of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI information. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI CJIS systems must review security awareness 
training within six months of their appointment or assignment. Documentation pertaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware ( e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the CJIS sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI infonnation is housed 
shall either be escotied by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI CJIS information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI CJIS information. All requests 
from system access shall be made as specified by the CJIS Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other pmiies unless required by law. NCJA shall share any 
public disclosure requestsregarding this data with the WSP. 
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Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 

V. LIAISON REPRESENTATIVES 
For the Washington State Patl'ol: 

Jim Anderson, Administrator 
Criminal Records Division 
PO Box 426 19 
Olympia WA 98504-2619 
Phone: (360)534-2 101 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Washington Office 
of the Insurance Commissioner: 
Jeff Baughm1111 
PO Box 40257 
Olympia WA 98504 
360-725-7064 
JeffB@oic.wa.gov 

Each patty shall defend, protect and hold harmless the other party from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either patty may terminate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so terminated, the terminating party shall 
be liable only for performance in accordance with the terms of this MOU for perfonnance prior to the 
effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be determined in the following manner: The 
Chief of WSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief of WSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The determination of the Dispute Board shall be final and binding on 
the parties hereto. If applicable and as an alternative to this process, either of the patties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A - 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation - Criminal Justice Information Services (CJIS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
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www.lhi.[jllVl<1bn11t-11s/~jis/~jis security 11plic •-rcso11n;c-cenlcr. WSP will provide a copy of 
the 11rn1111al 11po11 request. 

XI. ORDER OF PRECEDENCE 
111 the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
R. Applicable federal and stale slalulcs and regulations; 
b. The Terms and Conditions contained in this MOU; 
c. The ExJ1ibits attached lo this MOU; 
d. Any other provisions of'the MOU, whether incorporated by reference or otherwise. 

XII. ALL Will.TINGS CONTAINED HEREIN 
This MOU contains all lhe terllls and conditions agreed upon by lhc pa11ies. No other understandings, 
ora l or otherwise, regarding the su~ject matter of this MOU shall be deemed lo exist or to bind any or 
the pm1ics hcrclo. 

STA TE or \V ASHfNGTON WASHINGTON OFFICE 

,,"[/ WAS7~~-E~~A ,11;4 or THE INSURANCE COMMISSIONER 

Date ~/ I Date 
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www.fbi .gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 

XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless othetwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Terms and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or othetwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the parties. No other understandings, 
oral or othetwise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the parties hereto. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

· John R. Batiste, Chief 

Date 

WASHINGTON OFFICE 
OF THE INSURANCE COMMISSIONER 

Date 
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EXHIBIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal history record information (CHRI) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of harm resulting from the loss, misuse, or unauthorized access to or 
modification of information." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws, regulations, and standards (including the FBI 
Criminal Justice Information Services (CJIS) Security Policy) as well as with rules, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (III) System and CHRI are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, persom1el security, system security, and data security. 

The provisions of this Outsourcing Standard are established by the Compact 
Council pursuant to 28 CFR Part 906 and are subject to the scope of that rule. They apply 
to all personnel, systems, networks, and facilities supporting and/or acting on behalf of the 
Authorized Recipient to perfonn noncriminal justice administrative functions requiring 
access to CHRI without a direct connection to the FBI CHS Wide Area Network (WAN). 

1.0 Definitions 
1.01 Access to CHRI means to view or make use of CHRJ obtained from the III 

System but excludes direct access to the III System by computer terminal or 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal history record repositories or as 
provided by title 42, United States Code, section l 46 l 4(b ). 

l .02 Authorized Recipient means (1) a nongovernmental entity authorized by 
federal statute or federal executive order to receive CHRI for noncriminal 
justice purposes, or (2) a government agency authorized by federal statute, 
federal executive order, or state statute which has been approved by the 
United States Attorney General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Nonparty State's 
criminal history record repository or a designee of such administrator who is 
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a regular full-time employee of the repository, which is also referred to as the 
State Identification Bureau (SIB) Chief. 

1.04 CHRI, as referred to in Article 1(4) of the Compact, means information 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of arrests, detentions, indictments, or 
other formal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, correctional supervision, or release; but does 
not include identification information such as fingerprint records if such 
information does not indicate involvement of the individual with the criminal 
justice system. 

1.05 Criminal History Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
state criminal history record repository and/or the FBI system. 

1.06 Compact Officer, as provided in Article 1(2) of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Party State, the chief 
administrator of the State's criminal history record repository or a designee 
of the chief administrator who is a regular full-time employee of the 
repository. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the particular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient to perform noncriminal justice 
administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure of III CHRI by an Authorized Recipient 
to an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
well as rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

1.09 Noncriminal Justice Administrative Functions means the routine noncriminal 
justice administrative functions relating to the processing of CHRI, to 
include but not limited to the following: 
1. Making fitness determinations/recommendations 
2. Obtaining missing dispositions 
3. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or State statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 
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1. IO Noncriminal Justice Purposes, as provided in Article 1(18) of the Compact, 
means uses of criminal history records for purposes authorized by federal or 
state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing determinations, immigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States Attorney General which is to be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRI for 
noncriminal justice purposes, limits the use of the information to the 
purposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the information, provides for audits and sanctions, provides conditions for 
termination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and personnel security 
controls sufficient to protect CHRI and associated information systems. 

1.13 Positive Identification, as provided in Article 1(20) of the Compact, means a 
detennination, based upon a comparison of fingerprints 1 or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject ofa criminal history record or records 
indexed in the III System. Identifications based solely upon a comparison of 
subjects' names or other non-unique identification characteristics or numbers, 
or combinations thereof, shall not constitute positive identification. 

1.14 Public Carrier Network means a telecommunications infrastructure 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infrastructure which supports public users other than 
those of the agency using that network. Examples of a public carrier network 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon, network connections to AT&T, A TM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public carrier network provides network services to the public; 
not just to the single agency using that network. 

1.15 Security Violation means the failure to prevent or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-flat 
fingerprint submission. Further information concerning positive identification may be 
obtained from the FBI Compact Council office. 
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violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rule, procedure, or standard established by the Compact Council and the 
United States Attorney General. 

2.0 Responsibilities of the Authorized Recipient 
2.01 Prior to engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive written 
permission from (1) the State Compact Officer/Chief Administrator2 or (2) 
the FBI Compact Officer3

; (b) provide the Compact Officer/Chief 
Administrator copies of the specific authority for the outsourced work, 
criminal history record check requirements, and/or a copy of relevant 
portions of the contract as requested; and ( c) inquire of the FBI Compact 
Officer whether a prospective Contractor has any security violations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the State Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to 
providing a Contractor access to CHRI. The contract shall, at a minimum, 
incorporate by reference and have appended thereto this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when the Contractor is to 
perform duties requiring access to CHRI, specify the terms and conditions of 
such access; limit the use of such infonnation to the purposes for which it is 
provided; limit retention of the information to a period of time not to exceed 
that period of time the Authorized Recipient is permitted to retain such 
information; prohibit dissemination of the information except as specifically 
authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
confidentiality of the information to include confirmation that the intended 
recipient is authorized to receive CHRI; provide for audits and sanctions; 
provide conditions for termination of the contract; and ensure that Contractor 

2The Compact Officer/Chief Administrator may not grant such pem1ission unless he/she has 
implemented a combined state/federal audit program to, at a minimum, triennially audit a 
representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHRI under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3State or local Authorized Recipients based on State or Federal Statutes shall contact the 
State Compact Officer/Chief Administrator. Federal or Regulatory Agency Authorized 
Recipients shall contact the FB.l Compact Officer. 
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personnel comply with this Outsourcing Standard. 
a. The Authorized Recipient shall conduct criminal history record 

checks of Contractor personnel having access to CHR! if such checks 
are required or authorized of the Authorized Recipient's personnel 
having similar access.4 The Authorized Recipient shall maintain 
updated records of Contractor personnel who have access to CHRI 
and update those records within 24 hours when changes to that access 
occur and, if a criminal history record check is required, the 
Authorized Recipient shall maintain a list of Contractor personnel 
who successfully completed the criminal history record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. 

c. The Authorized Recipient shall ensure that the most current version of 
both the Outsourcing Standard and the CJIS Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days ( unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or CJIS Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless otherwise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or CJIS Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or because of~ its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the tenns and conditions of the 
Outsourcing Standard. The Authorized Recipient shall certify to the 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHR! 
under the approved outsourcing agreement. 

4If a national criminal history record check of Authorized Recipient personnel having 
access to CHRI is mandated or authorized by a federal statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is amended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. The national criminal history record checks of Contractor personnel with access 
to CHRI cannot be outsourced and must be performed by the Authorized Recipient. 
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2.06 The Authorized Recipient shall provide written notice of any early voluntary 
termination of the contract to the Compact Officer/Chief Administrator or the 
FBI Compact Officer. 

3.0 Responsibilities of the Contractor 
3.01 The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the CJIS Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Personnel, and Information Technology) to comply with 
the most current Outsourcing Standard and the most current FBI CJIS 
Security Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
CJJS Security Policy. [n addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CHRI. The Authorized Recipient 
shall provide the written approval of a Contractor's Security Program. 

3.03 The requirements for a Security Program should include, at a minimum: 
a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the CJJS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
d) Standards for the selection, supervision, and separation of personnel with 
access to CHRI. 
**If the Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the CJJS Security Policy. Tfthc 
corporate policy is not this specific, it must flow down to a level where the 
documentation supports these requirements. 

3 .04 Except when the training requirement is retained by the Authorized Recipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes to federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversary date 
of the contract, certify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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to CHIU. 
3.05 The Contractor shall make its facilities available for announced and 

unannounced audits performed by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI CJIS 
Division. During this review, provision will be made to update the Security 
Program to address security violations and to ensure changes in policies and 
standards as well as changes in federal and state law are incorporated. 

3.07 The Contractor shall maintain CHRI only for the period of time necessary to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CBRL 

3.08 The Contractor shall maintain a log of any dissemination of CHRI, for a 
minimum of365 days. 

4.0 Site Security 
4.01 The Authorized Recipient shall ensure that the Contractor site(s) is a 

physically secure location to protect against any unauthorized access to 

CHRI. 

5.0 Dissemination 
5.01 The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondary recipient 
with unique identifiers, (B) the record disseminated, (C) the date of 
dissemination, (D) the statutory authority for dissemination, and (E) the 
means of dissemination. 

5.03 If CHRI is stored or disseminated in an electronic format, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHRI be disseminated other than as 

governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Security 
6.01 If a local, state, or federal written standard requires or authorizes a criminal 

history record check of the Authorized Recipient's personnel with access to 
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CHRI, then a criminal history record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRI. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are performed on the Authorized 
Recipient's personnel performing similar functions. Criminal history record 
checks must be completed prior to accessing CHRI under the contract. 

6.02 The Contractor shall ensure that each employee performing work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRJ. The 
Contractor shall confirm in writing that each employee has certified in 
writing.that he/she understands the Outsourcing Standard requirements and 
laws that apply to his/her responsibilities. The Contractor shall maintain the 
employee certifications in a file that is subject to review during audits. 
Employees shall make such certification prior to perfom1ing work under the 
contract. 

6.03 The Contractor shall maintain updated records of personnel who have access 
to CHRI, update those records within 24 hours when changes to that access 
occur, and if a criminal history record check is required, maintain a list of 
personnel who have successfully completed criminal history record checks. 
The Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7.0 System Security 
7.01 The Contractor's security system shall comply with the ens Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the ens Security Policy. 
a. If CHRI can be accessed by unauthorized personnel via Wide Area 

Network/Local Area Network or the lntemet, then the Contractor 
shall protect the CHRJ with firewall-type devices to prevent such 
unauthorized access. These devices shall implement a minimum 
firewall profile as specified by the CHS Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CHRI, both from inside and outside the networks. 

b. Data encryption shall be required throughout the network passing 
CHRJ through a shared public carrier network. 

7.02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHRI shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media ( e.g., disks, drives, backup storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
overwriting the media and/ or degaussing the media. 

c. The Authorized Recipient shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media ( e.g., hard copies, 
print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRI in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Standard 
that is incorporated by reference. 

b. Pending investigation, the Contra.ctor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CHRI under the 
contract. 

c. The Contractor shall immediately (within four hours) notify the 
Authorized Recipient of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written report documenting such security violation, any conectivc 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

d. The Authorized Recipient shall immediately (within four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or te1T11ination of the 
contract, to include unauthorized access to CHRJ made available 
pursuant to the contract. The Authorized Recipient shall provide a 
written report of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days of receipt of the written report from the Contractor. The 
written report must include any conective actions taken by the 
Contractor and the Authorized Recipient to resolve such security 
violation. 
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8.02 Termination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to termination by the Authorized Recipient for 

. security violations involving CHRf obtained pursuant to the contract. 
b. The contract is subject to tennination by the Authorized Recipient for 

the Contractor's failure to notify the Authorized Recipient of any 
security violation or to provide a written report concerning such 
violation. 

c. If the Contractor refuses to or is incapable of taking corrective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall terminate the contract. 

8.03 Suspension or termination of the exchange of CHRI for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written report notifying the 
State Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
corrective action to successfully resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRI with the Authorized Recipient 
pursuant to 28 CFR §906.2( d). 

b. Ifthc exchange ofCHRI is suspended, it may be reinstated after 
satisfactory written assurances have been provided to the Compact 
Council Chairman or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CHRI is terminated, the Contractor's records (including 
media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

8.04 The Authorized Recipient shall provide written notice (through the State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The tern1ination of a contract for security violations. 
b. Security violations involving the unauthorized access to CHRI. 
c. The Contractor's name and unique identification number, the nature 

of the security violation, whether the violation was intentional, and the 
number of times the violation occurred. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
States Attorney General reserve the right to investigate or decline to 
investigate any report of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perforn1 a final audit of the Contractor's systems after 
termination of the contract. 

9.0 Miscellaneous Provisions 
9.01 This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this 
Outsourcing Standard: (I) The CJIS Security Policy. 

9 .03 The terms set forth in this document do not constitute the sole understanding 
by and between the parties hereto; rather they provide a minimum basis for 
the security of the system and the CHRl accessed therefrom and it is 
understood that then: may be terms and conditions of the appended contract 
which impose more stringent requirements upon the Contractor. 5 

9.04 The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conformance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the parties to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and correspondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 of this Outsourcing Standard shall be forwarded by First Class 
Mail to: 

FBI Compact Officer 
1000 Custer Hollow Road 
Module D-3 
Clarksburg, WV 26306 

10.0 Exemption from Above Provisions 

5Such conditions could include additional audits, fees, or security requirements. The 
Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.01 An Information Technology (IT) contract need only include Sections 
1.0, 2.01, 2.02, 2.03, 3.01, 6.0, 8.0, and 9.0 of this Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 

10.02 

1. 

2. 

4. 

5. 

6. 

Access to CHRl by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the IT contractor; 
The computer system resides within the Authorized Recipient's 
facility; 
The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 
The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CHRl 
contained therein; and 
The Authorized Recipient retains all of the duties and 
responsibilities for the perfom1ance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perfonn such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard. 

An Authorized Recipient's contract where access to CHRI is limited 
solely for the purposes of: (A) storage (referred to as archiving in 
some states) of the CHRl at the Contractor's facility; (B) retrieval of 
the CHRl by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRl; and/or (C) destruction of the CHRl by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Sections 1.0, 2.01, 2.02, 2.03, 3.01, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
1. Access to CHRl by the Contractor is limited solely for the 

purposes of: (A) storage (referred to as archiving in some 
states) of the CHRl at the Contractor's facility; (B) retrieval of 
the CHRl by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to 
protect the CHRl; and/or (C) destruction of the CHRl by 
Contractor personnel when not observed by the Authorized 

2. 
Recipient; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the Contractor; 
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3. The Contractor is not authorized to disseminate CHRI to any 
other agency or contractor on behalf of the Authorized 
Recipient; 

4. The Contractor's personnel are subject to the same criminal 
history record checks as the Authorized Recipient's personnel; 

5. The criminal history record checks of the Contractor personnel 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard; and 

7. The Contractor stores the CHRI in a physically secure location. 
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WSP Contract No. C130705GSC 
OIC Contract No. 031214 

Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the 
Washington Office of the Insurance Commissioner is hereby amended as follows: 

• The end date shall be extended through March 12, 2022. 

• Exhibit B "CJIS Security Policy" shall be replaced by Exhibit B - Federal Bureau of 
Investigation - Criminal Justice Information Services (CJIS) Security Policy, Version 5.5, 
published 6/1/2016 which is available at the following link: www.fbi.gov/about-us/cjis/cjis
security-policy-resource-center. WSP will provide a copy of the manual upon request. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

WASHINGTON OFFICE OF THE 
INSURANCE COMMISSIONER 

Date 



I. PURPOSE 

WSP Contract: C130706GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

Ami the 

WASHINGTON STATE 
INVESTMENT BOARD 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Washington State Investment Board, a 
non criminal justice agency (NCJA). This MOU sets fmth the policy to ensure the protection of 
criminal history record information (CHRI) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRI data. This policy applies to the 
NCJA and its contractors with access to, or who operate in support of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As patticipants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

ee. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CJIS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

ff. NCJA. The NCJA shall be responsible for ensuring: 

13 I. NCJA responds to requests for information by the FBI CJIS Division or the WSP in the 
form of questionnaires, surveys, o( similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

132. NCJA has formalized written procedures for the following, if applicable: criminal 
history use and dissemination, misuse, background checks, password management, 
storage, and destruction of CHRI. 

133. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI CJIS using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

134. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 



135. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the CHRI is to be 
used. 

136. NCJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the oppo1tunity to 
complete, or challenge the accuracy of, the information contained in the FBI identification 
record. These officials also must advise the applicants that procedures for obtaining a 
change, correction, or updating of an FBI identification record are set forth in Title 28, 
C.F.R. 16.34. Official making such determinations should not deny the license or 
employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

137. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated tlu·eats or hazards to their 
security or integrity. 

138. NCJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
139. Outsourcing of noncriminal justice administrative functions requiring access to CHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

140. NCJA is responsible for compliance to technical standards set fotth by WSP and the ens 
Security Policy. 

141. NCJA will conduct periodic self audits to ensure compliance with CJIS Security Policy. 
142. NCJA will paiticipate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
143. NCJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

III. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NCJA shall conform to system policies, as established by the FBI CJIS Division and WSP, before 
access to CHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

31. The rules and procedures governing access to CHRI shall apply equally to all paiticipants in 
the system. 

32. All noncriminal justice agencies with access to CIIRI data must designate a specific unit, 
position, or personnel to access CHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

33. All noncriminal justice agencies with access to CHRI data from the system shall permit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NCJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NCJA must comply with and enforce system security. NCJA must have someone designated as 
the security point of contact (POC). Security POC's shall be responsible for the following: 

61. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

62. Identifying and documenting how the equipment is connected to the state system. 
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63. Ensuring that personnel security screening procedures are being followed as stated in the 
CJIS Security Policy. 

64. Ensuring that appropriate hardware security measures are in place. 
65. Suppotting policy compliance and keeping the WSP informed of security incidents. 
66. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI information. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI CJIS systems must review security awareness 
training within six months of their appointment or assignment. Documentation pe1taining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware ( e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the CJIS sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI infonnation is housed 
shall either be esc01ted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI CJIS information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI CJIS information. All requests 
from system access shall be made as specified by the CJIS Systems Officer (i.e. WSP 
Identification and Criminal Histo,y Section). 

gg. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other pmties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LIAISONREPRESENTATIVES 
For the Washington State Patrol: 

Jim Anderson, Administrator 
Criminal Records Division 
PO Box 42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Washington State 
Investment Board: 
Joan Samuelson 
PO Box 40916 
Olympia WA 98504 
360-956-4716 
jsamuelson@sib.wa.gov 

Each party shall defend, protect and hold harmless the other patty from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either patty may terminate this MOU upon ninety (90) 
days' written notification to the other patty. If this MOU is so terminated, the terminating party shall 
be liable only for performance in accordance with the terms of this MOU for performance prior to the 
effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be determined in the following manner: The 
Chief ofWSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The ChiefofWSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The determination of the Dispute Board shall be final and binding on 
the patties hereto. If applicable and as an alternative to this process, either of the patties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - 'CJIS Security Policy' 

XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
oo. Applicable federal and state statutes and regulations; 
pp. The Terms and Conditions contained in this MOU; 
qq. The Exhibits attached to this MOU; 
11'. Any other provisions of the MOU, whether incorporated by reference or otherwise. 
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XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the patties. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the patties hereto. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

John R. Batiste, Chief 

Date 

5 

WASHINGTON STATE 
INVESTMENT BOARD 

Date 



EXHIBIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal history record information (CHRI) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of harm resulting from the loss, misuse, or unauthorized access to or 
modification of information." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws, regulations, and standards (including the FBI 
Criminal Justice Information Services (CJIS) Security Policy) as well as with mies, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (III) System and CHRI are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, personnel security, system security, and data security. 

The provisions of this Outsourcing Standard are established by the Compact 
Council pursuant to 28 CFR Patt 906 and are subject to the scope of that rule. They apply 
to all personnel, systems, networks, and facilities supporting and/or acting on behalf of the 
Authorized Recipient to perform noncriminal justice administrative functions requiring 
access to CHRI without a direct connection to the FBI CITS Wide Area Network (WAN). 

1. 0 Definitions 
1.01 Access to CHRI means to view or make use of CHRI obtained from the III 

System but excludes direct access to the III System by computer terminal or 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal history record repositories or as 
provided by title 42, United States Code, section 14614(b). 

1.02 Authorized Recipient means (1) a nongovermnental entity authorized by 
federal statute or federal executive order to receive CHRI for noncriminal 
justice purposes, or (2) a govermnent agency authorized by federal statute, 
federal executive order, or state statute which has been approved by the 
United States Attorney General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Nonparty State's 
criminal history record repository or a designee of such administrator who is 
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a regular full-time employee of the repository, which is also referred to as the 
State Identification Bureau (SIB) Chief. 

1.04 CHRI, as refe1Ted to in A1ticle 1(4) of the Compact, means information 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of arrests, detentions, indictments, or 
other formal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, correctional supervision, or release; but does 
not include identification inf01mation such as fingerprint records if such 
information does not indicate involvement of the individual with the criminal 
justice system. 

1.05 Criminal History Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
state criminal history record repository and/or the FBI system. 

1.06 Compact Officer, as provided in A1ticle 1(2) of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Pa1ty State, the chief 
administrator of the State's criminal hist01y record repository or a designee 
of the chief administrator who is a regular full-time employee of the 
reposit01y. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the particular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient to perform noncriminal justice 
administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure of III CHRI by an Authorized Recipient 
to an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
well as rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

1.09 Noncriminal Justice Administrative Functions means the routine noncriminal 
justice administrative functions relating to the processing of CHRI, to 
include but not limited to the following: 
1. Making fitness determinations/recommendations 
2. Obtaining missing dispositions 
3. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or State statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 
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I. 10 Noncriminal Justice Purposes, as provided in Article 1(18) of the Compact, 
means uses of criminal history records for purposes authorized by federal or 
state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing determinations, immigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States Attorney General which is to be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRI for 
noncriminal justice purposes, limits the use of the information to the 
purposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the information, provides for audits and sanctions, provides conditions for 
termination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and personnel security 
controls sufficient to protect CHRI and associated information systems. 

I. 13 Positive Identification, as provided in Article 1(20) of the Compact, means a 
determination, based upon a comparison of fingerprints I or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject of a criminal history record or records 
indexed in the III System. Identifications based solely upon a comparison of 
subjects' names or other non-unique identification characteristics or numbers, 
or combinations thereof, shall not constitute positive identification. 

1.14 Public Carrier Network means a telecommunications infrastrncture 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infrastrncture which supports public users other than 
those of the agency using that network. Examples of a public carrier network 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon, network connections to AT&T, ATM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public carrier network provides network services to the public; 
not just to the single agency using that network. 

I. 15 Security Violation means the failure to prevent or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-flat 
fingerprint submission. Further information concerning positive identification may be 
obtained from the FBI Compact Council office. 
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violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rule, procedure, or standard established by the Compact Council and the 
United States Attorney General. 

2.0 Responsibilities of the Authorized Recipient 
2.0 l Prior to engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive written 
permission from (1) the State Compact Officer/Chief Administrator2 or (2) 
the FBI Compact Officer3

; (b) provide the Compact Officer/Chief 
Administrator copies of the specific authority for the outsourced work, 
criminal history record check requirements, and/or a copy of relevant 
portions of the contract as requested; and ( c) inquire of the FBI Compact 
Office1: whether a prospective Contractor has any security violations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the State Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to 
providing a Contractor access to CHRI. The contract shall, at a minimum, 
incorporate by reference and have appended thereto this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when the Contractor is to 
perfo1m duties requiring access to CHRI, specify the terms and conditions of 
such access; limit the use of such information to the purposes for which it is 
provided; limit retention of the information to a period of time not to exceed 
that period of time the Authorized Recipient is permitted to retain such 
information; prohibit dissemination of the information except as specifically 
authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
confidentiality of the information to include confirmation that the intended 
recipient is authorized to receive CHRI; provide for audits and sanctions; 
provide conditions for termination of the contract; and ensure that Contractor 

2The Compact Officer/Chief Administrator may not grant such permission unless he/she has 
implemented a combined state/federal audit program to, at a minimum, triennially audit a 
representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHRI under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3State or local Authorized Recipients based on State or Federal Statutes shall contact the 
State Compact Officer/Chief Administrator. Federal or Regulatory Agency Authorized 
Recipients shall contact the FBI Compact Officer. 
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personnel comply with this Outsourcing Standard. 
a. The Authoi-ized Recipient shall conduct criminal histo1y record 

checks of Contractor personnel having access to CHRI if such checks 
are required or authorized of the Authorized Recipient's personnel 
having similar access.4 The Authorized Recipient shall maintain 
updated records of Contractor personnel who have access to CHRI 
and update those records within 24 hours when changes to that access 
occur and, if a criminal history record check is required, the 
Authorized Recipient shall maintain a list of Contractor personnel 
who successfully completed the criminal hist01y record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. 

c. The Authorized Recipient shall ensure that the most current version of 
both the Outsourcing Standard and the ens Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days (unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or ens Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless otherwise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or ens Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or because of, its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the terms and conditions of the 
Outsourcing Standard. The Authorized Recipient shall certify to the 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHRI 
under the approved outsourcing agreement. 

4Jfa national criminal history record check of Authorized Recipient personnel having 
access to CHRI is mandated or authorized by a federal statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is amended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. The national criminal history record checks of Contractor personnel with access 
to CHRT cannot be outsourced and must be performed by the Authorized Recipient. 
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2.06 The Authorized Recipient shall provide written notice of any early voluntmy 
termination of the contract to the Compact Officer/Chief Administrator or the 
FBI Compact Officer. 

3.0 Responsibilities of the Contractor 
3 .0 l The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the CJIS Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Personnel, and Information Technology) to comply with 
the most current Outsourcing Standard and the most current FBI CJJS 
Security Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
CJJS Security Policy. In addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CHRI. The Authorized Recipient 
shall provide the written approval of a Contractor's Security Program. 

3.03 The requirements for a Security Program should include, at a minimum: 
a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the CJIS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
d) Standards for the selection, supervision, and separation of personnel with 
access to CHRI. 
**If the Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the CJJS Security Policy. If the 
corporate policy is not this specific, it must flow down to a level where the 
documentation supports these requirements. 

3 .04 Except when the training requirement is retained by the Authorized Recipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes to federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversary date 
of the contract, certify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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to CHRI. 
3.05 The Contractor shall make its facilities available for announced and 

unannounced audits performed by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI CJIS 
Division. During this review, provision will be made to update the Security 
Program to address security violations and to ensure changes in policies and · 
standards as well as changes in federal and state law are incorporated. 

3.07 The Contractor shall maintain CHRI only for the period of time necessaiy to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CHRI. 

3.08 The Contractor shall maintain a log of any dissemination of CHRI, for a 
minimum of 365 days. 

4.0 Site Security 
4.01 The Authorized Recipient shall ensure that the Contractor site(s) is a 

physically secure location to protect against any unauthorized access to 
CHRI. 

5.0 Dissemination 
5.01 The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondaty recipient 
with unique identifiers, (B) the record disseminated, (C) the date of 
dissemination, (D) the statutory authority for dissemination, and (E) the 
means of dissemination. 

5.03 If CHRI is stored or disseminated in an electronic format, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHRI be disseminated other than as 

governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Security 
6.0 I If a local, state, or federal written standard requires or authorizes a criminal 

histo1y record check of the Authorized Recipient's personnel with access to 
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CHRJ, then a criminal history record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRJ. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are performed on the Authorized 
Recipient's personnel performing similar functions. Criminal histmy record 
checks must be completed prior to accessing CHRJ under the contract. 

6.02 The Contractor shall ensure that each employee performing work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRJ. The 
Contractor shall confirm in writing that each employee has ce1iified in 
writing that he/she understands the Outsourcing Standard requirements and 
laws that apply to his/her responsibilities. The Contractor shall maintain the 
employee certifications in a file that is subject to review during audits. 
Employees shall make such cetiification prior to performing work under the 
contract. 

6.03 The Contractor shall maintain updated records of personnel who have access 
to CHRJ, update those records within 24 hours when changes to that access 
occur, and if a criminal histmy record check is required, maintain a list of 
personnel who have successfully completed criminal history record checks. 
The Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7.0 System Security 
7.01 The Contractor's security system shall comply with the ens Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the CJIS Security Policy. 
a. If CHRJ can be accessed by unauthorizeq personnel via Wide Area 

Network/Local Area Network or the Internet, then the Contractor 
shall protect the CHRJ with firewall-type devices to prevent such 
unauthorized access. These devices shall implement a minimum 
firewall profile as specified by the ens Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CHRJ, both from inside and outside the networks. 

b. Data enc1yption shall be required throughout the network passing 
CHRJ through a shared public carrier network. 

7.02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHRJ shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media (e.g., disks, drives, backup storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
overwriting the media and/or degaussing the media. 

c. The Authorized Recipient shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media ( e.g., hard copies, 
print-outs). 

7 .03 To prevent and/or detect unauthorized access to CHRI in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Standard 
that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CHRI under the 
contract. 

c. The Contractor shall immediately (within four hours) notify the 
Authorized Recipient of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written report documenting such security violation, any corrective 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

d. The Authorized Recipient shall immediately (within four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or te1mination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. The Authorized Recipient shall provide a 
written report of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days of receipt of the written repmi from the Contractor. The 
written repmi must include any cmTective actions taken by the 
Contractor and the Authorized Recipient to resolve such security 
violation. 
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8.02 Termination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to termination by the Authorized Recipient for 

security violations involving CHRI obtained pursuant to the contract. 
b. The contract is subject to termination by the Authorized Recipient for 

the Contractor's failure to notify the Authorized Recipient of any 
security violation or to provide a written repo1t concerning such 
violation. 

c. If the Contractor refuses to or is incapable of taking corrective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall terminate the contract. 

8.03 Suspension or termination of the exchange of CHRI for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written repmt notifying the 
State Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
corrective action to successfully resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRI with the Authorized Recipient 
pursuant to 28 CFR §906.2(d). 

b. If the exchange of CHRI is suspended, it may be reinstated after 
satisfactmy written assurances have been provided to the Compact 
Council Chairman or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CHRI is terminated, the Contractor's records (including 
media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

8.04 The Authorized Recipient shall provide written notice (through the State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The termination of a contract for security violations. 
b. Security violations involving the unauthorized access to CHRI. 
c. The Contractor's name and unique identification number, the nature 

of the security violation, whether the violation was intentional, and the 
number of times the violation occurred. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
States Attorney General reserve the right to investigate or decline to 
investigate any report of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perform a final audit of the Contractor's systems after 
termination of the contract. 

9.0 Miscellaneous Provisions 
9.01 This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this 
Outsourcing Standard: (1) The CJIS Security Policy. 

9.03 The terms set forth in this document do not constitute the sole understanding 
by and between the parties hereto; rather they provide a minimum basis for 
the security of the system and the CHRI accessed therefrom and it is 
understood that there may be terms and conditions of the appended contract 
which impose more stringent requirements upon the Contractor.5 

9.04 The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conformance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the parties to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and correspondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 of this Outsourcing Standard shall be forwarded by First Class 
Mail to: 

FBI Compact Officer 
1000 Custer Hollow Road 
ModuleD-3 
Clarksburg, WV 26306 

10.0 Exemption fi'om Above Provisions 

5Such conditions could include additional audits, fees, or security requirements. The 
Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.01 

10.02 

An Information Technology (IT) contract need only include Sections 
1.0, 2.01, 2.02, 2.03, 3.01, 6.0, 8.0, and 9.0 of this Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 
I. 

2. 

3, 

4, 

5. 

6. 

Access to CHRI by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 
Access to CHRI is incidental, but necessmy, to the duties being 
performed by the IT contractor; 
The computer system resides within the Authorized Recipient's 
facility; 
The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 
The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CHRI 
contained therein; ;md 
The Authorized Recipient retains all of the duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard. 

An Authorized Recipient's contract where access to CHRI is limited 
solely for the purposes of: (A) storage (referred to as archiving in 
some states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRI; and/or (C) destruction of the CHRI by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Sections 1.0, 2.01, 2.02, 2.03, 3.01, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
1. Access to CHRI by the Contractor is limited solely for the 

purposes of: (A) storage (referred to as archiving in some 
states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to 
protect the CHRI; and/or (C) destruction of the CHRI by 
Contractor personnel when not observed by the Authorized 

2. 
Recipient; 
Access to CHRI is incidental, but necessaty, to the duties being 
performed by the Contractor; 
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3. The Contractor is not authorized to disseminate CHRI to any 
other agency or contractor on behalf of the Authorized 
Recipient; 

4. The Contractor's personnel are subject to the same criminal 
history record checks as the Authorized Recipient's personnel; 

5. The criminal hist01y record checks of the Contractor personnel 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard; and 

7. The Contractor stores the CHRI in a physically secure location. 
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WSP Contract No. C130706GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the 
Washington State Investment Board is hereby amended as follows: 

• The end date shall be extended through September 19, 2021 . 

• EXHIBIT B CJIS Security Policy 5.1 shall be replaced with EXHIBIT B CJIS 
Security Policy 5.6. 

' All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WAS,JJ.U........._""-l.N STATE .PATROL 

&ate 

WASHINGTON STATE 
INVESTMENT BOARD 

Signature 

~~ ~----t <--c.J I &'. 
V Date 



WSP Contract No. C;130709GSC 
Amendment 1 

WASHINGTON .STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the 
Washington Sta.te Gambling Commission is hereby amended as follows: 

"' The end date shall be extended through March 25, 2022. 

• Exhibit B "CJIS Security Policy'' shall be replaced by Exhibit B - Federal Bur.eau of 
Investigation - Crimlnal Justice'lnformabon Services (CJIS} Security Policy, Version 5.5, 
published 6/1/2016 which ls available at the following link WVJW.J!2L.9ov/abouH.is/ciis/ciis
security-po!icy-resource-center. WSP will provide a copy of the manual upon request 

All other terms and conditions of this Contract remain in full force· and effect. 

THlS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHJNGTO TATE PATROL 

WASHINGTON STATE GAMBLING 
COMMISSION 



I. PURPOSE 

WSP Contract: Cl30709GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHlNGTON STATE PATROL 

Ami the 

WASHINGTON STATE 
GAMBLlNG COMMISSION 

The patties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Washington State Gambling Commission 
(WSGC). The WSGC is a limited law enforcement agency with powers to investigate violations of and 
enforce the provisions of Title 9 .46 RCW including the penal laws relating to the conduct of or 
participation in gambling activities. RCW 9.46.070(7) requires the WSGC to conduct fingerprinting and 
national criminal history background checks for persons seeking licensure to pa,ticipate in authorized 
gan;ibling activities. The statute also states that the national criminal history background checks shall be 
conducted using fingerprints submitted to the United States Department of Justice-Federal Bureau of 
Investigation (FBI). 

Pursuant to RCW 9.46.210(4), criminal justice agencies may disseminate criminal history record 
information (CHRI) that includes nonconviction data to the WSGC "for any purpose associated with the 
investigation for suitability for involvement" in authorized gambling activities. This MOU, therefore, 
sets fo,th the policy to ensure the protection of CHRI exchanged between the WSP, WSGC, and the FBI. 
This MOU provides guidance for the creation, viewing, modification, transmission, dissemination, 
storage, and destrnction of CHRI data. This policy applies to the WSGC and its contractors with access 
to, or who operate in suppott of, non-crimitial justice functions and information, including licensing. 

II. ADMINISTRATIVE RESPONSIBILITIES 

As participants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the WSGC complies with the Criminal 
Justice Information Services (CJIS) Security Policy (Exhibit B), which includes authorized use 
of CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenges, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance with all state and federal standards. 

b. Washington State Gambling Commission. The WSGC shall be responsible for ensuring: 

I. WSGC responds to requests for information by the FBI CJIS Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 



2. WSGC has formalized written procedures for the following, if applicable: criminal hist01y 
use and dissemination, misuse, background checks, password management, storage, and 
destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544, is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI CJIS using name-based inquity and record request messages 
is not permitted for noncriminal justice purposes, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving depatiments, related agencies, or other authorized entities. 

5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the CHRI is to be 

used. 
6. WSGC must notify the applicants fingerprinted that the fingerprints will be used to check 

the criminal histo1y records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the oppo1iunity to 
complete, or challenge the accuracy of, the information contained in the FBI identification 
record. These officials also must advise the applicants that procedures for obtaining a 
change, correction, or updating of an FBI identification record are set forth in Title 28, 
C.F.R. 16.34. WSGC should not deny the license or employment based on information in 
the record until the applicant has been afforded a reasonable time to correct or complete 
the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. WSGC shall seek WSP pennission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to CHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (Exhibit A). 

I 0. WSGC is responsible for compliance to technical standards set fotih by WSP and the CJIS 
Security Policy. 

11. WSGC will conduct periodic self audits to ensure compliance with CJIS Security Policy. 
12. WSGC will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. WSGC will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

III. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 

WSGC shall conform to system policies, as established by the FBI CJIS Division and WSP, 
before access to CHRI is permitted. This will allow for control over the data and give assurance of 

system security. 

I. The rules and procedures governing access to CHRI shall apply equally to all participants in 

the system. 
2. WSGC will designate the specific unit, position, or personnel having access to CHRI and will 

advise WSP of such personnel and any changes to such designation. 
3. WSGC will permit an FBI CJIS Division or WSP audit team to conduct appropriate audits 

and will cooperate with these audits and respond promptly. 
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IV. SECURITY RESPONSIBILITIES 

a. Technical Roles and Responsibilities 

WSGC must comply with and enforce system security. WSGC must have someone designated as 
the security point of contact (POC). Security POC' s shall be responsible for the following: 

I. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 
3. Ensuring that personnel security screening procedures are being followed as stated in the 

CJIS Security Policy. 
4. Ensuring that appropriate hardware secmity measures are in place. 
5. Suppmting policy compliance and keeping the WSP informed of security incidents. 
6. Notifying the WSP immediately if the security POC changes at the WSGC. 

b. Security Enforcement 

WSGC is responsible for enforcing system secmity standards for the agency, in addition to all of 
the other agencies to which the WSGC provides CHRI information. Authorized users shall access and 
disseminate the CHRI data only for the purpose for which they are authorized. WSGC shall have a 
written policy for the discipline of policy violators. 

c. Technical Security Training 

All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI CJIS systems must review security awareness training within 
six months of their appointment or assignment. Documentation pe1taining to the materials used and those 
employees which receive security awareness training shall be maintained in a current status. 

d. Physical Security 

A physically seemed location in a facility, an area, a room, a group ofrooms, that is/are subject to 
criminal justice agency management control security addendum and which contain hardware, software, 
and/or firmware ( e.g., information system servers, controlled interface equipment, associated peripherals 
or communications equipment, wire closets, patch panels, etc.) that provide access to the CJIS sensitive 
facilities and restricted/controlled areas shall be prominently posted and separated from non-sensitive 
facilities and non-restricted/controlled areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI information is housed 
shall either be escmted by authorized personnel at all times or receive a fingerprint-based background 
check. All personnel must review security awareness training within six months of their appointment or 
assignment. · 

e. Personnel Security 

To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have authorized 
access to FBI CJIS information and those who have direct responsibility to configure and maintain 
computer systems and networks with access to FBI CJIS information. All requests from system access 
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shall be made as specified by the CJIS Systems Officer (i.e. WSP Identification and Criminal History 
Section). 

f. Storage 

Please see 'Security and Management Control Outsourcing Standard for Non-Channelers (Exhibit 
A). 

V. USE OF RECORDS 

The WSGC shall use the data supplied by WSP and the FBI under this MOU only for the 
authorized purpose intended. WSGC shall not use this data for any other purpose and shall not 
disseminate this data with any other persons or entities unless required by law. WSGC shall share any 
public disclosure requests regarding this data with the WSP. 

VI. LIAISON REPRESENTATIVES 

Washington State Patrol: 
Jim Anderson, Administrator 
Criminal Records Division 
POBox42619 
Olympia WA 98504-2619 
Phone: (360) 534-2 l O l 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VII. INDEMNIFICATION 

Washington State Gambling Commission: 
Dave Trujillo, Director 
PO Box 42400 
Olympia WA 98504-2400 
360-486-357 l 
Email: dave.trujillo@wsgc.wa.gov 

Each party shall defend, protect and hold harmless the other party from and against all claims, suits 
and/or actions arising from any negligent or intentional act or omission of that patiy's employees, agents, 
and/or authorized subcontractor(s) while performing this MOU 

VIII. PERIOD OF MOU 

This MOU becomes effective on the date of the last signature and continues for three years and may 
be renewed. It may be modified by mutual written consent of the two agencies. Liaison Representatives 
may modify Exhibit A by mutual written consent of the two agencies without changing the general 
conditions of this MOU. 

IX. TERMINATION 

Except as otherwise provided in this MOU, either patiy may terminate this MOU upon ninety (90) 
days written notification to the other patiy. If this MOU is so terminated, the terminating patiy shall be liable 
only for perfonnance in accordance with the terms of this MOU for petformance prior to the effective date of 
termination. 

X. DISPUTES 

In the event that a dispute arises under this MOU, it shall be determined by a Dispute Board in the 
following manner: The Chief of WSP, or designee, shall appoint one member to the Dispute Board. WSGC 
shall appoint one member to the Dispute Board. The Chief ofWSP, or designee, and the WSGC shall jointly 
appoint an additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make 
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a determination of the dispute. The determination of the Dispute Board shall be final and binding on the 
pa1ties hereto. If applicable and as an alternative to this process, either of the parties may request 
intervention by the Governor, as provided by RCW 43.17.330, in which event the Governor's process will 
control. 

XI. EXHIBITS 

The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A - ' Security and Management Control Outsourcing Standard for Non-Channelers 

Exhibit B - Federal Bureau of Investigation - Criminal Justice Information Services (CJIS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 

XII. ORDER OF PRECEDENCE 

In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 

a. Applicable federal and state statutes and regulations; 
b. The Terms and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XIII. ALL WRITINGS CONTAINED HEREIN 

This MOU contains all the terms and conditions agreed upon by the parties. No other 
understandings, oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to 
bind any of the patties hereto. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~ ~ \S> r John R. Batiste, Chief 

1 2~/!ff 
Date / f 
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WASHINGTON ST ATE 
GAMBLING COMMISSION 

David Trujillo,ir 

Date 



EXHIBIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal history record information (CHRI) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of harm resulting from the loss, misuse, or unauthorized access to or 
modification of information." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws, regulations, and standards (including the FBI 
Criminal Justice Information Services (CJIS) Security Policy) as well as with rules, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (III) System and CHRI are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, personnel security, system security, and data security. 

The provisions of this Outsourcing Standard are established by the Compact 
Council pursuant to 28 CFR Part 906 and are subject to the scope of that rnle. They apply 
to all personnel, systems, networks, and facilities supporting and/or acting on behalf of the 
Authorized Recipient to perform noncriminal justice administrative functions requiring 
access to CHRI without a direct connection to the FBI CJIS Wide Area Network (WAN). 

1.0 Definitions 
1.0 l Access to CHRI means to view or make use of CHRI obtained from the III 

System but excludes direct access to the Ill System by computer terminal or 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal histo1y record repositories or as 
provided by title 42, United States Code, section 14614(b). 

1.02 Authorized Recipient means (1) a nongovernmental entity authorized by 
federal statute or federal executive order to receive CHRI for noncriminal 
justice purposes, or (2) a government agency authorized by federal statute, 
federal executive order, or state statute which has been approved by the 
United States Attorney General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primaiy administrator ofa Nonparty State's 
criminal histo1y record reposito1y or a designee of such administrator who is 
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a regular full-time employee of the repository, which is also referred to as the 
State Identification Bureau (SIB) Chief. 

1.04 CHRI, as referred to in A1iicle 1(4) of the Compact, means information 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of arrests, detentions, indictments, or 
other formal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, correctional supervision, or release; but does 
not include identification information such as fingerprint records if such 
information does not indicate involvement of the individual with the criminal 
justice system. 

1.05 Criminal Histo,y Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
state criminal histo1y record repository and/or the FBI system. 

1.06 Compact Officer, as provided in Article 1(2) of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Paiiy State, the chief 
administrator of the State's criminal histo1y record repository or a designee 
of the chief administrator who is a regular full-time employee of the 
reposito1y. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the particular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient to perform noncriminal justice 
administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure of III CHRI by an Authorized Recipient 
to an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
well as mies, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

1.09 No11cri111i11al Justice Administrative Functions means the routine noncriminal 
justice administrative functions relating to the processing of CHRI, to 
include but not limited to the following: 
I. Making fitness determinations/recommendations 
2. Obtaining missing dispositions 
3. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or State statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 
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1.10 Noncriminal Justice Purposes, as provided in Article 1(18) of the Compact, 
means uses of criminal histo1y records for purposes authorized by federal or 
state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing determinations, immigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States Attorney General which is to be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRI for 
noncriminal justice purposes, limits the use of the information to the 
pmposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the information, provides for audits and sanctions, provides conditions for 
termination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and ·personnel security 
controls sufficient to protect CHRI and associated information systems. 

1.13 Positive Jdent/ficatio11, as provided in Article 1(20) of the Compact, means a 
determination, based upon a comparison of fingerprints 1 or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject of a criminal history record or records 
indexed in the III System. Identifications based solely upon a comparison of 
subjects' names or other non-unique identification characteristics or numbers, 
or combinations thereof, shall not constitute positive identification. 

1.14 Public Carrier Ne/Work means a telecommunications infrastrnchire 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infrastructure which supports public users other than 
those of the agency using that network. Examples of a public carrier network 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon, network connections to AT&T, ATM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public carrier network provides network services to the public; 
not just to the single agency using that network. 

I. 15 Security Violation means the failure to preveilt or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-11at 
fingerprint submission. Further information concerning positive identification may be 
obtained from the FBI Compact Council office. 
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violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rule, procedure, or standard established by the Compact Council and the 
United States Attorney General. 

2.0 Responsibilities <Jf'the Authorized Recipient 
2.01 Prior to engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive written 
permission from (1) the State Compact Officer/Chief Administrator2 or (2) 
the FBI Compact Officer3; (b) provide the Compact Officer/Chief 
Administrator copies of the specific authority for the outsourced work, 
criminal history record check requirements, and/or a copy ofrelevant 
portions of the contract as requested; and (c) inquire of the FBI Compact 
Officer whether a prospective Contractor has any security violations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the State Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to 
providing a Contractor access to CHRI. The contract shall, at a minimum, 
incorporate by reference and have appended thereto this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when the Contractor is to 
perform duties requiring access to CHRI, specify the terms and conditions of 
such access; limit the use of such information to the purposes for which it is 
provided; limit retention of the information to a period of time not to exceed 
that period of time the Authorized Recipient is permitted to retain such 
information; prohibit dissemination of the information except as specifically 
authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
confidentiality of the information to include confirmation that the intended 
recipient is authorized to receive CHRI; provide for audits and sanctions; 
provide conditions for termination of the contract; and ensure that Contractor 

' -The Compact Officer/Chief Adrninistrator may not grant such permission unless he/she has 
implemented a combined state/federal audit program to, at a minimum, triennially audit a 
representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHRI under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3Statl!" or local Authorized Recipients based on State or Federal Statutes shall contact the 
State Compact Officer/Chief Administrator. Federal or Regulatory Agency Authorized 
Recipients shall contact the FBI Compact Officer. 
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personnel comply with this Outsourcing Standard. 
a. The Authorized Recipient shall conduct criminal histo1y record 

checks of Contractor personnel having access to CHRI if such checks 
are required or authorized of the Authorized Recipient's personnel 
having similar access.4 The Authorized Recipient shall maintain 
updated records of Contractor personnel who have access to CHRI 
and update those records within 24 hours when changes to that access 
occur and, if a criminal history record check is required, the 
Authorized Recipient shall maintain a list of Contractor personnel 
who successfully completed the criminal history record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. 

c. The Authorized Recipient shall ensure that the most current version of 
both the Outsourcing Standard and the ens Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days (unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or ens Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless otherwise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or ens Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or because of, its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the terms and conditions of the 
Outsourcing Standard. The Authorized Recipient shall ce1iify to the 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHRI 
under the approved outsourcing agreement. 

4If a national criminnl history record check of Authorized Recipient personnel having 
access to CHRI is mandated or authorized by a frdernl statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is mnended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. The national criminal history record cht'cks of Contractor personnel ,,;ith access 
to CHRI cannot he outsourced and must he performed by the Authorized Recipient. 
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2.06 The Authorized Recipient shall provide written notice of any early voluntary 
termination of the contract to the Compact Officer/Chief Administrator or the 
FBI Compact Officer. 

3.0 Re,ponsibilities of the Contractor 
3.01 The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the CJIS Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Personnel, and Information Technology) to comply with 
the most current Outsourcing Standard and the most current FBI CJIS 
SecuriO' Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
C JIS Security Policy. In addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CHRI. The Authorized Recipient 
shall provide the written approval of a Contractor's Security Program. 

3.03 The requirements for a Security Program should include, at a minimum: 
a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the C JIS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
cl) Standards for the selection, supervision, and separation of personnel with 
access to CHRI. 
**If the Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the C JIS Security Policy. If the 
corporate policy is not this specific, it must flow down to a level where the 
documentation supports these requirements. 

3.04 Except when the training requirement is retained by the Authorized Recipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes to federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversary date 
of the contract, certify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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to CHRI. 
3.05 The Contractor shall make its facilities available for announced and 

unannounced audits performed by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI CJIS 
Division. During this review, provision will be made to update the Security 
Program to address security violations and to ensure changes in policies and 
standards as well as changes in federal and state law are incorporated. 

3.07 The Contractor shall maintain CHRI only for the period of time necessmy to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CHRI. 

3.08 The Contractor shall maintain a log of any dissemination ofCHRI, for a 
minimum of 365 clays. 

4.0 Site Security 
4.01 The Authorized Recipient shall ensure that the Contractor site(s) is a 

physically secure location to protect against any unauthorized access to 
CHRI. 

5.0 Dissemination 
5.01 The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondary recipient 
with unique identifiers, (B) the record disseminated, (C) the date of 
dissemination, (D) the statuto1y authority for dissemination, and (E) the 
means of dissemination. 

5.03 IfCHRI is stored or disseminated in an electronic format, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHRI be disseminated other than as 

governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Securizv 
6.01 !fa local, state, or federal written standard requires or authorizes a criminal 

histo1y record check of the Authorized Recipient's personnel with access to 
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CHRI, then a criminal histo1y record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRI. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are performed on the Authorized 
Recipient's personnel performing similar functions. Criminal hist01y record 
checks must be completed prior to accessing CHRI under the contract. 

6.02 The Contractor shall ensure that each employee performing work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRI. The 
Contractor shall confirm in writing that each employee has certified in 
writing that he/she understands the Outsourcing Standard requirements and 
laws that apply to his/her responsibilities. The Contractor shall maintain the 
employee certifications in a file that is subject to review during audits. 
Employees shall make such certification prior to performing work under the 
contract. 

6.03 The Contractor shall maintain updated records of personnel who have access 
to CHRI, update those records within 24 hours when changes to that access 
occur, and if a criminal histo1y record check is required, maintain a list of 
personnel who have successfully completed criminal history record checks. 
The Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7 .0 S)istem Security 
7.01 The Contractor's security system shall comply with the ens Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the ens Security Policy. 
a. If CHRI can be accessed by unauthorized personnel via \Viele Area 

Network/Local Area Network or the Internet, then the Contractor 
shall protect the CHRI with firewall-type devices to prevent such 
unauthorized access. These devices shall implement a minimum 
firewall profile as specified by the CJIS Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CHRI, both from inside and outside the networks. 

b. Data encryption shall be required throughout the network passing 
CHRI through a shared public carrier network. 

7 .02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHRI shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media ( e.g., disks, drives, backup storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
overwriting the media and/or degaussing the media. 

c. The Authorized Recipient shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media (e.g., hard copies, 
print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRI in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Standard 
that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CHRI under the 
contract. 

c. The Contractor shall immediately (within four hours) notify the 
Authorized Recipient of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written report documenting such security violation, any corrective 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

cl. The Authorized Recipient shall immediately (within four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. The Authorized Recipient shall provide a 
written report of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days ofreceipt of the written report from the Contractor. The 
written report must include any corrective actions taken by the 
Contractor and the Authorized Recipient to resolve such security 
violation. 
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8.02 Termination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to termination by the Authorized Recipient for 

security violations involving CHRI obtained pursuant to the contract. 
b. The contract is subject to termination by the Authorized Recipient for 

the Contractor's failure to notify the Authorized Recipient of any 
security violation or to provide a written repo1i concerning such 
violation. 

c. If the Contractor refoses to or is incapable of taking corrective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall terminate the contract. 

8.03 Suspension or termination of the exchange ofCHRI for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written report notifying the 
State Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
corrective action to successfully resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRI with the Authorized Recipient 
pursuantto 28 CFR §906.2(d). 

b. If the exchange of CHRI is suspended, it may be reinstated after 
satisfactory written assurances have been provided to the Compact 
Council Chairman or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CHRI is terminated, the Contractor's records (including 
media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

8.04 The Authorized Recipient shall provide written notice (through the State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The termination of a contract for security violations. 
b. Security violations involving the unauthorized access to CHRI. 
c. The Contractor's name and unique identification number, the nature 

of the security violation, whether the violation was intentional, and the 
number of times the violation occurred. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
States Attorney General reserve the right to investigate or decline to 
investigate any report of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perform a final audit of the Contractor's systems after 
termination of the contract. · 

9.0 Miscellaneous Provisions 
9.01 This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this 
Outsourcing Standard: (!) The CJIS Security Policy. 

9.03 The terms set forth in this document do not constitute the sole understanding 
by and between the parties hereto; rather they provide a minimum basis for 
the security of the system and the CHRI accessed therefrom and it is 
understood that there may be terms and conditions of the appended contract 
which impose more stringent requirements upon the Contractor.5 

9.04 The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conformance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the parties to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and correspondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 of this Outsourcing Standard shall be forwarded by First Class 
Mail to: 

FBI Compact Officer 
1000 Custer Hollow Road 
Module D-3 
Clarksburg, WV 26306 

10.0 Exe111ptio11.fi·om Above Provisions 

5Such conditions could include additional audits, fees, or security requirements. The 
Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.01 

10.02 

An Information Technology (IT) contract need only inclnde Sections 
1.0, 2.01, 2.02, 2.03, 3.01, 6.0, 8.0, and 9.0 of this Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 
I. 

2. 

3. 

4. 

5. 

6. 

Access to CHRI by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the IT contractor; 
The computer system resides within the Authorized Recipient's 
facility; 
The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 
The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CHRI 
contained therein; and 
The Authorized Recipient retains all of the duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard. 

An Authorized Recipient's contract where access to CHRI is limited 
solely for the purposes of: (A) storage (referred to as archiving in 
some states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRI; and/or (C) destrnction of the CHRI by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Sections 1.0, 2.01, 2.02, 2.03, 3.01, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
I. Access to CHRI by the Contractor is limited solely for the 

purposes of: (A) storage (referred to as archiving in some 
states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to 
protect the CHRI; and/or (C) destrnction of the CHRI by 
Contractor personnel when not observed by the Authorized 

2. 
Recipient; 
Access to CHRI is incidental, but necessa1y, to the duties being 
performed by the Contractor; 
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3. The Contractor is not authorized to disseminate CHRI to any 
other agency or contractor on behalf of the Authorized 
Recipient; 

4. The Contractor's personnel are subject to the same criminal 
histo1y record checks as the Authorized Recipient's personnel; 

5. The criminal histo1y record checks of the Contractor personnel 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard; and 

7. The Contractor stores the CHRI in a physically secure location. 
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I. PURPOSE 

WSP Contract: C130710GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

WASHINGTON STATE 
HORSE RACING COMMISSION 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Washington State Horse Racing 
Commission, a non criminal justice agency (NCJA). This MOU sets fo1th the policy to ensure the 
protection of criminal histo,y record information (CHRI) between the WSP, the NCJA, and the 
Federal Bureau of Investigation (FBI). This MOU provides guidance for the creation, viewing, 
modification, transmission, dissemination, storage, and destruction of CHRI data. This policy 
applies to the NCJA and its contractors with access to, or who operate in suppo,t of, non-criminal 
justice services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As paiiicipants in this MOU, the paities will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Se1vices (CTIS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

I. NCJA responds to requests for information by the FBI CJIS Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal histOI)' 
use and dissemination, misuse, background checks, password management, storage, and 
destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI CJIS using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 



5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the CHRI is to be 
used. 

6. NCJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the information contained in the FBI identification 
record. These officials also must advise the applicants that procedures for obtaining a 
change, cotTection, or updating of an FBI identification record are set forth in Title 28, 
C.F.R. 16.34. Official making such determinations should not deny the license or 
employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NCJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to CHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-chaimelers (see Exhibit A). 

I 0. NCJA is responsible for compliance to technical standards set forth by WSP and the ens 
Security Policy. 

11. NCJA will conduct periodic self audits to ensure compliance with CJJS Security Policy. 
12. NCJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NCJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

III. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NCJA shall conform to system policies, as established by the FBI ens Division and WSP, before 
access to CHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

I. The rules and procedures governing access to CHRI shall apply equally to all patticipants in 
the system. 

2. All noncriminal justice agencies with access to CHRJ data must designate a specific unit, 
position, or persom1el to access CHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to CHRI data from the system shall permit an 
FBI CJIS Division or WSP audit team to conduct appropriate audits. NCJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NCJA must comply with and enforce system security. NCJA must have someone designated as 
the security point of contact (POC). Security POC's shall be responsible for the following: 

I. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is cmmected to the state system. 
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3. Ensuring that personnel security screening procedures are being followed as stated in the 
CJIS Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP informed of security incidents. 
6. If the teclmical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI information. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI ens systems must review security awareness 
training within six months of their appointment or assignment. Docnmentation pc1taining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject lo criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware ( e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the CJIS sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI information is housed 
shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state ofresidency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI ens information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI ens information. All requests 
from system access shall be made as specified by the CJIS Systems Officer (i.e. WSP 
Identification and Criminal Histo1y Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LWSON REPRESENTATIVES 
For the Washington State Patrol: 

Jim Anderson, Administrator 
Criminal Records Division 
PO Box 42619 
Olympia WA 98504-2619 
Phone: (360) 534-210 I 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Washington State 
Horse Racing Commission: 
Doug Moore 
PO Box 40906 
Olympia WA 98504 
360-459-6462 
patty .sorby@whrc.state. wa. us 

Each party shall defend, protect and hold harmless the other party from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while petforming this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either pmiy may terminate this MOU upon ninety (90) 
days' written notification to the other pmty. If this MOU is so tenninated, the terminating patiy shall 
be liable only for perfonnance in accordance with the terms of this MOU for petformance prior to the 
effective date of tennination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be detennined in the following manner: The 
Chief ofWSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The ChiefofWSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The detennination of the Dispute Board shall be final and binding on 
the patties hereto. If applicable and as an alternative to this process, either of the parties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Goven1or's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a pmt of this MOU: 

Exhibit A - 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation - Criminal Justice Information Services (CilS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Tenns and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether inco1porated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the paiiies. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the paiiies hereto. 

STATE OF WASHINGTON 

WASHJNGTON STATEPA~,(-

?j ;;bll<;; 
Date ~,.. 
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WASHINGTON STATE 
HORSE RACING COMMISSION 

Date 



EXH!BIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal history record information (CHRI) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of harm resulting from the loss, misuse, or unauthorized access to or 
modification of information." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws, regulations, and standards (including the FBI 
Criminal Justice Information Services (CJIS) Security Policy) as well as with rules, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (III) System and CHRI are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, personnel security, system security, and data security. 

The provisions of this Outsourcing Standard arc established by the Compact 
Council pursuant to 28 CFR Part 906 and are subj eel to the scope of that rule. They apply 
to all personnel, systems, networks, and facilities supporting and/or acting on behalf of the 
Authorized Recipient lo perform noncriminal justice administrative functions requiring 
access to CHRI without a direct connection to the FBI CJIS Wide Area Network (WAN). 

1.0 Definitions 
1 .01 Access to CH RI means to view or make use of Cl IR! obtained from the III 

System but excludes direct access to the III System by computer tenninal or 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal history record repositories or as 
provided by title 42, United States Code, section l 46 l 4(b ). 

1.02 Authorized Recipient means ( 1) a nongovernmental entity authorized by 
federal statute or federal executive order to receive CHRI for noncriminal 
justice purposes, or (2) a government agency authorized by federal statute, 
federal executive order, or stale statute which has been approved by the 
United Slates Allorncy General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Non party State's 
criminal history record repository or a designec of such administrator who is 
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a regular full-time employee oflhe repository, which is also referred lo as the 
State Identification Bureau (SIB) Chief. 

1.04 CHR!, as referred to in Article I( 4) of the Compact, means information 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of arrests, detentions, indictments, or 
other formal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, correctional supervision, or release; but docs 
not include identification information such as fingerprint records if such 
information does not indicate involvement of the individual with the criminal 
j usticc system. 

1.05 Criminal Histo1y Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
stale criminal history record reposilo1y and/or the FBI system. 

1.06 Compact Officer, as provided in Article 1(2) of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Party State, the chief 
administrator of the State's criminal history record repository or a designee 
of the chief administrator who is a regular full-time employee of the 
repository. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the particular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient lo perform noncriminal justice 
administrative fonctions requiring access to CHRl. 

1.08 Dissemination means the disclosure of Ill CHRI by an Authorized Recipient 
lo an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
well as rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

I .09 Noncriminal Justice Adminish·afive Functions means the routine noncriminal 
justice administrative functions relating lo the processing of CHRI, to 
include but not limited to the following: 
I. Making litness detenninations/recommendations 
2. Obtaining missing dispositions 
3. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or Stale statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 
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1.10 Noncriminal Justice Purposes, as provided in Article I( 18) or the Compact, 
means uses of criminal history records for purposes authorized by federal or 
state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing determinations, immigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States AHorney General which is lo be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRI for 
noncriminal justice purposes, limits the use of the information to the 
purposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the information, provides for audits and sanctions, provides conditions for 
termination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and personnel security 
controls sufficient to protect CHIU and associated information systems. 

1.13 Positive Identification, as provided in Article 1(20) of the Compact, means a 
determination, based upon a comparison or fingerprints 1 or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject of a criminal history record or records 
indexed in the Ill System. Identifications based solely upon a comparison of 
subjects' names or other non-unique identification characteristics or numbers, 
or combinations thercoC shall not constitute positive identification. 

1.14 Public Carrier Network means a telecommunications infrastructure 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infrastructure which supports public users other than 
those of the agency using that network. Examples of a public carrier net work 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon, network connections to AT&T, ATM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public carrier network provides network services to the public; 
not just to the single agency using that network. 

1.15 Security Violation means the failure to prevent or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-flat 
fingerprint submission. Further information concerning positive identification may be 
obtained from the FBI Compact Council office. 
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violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rule, procedure, or standard established by the Compact Council and the 
United Stales Altorney General. 

2.0 Responsibilities of the Authorized Recipient 
2.0 I Prior lo engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive wrilten 
permission from ( 1) the Slate Compact Officer/Chief Adminislralor

2 
or (2) 

the FBI Compact Officer3
; (b) provide the Compact Officer/Chief 

Administrator copies of the specific authority for lhe outsourced work, 
criminal history record check requirements, and/or a copy of relevant 
portions of the contract as requested; and (c) inquire of the FBI Compact 
Officer whether a prospective Confractor has any security violations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the Stale Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a conlraet or agreement prior to 
providing a Contractor access lo CHR!. The contract shall, at a minimum, 
incorporate by reference and have appended lherelo this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when lhe Contractor is to 
perform duties requiring access to CHRI, specify the terms and conditions of 
such access; limit lhe use of such information lo lhe purposes for which it is 
provided; limit retention ofthc infonnalion to a period of lime nol to exceed 
lhal period of time the Authorized Recipient is permitted to retain such 
information; prohibit dissemination of the information except as specifically 
authorized by federal and slate laws, regulations, and standards as well as 
wilh rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
confidentiality of lhe information to include confirmation that lhe intended 
recipient is authorized to receive Cl-llU; provide for audits and sanctions; 
provide conditions for termination of the contract; and ensure that Contractor 

2The Compact Officer/Chief Administrator may not grant such permission unless he/she has 
implemented a combined state/federal audit program to, at a minimum, triennially audit a 
representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHRJ under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3State or local Authorized Recipients based on State or Federal Statutes shall contact the 
State Compact Officer/Chief Administrator. Federal or Rcgulat01)' Agency Authorized 
Recipients shall contact the FBI Compact Officer. 
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personnel comply with this Outsourcing Standard. 
a. The Authorized Recipient shall conduct criminal history record 

checks of Contractor personnel having access to Cl !RI if such checks 
are required or authorized of the Authorized Recipient's personnel 
having similar access.4 The Authorized Recipient shall maintain 
updated records or Contractor personnel who have access to CHRI 
and update those records within 24 hours when changes lo that access 
occur and, if a criminal history record check is required, the 
Authorized Recipient shall maintain a list of Contractor personnel 
who successfr1lly completed the criminal history record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. 

c. The Authorized Recipient shall ensure that the most current version of 
both the Outsourcing Standard and the CJIS Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days (unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or CJIS Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless otherwise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or C.JIS Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or because oC its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the terms and conditions of the 
Outsourcing Standard. The Authorized Recipient shall ccrtif'y to the 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHIU 
under the approved outsourcing agreement. 

4Ifa national criminal histOJ)' record check of Authorized Recipient personnel having 
access to CHRI is mandated or authorized by a federal statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is amended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. The national criminal history record checks of Contractor personnel with access 
to CHRJ cannot be outsourced and must be performed by the Authorized Recipient. 
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2.06 The Authorized Recipient shall provide written notice or any early voluntaiy 
termination of the contract to the Compact Ofiicer/ChiefAdministrator or the 
FBI Compact Officer. 

3.0 Responsibilities of the Contractor 
3.01 The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the CJJS Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Personnel, and Information Technology) to comply with 
the most current Outsourcing Standard and the most current FBI C//S 
Security Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
CJJS Security Policy. In addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CHRl. The Authorized Recipient 
shall provide the written approval of a Contractor's Security Program. 

3.03 The requirements for a Security Program should include, at a minimum: 
a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the CJIS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
cl) Standards for the selection, supervision, and separation of personnel with 
access to CHRl. 
**Ifthc Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the CJ!S Security Policy. If the 
corporate policy is not this specific, it must How down to a level where the 
documentation supports these requirements. 

3.04 Except when the training requirement is retained by the Authorized Recipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes lo federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversary date 
of the contract, certify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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to CHRI. 
3.05 The Contractor shall make its facilities available for announced and 

unannounced audits performed by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI C.JlS 
Division. During this review, provision will be made to update the Security 
Program to address security violations and to ensure changes in policies and 
standards as well as changes in federal and state law are incorporated. 

3.07 The Contractor shall maintain CI-IRI only for the period of time necessary to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CI-IRI. 

3.08 The Contractor shall maintain a log of any dissemination of C!IRI, for a 
minimum of 365 clays. 

4.0 Site Security 
4.0 l The Authorized Recipient shall ensure that the Contractor site(s) is a 

physically secure location to protect against any unauthorized access to 
CI-IRI. 

5.0 Dissemination 
5.0 I The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondary recipient 
with unique identifiers, (B) the record disseminated, (C) the date of 
dissemination, (D) the statutory authority for dissemination, and (E) the 
means of dissemination. 

5.03 If CHRI is stored or disseminated in an electronic format, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHIZ! be disseminated other than as 

governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Security 
6.01 If a local, state, or federal written standard requires or authorizes a criminal 

history record check of the Authorized Recipient's personnel with access to 
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CHRI, then a criminal history record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRI. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are performed on the Authorized 
Recipient's personnel performing similar functions. Criminal history record 
checks must be completed prior to accessing CHRI under the contract. 

6.02 The Contractor shall ensure that each employee performing work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRI. The 
Contractor shall confirm in writing that each employee has certified in 
writing that he/she understands the Outsourcing Standard requirements and 
laws that apply to his/her responsibilities. The Contractor shall maintain the 
employee certifications in a file that is subject to review during audits. 
Employees shall make such certification prior to performing work under the 
contract. 

6.03 The Contractor shall maintain updated records of personnel who have access 
to CHRI, update those records within 24 hours when changes to that access 
occur, and if a criminal history record check is required, maintain a list of 
personnel who have successfolly completed criminal history record checks. 
The Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7.0 System Security 
7.01 The Contractor's security system shall comply with the ens Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the C.TIS Security Policy. 
a. If Cl IRI can be accessed by unauthorized personnel via Wide Arca 

Network/Local Area Network or the Internet, then the Contractor 
shall protect the Cl-IR! with firewall-type devices to prevent such 
unauthorized access. These devices shall implement a minimum 
firewall profile as specified by the ens Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CI-HU, both from inside and outside the networks. 

b. Data encryption shall be required tlu·oughout the network passing 
Cl-IR! through a shared public carrier network. 

7.02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHIU shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media ( e.g., disks, drives, backup storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
overwriting the media and/or degaussing the media. 

c. The Authorized Recipient shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media (e.g., hard copies, 
print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRI in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Standard 
that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CJ JR.I under the 
contract. 

c. The Contractor shall immediately (within four hours) notify the 
Authorized Recipient of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written report documenting such security violation, any corrective 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

cl. The Authorized Recipient shall immediately (within four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or termination of the 
contract, to include unauthorized access to CHIU made available 
pursuant to the contract. The Authorized Recipient shall provide a 
written report of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days of receipt of the written report from the Contractor. The 
written report must include any corrective actions taken by the 
Contractor and the Authorized Recipient to resolve such security 
violation. 
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8.02 Termination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to termination by the Authorized Recipient for 

security violations involving CHRI obtained pursuant to the contract. 
b. The contract is subject lo termination by the Authorized Recipient for 

the Contractor's failure to notify the Authorized Recipient of any 
security violation or to provide a written report concerning such 
violation. 

c. If the Contractor refuses to or is incapable of taking corrective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall terminate the contract. 

8.03 Suspension or termination of the exchange ofCHRI for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written report notifying the 
Stale Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
corrective action to successfolly resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRI with the Authorized Recipient 
pursuant to 28 CFR §906.2(d). 

b. ff the exchange ofCHRl is suspended, it may be reinstated after 
satisfactory written assurances have been provided to the Compact 
Council Chairman or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CURI is terminated, the Contractor's records (including 
media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

8.04 The Authorized Recipient shall provide written notice (through the State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The termination of a contract for security violations. 
b. Security violations involving the unauthorized access to CHRI. 
c. The Contractor's name and unique identification number, the nature 

ofthe security violation, whether the violation was intentional, and the 
number of times the violation occurred. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
Stales Attorney General reserve the right to investigate or decline to 
investigate any report of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perform a final audit of the Contractor's systems after 
termination of the contract. 

9.0 Miscellaneous Provisions 
9.0 I This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this 
Outsourcing Standard: (!) The C.l!S Security Policy. 

9.03 The terms set forth in this document do not constitute the sole understanding 
by and between the parties hereto; rather they provide a minimum basis for 
the security of the system and the Cl !RI accessed therefrom and it is 
understood that there may be terms and conditions of the appended contract 
which impose more stringent requirements upon the Contractor. 5 

9.04 The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conformance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the parties to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and correspondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 oflhis Outsourcing Standard shall be forwarded by First Class 
l\>lail to: 

FBI Compact Officer 
I 000 Custer Hollow Road 
Module D-3 
Clarksburg, WV 26306 

10.0 Exemption Ji-om Above Provisions 

5Such conditions could include additional audits, fees, or security requirements. The 
Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.01 An Information Technology (IT) contract need only include Sections 
l.0, 2.01, 2.02, 2.03, 3.01, 6.0, 8.0, and 9.0 of this Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 

10.02 

I. Access to CHRl by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 

2. Access to CHIU is incidental, but necessary, to the duties being 
performed by the IT contractor; 

3. The computer system resides within the Authorized Recipient's 
facility; 

4. The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 

5. The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CHRI 
contained therein; and 

6. The Authorized Recipient retains all of the duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject lo all applicable requirements, 
including the Outsourcing Standard. 

An Authorized Recipient's contract where access lo Cl lRI is limited 
solely for the purposes of: (A) storage (referred to as archiving in 
some states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CURI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRI; and/or (C) destruction of the CHRI by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Sections l.0, 2.0 I, 2.02, 2.03, 3.0 I, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
l. Access to CHRI by the Contractor is limited solely for the 

purposes of: (A) storage (referred to as archiving in some 
states) of the CHIU at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to 
protect the Cl!Rl; and/or (C) destruction of the CHRI by 
Contractor personnel when not observed by the Authorized 
Recipient; 

2. Access to CHRI is incidental, but necessary, to the duties being 
performed by the Contractor; 
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3. The Contractor is not authorized to disseminate Cl-IR! lo any 
other agency or contractor on behalf of the Authorized 
Recipient; 

4. The Contractor's personnel are subject to the same criminal 
history record checks as the Authorized Recipient's personnel; 

5. The criminal history record checks of the Contractor personnel 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative timctions, subject lo all applicable requirements, 
including the Outsourcing Standard; and 

7. The Contractor stores the CHRI in a physically secure location. 
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WSP Contract No. C13071 0GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and Washington 
State Horse Racing Commission is hereby amended as follows: 

• The end date shall be extended through September 15, 2021. 

• EXHIBIT B CJIS Security Policy 5.1 shall be replaced with EXHIBIT B CJIS 
Security Policy 5.5. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

Date 

WASHINGTON STATE HORSE 
RACING COMMISSION 

/ Signature 

Date 



I. PURPOSE 

WSP Contract: C130715GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

EASTMONT METROPOLITAN 
PARKS DISTRICT 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Eastmont Metropolitan Parks District, 
a non criminal justice agency (NCJA). This MOU sets forth the policy to ensure the protection of 
criminal history record infonnation (CHRI) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRI data. This policy applies to the 
NCJA and its contractors with access to, or who operate in supp01i of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As participants in this MOU, the paiiies will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CnS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

1. NCJA responds to requests for information by the FBI ens Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal 
history use and dissemination, misuse, background checks, password management, 
storage, and destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI ens using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 



5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the CHRI is to be 
used. 

6. NCJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the information contained in the FBI 
identification record. These officials also must advise the applicants that procedures for 
obtaining a change, correction, or updating of an FBI identification record are set forth in 
Title 28, C.F.R. 16.34. Official making such determinations should not deny the license 
or employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NCJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to CHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

l 0. NCJA is responsible for compliance to technical standards set forth by WSP and the CJIS 
Security Policy. 

11. NCJA will conduct periodic self audits to ensure compliance with CHS Security Policy. 
12. NCJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NCJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

III. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NCJA shall conform to system policies, as established by the FBI ens Division and WSP, before 
access to CHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

1. The rules and procedures governing access to CHRI shall apply equally to all participants in 
the system. 

2. All noncriminal justice agencies with access to CHRI data must designate a specific unit, 
position, or personnel to access CHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to CHRI data from the system shall pennit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NCJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NCJA must comply with and enforce system security. NCJA must have someone designated as 
the security point of contact (POC). Security POC's shall be responsible for the following: 

1. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 
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3. Ensuring that personnel security screening procedures are being followed as stated in the 
ens Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP informed of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI information. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI ens systems must review security awareness 
training within six months of their appointment or assignment. Documentation pe1iaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware (e.g., infonnation system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the ens sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI information is housed 
shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI ens information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI ens information. All requests 
from system access shall be made as specified by the CHS Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose. and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LIAISON REPRESENTATIVES 
For the Washington State Patrol: 

Jim Anderson, Administrator 
Criminal Records Division 
PO Box42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Eastmont Metropolitan 
Parks District: 
Sally Brawley 
255 N Georgia Ave 
Wenatchee WA 98802 
509-884-8015 
sbrawley@eastmontparks.com 

Each party shall defend, protect and hold harmless the other party from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that pmiy's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may tenninate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so terminated, the terminating pmiy shall 
be liable only for performance in accordance with the terms of this MOU for performance prior to the 
effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be determined in the following manner: The 
Chief ofWSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief ofWSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
detennination of the dispute. The determination of the Dispute Board shall be final and binding on 
the parties hereto. If applicable and as an alternative to this process, either of the parties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation Criminal Justice Information Services (CITS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Terms and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the parties. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the parties hereto. 

STATE OF WASHINGTON 
WASHINGTON TATE PATROL 

EASTMONT METROPOLITAN 
PARKS DISTRICT 

Date Date 
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I. PURPOSE 

WSP Contract: C130726GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

KING COUNTY DEPENDENCY CASA 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the King County Dependency CASA, a 
non criminal justice agency (NCJA). This MOU sets forth the policy to ensure the protection of 
criminal history record information (CHRJ) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRJ data. This policy applies to the 
NCJA and its contractors with access to, or who operate in support of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As participants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRJ data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CJIS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

1. NCJA responds to requests for information by the FBI CJIS Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal 
history use and dissemination, misuse, background checks, password management, 
storage, and destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI CJIS using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 



4. Access to eHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 

5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the eHRI is to be 
used. 

6. NeJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the information contained in the FBI 
identification record. These officials also must advise the applicants that procedures for 
obtaining a change, correction, or updating of an FBI identification record are set forth in 
Title 28, e.F .R. 16.34. Official making such determinations should not deny the license 
or employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NeJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to eHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

I 0. NeJA is responsible for compliance to technical standards set forth by WSP and the errs 
Security Policy. 

11. NeJA will conduct periodic self audits to ensure compliance with ens Security Policy. 
12. NeJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NeJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

III. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NeJA shall conform to system policies, as established by the FBI errs Division and WSP, before 
access to eHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

I. The rules and procedures governing access to eHRI shall apply equally to all participants in 
the system. 

2. All noncriminal justice agencies with access to eHRI data must designate a specific unit, 
position, or personnel to access eHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to eHRI data from the system shall permit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NeJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NeJA must comply with and enforce system security. NeJA must have someone designated as 
the security point of contact (POe). Security POe's shall be responsible for the following: 
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1. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 
3. Ensuring that personnel security screening procedures are being followed as stated in the 

CJIS Security Policy. 
4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP informed of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI information. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI CJIS systems must review security awareness 
training within six months of their appointment or assignment. Documentation pertaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware (e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the CJIS sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI information is housed 
shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI CJIS information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI CJIS information. All requests 
from system access shall be made as specified by the CJIS Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 
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Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 

V. LIAISON REPRESENTATIVES 
For the Washington State Patrol: 
Jim Anderson, Administrator 
Criminal Records Division 
PO Box 42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the King County Dependency CASA: 
Lisa Peter~ n 
1401 E Jefferson Ste 500 
Seattle WA 98122 
206-~ zcr, - II z~ 
Casa.group@kingcounty.gov 

1 i sa . pd·o''$~ne ll, ~j(.,Q "'"ij · 0 e v 

Each party shall defend, protect and hold harmless the other party from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may terminate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so terminated, the terminating party shall 
be liable only for performance in accordance with the terms of this MOU for performance prior to the 
effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be determined in the following rnam1er: The 
Chief ofWSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief ofWSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
detem1ination of the dispute. The detennination of the Dispute Board shall be final and binding on 
the paities hereto. If applicable and as an alternative to this process, either of the parties may 
request intervention by the Governor, as provided by RCW 43 .1 7 .330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation - Criminal Justice Information Services (CilS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
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www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 

XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Terms and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the te1ms and conditions agreed upon by the patties. No other understandings, 
oral or othe1wise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the pruties hereto. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~~ '{Jv John R. Batiste, Chief 

? - -µ-- -tc.{ 
Date 

KING COUNTY DEPENDENCY CASA 
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SECURITY and MANAGEMENT CONTROL 
OUTSOURCING STANDARD for NON-CHANNELERS 

Exhibit A 

The goal of this document is to provide adequate security and integrity for criminal history record 
information (CHRI) while under the control or management of an outsourced third party, the Contractor. 
Adequate security is defined in Office of Management and Budget Circular A-130 as security 
commensurate with the risk and magnitude of harm resulting from the loss, misuse, or unauthorized 
access to or modification of information. 

The intent of this Security and Management Control Outsourcing Standard (Outsourcing Standard) is to 
require that the Contractor maintain a security program consistent with federal and state laws, regulations, 
and standards (inclu_ding the FBI Criminal Justice Information Services (CTIS) Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council and the United States Attorney 
General. 

This Outsourcing Standard identifies the duties and responsibilities with respect to adequate internal 
controls within the contractual relationship so that the security and integrity of the Interstate Identification 
Index (III) System and CHRI are not compromised. The standard security program shall include 
consideration of site security, dissemination restrictions, personnel security, system security, and data 
security. 

The provisions of this Outsourcing Standard are established by the Compact Council pursuant to 28 CFR 
Part 906 and are subject to the scope of that rule. They apply to all personnel, systems, networks, and 
facilities supporting and/or acting on behalf of the Authorized Recipient to perfmm noncriminal justice 
administrative functions requiring access to CHRI without a direct connection to the FBI ens Wide Area 
Network (WAN). 

1.0 Definitions 

1.01 Access to CHRI means to use, exchange, retain/store, or view CHRI obtained from the III 
System but excludes direct access to the III System by computer terminal or other automated 
means by Contractors other than those that may be contracted by the FBI or state criminal 
history record repositories or as provided by title 42, United States Code, section 14614(b). 

1.02 Authorized Recipient means (I) a nongovernmental entity authorized by federal statute or 
federal executive order to receive CHRI for noncriminal justice purposes, or (2) a government 
agency authorized by federal statute, federal executive order, or state statute which has been 
approved by the United States Attorney General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Nonparty State's criminal history 
record repository or a designee of such administrator who is a regular full-time employee of the 
repository. 

1.04 CHRI, as referred to in Article I (4) of the Compact, means information collected by criminal 
justice agencies on individuals consisting of identifiable descriptions and notations of arrests, 
detentions, indictments, or other formal criminal charges, and any disposition arising there from, 
including acquittal, sentencing, correctional supervision, or release; but does not include 
identification information such as fingerprint records if such information does not indicate 
involvement of the individual with the criminal justice system. 



1.05 Criminal History Record Check, for purposes of this Outsourcing Standard only, means an 
authorized noncriminal justice fingerprint-based search of a state criminal history record 
reposito1y and/or the FBI system. 

1.06 Compact Officer, as provided in Article I (2) of the Compact, means (A) with respect to the 
Federal Government, an official [FBI Compact Officer] so designated by the Director of the FBI 
[to administer and enforce the compact among federal agencies], or (B) with respect to a Party 
State, the chief administrator of the State's criminal history record repository or a designee of 
the chief administrator who is a regular full-time employee of the repository. 

1.07 Contractor means a government agency, a private business, non-profit organization or 
individual, that is not itself an Authorized Recipient with respect to the particular noncriminal 
justice purpose, who has entered into a contract with an Authorized Recipient to perform 
noncriminaljustice·administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure of III CHRI by an Authorized Recipient to an authorized 
Contractor, or by the Contractor to another Authorized Recipient consistent with the 
Contractor's responsibilities and with limitations imposed by federal and state laws, regulations, 
and standards as well as rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

1.09 Noncriminal Justice Administrative Functions means the routine noncriminal justice 
administrative functions relating to the processing of CHRI, to include but not limited to the 
following: 

l. Making fitness determinations/recommendations 

2. Obtaining missing dispositions 

3. Disseminating CHRI as authorized by Federal statute, Federal Executive Order, or State 
statute approved by the United States Attorney General 

4. Other authorized activities relating to the general handling, use, and storage of CHRI 

1.10 Noncriminal Justice Pwposes, as provided in Article I (18) of the Compact, means uses of 
criminal history records for purposes authorized by federal or state law other than purposes 
relating to criminal justice activities, including employment suitability, licensing 
determinations, immigration and naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council after consultation 
with the United States Attorney General which is to be incorporated by reference into a contract 
between an Authorized Recipient and a Contractor. The Outsourcing Standard authorizes access 
to CHRJ, limits the use of the information to the purposes for which it is provided, prohibits 
retention and/or dissemination except as specifically authorized, ensures the security and 
confidentiality of the information, provides for audits and sanctions, provides conditions for 
termination of the contract, and contains such other provisions as the Compact Council may 
require. 



1.12 Physically Secure Location means a location where access to CHRI can be obtained, and 
adequate protection is provided to prevent any unauthorized access to CHRI. 

1.13 Positive Identification, as provided in Article 1(20) of the Compact, means a 
detennination, based upon a comparison of fingerprints' or other equally reliable 
biometric identification techniques, that the subject of a record search is the same person 
as the subject of a criminal history record or records indexed in the III System. 
Identifications based solely upon a comparison of subjects' names or other non-unique 
identification characteristics or numbers, or combinations thereof, shall not constitute 
positive identification. 

1.14 Public Carrier Network means a telecommunications infrastructure consisting of network 
components that are not owned, operated, and managed solely by the agency using that 
network, i.e., any telecommunications infrastructure which supp01ts public users other 
than those of the agency using that network. Examples of a public carrier network include 
but are not limited to the following: Dial-up and Internet connections, network 
connections to Verizon, network connections to AT&T, ATM Frame Relay clouds, 
wireless networks, wireless links, and cellular telephones. A public carrier network 
provides network services to the public; not just to the single agency using that network. 

1.15 Security Violation means the failure to prevent or failure to institute safeguards to prevent 
access, use, retention, or dissemination of CHRJ in violation of: (A) Federal or state law, 
regulation, or Executive Order; or (B) a rule, procedure, or standard established by the 
Compact Council and the United States Attorney General. 

2.0 Responsibilities of the Authorized Recipient 

2.0 I Prior to engaging in outsourcing any noncriminal justice administrative functions, the 
authorized Recipient shall: (a) Request and receive written pern1ission from (I) the State 
Compact Officer/Chief Administrator2or (2) the FBI Compact Officer3

; (b) provide the 
Compact Officer/Chief Administrator copies of the specific authority for the outsourced 
work, criminal history record check requirements, and/or a copy of relevant portions of 
the contract as requested; and (c) inquire of the FBI Compact Officer whether a 
prospective Contractor has any security violations (See Section 8.04). The FBI Compact 
Officer will report those findings to the Authorized Recipient and, when applicable, to 
the State Compact Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to providing a 
Contractor access to CHRI. The contract shall, at a minimum, incorporate by reference 
and have appended thereto this Outsourcing Standard. 

1 The Compact Council currently defines positive identification for noncriminal justice purposes as identification 
based upon a qualifying ten-rolled or qualifying ten-flat fingerprint submission. Further information concerning 
rositive identification may be. obtained from the FBI Compact Council office. 

The Compact Officer/Chief Administrator may not grant such permission unless he/she has implemented a 
combined state/federal audit program to, at a minimum, triennially audit a representative sample of the Contractors 
and Authorized Recipients engaging in outsourcing with the first of such audits to be conducted within one year of 
the date the Contractor first receives CHRJ under the terms of the contract. A representative sample will be based on 
generally accepted statistical sampling methods. 
3 State or local Authorized Recipients based on State or Federal Statutes shall contact the State Compact 
Officer/Chief Administrator. Federal or Regulatory Agency Authorized Recipients shall contact the FBI Compact 
Officer. 



2.03 The Authorized Recipient shall, in those instances when the Contractor is to perfonn 
duties requiring access to CHRI, specify the terms and conditions of such access; limit 
the use of such information to the purposes for which it is provided; limit retention of the 
information to a period of time not to exceed that period of time the Authorized Recipient 
is permitted to retain such information; prohibit dissemination of the infonnation except 
as specifically authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council and the United 
States Attorney General; ensure the security and confidentiality of the infmmation to 
include confinnation that the intended recipient is authorized to receive CHRI; provide 
for audits and sanctions; provide conditions for termination of the contract; and ensure 
that Contractor personnel comply with this Outsourcing Standard. 

a. The Authorized Recipient shall conduct criminal history record checks of 
Contractor personnel having access to CHRI if such checks are required or 
authorized of the Authorized Recipient's personnel having similar access.4 The 
Authorized Recipient shall maintain updated records of Contractor personnel 
who have access to CHRI and update those records within 24 hours when 
changes to that access occur and, if a criminal history record check is required, 
the Authorized Recipient shall maintain a list of Contractor personnel who 
successfully completed the criminal history record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains site security. 

c. The Authorized Recipient shall ensure that the most current version of both the 
Outsourcing Standard and the ens Security Policy are incorporated by reference 
at the time of contract, contract renewal, or within 30 calendar days (unless 
otherwise directed) of notification of successor versions of the Outsourcing 
Standard and/or CJIS Security Policy, whichever is sooner. The Authorized 
Recipient shall notify the Contractor within 30 calendar days (unless othe1wise 
directed) of FBI notification regarding changes or updates to the Outsourcing 
Standard and/or ens Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record capabilities of 
the Contractor which bas access to federal or state records through, or because of, its 
outsourcing relationship with the Authorized Recipient. The Authorized Recipient shall 
maintain an updated topological drawing which depicts the interconnectivity of the 
Contractor's network configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and shall· 
monitor the Contractor's compliance to the tenns and conditions of the outsourcing 
Standard. The authorized Recipient shall ce1tify to the Compact Officer/Chief 

'If a national criminal history record check of government personnel having access to CHRI 
is mandated or authorized by a state statute approved by the Attorney General under Public 
Law 92-544, the State Compact Officer/Chief Administrator mnst ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing law 
is amended to include such Contractor personnel prior to authorizing ontsourcing initiatives. 
The national criminal history record checks of Contractor personnel with access to CHRI 
cannot be outsourced and must be perfonned by the Authorized Recipient. 



Administrator that an audit was conducted with the Contractor within 90 days of the date 
the Contractor first receives CHRI under the tenns of the contract. 

2.06 The Authorized Recipient shall provide written notice of any early voluntary termination 
f the contract to the Compact Officer/Chief Administrator or the FBI Compact Officer. 

3.0 Responsibilities of the Contractor 

3.01 The Contractor and its employees shall comply with all federal and state laws, 
regulations, and standards (including the ens Security Policy) as well as with rules, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

3.02 The Contractor shall develop and document a Security Program to comply with the 
current Outsourcing Standard and any revised or successor Outsourcing Standard. The 
Security Program shall describe the implementation of the security requirements 
described in this Outsourcing Standard, the associated Security Training Program, and 
the reporting guidelines for documenting and communicating security violations and 
corrective actions to the Authorized Recipient. The Security Program shall be subject to 
the written approval of the Authorized Recipient. 

3.03 The Contractor shall be accountable for the management of the Security Program. The 
contractor shall be responsible for reporting all security violations of this Outsourcing 
Standard to the Authorized Recipient. 

3.04 Except when the training requirement is retained by the Authorized Recipient, the 
contractor shall develop a Security Training Program for all Contractor personnel with 
access to CHRI prior to their appointment/assignment. The Authorized Recipient shall 
review and provide to the contractor written approval of the Security Training Program. 
Training shall be provided upon receipt of notice from the Compact Officer/Chief 
Administrator on any changes to federal and state laws, regulations, and standards as well 
as with rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be provided. The 
Contractor shall ammally, not later than the anniversary date of the contract; ceitify in 
writing to the Authorized Recipient that annual refresher training was completed for 
those Contractor personnel with access to CHRI. 

3.05 The Contractor shall make its facilities available for announced and unannounced audits 
performed by the Authorized Recipient, the state, or the FBI on behalf of the Compact 
Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized Recipient, the 
Compact Officer/Chief Administrator, and the FBI ens Division. During this review, 
provision will be made to update the Security Program to address security violations and 
to ensure changes in policies and standards as well as changes in federal and state law are 
incorporated. 

3.07 The Contractor shall maintain CHRI only for the period of time necessary to fulfill its 
contractual obligations but not to exceed the period of time that the Authorized Recipient 
is authorized to maintain and does maintain the CHRI. 

3.08 The Contractor shall maintain a log of any dissemination ofCHRI. 



4.0 Site Security 

4.01 The Authorized Recipient shall ensure that the Contractor site(s) is a physically secure 
location to protect against any unauthorized access to CHRI. 

5.0 Dissemination 

5.01 The Contractor shall not disseminate CHRI without the consent of the Authorized 
Recipient, and as specifically authorized by federal and state laws, regulations, and 
standards· as well as with rules, procedures, and standards established by the Compact 
Council and the United States Attorney General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by the 
Contractor for a minimum one year retention period. This log must clearly identify: (A) 
The Authorized Recipient and the secondary recipient with unique identifiers, (B) the 
record disseminated, (C) the date of dissemination, (D) the statuto,y authority for 
dissemination, and (E) the means of dissemination. 

6.0 Personnel Security 

6. 0 l If a local, state, or federal written standard requires or authorizes a criminal history record 
check of the Authorized Recipient's personnel with access to CHRI, then a criminal 
histo,y record check shall be required of the Contractor's employees having access to 
CHRI. The criminal histmy record check of Contractor employees at a minimum will be 
no less stringent than the criminal history record check that is performed on the 
Authorized Recipient's personnel performing similar functions. Criminal history record 
checks must be completed prior to performing work under the contract. 

6.02 If a local, state, or federal written standard requires a criminal history record check for 
non-Contractor personnel who work in a physically secure location, then a criminal 
history record check shall be required for these individuals, unless these individuals are 
escorted by authorized personnel at all times. The criminal histmy record check for these 
individuals at a minimum will be no less stringent than the criminal histmy record check 
that is performed on the Authorized Recipient's non-Contractor personnel performing 
similar functions. Criminal history record checks must be completed prior to performing 
work under the contract. 

6. 03 The Contractor shall ensure that each employee perfonning work under the conh·act is 
aware of the requirements of the Outsourcing Standard and the state and federal laws 
governing the security and integrity of CHRI. The Contractor shall confirm in writing 
that each employee has certified in writing that he/she understands the Outsourcing 
Standard requirements and laws that apply to his/her responsibilities. The Contractor 
shall maintain the employee certifications in a file that is subject to review during audits. 
Employees shall make such certification prior to performing work under the contract. 

6.04 The Contractor shall maintain updated records of personnel who have access to CHRI, 
update those records within 24 hours when changes to that access occur, and if a criminal 
history record check is required, maintain a list of personnel who have successfully 
completed criminal history record checks. The Contractor shall notify Authorized 
Recipients within 24 hours when additions or deletions occur. 



7 .0 System Security 

7.01 The Contractor's.security system shall comply with the ens Security Policy in effect at 
the time the Outsourcing Standard is incorporated into the contract and with successor 
versions of the ens Security Policy. 

a. If CHRI can be accessed by unauthorized personnel via Wide Area 
Network/Local Area Network or the Internet, then the Contractor shall protect 
the CHRI with firewall-type devices to prevent such unauthorized access. These 
devices shall implement a minimum firewall profile as specified by the ens 
Security Policy in order to provide a point of defense and a controlled and 
audited access to CHRI, both from inside and outside the networks. 

b. Data encryption shall be required throughout the network passing CHRI through 
a shared public carrier network. 

7 .02 The Contractor shall provide for the secnre storage and disposal of all hard copy and 
media associated with the system to prevent access by unauthorized personnel. 

a. CHRI shall be stored in a physically secure location. 

b. The Authorized Recipient shall ensure that a procedure is in place for sanitizing 
all fixed storage media (e.g., disks, drives, backup storage) at the completion of 
the contract and/or before it is returned for maintenance, disposal, or reuse. 
Sanitization procedures include overwriting the media and/or degaussing the 
media. 

c. The Authorized Recipient shall ensure that a procedure is in place for the 
disposal or return of all non-fixed storage media (e.g., hard copies, print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRI in transmission or storage, each 
Authorized Recipient, Contractor, or sub-Contractor must be assigned a unique 
identifying number. 

8.0 Security Violations 

8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for discipline of 
Contractor employees who violate the security provisions of the contract, which 
includes this Outsourcing Standard that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or awareness, suspend 
any employee who commits a security violation from assignments in which 
he/she has access to CHRI.under the contract. 

c. The Contractor shall immediately (within four hours) notify the Authorized 
Recipient of any security violation or termination of the contract, to include 
unauthorized access to CHRI made available pursuant to the contract. Within five 
calendar days of such notification, the Contractor shall provide the Authorized 
Recipient a written repmt documenting such security violation, any corrective 



actions taken by the Contractor to resolve such violation, and the date, time, and 
summary of the prior notification. 

d. The Authorized Recipient shall immediately (within four hours) notify the State 
Compact Officer/Chief Administrator and the FBI Compact Officer of any 
security violation or termination of the contract, to include unauthorized access to 
CHRI made available pursuant to the contract. The Authorized Recipient shall 
provide a written report of any security violation (to include unauthorized access 
to CHRI by the Contractor) to the State Compact Officer/Chief Administrator, if 
applicable, and the FBI Compact Officer, within five calendar days of receipt of 
the written repo1t from the Contractor. The written report must include any 
corrective actions taken by the Contractor and the Authorized Recipient to 
resolve such security violation. 

8.02 Termination of the contract by the Authorized Recipient for security violations 

a. The contract is subject to te1mination by the Authorized Recipient for security 
violations involving CHRI obtained pursuant to the contract. 

b. The contract is subject to termination by the Authorized Recipient for the 
Contractor's failure to notify the Authorized Recipient of any security violation 
or to provide a written report concerning such violation. 

c. If the Contractor refuses to or is incapable of taking corrective actions to 
successfully resolve a security violation, the Authorized Recipient shall terminate 
the contract. 

8.03 Suspension or termination of the exchange ofCHRI for security violations 

a. Notwithstanding the actions taken by the State Compact Officer, if the 
Authorized Recipient fails to provide a written report notifying the State 
Compact Officer/Chief Administrator or the FBI Compact Officer of a security 
violation, or refuses to or is incapable of taking corrective action to successfully 
resolve a security violation, the Compact Council or the United States Attorney 
General may suspend or tern1inate the exchange of CHRI with the Authorized 
Recipient pursuant to 28 C.F.R. '906.2(d). 

b. If the exchange of CHRI is suspended, it may be reinstated after satisfactory 
written assurances have been provided to the Compact Council Chairman or the 
United States Attorney General by the Compact Officer/Chief Administrator, the 
Authorized Recipient and the Contractor that the security violation has been 
resolved. If the exchange ofCHRI is terminated, the Contractor's records 
(including media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized Recipient. 

8.04 The Authorized Recipient shall provide written notice (through the State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact Officer of the 
following: 

a. The termination of a contract for security violations. 

b. Security violations involving the unauthorized access to CHRI. 



c. The Contractor's name and unique identification number, the nature of 
the security violation, whether the violation was intentional, and the 
number of times the violation occurred. 

8.05 1l1e Compact Officer/Chief Administrator, Compact Council and the United States 
Attorney General reserve the right to investigate or decline to investigate any repo1t of 
unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United States 
Attorney General reserve the right to audit the Authorized Recipient and the Contractor's 
operations and procedures at scheduled or unscheduled times. The Compact Council, the 
United States Attorney General, and the state are authorized to perform a final audit of 
the Contractor's systems after termination of the contract. 

9.0 Miscellaneous Provisions 

9.0 I This Outsourcing Standard does not confer, grant, or authorize any rights, privileges, or 
obligations to any persons other than the Contractor, the Authorized Recipient, Compact 
Officer/Chief Administrator (where applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this Outsourcing 
Standard: (I) The ens Security Policy. 

9.03 The terms set forth in this document do not constitute the sole understanding by and 
between the parties hereto; rather they provide a minimum basis for the security of the 
system and the CHRI accessed there from and it is understood that there may be terms 
and conditions of the appended contract which impose more stringent requirements upon 
the Contractor.' 

9.04 The minimum security measures as outlined in this Outsourcing Standard may only be 
modified by the Compact Council. Conformance to such security measures may not be 
less stringent than stated in this Outsourcing Standard without the consent of the 
Compact Council in consultation with the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council and may not 
be modified by the parties to the appended contract without the consent of the Compact 
Council. 

9.06 Appropriate notices, assurances, and correspondence to the FBI Compact Officer, 
Compact Council, and the United States Attorney General required by Section 8.0 of this 
Outsourcing Standard shall be forwarded by First Class Mail to: 

FBI Compact Officer 
I 000 Custer Hollow Road 
Module D-3 
Clarksburg, WV 26306 

10.0 Exemption from Above Provisions 

5 Such conditions could include additional audits, fees, or security requirements. The Compact Council, 
Authorized Recipients, and the Compact Officer/Chief Administrator have the explicit authority to 
require more stringent standards than those contained in the Outsourcing Standard. 



l 0.0 l An Authorized Recipient that contracts with an lnfonnation Technology (IT) 
contractor is exempt from Sections 1.0 through 9.0 of this Outsourcing Standard 
when: 

I. Access to CHRI by the IT contractor's personnel is limited solely 
for the development and/or maintenance of the authorized Recipient's 
computer system; 

2. Access to CHRI is incidental, but necessary, to the duties being 
performed by the IT contractor; 

3. The computer system resides within the Authorized 
Recipient's facility; 

4. The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 

5. The Authorized Recipient maintains complete, positive 
control of the IT contractor's access to the computer system 
and CHRI contained therein; 

6. The Authorized Recipient retains all of the duties and responsibilities for 
the performance of its authorized noncriminal justice administrative 
functions, unless it executes a separate contract to perform such 
noncriminal justice administrative functions, subject to all applicable 
requirements, including the Outsourcing Standard. 

b. To utilize this exemption, the Authorized Recipient shall, at a minimum and prior 
• to engaging in work under the contract that will allow IT contractor personnel 
limited access to CHRI, comply with the following requirements as an alternate 
method of providing adequate security, integrity, and confidentiality of CHRI: 

1. Obtain written permission from the appropriate Compact Officer/Chief 
Administrator; 

2. Take positive actions to ensure that the IT contractor cannot access any 
CHRI other than that necessary to accomplish the contracted work; 

3. Execute a contract with the IT contractor which specifies the computer 
development and/or computer maintenance work to be performed that will 
result in the IT contractor's personnel having limited access to CHRI. If the 
IT contractor is a govenllllent agency, a Management Control Agreement is 
acceptable; 

4. Incorporate the ens Security Policy, by reference, in the contract; 

5. Maintain updated records ofIT contractor personnel who have limited access 
to CHRI and update those records within 24 hours when changes to that 
access occur; 



6. Perfonn an appropriate background investigation of each of the IT 
contractor's personnel with limited access to CHRI; and 

7. Require each of the IT contractor's personnel with limited access to CHRI to 
sign a Nondisclosure Statement providing that CHRI may be disclosed only 
to the Authorized Recipient's personnel or other IT contractor personnel who 
need such information to develop or maintain the computer system, and that 
the CHRI shall not be further disclosed. 

10.02 An Authorized Recipient that contracts with a governmental archives facility 
(Government Contractor) is exempt from Sections 1.0 through 9.0 of this 
Outsourcing Standard when: 

l. Access to CHRI by the Government Contractor is limited solely for the 
purposes of: (A) storage (referred to as archiving in some states) of the CHRI 
at the Government Contractor's facility; (B) retrieval of the CHRI by 
Government Contractor personnel on behalf of the Authorized Recipient with 
appropriate security measures in place to protect the CHRI; and/or (C) 
destruction of the CHRI by Government Contractor personnel when not 
observed by the Authorized Recipient; 

2. Access to CHRI is incidental, but necessary, to the duties being performed by 
the Government Contractor; 

3. The Government Contractor is not authorized to disseminate CHRI to any 
other agency or contractor on behalf of the Authorized Recipient; 

4. The Govermnent Contractor's s personnel are subject to the same criminal 
history record checks as the Authorized Recipient's persom1el; 

5. The criminal history record checks of the Government Contractor personnel 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and responsibilities for the 
performance of its authorized noncriminal justice administrative functions, 
unless it executes a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, including the 
Outsourcing Standard; and 

7. 111e Government Contractor stores the CHRI in a physically secure location. 

b. To utilize this exemption, the Authorized Recipient shall, at a minimum and prior 
to providing CHRI to the Government Contractor, comply with the following 
requirements as an alternate method of providing adequate security, integrity, and 
confidentiality of CHRI: 

I. Obtain written permission from the appropriate Compact Officer/Chief 
Administrator; 

2. Take positive actions to ensure that the Government Contractor cannot 
access any CHRI other than that necessary to accomplish the contracted 
work; 



3. Execute a contract with the Government Contractor which specifies the work 
to be performed to include any storage (archiving), method of retrieval, 
and/or method of destruction which results in the Government Contractor' s 
personnel having limited access to CHRJ. A Management Control 
Agreement is also acceptable; 

4: Incorporate the ens Security Policy;by reference, in the contract; 

5. Ensure the Government Contractor's facility where the CHRJ is stored is a 
physically secured location; 

6. Maintain updated records of Government Contractor's personnel who have 
limited access to CHRJ or access to the physically secure location where the 
CHRJ is being stored and update those records within 24 hours when changes 
to that access occur; 

7. Perform an appropriate criminal history record check of each of the 
Government Contractor's personnel, prior to their work on the contract, with 
limited access to CHRJ or access to the physically secure location where 
CHRJ is stored; and 

8. Require each of the Government contractor's personnel with limited access 
to CHRl or access to the physically secure location where the CHRJ is stored 
to sign a Nondisclosure Statement providing that CHRJ may be disclosed 
only to the Authorized Recipient's personnel and that the CHRJ shall not be 
further disclosed. 



WSP Connet No. C130728GSC 
Amendmeni 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the King 
County Dependency CASA is hereby amended as follows: 

o The end date shall be extended through March 27, 2022. 

• Exhlbtt B "CJIS Security Policy" shall be replaced by Exhibit B - Federal Bureau of 
Investigation - Criminal Justice lnfonnation Services (CJIS) Security Polley, Version 5.5, 
published 6/1/2016 which is available at the following link: www.fbi.gov/about-us/cjls/cjls
securitv-poUcy-rnsource-oenter. WSP will provide a copy of the manual upon request. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~~ 
KING COUNTY DEPENDENCY CASA 

~,,__-11/\. e~~ 
Signature 

/ Wate 



I. PURPOSE 

WSP Contract: Cl30727GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

KITSAP COUNTY JUVENILE COURT 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Kitsap County Juvenile Court, a non 
criminal justice agency (NCJA). This MOU sets fotih the policy to ensure the protection of 
criminal history record information (CHRI) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRI data. This policy applies to the 
NCJA and its contractors with access to, or who operate in support of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As participants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CJIS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI·, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

1. NCJA responds to requests for information by the FBI CJIS Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal 
history use and dissemination, misuse, background checks, password management, 
storage, and destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI CJIS using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 



5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the eHRI is to be 
used. 

6. NeJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the information contained in the FBI 
identification record. These officials also must advise the applicants that procedures for 
obtaining a change, correction, or updating of an FBI identification record are set forth in 
Title 28, e.F.R. 16.34. Official making such determinations should not deny the license 
or employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NeJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to eHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

10. NeJA is responsible for compliance to technical standards set forth by WSP and the ens 
Security Policy. 

11. NeJA will conduct periodic self audits to ensure compliance with ens Security Policy. 
12. NeJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NeJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

Ill. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NeJA shall confonn to system policies, as established by the FBI ens Division and WSP, before 
access to eHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

1. The rules and procedures governing access to eHRI shall apply equally to all participants in 
the system. 

2. All noncriminal justice agencies with access to eHRI data must designate a specific unit, 
position, or personnel to access eHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to eHRI data from the system shall permit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NeJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NeJA must comply with and enforce system security. NeJA must have someone designated as 
the security point of contact (POe). Security POe's shall be responsible for the following: 

1. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 

2 



3. Ensuring that personnel security screening procedures are being followed as stated in the 
ens Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP informed of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI info1mation. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All lnfonnation Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI ens systems must review security awareness 
training within six months of their appointment or assignment. Documentation pe1taining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group ofrooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware ( e.g., infonnation system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the ens sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI information is housed 
shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI ens information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI ens information. All requests 
from system access shall be made as specified by the ens Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LIAISON REPRESENTATIVES 
For the Washington State Patrol: 
Jim Anderson, Administrator 
Criminal Records Division 
PO Box42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: iim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Kitsap County Juvenile Court: 
Michael Mettinger 
1338 SW Old Clifton Rd 
Port Orchard WA 98366 
360-337-5410 
dgicoso@co.kitsa.wa.us 

Each party shall defend, protect and hold harmless the other party from and against all claims, 
suits and/or actions arising from any, negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may tenninate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so tenninated, the terminating party shall 
be liable only for performance in accordance with the terms of this MOU for performance prior to the 
effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be determined in the following manner: The 
Chief ofWSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief ofWSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The determination of the Dispute Board shall be final and binding on 
the patties hereto. If applicable and as an alternative to this process, either of the parties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation - Criminal Justice Information Services (CTIS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www.fbi.gov/about-us/ciis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Tenns and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the parties. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the parties hereto. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

r John R. Batiste, Chief 

2-/~ /1';6 
Date 

KITSAP COUNTY JUVENILE COURT 

12· 2a - L-3 
Date 
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EXHIBIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal history record information (CHRI) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of harm resulting from the loss, misuse, or unauthorized access to or 
modification of info1mation." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws, regulations, and standards (including the FBI 
Criminal Justice Information Services (CJIS) Security Policy) as well as with rules, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (III) System and CHRI are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, personnel security, system security, and data security. 

The provisions of this Outsourcing Standard are established by the Compact 
Council pursuant to 28 CFR Part 906 and are subject to the scope of that rule. They apply 
to all personnel, systems, networks, and facilities supp01iing and/or acting on behalf of the 
Authorized Recipient to perfmm noncriminal justice administrative functions requiring 
access to CHRI without a direct connection to the FBI CJIS Wide Area Network (WAN). 

I. 0 Definitions 
1.01 Access to CHRI means to view or make use of CHRI obtained from the III 

System but excludes direct access to the III System by computer tenninal or 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal history record repositories or as 
provided by title 42, United States Code, section 14614(b). 

1.02 Authorized Recipient means ( 1) a nongovernmental entity authorized by 
federal statute or federal executive order to receive CHRI for noncriminal 
justice purposes, or (2) a government agency authorized by federal statute, 
federal executive order, or state statute which has been approved by the 
United States Attorney General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Nonparty State's 
criminal history record repository or a designee of such administrator who is 
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a regular full-time employee of the repository, which is also refeITed to as the 
State Identification Bureau (SIB) Chief. 

1.04 CHRI, as referred to in Article 1(4) of the Compact, means information 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of aITests, detentions, indictments, or 
other formal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, correctional supervision, or release; but does 
not include identification information such as fingerprint records if such 
information does not indicate involvement of the individual with the criminal 
justice system. 

1.05 Criminal History Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
state criminal histo1y record repository and/or the FBI system. 

1.06 Compact Officer, as provided in Article 1(2) of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Party State, the chief 
administrator of the State's criminal history record repository or a designee 
of the chief administrator who is a regular full-time employee of the 
repository. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the paiiicular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient to perform noncriminal justice 
administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure ofIII CHRI by an Authorized Recipient 
to an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
well as rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

1.09 Noncriminal Justice Administrative Functions means the routine noncriminal 
justice administrative functions relating to the processing of CHRI, to 
include but not limited to the following: 
1. Making fitness determinations/recommendations 
2. Obtaining missing dispositions 
3. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or State statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 
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1.10 Noncriminal Justice Purposes, as provided in Article I(l 8) of the Compact, 
means uses of criminal history records for purposes authorized by federal or 
state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing determinations, immigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States Attorney General which is to be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRl for 
noncriminal justice purposes, limits the use of the information to the 
purposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the information, provides for audits and sanctions, provides conditions for 
termination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and personnel security 
controls sufficient to protect CHRI and associated information systems. 

1.13 Positive Identification, as provided in Article 1(20) of the Compact, means a 
determination, based upon a comparison of fingerprints I or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject of a criminal history record or records 
indexed in the III System. Identifications based solely upon a comparison of 
subjects' names or other non-unique identification characteristics or numbers, 
or combinations thereof, shall not constitute positive identification. 

1.14 Public Carrier Network means a telecommunications infrastructure 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infiastructure which supports public users other than 
those of the agency using that network. Examples of a public carrier network 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon, network connections to AT&T, ATM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public carrier network provides network services to the public; 
not just to the single agency using that network. 

1.15 Security Violation means the failure to prevent or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-flat 
fingerprint submission. Fmiher information concerning positive identification may be 
obtained from the FBI Compact Council office. 
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violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rule, procedure, or standard established by the Compact Council and the 
United States Attorney General. 

2. 0 Responsibilities of the Authorized Recipient 
2.01 Prior to engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive written 
pe1mission from (1) the State Compact Officer/Chief Administrator2 or (2) 
the FBI Compact Officer3

; (b) provide the Compact Officer/Chief 
Administrator copies of the specific authority for the outsourced work, 
criminal history record check requirements, and/or a copy of relevant 
p01iions of the contract as requested; and ( c) inquire of the FBI Compact 
Officer whether a prospective Contractor has any security violations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the State Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to 
providing a Contractor access to CHRI. The contract shall, at a minimum, 
incorporate by reference and have appended thereto this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when the Contractor is to 
perform duties requiring access to CHRl, specify the te1ms and conditions of 
such access; limit the use of such inf01mation to the purposes for which it is 
provided; limit retention of the information to a period of time not to exceed 
that period of time the Authorized Recipient is permitted to retain such 
information; prohibit dissemination of the information except as specifically 
authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
confidentiality of the inf01mation to include confirmation that the intended 
recipient is authorized to receive CHRI; provide for audits and sanctions; 
provide conditions for termination of the contract; and ensure that Contractor 

2
The Compact Officer/Chief Administrator may not grant such pem1ission unless he/she has 

implemented a combined state/federal audit program to, at a minimum, triennially audit a 
representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHRI under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3
State or local Authorized Recipients based on State or Federal Statutes shall contact the 

State Compact Officer/Chief Administrator. Federal or Regulatory Agency Authorized 
Recipients shall contact the FBI Compact Officer. 
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personnel comply with this Outsourcing Standard. 
a. The Authorized Recipient shall conduct criminal history record 

checks of Contractor personnel having access to CHRI if such checks 
are required or authorized of the Authorized Recipient's personnel 
having similar access.4 The Authorized Recipient shall maintain 
updated records of Contractor personnel who have access to CHRI 
and update those records within 24 hours when changes to that access 
occur and, if a criminal hist01y record check is required, the 
Authorized Recipient shall maintain a list of Contractor personnel 
who successfully completed the criminal hist01y record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. 

c. The Authorized Recipient shall ensure that the most cun-ent version of 
both the Outsourcing Standard and the ens Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days (unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or ens Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless otherwise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or CJIS Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or because of, its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the terms and conditions of the 
Outsourcing Standard. The Authorized Recipient shall certify to the 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHRI 
under the approved outsourcing agreement. 

4lf a national criminal histo1y record check of Authorized Recipient personnel having 
access to CHRI is mandated or authorized by a federal statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is amended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. The national criminal hist01y record checks of Contractor personnel with access 
to CHRI cannot be outsourced and must be performed by the Authorized Recipient. 
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2.06 The Authorized Recipient shall provide written notice of any early voluntary 
tem1ination of the contract to the Compact Officer/Chief Administrator or the 
FBI Compact Officer. 

3.0 Responsibilities of the Contractor 
3.01 The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the CITS Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Personnel, and Infonnation Technology) to comply with 
the most cmrent Outsourcing Standard and the most current FBI CJIS 
Security Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
CJIS Security Policy. In addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CBRL The Authorized Recipient 
shall provide the written approval of a Contractor's Security Program. 

3.03 The requirements for a Security Program should include, at a minimum: 
a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the CJJS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
d) Standards for the selection, supervision, and separation of personnel with 
access to CBRL 
**If the Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the CJIS Security Policy. If the 
corporate policy is not this specific, it must flow down to a level where the 
documentation suppmis these requirements. 

3.04 Except when the training requirement is retained by the Authorized Recipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes to federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversary date 
of the contract, certify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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to CHRI. 
3.05 The Contractor shall make its facilities available for announced and 

unannounced audits performed by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI CJIS 
Division. During this review, provision will be made to update the Security 
Program to address security violations and to ensure changes in policies and 
standards as well as changes in federal and state law are incorporated. 

3.07 The Contractor shall maintain CHRI only for the period of time necessary to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CHRI. 

3.08 The Contractor shall maintain a log of any dissemination of CHRI, for a 
minimum of 365 days. 

4.0 Site Security 
4.01 The Authorized Recipient shall ensure that the Contractor site(s) is a 

physically secure location to protect against any unauthorized access to 
CHRI. 

5.0 Dissemination 
5.01 The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondary recipient 
with unique identifiers, (B) the record disseminated, (C) the date of 
dissemination, (D) the statutory authority for dissemination, and (E) the 
means of dissemination. 

5.03 If CHRI is stored or disseminated in an electronic format, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHRI be disseminated other than as 

governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Security 
6.01 If a local, state, or federal written standard requires or authorizes a criminal 

history record check of the Authorized Recipient's personnel with access to 
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CHRI, then a criminal history record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRI. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are performed on the Authorized 
Recipient's personnel performing similar functions. Criminal history record 
checks must be completed prior to accessing CHRI under the contract. 

6.02 The Contractor shall ensure that each employee performing work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRI. The 
Contractor shall confirm in writing that each employee has ce1tified in 
writing that he/she understands the Outsourcing Standard requirements and 
laws that apply to his/her responsibilities. The Contractor shall maintain the 
employee ce1tifications in a file that is subject to review during audits. 
Employees shall make such ce1tification prior to performing work under the 
contract. 

6.03 The Contractor shall maintain updated records of personnel who have access 
to CHRI, update those records within 24 hours when changes to that access 
occur, and if a criminal history record check is required, maintain a list of 
personnel who have successfully completed criminal history record checks. 
The Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7.0 System Security 
7.01 The Contractor's security system shall comply with the ens Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the ens Security Policy. 
a. If CHRI can be accessed by unauthorized personnel via Wide Area 

Network/Local Area Network or the Internet, then the Contractor 
shall protect the CHRI with firewall-type devices to prevent such 
unauthorized access. These devices shall implement a minimum 
firewall profile as specified by the ens Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CHRI, both from inside and outside the networks. 

b. Data encryption shall be required throughout the network passing 
CHRI through a shared public carrier network. 

7.02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHRI shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media ( e.g., disks, drives, backup storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
overwriting the media and/or degaussing the media. 

c. The Authorized Recipient shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media ( e.g., hard copies, 
print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRl in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Standard 
that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CHRI under the 
contract. 

c. The Contractor shall immediately (within four hours) notify the 
Authorized Recipient of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written report documenting such security violation, any corrective 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

d. The Authorized Recipient shall immediately (within four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. The Authorized Recipient shall provide a 
written report of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days of receipt of the written report from the Contractor. The 
written report must include any c01Tective actions taken by the 
Contractor and the Authorized Recipient to resolve such security 
violation. 

9 last updated 5/15/13 



8.02 Termination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to te1mination by the Authorized Recipient for 

security violations involving CHRI obtained pursuant to the contract. 
b. The contract is subject to te1mination by the Authorized Recipient for 

the Contractor's failure to notify the Authorized Recipient of any 
security violation or to provide a written report concerning such 
violation. 

c. If the Contractor refuses to or is incapable of taking conective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall te1minate the contract. 

8.03 Suspension or termination of the exchange of CHRI for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written report notifying the 
State Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
corrective action to successfully resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRI with the Authorized Recipient 
pursuant to 28 CFR §906.2( d). 

b. If the exchange of CHRI is suspended, it may be reinstated after 
satisfactory written assurances have been provided to the Compact 
Council Chairman or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CHRI is tern1inated, the Contractor's records (including 
media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

8.04 The Authorized Recipient shall provide written notice (through the State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The termination of a contract for security violations. 
b. Security violations involving the unauthorized access to CHRI. 
c. The Contractor's name and unique identification number, the nature 

of the security violation, whether the violation was intentional, and the 
number of times the violation occmTed. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
States Attorney General reserve the right to investigate or decline to 
investigate any report of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perform a final audit of the Contractor's systems after 
termination of the contract. 

9.0 Miscellaneous Provisions 
9.01 This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this 
Outsourcing Standard: (1) The CJIS Security Policy. 

9.03 The terms set forth in this document do not constitute the sole understanding 
by and between the parties hereto; rather they provide a minimum basis for 
the security of the system and the CHRI accessed therefrom and it is 
understood that there may be tem1s and conditions of the appended contract 
which impose more stringent requirements upon the Contractor. 5 

9.04 The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conformance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the paiiies to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and correspondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 of this Outsourcing Standard shall be forwarded by First Class 
Mail to: 

FBI Compact Officer 
1000 Custer Hollow Road 
Module D-3 
Clarksburg, WV 26306 

10.0 Exemption fi·om Above Provisions 

5
Such conditions could include additional audits, fees, or security requirements. The 

Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.01 

10.02 

An Information Technology (IT) contract need only include Sections 
1.0, 2.01, 2.02, 2.03, 3.01, 6.0, 8.0, and 9.0 of this Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 
1. 

2. 

3. 

4. 

5. 

6. 

Access to CHRI by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the IT contractor; 
The computer system resides within the Authorized Recipient's 
facility; 
The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 
The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CHRI 
contained therein; and 
The Authorized Recipient retains all of the duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perf01m such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard. 

An Authorized Recipient's contract where access to CHRI is limited 
solely for the purposes of: (A) storage (refe1Ted to as archiving in 
some states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRI; and/or (C) destruction of the CHRI by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Sections 1.0, 2.01, 2.02, 2.03, 3.01, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
1. Access to CHRI by the Contractor is limited solely for the 

purposes of: (A) storage (refe1Ted to as archiving in some 
states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to 
protect the CHRI; and/or (C) destruction of the CHRI by 
Contractor personnel when not observed by the Authorized 

2. 
Recipient; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the Contractor; 
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3. The Contractor is not authorized to disseminate CHRI to any 
other agency or contractor on behalf of the Authorized 
Recipient; 

4. The Contractor's personnel are subject to the same criminal 
history record checks as the Authorized Recipient's personnel; 

5. The criminal history record checks of the Contractor personnel 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard; and 

7. The Contractor stores the CHRI in a physically secure location. 
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WSP Contract No. C130727GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AM ENDMENT 

The above referenced Contract between the Washington State Patrol and the Kitsap 
County Juvenile Court is hereby amended as follows: 

• The end date shall be extended through February 4, 2022. 

• Exhibit B "CJIS Security Policy" shall be replaced by Exhibit B - Federal Bureau of 
Investigation - Criminal Justice Information Services (CJIS) Security Policy, Version 5.5, 
published 6/1/2016 which is available at the following link: www.fbi.gov/about-us/cjis/cjis
security-policy-resource-center. WSP will provide a copy of the manual upon request. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~;?.f~ 
Date 

KITSAP COUNTY JUVENILE COURT 

# ·Arl(t.~ 
4 - tD - It 

Date 



I. PURPOSE 

WSP Contract: C130728GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

KITTITAS COUNTY SUPERIOR COURT 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Kittitas County Superior Court, a non 
criminal justice agency (NCJA). This MOU sets forth the policy to ensure the protection of 
criminal history record information (CHRI) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRI data. This policy applies to the 
NCJA and its contractors with access to, or who operate in support of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As participants in this MOU, the paiiies will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CJIS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, disseinination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

1. NCJA responds to requests for information by the FBI CJIS Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal 
history use and dissemination, misuse, background checks, password management, 
storage, and destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI CJIS using name-based inquiry and record request messages 
is not pennitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside _the receiving departments, related agencies, or other authorized entities. 



5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the CHRl is to be 
used. 

6. NCJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the oppmtunity to 
complete, or challenge the accuracy of, the information contained in the FBI 
identification record. These officials also must advise the applicants that procedures for 
obtaining a change, correction, or updating of an FBI identification record are set forth in 
Title 28, C.F.R. 16.34. Official making such determinations should not deny the license 
or employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the_record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NCJA shall seek WSP pennission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to CHRl to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

10. NCJA is responsible for compliance to technical standards set fmih by WSP and the ens 
Security Policy. 

11. NCJA will conduct periodic self audits to ensure compliance with ens Security Policy. 
12. NCJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NCJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

ID. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NCJA shall conform to system policies, as established by the FBI ens Division and WSP, before 
access to CHRl is permitted. This will allow for control over the data and give assurance of 
system security. 

1. The rules and procedures governing access to CHRl shall apply equally to all paiiicipants in 
the system. 

2. All noncriminal justice agencies with access to CHRl data must designate a specific unit, 
position, or personnel to access CHRl; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to CHRl data from the system shall permit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NCJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NCJA must comply with and enforce system security. NCJA must have someone designated as 
the security point of contact (POC). Security POC's shall be responsible for the following: 

1. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 
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3. Ensuring that personnel security screening procedures are being followed as stated in the 
ens Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP informed of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRl information. Authorized users shall access 
and disseminate the CHRl data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI ens systems must review security awareness 
training within six months of their appointment or assignment. Documentation pertaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware (e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the ens sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRl infonnation is housed 
shall either be escmied by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI ens information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI ens information. All requests 
from system access shall be made as specified by the ens Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LIAISON REPRESENTATIVES 
For the Washington State Patrol:· 
Jim Anderson, Administrator 
Criminal Records Division 
PO Box42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Kittitas County Superior Court: 
Anna Barnaby 
205 W 5th Ste 207 
Ellensburg WA 98926 
509-962-7533 
anna. barnaby@co .kittitas. wa. us 

Each party shall defend, protect and hold hannless the other party from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may tenninate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so tenninated, the tenninating party shall 
be liable only for perfonnance in accordance with the terms of this MOU for performance prior to the 
effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be determined in the following manner: The 
Chief of WSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief of WSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The dete1111ination of the Dispute Board shall be final and binding on 
the parties hereto. If applicable and as an alternative to this process, either of the parties may 
request intervention by the Governor, as provided by RCW 43 .17 .330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation - Criminal Justice Information Services (CTIS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Terms and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the parties. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the patties hereto. 

STATE OF WASHJNGTON 
WA HINGTONSTATE ATR 

R. Batiste, Chief 

9/4c;,./3 
Date / / 

KITTITAS COUNTY SUPERIOR COURT 

7 

Date 
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EXHIBIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal history record information (CHRI) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of haim resulting from the loss, misuse, or unauthorized access to or 
modification of information." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws, regulations, and standards (including the FBI 
Criminal Justice Information Services (CJIS) Security Policy) as well as with rules, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (III) System and CHRI are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, personnel security, system security, and data security. 

The provisions of this Outsourcing Standard are established by the Compact 
Council pursuant to 28 CFR Part 906 and are subject to the scope of that rule. They apply 
to all personnel, systems, networks, and facilities supporting and/or acting Of\ behalf of the 
Authorized Recipient to perfmm noncriminal justice administrative functions requiring 
access to CHRI without a direct connection to the FBI CJIS Wide Area Network (WAN). 

1. 0 Definitions 
1.01 Access to CHRI means to view or make use of CHRI obtained from the III 

System but excludes direct access to the III System by computer terminal or 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal history record repositories or as 
provided by title 42, United States Code, section 14614(b). 

1.02 Authorized Recipient means (1) a nongovernmental entity authorized by 
federal statute or federal executive order to receive CHRI for noncriminal 
justice purposes, or (2) a government agency authorized by federal statute, 
federal executive order, or state statute which has been approved by the 
United States Attorney General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Nonparty State's 
criminal history record repository or a designee of such administrator who is 
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a regular full-time employee of the repository, which is also referred to as the 
State Identification Bureau (SIB) Chief. 

1.04 CHRI, as referred to in Article 1(4) of the Compact, means information 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of arrests, detentions, indictments, or 
other formal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, c01Tectional supervision, or release; but does 
not include identification information such as fingerprint records if such 
infonnation does not indicate involvement of the individual with the criminal 
justice system. 

1.05 Criminal Hist01y Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
state criminal history record repository and/or the FBI system. 

1.06 Compact Officer, as provided in Article 1(2)of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Party State, the chief 
administrator of the State's criminal history record repository or a designee 
of the chief administrator who is a regular full-time employee of the 
repository. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the particular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient to perform noncriminal justice 
administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure of III CHRI by an Authorized Recipient 
to an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
well as rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

I .09 Noncriminal Justice Administrative Functions means the routine noncriminal 
justice administrative functions relating to the processing of CHRI, to 
include but not limited to the following: 
1. Making fitness determinations/recommendations 
2. Obtaining missing dispositions 
3. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or State statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 

2 last updated 5/15/13 



1.10 Noncriminal Justice Purposes, as provided in Article 1(18) of the Compact, 
means uses of criminal history records for purposes authorized by federal or 
state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing determinations, i1mnigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States Attorney General which is to be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRl for 
noncriminal justice purposes, limits the use of the information to the 
purposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the information, provides for audits and sanctions, provides conditions for 
tennination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and personnel security 
controls sufficient to protect CHRI and associated information systems. 

1.13 Positive Identification, as provided in Article 1(20) of the Compact, means a 
dete1mination, based upon a comparison of fingerprints 1 or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject of a criminal history record or records 
indexed in the III System. Identifications based solely upon a comparison of 
subjects' names or other non-unique identification characteristics or numbers, 
or combinations thereof, shall not constitute positive identification. 

1.14 Public Carrier Network means a telecommunications infrastructure 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infrastructure which supports public users other than 
those of the agency using that network. Examples of a public carrier network 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon, network connections to AT&T, ATM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public carrier net\vork provides network services to the public; 
not just to the single agency using that network. 

1.15 Security Violation means the failure to prevent or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-flat 
fingerprint submission. Further information concerning positive identification may be 
obtained from the FBI Compact Council office. 
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violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rule, procedure, or standard established by the Compact Council and the 
United States Attorney General. 

2.0 Responsibilities of the Authorized Recipient 
2.01 Prior to engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive written 
permission from (1) the State Compact Officer/Chief Administrator2 or (2) 
the FBI Compact Officer3

; (b) provide the Compact Officer/Chief 
Administrator copies of the specific authority for the outsourced work, 
criminal history record check requirements, and/or a copy of relevant 
portions of the contract as requested; and ( c) inquire of the FBI Compact 
Officer whether a prospective Contractor has any security violations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the State Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to 
providing a Contractor access to CHRI. The contract shall, at a minimum, 
incorporate by reference and have appended thereto this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when the Contractor is to 
perfmm duties requiring access to CHRI, specify the terms and conditions of 
such access; limit the use of such information to the purposes for which it is 
provided; limit retention of the information to a period of time not to exceed 
that period of time the Authorized Recipient is permitted to retain such 
information; prohibit dissemination of the information except as specifically 
authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
confidentiality of the information to include confirmation that the intended 
recipient is authorized to receive CHRI; provide for audits and sanctions; 
provide conditions for termination of the contract; and ensure that Contractor 

2
The Compact Officer/Chief Administrator may not grant such permission unless he/she has 

implemented a combined state/federal audit program to, at a minimum, triennially audit a 
representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHRI under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3
State or local Authorized Recipients based on State or Federal Statutes shall contact the 

State Compact Officer/Chief Administrator. Federal or Regulatory Agency Authorized 
Recipients shall contact the FBI Compact Officer. 
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personnel comply with this Outsourcing Standard. 
a. The Authorized Recipient shall conduct criminal history record 

checks of Contractor personnel having access to CHRl if such checks 
are required or authorized of the Authotized Recipient's personnel 
having similar access.4 The Authorized Recipient shall maintain 
updated records of Contractor personnel who have access to CHRl 
and update those records within 24 hours when changes to that access 
occur and, if a criminal history record check is required, the 
Authorized Recipient shall maintain a list of Contractor personnel 
who successfully completed the criminal history record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. 

c. The Authorized Recipient shall ensure that the most cutTent version of 
both the Outsourcing Standard and the ens Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days (unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or ens Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless otherwise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or ens Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or because ot: its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the terms and conditions of the 
Outsourcing Standard. The Authorized Recipient shall certify to the 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHRI 
under the approved outsourcing agreement. 

4
If a national criminal history record check of Authorized Recipient personnel having 

access to CHRI is mandated or authorized by a federal statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is amended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. The national criminal history record checks of Contractor personnel with access 
to CHRI cannot be outsourced and must be perfonned by the Authorized Recipient. 
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2.06 The Authorized Recipient shall provide written notice of any early voluntary 
termination of the contract to the Compact Officer/Chief Administrator or the 
FBI Compact Officer. 

3.0 Responsibilities of the Contractor 
3.01 The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the CJIS Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Personnel, and Information Technology) to comply with 
the most cmTent Outsourcing Standard and the most cunent FBI CJIS 
Security Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
CJIS Security Policy. In addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CHRI. The Authorized Recipient 
shall provide the written approval of a Contractor's Security Program. 

3.03 The requirements for a Security Program should include, at a minimum: 
a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the CJJS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
d) Standards for the selection, supervision, and separation of personnel with 
access to CHRI. 
**If the Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the CJIS Security Policy. If the 
corporate policy is not this specific, it must flow down to a level where the 
documentation supports these requirements. 

3. 04 Except when the training requirement is retained by the Authorized Recipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes to federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversary date 
of the contract, cettify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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to CHRI. 
3.05 The Contractor shall make its facilities available for announced and 

unannounced audits performed by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI CJIS 
Division. During this review, provision will be made to update the Security 
Program to address security violations and to ensure changes in policies and 
standards as well as changes in federal and state law a:re incorporated. 

3.07 The Contractor shall maintain CHRI only for the period of time necessary to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CHRI. 

3.08 The Contractor shall maintain a log of any dissemination of CHRI, for a 
minimum of 365 days. 

4.0 Site Security 
4.01 The Authorized Recipient shall ensure that the Contractor site(s) is a 

physically secure location to protect against any unauthorized access to 
CHRI. 

5.0 Dissemination 
5.01 The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondary recipient 
with unique identifiers, (B) the record disseminated, (C) the date of 
dissemination, (D) the statutory authority for dissemination, and (E) the 
means of dissemination. 

5.03 If CHRI is stored or disseminated in an electronic format, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHRI be disseminated other than as 
governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Security 
6.01 If a local, state, or federal written standard requires or authorizes a criminal 

history record check of the Authorized Recipient's personnel with access to 
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CHRI, then a criminal history record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRI. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are performed on the Authorized · 
Recipient's personnel performing similar functions. Criminal history record 
checks must be completed prior to accessing CHRI under the contract. 

6.02 The Contractor shall ensure that each employee performing work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRJ. The 
Contractor shall confirm in writing that each employee has certified in 
writing that he/she understands the Outsourcing Standard requirements and 
laws that apply to his/her responsibilities. The Contractor shall maintain the 
employee certifications in a file that is subject to review during audits. 
Employees shall make such certification prior to perfonning work under the 
contract. 

6.03 The Contractor shall maintain updated records of personnel who have access 
to CHRI, update those records within 24 hours when changes to that access 
occur, and if a criminal history record check is required, maintain a list of 
personnel who have successfully completed criminal history record checks. 
The Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7.0 System Security 
7.01 The Contractor's security system shall comply with the ens Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the ens Security Policy. 
a. If CHRI can be accessed by unauthorized personnel via Wide Area 

Network/Local Area Network or the Internet, then the Contractor 
shall protect the CHRI with firewall-type devices to prevent such 
unauthorized access. These devices shall implement a minimum 
firewall profile as specified by the ens Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CHRI, both from inside and outside the networks. 

b. Data encryption shall be required throughout the network passing 
CHRI through a shared public carrier network. 

7 .02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHRI shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media ( e.g., disks, drives, backl!P storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
overwriting the media and/or degaussing the media. 

c. The Authorized Recipient shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media ( e.g., hard copies, 
print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRI in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Standard 
that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CHRl under the 
contract. 

c. The Contractor shall immediately (within four hours) notify the 
Authorized Recipient of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written rep01i documenting such security violation, any corrective 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

d. The Authorized Recipient shall immediately (within four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. The Authorized Recipient shall provide a 
written report of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days ofreceipt of the written report from the Contractor. The 
written report must include any corrective actions taken by the 
Contractor and the Authorized Recipient to resolve such security 
violation. 
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8.02 Termination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to termination by the Authorized Recipient for 

security violations involving CHRI obtained pursuant to the contract. 
b. The contract is subject to termination by the Authorized Recipient for 

the Contractor's failure to notify the Authorized Recipient of any 
security violation or to provide a written report concerning such 
violation. 

c. If the Contractor refuses to or is incapable of taking corrective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall terminate the contract. 

8.03 Suspension or termination of the exchange of CHRI for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written report notifying the 
State Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
corrective action to successfully resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRI with the Authorized Recipient 
pursuant to 28 CPR §906.2( d). 

b. If the exchange of CHRI is suspended, it may be reinstated after 
satisfactory written assurances have been provided to the Compact 
Council Chairnrnn or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CHRI is terminated, the Contractor's records (including 
media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

8.04 The Authorized Recipient shall provide written notice (through the State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The tennination of a contract for security violations. 
b. Security violations involving the unauthorized access to CHRI. 
c. The Contractor's name and unique identification number, the nature 

of the security violation, whether the violation was intentional, and the 
number of times the violation occmTed. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
States Attorney General reserve the right to investigate or decline to 
investigate any report of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perform a final audit of the Contractor's systems after 
termination of the contract. 

9.0 Miscellaneous Provisions 
9.01 This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this 
Outsourcing Standard: (1) The CJIS Security Policy. 

9.03 The terms set forth in this document do not constitute the sole understanding 
by and between the parties hereto; rather they provide a minimum basis for 
the security of the system and the CHRI accessed therefrom and it is 
understood that there may be terms and conditions of the appended contract 
which impose more stringent requirements upon the Contractor. 5 

9.04 The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conformance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the parties to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and cmTespondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 of this Outsourcing Standard shall be forwarded by First Class 
Mail to: 

FBI Compact Officer 
1000 Custer Hollow Road 
Module D-3 
Clarksburg, WV 26306 

10.0 Exemption fi·om Above Provisions 

5
Such conditions could include additional audits, fees, or security requirements. The 

Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.01 

10.02 

An Information Technology (IT) contract need only include Sections 
1.0, 2.01, 2.02, 2.03, 3.01, 6.0, 8.0, and 9.0 ofthis Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 
1. 

2. 

3. 

4. 

5. 

6. 

Access to CHRI by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 
Access to CHRI is incidental, but necessary, to the duties being 
perfo1med by the IT contractor; 
The computer system resides within the Authorized Recipient's 
facility; 
The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 
The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CHRI 
contained therein; and 
The Authorized Recipient retains all of the duties and 
responsibilities for the perfmmance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard. 

An Authorized Recipient's contract where access to CHRI is limited 
solely for the purposes of: (A) storage (refened to as archiving in 
some states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRI; and/or (C) destruction of the CHRI by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Sections 1.0, 2.01, 2.02, 2.03, 3.01, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
1. Access to CHRI by the Contractor is limited solely for the 

purposes of: (A) storage (refened to as archiving in some 
states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to 
protect the CHRI; and/or (C) destruction of the CHRI by 
Contractor personnel when not observed by the Authorized 

2. 
Recipient; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the Contractor; 
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WSP Contract No. C130728GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the Kittitas 
County Superior Court is hereby amended as follows: 

• The end date shall be extended through September 25, 2021. 

• EXHIBIT B CJIS Security Policy 5.1 shall be replaced with EXHIBIT B CJIS 
Security Policy 5.5. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

Date 

KITTITAS COUNTY SUPERIOR COURT 

Date 



I. PURPOSE 

WSP Contract: Cl30731GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

PASCO POLICE DEPARTMENT 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Pasco Police Department, a non 
criminal justice agency (NCJA). This MOU sets forth the policy to ensure the protection of 
criminal histo1y record information (CHRI) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRI data. This policy applies to the 
NCJA and its contractors with access to, or who operate in support of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As paiticipants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CHS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRl, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

1. NCJA responds to requests for information by the FBI CHS Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has fonnalized written procedures for the following, if applicable: criminal 
histo1y use and dissemination, misuse, background checks, password management, 
storage, and destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI CHS using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 



5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the eHRI is to be 
used. 

6. NeJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the infonnation contained in the FBI 
identification record. These officials also must advise the applicants that procedures for 
obtaining a change, correction, or updating of an FBI identification record are set forth in 
Title 28, e.F.R. 16.34. Official making such determinations should not deny the license 
or employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NeJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to eHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

10. NeJA is responsible for compliance to technical standards set forth by WSP and the ens 
Security Policy. 

11. NCJA will conduct periodic self audits to ensure compliance with ens Security Policy. 
12. NCJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NCJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

III. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NCJA shall conform to system policies, as established by the FBI ens Division and WSP, before 
access to CHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

1. The rules and procedures governing access to eHRI shall apply equally to all participants in 
the system. 

2. All noncriminal justice agencies with access to eHRI data must designate a specific unit, 
position, or personnel to access CHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to eHRI data from the system shall permit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NeJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NeJA must comply with and enforce system security. NeJA must have someone designated as 
the security point of contact (POC). Security POe's shall be responsible for the following: 

1. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 
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3. Ensuring that personnel security screening procedures are being followed as stated in the 
ens Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP informed of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI information. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
. All Information Technology (IT) employees who have access to and those who have direct 

responsibility to configure and maintain FBI ens systems must review security awareness 
training within six months of their appointment or assignment. Documentation pertaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
.that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or finnware (e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the ens sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI infonnation is housed 
shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI ens information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI ens information. All requests 
from system access shall be made as specified by the ens Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LIAISON REPRESENTATIVES 
For the Washington State Patrol: 
Jim Anderson, Administrator 
Criminal Records Division 
PO Box42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: iim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Pasco Police Department: 
Peggy Dvorak 
525 N 3rd Ave 
Pasco WA 99301 
509-545-3413 
dvorakp@pasco-wa.gov 

Each party shall defend, protect and hold hannless the other party from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may terminate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so tenninated, the terminating party shall 
be liable only for perfonnance in accordance with the terms of this MOU for pe1fonnance prior to the 
effective date of tennination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be determined in the following manner: The 
Chief ofWSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief ofWSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The detennination of the Dispute Board shall be final and binding on 
the parties hereto. If applicable and as an alternative to this process, either of the parties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation - Criminal Justice Infonnation Services (CTIS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Terms and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the parties. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the parties hereto. 

STATE OF WASHINGTON 
WASHINGTO STATEPATROL 

~ J n R. Batiste, C 

Date 

PASCO POLICE DEPARTMENT 

Date 
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EXHIBIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal history record information (CHRI) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of harm resulting from the loss, misuse, or unauthorized access to or 
modification of information." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws, regulations, and standards (including the FBI 
Criminal Justice Information Services (CJIS) Security Policy) as well as with rules, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (III) System and CHRI are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, personnel security, system security, and data security. 

The provisions of this Outsourcing Standard are established by the Compact 
Council pursuant to 28 CFR Part 906 and are subject to the scope of that rule. They apply 
to all personnel, systems, nenvorks, and facilities supporting and/or acting on behalf of the 
Authorized Recipient to perform noncriminal justice administrative functions requiring 
access to CHRI without a direct connection to the FBI CJIS Wide Area Network (WAN). 

1.0 Definitions 
1.01 Access to CHRI means to view or make use of CHRI obtained from the III 

System but excludes direct access to the III System by computer tenninal or 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal history record repositories or as 
provided by title 42, United States Code, section 14614(b). 

1.02 Authorized Recipient means (1) a nongovernmental entity authorized by 
federal statute or federal executive order to receive CHRI for noncriminal 
justice purposes, or (2) a government agency authorized by federal statute, 
federal executive order, or state statute which has been approved by the 
United States Attorney General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Nonparty State's 
criminal history record repository or a designee of such administrator who is 
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a regular full-time employee of the repository, which is also referred to as the 
State Identification Bureau (SIB) Chief. 

1.04 CHRI, as referred to in Article 1(4) of the Compact, means information 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of arrests, detentions, indictments, or 
other formal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, correctional supervision, or release; but does 
not include identification infonnation such as fingerprint records if such 
information does not indicate involvement of the individual with the criminal 
justice system. 

1.05 Criminal Hist01y Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
state criminal history record repository and/or the FBI system. 

1. 06 Compact Officer, as provided in A1iicle 1(2) of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Paiiy State, the chief 
administrator of the State's criminal history record repository or a designee 
of the chief administrator who is a regular full-time employee of the 
repository. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the particular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient to perform noncriminal justice 
administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure of III CHRI by an Authorized Recipient 
to an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
well as rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

1.09 Noncriminal Justice Administrative Functions means the routine noncriminal 
justice administrative functions relating to the processing of CHRI, to 
include but not limited to the following: 
1. Making fitness determinations/recommendations 
2. Obtaining missing dispositions 
3. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or State statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 
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1.10 Noncriminal Justice Pwposes, as provided in Article 1(18) of the Compact, 
means uses of criminal history records for purposes authorized by federal or 
state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing determinations, immigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States Attorney General which is to be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRI for 
noncriminal justice purposes, limits the use of the information to the 
purposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the information, provides for audits and sanctions, provides conditions for 
termination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and personnel security 
controls sufficient to protect CHRl and associated information systems. 

1.13 Positive Identification, as provided in Article 1(20) of the Compact, means a 
dete1mination, based upon a comparison of fingerprints 1 or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject of a criminal history record or records 
indexed in the III System. Identifications based solely upon a comparison of 
subjects' names or other non-unique identification characteristics or numbers, 
or combinations thereof, shall not constitute positive identification. 

1.14 Public Carrier Network means a telecommunications infrastructure 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infrastructure which supp01is public users other than 
those of the agency using that network. Examples of a public carrier network 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon,_network connections to AT&T, ATM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public caiTier network provides network services to the public; 
not just to the single agency using that network. 

1.15 Security Violation means the failure to prevent or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-flat 
fingerprint submission. Further information concerning positive identification may be 
obtained from the FBI Compact Council office. 

3 last updated 5/15/13 



violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rule, procedure, or standard established by the Compact Council and the 
United States Attorney General. 

2. 0 Responsibilities of the Authorized Recipient 
2.01 Prior to engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive written 
pennission from (1) the State Compact Officer/Chief Administrator2 or (2) 
the FBI Compact Officer3

; (b) provide the Compact Officer/Chief 
Administrator copies of the specific authority for the outsourced work, 
criminal history record check requirements, and/or a copy of relevant 
potiions of the contract as requested; and (c) inquire of the FBI Compact 
Officer whether a prospective Contractor has any security violations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the State Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to 
providing a Contractor access to CHRI. The contract shall, at a minimum, 
incorporate by reference and have appended thereto this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when the Contractor is to 
perform duties requiring access to CHRI, specify the te1n1s and conditions of 
such access; limit the use of such info1mation to the purposes for which it is 
provided; limit retention of the information to a period of time not to exceed 
that period of time the Authorized Recipient is pe1mitted to retain such 
information; prohibit dissemination of the information except as specifically 
authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
confidentiality of the info1n1ation to include confomation that the intended 
recipient is authorized to receive CHRI; provide for audits and sanctions; 
provide conditions for termination of the contract; and ensure that Contractor 

2
The Compact Officer/Chief Administrator may not grant such pennission unless he/she has 

implemented a combined state/federal audit program to, at a minimum, triennially audit a 
representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHRI under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3
State or local Authorized Recipients based on State or Federal Statutes shall contact the 

State Compact Officer/Chief Administrator. Federal or Regulatory Agency Authorized 
Recipients shall contact the FBI Compact Officer. 
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personnel comply with this Outsourcing Standard. 
a. The Authorized Recipient shall conduct criminal history record 

checks of Contractor personnel having access to CHRI if such checks 
are required or authorized of the Authorized Recipient's personnel 
having similar access.4 The Authorized Recipient shall maintain 
updated records of Contractor personnel who have access to CHRI 
and update those records within 24 hours when changes to that access 
occur and, if a criminal history record check is required, the 
Authorized Recipient shall maintain a list of Contractor personnel 
who successfully completed the criminal history record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. 

c. The Authorized Recipient shall ensure that the most cmTent version of 
both the Outsourcing Standard and the ens Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days (unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or ens Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless otherwise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or ens Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or because of, its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the terms and conditions of the 
Outsourcing Standard. The Authorized Recipient shall certify to the 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHRI 
under the approved outsourcing agreement. 

4
If a national criminal history record check of Authorized Recipient personnel having 

access to CHRI is mandated or authorized by a federal statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is amended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. TI1e national criminal history record checks of Contractor personnel with access 
to CHRI cannot be outsourced and must be perfonned by the Authorized Recipient. 
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2.06 The Authorized Recipient shall provide written notice of any early voluntary 
termination of the contract to the Compact Officer/Chief Administrator or the 
FBI Compact Officer. 

3.0 Responsibilities of the Contractor 
3.01 The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the CJIS Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Personnel, and Infmmation Technology) to comply with 
the most cmTent Outsourcing Standard and the most cunent FBI CJIS 
Security Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
CJJS Security Policy. In addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CHRI. The Authorized Recipient 
shall provide the written approval of a Contractor's Security Program. 

3.03 The requirements for a Security Program should include, at a minimum: 
a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the CJJS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
d) Standards for the selection, supervision, and separation of personnel with 
access to CHRI. 
**If the Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the CJIS Security Policy. If the 
corporate policy is not this specific, it must flow down to a level where the 
documentation supports these requirements. 

3.04 Except when the training requirement is retained by the Authorized Recipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes to federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversary date 
of the contract, certify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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to CHRI. 
3.05 The Contractor shall make its facilities available for announced and 

unannounced audits perfonned by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI CJIS 
Division. During this review, provision will be made to update the Secui:ity 
Program to address security violations and to ensure changes in policies and 
standards as well as changes in federal and state law are incorporated. , 

3.07 The Contractor shall maintain CHRI only for the period of time necessary to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CHRI. 

3.08 The Contractor shall maintain a log of any dissemination of CHRI, for a 
minimum of 365 days. 

4.0 Site Security 
4.01 The Authorized Recipient shall ensure that the Contractor site( s) is a 

physically secure location to protect against any unauthorized access to 
CHRI. 

5.0 Dissemination 
5.01 The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondary recipient 
with unique identifiers, (B) the record disseminated, (C) the date of 
dissemination, (D) the statutory authority for dissemination, and (E) the 
means of dissemination. 

5.03 If CHRI is stored or disseminated in an electronic format, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHRI be disseminated other than as 

governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Security 
6.01 If a local, state, or federal written standard requires or authorizes a criminal 

history record check of the Authorized Recipient's personnel with access to 
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CHRI, then a criminal history record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRI. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are performed on the Authorized 
Recipient's personnel performing similar functions. Criminal history record 
checks must be completed prior to accessing CHRI under the contract. 

6.02 The Contractor shall ensure that each employee performing work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRI. The 
Contractor shall confirm in writing that each employee has ce1iified in 
writing that he/she understands the Outsourcing Standard requirements and 
laws that apply to his/her responsibilities. The Contractor shall maintain the 
employee ce1iifications in a file that is subject to review during audits. 
Employees shall make such· certification prior to perfmming work under the 
contract. 

6.03 The Contractor shall maintain updated records of personnel who have access 
to CHRI, update those records within 24 hours when changes to that access 
occur, and if a criminal history record check is required, maintain a list of 
personnel who have successfully completed criminal history record checks. 
The Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7.0 System Security 
7.01 The Contractor's security system shall comply with the CJIS Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the ens Security Policy. 
a. If CHRI can be accessed by unauthorized personnel via Wide Area 

Network/Local Area Network or the Internet, then the Contractor 
shall protect the CHRI with firewall-type devices to prevent such 
unauthorized access. These devices shall implement a minimum 
firewall profile as specified by the ens Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CHRI, both from inside and outside the networks. 

b. Data encryption shall be required throughout the network passing 
CHRI through a shared public carrier network. 

7 .02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHRI shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media ( e.g., disks, drives, backup storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
overwriting the media and/or degaussing the media. 

c. The Authorized Recipient shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media ( e.g., hard copies, 
print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRI in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Standard 
that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CHRI under the 
contract. 

c. The Contractor shall immediately (within four hours) notify the 
Authorized Recipient of any security violation or termination of the 
contract to include unauthorized access to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written rep01i documenting such security violation, any corrective 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

d. The Authorized Recipient shall immediately (within four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. The Authorized Recipient shall provide a 
written report of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days of receipt of the written repmi from the Contractor. The 
written rep01i must include any c01Tective actions taken by the 
Contractor and the Authorized Recipient to resolve such security 
violation. 
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8.02 Termination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to termination by the Authorized Recipient for 

security violations involving CHRl obtained pursuant to the contract. 
b. The contract is subject to termination by the Authorized Recipient for 

the Contractor's failure to notify the Authorized Recipient of any 
security violation or to provide a written report concerning such 
violation. 

c. If the Contractor refuses to or is incapable of taking c01Tective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall terminate the contract. 

8.03 Suspension or termination of the exchange of CHRl for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written report notifying the 
State Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
corrective action to successfully resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRl with the Authorized Recipient 
pursuant to 28 CFR §906.2( d). 

b. If the exchange of CHRl is suspended, it may be reinstated after 
satisfactory written assurances have been provided to the Compact 
Council Chairman or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CHRl is terminated, the Contractor's records (including 
media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

8.04 The Authorized Recipient shall provide written notice (through the State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The te1mination of a contract for security violations. 
b. Security violations involving the unauthorized access to CHRl. 
c. The Contractor's name and unique identification number, the nature 

of the security violation, whether the violation was intentional, and the 
number of times the violation occurred. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
States Attorney General reserve the right to investigate or decline to 
investigate any report of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perform a final audit of the Contractor's systems after 
te1mination of the contract. 

9.0 Miscellaneous Provisions 
9.01 This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made paii of this 
Outsourcing Standard: (1) The CJIS Security Policy. 

9.03 The terms set forth in this document do not constitute the sole understanding 
by and between the pmiies hereto; rather they provide a minimum basis for 
the security of the system and the CHRI accessed therefrom and it is 
understood that there may be terms and conditions of the appended contract 
which impose more stringent requirements upon the Contractor. 5 

9.04 The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conformance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the parties to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and c01Tespondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 of this Outsourcing Standard shall be forwarded by First Class 
Mail to: 

FBI Compact Officer 
1000 Custer Hollow Road 
Module D-3 
Clarksburg, WV 26306 

10.0 Exemption from Above Provisions 

5
Such conditions could include additional audits, fees, or security requirements. The 

Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.01 

10.02 

An Information Technology (IT) contract need only include Sections 
1.0, 2.01, 2.02, 2.03, 3.01, 6.0, 8.0, and 9.0 of this Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 
1. 

2. 

3. 

4. 

5. 

6. 

Access to CHRI by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the IT contractor; 
The computer system resides within the Authorized Recipient's 
facility; 
The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 
The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CHRI 
contained therein; and 
The Authorized Recipient retains all of the duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard. 

An Authorized Recipient's contract where access to CHRI is limited 
solely for the purposes of: (A) storage (refen-ed to as archiving in 
some states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRI; and/or (C) destruction of the CHRI by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Sections 1.0, 2.01, 2.02, 2.03, 3.01, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
1. Access to CHRI by the Contractor is limited solely for the 

purposes of: (A) storage (refe1Ted to as archiving in some 
states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to 
protect the CHRI; and/or (C) destruction of the CHRI by 
Contractor personnel when not observed by the Authorized 

2. 
Recipient; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the Contractor; 
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3. The Contractor is not authorized to disseminate CHRI to any 
other agency or contractor on behalf of the Authorized 
Recipient; 

4. The Contractor's personnel are subject to the same criminal 
history record checks as the Authorized Recipient's personnel; 

5. The criminal history record checks of the Contractor personnel 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard; and 

7. The Contractor stores the CHRI in a physically secure location. 
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WSP Contract No. C130731GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the Pasco 
Police Department is hereby amended as follows: 

• The end date shall be extended through September 17, 2021. 

• EXHIBIT B CJIS Security Policy 5.1 shall be replaced with EXHIBIT B CJIS 
Security Pol icy 5.5. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

Date 

PASCO POLICE DEPARTMENT 

Date 



I. PURPOSE 

WSP Contract: Cl30734GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

SPOKANE COUNTY JUVENILE COURT 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Spokane County Juvenile Court, a non 
criminal justice agency (NCJA). This MOU sets forth the policy to ensure the protection of 
criminal history record infonnation (CHRI) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRI data. This policy applies to the 
NCJA and its contractors with access to, or who operate in support of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As participants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CnS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

1. NCJA responds to requests for information by the FBI ens Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has fonnalized written procedures for the following, if applicable: criminal 
history use and dissemination, misuse, background checks, password management, 
storage, and destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the_FBI ens using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 



5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the eHRI is to be 
used. 

6. NeJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the information contained in the FBI 
identification record. These officials also must advise the applicants that procedures for 
obtaining a change, correction, or updating of an FBI identification record are set forth in 
Title 28, e.F.R. 16.34. Official making such determinations should not deny the license 
or employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NeJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to eHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

10. NeJA is responsible for compliance to technical standards set forth by WSP and the ens 
Security Policy. 

11. NeJA will conduct periodic self audits to ensure compliance with ens Security Policy. 
12. NeJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NeJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

III. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NeJA shall conform to system policies, as established by the FBI ens Division and WSP, before 
access to eHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

1. The rules and procedures governing access to eHRI shall apply equally to all participants in 
the system. 

2. All noncriminal justice agencies with access to eHRI data must designate a specific unit, 
position, or personnel to access eHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to eHRI data from the system shall permit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NeJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NeJA must comply with and enforce system security. NeJA must have someone designated as 
the security point of contact (POe). Security POe's shall be responsible for the following: 

1. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 
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3. Ensuring that personnel security screening procedures are being followed as stated in the 
ens Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP infonned of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI information. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI ens systems must review security awareness 
training within six months of their appointment or assignment. Documentation pertaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware (e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the ens sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRl information is housed 
shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI ens information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI ens information. All requests 
from system access shall be made as specified by the ens Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LIAISON REPRESENTATIVES 
For the Washington State Patrol: 
Jim Anderson, Administrator 
Criminal Records Division 
PO Box42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Spokane County Juvenile Court: 
Bonnie Bush 
1208 W Mallon 
Spokane WA 99201 
509-477-2406 
bbush@spokanecounty.org 

Each party shall defend, protect and hold harmless the other party from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while pe1forming this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may tenninate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so tenninated, the terminating party shall 
be liable only for performance in accordance with the terms of this MOU for performance prior to the 
effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be determined in the following manner: The 
Chief of WSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief of WSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The determination of the Dispute Board shall be final and binding on 
the parties hereto. If applicable and as an alternative to this process, either of the parties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation - Criminal Justice Information Services (CTIS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www.tbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Terms and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the parties. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the parties hereto. 

STATE OF WASHINGTON SPOKANE COUNTY JUVENILE COURT 
WASHINGTON STAT ATRO 

Jol . Batiste, Chief ~k 
Date ~2 Date 

r/tl/~ 
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WSP Contract No. C130734GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the Spokane 
County Juvenile Court is hereby amended as follows: 

• The end date shall be extended through September 19, 2021. 

• EXHIBIT B CJIS Security Policy 5.1 shall be replaced with EXHIBIT B CJIS 
Security Policy 5.5. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

IJ/-µ11 
~ / Date 

SPOKANE COUNTY 
JUVENILE COURT 

Signature 

i 
Date 



I. PURPOSE 

SKAGIT COUNTY 
Contract # C20140467 

Page 1 of 24 WSP Contract: Cl30736GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

SKAGIT COUNTY SUPERIOR COURT 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Skagit County Superior Cotnt, a non 
criminal justice agency (NCJA). This MOU sets forth the policy to ensure the protection of 
criminal history record infonnation (CHRI) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRI data. This policy applies to the 
NCJA and its contractors with access to, or who operate in support of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 

\ 

As participants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction ofCHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CJIS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensumcompliance~to all state and-federal-stat1dar{l~ 

b. NCJA. The NCJA shall be responsible for ensuring: 

l. NCJA responds to requests for information by the FBI CJIS Division or the WSP in the 
form of questionnaires, surveys, or simiJar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has fonnalized written procedures for the following, if applicable: criminal 
history use and dissemination, misuse, background checks, password management, 
storage, and dcstrnction of CHRJ. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHIU for noncriminal justice 
purposes. Access to the FBI CJIS using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHIU by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 



5. All fingeqirint based applicant submissions must include in the reason fingerprinted field • 
an accurate representation of the purpose and/or authority for which the CHRT is to be 
used. 

6. NCJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the detennination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the information contained in the FBI 
identification record. These officials also must advise the applicants that procedures for 
obtaining a change, correction, or updating of an FBI identification record are set fo11h in 
Title 28, C.F.R. 16.34. Official making such determinations should not deny the license 
or employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, teclmical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NCJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to CHRJ to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (sec Exhibit A). 

I 0. NCJA is responsible for compliance to technical standards set forth by WSP and the CJIS 
Security Policy. 

11. NCJA will conduct periodic self audits to ensure compliance with CJIS Security Policy. 
12. NCJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NCJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

III. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NCJA shall conform to system policies, as established by the FBI CJIS Division and WSP, before 
access to CHRI is pennitted. This will allow for control over the data and give assurance of 
system security. 

I. The rules and procedures governing access to CHRI shall apply equally lo all participants in 
the system. 

2 A I I noncrimina.LJ.ustice..J1gencies with acc.ess_ta CJ-TR l d::t.ta---1nusL.designate a __ sµecific_unit~--
position, or personnel to access CHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to CHRI data from the system shall permit an 
FBI CJIS Division or WSP audit team to conduct appropriate audits. NCJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NCJA must comply with and enforce system security. NCJA must have someone designated as 
the security point of contact (POC). Security POC's shall be responsible for the following: 

I. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the sa111e. 

2. Identifying and documenting how the equipment is connected to the state system. 
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3. Ensuring that personnel security screening procedures arc being followed as stated in the 
CJIS Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Suppo1iing policy compliance and keeping the WSP infonned of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHIU information. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI CJIS systems must review security awareness 
training within six months of their appointment or assif,'IUncnt. Documentation pe1taining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware ( e.g., infonnation system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the CJIS sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRJ infonnation is housed 
shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 

-- conductGd-within-J.1:l-days-of: initial employment or assignment for all personnel who have --------
authorized access to FBI CJIS information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI CJIS information. All requests 
from system access shall be made as specified by the CJIS Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other pa,ties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LWSON REPRESENTATIVES 
For fhc Washington State Patrol: 
Jim Anderson, Administrntor 
Criminal Records Division 
PO Box 42619 
Olympia WA 98504-2619 
Phone: (360) 534-2 10 I 
Fax:(360) 534-2070 
E-mail: jim.andcrson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Skagit County Superior Court: 
Delilah M. George 
205 \\I Kincaid St Rm 202 
Mount Vernon WA 98273 
360-336-9325 
de lilahg@co.skagit.wa.ns 

Each party shall defend, protect and hold harmless the other party from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. Il may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by muhial writ1en consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may terminate this MOU upon ninety (90) 
days' written notification to the other party. Jf this MOU is so terminated, the terminating party shall 
be liable only for performance in accordance with the terms of this MOU for perfonnance prior to the 
effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be determined in the following manner: The 
Chief of WSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief ofWSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The detennination of the Dispute Board shall be fmal and binding on 

01e parties hereto. If applicable and as an alternative to this process, either of the pari1es may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are i.nco1vorated into and made a pait of this MOU: 

Exhibit A - 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Dureau gf Investigation - Cri1u im l.J~1ptice Information Services (CJJS) Security 
Policy, Version .~·~published 819l2e+'.rl7•lrr?c1~ is available at the following link: 
www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
fo the event of any inconsistency in the tenns of this MOU, unless otherwise provided here in, the 
inconsistency shall be resolved by g iving precedence in the following order: 

a. Applicable federal and state statntes and reguhltions; 

b. The Terms and Conditions conta ined in this MOU; 

c. The ExJ1ibils allached lo this MOU; 
d. Any other provisions oflhc MOU, whether incorporated by reference or otherwise. 

A'II. ALL WlUTlNGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the parties. No other understandings, 
oral or otherwise, regarding the subject maile r o f this MOU sha ll be deemed to exist or lo bind any of 
the patties hereto. 

STATE OF WASHINGTON 
WASI--JJNGTON STATE PATROL 

J~ ~ 
o~Jc/(y 

Date l 1 

SKAGIT COUNTY SUPERIOR COURT 

Date 
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DATED this ~ day of5e\)~J: , 2014. 

Attest: 

Approved as to form: 

J') ~(\\\? ,~ 11.() 
Civil Deputy Prosecuting Attorney 

Approved as to indemnification: 

)~trtft 
Risk'i(,,anager 

Approved as to budget: 

Budget & FinanceDireor 

BOARD OF COUNTY COMMISSIONERS 
SKAGIT COUNTY, WASHINGTON 

~ hair /\ Al ~a.~ 
Kenneth A Dahlstedt, Commissioner 

~~ 
Sharon D. Dillon, Commissioner 

For contracts under $5,000: 
Authorization per Resolution R20030146 

County Administrator 



EXHIBIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal history record information (CHRI) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of harm resulting from the loss, misuse, or unauthorized access to or 
modification of information." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws, regulations, and standards (including the FBI 
Criminal Justice Information Services (CJIS) Security Policy) as well as with rules, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (III) System and CHRI are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, personnel security, system security, and data security. 

The provisions of this Outsourcing Standard are established by the Compact 
Council pursuant to 28 CFR Part 906 and arc subject to the scope of that rule. 111ey apply 
to all personnel, systems, networks, and facilities supporting and/or acting on behalf of the 
Authorized Recipient to perform noncriminal justice administrative functions requiring 
access to CHRI without a direct connection to the FBI CJIS Wide Area Network (WAN). 

1.0 Definitions 
1.01 Access to CHRI means to view or make use of CHRI obtained from the III 

System but excludes direct access to~t11etit-System by compute1 tenninahlr ·· 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal histmy record repositories or as 
provided by title 42, United States Code, section 14614(b). 

1.02 Authorized Recipient means (I) a nongovernn1ental entity authorized by 
federal statute or federal executive order to receive CHRI for noncriminal 
justice purposes, or (2) a government agency authorized by federal statute, 
federal executive order, or state statute which has been approved by the 
United States Attorney General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Nonparty State's 
criminal histmy record repository or a dcsignee of such administrator who is 
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a regular full-time employee of the repository, which is also referred to as the 
State Identification Bureau (SIB) Chief. 

1.04 CHRI, as referred to in Article 1(4) of the Compact, means information 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of arrests, detentions, indictments, or 
other formal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, correctional supervision, or release; but does 
not include identification infonnation such as fingerprint records if such 
information does not indicate involvement of the individual with the criminal 
justice system. 

1.05 Criminal HistolJ' Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
state criminal histmy record repository and/or the FBI system. 

1.06 Compact Officer, as provided in Article I(2) of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Patty State, the chief 
administrator of the State's criminal history record reposito1y or a designee 
of the chief administrator who is a regular full-time employee of the 
repository. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the particular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient to perform noncriminal justice 
administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure ofIII CHRI by an Authorized Recipient 
to an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
we l as rules, procedures, and standal'ds established by the Compact Council 
and the United States Attorney General. 

1.09 Noncriminal Justice Administrative Functions means the routine noncriminal 
justice administrative functions relating to the processing of CHRI, to 
include but not limited to the following: 
I. Making fitness determinations/recommendations 
2. Obtaining missing dispositions 
3. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or State statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 
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I. IO Noncriminal Justice Purposes, as provided in A11icle 1(18) of the Compact, 
means uses of criminal history records for purposes authorized by federal or 
state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing detenninations, immigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States Attorney General which is to be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRl for 
noncriminal justice purposes, limits the use of the information to the 
purposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the information, provides for audits and sanctions, provides conditions for 
te1mination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and personnel security 
controls sufficient to protect CHRI and associated information systems. 

1.13 Positive Identification, as provided in Article 1(20) of the Compact, means a 
dete1mination, based upon a comparison of fingerprints 1 or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject of a criminal history record or records 
indexed in the III System. Identifications based solely upon a comparison of 
subjects• names or other non-unique identification characteristics or numbers, 
or combinations thereof, shall not constitute positive identification. 

1.14 Public Carrier Network means a telecommunications infrastructure 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infrastructure which supports public users other than 

~~ ~~~those of the agency usmg that network. Examples of a public earner network 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon, network connections to AT&T, ATM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public cmTier network provides network services to the public; 
not just to the single agency using that network. 

1.15 Security Violation means the failure to prevent or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-flat 
fingerprint submission. Further information concerning positive identification may be 
obtained from the FBI Compact Council office. 
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violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rnle, procedure, or standard established by the Compact Council and the 
United States Attorney General. 

2.0 Responsibilities of the Authorized Recipient 
2.01 Prior to engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive written 
permission from (I) the State Compact Officer/Chief Administrator2 or (2) 
the FBI Compact Officer3

; (b) provide the Compact Officer/Chief 
Administrator copies of the specific authority for the outsourced work, 
criminal history record check requirements, and/or a copy of relevant 
portions of the contract as requested; and ( c) inquire of the FBI Compact 
Officer whether a prospective Contractor has any security violations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the State Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to 
providing a Contractor access to CHRl. The contract shall, at a minimum, 
incorporate by reference and have appended thereto this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when the Contractor is to 
perform duties requiring access to CHRI, specify the terms and conditions of 
such access; limit the use of such information to the purposes for which it is 
provided; limit retention of the infonnation to a period of time not to exceed 
that period of time the Authorized Recipient is pe1mitted to retain such 
information; prohibit dissemination of the information except as specifically 
authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
corihdentrnhty of the mformation to mclude confmnat10n tfiarthe intended 
recipient is authorized to receive CHRI; provide for audits and sanctions; 
provide conditions for termination of the contract; and ensure that Contractor 

2The Compact Officer/Chief Administrator may not grant such pennission unless he/she has 
. implemented a combined state/federal audit program to, at a minimum, triennially audit a 

representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHRI under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3State or local Authorized Recipients based on State or Federal Statutes shall contact the 
State Compact Officer/Chief Administrator. Federal or Regulatory Agenc:r Authorized 
Recipients shall contact the FBI Compact Officer. 
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personnel comply with this Outsourcing Standard. 
a. The Authorized Recipient shall conduct criminal history record 

checks of Contractor personnel having access to CHRI if such checks 
arc required or authorized of the Authorized Recipient's personnel 
having similar access.4 The Authorized Recipient shall maintain 
updated records of Contractor personnel who have access to CHRI 
and update those records within 24 hours when changes to that access 
occur and, if a criminal history record check is required, the 
Authorized Recipient shall maifltain a list of Contractor personnel 
who successfully completed the criminal history record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. 

c. The Authorized Recipient shall ensure that the most current version of 
both the Outsourcing Standard and the CJIS Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days (unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or CJIS Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless otherwise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or CITS Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or because of, its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the terms and conditions of the 

---------o~u~ts_o_u_r-clllg Standard. The Authorized Recipierifsmill ce1i1ty lo the-~ · 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHRI 
under the approved outsourcing agreement. 

4If a national criminal history record check of Authorized Recipient personnel having 
access to CHRI is mandated or authorized by a federal statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is amended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. The national criminal history record checks of Contractor personnel with access 
to CHRI cannot be outsourced and must be perfom1cd by the Authorized Recipient. 
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2.06 The Authorized Recipient shall provide written notice of any early voluntary 
termination of the contract to the Compact Officer/Chief Administrator or the 
FBI Compact Officer. 

3.0 Responsibilities o.f the Contractor 
3.0 I The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the CJIS Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Personnel, and Information Technology) to comply with 
the most cu1Tent Outsourcing Standard and the most current FBI CJ/S 
Security Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
CJ/S Security Policy. In addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CHRI. The Authorized Recipient 
shall provide the written approval of a Contractor's Security Program. 

3.03 The requirements for a Security Program should include, at a minimum: 
a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the CJJS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
d) Standards for the selection, supervision, and separation of personnel with 
access to CHRI. 
**If the Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the CJ/S Security Policy. If the 
corporate policy is not this specific, it must flow down to a level where the 
documentation supports these requirements. 

3.04 Except when thelrammg requiremertt is retained by thc~A:uthorizectRecipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes to federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversary date 
of the contract, certify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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toCHRI. 
3.05 The Contractor shall make its facilities available for announced and 

unam10unced audits performed by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI CHS 
Division. During this review, provision will be made to update the Security 
Program to address security violations and to ensure changes in policies and 
standards as well as changes in federal and state law are incorporated. 

3.07 The Contractor shall maintain CHRI only for the period of time necessary to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CHRI. 

3.08 The Contractor shall maintain a log of any dissemination of CHIU, for a 
minimum of 365 days. 

4.0 Site Security 
4.01 The Authorized Recipient shall ensure that the Contractor site(s) is a 

physically secure location to protect against any unauthorized access to 
CHRI. 

5.0 Dissemination 
5.0 I The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondary recipient 
with unique identifiers, (B) the i'ecord disseniinated, (C)Tue date of -----
dissemination, (D) the statutory authority for dissemination, and (E) the 
means of dissemination. 

5 .03 If CHRI is stored or disseminated in an electronic format, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHRI be disseminated other than as 

governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Security 
6.01 If a local, state, or federal written standard requires or authorizes a criminal 

history record check of the Authorized Recipient's personnel with access to 
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CHRI, then a criminal history record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRI. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are perfotmed on the Authorized 
Recipient's personnel performing similar functions. Criminal history record 
checks must be completed prior to accessing CHRI under the contract. 

6.02 The Contractor shall ensure that each employee performing work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRI. The 
Contractor shall confirm in writing that each employee has ce1iified in 
writing that he/she understands the Outsourcing Standard requirements and 
laws that apply to his/her responsibilities. The Contractor shall maintain the 
employee certifications in a file that is subject to review during audits. 
Employees shall make such ce1iification prior to performing work under the 
contract. 

6.03 The Contractor shall maintain updated records of personnel who have access 
to CHRI, update those records within 24 hours when changes to that access 
occur, and if a criminal history record check is required, maintain a list of 
personnel who have successfully completed criminal histmy record checks. 
1l1e Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7.0 System Security 
7.01 The Contractor's security system shall cotnply with the CJIS Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the CHS Security Policy. 
a. If CHRI can be accessed by unauthorized personnel via Wide Area 

Network/Local Area Network or the Internet, then the Contractor 
shall protect theCHRI with firewall-type devices to prever1t_s_u-cfi~--
unauthorized access. These devices shall implement a minimum 
firewall profile as specified by the CJIS Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CHRI, both from inside and outside the networks. 

b. Data enc1yption shall be required throughout the network passing 
CHRI through a shared public catTier network. 

7.02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHRI shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media ( e.g., disks, drives, backup storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
overwriting the media and/or degaussing the media. 

c. The Authorized Recipient ·shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media ( e.g., hard copies, 
print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRI in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Standard 
that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CHRI under the 
contract. 

c. The Contractor shall immediately (within four hours) notiJY the 
Authorized Recipient of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written report documenting such security violation, any corrective 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

d. The AuthonzedRecipient shall muned1alely (withiri.four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. The Authorized Recipient shall provide a 
written report of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days of receipt of the written rep01i from the Contractor. The 
written report must include any corrective actions taken by the 
Contractor and the Authorized Recipient to resolve such security 
violation. 
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8.02 Termination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to termination by the Authorized Recipient for 

security violations involving CHRI obtained pursuant to the contract. 
b. The contract is subject to termination by the Authorized Recipient for 

the Contractor's failure to notif'.y the Authorized Recipient of any 
security violation or to provide a written report concerning such 
violation. 

c. If the Contractor refuses to or is incapable of taking corrective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall tenninate the contract. 

8.03 Suspension or te1mination of the exchange of CHRI for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written repo1i notifying the 
State Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
corrective action to successfully resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRI with the Authorized Recipient 
pursuant to 28 CFR §906.2(d). 

b. If the exchange of CHRI is suspended, it may be reinstated after 
satisfactory written assurances have been provided to the Compact 
Council Chaitman or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CHRI is tenninated, the Contractor's records (including 
media) containing CHIU shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

~~-~-~~ 8.04 · The Authorized Recipient shall pi·ovide written notice (through the State-
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The tennination of a contract for security violations. 
b. Security violations involving the unauthorized access to CI-IRI. 
c. The Contractor's name and unique identification number, the nature 

of the security violation, whether the violation was intentional, and the 
number of times the violation occu1Ted. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
States Attorney General reserve the right to investigate or decline to 
investigate any repmi of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perfonn a final audit of the Contractor's systems after 
termination of the contract. 

9.0 Miscellaneous Provisions 
9.01 This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this 
Outsourcing Standard: (1) The CJIS Security Policy. 

9.03 The terms set forth in this document do not constitute the sole understanding 
by and between the parties hereto; rather they provide a minimum basis for 
the security of the system and the CHRl accessed therefrom and it is 
understood that there may be terms and conditions of the appended contract 
which impose more stringent requirements upon the Contractor. 5 

9.04 The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conformance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the parties to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and cotTespondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 of this Outsourcing Standard shall be forwarded by First Class 

·~Mail to: 
FBI Compact Officer 
1000 Custer Hollow Road 
Module D-3 
Clarksburg, WV 26306 

10.0 Exemptionji-0111 Above Provisions 

5Such conditions could include additional audits, fees, or security requirements. The 
Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.01 

10.02 

An Information Technology (IT) contract need only include Sections 
1.0, 2.01, 2.02, 2.03, 3.01, 6.0, 8.0, and 9.0 of this Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 
I. 

2. 

3. 

4. 

5. 

6. 

Access to CHRI by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the IT contractor; 
The computer system resides within the Authorized Recipient's 
facility; 
The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 
The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CI-IRI 
contained therein; and 
The Authorized Recipient retains all of the duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard. 

An Authorized Recipient's contract where access to CHRI is limited 
solely for the purposes of: (A) storage (refe1Ted to as archiving in 
some states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRI; and/or (C) destruction of the CHRI by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Scctions-r(J,T.<f1,I.02, 2.03~-ror, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
1. Access to CI-IR! by the Contractor is limited solely for the 

purposes of: (A) storage (referred to as archiving in some 
states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to 
protect the CHRI; and/or (C) destruction of the CHRI by 
Contractor personnel when not observed by the Authorized 

2. 
Recipient; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the Contractor; 
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3. The Contractor is not authorized to disseminate CHRI to any 
other agency or contractor on behalf of the Authorized 
Recipient; 

4. The Contractor's personnel are subject to the same criminal 
history record checks as the Authorized Recipient's personnel; 

5. The criminal history record checks of the Contractor persom1el 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard; and 

7. The Contractor stores the CHRI in a physically secure location. 
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BILL REQUEST - CODE REVISER'S OFFICE 

BILL REQ. #: Z-0453.2/13 2nd draft 

ATTY/TYPIST: AI:eab 

BRIEF DESCRIPTION: Concerning noncriminal history records checks. 



1 AN ACT Relating to noncriminal history records checks; amending RCW 

2 43.43.700, 43.43.705, and 43.43.742; and repealing RCW 28A.400.306. 

3 BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF WASHINGTON: 

4 Sec. 1. RCW 43.43.700 and 2006 c 294 s 1 are each amended to read 

5 as follows: 

6 JJj_ There is hereby established within the Washington state patrol 

7 a section on identification and criminal history hereafter referred to 

--~8-~a=s~t h~sect-ion .------

9 _ill In order to aid the administration of justice the section shall 

10 install systems for the identification of individuals, including the 

11 fingerprint system and such other systems as the chief deems necessary. 

12 The section shall keep a complete record and index of all information 

13 received in convenient form for consultation and comparison. 

14 ru_ The section shall obtain from whatever source available and 

15 file for record the fingerprints, palmprints, photographs, or such 

16 other identification data as it deems necessary, of persons who have 

17 been or shall hereafter be lawfully arrested and charged with, or 

18 convicted of any criminal offense. The section may obtain like 
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1 information concerning persons arrested for or convicted of crimes 

2 under the laws of another state or government. 

3 (4) The section may: 

4 

5 

6 

7 

8 

9 

(a) Retain the fingerprints submitted by a statutorily authorized 

agency or entity; 

(b) Allow a search 

fingerprint submissions 

by criminal justice 

and unsolved crime 

agencies of arrest 

files against the 

fingerprints submitted for noncriminal justice purposes; 

(c) Notify a statutorily authorized agency or entity of a change in 

10 criminal history record information that is identified against retained 

11 fingerprints. The section must ensure that arrest information is 

12 provided only to a statutorily authorized agency or entity from which 

13 the fingerprints originated. 

14 (5) A statutorily authorized agency or entity must notify license 

15 applicants and applicants for employment subject to a criminal history 

16 background check that their fingerprints may be retained by the section 

17 and the federal bureau of investigation. A statutorily authorized 

18 agency or entity must also provide notification to license applicants 

19 and applicants for employment that: 

20 (a) Arrests and unsolved crime files may be searched against their 

21 

22 

23 

24 

retained fingerprints. 

(b) Notification of any changes to criminal history record 

information may be made to the statutorily authorized agency or entity 

that submitted the fingerprints to the section. 

RCW 43.43.705 and 2006 c 294 s 2 are each amended to read 25 Sec. 2. 

26 as follows: 
------- _::__c __ 

27 

28 

29 

30 

31 

Upon the receipt of identification data from criminal justice 

agencies within this state, the section shall immediately cause the 

files to be examined and upon request shall promptly return to the 

contributor of such data a transcript of the record of previous arrests 

and dispositions of the persons described in the data submitted. 

32 Upon application, the section shall furnish to criminal justice 

33 agencies a transcript of the criminal history record information 

34 available pertaining to any person of whom the section has a record. 

35 For the purposes of RCW 43.43.700 through 43.43.785 the following 

36 words and phrases shall have the following meanings: 
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1 "Criminal history record information" includes, and shall be 

2 restricted to identifying data and information recorded as the result 

3 of an arrest or other initiation of criminal proceedings and the 

4 

5 

consequent proceedings 

information" shall 

related thereto. 11 criminal 

not include intelligence, 

history record 

analytical, or 

6 investigative reports and files. 

7 "Criminal justice agencies" are those public agencies within or 

8 outside the state which perform, as a principal function, activities 

9 directly relating to the apprehension, prosecution, adjudication or 

10 rehabilitation of criminal offenders. 

11 "Statutorily authorized agency or entity" means a public agency or 

12 private entity that has statutory authority, under state, federal, or 

13 local law, to conduct a state and federal criminal history background 

14 check for license applicants, applicants for employment, or other 

15 noncriminal justice purposes. 

16 The section may refuse to furnish any information pertaining to the 

17 identification or history of any person or persons of whom it has a 

18 record, or other information in its files and records, to any applicant 

19 if the chief determines that the applicant has previously misused 

20 information furnished to such applicant by the section or the chief 

21 believes that the applicant will not use the information requested 

22 solely for the purpose of due administration of the criminal laws or 

23 for the purposes enumerated in RCW 43.43.760(4) The applicant may 

24 

25 

appeal such 

thirty days. 

determination by notifying the chief in writing within 

The hearing shall be before an administrative law judge 

26 appointed under chapter 34.12 RCW and in accordance with procedures for 

27 adjudicative proceedings under chapter 34.05 RCW. 
---

28 Sec. 3. RCW 43.43.742 and 1987 c 450 s 4 are each amended to read 

29 as follows: 

30 lll The Washington state patrol shall adopt rules concerning 

31 submission of fingerprints taken by local agencies ( (after July 26, 

32 1987,)) from persons for license application or other noncriminal 

33 purposes. 

34 (2) The Washington state patrol must adopt rules concerning the 

35 participation of statutorily authorized agencies or other entities in 

36 receiving notifications of any changes to criminal history records 
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1 information after the submission of fingerprints taken by local 

2 agencies for noncriminal purposes. 

3 .ill The Washington state patrol may charge fees for submission of 

4 fingerprints which will cover as nearly as practicable the direct and 

5 indirect costs to the Washington state patrol of processing such 

6 submission or notifying a statutorily authorized agency or entity of a 

7 change in criminal history record information as provided in RCW 

8 43.43.700. 

9 NEW SECTION. Sec. 4. RCW 28A.400.306 (Fingerprints accepted by 

10 the state patrol--Fingerprints forwarded to the federal bureau of 

11 investigation--Conditions) and 1995 c 335 s 504 & 1992 c 159 s 9 are 

12 each repealed. 

--- END ---
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SKAGIT COUNTY 
Amendment # A20180035 

Page 1 of 2 

WSP Contract No. C130736GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the Skagit 
County Superior Court is hereby amended as follows: 

• The end date shall be extended through October 10, 2022. 

• Exhibit 8 "CJIS Security Policy" shall be replaced by Exhibit 8 - Federal Bureau of 
Investigation - Criminal Justice Information Services (CJIS) Security Policy, Version 5.5, 
published 6/1/2016 which is available at the following link: www.fbi.gov/about-us/cjis/cjis
security-policy-resource-center. WSP will provide a copy of the manual upon request. 

• The effective date of this Amendment shall be October 10, 2017. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

r:/4jf-
~Date 

SKAGIT COUNTY SUPERIOR COURT 

Date 
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DATED this -2JL. day of tvfCI.K'~ I 2018, 

Attest: 

Recommended: 

1~4l~ 
Department Head 

Approved as to form: 

__}y\ ~L 3 \ 2..\ lz-:) 1 ~ 
Civil Deputy Prosecuting Attorney 

Approved as to indemnification: 

~G,-2.to -\~) 
Risk Manager 

Approved as to budget: 

Bui:::::~ 

BOARD OF COUNTY COMMISSIONERS 
SKAGIT COUNTY, WASHINGTON 

ABSENT 

Kenneth A. Dahlstedt, Chair 

Lisa Janicki, C · 

Ron Wesen, Commissioner 

For contracts under $5,000: 
Authorization per Resolution R20030146 

County Administrator 
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I. PURPOSE 

WSP Contract: C130741GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

YAKIMA COUNTY JUVENILE COURT 

The pa,ties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal Histo,y Section (WSP) and the Yakima County Juvenile Couit, a non 
criminal justice agency (NCJA). This MOU sets fo1th the policy to ensure the protection of 
criminal histo,y record infonnation (CHRI) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRI data. This policy applies to the 
NCJA and its contractors with access to, or who operate in support of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As patticipants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CJJS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

I. NCJA responds to requests for information by the FBI CJIS Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal 
histo,y use and dissemination, misuse, background checks, password management, 
storage, and destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI CJIS using name-based inquiry and record request messages 
is not pennitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 



5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the CHRI is lo be 
used. 

6. NCJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal histmy records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the information contained in the FBI 
identification record. These officials also must advise the applicants that procedut'es for 
obtaining a change, correction, or updating of an FBI identification record are set forth in 
Title 28, C.F.R. I 6.34. Official making such determinations should not deny the license 
or employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NCJA shall seek WSP pennission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to CHRl to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourci1\g standard for non-channelers (see Exhibit A). 

I 0. NCJA is responsible for compliance to technical standards set fmth by WSP and the ens 
Security Policy. 

l l. NCJA will conduct periodic self audits to ensure compliance with CJIS Security Policy. 
12. NCJA will pa1ticipate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NCJA will ensure all appropriate staff members are trained according lo the stale and 

federal requirements. 

III. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NCJA shall confonn to system policies, as established by the FBI CHS Division and WSP, before 
access to CHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

I. The rules and procedures governing access to CHRI shall apply equally lo all paiticipants in 
the system. 

2. All noncriminal justice agencies with access lo CHRI data must designate a specific unit, 
position, or personnel to access CHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to CHRI data from the system shall pennit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NCJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NCJA must comply with and enforce system security. NCJA must have someone designated as 
the security point of contact (POC). Security POC's shall be responsible for the following: 

I. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 
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3. Ensuring that personnel security screening procedures are being followed as stated in the 
CJIS Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Suppmting policy compliance and keeping the WSP informed of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI infonnation. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI CJIS systems must review security awareness 
training within six months of their appointment or assignment. Documentation pertaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware ( e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the CJIS sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical baniers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI infonnation is housed 
shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI CJIS information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI CJIS information. All requests 
from system access shall be made as specified by the CJIS Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsomcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LIAISON REPRESENTATIVES 
For the Washington State Patrol: 
Jim Anderson, Administrator 
Criminal Records Division 
POBox42619 
Olympia WA 98504-2619 
Phone: (360) 534-210 I 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Yakima County Juvenile Comi: 
Frank Mmrny 
1728 Jerome Ave 
Yakima WA 98902 
509-574-207 l 
frank.murray@co.yakima.wa.us 

Each party shall defend, protect and hold harmless the other party from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may terminate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so tenninated, the tenninating pmty shall 
be liable only for pe1fonnance in accordance with the te1ms of this MOU for perfonnance prior to the 
effective date of tcnnination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be determined in the following manner: The 
Chief of WSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The ChiefofWSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The determination of the Dispute Board shall be final and binding on 
the parties hereto. If applicable and as an alternative to this process, either of the pa1ties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation - Criminal Justice lnfonnation Services (CJIS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the te1ms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Terms and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; . 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
l11is MOU contains all the tenns and conditions agreed upon by the patties. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed lo exist or to bind any of 
the patties hereto. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

s~ 
~ John R. Batiste, Chief 

(.'.> _,({, -1,J 
Date 

YAKIMA COUNTY JUVENJLE COURT 
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EXHIBIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal histo1y record information (CHRI) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of hann resulting from the loss, misuse, or unauthorized access to or 
modification of information." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws, regulations, and standards (including the FBI 
Criminal Justice Info1mation Services (CJIS) Security Policy) as well as with rules, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (III) System and CHRI are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, personnel security, system security, and data security. 

The provisions of this Outsourcing Standard are established by the Compact 
Council pursuant to 28 CFR Part 906 and are subject to the scope of that rule. TI1ey apply 
to all personnel, systems, networks, and facilities supporting and/or acting on behalf of the 
Authorized Recipient to perfo1111 noncriminal justice administrative functions requiring 
access to CHRI without a direct connection to the FBI CJIS Wide Area Network (WAN). 

1.0 Definitions 
1.01 Access to CHRI means to view or make use of CHRI obtained from the III 

System but excludes direct access to the III System by computer terminal or 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal histmy record repositories or as 
provided by title 42, United States Code, section 14614(b). 

1.02 Authorized Recipient means (I) a nongovemmental entity authorized by 
federal statute or federal executive order to receive CHRI for noncriminal 
justice purposes, or (2) a government agency authorized by federal statute, 
federal executive order, or state statute which has been approved by the 
United States Attorney General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Nonparty State's 
criminal histmy record repositmy or a designee of such administrator who is 
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a regular full-time employee of the repository, which is also referred to as the 
State Identification Bureau (SIB) Chief. 

1.04 CHRI, as referred to in Atiicle I( 4) of the Compact, means infmmation 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of anests, detentions, indictments, or 
other fotmal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, conectional supervision, or release; but does 
not include identification information such as fingerprint records if such 
infonnation does not indicate involvement of the individual with the criminal 
justice system. 

1.05 Criminal History Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
state criminal history record reposito1y and/or the FBI system. 

1.06 Compact Officer, as provided in Article 1(2) of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Patty State, the chief 
administrator of the State's criminal hist01y record reposit01y or a designee 
of the chief administrator who is a regular full-time employee of the 
repository. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the particular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient to perfotm noncriminal justice 
administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure of III CHRI by an Authorized Recipient 
to an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
well as rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

1.09 Noncriminal Justice Administrative Functions means the routine noncriminal 
justice administrative functions relating to the processing of CHRI, to 
include but not limited to the following: 
1. Making fitness detenninations/recommendations 
2. Obtaining missing dispositions 
3. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or State statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 
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1.10 Noncriminal Justice Purposes, as provided in Article 1(18) of the Compact, 
means uses of criminal history records for purposes authorized by federal or 
state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing determinations, immigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States Attorney General which is to be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRI for 
noncriminal justice purposes, limits the use of the information to the 
purposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the info1mation, provides for audits and sanctions, provides conditions for 
tennination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and personnel security 
controls sufficient to protect CHRI and associated infonnation systems. 

1.13 Positive Identification, as provided in Article 1(20) of the Compact, means a 
determination, based upon a comparison of fingerprints I or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject of a criminal history record or records 
indexed in the III System. Identifications based solely upon a comparison of 
subjects' names or other non-unique identification characteristics or numbers, 
or combinations thereof, shall not constitute positive identification. 

1.14 Public Carrier Network means a telecommunications infrastructure 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infrastructure which supports public users other than 
those of the agency using that network. Examples of a public canier network 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon, network connections to AT&T, ATM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public carrier network provides network services to the public; 
not just to the single agency using that network. 

1.15 Security Violation means the failure to prevent or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-flat 
fingerprint submission. Further infonnation concerning positive identification may be 
obtained from the FBI Compact Council office. 
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violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rule, procedure, or standard established by the Compact Council and the 
United States Attorney General. 

2.0 Responsibilities of the Authorized Recipient 
2.0 I Prior to engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive written 
pennission from (I) the State Compact Officer/Chief Administrator2 or (2) 
the FBI Compact Officer3

; (b) provide the Compact Officer/Chief 
Administrator copies of the specific authority for the outsourced work, 
criminal history record check requirements, and/or a copy of relevant 
portions of the contract as requested; and ( c) inquire of the FBI Compact 
Officer whether a prospective Contractor has any security violations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the State Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to 
providing a Contractor access to CHRI. The contract shall, at a minimum, 
incorporate by reference and have appended thereto this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when the Contractor is to 
perform duties requiring access to CHRI, specify the tern1s and conditions of 
such access; limit the use of such infonnation to the purposes for which it is 
provided; limit retention of the information to a period of time 11ot to exceed 
that period of time the Authorized Recipient is permitted to retain such 
infonnation; prohibit dissemination of the infonnation except as specifically 
authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
confidentiality of the infonnation to include confimmtion that the intended 
recipient is authorized to receive CHRI; provide for audits and sanctions; 
provide conditions for tennination of the contract; and ensure that Contractor 

2The Compact Officer/Chief Administrator may not grant such pennission unless he/she has 
implemented a combined state/federal audit program to, at a minimum, triennially audit a 
representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHR1 under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3state or local Authorized Recipients based on State or Federal Statutes shall contact the 
State Compact Officer/Chief Administrator. Federal or Regulato,y Agency Authorized 
Recipients shall contact the FBI Compact Officer. 
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personnel comply with this Outsourcing Standard. 
a. The Authorized Recipient shall conduct criminal history record 

checks of Contractor personnel having access to CHRI if such checks 
are required or authorized of the Authorized Recipient's personnel 
having similar access.4 The Authorized Recipient shall maintain 
updated records of Contractor personnel who have access to CHRI 
and update those records within 24 hours when changes to that access 
occur and, if a criminal histmy record check is required, the 
Authorized Recipient shall maintain a list of Contractor personnel 
who successfully completed the criminal histmy record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. 

c. The Authorized Recipient shall ensure that the most cmTent version of 
both the Outsourcing Standard and the CJIS Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days (unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or ens Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless otherwise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or ens Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or because of, its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the terms and conditions of the 
Outsourcing Standard. The Authorized Recipient shall certify to the 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHRI 
under the approved outsourcing agreement. 

4If a national criminal history record check of Authorized Recipient personnel having 
access to CHRJ is mandated or authorized by a federal statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is amended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. The national criminal history record checks of Contractor personnel with access 
to Cl-IlU cannot be outsourced and must be performed by the Authorized Recipient. 
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2.06 The Authorized Recipient shall provide written notice of any early voluntmy 
termination of the contract to the Compact Officer/Chief Administrator or the 
FBI Compact Officer. 

3.0 Responsibilities of the Contractor 
3.01 The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the CJIS Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Personnel, and Infornmtion Technology) to comply with 
the most current Outsourcing Standard and the most current FBI CJJS 
Security Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
CJJS Security Policy. In addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CHRI. The Authorized Recipient 
shall provide the written approval of a Contractor's Security Program. 

3.03 The requirements for a Security Program should include, at a minimum: 
a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the CJJS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
d) Standards for the selection, supervision, and separation of personnel with 
access to CHRI. 
**If the Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the CJJS Security Policy. If the 
corporate policy is not this specific, it must flow down to a level where the 
documentation supports these requirements. 

3.04 Except when the training requirement is retained by the Authorized Recipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes to federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversmy date 
of the contract, certify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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to CHRI. 
3.05 The Contractor shall make its facilities available for announced and 

unannounced audits performed by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI CJIS 
Division. During this review, provision will be made to update the Security 
Program to address security violations and to ensure changes in policies and 
standards as well as changes in federal and state law are incorporated. 

3.07 The Contractor shall maintain CHRI only for the period of time necessary to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CHRI. 

3.08 The Contractor shall maintain a log of any dissemination of CHRI, for a 
minimum of 365 days. 

4.0 Site Security 
4.01 The Authorized Recipient shall ensure that the Contractor site(s) is a 

physically secure location to protect against any unauthorized access to 
CHRI. 

5.0 Dissemination 
5.01 The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondary recipient 
with unique identifiers, (B) the record disseminated, (C) the date of 
dissemination, (D) the statutory authority for dissemination, and (E) the 
means of dissemination. 

5.03 If CHRI is stored or disseminated in an electronic format, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHRI be disseminated other than as 
governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Security 
6.01 If a local, state, or federal written standard requires or authorizes a criminal 

history record check of the Authorized Recipient's personnel with access to 
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CHRI, then a criminal history record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRl. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are performed on the Authorized 
Recipient's personnel performing similar functions. Criminal history record 
checks must be completed prior to accessing CHRl under the contract. 

6.02 The Contractor shall ensure that each employee perfonning work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRl. The 
Contractor shall confirm in writing that each employee has certified in 
writing that he/she understands the Outsourcing Standard requirements and 
laws that apply to his/her responsibilities. The Contractor shall maintain the 
employee certifications in a file that is subject to review during audits. 
Employees shall make such ce1iification prior to performing work under the 
contract. 

6.03 The Contractor shall maintain updated records of personnel who have access 
to CHRl, update those records within 24 hours when changes to that access 
occur, and if a criminal history record check is required, maintain a list of 
personnel who have successfully completed criminal history record checks. 
The Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7.0 System Security 
7.01 The Contractor's security system shall comply with the errs Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the errs Security Policy. 
a. IfCHRl can be accessed by unauthorized persmmel via Wide Area 

Network/Local Area Network or the Internet, then the Contractor 
shall protect the CHRI with firewall-type devices to prevent such 
unauthorized access. These devices shall implement a minimum 
firewall profile as specified by the CJIS Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CHRl, both from inside and outside the networks. 

b. Data encryption shall be required tln·oughout the network passing 
CHRI through a shared public carrier network. 

7 .02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHRl shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media ( e.g., disks, drives, backup storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
overwriting the media and/or degaussing the media. 

c. The Authorized Recipient shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media ( e.g., hard copies, 
print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRI in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Standard 
that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CHRI under the 
contract. 

c. The Contractor shall immediately (within four hours) notify the 
Authorized Recipient of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written rep01i documenting such security violation, any corrective 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

d. The Authorized Recipient shall immediately (within four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or tennination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. The Authorized Recipient shall provide a 
written repmi of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days of receipt of the written report from the Contractor. The 
written report must include any cmTective actions taken by the 
Contractor and the Authorized Recipient to resolve such security 
violation. 
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8.02 Termination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to termination by the Authorized Recipient for 

security violations involving CHRI obtained pursuant to the contract. 
b. The contract is subject to termination by the Authorized Recipient for 

the Contractor's failure to notify the Authorized Recipient of any 
security violation or to provide a written report concerning such 
violation. 

c. If the Contractor refuses to or is incapable of taking cmTective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall tenninate the contract. 

8.03 Suspension or termination of the exchange ofCHRI for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written report notifying the 
State Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
conective action to successfully resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRI with the Authorized Recipient 
pursuant to 28 CFR §906.2(d). 

b. If the exchange of CHRI is suspended, it may be reinstated after 
satisfactory written assurances have been provided to the Compact 
Council Chairman or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CHRI is tepninated, the Contractor's records (including 
media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

8.04 The Authorized Recipient shall provide written notice (through the State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The termination of a contract for security violations. 
b. Security violations involving the unauthorized access to CHRI. 
c. The Contractor's name and unique identification number, the nature 

of the security violation, whether the violation was intentional, and the 
number of times the violation occuned. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
States Attorney General reserve the right to investigate or decline to 
investigate any report of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perform a final audit of the Contractor's systems after 
termination of the contract. 

9.0 Miscellaneous Provisions 
9.01 This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this 
Outsourcing Standard: (I) The CJIS Security Policy. 

9.03 The tenns set forth in this document do not constitute the sole understanding 
by and between the parties hereto; rather they provide a minimum basis for 
the security of the system and the CHRl accessed therefrom and it is 
understood that there may be tenns and conditions of the appended contract 
which impose more stringent requirements upon the Contractor. 5 

9.04 The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conformance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the parties to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and cotTespondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 of this Outsourcing Standard shall be forwarded by First Class 
Mail to: 

FBI Compact Officer 
1000 Custer Hollow Road 
ModuleD-3 
Clarksburg, WV 26306 

10.0 Exemptionji-0111 Above Provisions 

5Such conditions could include additional audits, fees, or security requirements. The 
Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.01 

10.02 

An Information Technology (IT) contract need only include Sections 
1.0, 2.01, 2.02, 2.03, 3.01, 6.0, 8.0, and 9.0 of this Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 
I. 

2. 

3. 

4. 

5. 

6. 

Access to CJ-IRI by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 
Access to CHIU is incidental, but necessmy, to the duties being 
performed by the IT contractor; 
The computer system resides within the Authorized Recipient's 
facility; 
The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 
The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CHRI 
contained therein; and 
The Authorized Recipient retains all of the duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perfo1m such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard. 

An Authorized Recipient's contract where access to CHRI is limited 
solely for the purposes of: (A) storage (refe1Ted to as archiving in 
some states) of the CHIU at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRI; amVor (C) destruction of the CHIU by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Sections 1.0, 2.01, 2.02, 2.03, 3.01, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
1. Access to CHRI by the Contractor is limited solely for the 

purposes of: (A) storage (refe1Ted to as archiving in some 
states) of the CHRl at the Contractor's facility; (B) retrieval of 
the CJ-IRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to 
protect the CHRl; and/or (C) destruction of the CHRI by 
Contractor personnel when not observed by the Authorized 

2. 
Recipient; 
Access to CHRI is incidental, but necessmy, to the duties being 
perfom1ed by the Contractor; 
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3. The Contractor is not authorized to disseminate CHRI to any 
other agency or contractor on behalf of the Authorized 
Recipient; 

4. The Contractor's personnel are subject to the same criminal 
history record checks as the Authorized Recipient's personnel; 

5. The criminal history record checks of the Contractor personnel 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and 
responsibilities for the perfonnance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perfonn such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard; and 

7. The Contractor stores the CHRI in a physically secure location. 
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WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

WSP Contract No. C130741GSC 
Amendment 1 

The above referenced Contract between the Washington State Patrol and the Yakima County Juvenile 
Court is hereby amended as follows: 

• The end date shall be extended through June 30, 2022. 

• Exhibit B "CJIS Security Policy" shall be replaced by Exhibit B - Federal Bureau of Investigation -
Criminal Justice Information Services (CJIS) Security Policy, Version 5.6, published 6/5/2017 which 
is available at the following link: www.fbi.gov/about-us/cjis/ciis-securitv-oolicy-resource-center. WSP 
will provide a COP.Y of the manual upon request. 

• Section V - Liaison Representatives for the Yakima County Juvenile Court: 
Frank Murray 
1728 Jerome Ave 
Yakima WA 98902 
509-57 4-2071 
Frank.murrav@co.yaklma.wa.us 

Shall be replaced by: 
Keith Gilberston, Administrative Supervisor for CASA 
1728 Jerome Ave 
Yakima WA 98902 
509-57 4-2071 
keith.gilberston@co. vakima.wa. us 

All other terms and conditions of this Contract remain In full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they have the authority 
to execute this Amendment. 

YAKIMA COUNTY JUVENILE COURT 

Date 



I. PURPOSE 

WSP Contract: C130744GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

BREMERTON HOUSING AUTHORITY 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Bremerton Housing Authority, a non 
criminal justice agency (NCJA). This MOU sets forth the policy to ensure the protection of 
criminal history record information (CHRI) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRI data. This policy applies to the 
NCJA and its contractors with access to, or who operate in support of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As participants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CHS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

1. NCJA responds to requests for information by the FBI CHS Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal 
history use and dissemination, misuse, background checks, password management, 
storage, and destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI CHS using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 



5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the eHRI is to be 
used. 

6. NeJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the information contained in the FBI 
identification record. These officials also must advise the applicants that procedures for 
obtaining a change, correction, or updating of an FBI identification record are set forth in 
Title 28, e.F.R. 16.34. Official making such determinations should not deny the license 
or employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NeJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to eHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

10. NeJA is responsible for compliance to technical standards set forth by WSP and the ens 
Security Policy. 

11. NeJA will conduct periodic self audits to ensure compliance with ens Security Policy. 
12. NeJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NeJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

ID. CRIMINAL IDSTORY RECORD INFORMATION RESPONSBILITIES 
NeJA shall confonn to system policies, as established by the FBI ens Division and WSP, before 
access to eHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

1. The rules and procedures governing access to eHRI shall apply equally to all participants in 
the system. 

2. All noncriminal justice agencies with access to eHRI data must designate a specific unit, 
position, or personnel to access eHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to eHRI data from the system shall pennit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NeJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NeJA must comply with and enforce system security. NeJA must have someone designated as 
the security point of contact (POC). Security Poe's shall be responsible for the following: 

1. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 
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3. Ensuring that personnel security screening procedures are being followed as stated in the 
ens Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP informed of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides eHRI information. Authorized users shall access 
and disseminate the CHRl data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI ens systems must review security awareness 
training within six months of their appointment or assignment. Documentation pertaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware ( e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the ens sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRl, or areas where CHRl information is housed 
shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI ens information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI ens infonnation. All requests 
from system access shall be made as specified by the ens Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NeJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LIAISON REPRESENTATIVES 
For the Washington State Patrol: 
Jim Anderson, Administrator 
Criminal Records Division 
PO Box 42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Bremerton Housing Authority: 
Janine Stevens 
PO Box 2189 
Bremerton WA 98310 
360-616-7125 
j stevens@bremertonhousing.org 

Each party shall defend, protect and hold harmless the other party from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may terminate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so terminated, the tenninating party shall 
be liable only for performance in accordance with the terms of this MOU for performance prior to the 
effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be determined in the following manner: The 
Chief ofWSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief ofWSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The determination of the Dispute Board shall be final and binding on 
the parties hereto. If applicable and as an alternative to this process, either of the parties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation Criminal Justice Information Services (CilS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b . The Terms and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d . Any other provisions of the MOU, whether incorporated by reference or otherwise. 

Xll. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the parties. No other understandings, 
oral or otherwise, regarding the subject matter ofthis MOU shall be deemed to exist or to bind any of 
the parties hereto. 

BREMERTON HOUSING AUTHORITY 

Date 
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EXHIBIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal history record information (CHRI) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of haim resulting from the loss, misuse, or unauthorized access to or 
modification of information." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws, regulations, and standards (including the FBI 
Criminal Justice Infmmation Services (CJIS) Security Policy) as well as with rules, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (III) System and CHRI are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, personnel security, system security, and data security. 

The provisions of this Outsourcing Standard are established by the Compact 
Council pursuant to 28 CFR Part 906 and are subject to the scope of that rule. They apply 
to all personnel, systems, networks, and facilities supporting and/or acting on behalf of the 
Authorized Recipient to perform noncriminal justice administrative functions requiring 
access to CHRI without a direct connection to the FBI CJIS Wide Area Network (WAN). 

1. 0 Definitions 
1.0 I Access to CHRI means to view or make use of CHRI obtained from the III 

System but excludes direct access to the III System by computer terminal or 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal history record repositories or as 
provided by title 42, United States Code, section 14614(b). 

1.02 Authorized Recipient means (1) a nongovernmental entity authorized by 
federal statute or federal executive order to receive CHRI for noncriminal 
justice purposes, or (2) a government agency authorized by federal statute, 
federal executive order, or state statute which has been approved by the 
United States Attorney General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Nonparty State's 
criminal history record repository or a designee of such administrator who is 
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a regular full-time employee of the repository, which is also refen-ed to as the 
State Identification Bureau (SIB) Chief. 

1.04 CHRI, as refen-ed to in Article 1(4) of the Compact, means information 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of an-ests, detentions, indictments, or 
other formal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, correctional supervision, orrelease; but does 
not include identification information such as fingerprint records if such 
information does not indicate involvement of the individual with the criminal 
justice system. 

1.05 Criminal Hist01y Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
state criminal history record repository and/or the FBI system. 

1.06 Compact Officer, as provided in Article 1(2) of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Party State, the chief 
administrator of the State's criminal history record repository or a designee 
of the chief administrator who is a regular full-time employee of the 
repository. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the particular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient to perform noncriminal justice 
administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure of III CHRI by an Authorized Recipient 
to an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
well as rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

1.09 Noncriminal Justice Administrative Functions means the routine noncriminal 
justice administrative functions relating to the processing of CHRI, to 
include but not limited to the following: 
1. Making fitness determinations/recommendations 
2. Obtaining missing dispositions 
3. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or State statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 
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1. 10 Noncriminal Justice Purposes, as provided in Article 1(18) of the Compact, 
means uses of criminal history records for purposes authorized by federal or 
state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing determinations, immigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States Attorney General which is to be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRI for 
noncriminal justice purposes, limits the use of the information to the 
purposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the information, provides for audits and sanctions, provides conditions for 
termination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and personnel security 
controls sufficient to protect CHRI and associated information systems. 

1.13 Positive Identification, as provided in Article 1(20) of the Compact, means a 
determination, based upon a comparison of fingerprints 1 or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject of a criminal history record or records 
indexed in the III System. Identifications based solely upon a comparison of 
subjects' names or other non-unique identification characteristics or numbers, 
or combinations thereof, shall not constitute positive identification. 

1.14 Public Carrier Network means a telecommunications infrastructure 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infrastructure which supports public users other than 
those of the agency using that network. Examples of a public carrier network 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon, network connections to AT&T, ATM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public carrier network provides network services to the public; 
not just to the single agency using that network. 

1.15 Security Violation means the failure to prevent or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-flat 
fingerprint submission. Further information concerning positive identification may be 
obtained from the FBI Compact Council office. 
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violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rule, procedure, or standard established by the Compact Council and the 
United States Attorney General. 

2. 0 Responsibilities of the Authorized Recipient 
2.01 Prior to engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive written 
permission from (1) the State Compact Officer/Chief Administrator2 or (2) 
the FBI Compact Officer3

; (b) provide the Compact Officer/Chief 
Administrator copies of the specific authority for the outsourced work, 
criminal history record check requirements, and/or a copy of relevant 
portions of the contract as requested; and ( c) inquire of the FBI Compact 
Officer whether a prospective Contractor has any security violations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the State Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to 
providing a Contractor access to CHRI. The contract shall, at a minimum, 
incorporate by reference and have appended thereto this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when the Contractor is to 
perform duties requiring access to CHRI, specify the terms and conditions of 
such access; limit the use of such infmmation to the purposes for which it is 
provided; limit retention of the information to a period of time not to exceed 
that period of time the Authorized Recipient is pe1mitted to retain such 
information; prohibit dissemination of the information except as specifically 
authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
confidentiality of the information to include con:fitmation that the intended 
recipient is authorized to receive CHRI; provide for audits and sanctions; 
provide conditions for te1mination of the contract; and ensure that Contractor 

2
The Compact Officer/Chief Administrator may not grant such pem1ission unless he/she has 

implemented a combined state/federal audit program to, at a minimum, triennially audit a 
representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHRI under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3State or local Authorized Recipients based on State or Federal Statutes shall contact the 
State Compact Officer/Chief Administrator. Federal or Regulatory Agency Authorized 
Recipients shall contact the FBI Compact Officer. 
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personnel comply with this Outsourcing Standard. 
a. The Authorized Recipient shall conduct criminal history record 

checks of Contractor personnel having access to CHRI if such checks 
· are required or authorized of the Authorized Recipient's personnel 
having similar access.4 The Authorized Recipient shall maintain 
updated records of Contractor personnel who have access to CHRI 
and update those records within 24 hours when changes to that access 
occur and, if a criminal history record check is required, the 
Authorized Recipient shall maintain a list of Contractor personnel 
who successfully completed the criminal history record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. 

c. The Authorized Recipient shall ensure that the most current version of 
both the Outsourcing Standard and the ens Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days (unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or ens Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless otherwise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or ens Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or because of, its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the te1ms and conditions of the 
Outsourcing Standard. The Authorized Recipient shall certify to the 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHRI 
under the approved outsourcing agreement. 

4lf a national criminal history record check of Authorized Recipient personnel having 
access to CHRI is mandated or authorized by a federal statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is amended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. The national criminal histo1y record checks of Contractor personnel with access 
to CHRI cannot be outsourced and must be performed by the Authorized Recipient. 

5 last updated 5/15/13 



2.06 The Authorized Recipient shall provide written notice of any early voluntary 
termination of the contract to the Compact Officer/Chief Administrator or the 
FBI Compact Officer. 

3.0 Responsibilities of the Contractor 
3.01 The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the CJIS Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Personnel, and Inf01mation Technology) to comply with 
the most current Outsourcing Standard and the most current FBI CJIS 
Security Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
CJIS Security Policy. In addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CHRI. The Authorized Recipient 
shall provide the written approval of a Contractor's Security Program. 

3.03 The requirements for a Security Program should include, at a minimum: 
a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the CJIS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
d) Standards for the selection, supervision, and separation of personnel with 
access to CHRI. 
**If the Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the CJIS Security Policy. If the 
corporate policy is not this specific, it must flow down to a level where the 
documentation supports these requirements. 

3.04 Except when the training requirement is retained by the Authorized Recipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes to federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversary date 
of the contract, certify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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to CHRI. 
3 .05 The Contractor shall make its facilities available for announced and 

unannounced audits performed by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI CJIS 
Division. During this review, provision will be made to update the Security 
Program to address security violations and to ensure changes in policies and 
standards as well as changes in federal and state law are incorporated. 

3.07 The Contractor shall maintain CHRI only for the period of time necessary to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CHRI. 

3.08 The Contractor shall maintain a log of any dissemination of CHRI, for a 
minimum of 365 days. 

4.0 Site Security 
4.01 The Authorized Recipient shall ensure that the Contractor site(s) is a 

physically secure location to protect against any unauthorized access to 
CHRI. 

5.0 Dissemination 
5.01 The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondary recipient 
with unique identifiers, (B) the record disseminated, (C) the date of 
dissemination, (D) the statutory authority for dissemination, and (E) the 
means of dissemination. 

5.03 If CHRI is stored or disseminated in an electronic fmmat, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHRI be disseminated other than as 
governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Security 
6.01 If a local, state, or federal written standard requires or authorizes a criminal 

history record check of the Authorized Recipient's personnel with access to 
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CHRI, then a criminal history record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRI. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are performed on the Authorized 
Recipient's personnel perfmming similar functions. Criminal history record 
checks must be completed prior to accessing CHRI under the contract. 

6.02 The Contractor shall ensure that each employee performing work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRI. The 
Contractor shall confirm in writing that each employee has certified in 
writing that he/she understands the Outsourcing Standard requirements and 
laws that apply to his/her responsibilities. The Contractor shall maintain the 
employee certifications in a file that is subject to review during audits. 
Employees shall make such certification prior to performing work under the 
contract. 

6.03 The Contractor shall maintain updated records of personnel who have access 
to CHRI, update those records within 24 hours when changes to that access 
occur, and if a criminal history record check is required, maintain a list of 
personnel who have successfully completed criminal history record checks. 
The Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7.0 System Security 
7.01 The Contractor's security system shall comply with the ens Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the ens Security Policy. 
a. If CHRI can be accessed by unauthorized personnel via Wide Area 

Network/Local Area Network or the Internet, then the Contractor 
shall protect the CHRI with firewall-type devices to prevent such 
unauthorized access. These devices shall implement a minimum 
firewall profile as specified by the CHS Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CHRI, both from inside and outside the networks. 

b. Data encryption shall be required throughout the network passing 
CHRI through a shared public can-ier network. 

7.02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHRI shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media· ( e.g., disks, drives, backup storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
overwriting the media and/or degaussing the media. 

c. The Authorized Recipient shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media ( e.g., hard copies, 
print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRI in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Standard 
that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CHRI under the 
contract. 

c. The Contractor shall immediately (within four hours) notify the 
Authorized Recipient of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written report documenting such security violation, any c01Tective 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

d. The Authorized Recipient shall immediately (within four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. The Authorized Recipient shall provide a 
written repo1i of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days of receipt of the written report from the Contractor. The 
written repo1i must include any corrective actions taken by the 
Contractor and the Authorized Recipient to resolve such security 
violation. 
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8.02 Termination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to termination by the Authorized Recipient for 

security violations involving CHRI obtained pursuant to the contract. 
b. The contract is subject to termination by the Authorized Recipient for 

the Contractor's failure to notify the Authorized Recipient of any 
security violation or to provide a written report concerning such 
violation. 

c. If the Contractor refuses to or is incapable of taking corrective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall terminate the contract. 

8.03 Suspension or termination of the exchange of CHRI for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written report notifying the 
State Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
corrective action to successfully resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRI with the Authorized Recipient 
pursuant to 28 CFR §906.2( d). 

b. If the exchange of CHRI is suspended, it may be reinstated after 
satisfactory written assurances have been provided to the Compact 
Council Chairman or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CHRI is terminated, the Contractor's records (including 
media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

8.04 The Authorized Recipient shall provide written notice (through the State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The te1mination of a contract for security violations. 
b. Security violations involving the unauthorized access to CHRI. 
c. The Contractor's name and unique identification number, the nature 

of the security violation, whether the violation was intentional, and the 
number of times the violation occurred. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
States Attorney General reserve the right to investigate or decline to 
investigate any repmt of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perform a final audit of the Contractor's systems after 
termination of the contract. 

9.0 Miscellaneous Provisions 
9.01 This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this 
Outsourcing Standard: (1) The CJIS Security Policy. 

9.03 The terms set forth in this document do not constitute the sole understanding 
by and between the parties hereto; rather they provide a minimum basis for 
the security of the system and the CHRI accessed therefrom and it is 
understood that there may be terms and conditions of the appended contract 
which impose more stringent requirements upon the Contractor.5 

9.04 The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conformance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the parties to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and con-espondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 of this Outsourcing Standard shall be forwarded by First Class 
Mail to: 

FBI Compact Officer 
1000 Custer Hollow Road 
Module D-3 
Clarksburg, WV 26306 

10.0 Exemption from Above Provisions 

5Such conditions could include additional audits, fees, or security requirements. The 
Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.01 

10.02 

An Information Technology (IT) contract need only include Sections 
1.0, 2.01, 2.02, 2.03, 3.01, 6.0, 8.0, and 9.0 of this Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 
1. 

2. 

3. 

4. 

5. 

6. 

Access to CHRI by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the IT contractor; 
The computer system resides within the Authorized Recipient's 
facility; 
The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 
The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CHRI 
contained therein; and 
The Authorized Recipient retains all of the duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perfo1m such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard. 

An Authorized Recipient's contract where access to CHRI is limited 
solely for the purposes of: (A) storage (referred to as archiving in 
some states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRI; and/or (C) destruction of the CHRI by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Sections 1.0, 2.01, 2.02, 2.03, 3.01, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
1. Access to CHRI by the Contractor is limited solely for the 

purposes of: (A) storage (referred to as archiving in some 
states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to 
protect the CHRI; and/or (C) destruction of the CHRI by 
Contractor personnel when not observed by the Authorized 

2. 
Recipient; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the Contractor; 
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3. The Contractor is not authorized to disseminate CHRI to any 
other agency or contractor on behalf of the Authorized 
Recipient; 

4. The Contractor's personnel are subject to the same criminal 
history record checks as the Authorized Recipient's personnel; 

5. The criminal history record checks of the Contractor personnel 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard; and 

7. The Contractor stores the CHRI in a physically secure location. 
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WSP Contract No. C130744GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the 
Bremerton Housing Authority is hereby amended as follows: 

• The end date shall be extended through September 26, 2021. 

• EXHIBIT B CjlS Security Policy 5.1 shall be replaced with EXHIBIT B CJIS 
Security Policy 5.5. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~ hi;-

tr5atf 

BREMERTON HOUSING AUTHORITY 

( Signature 

Date 



I. PURPOSE 

WSP Contract: C130748GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

ISLAND COUNTY 
HOUSING AUTHORITY 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Island County Housing Authority, a 
non criminal justice agency (NCJA). This MOU sets forth the policy to ensure the protection of 
criminal history record infonnation (CHRI) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRI data. This policy applies to the 
NCJA and its contractors with access to, or who operate in support of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As participants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CnS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

1. NCJA responds to requests for information by the FBI ens Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal 
history use and dissemination, misuse, background checks, password management, 
storage, and destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI ens using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving depai1ments, related agencies, or other authorized entities. 



5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the CHRI is to be 
used. 

6. NCJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the information contained in the FBI 
identification record. These officials also must advise the applicants that procedures for 
obtaining a change, correction, or updating of an FBI identification record are set forth in 
Title 28, C.F.R. 16.34. Official making such determinations should not deny the license 
or employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so .. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NCJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to CHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

10. NCJA is responsible for compliance to technical standards set forth by WSP and the CJIS 
Security Policy. 

11. NCJA will conduct periodic self audits to ensure compliance with CJIS Security Policy. 
12. NCJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NCJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

ID. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NCJA shall confonn to system policies, as established by the FBI CJIS Division and WSP, before 
access to CHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

1. The rules and procedures governing access to CHRI shall apply equally to all participants in 
the system. 

2. All noncriminal justice agencies with access to CHRI data must designate a specific unit, 
position, or personnel to access CHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to CHRI data from the system shall permit an 
FBI CJIS Division or WSP audit team to conduct appropriate audits. NCJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIJ3ILITIES 

Technical Roles and Responsibilities 
NCJA must comply with and enforce system security. NCJA must have someone designated as 
the security point of contact (POC). Security POC's shall be responsible for the following: 

1. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 
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3. Ensuring that personnel security screening procedures are being followed as stated in the 
ens Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP informed of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI information. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI ens systems must review security awareness 
training within six months of their appointment or assignment. Documentation pertaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware (e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the ens sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI infonnation is housed 
shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state ofresidency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI ens information and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI ens information. All requests 
from system access shall be made as specified by the ens Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LIAISON REPRESENTATIVES 
For the Washington State Patrol: 

Jim Anderson, Administrator 
Criminal Records Division 
PO Box 42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Island County 
Housing Authority: >.. 
Ste•;e Gwlliford Tui Anan,~1 EY.c:CLtTIVE. LJI/U.,c.lbfL 

7NW 6th St 
Coupeville WA 98239 
360-678-4181 
teria@islandcountyha.org 

Each party shall defend, protect and hold harmless the other party from and against all claims, . 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while perfonning this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may tenninate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so terminated, the tenninating party shall 
be liable only for performance in accordance with the terms of this MOU for performance prior to the 
effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be detennined in the following manner: The 
Chief of WSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief ofWSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
detennination of the dispute. The determination of the Dispute Board shall be final and binding on 
the parties hereto. If applicable and as an alternative to this process, either of the parties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXIDBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation - Criminal Justice Information Services (CilS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Terms and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the parties. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the parties hereto. 

STATE OF WASHINGTON 
WASHINGTO STATE PATROL 

~ John R. Batiste, Chief 

. Date ¥03 
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ISLAND COUNTY 
HOUSING AUTHORITY 

Date 



EXHIBIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal history record infmmation (CHRI) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of hmm resulting from the loss, misuse, or unauthorized access to or 
modification of information." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws, regulations, and standards (including the FBI 
Criminal Justice Information Services (CHS) Security Policy) as well as with rules, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (III) System and CHRl are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, personnel security, system security, and data security. 

The provisions of this Outsourcing Standard are established by the Compact 
Council pursuant to 28 CFR Part 906 and are subject to the scope of that rule. They apply 
to all personnel, systems, networks, and facilities supporting and/or acting on behalf of the 
Authorized Recipient to perform noncriminal justice administrative functions requiring 
access to CHRl without a direct connection to the FBI CJIS Wide Area Network (WAN). 

1. 0 Definitions 
1.01 Access to CHRJmeans to view or make use ofCHRI obtained from the III 

System but excludes direct access to the III System by computer terminal or 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal history record repositories or as 
provided by title 42, United States Code, section 14614(b ). 

1.02 Authorized Recipient means (1) a nongovernmental entity authorized by 
. federal statute or federal executive order to receive CHRI for noncriminal 
justice purposes, or (2) a government agency authorized by federal statute, 
federal executive order, or state statute which has been approved by the 
United States Attorney General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Nonparty State's 
criminal history record repository or a designee of such administrator who is 
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a regular full-time employee of the repository, which is also referred to as the 
State Identification Bureau (SIB) Chief. 

1.04 CHRI, as referred to in Article I( 4) of the Compact, means infmmation 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of arrests, detentions, indictments, or 
other formal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, correctional supervision, or release; but does 
not include identification information such as fingerprint records if such 
information does not indicate involvement of the individual with the criminal 
justice system. 

1.05 Criminal History Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
state criminal history record repository and/or the FBI system. 

1.06 Compact Officer, as provided in Article 1(2) of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Party State, the chief 
administrator of the State's criminal history record repository or a designee 
of the chief administrator who is a regular full-time employee of the 
repository. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the particular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient to perform noncriminal justice 
administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure oflll CHRJ by an Authorized Recipient 
to an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
well as rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

1.09 Noncriminal Justice Administrative Functions means the routine noncriminal 
justice administrative functions relating to the processing of CHRI, to 
include but not limited to the following: 
1. Making fitness determinations/recommendations 
2. Obtaining missing dispositions 
3. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or State statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 
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1. 10 Noncriminal Justice Purposes, as provided in Article I(l 8) of the Compact, 
means uses of criminal history records for purposes authorized by federal or 
state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing determinations, immigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States Attorney General which is to be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRI for 
noncriminal justice purposes, limits the use of the information to the 
purposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the information, provides for audits and sanctions, provides conditions for 
termination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and personnel security 
controls sufficient to protect CHRI and associated infonnation systems. 

1.13 Positive Identification, as provided in Atiicle 1(20) of the Compact, means a 
determination, based upon a comparison of fingerprints I or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject of a criminal history record or records 
indexed in the III System. Identifications based solely upon a comparison of 
subjects' names or other non-unique identification characteristics or numbers, 
or combinations thereof, shall not constitute positive identification. 

1.14 Public Carrier Network means a telecommunications infrastructure 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infrastructure which suppmis public users other than 
those of the agency using that network. Examples of a public caITier network 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon, network connections to AT&T, ATM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public carrier network provides network services to the public; 
not just to the single agency using that network. 

1.15 Security Violation means the failure to prevent or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-flat 
fingerprint submission. Further information concerning positive identification may be 
obtained from the FBI Compact Council office. 
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violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rule, procedure, or standard established by the Compact Council and the 
United States Attorney General. 

2.0 Responsibilities of the Authorized Recipient 
2.01 Prior to engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive written 
permission from (1) the State Compact Officer/Chief Administrator2 or (2) 
the FBI Compact Officer3

; (b) provide the Compact Officer/Chief 
Administrator copies of the specific authority for the outsourced work, 
criminal history record check requirements, and/or a copy of relevant 
portions of the contract as requested; and ( c) inquire of the FBI Compact 
Officer whether a prospective Contractor has any security violations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the State Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to 
providing a Contractor access to CHRI. The contract shall, at a minimum, 
incorporate by reference and have appended thereto this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when the Contractor is to 
perform duties requiring access to CHRI, specify the terms and conditions of 
such access; limit the use of such information to the purposes for which it is 
provided; limit retention of the information to a period of time not to exceed 
that period of time the Authorized Recipient is permitted to retain such 
information; prohibit dissemination of the information except as specifically 
authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
confidentiality of the information to include confirmation that the intended 
recipient is authorized to receive CHRI; provide for audits and sanctions; 
provide conditions for termination of the contract; and ensure that Contractor 

2
The Compact Officer/Chief Administrator may not grant such permission unless he/she has 

implemented a combined state/federal audit program to, at a minimum, triennially audit a 
representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHRI under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3State or local Authorized Recipients based on State or Federal Statutes shall contact the 
State Compact Officer/Chief Administrator. Federal or Regulatory Agency Authorized 
Recipients shall contact the FBI Compact Officer. 
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personnel comply with this Outsourcing Standard. 
a. The Authorized Recipient shall conduct criminal history record 

checks of Contractor personnel having access to CHRJ if such checks 
are required or authorized of the Authorized Recipient's personnel 
having similar access.4 The Authorized Recipient shall maintain 
updated records of Contractor personnel who have access to CHRJ 
and update those records within 24 hours when changes to that access 
occur and, if a criminal history record check is required, the 
Authorized Recipient shall maintain a list of Contractor personnel 
who successfully completed the criminal history record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. 

c. The Authorized Recipient shall ensure that the most cun-ent version of 
both the Outsourcing Standard and the ens Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days (unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or ens Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless otherwise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or ens Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or becal\Se of, its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the terms and conditions of the 
Outsourcing Standard. The Authorized Recipient shall certify to the 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHRI 
under the approved outsourcing agreement. 

4
If a national criminal history record check of Authorized Recipient personnel having 

access to CHRI is mandated or authorized by a federal statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is amended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. The national criminal history record checks of Contractor personnel with access 
to CHRI cannot be outsourced and must be performed by the Authorized Recipient. 
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2.06 The Authorized Recipient shall provide written notice of any early voluntary 
termination of the contract to the Compact Officer/Chief Administrator or the 
FBI Compact Officer. 

3.0 Responsibilities of the Contractor 
3.01 The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the CHS Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Persom1el, and Information Technology) to comply with 
the most current Outsourcing Standard and the most current FBI CJIS 
Security Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
CJIS Security Policy. In addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CHRI. The Authorized Recipient 
shall provide the written approval of a Contractor's Security Program. 

3.03 The requirements for a Security Program should include, at a minimum: 
a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the CJJS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
d) Standards for the selection, supervision, and separation of personnel with 
access to CHRI. 
**If the Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the CJIS Security Policy. If the 
corporate policy is not this specific, it must flow down to a level where the 
documentation supp01is these requirements. 

3.04 Except when the training requirement is retained by the Authorized Recipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes to federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversary date 
of the contract, certify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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to CHRI. 
3.05 The Contractor shall make its facilities available for announced and 

unannounced audits performed by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI CJIS 
Division. During this review, provision will be made to update the Security 
Program to address security violations and to ensure changes in policies and 
standards as well as changes in federal and state law are incorporated. 

3.07 The Contractor shall maintain CHRI only for the period of time necessary to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CHRI. 

3.08 The Contractor shall maintain a log of any dissemination of CHRI, for a 
minimum of 365 days. 

4.0 Site Security 
4.01 The Authorized Recipient shall ensure that the Contractor site( s) is a 

physically secure location to protect against any unauthorized access to 
CHRI. 

5.0 Dissemination 
5.01 The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondary recipient 
with unique identifiers, (B) the record disseminated, (C) the date of 
dissemination, (D) the statutory authority for dissemination, and (E) the 
means of dissemination. 

5.03 If CHRI is stored or disseminated in an electronic format, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHRI be disseminated other than as 

governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Security 
6.01 If a local, state, or federal written standard requires or authorizes a criminal 

history record check of the Authorized Recipient's personnel with access to 
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CHRI, then a criminal history record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRI. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are performed on the Authorized 
Recipient's personnel performing similar functions. Criminal history record 
checks must be completed prior to accessing CHRI under the contract. 

6.02 The Contractor shall ensure that each employee performing work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRI. The 
Contractor shall confirm in writing that each employee has ce1tified in 
writing that he/she understands the Outsourcing Standard requirements and 
laws that apply to his/her responsibilities. The Contractor shall maintain the 
employee certifications in a file that is subject to review during audits. 
Employees shall make such certification prior to performing work under the 
contract. 

6.03 The Contractor shall maintain updated records of personnel who have access 
to CHRI, update those records within 24 hours when changes to that access 
occur, and if a criminal history record check is required, maintain a list of 
personnel who have successfully completed criminal history record checks. 
The Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7.0 System Security 
7.01 The Contractor's security system shall comply with the ens Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the CJIS Security Policy. 
a. If CHRI can be accessed by unauthorized personnel via Wide Area 

Network/Local Area Network or the Internet, then the Contractor 
shall protect the CHRI with firewall-type devices to prevent such 
unauthorized access. These devices shall implement a minimum 
firewall profile as specified by the ens Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CHRI, both from inside and outside the networks. 

b. Data encryption shall be required throughout the network passing 
CHRI through a shared public can-ier network. 

7 .02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHRI shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media ( e.g., disks, drives, backup storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
ovenvriting the media and/or degaussing the media. 

c. The Authorized Recipient shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media ( e.g., hard copies, 
print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRI in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Standard 
that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CHRI under the 
contract. 

c. The Contractor shall immediately (within four hours) notify the 
Authorized Recipient of any security violation or tern1ination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written report documenting such security violation, any corrective 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

d. The Authorized Recipient shall immediately (within four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. The Authorized Recipient shall provide a 
written report of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days ofreceipt of the written report from the Contractor. The 
written report must include any corrective actions taken by the 
Contractor and the Authorized Recipient to resolve such security 
violation. 
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8.02 Termination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to te1mination by the Authorized Recipient for 

security violations involving CHRI obtained pursuant to the contract. 
b. The contract is subject to termination by the Authorized Recipient for 

the Contractor's failure to notify the Authorized Recipient of any 
security violation or to provide a written rep01t concerning such 
violation. 

c. If the Contractor refuses to or is incapable of taking c01Tective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall terminate the contract. 

8.03 Suspension or tern1ination of the exchange of CHRI for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written rep01t notifying the 
State Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
corrective action to successfully resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRI with the Authorized Recipient 
pursuant to 28 CFR §906.2( d). 

b. If the exchange of CHRI is suspended, it may be reinstated after 
satisfactory written assurances have been provided to the Compact 
Council Chai1man or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CHRI is terminated, the Contractor's records (including 
media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

8.04 The Authorized Recipient shall provide written notice (through the State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The te1mination of a contract for security violations. 
b. Security violations involving the unauthorized access to CHRI. 
c. The Contractor's name and unique identification number, the nature 

of the security violation, whether the violation was intentional, and the 
number of times the violation occmTed. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
States Attorney General reserve the right to investigate or decline to 
investigate any report of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perform a final audit of the Contractor's systems after 
tennination of the contract. 

9.0 Miscellaneous Provisions 
9.01 This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this 
Outsourcing Standard: (1) The ens Security Policy. 

9.03 The tenns set forth in this document do not constitute the sole understanding 
·· by and between the parties hereto; rather they provide a minimum basis for 
the security of the system and the CHRI accessed therefrom and it is 
understood that there may be tenns and conditions of the appended contract 
which impose more stringent requirements upon the Contractor. 5 

9.04 The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conforn1ance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the parties to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and correspondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 of this Outsourcing Standard shall be forwarded by First Class 
Mail to: 

FBI Compact Officer 
1000 Custer Hollow Road 
Module D-3 
Clarksburg, WV 26306 

10.0 Exemptionfi"om Above Provisions 

5
Such conditions could include additional audits, fees, or security requirements. The 

Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.01 

10.02 

An Inf01mation Technology (IT) contract need only include Sections 
1.0, 2.01, 2.02, 2.03, 3.01, 6.0, 8.0, and 9.0 of this Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 
1. 

2. 

3. 

4. 

5. 

6. 

Access fo CHRl by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 
Access to CHRl is incidental, but necessary, to the duties being 
perfo1med by the IT contractor; 
The computer system resides within the Authorized Recipient's 
facility; 
The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 
The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CHRl 
contained therein; and 
The Authorized Recipient retains all of the duties and 
responsibilities for the perf 01mance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perf01m such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard. 

An Authorized Recipient's contract where access to CHRI is limited 
solely for the purposes of: (A) storage (refe1Ted to as archiving in 
some states) of the CHRl at the Contractor's facility; (B) retrieval of 
the CHRl by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRI; and/or (C) destruction of the CHRl by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Sections 1.0, 2.01, 2.02, 2.03, 3.01, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
1. Access to CHRl by the Contractor is limited solely for the 

purposes of: (A) storage (refe1Ted to as archiving in some 
states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRl by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to 
protect the CHRl; and/or (C) destruction of the CHRl by 
Contractor personnel when not observed by the Authorized 

2. 
Recipient; 
Access to CHRl is incidental, but necessary, to the duties being 
perfo1med by the Contractor; 
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3. The Contractor is not authorized to disseminate CHRI to any 
other agency or contractor on behalf of the Authorized 
Recipient; 

4. The Contractor's personnel are subject to the same criminal 
history record checks as the Authorized Recipient's personnel; 

5. The criminal history record checks of the Contractor personnel 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard; and 

7. The Contractor stores the CHRI in a physically secure location. 
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WSP Contract No. C130748GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the Island 
County Housing Authority is hereby amended as follows: 

• The end date shall be extended through September 17, 2021. 

• EXHIBIT B CJIS Security Policy 5.1 shall be replaced with EXHIBIT B CJIS 
Security Policy 5.5. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

( ( Date 

ISLAND COUNTY HOUSING 
AUTHORITY 

EX cCA/ Tl 1k" 1 t /2.«..:TOL 
Signature' //4 t,lf I A.I~ A:r-<nl-o l'U1;/ c;t= 

LI 1V1.d ~ ~ 

Id -:rl- --- :zt> 11=. 
Date 



WSP Contract No. C130756GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the Pierce 
County Housing Authority is hereby amended as follows: 

• The end date shall be extended through September 25, 2021. 

• EXHIBIT B CJIS Security Policy 5.1 shall be replaced with EXHIBIT B CJIS 
Security Policy 5.5. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 

w&3:-
FOR: John R. Batiste, Chief 

(~-;}-
7 Date 

PIERCE COUNTY HOUSING 
AUTHORITY 

ignature 



JAY INSLEE 
Governor 

STATE OF WASHINGTON 

VVASHINGTON STATE PATROL 

JOHN R. BATISTE 
Chief 

Generai Administration Building • PO BOX 42602 • Olympia, WA 98504-2602 • (360) 596-4043 • www.wsp.wa.gov 

Ms. Tamara Meade 
Pierce Co Housing Authority 
PO Box 45410 
Tacoma WA 98448-0410 

October 14, 2013 

Subject: WSP Agreement No. C130756GSC 

Enclosed with this letter is one fully executed original of the referenced agreement 
between the Washington State Patrol and your agency. Please keep this original for 
your records. 

The Washington State Patrol contract tracking number is the agreement number 
referenced above; please use this number on all correspondence regarding this 
agreement. If you need further assistance, please contact Ms. Cindy Haider at Budget 
and Fiscal Services, (360) 596-4071 . 

RLM:clh 
Enclosure 

Sincerely, 

c~o(~ 
},Mr. Robert L. Maki, CFE, CGFM 

Budget and Fiscal Services 



WSP Contract: C130756GSC 

I. PURPOSE 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

PlliRCE COUNTY 
HOUSING AUTHORITY 

RECEfl/ED 
SEP 12 2013 

PIERCE COUNJY HOUSING AUTH 

The pa11ies to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal Histo1y Section (WSP) and the Pierce County Housing Authority, a 
non criminal justice agency (NCJA). This MOU sets fo11h the policy to ensure the protection of 
criminal history record information (CHRI) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRJ data. This policy applies to the 
NC.TA and its contractors with access to, or who operate in suppo11 of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As participants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CJIS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRJ, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRJ, storage of CHRJ, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NC.TA. The NC.TA shall be responsible for ensuring: 

1. NC.TA responds to requests for information by the FBI ens Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or perso1rnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal 
history use and dissemination, misuse, background checks, password management, 
storage, and destruction of CHRJ. 

3. CHRJ received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRl for noncriminal justice 
purposes. Access to the FBI CJ lS using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 



5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the eHRI is to be 
used. 

6. NeJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the detennination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the information contained in the FBI 
identification record. These officials also must. advise the applicants that procedures for 
obtaining a change, correction, or updating of an FBI identification record are set forth in 
Title 28, e.F.R. 16.34. Official making such detenninations should not deny the license 
or employment based on information in the record until the applicant has been afforded a 
reasonable time to cmTect or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NeJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to eHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

I 0. NeJA is responsible for compliance to technical standards set faith by WSP and the ens 
Security Policy. 

11. NeJA will conduct periodic self audits to ensure compliance with ens Security Policy. 
12. NeJA will patticipate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NeJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

III. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NeJA shall conform to system policies, as established by the FBI ens Division and WSP, before 
access to eHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

I. The rules and procedures governing access to eHRI shall apply equally to all patticipants in 
the system. 

2. All noncriminal justice agencies with access to eHRI data must designate a specific unit, 
position, or personnel to access eHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to eHRI data from the system shall permit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NeJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NeJA must comply with and enforce system security. NeJA must have someone designated as 
the security point of contact (POC). Security POC's shall be responsible for the following: 

I. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is cmmected to the state system. 
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3. Ensuring that personnel security screening procedures are being followed as stated in the 
ens Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP infonned of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system secnrity standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI infonnation. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Jnfonnation Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI CJJS systems must review security awareness 
training within six months of their appointment or assignment. Documentation pertaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group ofrooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware (e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the ens sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI infonnation is housed 
shall either be escorted by authorized persom1el at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state ofresidency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI CJJS infonnation and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI ens information. All requests 
from system access shall be made as specified by the CJIS Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other patties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LIAISON REPRESENTATIVES 
For the Washington State Patrol: 

Jim Anderson, Administrator 
Criminal Records Division 
PO Box 42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For· the Pierce County 
Housing Authority: 
Tamara Meade 
POBox45410 
Tacoma WA 98445 
253-620-5420 
tamarameade@pchawa.org 

Each party shall defend, protect and hold harmless the other paity from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

vm. TERMINATION 
Except as otherwise provided in this MOU, either party may tenninate this MOU upon ninety (90) 
days' written notification to the other paity. If this MOU is so terminated, the tenninating party shall 
be liable only for perfonnance in accordance with the tenns of this MOU for perfonnance prior to the 
effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be detennined in the following manner: The 
Chief of WSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief ofWSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
detennination of the dispute. The determination of the Dispute Board shall be final and binding on 
the parties hereto. If applicable and as an alternative to this process, either of the parties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a pait of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation - Criminal Justice lnfonnation Services (CJJS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www.fbi.gov/about-us/cjis/cjis-security-policy-resourcc-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Terms and Conditions contained in this MOU; 
c . The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the patties. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the patties hereto. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~ n R. Batiste, Chief 

Date 

5 

PIERCE COUNTY 
HOUSING AUTHORITY 

0 \ 
·, 1. 

Date 



I. PURPOSE 

WSP Contract: C130757GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

QUILEUTE HOUSING AUTHORITY 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and. Criminal History Section (WSP) and the Quileute Housing Authority, a non 
criminal justice agency (NCJA). · This MOU sets forth the policy to ensure the protection of 
criminal hist01y record infonnation (CHRI) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRI data. This policy applies to the 
NCJA and its contractors with access to, or who operate in support of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As participants in this MOU, the parties will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CJIS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

1. NCJA responds to requests for information by the FBI CJIS Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal 
history use and dissemination, misuse, background checks, password management, 
storage, and destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI CJIS using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 



5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the eHRI is to be 
used. 

6. NeJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the information contained in the FBI 
identification record. These officials also must advise the applicants that procedures for 
obtaining a change, correction, or updating of an FBI identification record are set forth in 
Title 28, e.F.R. 16.34. Official making such determinations should not deny the license 
or employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NeJA shall seek WSP pennission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to eHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

10. NeJA is responsible for compliance to technical standards set forth by WSP and the ens 
Security Policy. . 

11. NeJA will conduct periodic self audits to ensure compliance with ens Security Policy. 
12. NeJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and follow through to resolution within identified timeframes. 
13. NeJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

III. CRIMINAL IDSTORY RECORD INFORMATION RESPONSBILITIES 
NeJA shall conform to system policies, as established by the FBI ens Division and WSP, before 
access to eHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

1. The rules and procedures governing access to eHRI shall apply equally to all participants in 
the system. 

2. All noncriminal justice agencies with access to eHRI data must designate a specific unit, 
position, or personnel to access eHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to eHRI data from the system shall permit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NeJA must cooperate 
with these audits and respond promptly. 

N. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NeJA must comply with and enforce system security. NeJA must have someone designated as 
the security point of contact (POe). Security POe's shall be responsible for the following: 

1. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 
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3. Ensuring that personnel security screening procedures are being followed as stated in the 
CJIS Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP informed of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRl information. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for the discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI CJIS systems must review security awareness 
training within six months of their appointment or assignment. Documentation pertaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or firmware ( e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the CJIS sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRl, or areas where CHRl information is housed 
shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI CJIS infonnation and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI CJIS information. All requests 
from system access shall be made as specified by the CJIS Systems Officer (i.e. WSP 
Identification and Criminal History Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LIAISON REPRESENTATIVES 
For the Washington State Patrol: 
Jim Anderson, Administrator 
Criminal Records Division 
PO Box 42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Quileute Housing Authority: 
Ruth Jackson 
PO Box 159 
La Push WA 98350 
360-374-9719 
ruth.jackson@quileutenation.org 

Each party shall defend, protect and hold harmless the other party from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may tenninate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so terminated, the terminating party shall 
be liable only for performance in accordance with the tenns of this MOU for performance prior to the 
effective date of termination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be determined in the following manner: The 
Chief of WSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief of WSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The determination of the Dispute Board shall be final and binding on 
the parties hereto. If applicable and as an alternative to this process, either of the paities may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXHIBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation - Criminal Justice Information Services (CTIS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
,vww.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the terms of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Terms and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the parties. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to bind any of 
the parties hereto. 

STATE OF WASHINGTON 
WASHINGTON STAT ATROL 

Date 

Jo 1 R. Batiste, Chief 

~7 

QUJLEUTE HOUSING AUTHORITY 

5 



EXHIBIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal history record information (CHRl) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of harm resulting from the loss, misuse, or unauthorized access to or 
modification of information." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws, regulations, and standards (including the FBI 
Criminal Justice Information Ser.vices (CJIS) Security Policy) as well as with rules, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (III) System and CHRl are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, personnel security, system security, and data security. 

The provisions of this Outsourcing Standard are established by the Compact 
Council pursuant to 28 CFR Part 906 and are subject to the scope of that rule. They apply 
to all personnel, systems, networks, and facilities supporting and/or acting on behalf of the 
Authorized Recipient to perf01m noncriminal justice administrative functions requiring 
access to CHRl without a direct connection to the FBI CJIS Wide Area Network (WAN). 

1.0 Definitions 
1.01 Access to CHRI means to view or make use of CHRl obtained from the III 

System but excludes direct access to the III System by computer te1minal or 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal history record repositories or as 
provided by title 42, United States Code, section 14614(b). 

1.02 Authorized Recipient means (1) a nongovernmental entity authorized by 
federal statute or federal executive order to receive CHRl for noncriminal 
justice purposes, or (2) a government agency authorized by federal statute, 
federal executive order, or state statute which has been approved by the 
United States Attorney General to receive CHRl for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Nonparty State's 
criminal history record repository or a designee of such administrator who is 
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a regular full-time employee of the repository, which is also referred to as the 
State Identification Bureau (SIB) Chief. 

1.04 CHRI, as referred to in Article 1(4) of the Compact, means information 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of arrests, detentions, indictments, or 
other formal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, correctional supervision, or release; but does 
not include identification inf01mation such as fingerprint records if such 
info1mation does not indicate involvement of the individual with the criminal 
justice system. 

1.05 Criminal History Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
state criminal history record repository and/or the FBI system. 

1.06 Compact Officer, as provided in A1ticle 1(2) of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Paity State, the chief 
administrator of the State's criminal history record repository or a designee 
of the chief administrator who is a regular full-time employee of the 
repository. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the particular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient to perform noncriminal justice 
administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure ofIII CHRI by an Authorized Recipient 
to an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
well as rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

1.09 Noncriminal Justice Administrative Functions means the routine noncriminal 
justice administrative functions relating to the processing of CHRI, to 
include but not limited to the following: 
1. Making fitness determinations/recommendations 
2. Obtaining missing dispositions 
3.. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or State statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 
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1. 10 Noncriminal Justice Pwposes, as provided in Article 1(18) of the Compact, 
means uses of criminal history records for purposes authorized by federal or 
state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing dete1minations, immigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States Attorney General which is to be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRI for 
noncriminal justice purposes, limits the use of the information to the 
purposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the information, provides for audits and sanctions, provides conditions for 
termination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and personnel security 
controls sufficient to protect CHRI and associated information systems. 

1.13 Positive Identifzcation, as provided in Article 1(20) of the Compact, means a 
determination, based upon a comparison of fingerprints 1 or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject of a criminal history record or records 
indexed in the III System. Identifications based solely upon a comparison of 
subjects' names or other non-unique identification characteristics or numbers, 
or combinations thereof, shall not constitute positive identification. 

1.14 Public Carrier Network means a telecommunications infrastructure 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infrastructure which supports public users other than 
those of the agency using that network. Examples of a public canier network 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon, network connections to AT&T, ATM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public caiTier network provides network services to the public; 
not just to the single agency using that network. 

1.15 Security Violation means the failure to prevent or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-flat 
fingerprint submission. Further information concerning positive identification may be 
obtained from the FBI Compact Council office. 
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violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rule, procedure, or standard established by the Compact Council and the 
United States Attorney General. 

2.0 Responsibilities of the Authorized Recipient 
2.01 Prior to engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive written 
permission from (1) the State Compact Officer/Chief Administrator2 or (2) 
the FBI Compact Officer3

; (b) provide the Compact Officer/Chief 
Administrator copies of the specific authority for the outsourced work, 
criminal history record check requirements, and/or a copy of relevant 
portions of the contract as requested; and (c) inquire of the FBI Compact 
Officer whether a prospective Contractor has any security yiolations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the State Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to 
providing a Contractor access to CHRI. The contract shall, at a minimum, 
incorporate by reference and have appended thereto this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when the Contractor is to 
perfmm duties requiring access to CHRI, specify the terms and conditions of 
such access; limit the use of such information to the purposes for which it is 
provided; limit retention of the information to a period of time not to exceed 
that period of time the Authorized Recipient is pe1mitted to retain such 
information; prohibit dissemination of the information except as specifically 
authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
confidentiality of the information to include confirmation that the intended 
recipient is authorized to receive CHRI; provide for audits and sanctions; 
provide conditions for te1mination of the contract; and ensure that Contractor 

2
The Compact Officer/Chief Administrator may not grant such permission unless he/she has 

implemented a combined state/federal audit program to, at a minimum, triennially audit a 
representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHRI under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3
State or local Authorized Recipients based on State or Federal Statutes shall contact the 

State Compact Officer/Chief Administrator. Federal or Regulatory Agency Authorized 
Recipients shall contact the FBI Compact Officer. 

4 last updated 5/15/13 



personnel comply with this Outsourcing Standard. 
a. The Authorized Recipient shall conduct criminal history record 

checks of Contractor personnel having access to CHRI if such checks 
are required or authorized of the Authorized Recipient's personnel 
having similar access.4 The Authorized Recipient shall maintain 
updated records of Contractor personnel who have access to CHRI 
and update those records within 24 hours when changes to that access 
occur and, if a criminal history record check is required, the 
Authorized Recipient shall maintain a list of Contractor personnel 
who successfully completed the criminal history record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. 

c. The Authorized Recipient shall ensure that the most current version of 
both the Outsourcing Standard and the CHS Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days (unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or ens Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless othe1wise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or ens Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or because of, its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the terms and conditions of the 
Outsourcing Standard. The Authorized Recipient shall certify to the 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHRI 
under the approved outsourcing agreement. 

4
If a national criminal history record check of Authorized Recipient personnel having 

access to CHRI is mandated or authorized by a federal statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is amended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. The national criminal history record checks of Contractor personnel with access 
to CHRI cannot be outsourced and must be performed by the Authorized Recipient. 
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2.06 The Authorized Recipient shall provide written notice of any early voluntary 
termination of the contract to the Compact Officer/Chief Administrator or the 
FBI Compact Officer. 

3.0 Responsibilities of the Contractor 
3.01 The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the CJIS Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Personnel, and Infmmation Technology) to comply with 
the most current Outsourcing Standard and the most current FBI CJIS 
Security Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
CJJS Security Policy. In addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CHRI. The Authorized Recipient 
shall provide the written approval of a Contractor's Security Program. 

3.03 The requirements for a Security Program should include, at a minimum: 
a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the CJIS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
d) Standards for the selection, supervision, and separation of personnel with 
access to CHRI. 
**If the Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the CJIS Security Policy. If the 
corporate policy is not this specific, it must flow down to a level where the 
documentation suppmis these requirements. 

3.04 Except when the training requirement is retained by the Authorized Recipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes to federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversary date 
of the contract, certify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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to CHRI. 
3.05 The Contractor shall make its facilities available for announced and 

unannounced audits performed by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI CJIS 
Division. During this review, provision will be made to update the Security 
Program to address security violations and to ensure changes in policies and 
standards as well as changes in federal and state law are incorporated. 

3.07 The Contractor shall maintain CHRI only for the period of time necessary to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CHRI. 

3.08 The Contractor shall maintain a log of any dissemination of CHRI, for a 
minimum of 365 days. 

4.0 Site Security 
4.01 The Authorized Recipient shall ensure that the Contractor site(s) is a 

physically secure location to protect against any unauthorized access to 
CHRI. 

5.0 Dissemination 
5.01 The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondary recipient 
with unique identifiers, (B) the record disseminated, (C) the date of 
dissemination, (D) the statutory authority for dissemination, and (E) the 
means of dissemination. 

5.03 If CHRI is stored or disseminated in an electronic format, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHRI be disseminated other than as 

governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Security 
6.01 If a local, state, or federal written standard requires or authorizes a criminal 

history record check of the Authorized Recipient's personnel with access to 
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CHRI, then a criminal history record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRI. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are performed on the Authorized 
Recipient's personnel performing similar functions. Criminal history record 
checks must be completed prior to accessing CHRI under the contract. 

6.02 The Contractor shall ensure that each employee performing work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRI. The 
Contractor shall confirm in writing that each employee has certified in 
writing that he/she understands the Outsourcing Standard requirements and 
laws that apply to his/her responsibilities. The Contractor shall maintain the 
employee certifications in a file that is subject to review during audits. 
Employees shall make such certification prior to performing work under the 
contract. 

6.03 The Contractor shall maintain updated records of personnel who have access 
to CHRI, update those records within 24 hours when changes to that access 
occur, and if a criminal history record check is required, maintain a list of 
personnel who have successfully completed criminal history record checks. 
The Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7.0 System Security 
7.01 The Contractor's security system shall comply with the ens Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the ens Security Policy. 
a. If CHRI can be accessed by unauthorized personnel via Wide Area 

Network/Local Area Network or the Internet, then the Contractor 
shall protect the CHRI with firewall-type devices to prevent such 
unauthorized access. These devices shall implement a minimum 
firewall profile as specified by the ens Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CHRI, both from inside and outside the networks. 

b. Data encryption shall be required throughout the network passing 
CHRI through a shared public carrier network. 

7.02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHRI shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media ( e.g., disks, drives, backup storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
overwriting the media and/or degaussing the media. 

c. The Authorized Recipient shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media ( e.g., hard copies, 
print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRI in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Standard 
that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CHRI under the 
contract. 

c. The Contractor shall immediately (within four hours) notify the 
Authorized Recipient of any security violation or te1mination of the 
contract, to include unauthorized acc~ss to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written report documenting such security violation, any con-ective 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

d. The Authorized Recipient shall immediately (within four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. The Authorized Recipient shall provide a 
written report of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days ofreceipt of the written repmi from the Contractor. The 
written report must include any c01Tective actions taken by the 
Contractor and the Authorized Recipient to resolve such security 
violation. 
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8.02 Termination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to termination by the Authorized Recipient for 

security violations involving CHRI obtained pursuant to the contract. 
b. The contract is subject to termination by the Authorized Recipient for 

the Contractor's failure to notify the Authorized Recipient of any 
security violation or to provide a written report concerning such 
violation. 

c. If the Contractor refuses to or is incapable of taking corrective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall terminate the contract. 

8.03 Suspension or termination of the exchange of CHRI for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written report notifying the 
State Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
cmTective action to successfully resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRI with the Authorized Recipient 
pursuant to 28 CFR §906.2( d). 

b. If the exchange of CHRI is suspended, it may be reinstated after 
satisfactory written assurances have been provided to the Compact 
Council Chairn1an or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CHRI is terminated, the Contractor's records (including 
media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

8.04 The Authorized Recipient shall provide written notice (throughthe State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The termination of a contract for security violations. 
b. Security violations involving the unauthorized access to CHRI. 
c. The Contractor's name and unique identification number, the nature 

of the security violation, whether the violation was intentional, and the 
number of times the violation occurred. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
States Attorney General reserve the right to investigate or decline to 
investigate any report of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perform a final audit of the Contractor's systems after 
termination of the contract. 

9.0 Miscellaneous Provisions 
9.01 This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this 
Outsourcing Standard: (1) The CJIS Security Policy. 

9.03 The terms set forth in this document do not constitute the sole understanding 
by and between the parties hereto; rather they provide a minimum basis for 
the security of the system and the CHRI accessed therefrom and it is 
understood that there may be terms and conditions of the appended contract 
which impose more stringent requirements upon the Contractor. 5 

9.04. The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conformance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the parties to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and con-espondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 of this Outsourcing Standard shall be forwarded by First Class 
Mail to: 

FBI Compact Officer 
1000 Custer Hollow Road 
Module D-3 
Clarksburg, WV 26306 

10.0 Exemptionfi·om Above Provisions 

5
Such conditions could include additional audits, fees, or security requirements. The 

Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.01 

10.02 

An Information Technology (IT) contract need only include Sections 
1.0, 2.01, 2.02, 2.03, 3.01, 6.0, 8.0, and 9.0 of this Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 
1. 

2. 

3. 

4. 

5. 

6. 

Access to CHRl by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 
Access to CHRJ is incidental, but necessary, to the duties being 
performed by the IT contractor; 
The computer system resides within the Authorized Recipient's 
facility; 
The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 
The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CHRI 
contained therein; and 
The Authorized Recipient retains all of the duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard. 

An Authorized Recipient's contract where access to CHRl is limited 
solely for the purposes of: (A) storage (refe1Ted to as archiving in 
some states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRl; and/or (C) destruction of the CHRI by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Sections 1.0, 2.01, 2.02, 2.03, 3.01, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
1. Access to CHRJ by the Contractor is limited solely for the 

purposes of: (A) storage (referred to as archiving in some 
states) of the CHRl at the Contractor's facility; (B) retrieval of 
the CHRJ by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to 
protect the CHRI; and/or (C) destruction of the CHRI by 
Contractor personnel when not observed by the Authorized 

2. 
Recipient; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the Contractor; 
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3. The Contractor is not authorized to disseminate CHRI to any 
other agency or contractor on behalf of the Authorized 
Recipient; 

4. The Contractor's personnel are subject to the same criminal 
history record checks as the Authorized Recipient's personnel; 

5. The criminal history record checks of the Contractor personnel 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard; and 

7. The Contractor stores the CHRI in a physically secure location. 
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WSP Contract No. C130757GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the Quileute 
Housing Authority is hereby amended as follows: 

• The end date shall be extended through September 19, 2021. 

• EXHIBIT B CJIS Security Policy 5.1 shall be replaced with EXHIBIT B CJIS 
Security Policy 5.5. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

~ =>---.JohnR.Ba tiste, Chief 

QUILEUTE HOUSING AUTHORITY 

1A li /fV/-1~ f Signature 

Date 



I. PURPOSE 

WSP Contract: C130763GSC 

MEMORANDUM OF UNDERSTANDING 

Between the 

WASHINGTON STATE PATROL 

And the 

SUNNYSIDE HOUSING AUTHORITY 

The parties to this Memorandum of Understanding (MOU) are the Washington State Patrol, 
Identification and Criminal History Section (WSP) and the Sunnyside Housing Authority, a non 
criminal justice agency (NCJA). This MOU sets forth the policy to ensure the protection of 
criminal history record inf01mation (CHRI) between the WSP, the NCJA, and the Federal Bureau 
of Investigation (FBI). This MOU provides guidance for the creation, viewing, modification, 
transmission, dissemination, storage, and destruction of CHRI data. This policy applies to the 
NCJA and its contractors with access to, or who operate in support of, non-criminal justice 
services and information. 

II. ADMINISTRATIVE RESPONSIBILITIES 
As participants in this MOU, the pmiies will develop mutually and separately appropriate 
procedures for transmission, dissemination, storage, and destruction of CHRI data. 

a. The Washington State Patrol. WSP shall ensure the NCJA complies with the Criminal Justice 
Information Services (CnS) Security Policy (See Exhibit B) which includes authorized use of 
CHRI, dissemination of CHRI, statute authorization for civil applicant background checks 
conducted by noncriminal justice agencies, applicant notification and record challenge, 
security of CHRI, storage of CHRI, outsourcing of noncriminal justice administrative 
functions, and user fees. WSP will conduct regional audits of all agencies working under this 
MOU to ensure compliance to all state and federal standards. 

b. NCJA. The NCJA shall be responsible for ensuring: 

1. · NCJA responds to requests for information by the FBI ens Division or the WSP in the 
form of questionnaires, surveys, or similar methods, to the maximum extent possible, 
consistent with any fiscal, time, or personnel constraints of the agency. 

2. NCJA has formalized written procedures for the following, if applicable: criminal 
history use and dissemination, misuse, background checks, password management, 
storage, and destruction of CHRI. 

3. CHRI received as a result of licensing or employment purposes, pursuant to Public Law 
92-544 is solely used for the purpose for which the record was requested. Subject 
fingerprints shall be submitted with all requests for CHRI for noncriminal justice 
purposes. Access to the FBI ens using name-based inquiry and record request messages 
is not permitted for noncriminal justice purpose, unless otherwise approved by the FBI. 

4. Access to CHRI by authorized officials is subject to cancellation if dissemination is made 
outside the receiving departments, related agencies, or other authorized entities. 



5. All fingerprint based applicant submissions must include in the reason fingerprinted field 
an accurate representation of the purpose and/or authority for which the CHRI is to be 
used. 

6. NCJA must notify the applicants fingerprinted that the fingerprints will be used to check 
the criminal history records of the FBI. The officials making the determination of 
suitability for licensing or employment shall provide the applicants the opportunity to 
complete, or challenge the accuracy of, the information contained in the FBI 
identification record. These officials also must advise the applicants that procedures for 
obtaining a change, correction, or updating of an FBI identification record are set forth in 
Title 28, C.F.R. 16.34. Official making such determinations should not deny the license 
or employment based on information in the record until the applicant has been afforded a 
reasonable time to correct or complete the record, or has declined to do so. 

7. Appropriate administrative, technical, and physical safeguards to insure the security and 
confidentiality of records and to protect against any anticipated threats or hazards to their 
security or integrity. 

8. NCJA shall seek WSP permission prior to outsourcing noncriminal justice functions. 
9. Outsourcing of noncriminal justice administrative functions requiring access to CHRI to 

either another governmental agency or a private contractor acting as an agent for the 
authorized receiving agency complies with the security and management control 
outsourcing standard for non-channelers (see Exhibit A). 

10. NCJA is responsible for compliance to technical standards set forth by WSP and the ens 
Security Policy. 

11. NCJA will conduct periodic self audits to ensure compliance with ens Security Policy. 
12. NCJA will participate in WSP and FBI audits, provide plans for any compliance issues, 

and fdllow through to resolution within identified timeframes. 
13. NCJA will ensure all appropriate staff members are trained according to the state and 

federal requirements. 

III. CRIMINAL HISTORY RECORD INFORMATION RESPONSBILITIES 
NCJA shall conform to system policies, as established by the FBI ens Division and WSP, before 
access to CHRI is permitted. This will allow for control over the data and give assurance of 
system security. 

1. The rules and procedures governing access to CHRI shall apply equally to all participants in 
the system. 

2. All noncriminal justice agencies with access to CHRI data must designate a specific unit, 
position, or personnel to access CHRI; noncriminal justice agencies must advise WSP of such 
personnel and changes to such designation. 

3. All noncriminal justice agencies with access to CHRI data from the system shall permit an 
FBI ens Division or WSP audit team to conduct appropriate audits. NCJA must cooperate 
with these audits and respond promptly. 

IV. SECURITY RESPONSIBILITIES 

Technical Roles and Responsibilities 
NCJA must comply with and enforce system security. NCJA must have someone designated as 
the security point of contact (POC). Security POC's shall be responsible for the following: 

1. Identifying the user of the hardware/software and ensuring that no unauthorized users have 
access to the same. 

2. Identifying and documenting how the equipment is connected to the state system. 
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3. Ensuring that personnel security screening procedures are being followed as stated in the 
ens Security Policy. 

4. Ensuring that appropriate hardware security measures are in place. 
5. Supporting policy compliance and keeping the WSP informed of security incidents. 
6. If the technical POC changes at your agency, notify WSP immediately. 

Security Enforcement 
NCJA is responsible for enforcing system security standards for their agency, in addition to all of 
the other agencies to which the NCJA provides CHRI information. Authorized users shall access 
and disseminate the CHRI data only for the purpose for which they are authorized. NCJA shall 
have a written policy for th_e discipline of policy violators. 

Technical Security Training 
All Information Technology (IT) employees who have access to and those who have direct 
responsibility to configure and maintain FBI ens systems must review security awareness 
training within six months of their appointment or assignment. Documentation pertaining to the 
materials used and those employees which receive security awareness training shall be 
maintained in a current status. 

Physical Security 
A physically secured location in a noncriminal justice facility, an area, a room, a group of rooms, 
that is/are subject to criminal justice agency management control security addendum and which 
contain hardware, software, and/or finnware (e.g., information system servers, controlled 
interface equipment, associated peripherals or communications equipment, wire closets, patch 
panels, etc.) that provide access to the ens sensitive facilities and restricted/controlled areas shall 
be prominently posted and separated from non-sensitive facilities and non-restricted/controlled 
areas by physical barriers that restrict unauthorized access. 

All personnel with access to computer centers, CHRI, or areas where CHRI information is housed 
shall either be escorted by authorized personnel at all times or receive a fingerprint-based 
background check. All personnel must review security awareness training within six months of 
their appointment or assignment. 

Personnel Security 
To verify identification, state of residency and national fingerprint-based record checks shall be 
conducted within 30 days of initial employment or assignment for all personnel who have 
authorized access to FBI ens infonnation and those who have direct responsibility to configure 
and maintain computer systems and networks with access to FBI ens information. All requests 
from system access shall be made as specified by the ens Systems Officer (i.e. WSP 
Identification and Criminal Hist01y Section). 

c. NCJA shall use the data supplied by WSP and the FBI under this MOU only for the authorized 
purpose intended. NCJA shall not use this data for any other purpose and shall not 
disseminate this data with any other parties unless required by law. NCJA shall share any 
public disclosure requests regarding this data with the WSP. 

Storage 
Please see 'Security and Management Control Outsourcing Standard for Non-Channelers' 
(Exhibit A). 
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V. LIAISON REPRESENTATIVES 
For the Washington State Patrol: 
Jim Anderson, Administrator 
Criminal Records Division 
PO Box42619 
Olympia WA 98504-2619 
Phone: (360) 534-2101 
Fax:(360) 534-2070 
E-mail: jim.anderson@wsp.wa.gov 

VI. INDEMNIFICATION 

For the Sunnyside Housing Authority: 
Ketha Kimbrough 
204 South 13th St 
Sunnyside WA 98944 
509-837-5061 
ketha@sunnysideha.org 

Each party shall defend, protect and hold harmless the other party from and against all claims, 
suits and/or actions arising from any negligent or intentional act or omission of that party's 
employees, agents, and/or authorized subcontractor(s) while performing this MOU. 

VII. PERIOD OF MOU 
This MOU becomes effective on the date of the last signature and continues for three years and 
may be renewed. It may be modified by mutual written consent of the two agencies. Liaison 
Representatives may modify Exhibit A by mutual written consent of the two agencies without 
changing the general conditions of this MOU. 

VIII. TERMINATION 
Except as otherwise provided in this MOU, either party may tenninate this MOU upon ninety (90) 
days' written notification to the other party. If this MOU is so terminated, the terminating party shall 
be liable only for performance in accordance with the tenns of this MOU for performance prior to the 
effective date of tennination. 

IX. DISPUTES 
In the event that a dispute arises under this MOU, it shall be detennined in the following manner: The 
Chief of WSP, or designee, shall appoint one member to the Dispute Board. NCJA shall appoint one 
member to the Dispute Board. The Chief ofWSP, or designee, and the NCJA shall jointly appoint an 
additional member to the Dispute Board. The Dispute Board shall evaluate the dispute and make a 
determination of the dispute. The determination of the Dispute Board shall be final and binding on 
the paiiies hereto. If applicable and as an alternative to this process, either of the parties may 
request intervention by the Governor, as provided by RCW 43.17.330, in which event the 
Governor's process will control. 

X. EXIDBITS 
The exhibits listed below are incorporated into and made a part of this MOU: 

Exhibit A- 'Security and Management Control Outsourcing Standard for Non-Channelers' 

Exhibit B - Federal Bureau of Investigation - Criminal Justice Infonnation Services (CJIS) Security 
Policy, Version 5.2, published 8/9/2013 which is available at the following link: 
www.fbi.gov/about-us/cjis/cjis-security-policy-resource-center. WSP will provide a copy of 
the manual upon request. 
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XI. ORDER OF PRECEDENCE 
In the event of any inconsistency in the tenns of this MOU, unless otherwise provided herein, the 
inconsistency shall be resolved by giving precedence in the following order: 
a. Applicable federal and state statutes and regulations; 
b. The Tenns and Conditions contained in this MOU; 
c. The Exhibits attached to this MOU; 
d. Any other provisions of the MOU, whether incorporated by reference or otherwise. 

XII. ALL WRITINGS CONTAINED HEREIN 
This MOU contains all the terms and conditions agreed upon by the parties. No other understandings, 
oral or otherwise, regarding the subject matter of this MOU shall be deemed to exist or to bind ai_:iy of 
the parties hereto. 

STATE OF WASHINGTON 
WASHINGTONSTATE ATROL 

SUNNYSIDE HOUSING AUTHORITY 

,, 

Date 

. Batiste, Chief 

~~b I Date . 
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EXHIBIT A 

SECURITY and MANAGEMENT CONTROL OUTSOURCING STANDARD for 
NON-CHANNELERS 

The goal of this document is to provide adequate security and integrity for 
criminal history record information (CHRI) while under the control or management of an 
outsourced third party, the Contractor. Adequate security is defined in Office of 
Management and Budget Circular A-130 as "security commensurate with the risk and 
magnitude of harm resulting from the loss, misuse, or unauthorized access to or 
modification of information." 

The intent of this Security and Management Control Outsourcing Standard 
(Outsourcing Standard) is to require that the Contractor maintain a security program 
consistent with federal and state laws, regulations, and standards (including the FBI 
Criminal Justice Information Services (CJIS) Security Policy) as well as with rules, 
procedures, and standards established by the Compact Council and the United States 
Attorney General. 

This Outsourcing Standard identifies the duties and responsibilities with 
respect to adequate internal controls within the contractual relationship so that the security 
and integrity of the Interstate Identification Index (III) System and CHRI are not 
compromised. The standard security program shall include consideration of site security, 
dissemination restrictions, personnel security, system security, and data security. 

The provisions of this Outsourcing Standard are established by the Compact 
Council pursuant to 28 CFR Part 906 and are subject to the scope of that rule. They apply 
to all personnel, systems, networks, and facilities supporting and/or acting on behalf of the 
Authorized Recipient to perform noncriminal justice administrative functiems requiring 
access to CHRI without a direct connection to the FBI CJIS Wide Area Network (WAN). 

I. 0 Definitions 
1.01 Access to CHRI means to view or make use of CHRI obtained from the III 

System but excludes direct access to the III System by computer terminal or 
other automated means by Contractors other than those that may be 
contracted by the FBI or state criminal history record repositories or as 
provided by title 42, United States Code, section 14614(b ). 

1.02 Authorized Recipient means (1) a nongovernmental entity authorized by 
federal statute or federal executive order to receive CHRI for noncriminal 
justice purposes, or (2) a government agency authorized by federal statute, 
federal executive order, or state statute which has been approved by the 
United States Attorney General to receive CHRI for noncriminal justice 
purposes. 

1.03 Chief Administrator means the primary administrator of a Nonparty State's 
criminal history record repository or a designee of such administrator who is 
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a regular full-time employee of the repository, which is also referred to as the 
State Identification Bureau (SIB) Chief. 

1.04 CHRI, as referred to in Article 1(4) of the Compact, means information 
collected by criminal justice agencies on individuals consisting of 
identifiable descriptions and notations of arrests, detentions, indictments, or 
other formal criminal charges, and any disposition arising therefrom, 
including acquittal, sentencing, correctional supervision, or release; but does 
not include identification information such as fingerprint records if such 
information does not indicate involvement of the individual with the criminal 
justice system. 

1.05 Criminal History Record Check, for purposes of this Outsourcing Standard 
only, means an authorized noncriminal justice fingerprint-based search of a 
state criminal history record repository and/or the FBI system. 

1.06 Compact Officer, as provided in Article 1(2) of the Compact, means (A) with 
respect to the Federal Government, an official [FBI Compact Officer] so 
designated by the Director of the FBI [to administer and enforce the compact 
among federal agencies], or (B) with respect to a Party State, the chief 
administrator of the State's criminal history record repository or a designee 
of the chief administrator who is a regular full-time employee of the 
repository. 

1.07 Contractor means a government agency, a private business, non-profit 
organization or individual, that is not itself an Authorized Recipient with 
respect to the particular noncriminal justice purpose, who has entered into a 
contract with an Authorized Recipient to perform noncriminal justice 
administrative functions requiring access to CHRI. 

1.08 Dissemination means the disclosure ofIII CHRI by an Authorized Recipient 
to an authorized Contractor, or by the Contractor to another Authorized 
Recipient consistent with the Contractor's responsibilities and with 
limitations imposed by federal and state laws, regulations, and standards as 
well as rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

1.09 Noncriminal Justice Administrative Functions means the routine noncriminal 
justice administrative functions relating to the processing of CHRI, to 
include but not limited to the following: 
1. Making fitness determinations/recommendations 
2. Obtaining missing dispositions 
3. Disseminating CHRI as authorized by Federal statute, Federal 

Executive Order, or State statute approved by the United States 
Attorney General 

4. Other authorized activities relating to the general handling, use, and 
storage of CHRI 
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1.10 Noncriminal Justice Purposes, as provided in Article 1(18) of the Compact, 
means uses of criminal history records for purposes authorized by federal or 
state law other than purposes relating to criminal justice activities, including 
employment suitability, licensing determinations, immigration and 
naturalization matters, and national security clearances. 

1.11 Outsourcing Standard means a document approved by the Compact Council 
after consultation with the United States Attorney General which is to be 
incorporated by reference into a contract between an Authorized Recipient 
and a Contractor. This Outsourcing Standard authorizes access to CHRI for 
noncriminal justice purposes, limits the use of the information to the 
purposes for which it is provided, prohibits retention and/or dissemination 
except as specifically authorized, ensures the security and confidentiality of 
the information, provides for audits and sanctions, provides conditions for 
termination of the contract, and contains such other provisions as the 
Compact Council may require. 

1.12 Physically Secure Location means a facility or an area, a room, or a group of 
rooms, within a facility with both the physical and personnel security 
controls sufficient to protect CHRI and associated information systems. 

1.13 Positive Identification, as provided in Article 1(20) of the Compact, means a 
determination, based upon a comparison of fingerprints 1 or other equally 
reliable biometric identification techniques, that the subject of a record 
search is the same person as the subject of a criminal history record or records 
indexed in the III System. Identifications based solely upon a comparison of 
subjects' names or other non-unique identification characteristics or numbers, 
or combinations thereof, shall not constitute positive identification. 

1.14 Public Carrier Network means a telecommunications infrastructure 
consisting of network components that are not owned, operated, and 
managed solely by the agency using that network, i.e., any 
telecommunications infrastructure which supports public users other than 
those of the agency using that network. Examples of a public carrier network 
include but are not limited to the following: Dial-up and Internet connections, 
network connections to Verizon, network connections to AT&T, ATM 
Frame Relay clouds, wireless networks, wireless links, and cellular 
telephones. A public carrier network provides network services to the public; 
not just to the single agency using that network. 

1.15 Security Violation means the failure to prevent or failure to institute 
safeguards to prevent access, use, retention, or dissemination of CHRI in 

1 The Compact Council currently defines positive identification for noncriminal justice 
purposes as identification based upon a qualifying ten-rolled or qualifying ten-flat 
fingerprint submission. Further information concerning positive identification may be 
obtained from the FBI Compact Council office. 
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violation of: (A) Federal or state law, regulation, or Executive Order; or 
(B) a rule, procedure, or standard established by the Compact Council and the 
United States Attorney General. 

2.0 Responsibilities of the Authorized Recipient 
2.01 Prior to engaging in outsourcing any noncriminal justice administrative 

functions, the Authorized Recipient shall: (a) Request and receive written 
permission from (1) the State Compact Officer/Chief Administrator2 or (2) 
the FBI Compact Officer3

; (b) provide the Compact Officer/Chief 
Administrator copies of the specific authority for the outsourced work, 
criminal history record check requirements, and/or a copy of relevant 
portions of the contract as requested; and (c) inquire of the FBI Compact 
Officer whether a prospective Contractor has any security violations (See 
Section 8.04). The FBI Compact Officer will report those findings to the 
Authorized Recipient and, when applicable, to the State Compact 
Officer/Chief Administrator. 

2.02 The Authorized Recipient shall execute a contract or agreement prior to 
providing a Contractor access to CHRI. The contract shall, at a minimum, 
incorporate by reference and have appended thereto this Outsourcing 
Standard. 

2.03 The Authorized Recipient shall, in those instances when the Contractor is to 
perform duties requiring access to CHRI, specify the terms and conditions of 
such access; limit the use of such information to the purposes for which it is 
provided; limit retention of the information to a period of time not to exceed 
that period of time the Authorized Recipient is permitted to retain such 
information; prohibit dissemination of the information except as specifically 
authorized by federal and state laws, regulations, and standards as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General; ensure the security and 
confidentiality of the information to include confirmation that the intended 
recipient is authorized to receive CHRI; provide for audits and sanctions; 
provide conditions for termination of the contract; and ensure that Contractor 

2
The Compact Officer/Chief Administrator may not grant such permission unless he/she has 

implemented a combined state/federal audit program to, at a minimum, triennially audit a 
representative sample of the Contractors and Authorized Recipients engaging in outsourcing 
with the first of such audits to be conducted within one year of the date the Contractor first 
receives CHRI under the approved outsourcing agreement. A representative sample will be 
based on generally accepted statistical sampling methods. 

3State or local Authorized Recipients based on State or Federal Statutes shall contact the 
State Compact Officer/Chief Administrator. Federal or Regulatory Agency Authorized 
Recipients shall contact the FBI Compact Officer. 
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personnel comply with this Outsourcing Standard. 
a. The Authorized Recipient shall conduct criminal history record 

checks of Contractor personnel having access to CHRI if such checks 
are required or authorized of the Authorized Recipient's personnel 
having similar access. 4 The Authorized Recipient shall maintain 
updated records of Contractor personnel who have access to CHRI 
and update those records within 24 hours when changes to that access 
occur and, if a criminal history record check is required, the 
Authorized Recipient shall maintain a list of Contractor personnel 
who successfully completed the criminal history record check. 

b. The Authorized Recipient shall ensure that the Contractor maintains 
site security. 

c. The Authorized Recipient shall ensure that the most current version of 
both the Outsourcing Standard and the ens Security Policy are 
incorporated by reference at the time of contract, contract renewal, or 
within 30 calendar days (unless otherwise directed) of notification of 
successor versions of the Outsourcing Standard and/or ens Security 
Policy, whichever is sooner. The Authorized Recipient shall notify 
the Contractor within 30 calendar days (unless othe1wise directed) of 
FBI notification regarding changes or updates to the Outsourcing 
Standard and/or ens Security Policy. 

2.04 The Authorized Recipient shall understand the communications and record 
capabilities of the Contractor which has access to federal or state records 
through, or because of, its outsourcing relationship with the Authorized 
Recipient. The Authorized Recipient shall maintain an updated topological 
drawing which depicts the interconnectivity of the Contractor's network 
configuration. 

2.05 The Authorized Recipient is responsible for the actions of the Contractor and 
shall monitor the Contractor's compliance to the terms and conditions of the 
Outsourcing Standard. The Authorized Recipient shall certify to the 
Compact Officer/Chief Administrator that an audit was conducted with the 
Contractor within 90 days of the date the Contractor first receives CHRI 
under the approved outsourcing agreement. 

4
If a national criminal history record check of Authorized Recipient personnel having 

access to CHRI is mandated or authorized by a federal statute, executive order, or state 
statute approved by the Attorney General under Public Law 92-544, the State Compact 
Officer/Chief Administrator and/or the FBI Compact Officer must ensure Contractor 
personnel having similar access are either covered by the existing law or that the existing 
law is amended to include such Contractor personnel prior to authorizing outsourcing 
initiatives. The national criminal history record checks of Contractor personnel with access 
to CHRI cannot be outsourced and must be performed by the Authorized Recipient. 
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2.06 The Authorized Recipient shall provide written notice of any early voluntary 
termination of the contract to the Compact Officer/Chief Administrator or the 
FBI Compact Officer. 

3.0 Responsibilities of the Contractor 
3.01 The Contractor and its employees shall comply with all federal and state laws, 

regulations, and standards (including the CJIS Security Policy) as well as 
with rules, procedures, and standards established by the Compact Council 
and the United States Attorney General. 

3.02 The Contractor shall develop, document, administer, and maintain a Security 
Program (Physical, Personnel, and Information Technology) to comply with 
the most current Outsourcing Standard and the most current FBI CJIS 
Security Policy. The Security Program shall describe the implementation of 
the security requirements described in this Outsourcing Standard and the FBI 
CJJS Security Policy. In addition, the Contractor is also responsible to set, 
maintain, and enforce the standards for the selection, supervision, and 
separation of personnel who have access to CHRI. The Authorized Recipient 
shall provide the written approval of a Contractor's Security Program. 

3.03 The requirements for a Security Program should include, at a minimum: 
a) Description of the implementation of the security requirements described 
in this Outsourcing Standard and the CJIS Security Policy. 
b) Security Training. 
c) Guidelines for documentation of security violations. 
d) Standards for the selection, supervision, and separation of personnel with 
access to CHRI. 
**If the Contractor is using a corporate policy, it must meet the requirements 
outlined in this Outsourcing Standard and the CJISSecurity Policy. If the 
corporate policy is not this specific, it must flow down to a level where the 
documentation supports these requirements. 

3 .04 Except when the training requirement is retained by the Authorized Recipient, 
the Contractor shall develop a Security Training Program for all Contractor 
personnel with access to CHRI prior to their appointment/assignment. The 
Authorized Recipient shall review and provide to the Contractor written 
approval of the Security Training Program. Training shall be provided upon 
receipt of notice from the Compact Officer/Chief Administrator on any 
changes to federal and state laws, regulations, and standards as well as with 
rules, procedures, and standards established by the Compact Council and the 
United States Attorney General. Annual refresher training shall also be 
provided. The Contractor shall annually, not later than the anniversary date 
of the contract, certify in writing to the Authorized Recipient that annual 
refresher training was completed for those Contractor personnel with access 
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to CHRI. 
3.05 The Contractor shall make its facilities available for announced and 

unannounced audits performed by the Authorized Recipient, the state, or the 
FBI on behalf of the Compact Council. 

3.06 The Contractor's Security Program is subject to review by the Authorized 
Recipient, the Compact Officer/Chief Administrator, and the FBI ens 
Division. During this review, provision will be made to update the Security 
Program to address security violations and to ensure changes in policies and 
standards as well as changes in federal and state law are incorporated. 

3.07 The Contractor shall maintain CHRI only for the period of time necessary to 
fulfill its contractual obligations but not to exceed the period of time that the 
Authorized Recipient is authorized to maintain and does maintain the CHRI. 

3 .08 The Contractor shall maintain a log of any dissemination of CHRI, for a 
minimum of 365 days. 

4.0 Site Security 
4.01 The Authorized Recipient shall ensure that the Contractor site(s) is a 

physically secure location to protect against any unauthorized access to 
CHRI. 

5.0 Dissemination 
5.01 The Contractor shall not disseminate CHRI without the consent of the 

Authorized Recipient, and as specifically authorized by federal and state 
laws, regulations, and standards as well as with rules, procedures, and 
standards established by the Compact Council and the United States Attorney 
General. 

' 5.02 An up-to-date log concerning dissemination of CHRI shall be maintained by 
the Contractor for a minimum one year retention period. This log must 
clearly identify: (A) The Authorized Recipient and the secondary recipient 
with unique identifiers, (B) the record disseminated, (C) the date of 
dissemination, (D) the statutory authority for dissemination, and (E) the 
means of dissemination. 

5.03 If CHRI is stored or disseminated in an electronic format, the Contractor 
shall protect against unauthorized access to the equipment and any of the data. 
In no event shall responses containing CHRI be disseminated other than as 

governed by this Outsourcing Standard or more stringent contract 
requirements. 

6.0 Personnel Security 
6.01 If a local, state, or federal written standard requires or authorizes a criminal 

history record check of the Authorized Recipient's personnel with access to 
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CHRJ, then a criminal history record check shall be required of the 
Contractor's (and approved Sub-Contractor's) employees having access to 
CHRJ. Criminal history record checks of Contractor and approved 
Sub-Contractor employees, at a minimum, will be no less stringent than 
criminal history record checks that are performed on the Authorized 
Recipient's personnel performing similar functions. Criminal history record 
checks must be completed prior to accessing CHRJ under the contract. 

6.02 The Contractor shall ensure that each employee performing work under the 
contract is aware of the requirements of the Outsourcing Standard and the 
state and federal laws governing the security and integrity of CHRJ. The 
Contractor shall confirm in writing that each employee has certified in 
writing that he/she understands the Outsourcing Standard requirements and 
laws that apply to his/her responsibilities. The Contractor shall maintain the 
employee certifications in a file that is subject to review during audits. 
Employees shall make such certification prior to performing work under the 
contract. 

6.03 The Contractor shall maintain updated records of personnel who have access 
to CHRJ, update those records within 24 hours when changes to that access 
occur, and if a criminal history record check is required, maintain a list of 
personnel who have successfully completed criminal history record checks. 
The Contractor shall notify Authorized Recipients within 24 hours when 
additions or deletions occur. 

7.0 System Security 
7.01 The Contractor's security system shall comply with the ens Security Policy 

in effect at the time the Outsourcing Standard is incorporated into the 
contract and with successor versions of the ens Security Policy. 
a. If CHRJ can be accessed by unauthorized personnel via Wide Area 

Network/Local Area Network or the Internet, then the Contractor 
shall protect the CHRJ with firewall-type devices to prevent such 
unauthorized access. These devices shall implement a minimum 
firewall profile as specified by the ens Security Policy in order to 
provide a point of defense and a controlled and audited access to 
CHRJ, both from inside and outside the networks. 

b. Data encryption shall be required throughout the network passing 
CHRJ through a shared public carrier network. 

7.02 The Contractor shall provide for the secure storage and disposal of all hard 
copy and media associated with the system to prevent access by unauthorized 
personnel. 
a. CHRJ shall be stored in a physically secure location. 
b. The Authorized Recipient shall ensure that a procedure is in place for 
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sanitizing all fixed storage media ( e.g., disks, drives, backup storage) 
at the completion of the contract and/or before it is returned for 
maintenance, disposal, or reuse. Sanitization procedures include 
overwriting the media and/or degaussing the media. 

c. The Authorized Recipient shall ensure that a procedure is in place for 
the disposal or return of all non-fixed storage media ( e.g., hard copies, 
print-outs). 

7.03 To prevent and/or detect unauthorized access to CHRI in transmission or 
storage, each Authorized Recipient, Contractor, or sub-Contractor must be 
assigned a unique identifying number. 

8.0 Security Violations 
8.01 Duties of the Authorized Recipient and Contractor 

a. The Contractor shall develop and maintain a written policy for 
discipline of Contractor employees who violate the security 
provisions of the contract, which includes this Outsourcing Standard 
that is incorporated by reference. 

b. Pending investigation, the Contractor shall, upon detection or 
awareness, suspend any employee who commits a security violation 
from assignments in which he/she has access to CHRI under the 
contract. 

c. The Contractor shall immediately (within four hours) notify the 
Authorized Recipient of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant to the contract. Within five calendar days of such 
notification, the Contractor shall provide the Authorized Recipient a 
written report documenting such security violation, any corrective 
actions taken by the Contractor to resolve such violation, and the date, 
time, and summary of the prior notification. 

d. The Authorized Recipient shall immediately (within four hours) 
notify the State Compact Officer/Chief Administrator and the FBI 
Compact Officer of any security violation or termination of the 
contract, to include unauthorized access to CHRI made available 
pursuant 'to the contract. The Authorized Recipient shall provide a 
written report of any security violation (to include unauthorized 
access to CHRI by the Contractor) to the State Compact Officer/Chief 
Administrator, if applicable, and the FBI Compact Officer, within five 
calendar days ofreceipt of the written report from the Contractor. The 
written report must include any corrective actions taken by the 
Contractor and the Authorized Recipient to resolve such security 
violation. 
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8.02 Termination of the contract by the Authorized Recipient for security 
violations 
a. The contract is subject to termination by the Authorized Recipient for 

security violations involving CHRI obtained pursuant to the contract. 
b. The contract is subject to termination by the Authorized Recipient for 

the Contractor's failure to notify the Authorized Recipient of any 
security violation or to provide a written report concerning such 
violation. 

c. If the Contractor refuses to or is incapable of taking corrective actions 
to successfully resolve a security violation, the Authorized Recipient 
shall terminate the contract. 

8.03 Suspension or termination of the exchange of CHRI for security violations 
a. Notwithstanding the actions taken by the State Compact Officer, if the 

Authorized Recipient fails to provide a written report notifying the 
State Compact Officer/Chief Administrator or the FBI Compact 
Officer of a security violation, or refuses to or is incapable of taking 
corrective action to successfully resolve a security violation, the 
Compact Council or the United States Attorney General may suspend 
or terminate the exchange of CHRI with the Authorized Recipient 
pursuant to 28 CFR §906.2( d). 

b. If the exchange of CHRI is suspended, it may be reinstated after 
satisfactory written assurances have been provided to the Compact 
Council Chairman or the United States Attorney General by the 
Compact Officer/Chief Administrator, the Authorized Recipient and 
the Contractor that the security violation has been resolved. If the 
exchange of CHRI is terminated, the Contractor's records (including 
media) containing CHRI shall be deleted or returned in accordance 
with the provisions and time frame as specified by the Authorized 
Recipient. 

8.04 The Authorized Recipient shall provide written notice (through the State 
Compact Officer/Chief Administrator if applicable) to the FBI Compact 
Officer of the following: 
a. The termination of a contract for security violations. 
b. Security violations involving the unauthorized access to CHRI. 
c. The Contractor's name and unique identification number, the nature 

of the security violation, whether the violation was intentional, and the 
number of times the violation occurred. 

8.05 The Compact Officer/Chief Administrator, Compact Council and the United 
States Attorney General reserve the right to investigate or decline to 
investigate any report of unauthorized access to CHRI. 

8.06 The Compact Officer/Chief Administrator, Compact Council, and the United 
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States Attorney General reserve the right to audit the Authorized Recipient 
and the Contractor's operations and procedures at scheduled or unscheduled 
times. The Compact Council, the United States Attorney General, and the 
state are authorized to perform a final audit of the Contractor's systems after 
termination of the contract. 

9.0 Miscellaneous Provisions 
9.01 This Outsourcing Standard does not confer, grant, or authorize any rights, 

privileges, or obligations to any persons other than the Contractor, the 
Authorized Recipient, Compact Officer/Chief Administrator (where 
applicable), and the FBI. 

9.02 The following document is incorporated by reference and made part of this 
Outsourcing Standard: (1) The ens Security Policy. 

9.03 The terms set forth in this document do not constitute the sole understanding 
by and between the parties hereto; rather they provide a minimum basis for 
the security of the system and the CHRI accessed therefrom and it is 
understood that there may be terms and conditions of the appended contract 
which impose more stringent requirements upon the Contractor. 5 

9.04 The minimum security measures as outlined in this Outsourcing Standard 
may only be modified by the Compact Council. Conformance to such 
security measures may not be less stringent than stated in this Outsourcing 
Standard without the consent of the Compact Council in consultation with 
the United States Attorney General. 

9.05 This Outsourcing Standard may only be modified by the Compact Council 
and may not be modified by the parties to the appended contract without the 
consent of the Compact Council. 

9.06 Appropriate notices, assurances, and correspondence to the FBI Compact 
Officer, Compact Council, and the United States Attorney General required 
by Section 8.0 of this Outsourcing Standard shall be forwarded by First Class 
Mail to: 

FBI Compact Officer 
1000 Custer Hollow Road 
Module D-3 
Clarksburg, WV 26306 

10.0 Exemptionfi·om Above Provisions 

5
Such conditions could include additional audits, fees, or security requirements. The 

Compact Council, Authorized Recipients, and the Compact Officer/Chief Administrator 
have the explicit authority to require more stringent standards than those contained in the 
Outsourcing Standard. 
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10.02 · 

An Information Technology (IT) contract need only include Sections 
1.0, 2.01, 2.02, 2.03, 3.01, 6.0, 8.0, and 9.0 of this Outsourcing 
Standard for Non-Channelers when all of the following conditions 
exist: 
1. 

2. 

3. 

4. 

5. 

6. 

Access to CHRI by the IT contractor's personnel is limited 
solely for the development and/or maintenance of the 
Authorized Recipient's computer system; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the IT contractor; 
The computer system resides within the Authorized Recipient's 
facility; 
The Authorized Recipient's personnel supervise or work 
directly with the IT contractor personnel; 
The Authorized Recipient maintains complete, positive control 
of the IT contractor's access to the computer system and CHRI 
contained therein; and 
The Authorized Recipient retains all of the duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard. 

An Authorized Recipient's contract where access to CHRI is limited 
solely for the purposes of: (A) storage (referred to as archiving in 
some states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to protect the 
CHRI; and/or (C) destruction of the CHRI by Contractor personnel 
when not observed by the Authorized Recipient need only include 
Sections 1.0, 2.01, 2.02, 2.03, 3.01, 4.0, 6.0, 8.0, and 9.0 of this 
Outsourcing Standard for Non-Channelers when all of the following 
conditions exist: 
1. Access to CHRI by the Contractor is limited solely for the 

purposes of: (A) storage (referred to as archiving in some 
states) of the CHRI at the Contractor's facility; (B) retrieval of 
the CHRI by Contractor personnel on behalf of the Authorized 
Recipient with appropriate security measures in place to 
protect the CHRI; and/or (C) destruction of the CHRI by 
Contractor personnel when not observed by the Authorized 

2. 
Recipient; 
Access to CHRI is incidental, but necessary, to the duties being 
performed by the Contractor; 
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3. The Contractor is not authorized to disseminate CHRI to any 
other agency or contractor on behalf of the Authorized 
Recipient; 

4. The Contractor's personnel are subject to the same criminal 
history record checks as the Authorized Recipient's personnel; 

5. The criminal history record checks of the Contractor personnel 
are completed prior to work on the contract or agreement; 

6. The Authorized Recipient retains all other duties and 
responsibilities for the performance of its authorized 
noncriminal justice administrative functions, unless it executes 
a separate contract to perform such noncriminal justice 
administrative functions, subject to all applicable requirements, 
including the Outsourcing Standard; and 

7. The Contractor stores the CHRI in a physically secure location. 
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WSP Contract No. C130763GSC 
Amendment 1 

WASHINGTON STATE PATROL 
CONTRACT AMENDMENT 

The above referenced Contract between the Washington State Patrol and the 
Sunnyside Housing Authority is hereby amended as follows: 

• The end date shall be extended through September 25, 2021. 

• EXHIBIT B CJIS Security Policy 5.1 shall be replaced with EXHIBIT B CJIS 
Security Policy 5.5. 

All other terms and conditions of this Contract remain in full force and effect. 

THIS AMENDMENT is executed by the persons signing below, who warrant that they 
have the authority to execute this Amendment. 

STATE OF WASHINGTON 
WASHINGTON STATE PATROL 

FOR: John R. Batiste, Chief 

/wp-o/7 
~ ~ Date 

SUNNYSIDE HOUSING AUTHORITY 

~ ~ I , dO t 1 
Date 




