
Improve  
community 
engagement 
services (POL)

Art event space 
booking system 
(ART)

Near real time 
mapping of 
emergency calls 
(ADM-DS)Machine learning 

and AI for 
routing customer 
journeys through 
SF.gov

Conformed 
dimensional data 
across 
departments 
(POL)

Dynamic 
fees/pricing for 
some services 
based on real-
time use data

Digital twins: 
Airfield and 
Landside (SFO)

Real-time 
processing times 
for a range of 
services (e.g. 
permits)

Community 
engagement 
event surveys 
(POL)

Tip411 (POL)

Air quality 
monitoring 
(PUC)

Resource 
management 
(SFO)

Graffiti 
abatement (PUC)

Virtual museum 
guide (ART)

Reform 
initiatives (POL)

Camera analytics 
aircraft 
turnaround ops 
(SFO)

Taxi operations 
AI/ML demand 
prediction model 
(SFO)

Security 
checkpoint wait 
times (SFO) Grants 

management 
system (ART)

Portfolio 
management 
system (ART)

3rd party data on 
commercial 
property (TTX)

Data feeds to 
other 
departments for 
standard 
addresses and 
locations (TTX)

Data analytics on 
many 
components of 
businesses and 
revenues (TTX)

Data on all 
permits and 
license per 
businesses (TTX)

CED surveys 
from web (POL)

Web analytics 
(ADM-DS)

Real time customer 
queue times at the 
Permit Center are 
displayed on SF.gov 
(ADM-DS)

Real time Covid-19 
testing and 
vaccination ability at 
some sites was 
available on SF.gov 
(ADM-DS)

Smart Data

Digital queuing 
(ADM-DS)

General public being 
able to contact 
emergency services 
– smart 911 (DEM)

Fiber to Housing 
internet access 
to affordable 
housing (DT)

Improve public 
access to 
legislative 
process (BOS)

A legislative process for 
the public to understand 
to the neighborhood level 
(Legislative Management 
System) (BOS)

New mobile 
devices for data 
collection (POL)

Dynamic posting 
locations of 
ambulance based 
on call demand 
(DEM)

GIS mapping 
(BOS) Community WiFi

network (DT)

Full remote 
network 
management 
(DT)

Fiber to Housing 
connectivity to 
SROs (DT)

Network 
resiliency for all 
components (DT)

Digital water meters 
(SFO)

Monetization of 
cellular traffic and 
replacement of DAS 
infrastructure (PUC)

Motion 
controlled 
lighting (SFO)

Audio monitoring for 
public safety – i.e., 
Shotspotter, traffic 
incidents, common 
crimes, etc (PUC)

Network in the cloud 
(DT)

WiFi along 
Market St and 
31 parks (DT)

Analysis of DBA in 
the city for 
interference (DT)

Enterprise facility 
management 
(SFO)Smart 

Infrastructure

Faster payments 
(TTX)

Communication 
smart pole for 
public safety and 
device 
connectivity (DT)

Networking services for 
WiFi, cellular, and open 
access radio. Used by IoT 
infrastructure, remote 
devices, and potentially 
public  (PUC)

Public warning 
sirens (DT)

Real time 
information 
program 
participation (TTX)

Online business 
account management 
(TTX) Fire alarm, 

security 
dispatching (DT)

Online requests 
for waivers and 
refunds (TTX)

Online 
registration of 
business (TTX)

Pepper devices 
and robotics for 
reception (DT)

Security cameras 
for specific 
locations (DT)

Virtual sessions 
with taxpayers 
(TTX)

ALPR (POL)

Air quality 
sensors (SFO)

Cyber sensors on the 
network for early 
detection (DT)

Resident based 
business 
compliance 
engagement (TTX)

Water leak 
detection (PUC)Smart IoT

Streetlights power 
management, 
metering, and 
automation (PUC)

EV chargers 
(SFO)

Streetlights dynamic power 
management – smart 
metering of streetlight load, 
optimization of dimming 
profiles, and sub-metering for 
ancillary devices (PUC)

Energy 
management 
control system 
(SFO)

Smart Energy

Outdoor public 
warning system 
(siren) 
replacement (DT)

Integration with 
autonomous 
vehicle 
infrastructure 
(PUC)

LIDAR based 
traffic 
monitoring (SFO)

Aircraft surface 
movement 
tracking (SFO)

Taxi mobile app, 
GPS sensor (SFO)

TNC API for data 
collection (SFO)

Vehicle transponder 
readers (SFO)

Routing of emergency 
personnel based on real 
time traffic data/street 
closures etc. (DEM)

Device management 
for mobile device 
management (DT)

Mobile phone 
service with Jabber 
(DT)

Smart 
Transportation/
Mobility

Electronic forms 
(POL)

Fire call box 
replacement (DT)

Improve police 
services through 
data from the 
public (POL)

Guaranteed 
income to 
residents (TTX)

Survey from CED 
team to the city 
website (POL)

Computer vision 
applications for 
asset condition 
assessment and 
incident 
management –
flood detection and 
real time analysis 
(PUC)

Vehicle tolling 
for YBI/TI and 
congestion 
pricing 
downtown (DT)

Mobile food 
ordering and 
delivery (SFO)

Cameras for 
SFGovTV and 
streaming (DT)

Youth college 
savings account 
connection to 
529s (TTX)

Arches project 
(historic survey 
GIS based 
information) (CPC)

Records 
management 
(POL)

Other

LIDAR sensors 
for queues and 
traffic (SFO)

Expand the use 
of GPS telemetry 
for commercial 
ground operators 
to improve 
supply and 
demand(SFO)

Indoor GPS for 
passenger 
wayfinding (SFO)

Camera analytics 
to monitor and 
optimize aircraft 
turnaround (SFO)

AI/machine learning 
to detect anomalies in 
operations (SFO)

AI for video analysis 
and redaction (POL)

Create digital twins of 
products to ensure 
systems work correctly –
cybersecurity, light 
sensors, emergency alerts 
(POL)

Emergency call 
boxes to 
communicate 
with 911 (DEM)

Alert/warning system 
to send emergency 
notifications to the 
public (DEM)

Improve communication 
with park users 
(historical info, 
wayfinding) (REC)

Support data driven 
decision making 
(operational, equity) 
(REC)

Promote positive 
use of parks 
(REC)

Support safety 
(REC)

Digital Cities 
Technology Use Case 
Examples

Key

Inner ring: Priority 
technologies

Future use: Would 
like to deploy in 1-5 
years

Current use: Will be 
deployed in the 
next 6-12 months

Nov 1 2021 Digital Cities 
Workshop Summary



Challenges to Implementing Digital Cities Technology
Funding
• Funding (6)
• Capital investment
• Having sustained funding, 

people, and process to 
maintain a citywide system

• Funding sources for devices 
needed by residents to use 
systems

Systems
• Lack of a common 

platform
• Agreement on a 

common platform for 
economies of scale

• Systems integration
• Competing standards
• Infrastructure
• Availability of 

connectivity

Data governance
• Data governance
• Need for agreed data standards
• Data management and access
• Data agreements
• Need for public data policy that 

aligns with open internet
• The City does not see data 

quality maintenance as an 
important job

• Complex systems integrations. 
Connecting disparate systems in 
real-time requires expertise and 
IT infrastructure. Cybersecurity 
would need to be addressed in 
every implementation for 
monitoring, securing, and 
maintaining. Governance rules 
for data need to be enforced to 
meet all applicable compliances.

Interdepartmental
• Partners
• Lack of collaboration 

between agencies
• Competing interests and 

lack of collaboration 
between city agencies.

Procurement/Vendors
• Time/process period for 

procurements and renewals is 
too long

• Contracting for our data 
systems/apps

• Various approval tiers required 
for contracting

• Ability to contract for 
design/build projects for IT 
system builds

• Data locked in proprietary 
vendor systems

• Many solutions are not “open” 
and proprietary

• Data sharing is not seen as a 
must-have in procurements

• Tech Marketplace adds vendor 
markups and cost becomes an 
issue

• Tech Marketplace can prohibit 
PPP

Compliance
• Compliance 

challenges
• Surveillance 

Ordinance (4)

Legislation
• Industry influence on 

legislation that is 
detrimental to the 
City

• Need for Board of 
Supervisors 
resolutions on 
changes

Community
• Community buy-in
• Strong political and 

local activist 
suspicions of City 
motives Hiring

• Hiring delays for the staff 
needed for the work

Prioritization/Change 
management
• Competing interests and 

priorities
• Interdepartmental priorities
• Adoption and change
• Cultural shift to adopt new 

processes and technologies 
to govern operations based 
on IoT and policies derived 
from the operational data 
from IoT systems

• Lack of understanding of 
disruptive technologies and 
unwillingness to think 
"outside the box"

• City momentum and “sunk 
costs’ in legacy technologies

Cybersecurity
• Cybersecurity
• Need for security 

program for IoT

Resources/Staffing
• Resources
• Personnel and resources 

required to manage 
solutions

• Lack of staffing for 
infrastructure maintenance

• Having technology 
consultant on how best to 
fill needs

• IoT skills and capability
• Technical capabilities. Staff 

would need to be trained in 
specific solutions to 
configure, administer, and 
maintain.

• No/low data culture, very 
little data-based decision 
making

Other
• Deployment scope and 

scale
• Deployment and 

implementation 
approaches that are not 
disruptive to current 
infrastructure

• Rapidly evolving technical 
sector

• Privacy concerns
• Balance between 

technology and nature

Nov 1 2021 Digital Cities Workshop Summary
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